1 BIOVETRI C | MMOBI LI ZER FOR AUTOVOBI LES BACKGROUND OF THE I'NVENTI ON (a)
Technical Field The present invention relates to bionetric immobilizer, and
in particularly, an inmobilizer enploying bionetrics for use in all kinds
of automobiles. The bionetric inmobilizer integrates a generic inmobilizer
systemto gather with personal bionetric paranmeters for the protection and
aut hori zed access to inmobilization flunction of autonpbiles. (b)
Description of the Prior Art An inmobilizer is a control unit protecting a
not or vehicl e agai ns rl r..al cess of a notor
vehicle by the rightéﬁwﬂgi%ggﬂmw@gﬂﬁgﬁgﬁgcRgAh@%gWég entitled "

| mobi | i zer For Preventing Unauthorized  Starting O A Mtor Vehicle And
Met hod For Operating TheBgéﬁﬂaRF%gﬂ%&HiBH AHW@ﬁwﬁﬁ%hhuber on 7 Cctober 1997
di scl oses an inmobilizer including a test unit, control devices connected
through a data line to the test unit, and at |east one ignition key having
a transponder. \Wen the ignition key is actuated, the test wunit transmts
a request(asi gniachnicabbighd t he data line to all of the control devices,

whi ch respond thereto by transmtting back identification codes which are
conpar ed W t h Thespresdnicinderstionietate e 36 bwmhétncﬁmn’ﬁibﬂ&eﬁtaifdt |hr;mrﬁéutadry3, ot or

if less than a, prescribed nupber of control devices re eir
i denti fi Gt frBWOPE@%r e ing bjogetries forpsedn Al k'B$ UMP% d&g?ces i f

at | east gik@ehicehfifmoBRigenintBgiatey a §8MACImARYKIICES s&&@h‘y tél"'&di‘hérhﬁfiith
I dentification code word, in the event of 1nterrogation Pat ent No.

6,181, oz@eémnatll@Qmetwemafar@etemﬁ@r|ﬁh2eprc®f§mrrandrautﬁp@md @ecesErigi ne
Control " m&tﬁlﬁjzatlﬁn%rl. t{oﬁrgf%\’drﬁogfe%har ne on 30 January 2001 discloses the

noni tori I’lg engl ne con I ons Ng varl ous sensors to det erm ne

(b)  Description of the Prior Art

An immobilizer is a control unit protecting a motor vehicle against
unauthorized use or allows the access of a motor vehicle by the rightful owner.
US Patent No. 5,675,490 entitled " Immobilizer For Preventing Unauthorized
Starting Of A Motor Vehicle And Method For Operating The Same” issued to
Anton Bachhuber on 7 October 1997 discloses an immobilizer including a test
unit, control devices connected through a data line to the test unit, and at least
one ignition key having a transponder. When the ignition key is actuated, the test
unit transmits a request signal through the data line to all of the control devices,
which respond thereto by transmitting back identification codes which are
compared with desired codes. The test unit prevents starting of the motor if less
than a prescribed number of control devices reply with their identification code.
The test unit enables all of the control devices if at least the prescribed number of
control devices reply with their identification code word, in the event of

interrogation.

US Patent No. 6,181,026 entitled “ Vehicle Immobilizer System For
Electronic Engine Control” issued to William David Treharne on 30 January 2001
discloses the monitoring engine conditions using various sensors to determine

whether the immobilizer should be rearmed. The immobilizer disarms when an



whet her the i mmobilizer should be rearned. The inmobilizer disarnms when an
2 authorized security code is received froma transponder during an attenpt
to start the engine. The controller for the engine i mobilizer nonitors
engine receiving sensors and switches to the arned state if the

engi ne-runni ng sensors indicate that the engine is not running even though
the ignition switch has not been detécted to have been put in the
position. None of the disclosed patent relates to the application of

bi ometrics and innnbjlizag, The conventional art,K does. not disclgse the use

of a seclAUNOHESEHSRGULY cGHe b JPERIYRd T % tieRePQIsr JHing 2R Alfe Ot he

above dr aygActhe. endihe. DTREBEIHNSIIEMBIIHE 2RFiInkOIMmABBRAERD ddRorRkRginee Of
bi onetrics and inhobilizer technol ogies together with a secure

conmuni cafieceivingr rnsets apeswichasuia thevarmechstateelf the AaYINETURKIBY SENSOTS
generat| O:ﬂdﬂ:%tesﬁﬁ‘t”tﬁ %ﬂﬂfﬁﬁnfscﬁét' il N@.Cé\%r tHoEYh (HRE i .fi&?rs\rﬁt@ﬂ r%%cﬁé:ts to.
various functionunits, 9ffe present B omet ric i mobi al'so has an

Ization
i nt er nal Hieen detecteprto pavebeaely pdbihah@positioni on protocol and procedure to
ensure all information within the nenory storage being encrypted by

personal bionetrics information generated key is also one of the key code

t echnol ogi es Wéhd Bf tiedieLIPRBY HaterltirBR@EPd He AppilRafibE BF ibidmthics apKst em
SUMVARY OF THE | NVENTI ON Accordingly, it is an object of the present
i nvent i onMraolilizgfi delhe sPBYRIAtional armeess | NotefisclpseathcotisBi Pe@ S@EAERei n t he

i| mmobi | | Z@Jmﬂn%nféﬁﬁ&ﬂ@?&o@&%iﬂ%ﬁ % sPUHE! Tb Treftfhd fﬂE’QBé\]ieZSFam{jb%%Fgo' ogi es.
n the present I nventlon, a secure ' conunication protocol I's bul Wit hin
t he bi onethei dicmeioibi lifnpebilizer fpeneutimarilesf maler unse commhiometiticsormndect or

key for autharjze cess. tq various, function units. i.nstall]ed in.
aut omobi | BT tafigier dodhar Wi ¢ eblRr 8 Bical§R pieSHt bPisg: i on
protocol (sl viihat gubienicrieBgstem frlgenafionedfi sstuvd thinmurieatisRncyorst or age
is encrypt e? by personal biometrics information "generated" key. .
key for authorized access to various function units. he present biometric
immobilization also has an internal built in proprietary data protection protocol
and procedure to ensure all information within the memory storage being
encrypted by personal biometrics information generated key is also one of the

key code technologies within the biometric fingerprint authorization unit system.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the present invention to provide a biometric
immobilizer for automobiles, wherein the immobilizer is designed employing
biometrics and immobilizer technologies. In the present invention, a secure
cormmunication protocol is built within the biometric immohbilizer for generation of
secure communication vector key for authorized access to various function units
installed in automobiles. In addition, internal built-in proprietary data protection
protocol and procedure to ensure all information within the memory storage is

encrypted by personal biometrics information “generated” key.



31t is an object of the present invention to provide a bionetric

I mmobi | i zer for autonopbiles conprising: (a) a bio-fingerprint

aut hentication unit including an enbedded fingerprint bionetrics
processing unit and a sensor capable of capturing human fingerprint

bi onetric pattern, and a flash nenory able to store bionetric data and
i nformation, wherein the bio-fingerpridnt authentication unit having a
typi cal bi onet ri cs verification; and (b) an enbedded i mmobili zer

controll commncte cl osel th the bio-fi.n rint authentication unit
Lo perf oF Il SMIBELal e PrgerbivAR el iogtPHER bIBTGHR FrboRiteidPbr | nt

verifi Catétﬂ&no@%@émﬁﬂblng’*r{g{)@bﬂj ﬁ'ﬁéeﬂ ﬂﬁrﬁlﬂﬁéf&%tloﬁ"ﬂﬁﬁﬂidlhdlﬁ@aﬁ”bedded
i rmobilizer controller establishes a secure comruni cation protocol between

t he enmbedkiBéeddadiiigerprind biraeiries Pragessing unitangi asensegeapablatofaut henti cati on

unit o REaiid nirhAE ARberpRRFBSRef SARR! 8 4 BB RdRln AELbER T O

unit, es a s comuni ca I nger pri nt
aut hent i ctabnnetnadata aad dnfolmeatiamivddeid tlner‘mmbﬁ ﬂgezmntmmefrcbllcbhm uiét anot her

obj ect of the esen i nventi o 0 |de net ri |mmbilizer for
o0t onobi 1A &R bissTiARs veictpn ] B aherde B i scher f or
saf e ke%mu@:‘f cd?hlﬁ%ﬁﬁicété?dd@él?mﬁtﬁ(ihe B ﬁ@ﬁr{)mﬁt aMtﬁé'Hti&ah@ﬁ ufRk®ry storage
for comandi nglat he enbedded i nmobilizer controller to operate Still

anot her JrE¥M Ripmetiic fidesrrint enfrlErnt opiometricfingaspiinevesfisatintet ri ¢
| moDbi | T 2640 ad aﬁth‘?dTHQfal rﬁ%na Lt ﬂrh[e&ﬁnp‘ E)éeiic?ecf 'nﬂﬂgﬁlﬁiér“t

aut henticdtion unit has a trits enro me and 1S not nore than
100 nsec qm‘ntroijeteestalalrsdieaatsecnm eomhmnuc&t[ue@restoamlé::edweergtr@cbmbedm hority

access r| Yet st anat.her . opj ect sent. i nventi. isto

ot ovi de. 4 DA cBhrplRr R RE bicPhder bR arbB BaBSS Ml 7 HeC Drod g

| Mobi | i zggcesotd thel Biefingaiprint Suthkhtdationalnitdesd gendiater g esturel | er system

whi ch conmuni cat es WLt h t he bi onet r]l fingerprint authentication unit.
communication key between the bio-fingerprint authentication unit and the

embedded immobilizer controller.

Yet another object of the present invention is to provide a biometric immobilizer
for automobiles, further comprising a proprietary data encryption scheme for safe
keeping of biometric data and information within the memory storage for

commanding the embedded immobilizer controller to operate.

Still another object of the present invention is to provide a biometric immobilizer
for automobiles, wherein the biometric fingerprint authentication unit has a
biometrics enroliment-time and is not more than 100 msec per user, and not

more than 5 users are assigned for authority access right.

Yet still another object of the present invention is to provide a biometric
immobilizer for automobiles, wherein the embedded immobilizer controller unit
further includes a micro-controller system which communicates with the biometric
fingerprint authentication unit.



4 Anot her object of the present invention is to provide a bionetric

I mmobi | i zer, wherein anti-hijacking procedure will be activated if the
driver door is opened in the driving state, an authorized fingerprint is
required prior to the engine of the vehicle is cut off. Another aspect of
the present invention is to provide biometric imuobilizer for autonobiles,
conprising: (a) a bio-fingerprint autWentication unit including an
enbedded fingerprlnt bi onetrics processing unit and a sensor capabl e of

capturin | rint bjonetric pattern, flash nory able to
o o D e i Y brasarL R st is Mot 2 BN T TOBOERr] nt

aut hent i G@Iﬁér@ﬁa é’fﬁl ﬁuackﬁa‘g' ﬁwc@ddr¥mlﬂ38é a@tn@é’f@@l 'if'tﬁé dﬁ@éﬁ ddcﬁﬁ’é bgéheo( i) an
enmbedded i nmobili zer control comruni cat e cl osel

bi o-fi ngéhﬁﬁ”ﬁtngaﬁi@tﬁeﬂﬁ ﬁéﬂmﬁéﬂd fingerpriot lﬁéﬁﬁw&ﬁ pmﬂfdﬁré*ﬂﬁ Bﬁglﬂe 9§ Eepr i nt
enrol | rrer\{ V\%m I‘dﬁc fingerprint verification operation, and bio-data
managenen erein the enbedded i nmobilizer controller establlshes a
secure communi cati on prot ocol between the enbedded i nmobilizer controller

and the b aut hentication unit to prohibit illeqgal access to
the bi o- Afiber et oblheiees invedtion & PrinuS el rmoriBaE

comuni CaéUt@rlﬁobﬁ?és coRiphema: td)& ibiqubleﬂﬁmlt BUinehtigatidhaiil inefubmig ami t and the
enmbedded i nmobi | j zer controller; d (c) an enbedded secure conmuni cation

protocol ¥eberfed f'@%ﬂﬂ@ﬂ‘ﬁ??"'é%ﬁﬁ%ﬂsé'&gl%ﬁ afdr8enFAE cBBaREA! t he bionetric
fi | [ t
i nger pri egrg*lﬁ R&RAA ﬁ%é@ﬂﬁgﬁgbfﬁyp%tﬁﬁ n SRS AGGh | | ncg}grdgﬁﬁotﬁwg rofler to

prevent i access t bionmetric
aut hent i dzoimetric &k BRd DESTRANRI, Met@inThEbWdeﬂ%uﬂlemmhﬁomubﬂt ock di agram

showi ng the.bi onet [ ol for uto ccord nce with the
pr esent I?ﬁy ?&P'C%%@mn%nﬁv%\” '8Pr’a§b %@Jéﬁa fﬁ?rfﬁ'?g@%-rf uncti onal
uni ts whiimmehizhdclbsely With thé brnaﬁmgerpmmnmbhéntz:aron Onitecpefi@nce with the
present inventj 1;1

bfometnc ingerprint enroliment, biometric fingerprint verification operation, and

bio-data management, wherein the embedded immobilizer controller establishes

a secure communication protoco! between the embedded immobilizer controller

and the bio-fingerprint authentication unit to prohibit illegal access to the bio-

fingerprint authentication unit, and generates a secure communication key

between the bio-fingerprint authentication unit and the embedded immobilizer

controller; and (c) an embedded secure communication protocol being a

proprietary communication structure between the biometric fingerprint

authentication unit and the embedded immobilizer controller to prevent illegal

access to memory of the biometric fingerprint authentication.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the biometric immobilizer for automobiles in

accordance with the present invention.

FIG. 2 is a schematic view showing the 12 sub-functional units which related to

the biometric immobilizer in accordance with the present invention.



5 FIG 3 is a flowhart showing the functional flows of bionetric
fingerprint authentication process and secure command set generation
between the bionetric fingerprint authentication unit and the enbedded

i mmobi lizer controller in accordance with the present invention. DETAI LED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENT The present invention wll be
described with regard to the acconpanyd ng draw ngs which assist in
illustrating various features of the i nvention. In accordance with a

preferre adi of lI’lV tion,, a bio trlc i rmobi lizer 10
P b ovi 2t P aLEmahAr OB e Toheiongt Bt P BRREETISSBM200  compr ses
a bi onet ratﬁhéntmﬁﬂélﬁ)Ffdﬂes@lahﬂ%@buféaédrﬁtﬂahﬂlsbt é&@ﬂéﬂ(ﬂpbﬁ%eﬂ%@medded

i mmobilizer control EIC) 30, as shown in FIG 1. The BAU 20 contai ns an

enbedded blpmsarrcpfmgerpwmqm@atm writard Hig embedder igpobiizaricegipliari nt
sensor Zzgng@ggrdgnpéwtﬂ%ggfé f‘ﬁh%eH L4 26, such as a flash memory which is

a storage device capabl stori ng lometric data and i nformation. The
fingerprint sensor 24 can be a capacitive or electric-field sensing device
or opti cdDETARK D DEQCRIFG IONK@F it B RiES ERpED IEMBODABIENT | ng or readi ng
human fingerprint biometric pattern. In addition, an LED indicator 28 is

provi ded The prb@e%hb&ﬁldnwlliwsbhﬁe@Wﬂﬁiré?mﬂltﬁm@éc@mmmg?at ion. In
accordance wth the present invention, bui oprietary data encryption

scheme f ranW'?'P'&aa%lﬁfa!"é'ﬂlftfaﬁf‘aﬁ’ﬁﬁ?%’?@%‘ﬁﬁ%°f< PH@’ Wt hin the nenory
storage is also provided to the BAU 20 and the schene is used for
commanding the EIC 30 to effectively operate in a predefined and/ or
descri bedn@seputanon vdibta pigjerrétbembedimeriof BrLpresentdnedrgionpa bidroetricwi th a

enr o | merr i Brie Pl Ay R SbE T A5ER, s o B BRI Ber2o0s i 1 abi
for the openmisesra bibrictdc fimpayprint agherdiR@tioanie (BAUY 20 bhd aarembéddzat - ti e
immobilizer controller (EIC) 30, as shown in FIG. 1.

The BAU 20 contains an embedded fingerprint biometrics processing unit 22 and
a fingerprint sensor 24, and a bio-data storage unit 26, such as a flash memory
which is a storage device capable of storing biometric data and information. “The
fingerprint sensor 24 can be a capacitive or electric-field sensing device or optical
sensor or the like which is capable of capturing or reading human fingerprint
‘biometric pattern. In addition, an LED indicator 28 is provided to the BAU 20 fo
show the confirmation of authentication.

In accordance with the present invention, built-in proprietary data encryption
scheme for biometric data and information safe keeping within the memory
storage is also provided to the BAU 20 and the scheme is used for commanding
the EIC 30 to effectively operate in a predefined and/or described operation set

by the user.

The BAU 20 is also provided with a biometrics verification and system access
~ time (prescribed enroliment-time), preferably not exceeding 50 msec or any time

suitable for the operation of the immobilizer 200. Generally, the enroliment-time



6 should not nore than 100 nsec per user, and less than 5 users are
assigned for authority access right to the imuobilizer 200. However, the
prescribed enrollnent-tinme and nunber of users are variable paraneters

whi ch can be nodified or adjusted in the course of manufacturing. A
built-in proprietary data encryption schene for data and information

saf ekeeping is incorporated into the AU 20. In accordance with the
present invention, the EIC 30 is a mcro-controller system which is

enpl oyed to communicate clgsely with the BAU 20 to command and  communi cate

I
with the HRY'S0LBOIMNABARDENSAARGI IS GRSt INan 2UFIP BRRABSIOReH I omand
and COMMUAEHE Atbéds figtk 1B AinbOIRG o0, PidUdRe! #elghbsctich | catt on

operation, and’to conmand and conmunicate W AU 20 to perform bio-
dat a managjuatmentistiwe and retkarof ngersge variablgp@rametess whiphbraandaermuni cat i on

protocol | | S: i L C 3 ] : 30 can
botan) ot UBEI R BcitStectin S Ve o Brbibrely R b b e el i 20 T o
ensur e noendryiignal schenrsr tiatatdrel iBAltmaton tafekaapingis mgbiporataddntadeess to the
bi o- dat a éé@rzg)d in the bio-data storage unit 26 within the BAU 20. The EIC
30 genera "secure communi cati on key between the BAU 20 and the EIC 30,
and the function of such secure conmunication key is for the controlling
and commanding of a plurality of sub- functional operations within the
access coRtacsprdsnce pathghe pgesenhinvestion, dhe &1@ 301is armiciveortralled g¥stedecur e

he AU 28NS IF PRERGRL t BorhmBiERe RSk EPIRE SN0 20 BloThtd Hhe 2.2 ™"
secur e datammaonitate with thenBAURO fogieroem bidinetrBAthg2@pran entdilndritGo30 so as to

t il | {0 t, bi 0- t it. 26 0of the BAU 20.
Conoral | yWEaRd AR Bt eaE it e Ay 2ba o8ord Hhedirbt Subatii e e quence
spread W éferatid $ndrto RofmiartDsidEommuaraes @it ehe BAU 20 to perform bio-

data management system.

Referring again to FIG. 1, a secure communication protoco! interface 32 is
provided to the EIC 30 so that the EIC 30 can establish a secure communication
protocol between EIC 30 and BAU 20 to ensure no illegal access to the BAU 20
for any un-authorized access to the bio-data stored in the bio-data storage unit
26 within the BAU 20. The EIC 30 generates a secure communication key
between the BAU 20 and the EIC 30, and the function of such secure
communication key is for the controlling and commanding of a plurality of sub-
functional operations within the access control of the EIC 30.

As mentioned earfier, the embedded secure communication protocol is a
proprietary communication structure between the BAU 20 and the EIC 30. This
communication structure establishes a secure data communication link between
the BAU 20 and the EIC 30 so as to prevent any illegal access to the bio-data
storage unit 26 of the BAU 20. Generally the data communication link is based
on factory coded sequence spread with a master bio-fingerprint generated
random number. The master bio-fingerprint generated random number is

generated by a master bio-fingerprint enroliment.



random nunber. The master bio-fingerprint generated random nunber is
generated by a master bio-fingerprint enrollnent. 7 Referring to FIGS.

and 2, the bionetric imuobilizer 200 of the present invention further
conprises a plurality of sub-functional units 80, including starter notor
control unit 42, brake switch unit 43, ignition key unit 44, override
switch unit 45, siren unit 46, drlveﬁ door and other doors unit 47, LED

di splay & buzzer unit 48, |oop antenna unit 49, power supply unit 50,
cutoff valve unit 51, fuel punp unit 52, ignition coil unit 53. These
sub-functions units 80 are controlled by the EIC 30, but the BAU 20 issues

a " Aut hor RéferiiRytoFIGA: aesifl RitB8bI nﬁétnél%ﬁﬁ)bllkér Qdﬂ?of iaorbsett ih@ing@bnuni t's
80, and such authority access comand is a coded sequence and stored

wi t hi n t hsrtBepcarprésssenplurality ekswofufctional tibity 80i ialuging stadiémeatdrcation. In
the pr eseéantﬂo'i‘MﬁFHQ Bhakd E&‘mgﬁ gﬁﬁ 93, hBh @g%g%é‘dwndé%m%ﬁ%ﬂ%t he

operation 0 e ehgine and hence’ mot or starts to'run. The
oper at i onsitai urhieds, aiuWendtbmlandrmtle!rdoars tunltym hEDi dispday &dnuzzereomt 48,ng a .mat ch

The T gni cIPgh BB aeh PoRT Suek Bt pinelBr VRLE Giet s G Engi ne of

the aut %@bgrhﬁon SHCiniosBr Elfhés?é\sut&ftﬂﬁklwns mﬂs at afk mmueewme Eyca nat ch
conmand E)Hence fromthe EIC 30, which in term authori zed bé’l t he BAU 20.

The fuel %ﬁ: ’f%@&Hﬁwﬁwe%@"/islﬂfbvi”fdéﬁewwécq&ﬁﬁﬁ'@'ﬁ teceeRgithper at i on,

and suc Igp@, V. command
sequencelk ro?}aq@@r%ﬂgg’ﬁs@ rh@%dht%%tﬁggg%%gﬁffﬁhr‘bﬁaﬂg 1@a%§%&20 The cutof f
val ve unisedmencs au@@wre@whmtlm@ubffueﬁmauum wlmthaalme;pupmf@ru on within

t he auto il e h activity is only activated upon receiving a match
command E@h%@?@ggﬁr omthe EIC 30, which in termauthorized by the BAU 20.

The power supply control unit 50 constantly provides power to the

| mmrobi 1 ere1 the present invention, the starter motor control unit 42 enables the operation of
the engine and hence the automobile motor starts to run. The operation of the
automobile motor is only initiated upon receiving a match command sequence

from the EIC 30, which in term authorized by the BAU 20.

The ignition coil control unit 53 activates the ignition of the engine of the
automobile. Such operation is only initiated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The fuel pump control unit 52 provides fuel pump to the engine operation, and
such operation is only activated upon receiving a match command sequence
from EIC 30, which in term authorized by the BAU 20.

The cutoff valve unit 51 is used to disable or shut down the valve operation within
the automobile. Such activity is only activated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The power supply control unit 50 constantly provides power to the immobitizer

200 of the present invention. Such activity is only available or activated upon



200 of the present invention. Such activity is only available or activated
upon 8 receiving a match command sequence fromthe EIC 30, which in term
aut horized by the BAU 20. The | oop antenna unit 49 energizes a renote
receiver (not shown) of a keyless systemfor door access operation. Such
operation will be disabled if a non-match sequence fromthe EIC 30 is
given, and the operation is authorize® by the BAU 20. The LED display and
buzzer control unit 48 provides feedback on armed and unarmed system and

such activity will not be functioned jf there i.s non-nmatch conman
sequence TPRONOIRMAIA caminand SRAVEIGH TRTP B8 FIe dOnyIcAAN I 28homes or i ver
door and gtfemBAleQps control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the inmobilizer 200,
such as automatic armed or unarnmed. Such activity will not be functioned

Cfth , . .
st hor | 5 o1138p ARG GG HIDREY § Mot iBefer (ihsnblins O1 p ReVERE” o1
unit for sysiemifrarwdooatzesd apecation. oBuch mmaﬁmtwilblm@diaagled ifod nannoatobi | e.
Si tivit N tjvated if th iS.no. 1 C n uence
From t ne efeles tropn B 15 AR aen oSS Boertion is SRRz Y IE BAEr T | do

switch umig, 45 provides overriding function for non-bionetric access.

(gi ve exanpl e of non-biometric access) Such function will only be activated
upon a match conmand sequence fromthe EIC 30, which in term authorized by

t he BAU dqnj L i | | ntrol and
access ri-lg%tl'l%]?)%'ééctgl %/Hz‘a(?gu%icta ﬁ{(gér)]] %ity%geégg]%%g%%ﬁﬁég%eér@%&% | only be
act i vat edireningd isystehre ragadi sich a@tivity will not be functioned if there is non-match

command sequence from the EIC, which in term authorized by the BAU 20.

The driver door and other doors control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the immobilizer 200, such
as automatic armed or unarmed. Such activity will not be functioned if there is no
match command sequence form EIC 30, which in term authorized by the BAU
20.

The siren control unit 46 activates the siren unit for any unauthorized access or
imperfect operation of automobile. Siren activity will be activated if there is no
match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The override switch unit 45 provides overriding function for non-biometric access.
(give example of non-biometric access) Such function will only be activated upon
a match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The ignition key unit 44 provides relevant logic control and access right to

activate ignition key sensor and the sensor will only be activated only if there is a



mat ch command sequence formthe EIC 30, which in termauthorized by the

BAU 20. The brake switch unit 43 is responsible to deactivate the brake
switch for any wunauthorized access or inperfect operation of autonobile.
Such activity will be activated if there is no match conmand sequence from
the EIC 30, which in term authorized by the BAU 20. FIG 3 is a flowhart
showi ng functional flows of bio-fingerbrint authentication process and
secure command set generation between the BAU 20 and the EIC 30. In order

" to armthe j

temof .th ent i romthe drive
stater ( HBal RoRBRTE SodiecB i 4ie BIC BB R Gh 47 et e Botiadl o 6 1 he
aut onobi I@AUTRne user places his fingerprint on the fingerprint sensor 24,

and awaits confirmation LED indicator 28 to appear. The LED indi cator 28
indicates by a color for instance green and blinking. Before the exit

del ay ti MB&EhaRs Svite f'l(t)llhlt 43rl§tr€§(}fo‘?lalbwﬁ> Sl AV ate! (B b'r.'a°kei'5§}n M org and the

timng i s progranmabl e or uring production, |ngr1"I omthe
aut onobi | waathbrized secesd ot impeatiest speratipre of gutom‘ﬁbdeb@yzbracuwmwm&ebeeps for

appr oxi 0; c b re the time out larly. this timngis
o bar amestdish i PR g Refiequaho TRaihon o fud Kl 40, whichh Sk | <
armed. Theuthdi2edisli atBAU 28. shoul d now blink slowly with other different
color such as red to indicate the systemis now arnmed. |f the doors of the

aut onobil e are not properly closed, the systemw || chirp for a plurality

f hi b
of ti rresmm@nstafrmﬂﬁghegwowngeruﬁcﬂ&%a%w%f%s@rﬁgseyrgﬁﬁt édtlﬁ'@rﬁic‘aL offhirp can be

set. As shown In 3, In or der to disarm temwt bi onetric
fi nger priptecesmind sequre gemmansosalggnerationbetuesn tie BAY Mthedilapened, t he

Stcond. G MRy o' dTREER Rt AT R b8 bR s RRHAEE Boblfetur “cannot
be dri vendirive dtate, ﬂreagaltlonrk'eydﬁturmdto ‘WH"&)U&EWﬂdﬂ@blahghEthe At 320, the
bi o-data of th hent i cat process is

o ocaas? Altomfid fhe Leersiarts B8ifingatoips & the Angerpnnt sansor 24 nd

awaits confirmation LED indicator 28 to appear. The LED indicator 28 indicates
by a color for instance green and blinking. Before the exit delay time elapses, for
instance, the delay time is set at 30 sec, and the timing is programmable or fixed
during production, alighting from the automobile and close all the doors properly.
The buzzer unit 48 beeps for approximately 10-15 sec before the time out, and
similarly this timing is programmable or fixed. In this case, when the time out, the
system is armed. The LED indicator 28 should now blink slowly with other
different color such as red to indicate the system is now armed. If the doors of
the automobile are not properly closed, the system will chirp for a plurality of

times when the system enters the armed state. The times of chirp can be set.

As shown in FIG. 3, in order to disarm the system with the biometric fingerprint
unit, in the armed state, once any of the doors is opened, the system will sfart
fingerprint identification 310 sequence for about 40-60 second. During this time
frame, the automobile can be started but cannot be driven as the brake control
unit 43 is now deactivated. At 320, the bio-data of the user is verified. Only
when authentication process is successful, and valid command set has been

issue to various sub-functional units 80 via EIC 30, the automobile will operate



i ssue to various sub-functional units 80 via EIC 30, the autonobile wll
operate 10 normally. However, if the authentication process is failed at
330, and hence invalid command set has been sent, and the autonobile
ignition will go off and the autonobile will not functioning. In this
case, there is a warning period of approximtely 15-20 seconds before the
siren unit 46 is activated. The user s sufficient reaction time to put a
correct fingerprint for correct authentication. Wen the warning period of

15- 20 second t, the sir nit 46 wll ctivated and the system
does to Ramalk; kwevet, ifing ruentgdoniotess s Tain Rdh anaenset onob! | e
will be Cllclbalﬁféomﬁ"@ﬂd l@.\étzﬁé’éf b&SEESt! A meYaLﬁﬂﬂobﬂ@lghﬁBn%ill@ké%ﬁﬁfﬂi dly, and

the siren will be ? In this case, If the systemi$ to reset, the
user rrusttheraéliﬁm%blterwl"l(@}' wetiseingumn this aase, phereds awramgmmdqunger print

onto the é%d?&ﬁﬁw%‘iél?% zifég%%dé‘Bg dré ﬂ?fsut lﬂﬁ &’é‘fsh giedOfT R }ipgrobi | e.

At this instance, the system vm SOt i Flcatt on st ages
and r est asuifficityet regcticn tagartcmpuwﬂheorred:télnget;trhnéfctnooa‘ecbauthemiamﬁsm s successf ul

at 330, I on_poi nt er 40 have t ner at ed. cordance with
t he prefe gﬁq% 8 P@RF”O(?HE g@BﬁP@P% ué%ﬁe Sfrﬁalulng E&Pess met hod to
store an mﬁéwﬂtam%%wmeﬁnéoégﬁ mpéttagé’s |artﬁ|sqh|§>§t%ig)é, tHecdritfislof et he
fingerprint authentication, the encry not  a fixed key

for all cAHomeBilewdl bR EMAT, R'é%/bﬂézeé breps F@*@Véﬂdtﬂ@ ngl Migks saRidly. per se,
and onl y\ﬁﬁcﬂﬁe%‘?’ﬁﬁ vill BESTHHiihg! lr?ﬁ'ﬂs Egﬁdhftthgtsﬁs;\tégﬁyﬁ% i“ésset%grl.%ef it flash

menory. encryption®pointers 3 temi1n accordance with
t he presgrmavevbekeyaensor uil] and placetié sereedttiivgeniny poiodhe Iflegelfprlot‘n a

bi onetric [ n e the | on. key,is.not, stor to the data
flash mr%?%gpié%egesg\}gﬁgr sl PQ@ "ﬁ%%?'i}-ié* t?'ésrfﬁ@t@ﬂc? otﬁeﬁ%g’l[&"hachi ne

r eadi ng, wmgeeback tmmbi[mtifoatr@a@tagas any restamﬁ&@jdtéaglamarvvhmthé n
accordance wth resent invent the factory code 360 is another set

of key fafthemnicag 'M? QREER I FUGSESEY @frféﬁo teﬁerVBF'%aeW%ﬁ 349&@V?ﬁ%bfeact ory key

is the ondeherated. In accordance with the preferred embodiment, the pointers has an
“indirect address method to store an encryption key, and the pointers are closely
related to the fingerprint authentication. Hence the encryption key is not a fixed
key for all and the encryption key is a key related to a fingerprint per se, and only
the same fingerprint can read the particulars store in a flash memory. With the
encryption pointers 340, the system in accordance with the present invention is
able to retrieve the encryption key from a biometric memory, and hence the
encryption key is not stored into the data flash memory. Hence even if the flash
memory is removed for hard machine reading, there is nothing to read by any

unauthorized parties.

In accordance with the present invention, the factory code 360 is another set of
key for the manufacturer to control the production, and the factory key is the only
protection key to the system when the key is first produced from the factory, and
the user will need to register with the system when the key is first used in the

device and is added in the user biometric key.



protection key to the system when the key is first produced fromthe
factory, and the user will need to register with the system when the key
is first used in the device and is added in the user bionetric key. 11 The
security key generation (pronom nal appending) 370 is a proprietary nethod
for enbedding both the bionetric key and the factory key to forma final
key code for the encryption of data $tored and retrieve fromthe system
Data encryption/decryption process 380 is the encryption process for the

data, an ation ke pol ener d nmaster key) is used for
the encry ?%‘?P“n& g‘%}fg‘%ﬂﬁ’f?“g{"hé’"?" ‘Hgléﬁ’ﬁ?rgf@ g’%ﬁdﬁ ?tPéOFP’éet?'B{é% B€edure for
readi ng apfleibebibing bt tﬂBﬁﬁtﬂdﬁeyHrﬂﬁt’ﬁeWﬁ&BfWkey%%mﬁ Benrévkém%aé e need

servicing or maintenance, systeém can be set i'nto "Service Mde" where
in this neathe enréynﬂmrﬁftda&smr angpratigveliiemdne sgstemorPatgr ocess i s

bypassed. ) t systemis
o Sar med. Ko eshition B ¢dss RaH s oherihdrFoBES s W Batpy g 2
preferabIgorﬂt)mamnrskmc(ep@gnnomlahgelmeraté&nmm) |sTuwds‘baﬂ1esedcﬁEptwnll turn to
a soli d indi. atixe golor, such a or an col or he system
' ot~ sefGoB. e s et e the PRy BdenteacieAtt WG he

bi onetri cdgtgrmm {heZRish\Whémonpe stay in the "Service Mdde" even when the
battery of the inmobilizer i's renoved and all the bio-information is

secured and protected within the bionetric imuobilizer system Wen the

system i S\fﬁtenttﬁ'@a%ﬂdtﬁl@%ﬂ%nﬁgﬁ%‘ﬁﬂ{alﬁ‘i\éﬁén%é"t‘ﬁ@e:)? EmGn 15 Let Iﬁljﬁnger print

onto the fingerprint reade turn on Ignition, press the brake
pedal wi tSienvid®Mosied ateredin thisenbds) the hiqmtsb@ugelrplint/\amthentlcabloeoma

o2t Sopedd LRSI codl Bl B MRS, RAFIAS ol RRBSHESS 2nd,
and this sytdriig diearnse) fandrerowiy by thiensh thedagnition Rey N e {(Res buzzer .
preferably 3) in succession within 15 seconds. The status LED will turn to a solid
indicative color, such as solid orange color, and now the system is at “Service
Mode”. In accordance with the present invention, the biometric immobilizer will
be stay in the “Service Mode” even when the battery of the immobilizer is
removed and all the bio-information is secured and protected within the biometric

immobilizer system.

When the system is at the Service Mode, the user must place the correct
fingerprint onto the fingerprint reader 24, and furn on the ignition, press the brake
pedal within 10-15 second. The LED status should now turn to some indicative
“Blinking Color” such as blinking orange for 10 seconds and then stop, indicating
that the system in now exit from the Service Mode, and this is further confirmed

by a long beep sound from the buzzer.

If the user is enrolled from Factory Code, the user places the fingerprint on the
fingerprint sensor 24 and turns on the ignition key for a prescribed time (for
instance 5 time). The status LED turns to solid indicative color, for instance
green color, and the BAU 20 will now process the fingerprint data and create the

relevant database for future authentication. A successful enroliment will be



If the user is enrolled fromf=actory Code, the user places the fingerprint
on the fingerprint sensor 24 and turns on the ignition key for a
prescribed time (for instance 5 tinme). The status LED turns to solid

i ndicative color, for instance green color, and the BAU 20 will now
process the flngerprlnt data and create the relevant database for future
aut hentication. A successful enrollmefh® will be 12 indicated by a blinking
LED color, e.g., blinking green and following by a Iong beep fromthe

buzzer. A f.al ll.ne W | | dicated b ED color, e.g.,
red and a" Q'ﬁéﬁdﬂl’d bﬂﬂﬂ'}gzg'ft_:[) glery §1gl Lﬁ]@k@ﬁr%?%%flgﬂiﬁ)&”?g) bAdeRRd for
further esdep @Mithe biezeis & falt§ Enfolinfdn® il b& fdfdditdd By aryohli ILEENEol6yCl €. From
di sarnmed node, the user is able to_enroll additional users to get access to

the aut or®8iIred angaghog heepdbuzeae Gasdibire gsraimaat @sdite ppaesd fehe
fi ”gerp“fﬂhhél”enr%)?ﬁerft' fh@%@FhﬂIsgeeEt% thé;éﬂ é;%:% R\Bn{%%gmtlon key for a

prescribed tine I nst ance e sa ime, press on the
br ake pedal within 10 to 15 seconds. hbM/status LED gi ves indicative solid
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processi rtgeanebrd@tm@baaehnge:aeé ahi eNastesit @é&l&eb&@td\plabeltlﬁ‘élﬂﬁ@érpnm ol i nki ng
LED col or L reen an follow%g by a | ong beepfromthe
buzzor. ANeInGeiprishseNSoRERe tvne onBeiigTHliehk fop @ presgihed tee(ien| or, for

i nstance,instaRe armlnea §H@é§m@%é>%é%res%nftﬁé'b%p€e @@Wﬁﬁmmt 5 he user

Is to proceed for f'urt her enrol nt, the user re-start the entire
enr ol | nerecepds. eNOWrSta’ltléd{EthQb’esmdltkﬂthﬁ@Obﬂ @Q@lﬂ.tfor mstanceosolid geeavery new

The t ot arrinarhy oy R/ 868 e loRBREBiack i Bith0gEbh B BbinC o7 sy ot om

is |imtesgknsor.8 users. However, this Ilimtation is programmable and is set
in production. In another preferred enbodi nent, during the driving node,
when the driver is -

Upon successful processing and database generation, status LED will indicate a
blinking LED color, e.g., blinking green and following by a long beep from the
buzzer. A failed enrollment will be indicated by a solid LED color, for instance,
red and a short beep buzzer. On failure enrolment, if the user is to proceed for
further enrollment, the user must re-start the entire enroliment cycle.

fn accordance with the present invention, for every new user enroliment, the
master user fingerprint authentication is required. The total number of authorized
users for the biometric immobilizer system is limited to 8 users. However, this

limitation is programmable and is set in production.

In another preferred embodiment, during the driving mode, when the driver is
forced to leave the automobile, for instance, the vehicle is hijacked, the system of
the present invention is activated. If the driver door is opened in the driving state,
the system will be initialized and awaiting an authorized fingerprint to be detected
within 30 seconds. In other words, in this preferred embodiment, if the driver is
forced to leave the vehicle, and the engine is still running, and if the system does

not detect an authorized fingerprint, the system will be activated and starts the



forced to | eave the autonobile, for instance, the vehicle is hijacked, the
systemof the present invention is activated. If the driver door is opened
in the driving state, the systemwll be initialized and awaiting an

aut horized fingerprint to be detected wthin 30 seconds. In other words,
inthis preferred enbodinent, if the driver is forced to | eave the
vehicle, and the engine is still runnﬂ%g, and if the system does not
detect an authorized fingerprint, the systemw || be activated and starts

the 13 procedure of anti-hijacking. Aft the first 30.se s failure to
dent 1 1y REe0uS R apfPloeHid oBtal e S L easr et e 10 GRS 8 ning shor
beeps andalipaited firigaRsrint, the 3yBleRDwilstaR Narfifg\WAbItibe@ps @ndMarard lightdr ocess
authorized fingerprint on the fingerprint sensor 24. For the next 30

seconds, fashiig taurravde »aaning te driyentapreeessguthorizedifingamiint pndbe t he LED

i ndi cat orj f ! . : t he next
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starts t onattidentified thie LibDtindicatox 28 Jashes andl thent followingibiyea longlbeept of .
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of the c et ng of the anti-hijackin proceaur e, aut hori| ze rrver can
reset th%@?ﬂ &Péft“d"ﬁ_ﬁ 'Ha|pr°~zﬁ$\rf%,rﬂf Hﬂgésw Jythanizegringemrintdhi t i on key and
then tur ndentifidde tHeoait-hiitkliRyprddd e vt Be PERSd A1 R@K R0 ASIRbmANd provi de

an aut horized fingerprint on the fingerprint sensor 24 and the BAU 20
si mul t anediving/motip; dloxraver, veiai thetangipsis et off ag antestiilof thet earepleting wi | 1 be

R e e T

nodi fi cations nmay e I nven n
enbodi mendr/ivg tnode tbydiegteoff fhedghitiomkénand ther furmon sloo gmitivh Keyeagainvent i on as
broadly desgribed. The present enbodi nents are, _therefore, to be considered
Pnotal ! rbiess e Sidke RefR AN SN AftAiedie mge o ine hgdbrh

sensor 24 and the BAU 20 simultaneously. This will reset the system to a normal

state.

[t will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as
broadly described. The present embodiments are, therefore, to be considered in

all respects as illustrative and not restrictive



14 CLAIM5S 1. A bionetric inmmobilizer for autonobiles, conprising: (a) a

bi o-fingerprint authentication unit including an enbedded fingerprint

bi ometrics processing unit and a sensor capable of capturing human
fingerprint bionetric pattern, and a flash nenory able to store bionetric
data and information, wherein the bio-fingerprint authentication wunit
hravi ng a typical bionetrics verificatitbn; and (c) an enbedded i mmobilizer
controller comunicate closely with the bio- fingerprint authentication
unit to performbionetric fingerprint enrollment, bionetric fingerprint
verification operation, and bi o-data nmanagenent, wherein the enbedded

I mobi |1z troller establishes a secure conmunication protocol between
t he enbed@Lﬁﬁﬁ bilizer controller and the bio-fingerprint authentication
unit to prohibit illegal access to the bio- fingerprint authentication
unit, and genel-at ed® Biosesiti Bnwehitigen fonautomabiies, ewRWsdo t he bi o-fi ngerprint

aut henticatio ni t, gnc | I ] 2. The

bi onetric i m’rggrl [ zaeﬁlaﬁgpgg)dﬁg%gg%ﬁggatWalh%ﬂ%@{ng%'ﬁgééﬁdonpri sing a
proprietary ddir@egmntpimelncs phonessihgunitaing &sensiongapdble bf cagturing dat a and
information within the nenmory stora for co ndi ng t he enbedded

i mobi | zer cdMPH flggerpgr%émgir@ pag{_%arq-,l.ﬂ_pdgq Me fYrﬁEkﬁ tpisg%rp for

aut onobi | es ofbignatr® data wheigfofmatish, whePeRtthé BictAiny@eittiadthehdthgor | cation
unit has a bionetric¢s enrollnent-time _and is not nore than 100 nsec per

user, and not YkhavingA ypical olamelries vadiiaiaBRbr authority access right.

Croanocs ElmortT BB ERppes RO RuRaR by IREBIE 10,
fingerprint authentication unit to perform biometric fingerprint enrollment,
biometric fingerprint verification operation, and bio-data management,
wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controiler and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded
immobilizer controller.
2. The biometric immobilizer for automobiles of Claim 1, further
comprising a proprietary data encryption scheme for safe keeping of
biometric data and information within the memory storage for commanding
the embedded immobilizer controller to operate.
3. The biometric immobilizer for automobiles of Claim 1, wherein the
biometric fingerprint authentication unit has a biometrics enrollment-time
and is not more than 100 msec per user, and not more than 5 users are
assigned for authority access right.
4, The biometric immobilizer for automobiles of Claim 1, wherein the
embedded immobilizer controller unit further includes a micro-controller
system which communicates with the biometric fingerprint authentication

unit



system whi ch communi cates with the bionmetric fingerprint authentication
unit 15 6. The bionetric imobilizer for autonobiles of Caim1l, wherein
the sensor contained within the bio-fingerprint authentication unit

i ncludes capacitive or electric-field sensing devices, or optical sensor
whi ch are capable to capture human fingerprint bionetric pattern. 7. A
bi onmetric immobilizer for autonobiles,;”conprising: (a) a bio-fingerprint
aut hentication unit including an enbedded fingerprint bionetrics

b oot ¢ pat ter n RGP R PRENRS A B0 CHIR PRI g & anc
i nformation, vdemser corithiaetmithin thedsig-fingérpaint Ssthehteaitionunitindliddmvi ng a

typi cal blonetrlcs verifjcati : an enbedded i nmobilizer controller
communi cat o c| FPaLIvE of ﬁ'er:l‘«r@-foegﬁi5§ﬂ%lﬂ@99wpeﬁtorm'ﬁ@rﬁqnéafwa h@et to

per f orm bi onetddpabld BeRbRITE %hmawfrrfglemﬂtbmn%tﬁs?b&éﬁm fingerprint

verificati on operation, and bio-data mnanagenen wher ei n the enbedded
i mobi | i zer trolﬂ biomeattiaisnmebitizerdor setomabiles raamprising: on prot ocol between

the errbedded | 4!51(73? nge fﬁ& 58 heﬁﬁ?aﬁi%ﬂ Jri ah&nb' 9%[18%%{'%9661“? henti cation

unit to prohlb ega ccess € bl o- |nge pri ntication

uni t, and gene‘n'@taq:mrEbmmtrles pummng «uattland d<mnsbetm@1le bhea;i&uﬂnéi nger print

aut henti cation unit.and tqﬁﬂ nB d nﬁDbl} contr and (c) an
B Gt las

embedded secur®MYKfiRgHTRAR @(n ndfytlas 'F”@H}qr)é? s S(E‘Uﬁrrunl cation

structure bet vighetriteidth QB infofmAtich Whkdin tha Blobmidek st ia@thentBafiorand the
enbedded i nmobi i zer controller to prevent illegal” access to nenory of the

bi ometric fi ndsHigiaving aiuirahbiceegtrienverdicating bi onetric i mmobilizer for
aut omobi | es of (3 ai N Grpddfdd ilmobilizer controller communicate closely with the

bio-fingerprint authentication unit to perform biometric fingerprint
enroliment, biometric fingerprint verification operation, and bio-data
management, wherein the embedded immobilizer controlier establishes a
secure communication protocol between the embedded immobilizer
controller and the bio-fingerprint authentication unit to prohibit illegal
access to the bio-fingerprint authentication unit, and generates a secure
communication key between the bio-fingerprint authentication unit and the
embedded immobilizer controller; and

(c) an embedded secure communication protocol being a proprietary
communication structure between the biometric fingerprint authentication
unit and the embedded immobilizer controller to prevent illegal access to
memory of the biometric fingerprint authentication.

8. The biometric immobilizer for automobiles of Claim 6, further
comprising sub-functional units controlled by embedded authentication
unit.

9. The biometric immobilizer for automobiles of Claim 7, where a
coded sequence is stored within the sub-functional units with encryption
for authentication.

10.  The biometric immobilizer for automobiles of Claim 7, wherein the

sub-functional units include starter motor control unit, ignition coil control



conprising sub-functional units controlled by enbedded aut hentication

unit. 9. The bionetric imobilizer for autonobiles of Caim7, where a
coded sequence is stored within the sub-functional units with encryption
for authentication. 10. The bionetric i nmobilizer for autonobiles of Caim
7, wherein the sub-functional units include starter notor control unit,
ignition coil control 16 unit, fuel pl®p control unit, cutoff valve contro
unit, power supply control unit, loop antenna unit, LED display and buzzer

control unit, drjver door nd ot he oqr control .unit, siren cqontrol unit,
over 1 de. i § i B PURRL s ufth dikerb it SRk it Bousr A4 TS and
brake swi tch agfif, [c@p dafédna unit, LED display and buzzer control unit, driver door

and other door control unit, siren control unit, override switch control unit,

ignition key sensor & control unit, and brake switch control unit.




