-28- W Cdaim 1. Anonitoring systemfor virtual application
environments conprising: at |east one physical nmachi ne executing a
first operating system at | east one virtual machine
operating on at |east one of the at | east one physical 5nachines,
each such virtual nachi ne operating g, second operating system and an
agent p&ﬁg m operati ng on each of the at |east one physical

machi nes, V%, each agent programis operable to obtain a first set

of nmetrics fromthe fjrsi operatipg.syste such first set of netrics
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t hereon, thegagent program operates on and obtain a second set of
metrics in respect of the virtual machine fromthe second operating

systgm ﬁaR%M%ﬂQ@E*st&ﬁerﬁmaP%l@Qﬁﬁ driviroRhahts campasegd set of
metrics in respect of the virtual machine fromthe second

at least one physical machine executing a first operating system;

at least one virtual machine operating on at least one of the at least one physical

machines, each such virtual machine operating a second operating system; and

an agent program operating on each of the at least one physical machines and
20 at least one vm agent program operating on a virtual machine hos_ted by the
physical machine,

where, the agent program is operable to obtain a first set of metrics from the first
operating system, subh first set of metrics including metrics in respect of each virtual
machine as viewed by the first operating syétem and operable to connect to the

25 second operating system of each virtual machine hosted-on the physical machine,
' excepting the virtual machines having a vm agent program operating thereon, the

agent program operates on and obtain a second set of metrics in respect of the

virtual machine from the second operating system, each vm agent program operable

to obtain a second set of metrics in respect of the virtual machine from the second



-29- operating systemof the virtual machine on which it operates,

t he agent program further operable to communicate the first and
second sets of netrics to a nmanager program and the vm agent program
further operable to comruni cate the second set of netrics to the
manager program 53. A nonitoring sysbem for virtual application
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the first and second sets of Ics To a manager program 4.

noni tori ng syECBReS.Gachispedrtualppadhing apsratiog\d sesant APgatnaecysinigneo
any one of clainms 1 to 3, including an application agent program the
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4. A monitoring system for virtual application environments-according to any one of

claims 1 to 3, including an application agent program, the application agent program

20 - operable to obtain a third set of metrics in respect of a‘ pre-determined application
running on the virtual machine.

5. A monitoring system for virtual app!icatioﬁ environments according fo claim 4, where
the agent program includes the application agent program.

6. A mohi_toring system for virtual application environments according to claim 2 or
25 claim 4, as dependent on claim 2', where, in situations where a virtual machine is
acting as a virtual server for at least one virtual desktop, the vm .agent program
operating on such virtual machine is operable to connect to each virtual desktop and
obtain a fourth set of metrics in respect of the virtual desktop and communicate the

fourth set of metrics to the manager program.



-30- 7. Anonitoring systemfor virtual application environnment
according to claim11 or claim3, where, in situations where at | east
one virtual machine is acting as a virtual server for a plurality of
virtual desktops, the agent programis further operable to connect to
each virtual desktop and obtain a fourth, set of metrics in respect of

t he virtual skt and ourth s of trics. to the,
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and communi cate the assessment of such seé metrics to the manager
programin pl Se@mnicefrn Wieh theiphyweal compHist FYSte®l ues. 2012. A
nonitoring s&)/st emfor virtual application environnents according to
any one of &0-& meniioring systempfrsrvértuahgpplivetion envieorawsts agnortinaty avyrone of

agent programggifd @rto@p%ls' SHeh®ht %Qe@émpé %ﬁ&@th@%g%%r@%haéﬁscutes on a
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agent progr amSEREAIGE d@t’ﬂ?%‘bﬁ‘ﬁ’ﬂiﬁk"@ﬁ%@nﬂ@ the physisrb pemBHtestysieet s Of
metrics to the manager programin addition to the actual 25sets of
metric Val uésA ngnirring sytemifeg itysd eeplicatien envionementgmerordinpitoany preceding
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application agent program, as appropriate, operates to assess each metric in the
respective set of metrics such agent program obtains and communicate the
assessment of such sets of metrics to the manager program in addition to the actual

25 sets of metric values.

13.A monitoring system for virtual application environments according to claim 11 or
claim 12, where the agent program, vm program or application program, as
appropriate, is operable to transmit only those metrics, if any, of the respective set
or sets of metrics obtained. by such agent program that have been assessed as

30 abnormal. |



5nmetrics; outside process-related netrics; and outside |og
information, 15. A nonitoring systemfor virtual application
~environments according to any preceding claim where the second set
of metrics includes netrics that fall within at | east one of the
foll owi ng categorisations: inside pr gessor net rics; inside nmenory
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environnents according to claim1/, where the nmanager program
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I's to el appgidbeskaRGhcs BheHishib MBRhbiGnbREQr e that metric is
re-assessed by the agent program vm agent program and/ or application
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operabl e to comuni cate such connection detarls to the appropria
agent pr ogP@ETa® VA agRNt PR @nd Rpliastion sognicpgramt asdppietdimies. 20. A
noni toring systemfor virtual application environments according to
any precEdimeperitoengrsysidre fer \drftuad epelpatiom eodaton mgntshescapipmgdp raing pescedingof
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where the manager program provides for the administrator to select the amount of
20 | time which is to elapse for each selected metric before that metric is re-assessed by

- the agent program, vm agent program and/or application agent program, as
appropriate. ' ‘

19.A monitoring system for virtual application environments according to claim 17 or
claim 18, where the manager program provides fbr thé administrator to enter
25 connection details in respect of each virtual machine, the manager program
operable to communicate such connection details to the appropriate agent program

to allow them to connect to such virtual machines.

20.A monitoring system for virtual application environments according to any preceding
claim, where after communicaﬁné the appropriate set of metrics or assessment

30 thereof to the manager program, the manager program and each agent program, vm
agent program or application agent 'brogram, as apprdpriate, execute a validation



21. A nonitoring systemfor virtual application environnments according
to claim20, 5 where the validation process includes conpares the
timestanp of the configuration the nanager program operates under
with the tinmestanmp of the configuration the agent program vm agent
program or appl i cati on agent progr am,,as appr opri ate, operates under.

22. A noni t stemf or tu ion _envi ronnment accordj ng
to any pre P%Sg%f%?cﬁng]e R @%%3%88@9\”&% 8 JRanRgerRrdrgins grerates
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oper at es. ' Bt qsoarqpﬁ(&na e\/PP‘?rﬁ S UgdBii cati on envi ronment
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connecting, in turn, to a second operating system of each virtua
machi ne ho¥eedaRHY HECPRTSPRAAPICRUEHPHIh AMDlimestamp of the shnlgurating te

second set a@dnt RbGBAS vhﬂa@é%%p&ﬁéraﬁf of BSpl%ﬁéN%Peﬁ@&Bbr@% farsofpﬁrgﬁriate,

20second operating system 24.A method of nmonitoring a virt

appl i cat i oWPERAGEBARENt according to claim23. further including the
step of connecting, in turn, to each physical machine. 25, A nethod
of moni t#Argenitoring syeiemdpplirtualtapphcasinn ienginmendnt accotin iy anp pedcatimg23

or c{@im 2élam1 Wﬁél"é%@% %Q@t éftrﬁ@m% alQ@fr@:hﬂbQ%e@nés%faﬂ g&?otthg eﬁgltrﬁéw%g

in respect of re- eterm ne I"catt on runninge on o

of the vir®@iuhe nméiﬁalnégchtrmomwmhhfba agenhpiegtaon ivhigharevonds dfed first set of
applicati omegﬁglobgfé@ggﬁt according to any one of clainms 23 to 25,
where, in situations where a virtual machine is acting as a virtual

f t.hod
2adi 11 ory  SpaRgmBRBoy = Wl SSRGS BRrar U B etk b a0 e by
the virtual g%lﬂwmg 'a %rsg set of metrics including metrics in respect of each virtual

15 machine from an operating system of a physical machine hosting such virtual
machines; ‘ '

connecting, in turn, to a second operating system of each virtual machine hosted
on the physical machine; AND

obtaining a second set of metrics in respect of the virtual machine from the
20 second operating system. |

24.A method of monitoring a virtual application environment according to claim 23.
further including the step of connecting, in turn, to each physical machine. .

25.A method of monitoring a virtual application environment according fo claim 23 or
- claim 24, including the step of obtaining a third set of metrics in respect of a pre-
25 determined application running on one or more of the virtual machines.

26.A method of monitoring a virtual application environment acéqrding to any one of
claims 23 to 25, where, in situations where a virtual machine is acting as a virtual
server for at least one virtual desktop, the method includes the additional steps of:

. connecting to each virtual desktop hosted by the virtual machine; and



-33- obtaining a fourth set of metrics in respect of the virtual
desktop. 27. A nethod of nonitoring a virtual application environnent
according to any one of clains 23 to 26, where the nethod further

i ncludes the step of assessing each netric in the respectiveée sets of
metrics. 528. A nethod of nonitoring qavirtual appl i cation environment
according to .one_of_ cl ai 3 1027 re . th hod furt her

i ncl udes t he ng B fmsgfﬁa%%%@%g\éﬂgﬁy Btr"‘aﬁig%{qpfi cation
techniques in respect of the various sets of nmetrics obtained. 29.A
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step of allowing an adm nistrator to select those netrics to formthe
various sef$trisrin s iepeactive sels ofigiricsr ed. 30. A nethod for nonitoring a
virtual application environment according to any one of claim 29,

wher €5 t he8. Agneibdd fofi mdnéoringel virtted applisagior pnvforaldnbdaiccaydinpdo any one of
adm nistra I 1 i i S or
each sel ec%lgfgnstng% rtéc%?lfs)g"fh%ﬁr:% ti&&ﬁ%@uﬂhp 8{ thlﬁgn%%% %%psgfa‘g%foﬁh% fBol-
obt ai ned. &dusA emsohagnfidgationrietiviqueg @ wspectabf dpplvedats eets of metrics
envi ronnmentaccording to any one of clains 23 to 30, where the method
further i nc?udes' the step of allow ng an adm nistrator to enter
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changed anthonitdredo, to ensure that further repetitions of the nmethod
obtain the 25various sets of netrics as newy defined. 33.An agent

program 3mA method sr mrglaarmg rd wghalmli&%}i@hi MY ir@iNERt QbEBRIIng tb’;ﬁly%ﬁehﬁ
agent progr.am er e 1O al n Irst set _of netrics, froma
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as vi ewed t fLrst operating system and 30operable to connect to
a second O%F%at?ﬁheérlcslﬁgggﬁogiaég ‘ing on a virtual ‘nmachi ne,

-31.A method for monitoring a virtual application environment according to any one of .
claims 23 to 30, where the method further includes the step of allowing an

administrator to enter connection details in respect of each virtual machine to be -
20 connected tfo.

32.A method for moh‘itoring a virtual application environment according to any one of
claims 23 to 31, where the method further includes the step of executing a validation
process to determine whether the various sets of metrics to be obtained has
changed and, if so, to ensure that further repetitions of the method obtain the

25 various sets of metrics as newly defined.

33.An agent program for monitoring a virtual application environment, where the agent
program is operable to obtain a first set of metrics from a first operating system

executing on a physical machine, such first set of metrics including metrics in

respect of each virtual machine as viewed by the first operating system, and

30 operable o connect to a second opera'ﬁng‘ system executing on a virtual machine,

the agent program thereafter operable to obtain a second set of metrics in respect of



the agent programthereafter operable to obtain a second set of
metrics in respect of -34- the virtual machine fromthe second
operating system and communi cate the first and second sets of netrics
to a manager program 34.An agent programfor nonitoring a virtual
application environnent, where the a%ﬁnt programis operable to

connect to,each Si cal ine i e virtu a i cation
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oper ati ng aybseohexesws hiddridshebendhagstiglgfani.st set of metrics
including netrics in respect of each virtual nmachine hosted by the

physi cal 34786 RGBSR HSgrah e thoPdorildea (/Hh§ltap}bﬂé‘dt?6¥1'é?19:r&¥§élﬁmvﬁ’é"rg tl‘i’é’%@rﬁ' e

to connect to a second operat|n systen1execu |ng on each virtua
machi ne hoBTPE@ENbIF epfsalplpyia iceamnedit hrgiePRisirabmeghine dn shecyridal sopliestion

netriLs 1@1\hr8n|"n@ﬁﬁ3ﬁ1ciun9fto OBy 'arﬁr%‘ta%et’@%bﬂ%s ffer ot 1St 3[%?%n ystem

operating system the agent program further operable to co
the first @fEUSREEirdeyrtssichfirgtesati fsmelca “?fél-ﬁg@ﬂsmem@glﬂawﬁp% erach

conput er  pyiRGs ARk EHIRI HELtef O me%rﬁ@*oélnﬂaéme{é waP Bl 168k

ry sg%geratlag
envi ronnment, the conputer ogram roduct I nc I ng executa
whi ch whenSYstasn epg rﬂpéaﬁbﬁg/macormcﬁstm a amwdp@m@m wtemgx@qwnmsee@ch he

suitable pﬁlﬁ@ﬁsﬁédﬁ%esﬂé&&ﬂbfl ﬂleopm chI i éHlﬁé%né 8btaf a g@écfrfdcs%t bl H‘fé‘sng

netrlcs in respect of virtu |ne rom an Opera 1 ng sys em
of abhysi @aqesmmfn@eh\dgwama@mm fr@m theapesrichpprigting ayfierat thei mgent

turn, to apseeANEPRebALkLNE BYShENMateae i 5&&@&6{4@%@@& rﬂ@mw@o an.

t he phyS| cal machi ne and obtain a second set of netrics I n respect

t he VirtualM2RHKPRETPom t he second 20oper at i ng system 36. A conput er
program product for nonitoring a virtual application environnent
accor di n- A coglpgian Begramhprogducthior cwmiateg apiitiepl applivatiduenvirennfent, the

perform ngc&nh}ﬁxt%rlﬂ&%nﬂpﬁmaaé‘c i e HaBR @delthidfwhen implemented by a

15 suitable processing system causes the suitable processing system to obtain a first
set of metrics including metrics in respect of each virtual machine from an operating
system of a physical machine hosting such virtual machines; connebt, in tun, to a
second operating system of each virtual machine hosted oh the physical machine

and obtain a second set of metrics in respect of the virtual machine from the second
20 operating.system '

36.A computer program product for monitoring a virtual application environment
according to claim 35, where the computer program product is for performing the
method of any one of claims 23 to 32.



