- 1 CONNECTI ON POSI TI ON SPECI FYI NG APPARATUS AND CONNECTI ON POsSI TI ON

SPECI FYI NG METHOD FOR UNAUTHORI ZED EQUI PMENTS Field of the Invention This

invention relates to a nethod and

unaut hori zed equipnent as inproperly |inked to any one of network

devi ces on

a network. BACKGROUND OF THE | NVENTI ON A prior known network
topol ogy creation nethod is disclosed, for exanple, in JP-A-2002-190819
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apparatus for specifying a position of unauthorized

equipment as improperly linked to any one of network

devices on a network.

BACKGROUND OF THE INVENTION

A prior known network topology creation
method is disclosed, for example, in JP-A-2002-190819
(see paragraph "000023" and Fig. 2), which method uses
the correspondence relationship between terminals
linked to respective ports of multiple stage-coupled
switching hubs and respective ports of such terminals
to create a form which indicates how these terminals

and switching hubs are connected.

SUMMARY OF THE INVENTION

Unfortunately, the method as disclosed in JP-
A-2002-190819 is incapable of detecting those ports
which are interconnected between a plurality of
switching hubs residing at a lower level. This poses a
problem as to the lack of an ability to specify a link
port of equipment as improperly connected to a network
device, such as a lower-level switching hub or the

like.
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This invention is made in order to avoid the problemfaced with the prior
art, and an object of this inventionis to provide an unauthorized

equi pnent connection position specifying nmethod and apparatus 5 capabl e of
speci fying the link port of unauthorized equipnent as inproperly connected
to any one of the network devices involved. To attain the foregoing object,
an unaut horized equi pment connection position specifying 10 apparatus

i ncorporating the principles of this invention is operatively associ ated

with a network which i, nade,whioford icoNRREL i g ofqdmil td phecostages of
renot e managenent function-added network devices, for specifying a position

of unaut hori zedragu peNd 15 dHhpreperdis e amiectadi tan astyj ofe of thesrenote
managenent function-added network devices. The apparatus includes a storage
unit and a priegessiing uni tco fofowciond rol wfadthe stosdgequwitentdhe processi ng
unit 1s operable to perform upon detection of unauthorized 20 connection
of the equi preminddtiked og ittherrr enpetca £ yiEnAagetedd famttd o addesd net wor k
device, bidirectional conmunications with the renote nmanagenent function-
added net ior kcagexdlee afetsagieni infy itrlyeredien la rdonreespantencean tiret atédnshi p

bet ween a physi cal address of the detected 25 equi pnent and a port rel ating

t heret 0. Therguwaused iz itrpe arendtye arenmagersshtt o wnct iore adtethamet wor k
device to store physical addresses and corresponding ports of the renote

managenent f uredtvicark aldded avetiworcd vdelhi ce |inked - 3

To attain the foregoing cbject, an
unauthorized equipment connection position specifying
10 apparatus inccorporating the principles of this
invention 1s operatively asscciated with a network
which is made up of a connection of multiple stages of
remote management function-added network devices, for
specifying a position of unauthcrized eguipment
15 impreoperly connected to any one of the remote
management functicn-added network devices. The
apparatus includes a storage unit and a processing unit
for control cf the stcrage unit. The processing unit
is coperable to perform, upon detection of unauthorized
20 connection of the equipment linked to the remote
management function-added network device, bidirectional
communications with the remote management function-
added network device retaining therein a correspondence
relationship between a physical address of the detected
25 equipment and a port relating thereto. Then, caused is
the remote management function-added network device to
store physical addresses and corresponding ports of the

remote management function-added network device linked



to a far end of the port of each of the renote

networ k devi ces and the connection position specifying apparatus.

Ther eafter,

collected is in the storage unit a correspondence 5

managenent functi on-added

rel ati onship of the physical addresses and the ports held in each of the

renot e managenent function-added network devices. In accordance with

anot her aspect of this invention, an unauthorized equi pment connection 10

position specifying nethod is provided, which specifies

a position of

equi pment  as tioTpr apef lahLoameacietda af neisords cand | gifedte by connection of
a plurality of stages of switches each having a plurality of ports.
met hod i ncl udes atole@mesite fairaft istratddag:d nfaaramtid atewaiscdd 4r0d egedh switch for

identifying switches up to a
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term nate end connected to respective ports of

the sw tchescnardtsequentsialion sgleedtfiivigyg kaged-dtud he Tistworettenf or mati on
specifying the switches, those switches in which a port for connection to
t he 20 i npropetlllydtienked equithrenttcandca portt d iatket:tmoridsetd  are

different fromeach other with the switch |linked to

to thereby spediafy orisé iposift itdre rofystive i mpldoperdes lamkethae gui prent .
correspondence rel ati onship between 25 the physical addresses and the ports
as to the refstlé lmasagémert tHhendErei-caddéd avaEamdr K Westiices atdadl | ected in
the storage unit, retained are physical addresses of the inproperly Iinked
equi pment an@StHeLEoRRECTen - 4
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In accordance with another aspect of this
invention, an unauthorized eguipment connection
position specifying method is provided, which specifies
a position of equipment as improperly connected to a
network configured by connection of a plurality of
stages of switches each having a plurality of ports.
The method includes the steps of storing information as
to each switch for identifying switches up to a
terminate end ccnnected to respective ports of the
switches, and sequentially selecting, based in the
stored information specifying the switches, those
switches in which a port for connection to the
improperly linked equipment and a port linked to itself
are different from each other with the switch linked to
itself as a reference to thereby specify the position
of the improperly linked eguipment.

In the correspondence relationship bketween
the physical addresses and the ports as to the remote
management function-added network devices as collected
in the storage unit, retained are physical addresses of

the improperly linked equipment and the connection

itself as a reference

In the



position specifying apparatus. Then, selected is nore than one of the
renot e managenent function-added network devices with its port
correspondi ng to each physical address being kept inconsistent. Next, 5
specified is a certain one of the renote managenent function-added network
devices at a termnate end with the inproperly |inked equi pnment connected
thereto along wth the port thereof - Then, externally outputted is

i nformati on concerning the specified renote nmanagenent 10 functi on-added

net wor k devi eesat ibhe sberditnate epgaandust.he Thert, thdredafed Accaradiang to this
invention, it is possible to accurately identify any renote nmanagenent '
functi on- addednnetwork dewi cemnwitehmihegenautthdrirzed cegudidalseht 15 bei ng

| inked thereto in the network and the port thereof. SRIEF DESCRI PTI ON COF
THE DRAW NGSnEigork dsvacbbagktdi agsamestiowiong campcovkral [to 2@y st em

i ncl udi ng an unaut hori zed equi pnent connection position specifying
appar at us i nphgeordaneddweth anringniegitmémconsefstehits | Meeriti on. Fig. 2
shows | P addresses and MAC addresses of devices including switches of Fig.
1. 25 Fig> 3spgcafbracksdragranmsho®iAgCd CtEEnTiegwat ingmagfertaid connect i on
position specifying apparatus of Fig. 1. 4 is a block shomﬁqg an
ar r angenent gpngtgogmpggﬁdopepwapk1Qev1ces at a terminate end with

the improperly linked equipment connected thereto along
with the port thereof. Then, externally outputted is
infermation concerning the specified remote management

10 function-added network device at the terminate end and
the port thereof.

According to this invention, 1t is possible
to accurately identify any remote management function-
added network device with the unauthorized eguipment

15 being linked therete in the network and the port

thereof.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a blecck diagram showing an overall
20 system including an unauthorized equipment connection
position specifying apparatus in accordance with an
empbcdiment 1 of this invention.
Fig. 2 shows IP addresses and MAC addresses
of devices including switches of Fig. 1.
25 Fig. 3 is a block diagram showing a
configuration of the connecticn position specifying
apparatus of Fig. 1.

Fig. 4 is a block showing an arrangement of a



Fig. 5is a block showng a configuration of a repeater hub of Fig. 1. Fig.
6 shows an entire processing procedure 5 of the connection position
speci fying apparatus of Fig. 1. Fig. 7 shows one exanple of a switch
address table of Fig. 3. Fig. 8 shows one exanple of a repeater hub 10
address table of Fig. 3. Figs. 9A to 9C show FDB hold states of three
swtches of Fig. 1. Figs. 10A to | OC_show FDB hold states of three swtches
of Fig. 1 other than those of Figs. 9A 15 to 9C. Figs. 11Ato 11B show
address trackwhekd ostaties af repeater hubs of Fig. 1. Fig. 12 shows a
detail ed processing procedure at step 5500 of Fig. 6. 20 Figs. 13A to 13C
show FDB hol d states of'igthbeessw tdbhek ascwetna medocatf istemt5501 «of Fig. 12
Figs. 14A to 14C show FDB hold states of three switches other than those of
Fig. 13A to &3€Cepckigr hBbshdéws'ig.swi.t ch address table 25 containing therein
priority flags as set up at step S506 of Fig. 13. Fig. 16 shows anot her
switch address table Fagludi sgoasperoentyrel agoasssendatrrss@eiwfe Fig. 13. -
6 Fig. 17 is a block di agram show ng an over al
5 of the connection position specifying apparatus of
Fig. 1.
Fig. 7 shows one example of a switch address
table of Fig. 3.
Fig. 8 shows one example of a repeater hub
10 address table of Fig. 3.
Figs. 9A to 9C show FDB hold states of three
switches of Fig. 1.
Figs. 10A to 10C show FDB hold states of
three switches of Fig. 1 other than those of Figs. %A
1% to 9C.
Figs. 11A to 11B show address track hold
states of repeater hubs of Fig. 1.
Fig. 12 shows a detailed processing procedure
at step S500 cf Fig. 6.
20 Figs. 13A to 13C show FDB hold states of
three switches as retained at step 5501 of Fig. 12.
Figs. 14A tc 14C show FDB hold states of
three switches other than those of Fig. 13A to 13C.
Fig. 15 shows a switch address table
25 containing therein priority flags as set up at step
S506 of Fig. 13.

Fig. 16 shows another switch address table

including a priority flag as set at $506 of Fig. 13.



system i ncl udi ng an unaut hori zed equi pnment connection position specifying
apparatus in accordance with an enbodinent 2 of this invention. 5 Figs. 18A
to 18C show FDB hold states of three switches of Fig. 17. Figs. 19A to 19C
show FOB hol d states of three switches other than those of Figs. 18A to
18C. Figs. 20A and 20B show address track hold 10 states of repeater hubs
of Fig. 17. Fig. 21 is a block di agramgshow ng an overall systemincluding
an unaut hori zed equi pnent connection position specifying apparatus in
accordance with an empadi.mant i3 of dlhicsk idivedrorehdkbitkg gan 2 stwos a dat a
structure of a swtch address table in the connection position specifying
appar at us of skisgem2incEugsng23A tma28Eshowd-bBtiginerst ateesiatt iewi t ches of
Fig. 21. 20 Fig. 24 shows a priority flag setup state in the switch address
tabl e of Figpo22tiBngsr2bidhows apperertiney il & cetdgnast atigti mnt he switch
address table of Fig. 24. 25 DETAILED DESCRI PTI ON OF THE EMBODI MENTS

(Enbodi ment &pbpidgnenti & atbltddl dinggramoshowi ng an overall system

i ncludi ng an unaut hori zed or "fraud" equi pnment 7 connection position

speci fyi n§ appar atus i Ald€cordande® MM Kraw eifodiehts92%e s tHi s i nventi on

three switches of Fig. 17.

Figs. 19A to 19C show FDB hold states of
three switches other than those of Figs. 18A to 18C.

Figs. 20A and 20B show address track hold

10 states of repeater hubs of Fig. 17.

Fig. 21 is a block diagram showing an overall
system including an unauthorized egquipment connection
position specifying apparatus in accordance with an
empodiment 3 of this invention.

15 Fig. 22 shows a data structure of a switch
address table in the connection position specifying
apparatus of Fig. 21.

Figs. 23A to Z3E show FDB hold states at
switches of Fig. Z21.

20 Fig. 24 shows a priority flag setup state in
the switch address table of Fig. 22.

Fig. 25 shows a priority flag setup state in

the switch address table of Fig. 24.

25 DETAILED DESCRIPTICN OF THE EMBODIMENTS
(Embodiment 1)
Fig. 1 is a block diagram showing an overall

system including an unauthorized or "fraud" eguipment



In Fig. 1, the unauthorized equi pnent connection position specifying
apparatus TO 5 (hereinafter referred to as "connect position specifier
device") is connected to a por-L Pl of a switch nodule "11. The switch 21
is connected to a plurality of switches 22 and 23 placed at a | ower |evel.
The switches 21 to 23 have renote managenent functions (the 10 sane goes
wth switches 24 to 26 to be later described). The renpbve nmanagenent
function as used herein refers to functionality for returning the

i nformati on tonhectébai pediat oa toewdrding database s ((FDB)c@andidrare addr ess
track in response to a request 15 fromthe connect position specifier device
10. The switehtB3anservbndectsd i afatéuist cmvasticesiding at a |l ower level to
a multi-port repeater hub 41. The repeater hub 41 has a port 21, to which
is linked an el ectronife €quipAenths sunehtdsra zcohpwiermmmt20 el se. The
repeater hub 41 has the above-noted renote nmanagenent function (the sane
goes with a EepBaceichubcsa2ipp Becraterdesebicbed)is Be equi pnent 5 is an
aut hori zed network device with perm ssion for connection. 25 The switch 23
is al so connébEEAIRREBEGhTETepEGHaFPt Sof CORMNESHe P8 ARy 20 Plidded at a

| ower levei to,a repeater hub 42. The hub 42 has ports Pl and P2. A device
7 such as a @6Wpufel S EBRABEEEH 8 EnEPGr £1- %8 PEYViAF edqiidment 31 is

connected to,the pert P2, Ths, devige 7 is Authorized que ke the device 5

switches 22 and 23 placed at a lower level. The
switches 21 to 23 have remote management functions (the

10 same goes with switches 24 to 26 to be later
described). The remove management function as used
herein refers to functionality for returning the
information teo be retained at a forwarding database
(FDB) and/or address track in response to a reguest

15 from the connect position specifier device 10.

The switch 23 is connected via a switch 24

residing at a lower level teo & multi-port repeater hub
41. The repeater hub 41 has a port P1l, tc which is
linked an electronic equipment 5 such as a computer or

20 else. The repeater hub 41 has the above-ncted remote
management function (the same goes with a repeater hub
42 to be later described). The eguipment 5 is an
authorized netwcrk device with permission for
connection.

25 The switch 23 is also connected through a
plurality of switches 25 and 26 placed at a lower level
tc a repeater hub 42. The hub 42 has ports Pl and P2.

A device 7 such as a computer is connected to the port



equi pnrent 31 is an unauthorized one w thout having any permssion for
networ k connection, such as a personal 5 conputer (PC). Note that in Fig. 1,
reference characters PI, 22,..., P8 indicate port nunbers. The devices I
to 8 are authorized ones. In this way, a plurality of renote nmanagenent
functi on-added network devices, such as the switches (switching hubs) 21 to
10 26, are connected together to formmgulti ple stages, thereby constituting
a network as a whole. Supposed is ti-iat every equipnent on the network
shown in FigPll, nanekyiptieetcdinect cposictatenl tspedid irerrtde®d ce Mz swit ches
21 to 26, repeater hubs 15 41 and 42 and devices 1 to 8 and 31, are

assi gned wi t Heancknteimetuphotraceld Eh?) laddr ess (dcogiczals .additess) and a
medi a access control (MAC) address (physical address) unique thereto. A
confi gur at i oadofirnkatcdhAnast aposinEildhor2@espeaief ivgrt hdevi d@ vii0ng sardescr i bed.
Fig. 3 is a block diagramshowi ng the configuration of the connect position
speci fier deRREBISSLANFIGr BLLWRE KcERREECTHOSt iSO hspecidf iRarskgidls a
conmput er such as for exanple a PC, which includes a 25 processing unit 110
connect ed®onc8MBUESI60FCA - cHRRENICEati éR iFRter flacé SfCOMNISF) 120 for
perform ng comrunications wiith other devices via the network, a storage
unit 130, a @8REpRayeaRi £1146%and -antenpitiiGaite Pogt Is@oetiese M9 1 be

described Inggetal belgw, The Luput ynit 15015 40213 eqtry device.

plurality of remote management functicn-added network
devices, such as the switches (switching hubs) 21 to

10 26, are connected together te form multiple stages,
thereby constituting a network as a whole.

Supposed 1s that every equipment on the
network shown in Fig. 1, namely, the connect position
specifier device 10, switches 21 toc 26, repeater hubs

15 41 and 42 and devices 1 to 8 and 31, are assigned with
an Internet protocol (IP) address (logical address) and
a media access control (MAC) address (physical address)
unigque thereto.

A configuraticon of the connect positicon

20 specifier device 10 1s described.

Fig. 3 is a block diagram showing the
configuration of the connect position specifier device.
In Fig. 3, the connect position specifier 10 is =2
computer such as for example a PC, which includes a

25 processing unit 110 connected on a bus 160, a
communication interface (COM I/F) 120 for performing
communications with other devices via the network, a

storage unit 130, a display unit 140 and an input unit



such as a keyboard or a pointing device known as O nouse."” The display unit
140 is a display device, 5 such as a conputer display or else. The storage
unit 130 is a storage device such as a seni conductor nmenory, which stores a
device address table 131, switch address table 132, repeater hub address
table 133 and limt area information 134. 10 The device address table 131 is
arranged so that the IP and MAC addresses of equipnent (e.g., the devices |
to 8) are stored therein. The switch address table 132 is for storage of a
correspondenctédr el ahkershiiplobet hieslkcR iamd MACdEF -addriesises. of t he swi tches
21 to 26 shown in Fig. 1. The repeater hub address table 133 stores a
correspondence rel ati ofiski pnpfatt heiltP lafd IMAG addresshtmf ddwelaspeat er hubs
41 and 42 of Fig. 1. The arrangenents of the switch address table 132 and
20 repeater hubhaddressevhbhedl33 wi Plolbé idescleivbent [katcewn asThe linmit area
information 134 concerns (1) |P addresses or MAC addresses with perm ssion
for connecti'®aues-{'heThet dorrel (R) I P46r INAG addmessesiewiiachout

perm ssion for network connection. Supposed is 25 that network

connect i oA- pFBANbREed FPURHdFEsSESP12Y92r16258.-31" to "192.168.1.39" are

established. Any equipnent having | P address included in the imt area
information 134 is judgés FBOEégﬁnéﬁﬂﬁor@Qedse&uﬁﬁﬁéﬁﬂe-Qﬁ}ceﬂﬁ¥%ﬂoce55|ng

unit 110 is a processor device, such as entral rocessi un|t CP and
has Spa Semiconductor memory, C % stor%s a dev ng (),

address table 131, switch address table 132, repsater
hub address table 133 and limit area information 134.
10 The device address table 131 1s arranged so that the IP
and MAC addresses of equipment {(e.g., the devices 1 to
8) are stored therein.
The switch address table 132 is for storage
of a correspondence relationship of the IP and MAC
15 addresses of the switches 21 to 26 shown in Fig. 1.
The repeater hub address table 133 stores a
correspondence relationship of the IP and MAC address
of the repeater hubs 41 and 42 of Fig. 1. The
arrangements cf the switch address table 132 and
20 repeater hub address table 133 will be described later.
The limit area information 134 concerns (1)
IP addresses or MAC addresses with permission for
connection to the network or {(2) IP or MAC addresses
without permission for network connection. Supposed is
25 that network connection-prohibited IP addresses
"192.162.1.31" to "192.168.1.39" are sstablished. Any
equipment having IP address included in the limit area

information 134 1s judged to be unauthorized equipment.



a renote collection unit 111, an equi pnent/device address detection unit
112, a connection/linkup nmonitor 5 unit 113, a comrunication unit 114, and
an unaut hori zed equi pnment connection position specifying unit 115
(hereinafter referred to as "unauthorized |inkup finder"). These respective

units Ill to 115 are arranged to operate in accordance with a connection 10
position identification software programwhich is typically installed in
t he connect position specifying device 10, although details thereof will be

set forth later. The Thaneebiesspagi indn ildentiisf iscatricare garcagr am may be
prestored in a specified region of the storage 15 unit 130 or,

al ternativel gleviray, beurbadsoutnofad ponpeternnceadals] e drégor dimy heedi a, such
as a conpact disc read only nenory (CD-ROM. The switches 21 to 26 are
arranged in a wapotascbolkowscn20nkicgl4d, showsguiipmsndgoklediiagram a
configuration of one switch 21. Although the switch 21 is discussed here,

t he renai ni ngdénikeehesteation2enatelldi nizl apniugcéamii/gumaticomars tthe swi t ch
21. In Fig. 4, the switch 21 is equipped with a 25 processing unit
(processop) R0DC 413t orageWHNE CaftAeRDER) 2104 afdiCa apl wialythp rofzesort s Pl
to P8. The storage unit 210 stores a tormardin% dat abase (FDB) 211 for
retaining a 88rESBORdEREBEFEL AR BASAFpChefREERTYIDE Yhart duwhbers and MAC

addresses, The FDB, 211 maiptaing (Lhe MG address of, 3 gqnder of a recel ved

finder"). These respective units 111 to 115 are
arranged tc operate in accordance with a connection

10 pesiticn identificaticn software program which is
typically installed in the connect position specifying
device 10, although details therecof will be set forth
later. The connection position identification program
may be prestored in a specified region cof the storage

15 unit 130 or, alternatively, may be read out of a
computer-readable recording media, such as a compact
disc read only memcry (CD-ROM).

The switches 21 to Z6 are arranged in a way
as follows.

20 Fig. 4 shows, in block diagram, a
configuration of ons switch 21. Although the switch 21
is discussed here, the remaining switches 22 to 26 are
similar in configuration fo the switch 21.

In Fig. 4, the switch 21 is equipped with a

25 processing unit (processor) 200, a storage unit
(memory} 210, and a plurality of ports Pl to P8. The
storage unit 210 stores a forwarding database (FDB) 211

for retaining a correspondence relationship between



| earned on a per-port basis. An arrangenent of repeater hubs 41 and 42 is 5
descri bed below. Fig. 5 depicts in block diagrama configuration of one
repeater hub 41. The other repeater hub 42 is substantially the sanme in
configuration as the hub 41. 10 In Fig. 5, the repeater hub 41 has a
processing unit (processor) 400, storage unit (nenory) 410, and nmultiple
ports PI to P4. A storage unit 410 stpres an address track 411. OMng to
the address track 411, the lastly per-port |earned MAC address of a 15
sender that porwandedeasreeedi vied traresisesr.et inred DBEAR léntriaie qariocessi ng
procedure of the connect position specifier device 10 is described. Fig. 6
is a di agrantshoMifigadrireger alfl a peadessiong aprecedos=el dfraiee aconnect
position specifier 20 device. The follow ng expl anati on assunmes that the
equi prment 3llshowmadi anFagper-psrtohneétsed to the port P2 of repeater hub 42
at a given timng. The processor unit 110 of the connect position specifier
devi ce 10 shown in Fighn3arransainest 25 arpaddesssucesdllutaneh 42AR)S request
to a logicai address in its associated network (e.g., "192.168.1.0/24"),

whi ch addpesgdefsrah§doReler-the | ogi cal addresses "192.168.1.1" to
"192.168. 1. 254" other than its own - 12 | ogical address "192.168.1.10," and
then detects the 12 ahdIMAE §88ﬂ§§§eé“oplécéoﬁﬁééﬁﬁﬁnadeV|ce that returns

configuration of one repeater hub 41. The other
repeater hub 42 is substantially the same in
configuration as the hub 41.

10 In Fig. 5, the repeater hub 41 has a
processing unit (processor} 400, storage unit (memory)
410, and multiple ports PL tc P4. A storage unit 410
stores an address track 411. Owing to the address
track 411, the lastly per-port learned MAC address cof a

15 sender that forwarded a received frame is retained.

An entire processing procedure of the connect
position specifier device 10 1s described.

Fig. 6 1s a diagram showing an overall
processing procedure of the connect position specifier

20 device. The following explanation assumes that the
equipment 31 shown in Fig. 1 1s cennected to the port
PZ of repeater hub 42 at a given timing.

The processor unit 110 of the connect
position specifier device 10 shown in Fig. 3 transmits

25 an address resolution (AR) reguest to a logical address
in its associated network (e.g., "192.168.1.0/24"),
which address is any one of the logical addresses

"192.168.1.1" to "192.168.1.254" other than its own



its reply. This detection is hereinafter referred to as the "address
detection,” which is perforned at step 5 S100 of Fig. 6. The processor unit
110 at this tine is <called the "device address detector unit 112" shown in
FiQ 3. Wereby, the connect position specifier 10 detects the IP and MAC
addresses of connection device as to all the nodes concerned, including the
devices | 10 to 8, switches 21 to 26-and repeater hubs 41 and 42. The
connect position specifier 10 then registers a correspondence rel ationship
of the IP andoliyR€aadddriesses "aR2these 1l.ilnked acevit¢es: ide tdrer seihprmemnt
address table 131 of Fig. 3. 15 Subsequently the processor unit 110
requests byahSNNRCGetitirtheeEDBLr et acned citnfoor matviior fuhem thwe uaddr esses on
the address table 131 of Fig. 3, and then determ nes or "judges" that a
reply-returnétisaddpéss i §hishdesdditess of: acrenmiad treanagemented dret i on- added
20 switch. The processor unit 110 al so requests by SNMP GCet the address
track-retai ned theof adtlireasf gefreehécnaddwégshon st e rdevires! addrsdsp tabl e 131
of Fig. 3, and judges a feply-returned address is the address of a renote
managenen® fﬁh@@i@ﬁ-5@@ed6repé§?epfﬁﬁﬁﬁspﬁ thitd 23 Owvaryr, “He dddifesses of
renote managenent function-added switch and repeater hub are determ ned.
Then, the pFotesdokiEini £8116%prepares ERéCswWCEchdddriéss Sase 1132 and

repeater hub_address table 133 shown in Fig. 3, - 13 at ste 200 in Fig.
6. The proce$sdr anit” ﬁéegy'tﬁﬁg CPPH@°§IE853518§IF@ﬁcﬁﬁéefgéﬁice addr ess

det ect or unl&etects the IP and MAC addresses of connection device

as to all the nodes concerned, including the devices 1

10 to 8, switches Z1 to 26 and repeater hubs 41 and 42.
The connect position specifier 10 then registers a
correspondence relatlionship of the IP and MAC addresses
of these linked devices in the equipment address table
131 of Fig. 3.

15 Subsequently the processor unit 110 reqguests
by "SNMP Get" the FDB~retained information from the
addresses on the address table 131 of Fig. 3, and then
determines or "judges" that a reply-returned address is
the address of a remote management function-added

20 switch. The processor unit 110 also requests by SNMP
Get the address track-retained information from the
address on the device address table 131 of Fig. 3, and
judges a reply-returned address is the address of a
remote management function-added repeater hub. In this

25 way, the addresses of remocte management function-added
switch and repeater hub are determined. Then, the
processor unit 110 prepares the switch address table

132 and repeater hub address table 133 shown in Fig. 3,



112" shown in Fig. 3. Additionally the term SNMP is an acronymof 5 sinple
net wor kK managenent protocol, which is a managenent protocol in network

envi ronnments. One exanple of the switch address table 132 at this tine is
shown in Fig. 7, and an exanple of the repeater hub address table 133 is
shown in Fig. 8. 10 The switch address table 132 is first described. As
shown in Fig. 7, the swtch address _table 132 stores therein |IP addresses,
MAC addresses, a priority flag and a referencing-conpleted flag in a

manner that theseear €200r el atied tcogetier pribxames wofi 15 1thessstatied
contents are the I P addresses "192.168.1.21" to "192.168.1.26" and the MAC
addresses "0@m22a33000:s0@221%d aht00:d22182: GAARG:26"dedfedther Wit ches 21 to
26 shown in Fig. 1. The priority flag is a flag which indicates that upon
speci fyi ng ofila"28hcennect o .posi ti on of unaut hori zed equi pnent, a switch
on a record thereof is preferentially referred to. The

ref erenci ng- conpl et ed Rldgtilonanié voneet atrni Sdivdaties arwsatdrerynt el record has
al ready been referred to, although details will be stated later. 25 The

r epeat er RubsaBEiessetablrd T33306NENAL €dCTOAS Ishaiin dm 1S G 8, the table 133
stores the 12 addresses "192.168.1.41" to "192.168.1.42" and MAC addresses
"00: 33: 44; 000024 EMeR @69t§§044960F§@W@2k SpvirP@HE¥ﬁéirepeater hubs 41 and

42 shown in Fig. 1. Turnlng back t% % step S300, the
One eXample o© sw1tc address table 132

at this time is shown in Fig. 7, and an example of the
repeater hub address table 133 1is shown in Fig. 8.

10 The switch address table 132 is first
described. As shown in Fig. 7, the switch address
table 132 stores therein IP addresses, MAC addresses, a
pricrity flag and a referencing-completed flag in a
manner that these are correlated together. Examples of

15 the stored contents are the IP addresses "192.168.1.21"
to "192.168.1.726" and the MAC addresses
"00:22:33:00:00:21" to "00:22:33:00:00:26" of the
switches 21 to 26 shown in Fig. 1. The priority flag
is a flag which indicates that upon specifying of a

20 connection position of unauthorized equipment, a switch
on a record thereof is preferentially referred to. The
referencing-completed flag is the one that indicates
whether the record has already been referred to,
although details will be stated later.

25 The repeater hub address table 133 is stated.
As shown in Fig. 8, the table 133 stores the IP
addresses "1892.168.1.41" to "192.168.1.42" and MAC

addresses "00:33:44:00:00:41"™ to "00:33:44:00:00:42" of



processor unit 110 nonitors the address resolution (AR) request protocol
and perforns |inkup nonitoring with 5 respect to a network |inkage
situation. The processor wunit 110 at this tine is called the "connection
nmonitor unit 113" shown in Fig. 3. In this case, supposed is for exanple
that the equipment 31 is connected to the repeater hub 42, which equi pnent
31 transmts an AR 10 request over bropglcast. In this event, the processor
unit 110 stores the T? address of such equipnment 31 as acquired fromthe AR
request al onghwi thpkhserconibesgandintg MAGHaddr €ss.Fithe processor 110 judges
that these addresses are unregistered to the device 15 address table 131
shown in Fig. 3, and thusniundgesckhate ftike eéquigmmenteBE IR ,nedsy | i nked. Due
to the broadcast transm ssion, an address of the equipnent 31 that is
acquired froprthesARr neguestlli swexpeatsedhteo agacts & hessviiitches &Rto 26. 20
Exenpl ary states of the FDBs 211 of switches 21 to 26 25 at this tine are
shown in Fi gsea@AstopgCtand 1l @Act perIoCmsHdlid ksiratwesigfortimg addriess tracks
411 of the repeater hubs 41 and 42 in this event are shown in Figs. 11A
and 11B. FPherhabdcst APes OELPFDBY 2inkgleswiltcléds 21 t dhe2®rac@sdescri bed. As
shown by thick-line frame in Fig. 9A there is held in the FDB 211 of switch
21 a correspbhdehél Rél 5b|1§n§ﬁrﬂ§ Bé&t waen Stheé henl caddgresds on mepnitor

"00:11:22: 00: 00; 31" _of the eqU|pnent 31 as retained in ,
unit 113" shown in Fig. 3. In this case, supposed is

for example that the equipment 21 is connected to the
repeater hub 42, which equipment 31 transmits an AR

10 request over broadcast. In this event, the processor
unit 110 stores the IP address of such equipment 31 as
acquired from the AR request along with its
corresponding MAC- address. The processor 110 judges
that these addresses are unregistered to the device

15 address table 131 shown in Fig. 3, and thus judges that
the equipment 31 is newly linked.

Due to the broadcast transmission, an address
of the eguipment 31 that is acquired from the AR
request 1s expected to reach the switches 21 to Z26.

20 Exemplary states of the FDBs 211 of switches 21 to 26
at this time are shown in Figs. 9A to 9C and 10A to
10C. Hold states of the address tracks 411 of the
repeater hubs 41 and 42 in this event are shown in
Figs. 11A and 11B.

25 The hold states of FDBs 211 of switches 21 to
26 are described. As shown by thick-line frame in
Fig. 9A, there is held in the FDB 211 of switch 21 a

correspondence relationship between the MAC address



reply to the AR request from equipnent 31 and its received port nunber "8."
As shown in Fig. 9B, this correspondence relationship of the MAC address 5
"00:11: 22: 00: 00: 31" of equipnment 31 as held in reply to the AR request from
equi pnent 31 and its received port nunber "8" is also retained in the FDB
211 of switch 22 (see a thick-line frame in Fig. 9B). Additionally as

shown by thick-line franme in Fig. 9C ijtshe. 10 correspondence rel ationship of
the MAC address "00:11:22:00:00: 31" of the equipnment 31 as retained by the
AR request from equkpnent c813andort sheeeguveteper 31 agnperaiAed srheld in
the FDB 211 of switch 23. Simlarly, the correspondence relationship of the
MAC 15 addressly 0o 10h222R0r8§u3ddt dtomhegequinpmenBi3inhelidsby the AR
request from equi pnent 31 and its received port nunber is held in the FDB
211 of any onecefvédiecothenumisarttheld 24steh26nasnshown By, t hihdk-1i ne frames
in Figs. 10Ato 10C. 20 A hold state of the address track 411 of the
repeat er hubscoddespehdenis desatribedhipsoshoimm MACFRgAresA, there is
retained in the address track 411 of repeater hub 41 a correspondence

rel ationshi p'®f:the?2 MNG @@d? eSsof ppauippendo3boseshedfl therdevivcéo5 shown
25 in Fig. 1 and its received port nunber "1." On the contrary, as shown by
thi ck-1ine f¥#me R nfFEgEsa1Bron egoipespbndendadr erat r8AShVgdoPotrhe MAC
address "00:11:22:00,00: 31" of the equipnent 31 as retained by - 16 the
T~R request THRF2qUT prehit239° ab@dt #1237 eci vVed pBpt 211 of switch 22

(see a thick-line frame in Fig. 9B). Additionally as
shown by thick-line frame in Fig. 9C, the

10 correspondence relationship cf the MAC address
"00:11:22:00:00:31" of the equipment 31 as retained by
the AR request from eguipment 31 and its received port
number "7" is held in the FDB 211 of switch 23.
Similarly, the correspondence relationship of the MAC

15 address "00:11:22:00:00:31" of the eqguipment 31 held by
the AR request from equipment 31 and its received port
number is held in the FDB 211 of any one of the other
switches 24 to 26 as shown by thick-line frames in
Figs. 10A to 10C.

20 A hold state of the address track 411 of the
repeater hubs 41 and 42 is described. As shown in
Fig. 11A, there is retained in the address track 411 of
repeater hub 41 a correspondence relationship of the
MAC address "00:11:22:00:00:05" of the device 5 shown

25 1in Fig. 1 and its received port number "1." On the
contrary, as shown by thick-line frame in Fig. 11B, a
correspondence relationship of the MAC address

"00:11:22:00:00:31" of the equipment 31 as retained by



nunber "2" is held in the address track 411 of repeater hub 41. Although in
Fig. 11B the MAC addresses 5 corresponding to two port nunbers "I" and "2"
are retained, the MAC address as received at the port "I" is rewitten and
replaced with MAC address of another renpte managenent function-added
network device being linked to the same port in cases where this network 10
device is connected to the port "1" vi@g; a repeater hub or else. This is
because the address track 411 is the one that stores therein the lastly
recei ved sendee MACregddeessrofn theibranme. 3Againd retsurdioad el gt 6, at
step $400, the 15 processor unit 110 determ nes whether the | P address
"192.168. 1. 3ttimberefal'pienthedd thathes aaddguekeed rbased 1 lonft hepgadR arequest
fromthe equi prent 31 linked during execution of the connection nonitoring
at step S300hik 4tontained in the |imt area information 134 shown in 20
Fig. 3. Inthis exanple the IP address is contained, and the processor 110
detects it as unaut horRzetdouehquiipneny, 118, LheYHBT atidstee$400. In this
case, it proceeds to step S500. At step S500, the processor unit 110 uses
the 25 | P addresspong2nge8o189" pant MATC&ddr €8S ango:"#1: 22:200: 00: 31" of

t he equi pment 31, which is detected as unauthorized equi prent at step S400,
to specify FRe2ebRfectPBnPosREfERS6f 28qlFrpREREC3RE FRS- PPZL {'HE step S500,
the processor unit 110 at this tine

is rewritten and replacehswith MAC address of another
remcte management function-added netwcrk device being
linked tc the same port in cases where this network
10 device 1s connected to the port "1" via a repeater hub
or else. This 1s because the address track 411 is the
one that stores therein the lastly received sender MAC
address of the frame.
Again returning to Fig. ©, at step 5400, the
15 processor unit 110 determines whether the IP address
"192.168.1.31" of equipment 31 that is acgquired based
on the AR request from the equipment 31 linked during
execution of the connection monitoring at step 5300 is
contained in the limit area information 134 shown in
20 Fig. 3. In this example the 1P address is contained,
and the processor 110 detects it as unauthorized
eguipment, i.e., "YES" at step S400. 1In this case, it
proceeds to step S500.
At step 5500, the processcor unit 110 uses the
25 1P address "192.168.1.31" and MAC address
"00:11:22:00:00:31" of the equipment 31, which is
detected as unauthorized equipment at step 5400, to

specify the connection positicn of eguipment 31. In



call ed the "unauthorized |inkup finder 115" shown in Fig. 3. As for this
speci fying processing, a detailed explanation is given with reference to
Fig. 12. 5 Fig. 12 shows in greater detail a procedure of the processing at
step S500 of Fig. 6. The processor unit 110 shown in Fig. 3 perforns, for
exanple, "SNWP Cet" requesting against all of the switches 21 to 26 and
repeater hubs 41 and 10 42 at step S50i; The processor unit 110 at this tine
is called the "comunication unit 114" shown in Fig. 3. Due to this SNWP
CGet request, ceachteb theoswithehes2ksdo 26 iand reepeatieli hubisnd i and 42
shown in Fig. | is expected to return its reply responding to the request
15 toward t heatannectepdsintivahcspeed ilemkdeyifdendkd; 1Iresulitdurg im t he FDBs
211 of switches 21 to 26 in md course storing therein the sender MAC

addr esses of Ftthe 3respoendiong thrigne peapdhliercof deeiarsg imeceia etk ot leer - port
basis. Hold states of the FDBs 211 of switches 21 20 to 26 in this event are
shown in Fi gsxpl3Aatoon3Csand vel4Aittd r4Censespedctd Velg.. & shown in Fig.
13A, the FDB 211 of switch 21 retains on a per-port basis the MAC
addressesp? such as foFl@xanpl 6ho6: 22: 33<ECe00:cx3=idf & he swiduwde 23 25
shown in Fig. 1. Simlarly the FDBs 211 of switches 22 and 23 hold MAC

addr esses i nclinith§ BFrOpEFESTEs 28hewEli 7200 ¢ FI3R dnd 13C. Furthernore, the

MAC addresses are held in - 18 FDSs 211 of the other switches 24 to 26 in
units of The processor unit 110 shown in Fig. 3

performs, for example, "SNMP Get" requesting against
all of the switches 21 to 26 and repeater hubs 41 and
10 42 at step $8501. The processor unit 110 at this time
is called the "communication unit 114" shown in Fig. 3.
Due to this SNMP Get request, each of the switches 21
te 26 and repeater hubs 41 and 42 shown in Fig. 1 is
expected to return its reply responding to the request
15 toward the connect position specifier device 10,
resulting in the FDBs 211 of switches 21 to 26 in mid
course storing therein the sender MAC addresses of the
responding frame capable ¢f being received on a per-
port basis. Hold states of the FDBs 211 of switches 21
20 to 26 1in this event are shown in Figs. 13A to 13C and
14A fo 14C, respectively.
As shown in Fig. 13A, the FDB 211 of switch
21 retains on a per-port basis the MAC addresses, such
as for example "00:22:33:00:00:23" of the switch 23
25 shcown in Fig. 1. Similarliy the FDBs 211 of switches 22
and 23 hold MAC addresses in units of ports as shown in
Figs. 13B and 13C.

Furthermore, the MAC addresses are held in



ports, as shown in Figs. 14A to 14C. Although at step S501, the SNWP Cet
request is used, other types of communications nay be perfornmed 5 as far
as bidirectional or two-way comrunicabilities are available relative to the
switches 21 to 26 and repeater hubs 41 and 42. Exanpl es thereof include,
but not |limted to, address resolution protocol (ARP)

requesting/respondi ng and 7 nternet conrol nessage 10 protocol (I1CWP) echo
comuni cations. The two-way comruni cations are perfornmed at specific tine

i nterval s havpbBg ailengt hhgherther thanchkBe 2expior atd dm afnia s etfention tinme
period of the MLC addresses and ports held in the FDBs 211 of switches 21
15 to 26 (i.portpti es toowwheitni Megup OGfAamcadiddg tinmer). Turning back to
Fig. 12, at step S502, the processor unit 110 makes reference to the switch
address tabl e 132 showhAlihoBpg. aV ahdrcobleéct s heoeiMreGett heecgtegrtage dat a of
the FDB 21 of switch 21 by using 20 the I P and MAC addresses of the sw tch
21 shown in 1iFigsed, Pohecexaipke (Seecthenteptriowsofmafi e DPerfThimed dat a
collection is perfornmed in reply to an SNWP request (network managenment
request) Poraéxappl @s(Pheirgreéesseor cUniO1Ye Yartompivgs idiame lild ica | ed t he
"renote 25 collection unit 111" shown in Fig. 3). Wiereby, the processor
unit 110 col PEBt 8vEhéakier 4§ealatg 6F FDB SY¥itcHeSsHilt &9 ZP shéwn in Fig.

13A and then stores the data in a_specified re%ion of the stora%F unit 130
shown in - 19epgﬁ6¢r3bubs 41 and 42." Examples Thereof include, but

not limited to, address resclution prctcoccol (ARP)
requesting/responding and Internet control message
10 protocol (ICMP) echo communications.

The two-way communications are performed at
specific time intervals having a length shorter than
the expiration of a retention time period of the MAC
addresses and ports held in the FDBs 211 cof switches 21

15 to 26 {i.e., prior to the time-up ¢f an aging timer).

Turning kack to Fig. 12, at step 3502, the
processor unit 110 makes reference to the switch
address table 132 shown in Fig. 7 and collects together
the storage data of the FDB 21 <¢f switch 21 by using

20 the IP and MAC addresses of the switch 21 shown in
Fig. 1, for example (see the top row of Fig. 7). This
data collection is performed in reply to an SNMP
request (network management reguest) for example (the
processer unit 110 at this time is called the "remote

25 c¢ollection unit 111" shown in Fig. 3). Whereby, the
processer unit 110 collects the storage data of FDB 211
of switch 21 shown in Fig. 13A and then stores the data

in a specified region of the storage unit 130 shown in



At step S503, the processor unit 110 determnes, fromthe FD8 211 of switch
21 of Fig. 13A as collected by the SNWP request perforned at S502, 5

whet her a port corresponding to the MAC address of the equipnent 31 that is
detected and stored at S300 is present or absent. As a port "8" which
corresponds to the MAC address "00:11:22:00:00: 31" of equipnent 31 is
present in the table of Fig. 13A, the pgyocessor unit 10 110 judges that such
correspondi ng port exists (in case of "YES' at step S503). Then, it
proceeds to theg.next step S304, which determ nes whether the MAC address
"00:11: 22: 00: 00: 10" of the connect position specifier device 10 is present
or not at the sane poortastiie SEH3porthe" Browkischr suriuddeld t o be present at
step S503. In Fig. 13A, the Me~C address "00:11:22:00:00: 10" of the
connect posi teorrspeeiss,i €romdeviec @ DR 2ild prfesenttcal Zd pof tFi'd. 13mt is
different fromthe port "8" so that it is determned at step S504 20 that

t he MAC addr ess cofl leanrelc b ypasiet iSO Ps peciufiser pt@ fdrsegbsentS =2 t he sane port
as the port "8" that is judged to be present at step S503 (when "NO' at
S504). Thenyhethgoes torst epr356HOoNAtngs50%, thive MUAC calitiress st 2518
"00:22:33:00:00: 23" to "00:22:33:00:00: 26" of switches 23 to 26 are

regi stered tedvhprgsit SIBthiak e SPDBCREE 26f therSW todh PP EHEWN in Fig.
13A so that the processor unit 110 determ nes that the MAC address of - 20
the switch | BrpEes&EnPragPERE tsaméSpdr PO&S {Re périch gorresponds to

the MAC address "00:11:22:00:00:321" of equipment 31 is
present in the table of Fig. 134, the processor unit

10 110 judges that such corresponding port exists (in case
of "YES" at step S503). Then, it proceeds tTo the next
step S$504, which determines whether the MAC address
"00:11:22:00:00:10" of the connect position specifier
device 10 is present or not at the same poor as the

15 port "8" which is judged to be present at step S$503.

In Fig. 13A, the MAC address
"00:11:22:00:00:10" of the connect position specifier
device 10 is present at a port "1" that is different
from the port "8" so that it is determined at step 35504

20 that the MAC address of connect position specifier 10
is absent at the same port as the port "8" that is
judged to be present at step 3503 (when "NO" at $504).
Then, it goes to step 5505.

At S505, the MAC addresses

25 "00:22:33:00:00:23" to "00:22:33:00:00:26" of switches
23 to 26 are registered to the port "B" in the DB 211
of the switch 21 shcewn in Fig. 13A so that the

processor unit 110 determines that the MAC address of



that is judged to be present at S503 (when "YES' at S505); thus, it goes to
the next step S506. In S506, the processor unit 110 sets up priority flags
of the 5 switches 23 to 36 that are each judged to have the MAC address at
5505 in the switch address table 132 shown in Fig. 7 in a manner as shown
in Fig. 15 (see "Priority" in Fig. 15), while setting up a referencing-
completed flag of swtch 21 (see "Canppeted” in 10 Fig. 15). In this way,
the switches 23 to 26 are selected, which are used as a conmmuni cation

pat hway of the equicprents 3kesShewn aitn thieg.sahe The tpraRcessorpdiy t7al0
proceeds to step 5507 and determ nes that the switches 22 to 26 w thout
setup 15 of thhe Ref gnepee- Conplketedskhagati .S6.0,3 natraref"ermced: swit ches,
are present in the switch address table 132 shown in Fig. 15 (in the case
of "YES" at S50%); thes, iitt goeturnsthe 8502. sAlpSSG2,6.t hapraogessor unit
110 makes 20 reference to the switch address table 132 shown in Fig. 15 and
then col | ect shtogethesstheustior 4Gé data ob prherEDB Z2kosf owittheh 24 shown
in Fig. 14A by use of the IP address "192.162.1.24" and MAC address

"00: 22: 3350000t 242503t he R6t Lthefererced cdwijtickye2d t25 haivieh titee M@d ority
flag added thereto, by way of exanple. The port "8" corresponding to the
MAC addr ess agflrehe BhpPopér iy Ithrkedleghi paetssl takilst 4 32n sthiweFDB 221 of
switch 24 shown in Fig. 14A. Simultaneously, at - 21 the port "8," the HAC
address of the EéfHnedt 1podi PpeRer as snown in Fig. 15 (see

"Priority" in Fig. 15), while setting up a referencing-
completed flag of switch 21 (see "Completed" in

10 Fig. 15). In this way, the switches 23 to 2¢ are
selected, which are used as a communication pathway of
the equipment 31 shown in Fig. 1.

The processor unit 110 proceeds to step 5507

and determines that the switches 22 to 26 without =setup

15 of the Reference-Completed flag, 1.e., not-referenced
switches, are present in the switch address table 132
shown in Fig. 15 {in the case of "YE3" at $8507); then,
1t returns to S550Z.

At 3502, the processor unit 110 makes

20 reference to the switch address table 132 shown in
Fig. 15 and then collects together the stcrage data of
the FDB 221 of switch 24 shown in Fig. 14A by use of
the TP address "192.162.1.24" and MAC address
"00:22:33:00:00:24" of the not-referenced switch 24

25 with the pricrity flag added thereto, by way of
example. The port "8" corresponding to the MAC address
cf the improperly linked equipment 31 exists in the FDB

221 of switch 24 shown in Fig. 14A. Simultaneously, at



specifier device 10 is found. Thus, the processor unit 110 proceeds to
"YES" of step S503 and thereafter goes to YES at the next step S504, and
then goes to S507. 5 The processor 110 determ nes that unprocessed sw tches
22-23 and 25-26 are present in the switch address table 132 shown in Fig.
15 (in the case of YES at S507), and then returns to S502. At the next step
S502, the processor unit 110 10 refers to the switch address table 132
shown in Fig. 15 and collects together the storage data of the FDR 221 of

switch 25 shewa 'garlEi g3, 4Brby Masi agdihe sl Braddiessnn k@2 .p5k82.t4. 25" and MAC
address "00: 22: 33: 00: 00: 25" of the not-referenced switch 25 wth the
priority flagptbiaddeddkheret o0 fier rexaap! e rhAlst,haugh B erds ' "unihd ch
corresponds to the MAC address of the inproperly linked equipnment 31 is
found in thelfFDBp23tcetisswiot ¢RE2ZS shownepl 135639 antdR hesuelt qear tgdel’ | acks
the MAC address of connect position specifier device 10. Thus the 20
processor unit YIB proteedsctd SYES' S60455@3dandkent hereeafttcersigoes to "NO' at
the next step S304 and then goes to S505. At step S505, the processor unit
110 detebmni fibs phatetherMl+C dddresdnt60LR2L33NQ0 0026 ofwit2Giesnm t ch 26
exists at the port "7" that is judged at step S503 to be present in the FDB
221 of switcB2283shodn2PnZ26Fage p4BSEnh thetbasewoftcVESdalr e8505)drd t hen
proceeds to the next step S506, YES of S507 and S502 in this - 22 order of
sequence. At 18806hcas showhdi-nlFi dinighe case of YES at $5507), and

then returns to S5502.
At the next step 5502, the processcr unit 110
10 refers to the switch address table 132 shown in Fig. 15
and collects together the storage data of the FDB 221
of switch 25 shown in Fig. 14B by using the IP address
"192.162.1.25" and MAC address "00:22:33:00:00:25" of
the not-referenced switch 25 with the priority flag
15 added theretc, for example. Althcocugh a port "7" which
corresponds to the MAC address c¢f the improperly linked
equipment 31 is found in the FDB 221 of switch 25 shown
in Fig. 14B, such port "7" lacks the MAC address of
connect position specifier device 10. Thus the
20 processcr unit 110 proceeds to "YES" of 8503 and
thereafter goes to "NO" at the next step S504 and then
goes to S505.
At step 5505, the processor unit 110
determines that the MAC address "00:22:33:00:00:26" of
25 switch 26 exists at the port "7" that is judged at step
5503 to be present in the FDB 221 of switch 25 shown in
Fig. 14B {(in the case of YES at 5505) and then proceeds

to the next step 5506, YES of 3507 and 38502 in this



update setup is clone to validate the priority flag of switch 26 of the MAC
address that is judged to be present at S504, 5 At the next step S504, the
processor unit 110 refers to the switch address table 132 shown in Fig. 16
and collects together the storage data of the FDB 221 of switch 26 shown in
Fig. 14C by use of the IP address "192.162.1.26" and MAC address
"00:22: 33: 00: 00: 26" of 10 the not-refeyenced swtch 26 with the priority
flag added thereto, for exanple. Although the port "7" corresponding to

the MAC addresgc=0f cequkpiente31 as gbiorked swistlbhm tike Hiigri t1@area exists in
the FDB 221 of switch 26 shown in Fig. 14C, the port "7" lacks the MAC 15
address of copaeet pesiupi oB speel freradevicee 1Be Fhrusritthe frecessor unit
110 proceeds to "YES' of S503 and thereafter goes to "NO' at the next step
S504 and theawigoRs2t00850he MRCStepr8585chihe ipr eessar tunide 110 20
determ nes the MAC address of the switch is absent at the port "7" which is
judged at S50Betenbeapr&sént in the FDB 221 of switch 26 shown in Fig. 14C
(in the case of "NO' at S505), and then proceeds to the next step S508. 25
At S508, the MAC addreds tDO: 22x83s508pr00542" tbk pepeateorhumid? 1ild present
at the port "7" that is judged at S503 to be present in the FDB 221 of
switch 26 shofareEntEi gheldgitandagrvessdteoltYES?2 shog8B08 rakd o 2%
and ccllects together the storage data of the FDB 221
of switch 26 shown in Fig. 14C by use of the IP address
"192.162.1.26" and MAC address "00:22:33:00:00:26" of
1¢ the not-referenced switch 26 with the priority flag
added thereto, for example. Although the port "7"
corresponding to the MAC address of eguipment 31 as
linked within the limit areaz exists in the FDB 221 of
switch 26 shown in Fig. 14C, the port "7" lacks the MAC
15 address of connect position specifier device 10. Thus
the processor unit 110 proceeds to "YES" of $S503 and
thereafter goes to "NC" at the next step 3504 and then
goes to S505.
At step 5505, the processor unit 110
20 determines the MAC address of the switch i1s absent at
the port "7" which is judged at 5503 to be present in
the FDB 221 of switch 26 shown in Fig. 14C (in the case
of "NO" at $505), and then proceeds to the next step
S508.
25 At 5508, the MAC address "00:22:33:00:00:42"
of repeater hub 42 is present at the port "7" that is
judged at S503 to be present in the FDB 221 of switch

26 shown in Fig. 14C, and proceed tc "YES" of S508 and



then go to S509. Additionally if "NO' at 5508, then the processor unit 110
goes to the next step S508 for swtch/port identification, and then goes to

S511 as 5 will

be discussed later. At step S509, the processor unit 110

refers to the repeater hub address table 133 shown in Fig. 8 and, upon
recei pt of SNMP request, collects the storage data of the address track 411
hub 42 shown 10 in Fig. 1%B; by using the |IP address

of repeater

"192.162.1.42" and
detected at 5h68. gA porss-h2. that corresponds to the MAC address

"00: 11: 22: 00: 00: 31" of the inproperly linked equipnent 31 is present in the
address track 411 15 afidiepeatédyvhull AROShawn SiSH8Fi ghehlBheso t he processor
110 proceeds to YES of 5509 and then goes to S510. At step 5510, the
processor unptodé¢Bfsospecifi €50t hbeceepeater hebt42tapd SERE dgort "2" and, at

t he next step 5511,
content, thaswischtiherpottienpifofatiepeater hobndzostso tohéodilsplisay unit 140,
which displays it on its screen. In this displaying, it is also
perm ssi bbe voldikpl ayscheseP 4aBSNAC addresses of repeater hub 42. 25
Additionally, if "NO' at step 5509, then the processor unit 110 specifies
only the reaper hub (abt S5OBAF AAd EhenPaPSEREYS &Gl ilAPorPdEirén at t he

di splay unit 140. - i .
to the repeater hub address table 133 shown in Fig. 8

10

15

20

25

MAC address "00: 33: 44: 00: 00: 42" of repeater hub 42 as

externally outputs the information 20 indicative of such

24

and, upon receipt of SNMP request, collects the storage

data of the address track 411 of repeater hub 42 shown

in Fig.

11B by using the IP address "192.162.1.42" and

MAC address "00:33:44:00:00:42" of repeater hub 47 as

detected at S508. A port "2" that corresponds to the

MAC address "00:11:22:00:00:31" of the improperly

linked equipment 31 1s present in the address track 411

of repeater hub 42 shown in Fig. 11B, so the processor

110 proceeds to YES of 5509 and then goes to S$510.

At step 8510, the processor unit 110

specifies the repeater hub 42 and the port "2" and, at

the next step 5511, externally outputs the information

indicative of such content, that is, the port "2" of

repeater hub 42, to the display unit 140, which

displays it on its screen. In this displaying, it is

also permissible to display the IP and MAC addresses of

repeater hub 42.

Additionally, 1f "NGC" at step S$S50%, then the

processor unit 110 specifies only the reaper hub (at

S509A)

and then displays such information at the

display unit 1490.



In this way,

i nproperly |

of a switch. Thus it beeorBss passi hlkebktaechapi ey sipae it hesexacio

connecti on
possible to

it becones possible for users to affirmthe repeater hub 42
with the equi pnrent 31 being linked thereto and its port "2." For exanple,
it is possible to specify by the connection port the position 5 of the

i nked equi pnent 31 wi thout executing the MAC-address/ port
correspondence relationship collection with respect to all the network
devices in a way irrespective of the tppology relating to the fact
the equi prment is |inked at which position of the 10 upper and | ower

t hat
| evel s

position of the unauthorized equi pnent 31, thereby making it

békermorhectepeaneasunes i2nwstuch tha way: igsndra a@/oikd: iany

unaut hori zed connection to the 15 network. (Enmbodinent 2) Fig. 17 is a
bl ock di agramiskeui nhfjeantovendl Ltsspstrem'Entl udliomg earamymiayt hidr iized equi pnent

connecti on

position specifying apparatus in accordance with an 20

enbodi nent 2pofsthis Lnveptcony Thetbansopartsion peonpdients sas itdiose of

t he above-noted enbodi nent 1 are

i ndi cated by the sane reference nuneral s,

with repétiefvenexphanaptons eéinredacadiperaicn3ll wikihgputl 2xeamtiimsonpati bl e
repeater hub 51 25 having no renote nmanagenent functions is connected at a
| ow | evel of thfheMpenfeérrbRdgerentortiiébPAcaddedelpdgeatsdrithub 42 shown in
above-stated unauthorized equipnent 31 is connected to the -

Fig. 1. The

10

15

20

25

collection with respect to all the network devices in a
way lrrespective of the topoleogy relating to the fact
that the equipment 1s linked at which position of the
upper and lower levels of a switch. Thus i1t becomes
possible to rapidly specify the exact connection
position cf the unauthorized equipment 31, thereby
making it possible f¢ take corrective measures in such
a way as to aveid any unauthorized connection to the
network.

(Embodiment 2)

Fig. 17 is a block diagram showing an overall
system including an unauthorized equipment connection
position specifying apparatus in accordance with an
embodiment 2 of this invention. The same parts or
components as those of the above-noted embodiment 1 are
indicated by the same reference numerals, with
repetitive explanations eliminated herein.

In Fig. 17, an incompatible repeater hub 51
having no remote management functions 1s connected at a
low level of the remote management function-added
repeater hub 42 shown in Fig. 1. The above-stated

unauthorized eguipment 31 is connected to the

25



i nconpati bl e repeater hub 51. The other arrangements are alnost simlar to
those of the enbodinent 1, so explanations thereof are omtted. In this
case, in the connection position 5 specifier device 10 shown in Fig. 17, the
FDBs 211 of the switches 21 to 23 shown in Fig. 17 are set in retention
states such as shown in Figs. 18A to 18C at the step S501 shown in Fig. 12.
The FDBs 211 of switches 24 to 26 showm in Fig. 17 are set in hold 10
states as shown in Figs. 19A to 19C. The address tracks 411 of renote

management fapebinpAtadded reereater hurulss 41 Tapd A2 showrdydnightd7 are set
in hold states shown in Figs. 201~ and 20B. The processor unit 110 of
connect posi kranaspeeifisemil@ rexecttes <t e phecessiory kit asksof from step
S502 up to S510 shown in Fig. 12 whereby the port "2" of repeater hub 42
shown in FigzplZnksidnsplaygeaodt atrlee odiispleay unit 140. More specifically,

t he processor unit 110 retains the physical addresses of the inproperly

| i nked 20 equi pnent 3Inantiicompeet posithieorcspecitficer o3 iamidrsel ects t hose
switches 21, 23, 25 and 26 and repeater hub 42 with inconsistent ports
correspondi ngreoifiespdeviive physiecaln dddiessed /i, n tduchT@anayl lasoff o come
closer to a port corresponding to the MAC address of 25 unauthorized

equi prent 31the shérebysspeécitPyZa@anghoext énndlily Gut pue tee gort " 2" of
renot e managenent function-added repeater hub 42 at an upper |level as
connect ed t ofER8LFABBNPARIBFe SHEPedfefNRUP 51, FHESwhildh £ sC at

the step $501 shown in Fig. 12. The FDBs 211 of
switches 24 fo 26 shown in Fig. 17 are set in hold
10 states as shown in Figs. 19A to 19C. The address
tracks 411 of remote management function-added repeater
hukbs 41 and 42 shown in Fig. 17 are set in hold states
shown in Figs. 20A and 20B. The processor unit 110 of
connect position specifier 10 executes the processing
15 tasks of from step S502 up to S510 shown in Fig. 12
whereby the port "2" of repeater hub 42 shown in
Fig. 17 is displayed at the display unit 140.
More specifically, the processor unit 110
retains the physical addresses of the improperly linked
20 equipment 31 and cconnect position specifier 10 and
selects those switches 21, 23, 25 and 26 and repeater
hub 42 with inconsistent ports corresponding to
respective physical addresses in such a way as to come
closer to a port corresponding to the MAC address of
25 unauthorized eguipment 31 to thereby specify and
externally cutput the port "2" of remote management
functicn-added repeater hub 42 at an upper level as

connected to the incompatible repeater hubk 51, to which



t he equi pne
to ascerta

address as

the renote
equi pnent 3
unaut hori ze

nt 31 is linked. This advantageously nakes it possible for users
n the repeater hub 42 to which the unauthorized equipnent 31 is
connected at a termnate end and the port "2" thereof. 5 Even when

held at the port "2" of the upper-|evel repeater hub 42
managenment functionality is rewitten fromthat of the

t he MAC
havi ng

1, it is possible to specifysup to the repeater hub 42 with the

d equi pment 31 10 linked thereto, even although the part

per se

is kept unkfpwneqihpschs advast ageaus. (Erbediagefn3)gdigl2hdisa bl ock
Wi ng an entire systemincluding an unauthorized equi pnment
16 posiibba speciubyiragtdeviscericaiaccordaree amdrh nam ertbodi ment 3

di agram sho
connecti on
of this inv

ention. The sane conponents as those of the afore-said

enbodi nent s toawdi2hatkedenatiedcrbyetihegsdapeenef rierice caummercales) am t h

expl anations elimnated herein. 20 In Fig. 21, an inconpatible
repeat er huba5germsngoanestednbetieenothe "8V tekesoZ3 and 26 as shown in
Fig. 1, with the above-noted unaut horized equi pment 31 being |linked to the
switch 26%at its port Epen wheni heenpati bHereepearsehchigh 852 thgs g tr enot e

duplicative

management

25 functions. The other arrangenments are substantially

t he same

as those of the ehbblemeppet;landlt KePeRpFaANAt oA 2i $28ling hatted herein. Tn

this case,

10

15

20

25

t he connection position - 27_ . ) ,
remote management functionality is rewritten from that

of the equipment 31, it 1s possible to specify up to
the repeater hub 42 with the unauthorized equipment 31
linked thereto, even although the port per se is kept
unknown. This 1s advantageous.

(Embodiment 3)

Fig. 21 is a block diagram showing an entire
system including an unauthorized equipment connection
position specifying device in accordance with an
embodiment 3 of this invention. The same components as
those of the afore-sald embodiments 1 and 2 are denoted
by the same reference numerals, with duplicative
explanations eliminated herein.

In Fig. 21, an incompatible repeater hub 52
is connected between the switches 23 and 26 as shown in
Fig. 1, with the above-noted unauthorized equipment 31
being linked to the switch 26 at its port "2." The
incompatible repeater hub 52 has no remote management
functions. The other arrangements are substantially
the same as those of the embodiment 1, and the
explanation is eliminated herein.

In this case, the connection position



specifier device 10 creates the switch address table 132 at the step S200
shown in Fig. 6. Thereafter, at 5501 shown in Fig. 12, the FDBs 211 of the
switches 21 to 24 shown in Fig. 21 are set in the hold states such 5 as
shown in Figs. 23A to 23E. The processor unit 110 of the connect position
specifier 10 executes the processing of fromthe S502 to S510 whereby the
swtch address table 132 shown in FHqg722 is updated in the order of Fig.
24 and Fig. 25. 10 Finally the processor unit 110 causes the port "2" of
switch 26 shepncifiiBirgde2lckolbecviesuals| yhedissplayeddatradre tdisipd ay uni t
140. More specifically, the processor unit 110 retains the physical

addr esses of 18heainphepetkp BifAkedhoth equiFprents .31 Tared czdnrect gosition
specifier device 10 and then attenpts to select the switches 21, 23 and 26
w t h i nconsi §behcyhofint hos€ipor £8,coheespdrdicdd od $heh swidspect idde physi cal
addresses in such a way as to cone closer to a port corresponding to the
MAC address bf 20 ahauithéri Zéd-eduhi prensedlino thikehebyl spediefsy

externallg out put the port nunmber "2" of the switch 26 wth the equi pnent
31 |inked>t hafefbOWThiiE FiIBeconbs=Cpessi-bl enFoPTEsErsBr Hubscrlibers to
confirmthe termnate-end switch 26 with the equipnent 31 | inked 25 thereto
and the portCE2ENEnePBBFCLTRPE L FATBNEPERISABEI d UnEtcExEedsiVE y be limited

to the illustrative. enbodi nents sta supra. . The nunber of the switches is
changeabl e b@rﬁ??aﬁlﬁﬂoﬁg gggg tﬁe gg82 to 5510 whereby the sw1té%

address table 132 shown in Fig. 22 i1s updated in the
order of Fig. 24 and Fig. 25.

10 Finally the processcr unit 110 causes the
port "2" of switch 26 shown in Fig. 21 to be visually
displayed at the display unit 140.

More specifically, the processor unit 110
retains the physical addresses of the improperly linked

15 eqguipment 31 and connect position specifier device 10
and then attempts to select the switches 21, 23 and 26
with inconsistency of those ports corresponding to such
respective physical addresses in such a way as to come
closer to a port corresponding to the MAC address of

20 unauthorized equipment 31 to thereby specify and
externally ocutput the port number "2" of the switch 26
with the equipment 31 linked thereto. Thus it becomes
possible for users or subscribsrs to confirm the
terminate-end switch 26 with the eguipment 31 linked

25 thereto and the port "2" thereof.

This inventicn should not exclusively be
limited to the illustrative embodiments stated supra.

The number of the switches 1s changeable by prior known



techni ques. The switches are conbinable in various ways for establishnent
of the network, wi thout departing fromthe scope and coverage of the

i nvention. The configuration of the connect position 5 specifier device 10
and the program processing procedure are nodifiable in a variety of forns
by known techni ques. For exanple, although at the steps S502 to S507 of
Fig. 12 the explanation is given as top¢ he case where the FDBs 211 of those
switches registered to the 10 switch address table 132 are sequentially

coll ected togehheruter | ather sneftetencaref ddneiimacord ent s;atieus FDBs 211 of
all the switches involved may alternatively be collected at a tine, the
contents of whiyehzfareestetérisatdana iof adequatterceventwslthroi?9 CLAIMS: 1. An
unaut hori zed equi pnent connection position specifying apparatus for use in
a network codkpguredyg ffrom aheosmect emdofcomantdgl e Sttagesi roferrtainot €
managenent function-added network devices each havl-ng a plurality of ports
i i nkabl e to the networ Rhangoa f itiomaaridiong fdatheb axe n(@RDBYIs ftgron | ear ni ng and
holding therein a plurality of sender physical addresses of frames as
recei ved Pn GREESL6RTpERVECENd lakss KaE BYCIréipite armfdgerfent functional ity
for passing contents of the FDB to a requester in reply to a request froma
renot e devi cBIO88FHT 8pparaliGs iparRg Coper at e HSFY SPedidFifsa PoditivBh of

unaut hori zed egui ment as_ i nproperly connect?y to any one of the renote
technigques. For example, although at tneg steps 55302 to

§507 of Fig. 12 the explanaticn is given as to the case
where the FDBs 211 of those switches registered to the

10 switch address table 132 are sequentially collected
together for later reference of thelr contents, the
FDBs 211 of all the switches involved may alternatively
be collected at a time, the contents of which are

referred to in adegquate events.



managenment function-added network devices, said apparatus conprising: a
storage unit and a processing unit for <controlling the storage unit; and
the processing unit perform ng, upon detection of unauthorized connection
of the equipnment |inked to the renote managenent function-added network
device, bidirectional comunications with the renote nmanagenent

functi on-added network device retainings therein a correspondence

rel ati onship between a physical address of the detected equi pnent and a
port relatiggathereto, and then causing the renbte nanagenent
function-added network device to store physical addresses and correspondi ng
ports of thel- 30 remdheumanagemrened eactiporraddecmeettviornk peevicieod | nked
to a far end of the port of each of the renpbte nanagenent function-added
net wor k devi epscafginbeappempscti dprposket ilon as pedivior ng-capparatass,
collecting in the storage unit a correspondence relationship of the

physi cal addfesses canderhéoporfsrhdirdrile edelycsf atheamertot e management
function-added network devices, in the correspondence rel ationship between
t he physi cal "a8dEe8s8S éﬁaCtth@npéfﬁfi§da§eftéjOtere deenstes  Sreiadeiemy a
function-added network devices as collected in the storage unit, hol ding
physi cal addPeds8s 6l PhePOFhpr opBKEYLE Red EqUiSHHERK @i tthe connect i on

position speC|fy|ng appar at us, selectln% nore than one of the
forwarding database ("FDB" or learning and holding

therein a plurality of sender physical addresses of
frames as received in units of ports and also having
remote management functionality for passing contents of
the FDB to a requester in reply to a reqguest from a
remote device, salid apparatus being operative to
specify a position of unauthorized eguipment as
improperly connected tce any one of the remote
management function-added network devices, said
apparatus comprising:

a storage unit and a processing unit for
contrelling the storage unit; and

the processing unit performing, upon
detection of unauthorized connection of the equipment
linked to the remcte management function-added network
device, bidirectional communications with the remote
management function-added network device retaining
therein a correspondence relationship between a
physical address of the detected equipment and a port
relating thereto, and then causing the remote
management function-added network device to store

physical addresses and corresponding perts of the



renot e managenent function-added network devices with the port
correspondi ng to each physical address being kept inconsistent, and
specifying a certain one of the renote nmanagenent function-added network
devices at a termnate end with the inproperly |inked equi pnent being
connected thereto along with the port thereof, and externally outputting
informati on concerning the specified senote managenent function-added
network device at the termnate end and the port thereof. 2. The connection
posi tion speekmytagnappaeatus facecondnrgdbedehaitmokk wherieian mhered port
with storage of the physical address of the inproperly Iinked equi pnent and
al so with storagefet anphysi tak additess ez81h odf thmotrrerotrzet wor k devi ce but
wi t hout storage of the physical address of the connection position

speci fying mappagarasti suprésentaidncd cerwairft physiceal zaddress to port
correspondence rel ationship, the processing unit determ nes as the port
with the |np@@p@@tylpnnkééléqthﬁ@ﬁ@lé@ﬁﬁ@c?@@aﬁﬁéM@bo a port with storage
of the physical address of the inproperly linked equi prent at a network
devi ce wherein the netﬁ@ﬂ&eéévpéelﬁavg gsﬁﬁéaGth§P@aﬁ address in port
correspondence relationship is connected to the inprope | i nked

equi pnent . 3¢CTHeSEBAABRERoACHBELPT6R 1 Bpeéi FYEnghapardt @é%*réé*é@rsm ng to
claim1l, wherein when a port _with storagﬁ of the physical address of the

i mproperly I?ﬁ?eﬂh%qﬁPﬁﬁﬁnFeéﬁdlgl§6cﬁn §P6r 2§8°6F FPINPSTEAT addr ess

function-added network devices,

in the correspendence relaticnship between
the physical addresses and the ports as to the remote
management function-added network devices as collected
in the storage unit, holding physical addresses of the
improperly linked equipment and the connecticon position
specifying apparatus, selecting more than one of the
remote management function-added network devices with
the port corresponding to each physical address being
kept inconsistent, and specifying & certain one of the
remote management function-added network devices at a
terminate end with the improperly linked eqguipment
being connectead thereto along with the port thereof,
and

externally outputting information concerning
the specified remote management function-added network
device at the terminate end and the port thereof.
2. The connection position specifying apparatus
according to claim 1, wherein when a port with storage
of the physical address of the improperly linked

equipment and also with stcocrage of a physical address



of another network device but w thout storage of the physical address of
the connection position specifying apparatus is found in a certain physical
address to port correspondence rel ationship, the processing unit selects a
next one while taking priority of a network device as held at the port with
storage of the physical address of the inproperly Iinked equipnment. 4. The
connection position specifying apparatwugs ..according to claim1l1, wherein the
processing unit perforns bidirectional conmuni cations between the

connecti on pesi thenhspeeickwiong appdrat usitand tHed ey qamnagedrent
function-added network devices at a tine interval in which a hold tine

limt of thepphysceal addddsess it ahgordorncerataspondenoce arelatdanShims hel d in -
32 each of the renote nanagenent function-added network devices is not

expired. 5. Zhpacehnnectisoprpesiitti om speeirfoFing dpparatlusddaoeor dicmg to claim
1, wherein the processing unit is responsive to receipt of an address
resol uti on requéstortespdetecttenged ephysistdlp ,addreess carrdb i lldogircidl  addr ess
of a renote managenent function-added network device other than that |inked
to itsel f andetsrmisefgashéliepppditcall taddhess maiPree W dgirdad addr ess t hus
detected to issue a network managenment request to the renote managenent

f unct i on- add8g8UABRRBEk CaBTREE £d6 FIPRE oo An @Gt tory 185 iH 01 Bped fifichg
apparatus according_to claim1l, wherein the storage unit has in advance a
tabl e of | ogPB¥PL5ddr 846&&58r Ophysfcafproperly linked equipment at

a network device wherein the network device having the
physical address in port correspondence relationship is
connected to the improperly linked eguipment.

3. The connection position specifying apparatus
according to claim 1, wherein when a port with storage
of the physical address of the improperly linked
equipment and also with stcrage of a physical address
of another network device but without storage of the
physical address of the connection position specifying
apparatus 1s found in a certain physical address to
port correspondence relationship, the processing unit
selects a next one while taking priority of a network
device as held at the port with storage of the physical
address of the improperly linked equipment.

4. The connection position specifying apparatus
according te claim 1, wherein the processing unit
performs bidirectiocnal communicaticns between the
connection position specifying apparatus and the remote
management function-added network devices at a time
interval in which a hold time limit of the physical

address to port correspondence relationship held in



addresses with perm ssion for connection to the network or |ogical
addresses or physical addresses with inprecision of connection, and when

t he physical address or |ogical address of the equi pnment as detected in
response to the address resolution request is out of a perm ssible
addresses or is an inperm ssible address, the processing unit determnes it
as an unaut hori zed connection. 7. The gpnnection position specifying
apparatus according to claiml1l, wherein in case a network is configured by
connecti ng aBachce@pahieblrempetwozk adevieee irtdduwin-aiay i managenent
functionality at a |ower |evel of the renote managenent functi on-added

net wor k devi deyiwkeniannequieppgentd.s i nproperly linked - 33 to the

i nconpati bl e network device, the processing unit perforns bidirectional
conmmuni cati oAs at | easfThai thnnespech postihe ocmemptes i fivamageeEratus
function-added network device holding the correspondence relationship

bet ween a physicealliaddresslaofn tlhe wietredned heqyimpmerits iarm whe: port, and
causes each of the renote nanagenent function-added network devices to

hol d physi cakcaddnessestandecoipréspéndinngdpoetss assalottive: rmamtas tranagenent
functi on-added network device linked to a far end of the port of each the
renpte manadéreRECEGRENPOA- BHTEA CRet WOAK 2@évirde @nd atiea lc ise&Eon

position speC|fy|ng agparatus collects i.n the storage unit a physi cal
address to paft 2cérFespofidBrEEMEBI-at HBRSAPH 28 9Rel datiyors device

cther than that linked to itself and for using the
physical address and the logical address thus detected
to 1ssue a network management reguest to the remote
management functicn-added network device.
6. The connection position specifying apparatus
according to claim 1, wherein the storage unit has in
advance a table of ilogical addresses or physical
addresses with permission for connection Lo the network
or logical addresses or physical addresses with
imprecision of connection, and

when the physical address or logical address
of the equipment as detected in response to the address
resolution request i1s out of a permissible addresses or
is an impermissible address, the processing unit
determines it as an unauthorized connection,
7. The connection position specilfying apparatus
according to claim 1, wherein in case a network 1is
configured by cconnecting an incompatible network device
without having remote management functionality at a
lower level of the remote management function-added

network device, when an equipment is improperly linked



each the renote managenent function-added network device, in the physical
address to port correspondence relationship as to each the renote
managenent function-added network device, holds physical addresses of the

i nproperly linked equi pment and -the connection position specifying
apparatus, and selects nore than one renote nmanagenent function-added
network device with the port corresponglkng to each physical address being
kept inconsistent, and externally outputs information concerning a

speci fied portt aher émobeppaiadenertt Wounctdeson-cadded network device as |inked
at an upper |level of the inconpatible network device. - 34 8. The
connecti on position spétif pirngeappacatus t gegdradinyg il icteai tmdjawher ei n when
in the network devices an inconpatible network device w thout having the
renot e managerentnfgactoorakitt y eies o writther dsipsked tchathweererzt-aupper - | evel
renote managenent function-added network device and a | ower-|evel renote
managenent fanéoregnadded chetRorKcgey Ned Wed it Iiervdlee mekel i &haet work with
an unaut hori zed equi pnent being inproperly Ilinked to the |ower-Ilevel renote
managenent fGAEEPERONEABHES AELROLRNEOPC &8 HIFE T roddssiivg um A 556 or s

bi directional _ communi cations at |east wth respect to the renote

managenent f GActPEnd8d864 e CHBLRTEEY @8 hoNG KRG Tthe 2CorTesisondeitde

rel ati onshi et ween a physi cal address .
po? the remo@eymanagement %unctlon—added network devices

to hold physical addresses and corresponding ports as
to the remcte management function-added network device
linked to a far end of the port of each the remote
management function-addsed network device and the
connection position specifying apparatus,

collects in the storage unit a physical
address to port correspondence relationship as held in
each the remote management function-added network
device,

in the physical address to port
correspondence relationship as to each the remote
management function-added network device, holds
physical addresses of the improperly linked equipment
and the connection position specifying apparatus, and
selects more than one remote management function-added
network device with the port corresponding to each
physical address being kept inconsistent, and

externally outputs information concerning a
specified port of remote management function-added
network device as linked at an upper level of the

incompatible network device.



of the detected equi pnent and the port, and causes each of the renote
managenent function-added network devices to hold physical addresses and
correspondi ng ports as to the renote nmanagenent function-added network
device linked to a far end of the port of each the renote nanagenent

functi on-added network device and the connection position specifying
apparatus, collects in the storage unitsa- physical address to port
correspondence relationship as held in each the renpte nmanagenent
function-added networ k Théeviceeedti drheophysiccals raddriesisid agortatus
correspondence relationship as to each the renote managenent function-added
net wor k devi eecoldlidg £o3%51aphysi,calhcaddmesgdes: afn titee imgiropss |y |i nked

equi pnent and the connection position specifying apparatus, and selects
nmor e t han ondeceflicele anenptempanadgere me t wiourke tdeon-cad deid: metwdraky idevi ces wit h
the port corresponding to each physical address being kept inconsistent,
and speci f i eshandeasgter nanhycoanputtsnofiengdtiton i scdnoemimg iakpot t of a
renot e managenent function-added network device with the unauthorized

equi pment bePA§YWERNNREBJUPREFetl6Vatl & ewer Meddgiemegt The domiedtddsil posi ti on
speci fying apparatus according to claim1l, wherein a renote managenent

f uncti on- addé&tW@6§a9§V1ﬁ@baﬁgvﬁnéoﬁeﬁl&@dﬁﬁtfeﬁptehéﬁﬂﬁﬁkmﬁﬁﬁkable ports

and an address track faor holdin .
%unct?on adde netw%rk device to thereby make up a

network with an unauthorized equipment being improperly
linked to the lower-~level remote management function-
added network device,

the processing unit performs bidirecticnal
communications at least with respect to the remote
managenment function-added network device holding the
correspondence relationship between a physical address
of the detected eguipment and the port, and causes each
of the remote management functicn-added network devices
to hold physical addresses and corresponding ports as
to the remote management function—-added network device
linked to a far end of the port of each the remote
management functiocon-added network device and the
connection position specifying apparatus,

collects in the storage unit a physical
address to port correspondence relationship as held in
each tThe remote management function-added network
device,

in the physical address to port
correspondence relationship as to each the remote

management function-added network device, holds



therein only one sender physical address of a lastly received franme of
frames as received in units of ports and also having renpte managenent
functionaiity for providing contents of the address track to a requester
inreply to a request froma renote device is connected at a |ower |evel of
t he renote managenent function- added network devices to thereby nake up a
network, and when an unauthorized equipnent is inproperly linked to the
renot e managenent -L~unction-added repeater hub, the processing unit
perforns bi dpheeticanaizddcenmuwni odt itérs iap rlogpast wWiltihvespealigmeidhe renote
managenent function-added network device holding the correspondence

rel ati onshi pahet waencanpkysiieal paddress spkdiie idet egired aqud prent and the
port, and causes each - 36 of the renote nanagenent function-added network
devi ces to heldcphysiocal taddr essesfantiecarmespondimaggperits as to the
renot e managenent function-added network device Ilinked to a far end of the
port of eachftihetiemptedmdnageément< flgncteenwadded hmetowortk devi ce and t he
connection position specifying apparatus, collects in the storage unit a
physi cal addresseBpopdindcorr egpongence ceél atidonshi peasichdisdbtin each the
renot e managenent function-added network device, in the physical address to
port correspbfigBféétralat POfAship as to each the renpte managenent

functi on-added network device, holds physical addresses of the inproperly
| i nked equi pment specifies and externally outputs information

concerning a port of a remote management function-added
network device with the uneuthorized equipment being
linked thereto at a lower level.
9. The connection position specifying apparatus
according to claim 1, wherein a remcte management
function-added repeater hub having a plurality of
network-linkable ports and an address track for holding
therein only one sender physical address of a lastly
received frame of frames as received in units of ports
and also having remote management functionality for
providing contents of the address track to a reguester
in reply to a request from a remote device is connected
at a lower level of the remote management function-
added netwerk devices to thereby make up a network, and
when an unauthorized equipment is improperly linked to
the remote management function-added repeater hub,

the processing unit performs bidirectional
communications at least with respect to the remote
management function-added network device holding the
correspendence relaticonship between a physical address

of the detectad equipment and the port, and causes each



and the connection position specifying apparatus, and selects nore than one
0_17 the renote managenent function-added network devices with the port
correspondi ng to each physical address being kept inconsistent, and
specifies and externally outputs information concerning a renote nmanagenent
function-added repeater hub with the unauthorized equi pnent being |inked
thereto or the renpte managenent function-added repeater hub to which the
unaut hori zed equi pnent is connected, and a port thereof. 10. An

unaut hor i zedoéquhpneahocennactigencpasifuinamn i ospecideyl ng tappar atsusi daor
specifying a position of equipnment as inproperly connected to a network -
37 configured bylcdophgeticen efidaepkesakintly cofrretsagesiiofly pewittches each
having a plurality of ports, said apparatus conprising storage neans for
storing therebnthenfompati oanagetmenéadhnsaildnswidtiehl fhertwicddntddfwiiary

switches up to a termnate end connected to respective ports of the
swi t ches, andimkpflotessi Agrusht Pdér thseguaht cal By cdeltéest insgotsased on t he
stored information specifying the switches, those switches in which a port
for connecti®Anagenpeti Aprepérny 2HrRRked &Gt pnest Lafd 2ad pért |inked to
itself are different fromeach other w.th the switch linked to itself being
as a referente""eet{ABr BB §paBi FYCERE YOS £PEARTEF "Fhe i nproperly |inked

equi pnent. 11. A connection position specifyin t hod for
qui p coi?ecgs in the gtoraée %nQE a physical

address to port correspondence relationship as held in
zach the remote management function-added network
device,

in the physical address to port
correspondence relaticnship as to each the remote
management function-added network device, holds
physical addresses of the improperly linked equipment
and the connection position specifying apparatus, and
selects more than one of the remote management
function-added network devices with the port
corresponding to each physical address being kept
inconsistent, and

specifies and externally outputs information
concerning a remcote management function-added repeater
hub with the unauthorized equipment being linked
thereto or the remcte management function-added
repeater hub tc¢ which the unauthorized eguipment is
connected, and a port therect.
10. An unauthorized equipment connection position
specifying apparatus for specifying a position of

equipment as improperly connected to a network



use in an unauthorized equi pnment connection position specifying apparatus
for use in a network configured froma connection of nmultiple stages of
renot e managenent function-added network devices each having a plurality of
ports linkable to the network and a forwardi ng database ("FDB") for

| earning and holding therein a plurality of sender physical addresses of
frames as received in units of ports-agyd al so having renpte nmanagenent
functionality for passing contents of the FDB to a requester in reply to a
request fromcanfriemte devicoenssaiidrapgarapus: rfadiing apersatdoees taf specify a
position of unauthorized equi pnment as inproperly connected to any one of
the renote panagésentatbntkivoncadded vrethidnk cdewicoess arghivvi ng a - 38
storage unit and a processing unit for control of the storage unit, said
met hod conpr esprgathe sbepsiefing cavwsiang tieerpr deessoronimd ttheqgeirf orm upon
detection of unauthorized connection of the equipnent Ilinked to the renpote
managenent f dnépiroataddedsnétweekh genicceyibicdi rteat iloiealt idonmeni cations with
the renote nmanagenent function-added network device retaining therein a
cor r espondené@itehasi bRshPpabétwBenage physiceansaddicess dfesifstdéteect ed

equi pnent and a port relating thereto; causing the renote nmanagenent

f uncti on- adde@rtRePhotkedEViiéEnes - sBBrle ApRYSICERS 1addressed %nd

correspondi ng ports of the renpte nmanagenent function- added network device
linked to a ﬁgguéﬁalaﬁlyhéeﬁgpﬁlgg, baSed on the stored informaticn

specifying the switches, those switches in which a port
for connection to the improperly linked equipment and a
port linked to itself are different from each other
with the switch linked to itself being as a reference
toc thereby specify the position of the improperly
linked equipment.

11. A connection positicon specifying method for
use in an unauthorized eguipment connection position
specifying apparatus for use in a network configured
from a connecticn of multiple stages cof remote
management function-added network devices each having a
plurality of ports linkable to the network and a
forwarding databkase ("FDB") for learning and holding
therein a plurality of sender physical addresses of
frames as received in units of ports and also having
remote management functionality for passing contents of
the FDB to a reguester in reply to a reguest from a
remote device, sald apparatus being operative to
specify a position of unauthorized equipment as
improperly connected tc any one of the remote

management function-added network devices and having a



each of the renote managenent function-added network devices and the
connection position specifying apparatus; collecting in the storage unit a
correspondence rel ationship of the physical addresses and the ports held in
each of the renote managenent function-added network devices; in the
correspondence rel ati onship between the physical addresses and the ports as
to the renote managenent function-addgd nhetwork devices as collected in
the storage unit, holding physical addresses of the inproperly linked

equi pnent andtbhegeonnect kot posirbicens sispecinfiyi Mg rappartatais;ofseltect i ng nore
than one of the renote - 39 nmanagenent function-added network devices with
its port costespgrdiingttoseacl mietphysicoal raddngs s seistigedeeptif: i nconsi st ent;
specifying a certain one of the renote mnmanagenent function-added network
devices at a term nat eagadngi thet beocrpropering tl itk g rdguitpnemon bei ng
connected thereto along with the port thereof; and externally outputting

i nformati on defieethapngctt Haagpeiriiced cenvee thamagémdnte fametinsmntadded
network device at the termnate end and the port tl-~ereof. 12. The
connecti on pésihkEentspebit yemgtrefhodccacasr diing tienclagidndl neiisrkei n when a
port with storage of the physical address of the Lnggoperly | i nked

device, bidirecticnal communications with the remote
management function-added network device retaining
therein a correspcndence relationship between a
physical address cof the detected eguipment and a port
relating thereto;

causing the remcote management function-added
network device to store physical addresses and
corresponding ports of the remote management function-
added network device linked to a far end of the port of
gach of the remote management function-added network
devices and the connection position specifying
apparatus;

cellecting in the storage unit a
correspondence relationship of the physical addresses
and the ports held in each of the remote management
function-added network devices;

in the correspondence relationship between
the physical addresses and the ports as to the remote
management function-added network devices as collected
in the storage unit, hclding physical addresses of the
improperly linked equipment and the connection position
specifvying apparatus;

selecting more than one c¢f the remote



equi pnrent and also with storage of a physical address of another network
device bi A without storage of the physical address of the connection
position specifying apparatus is present in a certain physical address to
port correspondence rel ationship, the processing unit determ nes as the
port with the inproperly |linked equipnent connected thereto a port with
storage of the physical address of thesinproperly |linked equipnent at a
net wor k devi ce wherein the network device having the physical address to
port correspopdenetehel duinonshirp ddsledonnectred dor idwes iviprtoperd yodtiked
equi pnent. 13. The connection position specifying nmethod according to claim
11, wherei n whenrsappodirw tth stermragdysdfcalhedquinesd caleaddriesst of t he

i mproperly linked - 40 equipnent and also with storage of a physical
address of amethershetwwork device but wi thout storage of the physical
address of the connection position specifying apparatus is found in a
certain physical addresgetafyport acorresponderce fr dllat ironshig, the
processing unit selects a next one while taking priority of a network
devi ce as hehdnagerke tpdunalich —stigiesg e cbfv ortke detwisissalat address of the
improperly linked equi pment. 14. An unaut horized equi pnent connection

posi tion ~ speErmynagemenRod Hor togedMDORG T Yposittissh ssful wuipent as

i nproperly connected to a network configured by connection of a plurality
of stages of P&wEcREsrEaERhalFiG e 6‘Ilﬁ’rn§l ity o ft HFo e = ddisg sfdt'hod

conpri sing tggdsteps of :

externally outputting information concerning
the specified remote management function-added network
device at the terminate end and the port thereof.
12. The ccnnectlon position specifying method
according to claim 11, wherein when a port with storage
of the physical address of the improperly linked
equipment and also with storage of a physical address
of another network device but without storage of the
physical address of the connection position specifying
apparatus 1s present in a certain physical address to
port correspondence relationship, the processing unit
determines as the port with the improperly linked
eguipment connected thereto a port with storage of the
prhysical address of the Improperly linked equipment at
a network device wherein the network device having the
physical address to port correspondence relationship is
connected to the improperly linked equipment.
13. The connection pesition specifying method
according to claim 11, wherein when a port with storage

of the physical address of the improperly linked



storing information as to each said switch for identifying switches up to a
termnate end connected to respective ports of the switches; and
sequentially selecting, based on the stored information specifying the
swi tches, those switches in which a port for connection to the inproperly
i nked equipnment and a port linked to itself are different from each other
with the switch linked to itself beingi;gas a reference to thereby specify
the position of the inproperly |Iinked equipnent.

equipment and also with steorage of a physical address

of another network device but without storage of the
physical address of the connection position specifying
apparatus is found in a certain physical address to
port correspondence relationship, the processing unit
selects a next one while taking priority of a network
device as held at the port with storage of the physical
address of the improperly linked equipment.
14. An unauthorized eguipment connection position
specifying method for specifying a position of
equipment as improperly connected to a network
configured by connection cof a plurality of stages of
switches sach having a plurality cf ports, said method
comprising the steps of:

storing information as to each said switch
for identifying switches up to a terminate end
connected to respective ports c¢f the switches; and

sequentially selecting, based on the stored
information specifying the switches, those switches in
which a port for connection to the improperly linked
equipment and a port linked to itself are different
from each other with the switch linked to itself being
as a reference to thereby specify the position of the

impreperly linked equipment.



