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apparatus to establish peer-to-peer conmunications.

METHODS AND APPARATUS TO ESTABLISH PEER-TO-PEER COMMUNICATIONS

RELATED APPLICATIONS
[0001] This Patent claims the benefit of U.S. Patent Application No. 12/868,550 filed on
August 25, 2010, and U.S. Provisional Application No. 61/248,328 filed on October 2, 2009,
both of which are hereby incorporated by reference in their entireties.

FIELD OF THE DISCLOSURE
[0002] The present disclosure relates generally to network communications and, more
particularly, to methods and apparatus to establish peer-to-peer communications.

BACKGROUND

[0003] Wireless network deployments, such as wireless local area networks (WLANS), allow
wireless terminals to access other devices and services when those terminals are within
proximity of wireless communication signals of those wireless networks. Another method of
accessing such devices and/or services involves the use of peer-to-peer (P2P) connections, in
which a wireless terminal can communicate directly with another wireless terminal, device or
service. However, known methods of establishing P2P connections require a significant amount
of user involvement to provide proper configuration information and to discover other devices
capable of P2P communications. This can often prove frustrating and can discourage many users

from attempting to establish such P2P connections.



BACKGROUND [ 0003] Wr el ess network depl oynents, such as wireless |ocal area
networ ks (WLANs), allow wreless termnals to access ot her devices and
servi ces When1d3oa8 termnals are within proximty of WPCENBHE0/054408
comuni cation signals of those w reless networks. Another nethod of
accessi ng such devices and/ or services involves the use of peer-to-peer
(P2P) connections, in which a wireless term nal can comuni cate directly
with another wireless termnal, device or service. However, known nethods
of establishing P2P connections require a significant anmount of user

ot her " devi ces capabl e d BB ESTIRINR L A0E TRV Ot fon prove o
p2p cottliali ondc: TYerisd i Fadis BPCkLEsY HAOSOE WRIEE DR PTI ON OF THE.
DRAW NGS 0[ OOO%FI G 1 depicts an exanple wireless |ocal area network (WAN)
t opol od9005] 00ddFE depigts gspmatugicatienlanerfirduiertre inagerdanee with e @pe@ i n
accordance with the QOpen

Systems Interconnection Standard (OSI) model.

[0006] FIG. 3 depicts example wireless terminals discovering peer-to-peer (P2P) capabilities

via a wireless access point and establishing a P2P connection.

[0007] FIG. 4 depicts example wireless terminals discovering P2P capabilities via wireless

access points communicatively coupled via a network and establishing a P2P connection.

[0008] FIG. 5 depicts example wireless terminals discovering P2P capabilities via a wireless

network and establishing a P2P connection without the use of an access point.

[0009] FIG. 6 depicts a control point in a network to facilitate discovering P2P capabilities of

wireless terminals and establishing P2P connections between wireless terminals.

[0010] FIG. 7 depicts a control point in a wireless access point to facilitate discovering P2P

capabilities of wireless terminals and establishing P2P connections between wireless terminals.

[0011] FIG. 8 depicts a control point in a wireless terminal to facilitate discovering P2P

capabilities of other wireless terminals and establishing P2P connections between wireless

terminals.

[0012] FIG. 9 depicts a plurality of control points present in a network environment.

[0013] FIG. 10 depicts a virtual control point made up of separately located control points in

a network environment.

[0014] FIG. 11 depicts wireless terminals forming a multi-connection P2P session.

[0015] FIG. 12 depicts an example terminal capabilities data structure.

[0016] FIG. 13 depicts an example control point management data structure.
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Systens I nterconnection Standard (OSI) nodel. [0006] FIG 3 depicts exanple

W reless termnals discovering peer-to-peer (P2P) capabilities via a
wi r el ess wioces®3puBnt and establi shing a P2P connecti onPCrOBHI)/B34@8 4
depicts exanple wireless termnals discovering P2P capabilities via

W rel ess access points comunicatively coupled via a network and

establishing a P2P connection. [0008]FIG 5 depicts exanple wrel ess
term nal s discovering P2P capabilities via a wirel ess network and
est abli shing a P2P connection w thout the use of an access point.
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P2P ca

between wireless terminals via a wireless access point to discover each other’s P2P capabilities

and establish a P2P connection.

[0018] FIG. 15 depicts an example message flow diagram representative of communications

between wireless terminals and a control point to discover each other’s P2P capabilities and

establish a P2P connection.

[0019] FIG. 16 depicts an example message flow diagram representative of a P2P

capabilities dynamic update process facilitated by the control point of FIGS. 6-10 and 15.

[0020] FIGS. 17A-17C depict an example schema for use in arranging P2P capabilities and

configuration information communicated between wireless terminals.

vering

[0021] FIGS. 18A and 18B depict an example P2P capabilities message that indicates one or

more P2P services available in a network.

[0022] FIG. 19 depicts a block diagram of an example wireless terminal that can be used to

implement the example methods and apparatus described herein.

[0023] FIG. 20 depicts a block diagram of an example control point that can be used to

facilitate P2P capabilities discovery and P2P connections between wireless terminals.

[0024] FIGS. 21A and 21B depict a flow diagram representative of example processes,

which may be implemented using computer readable instructions to discover P2P capabilities

and establish P2P connections between wireless terminals.

[0025] FIG. 22 depicts a flow diagram representative of example processes, which may be

implemented using computer readable instructions to discover P2P capabilities using a control

point and establish P2P connections between wireless terminals.



wirel ess termnals and establishing P2P connections between w rel ess
termnals. [O010]FIG 7 depicts a control point in a wireless access point
to faciliwete1di3gusveri ng P2P capabilities of wirel ess PerABIal/gs4ad

est abl i shing P2P connections between wireless termnals. [0011]FIG 8
depicts a control point in a wireless termnal to facilitate discovering
P2P capabilities of other wireless termnals and establishing P2P
connections between wireless termnals. [0012]FIG 9 depicts a plurality of
control points present in a network environnent. [0013]FIG 10 depicts a

vi rt ual,gopt ol ol nt .nede unof SeRALALELY. |ASAHSH UL\ RE B ni " @
implemented using computer readable instructions to dynamically update P2P capabilities of
wireless terminals using a control point and update established P2P connections between
wireless terminals.

DETAILED DESCRIPTION
[0027] Although the following discloses example methods and apparatus including, among
other components, software executed on hardware, it should be noted that such methods and
apparatus are merely illustrative and should not be considered as limiting. For example, it is
contemplated that any or all of these hardware and software components could be embodied
exclusively in hardware, exclusively in software, exclusively in firmware, or in any combination
of hardware, software, and/or firmware. Accordingly, while the following describes example
methods and apparatus, persons having ordinary skill in the art will readily appreciate that the
examples provided are not the only way to implement such methods and apparatus.
[0028] The example methods and apparatus described herein can be used by wireless
terminals to discover peer-to-peer (P2P) capabilities of other wireless terminals in wireless
network environments and establish P2P connections with one or more of those wireless
terminals. At least some advantages of P2P connections are that they can be made secure
between two entities and involve unicast communications instead of multicast communications
that are typically used by access points to communicate information to all wireless terminals or
devices connected thereto. Unicast communications require relatively less bandwidth use by an
access point (AP) than multicast communications. Thus, using unicast P2P communications
between two peers can be especially advantageous when the peers are transferring relatively

large amounts of information (e.g., large files, streaming media, VoIP video or voice calls, etc.).
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[0014] FIG 11 depicts wireless termnals formng a nmulti-connection P2P
session. [0015]FIG 12 depicts an exanple term nal capabilities data
struct ur avOR00OIBYABG 13 depicts an exanpl e control poi RCTABMAYeTIR dat a
structure. WD 2011/039718PCT/ 1B2010/ 054408 [0017] FI G 14 depicts an

exanpl e nessage flow di agram representative of communi cations between
wWreless termnals via a wreless access point to discover each other's P2P
capabilities and establish a P2P connection. [0018] FIG 15 depicts an

exanpl e nessage flow di agram representative of comunications

[0029] The example methods and apparatus described herein can be used in connection with
mobile communication devices, mobile computing devices, or any other element, entity, device,
or service capable of communicating wirelessly with a wireless network. Devices, also referred
to as terminals, wireless terminals, stations (non-AP stations), or user equipment (UE), may
include mobile smart phones (¢.g., a BlackBerry® smart phone), wireless personal digital
assistants (PDA), laptop/notebook/netbook computers with wireless adapters, etc. The example
methods and apparatus are described herein in connection with the wireless local area network
(WLAN) communication standard known as IEEE® (Institute for Electrical and Electronics
Engineers) 802.11. However, the example methods and apparatus may additionally or
alternatively be implemented in connection with other wireless communication standards
including other WLAN standards, personal area network (PAN) standards, wide area network
(WAN) standards, or cellular communication standards.

[0030] The example methods and apparatus described herein can be implemented in any
environment providing wireless access for network connectivity (e.g., WLANSs). For instance,
the example methods and apparatus can be implemented in private WLAN access locations or
environments or in public WLAN access locations or environments in which it is expected that
one or more users carrying respective wireless terminals will frequently connect and disconnect
from a WLAN as they enter and exit the WLAN access locations or environments.

[0031] Some known techniques or standards for establishing P2P connections between
wireless terminals require that a P2P connection go through an intermediary WLAN
infrastructure the entire time during which the P2P connection is active. Other P2P connection
types allow for wireless terminals to connect directly to one another without an intermediary

WLAN infrastructure. However, in both instances, users must manually configure their wireless
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between wireless termnals and a control point to discover each other's P2P
capabilities and establish a P2P connection. [0019]FIG 16 depicts an
exanpl e Ee=2aye3p118w di agram representati ve of a P2P capabiiBroid/es4edynam c
update process facilitated by the control point of FIGS. 6-10 and 15.

[ 0020] FI GS. 17A-17C depict an exanple schema for use in arranging P2P
capabilities and configuration information comuni cated between w rel ess
termnals. [0021] FIGS. 18A and 18B depict an exanple P2P capabilities
nmessage that indicates one or nore P2P services available in a network.

Eggz tz)L It:%g‘]étg&s[g tﬁ%‘%l‘fgﬁu?h pifpgoﬁmgci:t%%g.agﬁc%fcog gu?’%l(t?orﬂjs) Icgn g\f;tgnetleec%rsnp i%a'itena 5]1? that
user-error prone. For instance, it is often necessary that a user be aware of another wireless
terminal or perform some prior investigation regarding whether another wireless terminal to
which the user seeks to connect has the same P2P communication capabilities as the user’s
wireless terminal. Such investigation requires that the user understands or knows the
configuration information for which to search and may require navigating through a series of
user-interface menus and screens on both wireless terminals or referring to user manuals of the
wireless terminals. In some instances, user manuals may be of no help in this regard. In
addition, some wireless terminals may not provide sufficient user interface functionality to
investigate their P2P capabilities and/or P2P configuration parameters. For example, while one
wireless terminal may be a BlackBerry® smart phone, another wireless terminal may be a third-
party printer of which P2P capabilities and/or configuration information may not be readily
attainable. Such a process can often prove frustrating, especially for a novice user, for whom
P2P communications may be extremely useful but may rarely, if ever, be able to benefit from
such communications due to the complicated configuration process.

[0032] Known standards that enable P2P communications include WLAN infrastructure,
WLAN ad-hoc, Wi-Fi P2P, Wi-Fi Tunneled Direct Link Setup (TDLS), and Wi-Fi single-hop
mesh. WLAN ad-hoc is rarely used due to wireless terminal interoperability issues and
uscability issues. Wi-Fi P2P is specified by the Wi-Fi Alliance (WFA) and allows one of the
peer devices to provide P2P connectivity by acting or functioning as an AP. Wi-Fi TDLS is a
mechanism of peer communications defined by the IEEE 802.11z standard. Wi-Fi TDLS allows
peer devices to communicate over P2P connections traversing a WLAN infrastructure which is

configured to transfer data frames or packets between two peer terminals via a tunneled link.
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I npl ement the exanpl e net hods and apparatus described herein. [0023]FIG 20
depicts a bl ock diagram of an exanple control point that can be used to
facilitatwORBR/sapabilities discovery and P2P connecti oR€THB20A@@IH408 I el ess
termnals. [0024] FIGS. 21A and 21B depict a flow diagramrepresentative of
exanpl e processes, which nmay be inplenented using conputer readable

I nstructions to discover P2P capabilities and establish P2P connecti ons
between wireless termnals. [0025]FI G 22 depicts a flow di agram
representative of exanple processes, which may be inplenmented using

conput &F. iead Qbe iQ Lrgcti ns t ﬂﬂk (fo] &%Flp b'lslitiffe % %ng a control

poi nt - i LISt s i Sriey Y S HarE abe apiha
connectivity viaa WLAN infrastructure.
[0033] Many wireless terminals can be capable of establishing P2P connections using one or
more internet protocol (IP) protocols. As such, a user is often burdened with configuring both
the wireless local area network (WLAN) link level (layer 2 of the OSI model) and IP level (layer
3 of the OSI model) information. In addition, when configuration, capability, or state changes
occur to the WLAN infrastructure or to a wireless terminal, the user must re-configure link level
and IP level information to re-establish or update a P2P connection. A wireless terminal state
change may occur when a user of the wireless terminal is detected as being in a meeting and the
wireless terminal has been pre-configured to disable certain functionality (e.g., ignore voice calls
or data transfer requests) when its user is in a meeting. Such a change in functionality can cause
a profile change (e.g., move to silent mode; do not accept voice calls under any circumstances;
etc.).
[0034] In addition, many wireless terminals are mobile and are frequently moved between
different wireless infrastructure environments. Wireless infrastructure environments often have
different infrastructure capabilities and allow a wireless terminal to detect many different
wireless terminals with different P2P capabilities when moved between the different wireless
infrastructure environments. When the wireless terminal is moved from one wireless
infrastructure environment to another, its user must re-configure it for P2P connectivity in the
new environment. In addition, the user must re-configure the wireless terminal for P2P
connectivity with any other wireless terminal in the wireless infrastructure environment.
[0035] The methods and apparatus described herein enable wireless terminals to perform

automatic discovery and negotiation/association of P2P networks and/or P2P services through a
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WO 2011/ 039718PCT/ 1B2010/ 054408 [ 0026] FI G 23 depicts a flow di agram
representative of exanple processes, which may be inplenented using

conput er weadahi3g7iBnst ructi ons to dynanmi cal |y update P2PCTARzB)/DIddses of
wireless termnals using a control point and update established P2P
connections between wireless term nals. DETAI LED DESCRI PTI ON [ 0027] Al t hough
the foll owi ng discloses exanpl e nethods and apparatus including, anong

ot her conponents, software executed on hardware, it should be noted that

such nmet hods and apparatus are nerely illustrative and should not be
consid .as limting. For exanpl it is _contenplated any or all of
Chese. RaF diperhi el osr e ANH Erp st e SPBL R BRe e NN, vel v
har dwar e,. excl usively j.n software, g%@}USLVfl in.f{rnmare, or.in any
conbi n&RYIERPIRENL h Hhcherescox ey £C GREICS VIR S higEP @Al AR LSRRGV YCICHhi | e t he

foll ow ng descri bes exanpl e net hods and apparatus, persons having ordinary

ski || fteminpds eapablopf differeatiPIR ey prkeconagcaiopgte -t Weki diegher ediehiypes ddédPar e not
the only way to inplenent such nmethods and apparatus. [0028] The exanpl e

met hodgetvodk eppactamgsandéas ¢o adsess didereit 28 anrvimes (@ dvdige avier altase prapedlnal s to
di scover peer-to-peer (P2P) capabilities of other wireless termnals in

Wi r el egSorPdtmatik stemawing) ereerivsr skl PR hetdoloris tonR2d?ioao ninghisincamacywiiklegne or

nore of those wireless termnals. At |east sone advantages of P2P

connectdriirfalvdad deRathint Reytieatd RRbABAR PSRBHERICRSHVINE Bthet WirclREH teinhifsls and
i nvol ve uni cast communi cati ons instead of nulticast conmmuni cations that are

typi calphyeqynest RYcRERE PSP ROMWHS types HRMAMELERLRIIPIPRERRES OForiRadble, #t:T el ess
termnal's or devices connected thereto. Unicast conmunications require

rel ati \é%ﬂﬁlﬂb %ﬁ#ﬁg@d"é@%&uﬂ%sé%e@ Hergg%eﬁﬁﬁle RS fefRinals Q@%\ﬂg&gt bt ﬁ%ﬁ%seeer S

communi cat1 ons. sl ng uni cast communi cat1 ons bet en t

can be peci al.l y .advant ageous en the peers, are tr ferring.relatively
o e aBSREen R PRLERGTT £2b Reloll y BT RaB Rl BR M ehtar &F Vol p

video or voice calls, ). : . . :
proposed combination OF{DSP ?1etwork type and service may involve a wireless terminal

requesting to connect with another wireless terminal via a WiFi direct network connection type
to use a VolIP service.

[0036] Example physical, logical, or functional entities capable of P2P communications
include printers, gateways, personal information management (PIM) synchronization services
(e.g., calendar synchronization, media source synchronization, etc.), media playback (e.g., play
specific media file — a digitally encoded music track), printing (e.g., wireless printing service),
and download services (e.g., P2P download, file sharing, and/or network storage). In addition,
the P2P discovery enables wireless terminals to access service registry/information interfaces
(e.g., endpoints offering resources, applications, and/or service logic including wirelessly
accessible agents/nomadic agents, proxies, etc.) and domain information (i.e., network
information that a domain is authorized to share with wireless terminals performing P2P
discovery) (e.g., access points topology, naming, locations within the domain, etc.). Thus,

although illustrated examples are described herein in connection with two or more wireless

8-



WO 2011/ 039718PCT/ 1B2010/ 054408 [ 0029] The exanpl e net hods and appar at us
described herein can be used in connection with nobile comunication

devi ces, Wokil3gnaputi ng devi ces, or any ot her el enent pPCeABYY54dei ce, or
servi ce capabl e of communicating wirelessly with a wirel ess network.
Devices, also referred to as termnals, wireless termnals, stations
(non- AP stations), or user equipnment (UE), nmay include nobile smart phones
(e.g., a BlackBerry smart phone), wireless personal digital assistants
(PDA), | aptop/ not ebook/ net book computers with wirel ess adapters, etc. The

exanpl e _net hods and apparatus are described herejn in connectign with the
o el e CmRSes? B R PR o T B e P b i p P et
(Institute for Electrical and Electropnics Engi neers) 802.11. However, the
exanpl Y FRALVR B sm%&t%gm Vt%@ﬂw Ha%?yr %ﬂnﬂa% PaReEy ySng g d 2P

i npl enented in connection with other wireless comuni cati on standards

i ncl udicarpbi dmengy (RKIP PRIt ARehHANE H1yekhas dYRRY I 2P papablasiermingls 5, wi de
area network (WAN) standards, or cellular comunication standards.

[ 0030] Fereicexmaivdmgrtee dods-nated cpppatsat us descri bed herein can be inpl enent ed
in any environnment providing wreless access for network connectivity
(e.g., [M3ANS) .Infeperatios twdien @ P2P hvapabtawirblessiedtnki o4 has extabdipialr adonacdian with

i npl enented in private WLAN access | ocations or environnments or in public

W.AN a@ORBAN, efealitddis t@miRiNithis@iHIRITP dapabifitics Mdsagt Ssifg pREkiGkhgt WRANONE OF
nore users carrying respective wireless termnals wll frequently connect

and di%ﬁﬂﬂﬂﬁ&hmfﬁﬁﬂkﬁh%ﬁfﬁ%@&mﬁ&ﬁ%n%a&ﬁﬂﬁﬁﬂdhﬁ%h%n&ﬁﬁm%&ﬁmzﬁQﬁﬁﬁﬁe|OPationS
or environnents. [0031] Sone known techni ques or standards for establishing

P2P conngekl féﬂﬁinl’al?@g%ﬁ? le%éﬁe?@? td @B "\‘ﬂ}i‘&f\lsresrp%ﬁ&g b ehd B ca %Eﬁﬁgzsﬁﬁér}gfg&;' on go

t hrough an 1 nternedr ary nfrastructure the entire t ich

the P2P connection js..active, O P2P connecti.aon t allow for wrel ess
Lorm oo BRTEEAD &bty bichfipe bt BoR CaineE RANREH b HETE el o v WA

infrastructure. However, in both .instances, users nust ual Iy configure
their \mqngt} ve compatible PéP capablntles. %)urﬂlg a dlscovery process, wireless ternglnals g

exchanging discovery, capability, and negotiation messages are referred to as discovering
wireless terminals or discovery devices.

[0038] As described in connection with the examples herein, each discovering wireless
terminal is able to exchange information without user intervention to exchange P2P capabilities
information with other discovering wireless terminals and/or P2P services and seek to establish
P2P connections. In some example implementations described herein, a P2P discovery exchange
can occur between two wireless terminals connected via a wireless LAN. In other example
implementations, while two wireless terminals are connected and communicate via a wireless
LAN, the P2P discovery exchange can be facilitated by a control point (CP), which is an
additional logical component accessible by the discovering wireless terminals. In the illustrated
example implementations described herein, a control point can assist in tracking P2P capabilities
of different wireless terminals and facilitate communicating such P2P capabilities to any

discovering wireless terminal that connects to a WLAN associated with the control point. As

9.



WO 2011/ 039718PCT/ 1B2010/ 054408 termnals to establish such P2P
connections. Such configurations can often be conplicated and user-error
prone. FowoOi2ostt@p08, it is often necessary that a user PETABzMEIRA0SANOL her
wireless termnal or perform sonme prior investigation regardi ng whet her
another wireless termnal to which the user seeks to connect has the sane
P2P conmuni cation capabilities as the user's wireless term nal Such
investigation requires that the user understands or knows the configuration
information for which to search and may require navigating through a series

of user-interface.nenus and n_both w.reless referring
Lo User hanaapaogdh f?@ewe@yéﬁ@e‘?f@nmmmﬂ Aol PTG e sBlse Pl o
may be of no helﬁ n this regard, In.addltlon Sonme W reless ternlna]s may
not pr 6YFHE 8arY éNéW“&%‘Bﬁ’nti hE e MFaNBCIFREE AN > 12 REWPH oG VelR e ¢
P2P capabilities and/or P2P configuration paraneters. For exanple, while
one wi ceuRdediorthe WTplass agasps Baink apil/at BV glessderatnal hoisHa be anBtuabentiy pefless
termnal may be a third-party printer of which P2P capabilities and/or

conf i gupaf papardtqdomtrobpdinm weesing ot cobperpgeivitly omt anmtheabl e.  Such a process can
often prove frustrating, especially for a novice user, for whom P2P
comuni[@89i onsTurmiyig leF kXt anedaynplsWILWN topblogay 00 &rshbyn as havénges L Abel0dbl e to
benefit from such conmuni cations due to the conplicated configuration

pr ocesgoncdRd2) KnmorssSARNDAr ASotshekn eREIPfAe gairdd Bt GaticdSrmingk ude W-AN
infrastructure, W.AN ad-hoc, W-Fi P2P, W-Fi Tunneled Direct Link Setup

(TDLS) cagiibsh é@’coﬁﬂecﬁh%‘ﬂﬁ a%d*&@ﬁnﬁﬁ?dﬁtm%ﬁ\%ea&l? hes ik éx%ﬁl%le\&né’cﬁ@di AHe 1o

wi rel ess term nal eroperability Tssues and useability issues. W-Fi P2P
is spe devi ces
to pr o%Péﬁfﬁﬂ%E%S%%?eh%“%eﬁ%%If?‘esi;ﬁ%%%n%?‘cfé‘%@ﬁﬁ%ﬂ %ﬁf’.f”%%%? C%pé\%% WS o
Is a rmChan‘[ Ssngrr?art on S, Per naqI (():at tcljnnS dlef ic %e er gl Jfrl%mlsnt andar d.
W-Fi  TOUS"&E 30e é’&? Al SOPBU A cé‘iré Ve FFEB % &
traver5|ng V%AN |nfr ucture MMICIWL é&onfl ured to tr sfer da a

f r anes STV IFaik e AR BRY %r V{6 OpEEYIcE EP iyl SopmEnigatng iz vaglcsy HKans

2011/ 039718PCT/ 1B2010/ 054408 W -Fi singl e-hop nesh is a nmechani sm defi ned

i n | EEtheglpstreiasd expmpleaths &-A3¥ b4 id ssmpipicatyiie eQuplqdity the Iteanopd RN
infrastructure. [0033] Many wireless term nals can be capabl e of

est abl i[@Mi0hg PRIFaugh fhedhicorss 1 Ufsis shovomia IHG. hisheciampde methody atdowoiraius P)
protocols. As such, a user is often burdened with configuring both the

Wi r el eslsscribedherainean betmydeder(ty Althodtiacdesd ©\vid Infdragtein &lditiont the eBhpleodel )
and IP level (layer 3 of the OSI nodel) information. In addition, when
confi guiciddoBnd iR hiybe @iplEhdtel WiRNgas ReRkticadd LAR iMbMentation.
infrastructure or to a wireless termnal, the user must re-configure |ink

level &g il fihd &¥elesd t@ﬁﬁha@ﬁoaﬂeemnryeoeea%iea@IegtﬁalsqanmﬁQﬁahﬁnané’a%enmnﬂ 8kd i on.
A wreless termnal state change may occur when a user of the wireless

termng o \?a‘?ﬁr‘?ﬁbggg s Sag@g't@gr s sc%og?{taPEPﬂ’ E@Jaﬁﬁﬁle& SlomRl has

been pre-conti gure tarn Ctl ) nor VOI ce

calls or. data %ransfer é en |ts %%

change O Rt Rty BANRA Db AR %Iigém{a@%qﬁe Jo0 J o

node; do not acce t voice calls unde£<gBy |rc% ces; )
instance, in some example implementations, the 104 may be imp emented usmg a wircless
router through which each of the wireless terminals 106 can communicate, and after two or more
of the wireless terminals 106 elect to communicate directly via P2P connections, such

communications can occur between the wireless terminals 106 without needing to communicate

via the intermediary AP 104 (e.g., one of the wireless terminals can function as an AP, or a P2P

-10-



[0034] In addition, many wireless termnals are nobile and are frequently
noved between different wireless infrastructure environnments. Wrel ess

i nfrastrwows/saBr onnment s of ten have different infrasPChHaBUIE054408
capabilities and allow a wireless term nal to detect many different
wireless termnals with different P2P capabilities when noved between the
different wireless infrastructure environnents. Wien the wrel ess term nal
is noved fromone wireless infrastructure environnent to another, its user
must re-configure it for P2P connectivity in the new envi ronrrent In

addi tion user  nust re- onf the wireless, termnal

connect i &‘&‘ﬁ&f"’tﬁ?%f?ﬂ“‘&? ?1%?‘ h‘?&%e )t erﬁxﬁ%?Pl SR WPB‘P%%%S a&sEtibed
infrastructure e VI ropment . %EP 5] The met Fods and apparatus descri bed
her ei n NEHFILF Aorsuasbio e A GPBNISEPTSIARh EFSHER 1€ di scovery and

negoti ati on/ associ ati on of P2P networks and/ or P2P services thr ough a WO
2011/ 03¢ PCTn B2t vy 0BUsewP s PedriBeblieriy. cagl WiRlges lsveinaldfe capabirnfe

P2P- supported protocols within a WLAN environnment. The P2P di scovery
exchan@éP epmbivasaipnsddeily ptestoricn ds B2R capdbisigomémpanupr. eThes Praapatiintal s capabl e
of different P2P network connections (e.g., WFi direct or other types of
P2P netimorkatioa mmesdici pporafledaindd manifactaecelsthe dirklesy termhinb2@osley sofiease ¢re. g.

voi ce over internet protocol (VolP), nedia stream ng, etc.) over such P2P

net wor lgri¢em Reedlle@B8 thel wird] &b SerBdil €06, byfalseh@gDréaidiviaddss ot 8k vied@k M ne
whet her to establish P2P connections with other wireless termnals based on

the di sGRVeN af FRRVARLWRIK PtHRES, ARHERR oFINRERUEDRARAR p?@%ﬁél‘?@ﬁser Ber
exanpl e, t he exanpl e met hods and apparatus described herein enable wirel ess

termn P ar P2P

net or @f@%@ggﬁﬁtﬁféﬁ%&?é ceu ATeESE caﬁrbé%“%g?ﬁa‘@ﬁﬁﬁofé?l@%%é’%’%ﬁe KBt on of
P2P net\VvlLOC- aﬁr% 1na emo NBP/ mqr\{é) \(/)1eremova e (er maIrl]g,'lt Ile[ U Stl ng to
connect vvletsf"l an(%]t 4% via a Sgt’ vv% ‘hnect i on
type to use \/ol P ervi ce, I C or functl onal
entiti&& C%%B 1@’ @t P’ﬁ?bséﬁlﬁeﬁd% E%WB%QE ﬁE/Bu%% pﬁSﬁ{n&egam@ﬁt eways, personal
i nformati on managenent (PIM synchroni zation services .g., calendar
synchr GRPIEBCTEHONSHEIMBURIEABSCIYAT P BAry Boh 8h Wirsless 90mm@u¢aé109|cw1@w (e.qg.,
play specific nedia file - a digitally encoded nusic track), printing
(e.g., neiwoek epssatprsioan rastyics thevyms pf Paihdrotesntsl ao atbdsethal cede (uee.djo.y, wiBpss

downl oad, file sharing, and/or network storage). In addition, the P2P

di scovemnimalloadfondd 8l tham ot esrmeotadl ® thoir acteesls. servi ce regi stry/information
interfaces (e.g., endpoints offering resources, applications, and/or

servi cgo042gi ¢ FIGCh uepib aiekHh@s SdMmasic Qs 1@}@ aﬁﬂﬁéﬁn&é o0&t hapBenidl o
proxies, etc.) and domain information (i.e., network information that a

donai n 1ﬁ1§1eﬁfé£t|'MP' ARDvESD 2l éélﬁbmtki‘e%&’hﬁlﬁ‘ée@ﬁl%d LRI IS cRREERIMT LAY B P
di scovery) (e.g., acceSs points topol ogy, nam ng, |locations within the

domai N, ;@& kmﬁmﬁs Th@ Ize{h?fﬂ@ l?oﬂlﬁhﬂl%éﬁcﬁlt 60 GXATRLER 280 & HE6%A%L RATP&LE N TN

connection wt wre

layers which may be implemented in accordance with, for example, the well-known OSI
Reference Model. In the illustrated example, the communication layer architecture 200 includes
anetwork layer 202 (i.e., an internet protocol (IP) layer). In the illustrated examples described
herein, wireless terminals (e.g., the wireless terminals 106 of FIG. 1) are configured to exchange
P2P setup information 204 (¢.g., information used in P2P discovery and capabilities exchanges
and P2P connection negotiation and initiation messages) via wireless APs (e.g., the AP 104 of

FIG. 1) using communications at the network layer 202. That is, the wireless terminals 106 can
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WO 2011/ 039718PCT/ 1B2010/ 054408 term nal s di scovering and connecting to one
anot her, the nethods and apparatus described herein nay alternatively be

i npl enentwo 20n/swhst antially identical or simlar mannePSTOBRMGORUOSCT
P2Pcapabl e el ements (or P2P-capable entities) including any other type of
P2P- capabl e term nals or services including the above-noted el enents.

[0037] I n operation, when a P2P-capable wireless term nal has established a
connection with a WLAN, the wireless termnal transmts a P2P capabilities
nmessage using an existing WLAN infrastructure, indicating its P2P

connectiqgn capabilities.. In re ns er,, P2P- capabl i r.el ess term nal
Chat 1 S daE BE ekl PP PR T BB OE S o i SRR 208 TPoRT o5 essage
to begin cg]%gZP capabi litjes exchange ang E%P cannectign n%)ti ation should
the w PEFRREIONUSE PGS RIS RORPUPTkIPET POP(Icapdiiort 15eEW8 (e Pmynigatg s over y
process, wireless term nals exchangi ng discovery, capability, and

negot i X2P sefupridamppsion 3P4 ataifaspertlayer, asession gl RiPIRYCHPIE] l8¥d. ¢'e¥ini nal s or

di scovery devices. [0038] As described in connection with the exanpl es

her ei napglastioniagerafdd qognnuiniestition dayeeamiitestur¢ 20bl e t o exchange i nformati on
w t hout user intervention to exchange P2P capabilities information with

ot her ¢oGBOVerTuginginoelteFEG.t3eexanndd s/iralesy tormiR2IP 362 and3®2b andnsierkictPAP
establish P2P connections. In sone exanple inplenmentations described

her ei nsetap MR agdisS@ QY efidiu@XEiha PP s€@p infsduitioR 2DMBER . BPvinitieAr 384 ter m nal s
connected via a wireless LAN. In other exanple inplenentations, while two

Wi T el egich Rl BhdhaiBer &2 PCAPIRIFE R dn@ BHaIIRATWAP AR R cNOP3 @ W SneiDieAN. the
P2P di scovery exchange can be facilitated by a control point (CP), which is

an addi%gﬂ@lntht% %gbi% neEQWﬁQEh&ﬁPﬁ@F%BﬁlgWe Abgp4li O?I?eg\é)?é% pg%%ti rel ess

term na ustrated exanp ment at 1 ons herein, a

A S N T T S e

term nﬁP_ ~fraci commnunic : _

i scover | ng.ohT SLERRN ST B3 SR SRISELT o S AN ARk al el o th the
FIGS. 4-11 are also shown as bypassing APs, the example implementations of FIGS. 4-11 may
also use other types of P2P connections involving peers communicating via one or more APs
during the P2P connections.

[0044] In the illustrated example, the wireless terminal 302a is shown as storing a terminal
capabilities data structure 306, which stores the parameter information indicative of the P2P
capabilities (e.g., connection types, protocols, supported authentication or security methods, etc.)
of the wireless terminal 302a. The terminal capabilities data structure 306 and example
parameters that can be stored therein are described in detail below in connection with FIG. 12.
Although not shown, the wireless terminal 302b also stores a terminal capabilities data structure
similar to the terminal capabilities data structure 306 to store parameters indicative of its P2P

capabilities. The wireless terminals 302a-b exchange at least some of the information in their

respective terminal capabilities data structures (e.g., the terminal capabilities data structure 306)

-12-



WO 2011/ 039718PCT/ 1B2010/ 054408 expl ai ned bel ow i n connection wth FIGS.
6-10, a control point can reside in different places relative to a W.AN
envi ronmewo 208/039718i n a Wi rel ess access point, in a net ROTHBuanIésCat i vel y
coupled to the wirel ess access point, and/or in a wireless termnal) or can
be a virtual entity nade up of separate control points working in
cooperation with one another. [0039] Turning to FIG 1, an exanple W.AN

t opol ogy 100 is shown as having a LAN 102 connected to a wirel ess AP 104.

Al so shown are P2P- capabl e devices or wireless ternmnals 106 capabl e of

connect i d co tin P 104, The np. nmet s _and
ppar attit b SefPGTRab L APl ffﬂﬂ% el S e
conput er ers smar t ones, personal conputing devices,

Ser Vi C@g(?g%ahjlsﬁ %@Pﬁ? §t1°WH]il8n%Elmr°§§ﬁ1 ng servers, etc.), and any ot her
device or service capable of comunicating via w reI ess neans. In the

i 11 ust (8454 exah ustrard exampleod FIG. $dbmvielestiProrngls o d skavn #e | nt er net
108. [0040] Al t hough the Internet 108 is shown in FIG 1, the exanple

met hodsomnuingpiieg ht §2P despe mihewtihe 284 niadkasimde ARplOdndhe ecamile hout access to
the Internet. In addition, the exanpl e nethods and apparatus nay be

i npl emeott féghrati dnlod B1G ahgnabep Hiestirad@at eaminid 302pibaoestbhlsish oie PZFhannesiont he
wireless termnals 106 need only be able to establish initial
COMUNi30&tHeadbetwiich KvidBe: RBGhE efc AP 8084 WORActEd to biyeothAl? 1M or hewed f or m P2P
di scovery and P2P capabilities exchanges w thout needing to access any

hi gher hevglin 'ﬁ?etlmgtﬁ%d(e%aﬁ le, thANgreldsMb AR 13024 B%aﬂ @&&fv@?éa)ch ofRP>sipppt ance,
in some exanple inplementations, the AP 104 nmay be inplenented using a

W rel e%gparbﬁergr gk&;a?é%@ P%ICSIQIGQ%PIS(QJ aﬁ é'stéﬂllﬁt?ih%%‘éPtcSﬁﬂE‘cH&} 4]wggleca”
comuni ter two or nmore of the wre ess termnals 106 elect to
communi cat e direc gnnecti on ormun; Cat'l?en}?P‘fﬁ occur

b ot wearifing ofihy iihat sied ibtebp §RAGR h%% R S EBBRe IO Vet ne

of the wi.reles s can function as an

t AP 104 f |
'AE, ezf?éd%” Iw%ar(ffexe%@lff pleTTCTsson detieas e 10. 3, the AP 10455

communication with another AP 402 via a nectwork 404, and the wireless terminals 302a-b are

shown as discovering one another and exchanging the P2P setup information 204 via the AP 104,
the network 404, and the AP 402. The network 404 may be a LAN, a wide area network
(WAN), an intranet, the Internet, or any other public or private network. Although only one
network (the network 404) is shown in FIG. 4, the example methods and apparatus described
herein may be implemented using wireless terminals (e.g., the wireless terminals 302a-b) that
initially discover one another via APs that are in communication with each other through two or
more networks. Similar to the example implementation of FIG. 3, the wireless terminals 302a-b
can discover each other’s P2P capabilities, negotiate a P2P connection 406, and establish the P2P
connection 406 while relying only on their stored information and their abilities to communicate
via the AP 104, the network 404, and the AP 402.

[0047] In other example implementations, such as illustrated in FIG. 5, the wireless terminals

302a-b may connect to one another via a wireless network 408 without using an AP. In the
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node that does not require an AP can be used). The exanpl e net hods and
appar at us descri bed herein can al so be used to establish P2P connecti ons
that trawo=2e1120397AP. [0041] I n the illustrated exanpl es #€TAB2@OS4AE €i n,
each wireless term nal 106 capabl e of P2P communications |locally pre-stores
its P2P capability information. The P2P capability information may be

provi ded by a manufacturer of the wireless termnal 106, by software or
drivers installed on the wireless term nal 106, by a service provider
vendor of the wireless termnal, by a network service provider, a wreless
conmmun S Senvie ro |der reless term 106, etc.

f h
The. PoiQip @RS P FICD Soibe SFtuoafedtt iy BY s i SNRYT R BEIEER o5 Cer mi na
106 bl e bl dul . th t t
o sy SR &w@“@%@&t PR SR it Begisinoretleand | o soms

exanpl e |nplenentat|ons conmmunj cation service providers such as “wirel ess
comuniceiablishrs PR conRicson vithautweing appdt-at or s can restrict the types of P2P
protocols or nodes that can be used by wireless ternmnals 106 of fered by

t hem of0@8hnecVede FI:3. Bei depnat womide imploD4RpiinG.in Yhapbpheviclass texangds e
comuni cation |ayer architecture 200 that may be used to inplenment P2P

di scoveénya-ancedcapatzily or thes sexalPy@palilitesasfoabitimhnBP2Ricabilitged | ons bet ween
wireless termnals. The exanple comunication |ayer architecture 200 is
shown asmhrivicae WwieVE&R dnather wia WhviflesSBdtwoE dnditr ORE bt @erd APk gapiee W th,

for exanple, the well-known OSI Reference Mbdel. In the illustrated
exanpl %etﬁd@l@ aﬁ@ﬁﬁﬁdfﬂt&aéeh&{behﬁ&%fn é’ah%ﬁbtb%%ééf 8 pfRRdd ﬁﬁhﬂéﬁﬁ&ﬂy@?mr k layer
202 (i.e., an internet protocol (I | ayer) Pn the illustrated exanpl es

descri @rﬁgnﬁlﬁfoﬁ' g%\é e§1|t €& Vict ﬂ{]ma@i?llt%‘zsﬁ)‘? agmsts ﬁﬂff c%érﬁt e\§1§elt—tésgjléﬂ(nn§alssanjc106 of

FIG 1) are con to exchange setup intor rati on

i nfor dISC very |t1es

connectbanbDBt Bl wiER I E i £ oeab Halgeiy 8 vtnr%tt%ﬁgn%ﬁnagﬁment, the
AP 104 of . FI. connunl ns at the netmork I That is,
the wi PEVEES eé’t%?cﬁaé %%1 58‘2\6‘ t%éi’i?“@@@*f&@%‘?‘?@%fg%ﬁ%% . exchange
the P2P setup information 204 via the AP 104 at the network |ayer 202

wi t houtl 0048¢di g thillpsfeatesrapmplesribe emtpbPeiReSRds adngical agfwpriogpmpppen that

Wi t hout needing to comunicate the P2P setup information 204 at a transport
| ayer, peoxsesdiPmapibaltens and sqpvigseintvdatdless tdrminals, The cantradppinit 6@ ¢amrbelcayer of
the communi cation | ayer architecture 200).

located with a domain name system (DNS) service or a dynamic host configuration protocol

(DHCP) service. The control point 502 may also include or proxy other information relating to

its connected network (e.g., network default gateway and netmask IP’s). The control point 502

is able to mediate state and/or environment changes to one or more associated P2P-capable

wireless terminals. For example, if a particular wireless terminal experiences a state change (e.g.

as aresult of a wireless terminal user entering a meeting), such a state change may affect the

corresponding composition of P2P service types and/or P2P capabilities associated with that

wireless terminal. To facilitate maintaining any current P2P connections or establishing any

future P2P connections with the changed wireless terminal, the control point 502 is able to

receive a notification of the detected state change from the wireless terminal. In response, the

control point 502 can reflect the appropriate changes within its information store (e.g., a control
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[0043] Turning now to FIG 3, exanple wireless termnals 302a and 302b
communi cate P2P setup nessages (e.g., including the P2P setup information
204 of FIveD 28)1/03pH8t he AP 104 to di scover each other's PRPIBzpebids i es and
establish a P2P connection 304 with one another. Although the P2P
connection 304 is shown as bypassing the AP 104, other types of P2P
connections can be established that involve peers comunicating via the AP
104 during the P2P connections. Simlarly, while P2P connecti ons depi cted
in the exanple inplenentations of FIGS. 4-11 are al so shown as bypassi ng

APs, the. exanpl e inpl enent at Lons | GS. ,4-.11 | so .use . ot her types of
PP comEtt PoRE e BTG B e PRSI bh i a g FERos Rt e bl ot g

t he P2P connections,. .[0044]1n the illustrated exanple, 1 i rel ess

t er m n&FOX3EIZT| Cépé]%\;\%% CXEhABEHIRGAF 19 OFReF MTReePs CHpPRRP |0P£'3Flé62fe Afdbeciupreikt ur e
306, which stores the paraneter information indicative of the P2P

capabi Witcless tepraingl to refdsh Bt $tpts sheangse &n the iltsgaisH sxamplppdnserdhpddgtciefd cat i on
or security nethods, etc.) of the wireless term nal 302a. The term nal
capabi cpntr@pomad el enrautomatical 3B rtone thosanpdratigamdathetiedisect isat ingaivenien st or ed
therein are described in detail below in connection with FIG 12. Although

not sh@ees0] t heAsdhoeheas §1G. .6, menahtrd(int 403 stoss arcestra poen \CPahacgpabitl i ti es
data structure simlar to the termnal capabilities data structure 306 to

store pakareételeSoNChieREloMS pefanictes ifféfhtidpakiidatit & 6SP2PTEPabilitied @S term nal s
302a-b exchange at |east sone of the information in their respective

term n%bnrfé@f?@rp@ybﬁjbﬁﬁodgﬁt %ﬁ%ﬁé{%\ﬁ'ﬁe@ﬁca&%n%f seduf8 thehsaNak.) eapakiilddst es data
structure 306) 2011/ 039718PCT/ 1B2010/ 054408 "wi t h one anot her using the

o o AP, 0% kRSO SRa P A8 ERRERRREDLI o ond

exanpl %ec%}cveg H’?P d?’sbox;e?}?m\é'isslélgelsea%a PE? %Q?;a%ﬁ}tlses ?n(%ozrarﬁagor?‘ Eee.g.,S tﬂ(e)WEP g‘esrup
information 204 of FIG. 2). In addition, the CP management data structure 504 can store P2P
connection status information indicative of which wireless terminals are connected to one
another via a P2P session. For example, the CP management data structure 504 may store a P2P
connection entry for each P2P service type (e.g., VoIP service, instant messaging (IM) service,
P2P chat service, media streaming service, printing service, etc.) for which a P2P connection is
established between wireless terminals. The CP management data structure 504 and example
parameters that can be stored therein are described in detail below in connection with FIG. 13.
[0051] In the illustrated example of FIG. 6, the wireless terminals 302a-b are in
communication with a network 506 (which may be substantially similar or identical to the
network 404 of FIG. 4) via the AP 104 and an AP 507. As shown in FIG. 6, the control point
502 can be implemented as a separate entity within the network 506 (e.g., the control point 502
may be located within a LAN, WLAN, or other network at some arbitrary point addressable by

the wireless terminals 302a-b, and by the APs 104 and 507). As shown in FIG. 6, the wireless

terminals 302a-b exchange the P2P setup information 204 with the control point 502 via the APs
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comuni cating the P2P setup information 204 via the single AP 104. The
exanpl e configuration of FIG 3 enables the wireless termnals 302a-b to
est abl i shwoORe11RBP71I8onnect i on 304 t her ebet ween wi t hout n@€wiBZY10/hH408P 104 t o
be connected to any other LAN or network. That is, in the illustrated
exanple, the wireless termnals 302a-b can di scover each other's P2P
capabilities, negotiate the P2P connection 304, and establish the P2P
connection 304 while relying only on their stored information and their
abilities to comunicate via the AP 104. [0046] 1 n anot her exanpl e

anot hor OAB 405 GREMERFReUowE: e st RGP SUR SRR ET00R: b o e

shown a di.scover one anot her and excha ng the P2P set i nformation
204 vi &% %Semﬁn&@tlzf’“%{??é“ﬁ@ﬂ k2B gapabaitgs { %L?(PVIB?Q%S fefppen gél?ek 404 may be
a LAN, a wde area network (WAN), an intranet, the Internet, or any ot her
publ i cﬂé#strp@%%r@lﬁ?e@f\ﬁdﬁﬁ 6 Ad holgPe Prapgbibies IRBrmeion ORRITeeIdMha04) | s
shown in FIG 4, the exanple nethods and apparatus descri bed herein may be
i npl enevitedads ttsmhlglswioﬁeb@%demetemuﬂiag$ef€1@ng:. numdids MPFagind S8, @ndithedt2® 302a- b)
that initially discover one another via APs that are in comunication with
each otchbilities adigitisemontd fromothe corettaMpoins 502Siradéated wirtghefeestaepliacrals 510a

i npl enentation of FIG 3, the wireless term nals 302a-b can di scover each
ot her' snP3Ryicapabilities, negotiate a P2P connection 406, and establish the
P2P connection 406 while relying only on their stored information and their

abilit '[@65322 0 qg%mé?b)@a%}ﬁe Hh}ﬁeﬂlaﬁatﬁfﬁs 184 astd@ﬁcﬁﬁtu’{‘pf@ 7404 cofsl p%ﬁﬁ s6 402.

[004r]ln ot her exanple I nplenentations, such as illusfrated in FIG 5, thek
208w TRor e etk 8RR, 18 S5 TR i TeTothiBhRRs et

302a-b exchange the P2P setup information 204 with the control point 502 via the AP 104. In
yet other example implementations, the control point 502 can alternatively be implemented in a
wireless terminal. For example, FIG. 8 shows the control point 502 implemented in the wireless
terminal 302b, and the wireless terminal 302a exchanges the P2P setup information 204 with the
control point 502 via the AP 104 and the wireless terminal 302b.

[0053] While each of FIGS. 6-8 shows a single instantiation of the control point 502, in some
example implementations, two or more control points may be located in a network environment.
For example, one or more wireless terminals may run respective control point services while an
AP may also run a control point service. In such implementations, an arbitration scheme may be
used to indicate which control point is to be used as a master or primary control point as shown
in FIG. 9 or arbitration and negotiations between the control points may be used to form a single
logical or virtual control point made up of all or at least some of the separately located control
points as shown in FIG. 10.

[0054] To enable only one of several control points to function as the master or primary

control point for a network environment, an arbitration scheme may be based on a hierarchical
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illustrated exanple of FIG 5, the network 408 may be a nmesh network, and
the wireless termnals 302a-b can di scover each other's P2P capabilities
via the neerondgB3amBk 408 and establish a P2P connecti onPairtiBzne/0igésng an
AP. [0048]Wiile FIGS. 3-5 depict exanple inplenentations in which the
wireless termnals 302a-b need only rely on their stored P2P capabilities
information and their ability to comrunicate with one another via a

wirel ess network and/or one or nore APs, the exanple nethods and apparatus
descri bed herein can also be used to provide an internediary P2P

descri be e used to provi diary P2P
i ol oou et BRNE & it St Bal eri BEUY' TR FORELS e P aPHERC. “such

an interpediary P2P infqrmation ement service is depicted as contr ol
poi nt BEPLA Y @ewgﬂﬁpﬁ (RighraHerCart GRLA ontral et %)-Cateé? lqwm?qlﬁw &
illustrated exan?les, the control EoLnL 502 is a |l ogical network conponent
t hat pidKkliGe$) drmlEbgpwiicradioveisa eaniroseeiyy is @8 APJ(syghras|ie KK .t7ar FpegpleT e
control point 502 can be co-located with a donain nane system (DNS) service
or a dyh@an?,chehapstrocpmiiti YanmthicadyP Pidos ododted BrBPaster aripcigaryTb@tobpeinokngoi nt
502 may al so include or proxy other information relating to its connected
net wor koifteol pointsTERvand K 04l &f the ktirepad enainala 302 b threadkkighde s sladhkeer amttiargl  poi nt
502 is able to nediate state and/or environnent changes to one or nore
associ abebl Pt apak RaitpleghPEmeheiith BAFIG. IFOk sRxa bRl pbihtsgopand Teul ar
wirel ess term nal experiences a state change (e.g. as a result of a

Wi T el eggyiRIENRIstdS BEP 84HaBliHiBarRl (FRBEI RGN infiMmliéh RF dler hApgRLRRY af f ect
t he corréspondi ng conposition of P2P Service types and/or P2P capabilities

) . ; ) ‘ ' Y M . i
oorr on Wi e Btotich BidtiRnt & ToRunid {F bbbl AW 1
ntr ol ol.nt 502 is
2]

changed wireless termnal, the,.c bl.e ei ve. a
ot 11 S oSy R M TSRS L BN g P L ORI AR,
response, the control point 502 can refl ect the appropriate changes within
its i nF]%FrI}?ﬁf’?r&iﬁo%‘le‘i‘Se“%&gg}L? capapilifips gd COQ\%?‘E@?LOPI '8 i@%&?ﬁﬁf’ﬂ%ﬁgfomms
poi nt managenent data structure 504 of FIG 6). In addition, the control
poi nt SO RAING§AZ. The nigsisk gondroppmniciB3-a3n thepibsepdesst Aladlyartiyp sighdnfognyioner
wireless termnals on behalf of the changed wireless termnal to reflect
its st & ethehdPgeapabla clehwnisland fcrl date dsteld mhipled@ Pdesuactibesdbehvegepisnch R4 cont r ol
point 502 can automatically performthese operations w thout direct user
i nt er veapabterelements. Alternatively, in other example implementations, the control points 702 and

704 of the wireless terminals 302a-b can be disabled and the control point 502 can function as

the single control point (e.g., a single master control point) for the network environment.

[0055] To form a single logical control point made up of several control points located in

different P2P-capable elements as shown in FIG. 10, control points of the P2P-capable elements

can work cooperatively as a single virtual control point using arbitration and negotiations. In the

illustrated example of FIG. 10, the control point 502 is a virtual control point made up of a

control point 712 operating in the AP 104, a control point 714 operating in the wireless terminal

302a, and a control point 716 operating in the wireless terminal 302b.

[0056] In the illustrated examples described herein, the control point 502 is configurable to

enable modifying its operation. For example, as shown in FIG. 6, a networked computer 512 can
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[ 0050] As shown in FIG 6, the control point 502 stores a control point (CP)
managenent data structure 504, which stores paraneter information

i ndi cat i weoab11R@P718apabilities (e.g., connection types, POTOBUWIODHIF08
supported authentication or security nmethods, etc.) of the wireless

term nal 302a-b and/or any other wireless termnals fromwhich the control
poi nt 502 has received P2P di scovery nessages and P2P capabilities
information (e.g., the P2P setup information 204 of FIG 2). In addition,

t he CP managenent data structure 504 can store P2P connection status

anot hoPeyra 3 s bt el el SR B s Rata o B2 G B et r e
504 t P2P ti t f P2P ' . .g., VolP
cer vi can SRETHOTHA SREIR (TP CLBAY PeBectpRb ot Saievp Ll HRAIE 8T Peant ng

service, printing service, etc.) for which a P2P connection is established
bet wee oyt p&4 anslsorcan ppogHy svhichHgpaspf HiislegeltEnmnaly samcameede oreastwr.afer

exanpl e paraneters that can be stored therein are described in detail bel ow
i n conmaanplowvigleds seiviee pt@idgromsy leet to bigecifl itheg bnixtvertlesx tampinalsgfrodie bys, t he
wireless termnals 302a-b are in conmunication with a network 506 (which
may be itsubsicanin annyctso omd @aother in WEANsaaht it @perdies areltianarckopdtideddfy ilsl G 4) via
the AP 104 and an AP 507. As shown in FIG 6, the control point 502 can be
i npl engrifesasn aldepagadiRy efietive (@dshuspetiof hetcumed pofdd s Bcdhbe t he control
poi nt 502 may be | ocated within a LAN, WLAN, or other network at sone

ar bi tr apyFRRLNIF AURERSS 20) & rBXsst BEnMAITEIRR SudiBitE Mdl # ca30R8yville o AiGinkAYn t he
APs 104 and 507). As shown in FIG 6, the wireless termnals 302a-

) : . . . J
PR R i S S G R AL B e
t he control %Oi“glﬁhs‘?[gz facilitates the dissem nation or advertisenent of

wi r el eSSMEEHERSA ﬁéﬁrec%igﬁéebrfnln} Ses to other wireless terminals. In the

illustrat ex | e El 6 and 7, the P2P capapiliti.es infornption
corrrruni[@ﬁ%gd th ql}gﬁﬁé%ﬁé@detpé’rt%?ﬁﬁ?@leﬁwﬁ-bﬁméqe% 03@&89% P HYMH8Ser ence
nuneral s 508a and 508b, and the P2P capabilities advertisenents fromthe
cont r oB0Bbsthe sompks Betedoandprpaipty dessribedhrrein saihps wicd tasdisepvankPB10b .

[0052] I n ot her exanple inplenmentations such as depicted in FIG 7, the
contr olcarpxbilﬁtes sPestablish P2P connections between two or more wireless terminals. For

instance, turning to FIG. 11, after the wireless terminals 302a-b have established a first P2P
connection 802, the wireless terminal 302a can discover another P2P-capable wireless terminal
804 and establish a second P2P connection 806 with the wireless terminal 804. In the illustrated
example of FIG. 11, the wireless terminal 302a can communicate with the wireless terminals
302b and 804 and is the P2P group owner or hub through which the wireless terminals 302b and
804 can communicate with one another.

[0058] In some example implementations, the multi-connection P2P session of FIG. 11 can
be established using one or more control points implemented in any configuration including such
configurations as described above in connection with FIGS. 6-10. In some example
implementations, the network topology depicted in FIG. 11 may be an inter-domain topology in

which the AP 104 is associated with a home network and an AP 808 is associated with a visited
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can alternatively be inplenented in the AP 104. As shown in FIG 7, the
wireless termnals 302a-b exchange the P2P setup infornmation 204 wth the
control psDrO11AB2718i a the AP 104. In yet other exanpl e iPEplIBIENDRAUISOONS, t he
control point 502 can alternatively be inplenented in a wireless termnal.
For exanple, FIG 8 shows the control point 502 inplenented in the wireless
termnal 302b, and the wireless term nal 302a exchanges the P2P setup
information 204 with the control point 502 via the AP 104 and the w rel ess
term nal 302b. [0053]Whi|e each of FIGS. 6-8 shows a single instantiation

Sont roreBEE Ol Be M P fteint By AT AP R B et 5'@@%&%9@ Sne or
D oy CREn Ao GRaR F5 v Fsh o S00a-bind Sl Hoith L S g ana g © "

arbitration schene may be used to indicate which control point |s to be
used agespcqtrsdemams. Byaddiion, tosMstagresgnivhicheack piip APh 164 ad 808gpclydasiat r at i on
and negoti ations between the control points may be used to forma single

| ogi calrespectivieconfad! pomnsitollarpoiswlistantialdy dpntidl tlthe gmtnat pdivEER).shneongbdl t he
separately located control points as showmn in FIG 10. [0054] To enable only
one of ps@waraalwatbodapotatipelly at®sd the fepactté domaiss tolfeciiastRP digcoperyaady cont r ol
point for a network environnent, an arbitration scheme nmay be based on a

hi erar @bmfeahoﬂ/mgaaéﬁldn@B%k&?ﬁ%ﬁ?&@%ﬂﬁ%%z%laa@8049n policy in which a
control point in an AP (FIG 7) should be selected over a control point in

a W rel@psd) t erfonad de%__ﬁé’lﬁ’ﬁle%%rhﬁle Fdrfind® LapaBific@d A2 Hi@lre BOS BEFIP8at ed in a
net wor K (such as in shoul d be sel ected over a control point in an

AP ( SUC&?{SQS Iﬂ the Ilhg'tratgg exdnyl Efff@t@ﬂhﬁal da?aﬂ:flt%s dta sttllﬁgtu 8{56 N dresoﬁa'ré}ﬁ J 02 in

the AP |s sel ecte e naster o rlnary contr poi nt’, ontr ol
ted as sl ave

poi nt's

br auxitargeesfebab B e oL e e T San i SRR & 67 The
sl ave ¢ trol poi nts 702 and 704. may be u to store P2P capabilities and
conf i g&%p??%wnlmﬁy rPé?Ylﬁﬂnmnt%WH‘élF%ﬁW“&ibgﬁ pughe}le érﬁ%ﬁl@’é‘gi% ? Mefhor k
envi ronnent and comruni cate such capabilities and configuration information
(or i ndineadMobileiAdhaice EOMARRayicsMarpgengent (BNDfigferfagees Hupesh SORYi 8t or s (URI s)
describing the network | ocations storing the capabilities and configuration
i nf or matandaryl pravesiareg praigerer. Temnanokr gigiontm@dting He RRgepabiliteestandl poi nt 502
can then broadcast or advertise such information to other P2P-capabl e

el enentcsnfanudatfoadnforhaion te sti@hidss ®hhningls E2iPd qpend e tHeaoisol it andatrustuciof the
P2Pcapabl e el enments. Alternatively, in other exanple inplenentations, the

cont r olasda@iaftt hethidek atdlain Qdcpiulliing; the PeP-egsablelcticoal s 302a-b can be di sabl ed
and the control point 502 can function as the single control point (e.g., a
si ngl e [§gwdl e 1QADYIKBH, iRl kGRS K 28 iphPREBIM lities parameters

correspond to a service type called “WLAN Peer Communications.” During a P2P discovery

process, the wireless terminal 302a broadcasts a discovery request including the service type

name “WLAN Peer Communications” to query whether there are any other wireless terminals

within wireless communication reach of the wireless terminal 302a with which to establish a P2P

connection. The wireless terminal 302a can then communicate other parameter information

stored in the terminal capabilities data structure 306 to the discovered wireless terminals (e.g.,

the devices 106 of FIG. 1, the wireless terminal 302b of FIGS. 3-11, or the wircless terminal 804

of FIG. 11) or to the control point 502 (FIGS. 6-10) using the P2P setup information 204 (FIG.
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[ 0055] To form a single |ogical control point nmade up of several control
points located in different P2P-capable elenents as shown in FIG 10,
control peDrOE/GH7IBhe P2P- capabl e el ements can wor k CcOOPETABIM@DIA4GE a
single virtual control point using arbitration and negotiations. In the
illustrated exanple of FIG 10, the control point 502 is a virtual control
poi nt made up of a control point 712 operating in the AP 104, a control
point 714 operating in the wireless term nal 302a, and a control point 716
operating in the wireless termnal 302b. [0056]In the illustrated exanpl es
descri her ei t he control paint 502 is confj.gurabl.e.to.enabl e nodifying
T R A S e A b b
can WO 2011/389718PCT/182010/054408 be used to access a configuration

i nt er f &Bh6P2% hown) of the control point 502. In this manner, an

adm ni strator can specify the types of P2P connections that can be

negot i 40%d] vi alheriernyeaicprabilish dita sopctug 06 plse Hislusse e pruyalighpLrrops heE Pesf
wirel ess term nals can connect to one another. For exanple, wreless

ser vi c@0ppd/prbearsnaraproperty tarmes ¥ddai dagh ofitht pokesty tipeed@s Extagpid prapaty
provided by its service can connect to one another in W.ANs that it

oper at egenp02 matudan éinb peckingan type D06, aafetwdrk abefigurdtionagel 208pmsergied typy of
service (QS) aspects of the control point 502 can be configured. For

i NSt an©gg, dnfal@muiciRhvsk disesvarpplot@aRiRic DaaiPdIRALIEARY tyfc TaN Reainde a

m ni mum | evel of Q0S, then the control point 502 can prevent that wrel ess

term n%?pe@l@!ﬁn%%t&blc% o 8 PAR sEARN QIR toAMBalab4bili R QGa Ml &LRSD6iRlifaal S.
[ 0057] Al't hough FI GS. 3-10 depict PZP connections between only two W rel ess

term ngls 1RqaR- Jgé’m {)@ Blt?é)odtg, @R | ARG RRIEPRRGL R Ccan be
used to agl SCOVEFeCBé C%%EI? | %I{isgs and est é%%?iﬁﬁfy%% connectl ons between two
or nore wreless, termnal s, For instan t urnin iﬂ(& ! r the
i r o e ol b FiefRavLFLEARR, e oR ST B’ BNEIRE! B3 BuieeRbita02, 1 he
wireles terni?g} 302 nﬁg% c ver_anotaer P2P-ca aﬁLe w reless term nal
804 andﬁ@g’c A hand @&gﬁg EJ)' 38 AAGEPT-JRC SEBING ‘{aﬁﬁil s garasiraedre Wni nal
804. In the illustrated exanple of FIG 11, the wreless term nal 302a can
comuniSOASPAFMCTS ReoGipted el dhe ratwpikpoafigoationdly afohe wiielessdernteal BOF gr oup
owner or hub through which the wireless term nals 302b and 804 can
comunitlairsiugdes i DEHE-baved Headdress (or a static IP address if DHCP is not available), a

netmask, a default gateway address, a DNS address, and a network address translation (NAT)

address.

[0062] The types of services 910 supported by the wireless terminal 302a include a

streaming service, a file exchange service, a gateway service, a sharing service, an emergency

service access service, different QoS classes, and a voice over IP (VoIP) service. The alternate

network discovery protocols 912 supported by the wireless terminal 302a include universal plug-

n-play (UPnP), Bonjour, session description protocol (SDP), session initiation protocol (SIP),

and universal description, discovery, and integration (UDDI). The authentication methods 914

supported by the wireless terminal 302a include an extensible authentication protocol (EAP)

method (e.g., EAP over IEEE 802.1X) and a username/password method. The location type 916

parameters indicate whether the wireless terminal 302a supports acquiring geodetic location
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[ 0058] I n sone exanpl e inplenentations, the multi-connection P2P session of
FIG 11 can be established using one or nore control points inplenented in
any confiwyoratysa7isncl udi ng such configurati ons as descPChaB200i4408 n
connection with FIGS. 6-10. In sonme exanple inplenentations, the network
topol ogy depicted in FIG 11 may be an inter-domain topology in which the
AP 104 is associated with a honme network and an AP 808 is associated with a
visited WO 2011/039718PCT/ 1B2010/ 054408 network. In such inter-domain

i npl enent ati ons, P2P discovery and negoti ati on nessages can be comruni cat ed
bet ween_t he wirel ess, ter.m.nals 2a-b and 804 via the APs .104. and 808 and
chei r rebgeihBnilis FUMP I SypaRYR: SPECol bt Chdiidieor The
APs 104 and 808 includes a respective control point (simlar or

subst amPiia| el adeive degethep i Do p B! @?%tosistfwmf« %@%ﬁdﬁtﬁdew Wit s can
wor k cooperatively across the separate domains to facilitate P2P di scovery
and coferagensyninpdgiionathp sriginsbeanabifitiehdatagtrusiuse 306 wdiepteanictiothe yirglsss 804.
[0059] FIG 12 depicts the exanple term nal capabilities data structure 306
of FI Gtergunah 39t iailphoniana himslhicld, asemputerda exateploe Hilaleyse niThapropertatypts ti es
data structure 306 stores paraneters indicative of the P2P capabilities and
conf i g@02atndths pefpetth @ames Hldessstoamminiaby 382 af exbhips. iInbdrenatangiic may be

provi sioned onto wireless term nals through APs or using, for exanple, an

Qpen MaBpleeMatib@Netvel G, doaivifGent MpsiRee it afOMmdsth S feaee®in thoir ough some
nonst andard provi sioning platform The manner of conmmunicating the P2P

capabi ki i es caRdiFenidtdurRid-e8od. nformation to wireless termnals can depend
on the topol ogy and structure of the associ ated network donain

|

T ", e FR TR e AR AL A0 o
The CP management data structure 504 stores entries for different wireless terminals shown as
terminal stations 1002 STA1, STA2, and STA3. In the illustrated example, STA1 refers to the
wireless terminal 302a and STA?2 refers to the wireless terminal 302b. In addition, for each
wireless terminal, the CP management data structure 504 stores P2P capabilities and
configuration information 1004. The P2P capabilities and configuration information 1004 can
include one or more property names and configuration information stored in the terminal
capabilities data structure 306 of FIGS. 3 and 12 and communicated (e.g., either transmitted
directly in its entirety or indirectly (e.g., using a URI reference for later retrieval purposes) by
wireless terminals to the control point 502. As also shown in FIG. 13, the CP management data
structure 504 stores the P2P connection status indicators 1006 for each wireless terminal and
service types 1008 hosted by the P2P connections.
[0064] In the illustrated example of FIG. 13, the CP management data structure 504 indicates
that wircless terminal STA1 is connected to wireless terminal STA?2, that wireless terminal STA3

does not have any current P2P connections, and that wireless terminals STA4-STAG6 are

connected via a multi-connection P2P session. The P2P connection status indicators 1006

21-



correspond to a service type called "W.AN Peer Conmunications.” During a
P2P di scovery process, the wireless term nal 302a broadcasts a di scovery
request iwol2odiesg7iBhe service type nane "W.AN Peer ConmiQirdBilons#ios o query
whet her there are any other wireless termnals within wireless

comuni cation reach of the wireless termnal 302a with which to establish a
P2P connection. The wreless term nal 302a can then conmuni cate ot her
paranmeter information stored in the termnal capabilities data structure
306 to the discovered wireless termnals (e.g., the devices 106 of FIG 1,
the wirel.ess, ter. wir el S S ter nal 804 of
Fig 14 %33 ’thS“f”ﬁ es%%‘ﬁ?’rnc%f) @%F’Fﬁ""%ﬁ"é%‘(dﬂn&éan 8“’[11@5? M RE YHERHA set up
informatjon 2 QFIG. WO 2011/ 039718PCT/ 1B2010/ 054408 2) to. i nform ot her

wi r el edilianghaw tae P ¢nacHions pigHRACiaBh e PartssIBreefisad) AnpFREn 4F-84 he

W rel ess ternlnal 302a. [0061] The term nal abilities data structure 306
al so i semgegeen wepd. dpnlex oysiglayipire pOPrityy ples- @8@86&1’1@6 Bines HO3dspistedidperty
nanes 904 for each of the property types 902. Exanple property types 902

i ncl udél@. 13 shkwrtbatilza® Fheanpeeiog detwean mateloss kriomakiSJuylanidd A petsa0& P a
services type 910, an alternate network di scovery protocols type 912, an
aut hentserek iand thay the PAR 4onmacli@Gdiivaren twyieées O btnina BB TA4AEVAEC Bodt ypénsBh8. As
shown, the terminal capabilities data structure 306 indicates that the |ink

mechan inSoR AeIHREBM P Avise PRQIIH RGN Dyhil d¥Bc WitcREEREminelk ST SBAR arciimedividean | EEE
802. 11 ad-hoc node, W-Fi P2P node, direct |ink setup (DLS), Bl uetoothO

(BT), ap @M%'eé&%@@%ﬁ%lﬁhé&%l@%@u&(ﬁ&@ﬁ ot ket the hiteREALLHiARs STRAG

term nal capabilities data structure 306 stores paraneters associated with

t he ne%ﬁ@g*ﬁ%%ﬂékg%%ﬁi%QQC908 of the wireless termnal 302a that includes a

DHCP- base dress (or a static IP address if DHCP is not available), a
net nmas def L G, wor k. addr ess
g (T TRAN RIS e L S U %Oéls}n%%a LB SPLERDY  he
wrele ternlnal 302a |nclude stream erV|ce i ] e exchange
servic%ﬁ 8%ﬁ§m§BW%i%émﬁgagﬁﬁ1$ﬂ§“§%2§?f ﬁd@ﬁe WﬁfxﬁﬁP i ce access

servi ce, dlfferent QS cl asses, and a voice over P ( ka;%»serV|ce. The
al t er nanBlepsnigaons. ticdefpreatipnshevp HOTIS . 91 ansalisptively DB ytorskinwFnasttes s

term nal 302a include universal plugn-play (UPnP), Bonjour, session

descri pedabensmcotssiblsl vig SDR)orks gy sudrexiappiei iamieamnpationsydtﬂ CR srmgengniidata

uni versal description, discovery, and integration (UDDI). The

aut hentireatiicd94 faidivodshed d4ka stuppae o€ cthelepntrsigownit 562 )eas stoer intlinadt rd@2acek ncl ude
an extensi bl e authentication protocol (EAP) nethod (e.g., EAP over |EEE
802. 1Xkudnd BRIWSRIQEIRE ADBRIN©ntoriRitiboshowhhia FIQCH i edrddydes Rteommanamss er s

i ndi cate whether the wireless term nal 302a supports acquiring geodetic
| ocat i §fhnner, instead of communicating messages to wireless terminals including all of the P2P
capabilities of other wireless terminals, the control point 502 can communicate URIs to wireless
terminals seeking to discover P2P capabilities of other wireless terminals. Wireless terminals
can the use the URISs to retrieve the P2P capabilities information from the locations indicated by
the URIs. Thus, when the control point 502 is described herein as communicating P2P
capabilities of wireless terminals to other wireless terminals, such P2P capabilitics messages can

alternatively include URIs for use by wireless terminals in accessing the P2P capabilities from

other network locations instead of a listing of P2P capabilities.
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WO 2011/ 039718PCT/ 1B2010/ 054408 i nformati on (|l ongitude, latitude, altitude)
and/or civic location information (jurisdictional or postal street address)
t oget her woth11appienal of fsets (used to detern ne accur RCE/1B20d0054404 AN

| ocations). In addition, the term nal capabilities data structure 306

i ndi cates whether the wireless termnal 302a is a phone, a handheld, a
conputer, a printer, or a H Fi device. The property types 902 and the
property nanmes 904 are shown only by way of exanple. In other exanple

i npl enentations, fewer, nore, or different property types and nanes may be
stored he rmnal. capabilities data structure 306. [Q063]FIG .13

dept ot 4006L" o IF T e 5 AR Efnnt S SabShy Plretif BbBosimiveiel Erbupiday |
The CP managenent data structure 504 stores entries for different wreless
t or m nAFSVCER G ERLeN ST 30&9-&‘11%%& Wit SPADA efiagoverenih SRS PPR ¢ ho
illustrated exanple, STAlL refers to the wireless term nal 302a and STA2

r ef er s ceRpbilities ang tabsish ¢ B2 hpomectzmpdn therdlladgtedicspmpleothe BaRiqanibical isdless
termnal, the CP nanagenent data structure 504 stores P2P capabilities and
conf i gieratinadid W2afborermttiadly coOested T essPeiRted &pa VL AN iipkasgnduorfwal thrpugin
informati on 1004 can include one or nore property names and configuration

i nf or malid AP 184 asiegldéfault TEER @020 Inmhneasipabr link ¢sedlistahant ptaoceditres: eAlddaglof Fl GS.
3 and 12 and communicated (e.g., either transmtted directly inits

entirethe QP 10NRishewh iyFIR 19 as atFtdhe@atiRlonir@ire¢-ei0e erch fol leavirdl@tri eval
purposes) by wireless termnals to the control point 502. As also shown in

FIG  13mfilfs $2 . 0AGRMRIE PR RpRIcHE!YES tRQfr R teRidae3 P28 R MRaEd ON
status indicators 1006 for each wireless term nal and service types 1008

I
host edtlﬂ)ﬁu%ﬂ‘aené?%ﬁ’rk%%%ﬂﬂe%éofinojglggd ﬁiéggﬁﬁya abbl MR LhAMLHoSXAMRIG Of FIG 13,

t he CP managenent data structure ndi cates that wreless term nal STAL

is con d t.o.w,rel ess termn TA2. . t hat .v»ir{2 s, term | TA3 does

IOy i T Al e B R R s S v e Vo

are connected. vija nmul tj.-connecti on. P2P sessi on. Trﬁ P2P connecti on status
& &b able

i ndi caf¥Eespbd? segbinhipisseecs paPEIIOIBEINIE) PBALGE -cap devices or services on

the network via a specified network discovery protocol. For example, the network discovery
protocol can be UPnP, Bonjour, SDP, SIP or a combination of these protocols. As a result of the
P2P discovery messages 1102, the wireless terminals 302a-b discover one another. In addition,
the wireless terminals 302a-b can optionally discover other dynamic aspects relating to the
network associated with the AP 104 including, for example, whether a control point (e.g., the
control point 502 of FIGS. 6-10) exists or other P2P services of the AP 104 are available within
the WLAN infrastructure.

[0068] One or both of the wireless terminals 302a-b then launches a P2P network capability
discovery protocol (e.g. an extensible markup language (XML) exchange) to communicate their
P2P capabilities and configurations with one another. For example, each of the wireless
terminals 302a-b can store a terminal capabilities data structure substantially similar to the
terminal capabilities data structure 306 discussed above in connection with FIG. 12 to store its

P2P capabilities and configuration information. The wireless terminals 302a-b then exchange
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indicate the wireless term nals that are connected and can i ncl ude
neta-info or netadata indicating how the P2P connections are made and the
parti cul awe 20f1/8908 connection (e.g., connection speed, PAUABEN0/034468 npl ex
type, security, etc.). The service types 1008 depicted in FIG 13 show that
the P2P connection between wireless termnals STAL and STA2 hosts a Vol P
service and that the P2P connections between wreless term nals STA4- STA6
host an instant nmessaging (IM service. In addition, while the wireless
term nals STA4-STA6 are involved in an | M session, a sinultaneously

occurring,RP2P connect .bet w ent wre T5 host s
2°Vol pelaRyfies EEs) W RSN P A 8% of ROV ﬁ?qugﬁ?ﬁswof? 2nd
connectj on formgtion (s shovvn in FIG 13 as st Ln a i nt egral
dat a sﬂlﬂlﬁﬁrﬁfﬁaéxa f-dhayacl e%ﬁrtertnasﬁﬂg*o ?ﬁOWH@Pat%%gP?ﬂﬁ? s, the
information showmn in FIG 13 can alternatlvely be stored in se arate

| ocat | &§saged Qi the yirgless taepifpr302b comsyaisatex ampié F2RsrrabilificatiMhs, the CP
managenent data structure 504 (and/or other data structure of the contr ol
poi nt BB3jage dh0&tAm exanmdé meenca dfasrrévit sshesnadlas defingRby thenWiodd tWidg Weber e t he
information showmn in FIG 13 is stored on a network. In this manner,

i nst ead’ oafordommWIC) pthatgn e sisaige arrtuggewhd B Respabiitynandalosfiguretiandnfogmatidn of
the P2P capabilities of other wireless termnals, the control point 502 can
COoMMUNii e ik XNIBInSestageM 108l 289 10@1sProradial is #eEE Ng A- 070l SkOMRIbIRAR Bapati| i ti es
of other wireless termnals. Wreless termnals can the use the URIs to

retrieveod Hﬁy R%Pud‘éaaﬁﬁpbt* subp&RdIPPbRbAMIUNRA SfsAM hiGisthGalidPddbad elugat ed by
the URIs. when the control point 502 is descri bed herein as

conmmuni P}E'P}@ Rﬁgrégﬁ%bgﬂgtﬂ% 651 0f). MEESI S AiEh & %1&&00‘?1'%@5%111 oB@h@ess

term n suth I'tTes iressages can ter’natl y inc URI s

for vmre ess te ccessi ng the P2P capabllltles from ot her
netvvor%‘l\?oca %ngns PIEE g}(ﬁﬂ §oj ﬂl &l ng of P2P capabilities.

2011/0 B2010/ 054408 0066 14 depicts an sage flow
di agr ai‘?@éﬁ kg Grealyhit ?ﬁeégié‘g‘i‘?é’ H@"t‘\é‘éﬁaﬁgﬁi a\ﬂﬁﬁgﬁ@é"i dge & Et-rrfirial s
302a-b via the wireless AP 104 to discover each other's P2P capabilities
and eswAlIcivsFrless myminabni{Batiippble [apsseriaty prd gitiatn apeeiianpvies tfeWpbPLcapabl e
wireless termnals 302a-b are initially connected or associated to a W.AN

i nf r astranotlmser qeefigweton ¢rriovdyendie MbstQenusivigesder theh be IrdkEe B different
connection or |ink establishnment procedures. Although the AP 104 is shown

i n Fl Gapfdl&atisnsam thetverkedicaniyale 02adni ahé dlustneadhsxahpie, theewintlesltaasnal
termnals 302a-b, in other exanple inplenentations, the wireless termnals

302a- b 30y scaddnedincttheQidstm@sRRUIWD0 ko the tWieleks fehfindsm26fwitiitsARlcagddescr i bed
above in connection with FIG 5. [0067]Initially, as shown in FIG 14, the

Wi 1 el egsviceiyPelahd 1R0SRe1B:s RERAGE 883D ROl K58 URDMnect response message 1112
acknowledging the selected service types and agreeing to connect. If the wireless terminals 302b
determines that it cannot support or is not willing to support (e.g., due to user preference) a P2P
connection type proposed by the wireless terminal 302a, the wireless terminal 302b can instead
respond with a counter-proposal connect request message (not shown) in which the wireless
terminal 302b rejects the P2P connection proposed by the wireless terminal 302a and proposes a
different type of P2P connection (e.g., the same or a different P2P service with different
parameters (e.g., authentication, speed, etc.)). In such instances, the wireless terminal 302a can

respond with a connect response accepting the counter-proposed P2P connection or counter-
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nmessages 1102 seeking to discover and negotiate with other P2P-capabl e

devi ces or services on the network via a specified network di scovery

pr ot ocol .wbas11ewampl e, the network di scovery protocol c&aThB200PnRa40880nj our ,
SDP, SIP or a conbination of these protocols. As a result of the P2P

di scovery nessages 1102, the wireless term nals 302a-b di scover one
another. In addition, the wireless termnals 302a-b can optionally discover
ot her dynam c aspects relating to the network associated with the AP 104

i ncluding, for exanple, whether a control point (e.g., the control point

502 of FIGS, i sts _or othe 104 .are avail abl e
TR L SR AT e I R S TIPS 6 v <
302a-b_ then | aunches a network ca ilit dlscover .g. an
ext ensi® sw%eddﬁf:ﬂ%cv%ﬁﬁga%m ml}mé}eem%fg%yoq% | R ELE o Horls %%#69
capabilities and configurations with one another. For exanple, each of the
wi r el ed@070¢y mWaﬂ%ths@lwrrateéﬁﬁa@mlépéFLQ f dshewsihe cemssi eaycsegesyageal 190r uct ur e
substantially simlar to the term nal capabilities data structure 306

di scussemraibtvm thacapebihitet inevsageis tl 045 iGptherexampt iopéeniansatip2P thraydiond of i es
and configuration information. The wireless term nals 302a-b then exchange
WO 201108971 8RGTE/rddR261 by OGdiion ¢ capdiitics hiceshigons agaberbi @t dapatilitiisng any
QS and/or class of service level requirenments. In the illustrated exanple,

the W h)s@gss 1 @uTdnathe 3A7dess il SEaaS vﬁth&%ﬂed??dﬁu@@ﬁfﬂ@@a'ghi fegs, thidL nmessage
1106 and the wireless term nal 302b comruni cates STA2 P2P capabilities

XML message: rbd @8 m@ﬂagf?(ﬁﬂ@lo? alcBStc@NCBuRf mBRagMrord GRENRcIERSerflBhdl @@ﬂ?by the
Wrld Wde Wb Consortium (WBC)) that can be used to arrange the PZP

capabi I'['h ¥ﬂﬁ@ﬂrpg8&dr§%ﬂ}%f_ ﬁig%aé ﬁ'.% Qa{nrgﬂd p%ﬂéﬁ?ed%s%%ésqg 8\311&1%95’ c | 1108

is provi € capabi |t|es nessages may I nclude a

list of Sy ted t nmechani ude: W-Fi
pop, wWPobl SEERaTRY BB OIS, S fegrRoris iy Smon i S ol

Bl uet oot hO AWVP, .or. singl e-ho mesh (1 EEE 802. 11 er the

capabi PFOYECObIey garabd %ﬂ?& PRGNS %%&ﬂ%%ﬁa@éd’ni’)ﬁhﬂl? %%E 19’ fs&j@anm@ach of
the wireless termnals 302a-b is able to associate and initiate a specific
ser vi c802a/f9dhe wirglsssiernpad JARD-uQEroEn f coibiaed erpabilitiphans cpepgshcIuStibs equent
services can then be initiated by different applications on the wireless

t er m natessagoRap steachba ¢nenrinimicased bt thd centenkpbiat St2hen bdheldloéths wirnless trami®D2a
sends a connect request nessage 1110 to the wireless termnal 302b with its
sel ect e@2Isertht oarcleypesninalrid2ahe wirel ess term nal 302b responds with a
connect response nessage 1112 acknow edgi ng the sel ected service types and
agreei nepAp cornether reludehiee Wil 688 ch@ieall Arbsg&02bwy ebattRs Wirtless tbiahals t
cannot support or is not willing to support (e.g., due to user preference)

a P2P ggnngché QftcleyPermhoR 9624y @e}h dfe M RbBSSs 19@15 RipasliitidO&4f paphe wirel ess
term nal 302b can instead respond with a counter-proposal connect request

Message, (Mkics AW EBm"Xﬁg lhet ngrel%sr SR tg]&gﬁdnn@lo ﬁanggSslu%géq%eﬁth e PP

connection proposed Mﬁr ess termna oses a different

P2P P2P h
i Frer ARG RREH s Hghgr ﬁ?ﬁ%ﬂﬁ?mffﬁs oo Soh ey @a%sotﬁ?fﬁsvﬁﬁ’e W
i nstances, .the wrel ess tern1 302a .can resaﬁpgemnth a nect r.esponse

accept CAFOHHES BB PLsidYs <8 RstnasHReCr o Bupiigpte PIP connection.
[0072] As shown in FIG. 14, after a P2P service type is agreed upon by the wireless

terminals 302a-b for establishing a P2P connection, the wireless terminals 302a-b begin
association and wireless provisioning service (WPS) negotiation communications 1114 with one
another to provision a P2P connection with one another. The wireless terminals 302a-b can then

send P2P communications 1116 to one another. In the illustrated example of FIG. 14, the
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WO 2011/ 039718PCT/ 1B2010/ 054408 propose different P2P connection
paraneters. Such P2P connection counter-proposals may al so be used in
connect i oMownt3gmAat rol points such as the control poi nPCTOB2016/013H)8 6- 10,
15, and 16). [0070]Wiile the illustrated exanple of FIG 14 shows the
connect request nessage 1110 separate fromthe capabilities nessages 1104,
in other exanple inplenentations, the volunme of nessages can be reduced by
conbi ning capabilities nessages (e.g., either of the capabilities nmessages
1104 fromthe wireless term nal 302a-b) wi th connect request nmessages

t r. 1110 t f
{ne-wi PEARLEOTBFRWAFES) (PRREE oty BB GoRET sl ISR MR ERR ol o
b I d t Wh h th trol t 50 d (FIGS
o 10, 1SRRG '5%v'@%?i‘ﬁﬁéq%'p@onwiﬁfiou&aqqﬁrfsﬁé%ﬁw%%yﬁ# LR pr oxy

a conblned capabilities and connect request nessage on behal f of the
wi r el ed3Prarnectiens theslg reqineign infpinadiss APeppriiabe sognishef beswerngbe wiclesnbi ned
capabilities and connect request message can instead be conmuni cated by the
cont r olterpwiatt 3D onsusbhaliftemicdidne ARi(e.gl. 8ssAR é04Hi nal 302b to the wirel ess
term nal 302a. [0071] To further reduce the volume of exchanged nessages
bet weeni0@M3¢ wiKIGl. éSdedias an evaingle message flow diagram representative of communications
between the wireless terminals 302a-b and the control point 502 to facilitate discovery of the P2P
capabilities of the wireless terminals 302a-b and establish a P2P connection therebetween.
Unlike the messaging exchanges depicted in FIG. 14 in which the wireless terminals 302a-b
initially communicate with one another via the AP 104, in the illustrated example of FIG. 15, the
wireless terminals 302a-b initially communicate with the control point 502 to discover one
another on a WLAN infrastructure and to receive each other’s P2P capabilities and configuration
information from the control point 502. Although not shown, the wireless terminals 302a-b still
communicate via an AP (e.g., the AP 104). However, such communications are initially directed
or routed via the control point 502, which as described above in connection with FIGS. 6-10 can
reside in a network, an AP, or a wireless terminal or can be a virtual control point formed of
separately located control points.
[0074] Tuming in detail to FIG. 15, after the wireless terminals 302a-b are associated with a
WLAN infrastructure, they communicate broadcast P2P discovery messages 1202 seeking to
discover and negotiate with other P2P-capable devices or services on the network. The P2P
discovery messages 1202 are received by the control point 502 so that the control point 502 can
create entries of the wireless terminals 302a-b in its CP management data structure 504 (FIGS. 6

and 13). The wireless terminals 302a-b then communicate respective P2P capabilities messages

1204 and 1206 including any QoS and/or class of service level requirements. In the illustrated
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302a-b, the wireless termnals 302a-b can cache one another's P2P
capabilities and P2P capabilities received fromany other wrel ess

t er m nal swolzn1ttdspa8nmanner, duri ng subsequent connecti on®CRIBI1ON4ENOL her ,
the wireless termnals 302a-b can refer to each other's P2P capabilities
that they previously cached to negotiate and establish one or nore P2P
connections. [0072] As shown in FIG 14, after a P2P service type is agreed
upon by the wireless termnals 302a-b for establishing a P2P connecti on,
the wireless termnals 302a-b begin association and w reless provisioning

service (WPS e ni cat 1 th t i
oo EStRE R feb R B CRE R ORn e Ly R PR 5h o S o "
d P2P t 1116 t ot h th |l ustrated | f
Pre o SoAT Bt S omnrery Dhsod ARom s Rl 0GR CEomHls AN ons
1114 and P2P communi cations occur directly between the wireless termnals

302a- b P#P gapabpitios gwshivsee 1 7¢nindha fegnof thedil A=2i Gagakihigesi Qylbrmesgaesry 0APTho 4.

However, P2P connections that do require an internediary AP can also be
est abl icaiteal poist H@2enntrherivi the PR sapebilifienabsag8130band R0Swoh sare that er nedi ar y
AP (e.g., the AP 104). [0073]FI G 15 depicts an exanpl e nessage fl ow
di agr amspepive sepbiiticy é ©fpectivinantdicai tlerSP hehagearnt duea swtucalreS® foecarhndl s
302a-b and the control point 502 to facilitate discovery of the P2P
capabi lhdwedeRfterhliglysoaliess term nals 302a-b and establish a P2P
connection therebetween.
[0075] In some example implementations, the control point 502 can cache P2P capabilities
information for different wireless terminals. In this manner, a wireless terminal need only
publish its capabilities once during a first connection or association with the control point 502.
When the wireless terminal subsequently connects to the control point 502, that wireless terminal
need only publish any new or different P2P capabilities relative to its previously published P2P
capabilities. In addition, wireless terminals can cache P2P capabilities of other wireless
terminals. For instance, the wireless terminal 302b can cache the P2P capabilities of the wireless
terminal 302a for use during subsequent connections with the wireless terminal 302a. In this
manner, the control point 502 would need only forward the P2P capabilities of the wireless
terminal 302a to wireless terminals that had not previously attempted to establish P2P
connections with the wireless terminal 302a. In addition, any time the wireless terminal 302a
has been provided with additional or different P2P capabilities, the control point 502 can
communicate such changes to the wireless terminal 302b.
[0076] In the message flow of FIG. 15, the control point 502 broadcasts a station capabilities
advertisement 1208 to the wireless terminals 302a-b and any other wireless terminal in

communication with the control point 502. The station capabilities advertisement 1208 can be

implemented using an XML message 1210 including the P2P capabilities and configurations of
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Unl i ke the nmessagi ng exchanges depicted in FIG 14 in which the wreless
termnals 302a-b initially conmunicate with one another via the AP 104, in
the illuswoavad3gxanpl e of FIG 15, the wirel ess term n2CI/IBDA®OII4NI L1 al |
comuni cate with the control point 502 to di scover one another on a W.AN
infrastructure and to receive each other's P2P capabilities and
configuration information fromthe control point 502. Although not shown,
the wireless termnals 302a-b still comunicate via an AP (e.g., the AP
104) . However, such conmunications are initially directed or routed via the
control 0|nt whi.ch as |be bove onn

Cont 1ol Bg! TS Tt R BRSh! A5 RS aflératﬁlﬁﬁf B et TRy T v
control oi nt fornmed of se ar at el ed cont |nts 0074] Turning in
det ai | PP cppmsctiqns; Infhediiu @dm@lsggF@ A Wy gtY AES fgﬁelnéls’é)&eie%d with
a WLAN infrastructure, they comruni cate broadcast P2P di scovery nessages
1202 séefstatdish s PaP §@Wétiorawﬂh Hegutdless eermpinah3 Gbhdie voroesg yablab3@Pavi ces or
services on the network. The P2P di scovery nessages 1202 are received by

t he combmolungeicnt ceORCEOqUdIaMesshge RdAte tie vitslays teBdihat 302 bovidattesedastedi es of
the wireless termnals 302a-b in its CP nmanagenent data structure 504

(FI GS. sé&rvaadypks)and Teevintlcslt@ssndl 02h repadSG2a alvonitenrespmezimessage12ldspect i ve
P2P capabilities nmessages 1204 and 1206 includi ng any QS and/or class of

ser Vi cacltdvwatdgipht EQeRat Rrviddtypdiant lahidsing & €shnedOIn other example
2011/ 039718PCT/ 1B2010/ 054408 exanple, the wireless term nal 302a can

comun '119?1Teﬁ1ehtraﬁof e Ccanal ﬂegﬁésﬁﬁeﬂﬁ%ez 200 ahf itfBnhLY F@sﬁtﬁns@ Hﬁss%gé‘h 14 can

capabilities XM. nessage 1106 and wi reless term nal 302b can
capabi Iy ﬁ@ggﬁﬁﬁ&%t'tﬁ#ﬁ%aé%ﬁ%w%?%& BB B e o

capabllg |e%1if§sqﬁ leQ% 4%$;206 gnd store the respective capabilities
in resg ¢t VST FT Y 67 ¢ he ﬁ%éﬁﬁent data structure 504 for each of

the w s term nals 302a-Db. 075]In | e i npl enent ati ons, the
controﬂ&%ﬁfnt Tggome gxp %H@ﬂﬁﬁﬁh@ﬁﬁﬁﬂpFWﬁFggl ﬁgﬁﬁﬁ¥P YAt f £ er ent
wreless termnals. Inthis manner, a wireless termnal need on publ i sh
its capabmatonethc sortel aont HY @nftteﬂ@tﬁwﬂf@@@f%ﬁuwwaa@s@@%tqaa@blu{tsmt he
control point 502. Wien the wirel ess term nal subsequently connects to the
cont r olthqueition capEd]litich advarfiseaicas 208 et therle ingswak ominpumpedtion Yhtweny tweer or
different P2P capabilities relative to its previously published P2P

capabi hnidre esrclebnteadidals imalicating be intssst ireestabhiahiag e RAP camtretidR?2 rloagaturkd t i es of
other wireless termnals. For instance, the wireless term nal 302b can
cache theld2RraaRRRhbWINg8ECIOMmtckdve (V. Mah 8 86nreet o ued malZer) irD¢stdbiishiAkli i ng
subsequent connections with the wireless termnal 302a. In this manner, the

contr olpzpfebﬁﬁecéét?- chQomﬁ& 5@@ le¥n t&ﬁmartlelatt Qﬁott’é?ans@%Hidtﬂgtm&% ldetN&
wi rel ess term nal 2a to wireless termnals that had not "previously

att e”"ﬁ&ﬁref:@refé?én%@éé ghaf ‘%Elslcr%gt{sé?e‘}ﬁdt&@%fw ?Etgérétﬁ e‘%L R Rira g‘agétwo 2a. In

addi tion, any tine evmre term na een provi
23%%%@2"{%{%%@ J‘{L,Iﬁga%)é%e ﬂbﬁﬁ:ap%o ﬁt fiigs ;rr son ofne ?%Ef%leclgl}n %ﬁgelé]tt) f())lnsn,twhen vitefess

terminals such as the wireless terminals 302a-b show some interest in establishing P2P

y

connections, the wireless terminals 302a-b can exchange their P2P capabilities with one another
while bypassing the control point 502 for this exchange. An advantage of this type of
capabilities exchange is that while the control point 502 enables the wireless terminals 302a-b to

discovery one another through notifications including indirect references (e.g., URIs), further
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[0076] I n the nessage flow of FIG 15, the control point 502 broadcasts a
station capabilities advertisenent 1208 to the wireless termnals 302a-b
and any ovbepimispaBess term nal in comruni cati on wth tRETAB2NIH/0344¢801 Nt

502. The station capabilities adverti senment 1208 can be inpl enmented using
an XM nmessage 1210 including the P2P capabilities and configurations of

WD 2011/ 039718PCT/ 1B2010/ 054408 all the wreless term nals connected to the
control point 502 and avail able for conmuni cating via P2P connections. In
the illustrated exanple of FIG 15, when the wireless term nal 302a el ects
to establish 2P connection with .the wirel ess term.n 02b,...t.he wirel ess
tor m narosBSs bE R LAREL G et hd ke P b SR b S BASk PRR L oo
termnal 302b with its sel ected service types, and the wirel ess term nal
302b r ESHBRUSHCHHER RoHikees ey nal ssage 1214 acknow edging the

sel ected service types and agreeing to connect. In other exanple

i npl end®78 i orRetumig te Hieribletraicd gaaplepd EKade . affer 2 PERECHVIRS tERsnfdgicet esponse
nmessage 1214 can be conmunicated directly between the wireless term nals
302a- b uppn bypthe vawsilayg teremabsof a-bl forppiabtistBnga BEP eonnicettcay the dvireleps semnwialse f or

t hese nessages. [0077]1n sonme exanpl e inplenentations, to reduce the vol une
of com30pi-bhtgd assotiatiormindonireltk eradnidring sqpdcaiWBSPnegatiatioa comnfunipatieds t o
defer publication of P2P capabilities via the station capabilities

adver t iigedBiRdctld 28t dhRtahbththeitiRut SorS@IRcAMFNAMHE @bhteS) pbRE YEE Mn MO nRhAndYDr €
wireless termnals indicating an interest in establishing a P2P connecti on.

Thus, Rid WielbQ thliRl €SP al FEaR1aBR Rt SHAWrA\GsiSYE B2 b BERIE I W h Sne an¥tiRr.2
connect request nessage) in establishing a P2P connection, the control

poi nt ¢ r\xﬁlf%ﬁs§;f%%}ﬁgis%@ £b %aﬁ&feh EohAuh R WA dﬁgiaﬁgthaj xﬁ&?zl%‘ ?&ﬂﬁﬁﬁic&fons

i ndirect references such as S representative of the different wreless
ternianf in a network environnment having sone P2P capabilities. In sone
exanpl e”inipl ement ati ons, when wireless termnals such as the wirel ess
termnals 302 -g» hqow.sonme interest in_establishing P2P cannections, the
w r ol od0T0L, Gy EORHETER exay CBRAGLPR AT B BDRAAHIe A AbSPwi th one
anot her whil e bypassing the control goint 502 for this exchang;.‘An
advant &aabditics Hympamig gadags preggsa bicilitated By thecnaiR)doind SPhads siiowre thervardesat r ol
poi nt 502 enables the wireless termnals 302a-b to discovery one anot her
t hr ouglermanalf 32athi leme ongrahg I hepmmuiications t ¥ easerresedt qfe.pyeviousR28) , furt her
WO 2011/ 039718PCT/ 1B2010/ 054408

capabilities exchange (e.g., the messaging exchange of FIG. 15). During the ongoing P2P

communications 1302, the wireless terminal 302a undergoes a state or environmental change

1304. In the illustrated example, the wireless terminal 302a detects a calendar event (e.g., a

meeting time) and, as a result, the wireless terminal 302a is placed into a silent mode. In

response to detecting the state or environmental change, the wireless terminal 302a

communicates a capabilities change notification 1306 to the control point 502. The control point

502, in turn, stores the updated capabilities and communicates the capabilities through a proxied

capabilities exchange update 1308 to other devices or elements (¢.g., the wireless terminal 302b)

within the WLAN infrastructure. In response, the other devices or elements such as the wireless

terminal 302b re-communicate their capabilities information 1310 to the control point 502.
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resources of the control point 502 need not be spent on further negotiating
P2P capabilities and connections between the wireless term nals 302a-b.

[ 0078] Retwiorzbrugp3pas8t he il lustrated exanple of FIG 15, &fTaB20a0/Palsservice
type is agreed upon by the wireless termnals 302a-b for establishing a P2P
connection, the wireless termnals 302a-b begin association and wirel ess
provi sioning service (WPS) negotiation comrunications 1216 directly with
one anot her without comunicating via the control point 502. In this

manner, the wireless term nals 302a-b can associate and provision a P2P

connect W t.hh one anot The wireless term nals . .302a-b .can then
communi00L "\ the BRI RDe i SriSs % Tt B S iBad S0 R 16
depi cts an. exanple nessage fl ow diagramrepresentative of a P2P.

capabi |C?1f%bé§wa$§§ﬁ fﬁa&&a eeCOBFgfc@é%‘%Pg&’i“} MEA%e aRAPPHBL St Wisdestt 502,
As shown, the wireless termnals 302a-b have ongoi ng P2P comruni cati ons
1302 aéel‘ﬁm??’é%iﬂzﬁ'bd?w&a@)‘feét%ie@uEOWU@Ep%iCPW{fQ@@méQQng((@@ ppliciashe
nmessagi ng exchange of FIG 15). During the ongoi ng P2P conmuni cati ons 1302,
t he wi betvass theayindlesalter@dRés 103ddr(goegolwing the B2deonmnetiangnBwahtpelicchange 1304.
In the illustrated exanple, the wireless term nal 302a detects a cal endar
event (efogcemeat canah¢lody reiofe)ing matl/oras-sabmesny tequdstyao Wervelk s tdravimalsd2a302a
is placed into a silent node. In response to detecting the state or

envi r onie ii-adtattiiaBgRvist REP WL ubiaf McpbropHid@ réQsvaLap4bAiRS. B some
capabilities change notification 1306 to the control point 502. The control

poi Nt 30Znplk InpfiBntaBSRl FRici v ak&fodRRaR: I ldl 88/ 0R Bt &R BIULN6A%8S t he
capabilities through a proxied capabilities exchange update 1308 to ot her

devi ceg, Qr Q& gﬁﬁ@% %irgl%ss(%rmihﬁtg F}é"é,r Bl cfiSie haf i Rter g(lgll%f&s Mehihig aﬁhﬁlgﬂ%ﬁg

infrastructure. I'n response, e~ ot her devices or elenents suc

wirel ess li(erm'lnal K Ogb r.elhé:tommni cate thejr capabil [ ies information 1310
o't he Rskt PBRomiy a2pan RIS buwintElcer B30 169k 205 | 0080] The
contr Ol[O&ﬁi] nt 19c26 cgga%rﬂitpers %gveesbsegg rqusctjabrlriEgeid?g gesrietsb) ogex(%%(?rg %gnnregt\ll(i)nsed/ proxi ed
requests for respective P2P communications are sent by the control point 502 on behalf of the
wireless terminal 302a. In the illustrated example, the control point 502 sends a revised connect
request message 1314 to the wireless terminal 302b to update the ongoing P2P connection
between the wireless terminals 302a-b. In turn, the wireless terminal 302b communicates a
connect response message 1316 to the control point 502. The request 1314 and response 1316
negotiate the capabilities to be used with the available P2P communication path. In this manner,
the wireless terminals 302a-b can continue to communicate via a P2P connection using revised
P2P communications 1318. In the illustrated example, the ongoing P2P communications 1302
between the wireless terminals 302a-b were capable of carrying VoIP communications.
However, the state change of the wireless terminal 302a causes the wireless terminal 302a to no
longer support VolP communications while its user is in a meeting. Thus, the revised P2P

communications 1318 support only instant messaging (IM) communications while the user of the

wireless terminal 302a is in the meeting.
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capabilities 1312. That is, the control point 502 can nmanage the
capabilities that the wireless term nals 302a-b have advertised. For
exanpl e, wheota3tTel point 502 can enforce policies bet REEABANFOWHIE] eSS
termnals 302a-b (i.e., policing the P2P connection). Such policy
enforcenment can include re-offering and/or re-submtting requests to the
wreless termnals 302a-b to re-establish or revise P2P connections using
the appropriate revised capabilities. In sone exanpl e inplenentations,
policies nmay be used to limt the type and/or breadth of capabilities

provid ot.her reles r to ensu that the o

b ot oS0, i IR wi S Gidad € ThSeken bt v1deS I e R gt ing

mireles term naj a voice ca 0081] Once capabilitjes ha e been
re- ost ABHIEShEG W&Pé“e?%@neremo%hoai %4 Q%%Fﬁa@&lpv ahmrelaraegttsbyrisr ueEshect i ve
P2P communi cations are sent by the control point 502 on behal f of the

wi r el edgreless rmul 3op anstgnge, tSH‘éh MLAN eparoamepschspees covldandletand)iP bangt 502
sends a revised connect request nessage 1314 to the wireless term nal 302b
t 0 updag-eortfiymrading tdkey oPAH seyimset névorerbist heivg provesionicd elibske WA (eag.s 302a- b.
In turn, the wireless term nal 302b communi cates a connect response nessage
1316 t e@oicher amamimg mpdia pdrvis€d, a WIAN eqruies beih G Ihtdoveh despprisentd®ko negoti at e
the capabilities to be used with the avail able P2P comruni cation path. In
this mMapn@enantd@r WWIEARSSIntie 00 & s3Q4R10 16@Rr BARE hdtdiBlodeOBRbIbcat e Vi a
a P2P connection using revised P2P comuni cations 1318. In the illustrated

exanpleudﬁﬁqo@hggkngnBgﬁaﬁggﬂynications 1302 between the wireless termnals
302a-b were capabl e of carrying Vol P communi cati ons. However, the state

¢ hange lhe fﬂrﬁfﬁ%ﬁﬁ% b RIER N3 -B2an ¢ Wé XIVIE sMef 1968 f&r%’éé‘]n”ﬂllangﬁga

no | On uppor CornTUnl cati dns elts user I1s i1 n a nee

the re nl Cat .ons rt. on I nst ant Ssa

the r oy e AL e Bl b RL, aeregrlii%
meetin WO 2011/ Q /182 0/0 440 The tes de d |n FI G
16 mmy 1A el B%“t%%%%%@&%% P S?r{h St see 915

envi ronment w t hout any direct |nteract|on or |nvolvenent the user of a
Wi r el e SEZANEAKN FYirclaspycryige pranicers. %errs,\mmrtswrrﬁt@rﬁxéﬁ\twecmmg&urémrta

i nclude an AP being re-configured or taken out of service, a new service
bei ng provitigicdn&thewiht ktradterc W AN s¢leenapta 1409 noay dianeﬁtnoeamblhgddi'é@iaa%ler vi ces),
a WLAN service being shutdown due to preventative maintenance, or a W.AN
pri nti mgpathditicse or service no | onger being accessible due to factors such
as | owtoner, out-of-paper, etc. [0083] Turning nowto FIGS. 17A-17C, an
exanpl 008l s chesniAORMIObasds B2P Bapabil@idgindag? Bovapatkirated RSFIGRdISA
configuration information comuni cated between wireless termnals (e.g.

the W nghess T8 mabaeéﬁziact)aabﬂae@ﬁl@yslag@ﬂsooittﬁnaataaﬁ&t A abQCarce With tti@

defined by a standards organization, wireless service providers, carriers,
net wor fﬂ@ e
struct El r glpeeaf esagec }r/rélaotba Arll%%lftl@ag %ﬁanglé%%s%dg Eg%@a‘bhg& tl Ong??%)ot gfild

be based on an XML Document Type Definition (DTD) or a combination of XML Schema and

Thus,

Resource Description Framework (RDF) XML constructs. The XML-based P2P capabilities
message 1500 indicates P2P capabilities and services accessible via an AP (e.g., the AP 104).
For example, the AP 104 may be in communication with one or more P2P services including
VolIP services, printing services, streaming media services, emergency calling services, etc. that
can communicate via P2P connections with wireless terminals (e.g., the wireless terminals 302a-

b). In some example implementations, the information in the XML-based P2P capabilities
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capabilities. [0084] An exanpl e XM.-based P2P capabilities nessage 1500 is
illustrated in FIGS. 18A and 18B. The XM.-based P2P capabilities nessage
1500 is iwplzenenspad i n accordance with the defined XM. #ChARR101/43908

Al ternatively, the XM.-based P2P capabilities nessage 1500 coul d be based
on an XML Docunent Type Definition (DITD) or a conbination of XM. Schema and
Resource Description Franework (RDF) XM. constructs. The XM.-based P2P
capabilities nmessage 1500 indicates P2P capabilities and services
accessible via an AP (e.g., the AP 104). For exanple, the AP 104 may be in
conmmuni catio

n.yth e or. nore.P2P services in | ces
st SRR RS S  E e e At SR AL s
et c. that can om‘rum caéﬁww a 5@5 conne c':é Es with WI el ess termnal s
(e.g., IEé%f‘éprtIS@ gipgient). pug Prée%%ﬁ?ﬂ BUF4YON SHERON Bs, t he
i nformatl on in the XM.-based P2P_capabilities WO
2011/ 039718 PEF compotiohobrugh a periiggeionmhannehuiie, B rpupicsiodtghiar davch
central conponent, relay, or infrastructure (e.g. a BlackBerry Enterprise
Ser ver p(@ES) smhrap@MAtI)M oBifclull beentabladhed mbughpuronicityre o prgpoistant (noan cont r ol
P2P connectivity through a configuration channel using, for exanple, sone
hi gher staayad) @twdrkgodvisotihg systdaiVAA Divhativelyt, thecXiVd. -ixeeER2Radphisiigek hémsaiegh
sonme type of proprietary (nonstandard) network provisioning system

Al t er nasoyeky alsb Be pepdiatbdaripddRd baRabhldyhigis JoRsEENE PLPQApdmticalbso be
popul ated and updated based on dynamic detection of P2P capabilities or

Ser Vi cesv{8s & Mﬁﬁdﬁ@b‘&er@b&@%&mEifn@)’éo%bs%fﬂl@ﬁh {1RCLe$e4 bl e via the AP 104.
[0085] I n the |%’I ustrated exanp of FIGS. 18A and 18B, the XIVL based P2P

capabi l[?ﬁg 5§S rfﬁ%lﬁealﬂgjgjai A 1eccﬁftF‘f§S 1@% h\éﬁﬁlgllﬂﬂlg{] e Eﬂmlﬁes

accessible via t 4 supports two a w t xes AH- Li nkl

IXVF;A\HhLI e iwﬁf%aﬁe%i’%%ﬁﬁaﬁw wﬁgf%fﬁée'gé DGR EALET thes
| PV4
on an P hgaﬁév%fiﬁ%é%%”@iﬂL%iﬂiﬂAﬁpL s e ARG raced

192.168. 15. 0 mask 255. 255. 255. 0 (192. 168 15. 0/ 24)) Pr e- provi si oned

ser vi cégcathat is AW P28} H@FGth’a%FdW;fémlmﬂsm@&%\?lléﬁo pe Mdigates that the

cl ass-of -service defined as "W Fi:Voice', an energency services access

pl at f oL Adniel cenfigursclies gr IRV 4 based netwiosk using BHE Rteed besedwplag IP bamist t he W Fi
and clock services are directly able to make use of |1 PV4 nulticasting over
Si mpl e rGeesentee abusPoaddregs BrdduboaimasBEDR) subnkt 192.16R6 5 Omeasg @52 552530 ces
access platformmay use sonme other (as yet undefined or yet to be

det er m( ned)6sdisCDMR I Bre peRiadTBrcdlsBrvasddl biel s@Bwn @ inelud g SKypEOVESIP spiv@de0COol s
including UPnP are specified and a mapping is provided for the SkypeTM Vol P

ser Vi ¢&yifn1£L £aEYicS AENAIS s CARE R it Jart Qﬁer@é}{c‘} seﬁ[de@&cceésfblét?o?m' 9&1‘4 ifier
(e.g., aprinting service identified as PrintingService'

e B e e v o

make use of IPV4 multicasting over Simple Service Discovery Protocol (SSDP), while the

emergency services access platform may use some other (as yet undefined or yet to be
determined) discovery scheme. In addition, alternate discovery protocols including UPnP are
specified and a mapping is provided for the Skype™ VolIP service and for any service containing
the word ‘Print’ in its identifier (e.g., a printing service identified as ‘PrintingService’). In the

illustrated example, Bonjour discovery protocol is another alternative. The Bonjour service may
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be applied to the statically defined clock service or any service with the
word "Time' inits identifier (e.g., a time synchronization service

i denti fi edoas1MsP™8r KTi ne' ). [0086] Referring now t o FI GPCTAB20ad034408ust r at ed
exanple of the wireless termnal 302a of FIGS. 3-11 and 14-16 is shown in
bl ock diagramform The wireless term nal 302b and any ot her P2P capabl e
device configured to i nplenent the exanple techni ques descri bed herein can
be inplenmented in simlar fashion. In the illustrated exanple, the wireless
term nal 302a includes a processor 1602 that nmay be used to control the

overall operatign of. the . wireless termnal 3 ro Sof. 1602 may be
"ot eneraBaiads 8 BreuRtShhErBatsbERTh M sivES s tRe ReRE PR R o7 o

si gnal essor, dedi cated hardware, or. _any conbination thereof. [0087] The
wirel ed nflé?rn(Fﬁala G SE A RN identifiedpn Arctyeikd 48% ) gener at or 1604 and
a termnal data parser 1606. The term nal nmessage generator 1604 may be
used t d0Q6her d%f@fp e $ayde FiGdPush Wysttdied pappieafibe vielsysitermind 399uolf FI G
2. The term nal data parser 1606 may be used to retrieve information from
menor y Fl@S.g-1 1 and3¥W 4.6 3Rywn Foblodxdiagrhm, fotnheThewnelnss terizna 302 swkany606 can
retrieve ones of the P2P capabilities paraneters and configuration

i nf or mathico 2Pl cgatiksiedicabafgurdl tc anplemitntahe stantpld teehti remdesalibedipadinichi | es
data structure 306. For instance, when the wireless term nal 302a receives

a P2P oapaplehichice s dBSs0@6hiGE . 1§ the 1I0&r AKX abpRAMeWikd &S tofdinaBGRage 1108),
the capabilities and configuration information can be stored in a nmenory of

the w Leh@Ra ?dc@@sﬁﬁiw@quﬁ n%i}doerlﬁ&dﬂoec\éﬁfﬂolftﬁ@&etril?oﬁmmbf B ikgeder m nal
data parser 1606. [0088] The wirel ess term nal 302a also i ncl udes a

capabi Lifjies 62%.'%%3)?] FABP 160 A T Red RERLP estaiﬁf ERAcERPuldhePt NET

P2P setup |n ormat | use 11T neg tlatlng Ing
connect IroccrJ \Mr a di1gita ?tlhﬁa PZE Cfa glceﬁ #ar grss rtan om natl nt errv ce. The
capabipﬁf &g éﬁ% %FIE§H§ ﬁ@ 3 gﬁ ab?'éMY % Sa¥Rlini cat i on

modes rangters based.on djffere t factors or
?6 8%? rIﬁle wireless terminal 36321 also inc udes a terminal message generator 1604 and a

terminal data parser 1606. The terminal message generator 1604 may be used to generate
messages including the P2P setup information 204 of FIG. 2. The terminal data parser 1606 may
be used to retrieve information from memory (e.g., a RAM 1612). For example, the terminal
data parser 1606 can retrieve ones of the P2P capabilities parameters and configuration
information discussed above in connection with the terminal capabilities data structure 306. For
instance, when the wireless terminal 302a receives a P2P capabilities message (e.g., the STA2
capabilities XML message 1108), the capabilities and configuration information can be stored in
a memory of the wireless terminal 302a and retrieved from the memory by the terminal data
parser 1606.

[0088] The wireless terminal 302a also includes a capabilities selector 1608 to select modes,
protocols, services or other P2P setup information for use in negotiating and establishing a P2P
connection with another P2P-capable wireless terminal or service. The capabilities selector 1608

may be configurable to select communication modes or parameters based on different factors or
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WO 2011/ 039718PCT/ 1B2010/ 054408 criteria including, for exanple, user
preferences, wireless term nal resources, WLAN infrastructure resources,

Wi rel ess wonvilgs9pBovi der restrictions, P2P applicati onPCEgBimentes (e.q.,
media streaming, file transfers, PIMsynchronization, etc.), etc.

[ 0089] Al t hough the term nal nmessage generator 1604, the term nal data
parser 1606, and the capabilities selector 1608 are shown as separate from
and connected to the processor 1602 in FIG 19, in sone exanple

i npl enentations, the term nal nessage generator 1604, the term nal data

parser 1606, and the capabilities selector 1608. be | nted in the
P oo os B ars i A SARBR et RS ReSlLTs AT s Bh D o

Wi rel ess. communi cati on subs sten]lGZQ%. The terninal nessage .generator

1604, (THESITRGIHCHSIOUERSE QVIFRATSS 87 ViER B0 VIdSh EFSHiTHORSa hah PRRIICREN fg%‘lu G 1608 may
be inpl emented using any desired conbi nati on of hardware, firmware, and/or
sof t waf®g. mefiasiragmyng, filp fransgers. FdMesynghregizatiadcte)rd@i t s, di screte

sem conduct or conponents, and/or passive el ectronic conponents nay be used.
Thus, 8% xanpltteugh He terarindl madssage gsrgeog iy tht carmirgddata phrscrt 1606 andlthadat a
parser 1606, and the capabilities selector 1608, or parts thereof, could be
i npl enemiabdities seiect@niedO8 nravhben @s sapatatd B9m apd ogmacmea il the prooesssiSIHOC $1) ,
application specific integrated circuit(s) (ASIC(s)), progranmmble |ogic
devi ce®sd. (PulXos)e) exambR! ithphR@ tAGHR il cte e ghl Gndlisk Gefdatof FFMDhLS Yormili c. The
term nal nessage generator 1604, the term nal data parser 1606, and the

capabi ljhfaiaseS RI0BCIRINthd 698biliaks RACI? 1608MEPhe inTRYmBRed MRhEPRRLLS 148 Ng
i nstructions, code, and/or other software and/or firmmvare, etc. stored on a

machi ng, Pﬁ%sxi/i?%lgss %ﬂhﬁ%cﬁﬂ%ﬁ%@%&&we% ap%irelfeéérctoﬁffﬁﬂ%aﬁon ﬁl&@gﬁ‘?&ﬁ 3 §ﬂ2'r o

(e.g., the exanpl e processor any of the appende al s

d : I f i mpl ' I . Qf
e R T T e e

capabilities selector 1608 is hereby expressly defined to include a

t angi b|1é6$1’é’617 EW‘%R}E‘H@&E‘? BRSS! ‘é’”ﬁg%‘r"? ,°¥Baf @Wegﬁl%w%@r?& ' a DVD, a
CD, etc. WD 2011/039718PCT/ 1B2010/ 054408 [ 0090] The exanple w rel ess

t er mi naPt B2 aFeHwMPic o ¢ marg infparatefl FEFUIE ediSECEPOTICORBIGEY ORBATNtSa 1 andom
access nmenory (RAM 1612, and an expandabl e nmenory interface 1614
comruniasdoi pesbiye cloctpinedcanaponhiess pray be sswk Thee.dor cRamplel. ASHEmER myes¥@e0 can be
used to, for exanple, store conputer readable instructions and/or data. In
sonme exaimphter 160d] thoeartnddal das partsérel 6BEASH tivecapabyilifiGlsOlectan 1 08, usedtsttioersdfpr e
one or nore of the data structures discussed above in connection with FIGS.

3, 6, 13uldb3imhPlemtdtbd dsify odSBHh m@Bdirdiis)apdetindhie Wotdisdrng, apbli€hiess
term nal 302a and/or the control point 502 when inplenented using the

Wi rel egSedif! ilcBated3328it(s | {)}%l@é’”, %ﬁ)%?ﬁﬁ%ﬁﬁbl@-l(}%& RLIHEFEPILNs))f Be1d €xanpl e,

store data and/or instructions. In addition, instructions used to inplenent

t he co%%@@Q@lgﬁosggcoc?ev?c%@rgﬁ:%q?@o&g%ﬂ &eﬁﬁiﬁaﬁh%ﬁgeﬁﬁaﬁ%r 1840 and/ of i n

t he RAl e ex ] enment at'i ons, structions for the

control _point 502 could be stored.j.n e n e ne d.indirectly

car eodsBRle iE PG 0810 461 SPRHER SIRRET A & ARETRA "y Do acer the
functions form ng the qgeratign 03 t he control gpi t 502 would be executed
ei t her "PRICHGBICE UFRS Mstrsctions.59d¢ RBYBF JRESOBY asHs o8 iBRYEienEfC Yiged on a
instructions. [0091] The wireless term nal 302a is provided with a security
har dwaiechine aeqesglle 1pdgm gnd executable by, for example, a processor (e.g., the example

processor 1602). When any of the appended claims are read to cover a purely software
implementation, at least one of the terminal message generator 1604, the terminal data parser
1606, or the capabilities selector 1608 is hereby expressly defined to include a tangible medium

such as a solid state memory, a magnetic memory, a DVD, a CD, etc.
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receive a SIMcard froma wreless service provider. A SIMcard may be used
to provide P2P capabilities allowed by a service provider for use by the

wi rel ess wernimgh71802a to establi sh P2P connections w t IrRCoithzno/PsaRscapabl e
devices or services. The wireless termnal 302a is also provided with an
external data I/Ointerface 1618. The external data I/Ointerface 1618 may
be used by a user to transfer information to and fromthe wrel ess term nal
302a through a wired nedium [0092] The wireless term nal 302a is provided
with a wirel ess comruni cati on subsystem 1620 to enable wi rel ess

conmmuni Lons_ W th AN APs (e. he AP. nd ot he ireless WO
2011 oAb pCT sy Bl oRdos i AdedRoRh 5t P n 39 Bl MRS 3020)
Al t hough not own, the wireless termnal. 302a may al so have a | ong-range
commn?llf‘éft% hgﬁ% BLYloRACETS P@W@%@%éﬁ%é‘ﬁ ?‘b?ﬁpa%%&’?%‘@ﬁ‘ﬁoﬂlég@éf@@s to, a
cellular wireless network. In the illustrated exanpl es described herein,

t he wi léltexnuppaiihiclatouplsd suths peacesspn BX3. dan Fbésgﬁﬁﬁmgﬁyrlédoicw beessfdance
with the EEE(r) 802.11 standard. In other exanple inplenentations, the

wi r el ess ferommmplec stbicmonpuiss yetlehs s2actvanaskorn dapl. dnsorhedkangilng a BLUETOOTHO
radi o, a ZI GBEEO device, a wireless USB device, or an ultra-w deband ( UWB)
radi o @@epgmentd¥iddxihe ALAGIBIMEmonnah D eambaissed td goresme @anchoradfehaditawi th or vi a
the wireless termnal 302a, the wireless termnal 302a is provided with a
speakektrl@dis didcu¥h&r DphOmecohfdAion & itiFdEEaY, 616263-13nd7 & 1user’A nputigBnt er f ace
1628. The display 1626 can be an LCD display, an e-paper display, etc. The
user i RRWLiatetv@l BE R it RLSehRMLIB RS adDohP g@rméﬁ?éih%d?e\)ﬂ%%ﬂle%yﬂ{eﬁruvs\}ngh

t el ephone-type keypad, a multi-direction actuator or roller whee

dynam ¢, Oyf-LiOR (BhASS isﬂ%. CARADA 1@% é:Qn EIQJSBeéd‘u%g?%:f%r Khple Sofll BEURIRI above,

t he exanpl e net hods and appar at us ScCri can al so be

et RSOl 2R, GRPOTFL! BRI Sh0s R0 AN bR v

1
user 1n aces an us, e

O P S b R BTG B R S TR o e e
termnal 302a is a battery-Fomered device and is, thus, provided with a
bat t er ynsiESEEE her the b(m‘u[oéptg,m H2esopklhe st@egbin expandable memory and indirectly

addressable via the expandable memory interface 1614. In any case, the functions forming the

operation of the control point 502 would be executed either in whole or in part by the processor
1602 executing the instructions.

[0091] The wireless terminal 302a is provided with a security hardware interface 1616 to
receive a SIM card from a wireless service provider. A SIM card may be used to provide P2P
capabilities allowed by a service provider for use by the wireless terminal 302a to establish P2P
connections with other P2P-capable devices or services. The wireless terminal 302a is also
provided with an external data I/O interface 1618. The external data I/O interface 1618 may be
used by a user to transfer information to and from the wireless terminal 302a through a wired
medium.

[0092] The wireless terminal 302a is provided with a wireless communication subsystem

1620 to enable wireless communications with WLAN APs (e.g., the AP 104) and other wireless
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[ 0094] Turning now to FIG 20, an exanple of the control point 502 is shown
in block diagramform As shown, the control point 502 includes a

conmmuni cawpaemwapasf ace 1702, a data store interface 1704T/IB2000n34e¢d poi nt
nmessage generator 1706, a control point data parser 1708, and a
capabilities identifier 1710. The conmunication interface 1702, the data
store interface 1704, the control point nessage generator 1706, the control
poi nt data parser 1708, and the WD 2011/039718PCT/ 1B2010/ 054408
capabilities identifier 1710 may be inpl enented using any desired

conbi nation.of hardware, fir. [or, sof tware. For. exanpl e,,.one or
rore § rBOY e s Wi By ciflI0Fy. ARk il cbaP St S a0  assi ve
el ectroni c conponents may be used. Thus, for exanple, the co ni cation

nt or f 4 ol5PARVC § R0 LTRSS CORBMIaHPR YRR ROBCCIY f Bee RSB, an?ndrTessage
generator 1706, the control point data parser 1708, and the capabilities

i dent i fresyagesytppa clulgy ayireless peipveds | In dhaillastiséed oxpmples dessebedshasgjndhe or nore
circuit(s), progranmmbl e processor(s), application specific integrated

ci r cui wWirjesg aBn@sirtionpubsys@MEBDeanh bgcanfigeed ce peprdapecD¢h Jhe IEEBRA
programuabl e | ogi ¢ device(s) (FPLD(s)), etc. The conmunication interface
1702, ®he 1datadsd oheotharteearhplic éemplétdntatitias, thomtirebdss panmimineisagbsygener at or
1706, the control point data parser 1708, and the capabilities identifier
1710, ae2@editi® ibpRheafed udhy B THPOETEN Rdiols ZIGBERStdeviet, | ORBclekadsB and/ or
ot her software and/or firmvare, etc. stored on a machi ne accessi bl e nmedi um

and exQeutall 8n Bitra-i@ELBY WD radio RE QCORRAK).(€. 9., the exanpl e processor
1602 of FIG 19). Wen any of the appended clainms are read to cover a

purely t[@g%""arleo BBl SR B Ohd i%g&c?@ﬁh oP & 1R Wﬁ&@sﬁ%ﬂfﬁ%@% lygn i nterface

1702, ata store inferface 1 e control point nmessage gener ator

1706, the,conptrol int data ser 170 or the.ca ilities | tifier
17101 SRAFERy e Bl vofiety BB R Rkt Fnaet el IR TEM e By 02 4y &
solid state nenory, neti.c mepory, DVD,, a .CD, etc. [0095] Turning in
det ai | *USCTRIRY! I%@%acﬁgﬁigﬁ%fbgﬂﬁyo%rﬁa’&g‘f ?%HQD\/W%%%YPEIP-G@Q f‘éﬁlls@]aéfe%-ces or
services (e.g., the wireless termnals 302a-b), the control point 502 is

provi dddewper Anruh eter ekt Seauibbe anmlittengiperiakgypoartgndopiclerhons-type keyeded p2p

capabilities and configuration information and P2P connection status
i nf or matmhwi-diroctiomchcfuatomonraenwhee] withalyoontcrboktoppicstinSGRabifitypp ¢arich @anahi t h
the data store interface 1704. For exanple, the data store interface 1704
can enall Astdicusedbbole, hoicrimBO hctlwdaankgpatans deomibed herpin dah alkabagenent
data structure 504 of FIGS.

advantageously used in connection with wireless terminals that do not have user interfaces and,

thus, the speaker 1622, the microphone 1624, the display 1626, the user input interface 1628,

and/or any combination thereof may be optionally omitted. In the illustrated example, the

wireless terminal 302a is a battery-powered device and is, thus, provided with a battery 1630 and

a battery interface 1632.

[0094] Turning now to FIG. 20, an example of the control point 502 is shown in block

diagram form. As shown, the control point 502 includes a communication interface 1702, a data

store interface 1704, a control point message generator 1706, a control point data parser 1708,

and a capabilities identifier 1710. The communication interface 1702, the data store interface

1704, the control point message generator 1706, the control point data parser 1708, and the
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WO 2011/ 039718PCT/ 1B2010/ 054408 6 and 13. To generate nessages, the control
point 502 is provided with the control point nmessage generator 1706. To
retrieve WORotaBabBl i ti es and other information recei ve#CTABmM1FERAGEabl e
devices or services via capabilities nmessages, the control point 502 is
provided with a control point data parser 1708. To identify different P2P
capabilities associated with different P2P-capabl e devi ces and services and
received via capabilities nessages, the control point 502 is provided with
the capabilities identifier 1710. [0096] FI GS. 21A, 21B, 22, and 23 depict

o s I RAEATR 3L OB PE R SbE e Ry e AP Sl REFTRE Vﬂ@@%&”ﬁ?’e

exchan e P2P capabi lities and c?nfl uration informatjon and establish P2P
connect ﬁﬂé‘W@r%é‘E%&‘? fipgrs. Fopelyop 8%%‘0%8‘268‘}3@&#\9}1%g“““f‘?‘?ée’é‘%‘& jegor
operations of FIGS. 21A, 21B, 22, and 23 may be perfornmed using a

DI OC €5 SBMPORENEse AR/ 118V e eHTIRICAPIDORHEY m@ngq visie Thro Euespmpleddyi ce.  For
exanpl e, the exanple operations of FIGS. 21A, 21B, 22, and 23 may be

i npl err@amenhntogﬁcmgintﬁmfae@lITQisthe@@taismnsimetr&lcedNﬂmtla qoatmglimhé nesthiga gt as a
flash nenory, a read-only nenory (ROM and/or random access nenory (RAM
associ ared thd dontral prictclasagarse! €708, and the cgrabiriss wientlfed2 700, ok b&ts théof,

Al ternatively, sone or all of the exanple operations of FIGS. 21A 21B, 22,

and 23 comy bb(ﬁnplléﬁﬂeﬁ@@ﬂélﬁgioﬁésérﬁﬂor@@bfc&&@bprﬂgﬁahﬂﬂib(bfﬁé profesa) i plida@ion speci fi c
integrated circuit(s) (ASIC(s)), programmable |ogic device(s) (PLX(s)),

field g &%@m%ké%i du‘éﬂh@) Q@/IC(%% %)ofg(rfnﬁ’rh%l@ )())gic HREFHE DRY! Feld har dvar e,

flrnmare etc. sone or t he exarpl e operations of FIGS. 21A,

21B, 2%}( t?i 'IBach %‘?ude gﬁfiﬁ%ﬁ moﬁﬁ{nﬁﬁc% %ereﬁ:%rf‘%?%é ans s°t)>re°f any

of the e90|ng tec |qu any co bi nation o I rmnar
softmar t d/or har dwar e al t hqugh t he
oper at 1opgsn o S r SN R RS 10 s b Bl e ey eﬁ%nc
the flow di g ans _of FlGﬁ 21A, %18 22, and ot her met hods of
i npl enétﬂﬁ‘iaﬁaj s 16eifisg | dRsorgritEeg ot gy bey %enﬁtedalﬁﬂlgzgﬂﬁ‘ﬁ?mﬁec%l oyed.
For exanple, the WO 2011/039718PCT/182010/054408 order of execution of the
bl ocks AHEYT FECTRERGERNIDN drBraisoste sred piea BlagkiRe agfewails Bedivpandhe changed,
el i m nated, sub-divided, or conmbined. Additionally, any or all of the
exanpl @xmab&tbyoﬁs esdmPple GO T (2.gBthe2zxampledpr@&@ssony 6 Beoffdof BH)mddhen
sequentially and/or in parallel by, for exanple, separate processing
t hr eadany pfthe egsars claiesiacesad th @oted @urtlggoftwareiimplentestatied, &t [chQO8T piThe
exanple flow diagrans of FIGS. 21A and 21B include a STAl process 1802 and
the communication interface 1702, the data store interface 1704, the control point message
generator 1706, the control point data parser 1708, or the capabilities identifier 1710 is hereby
expressly defined to include a tangible medium such as a solid state memory, a magnetic
memory, a DVD, a CD, etc.
[0095] Turning in detail to FIG. 20, to exchange communications with P2P-capable devices
or services (e.g., the wireless terminals 302a-b), the control point 502 is provided with the
communication interface 1702. To store and retrieve P2P capabilities and configuration
information and P2P connection status information to and from a memory, the control point 502

is provided with the data store interface 1704. For example, the data store interface 1704 can

enable the control point 502 to access the control point management data structure 504 of FIGS.
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an STA2 process 1804 that cooperatively interact to facilitate

comuni cati on between the wireless termnals 302a and 302b. In the

i1l ustratwo 2exznsplie, the STAL process 1802 is inpl enent @4TUB20ME034H€8

wirel ess term nal 302a and the STA2 process 1804 is inplenented using the
wireless termnal 302b. The flow di agramof FIGS. 21A and 21B is descri bed
in connection with the exanple nessage flow of FIG 14 and can be perforned
wi t hout use of the control point 502. [0098] Turning in detail to FIGS. 21A
and 21B, initially, the wireless term nal 302b broadcasts the P2P discovery

message 1 f FIG. 14 (block 1806) (FI.G .21A). t I scover .ot her

Pop: cogaBitSa b0 eEhgie Fies b et PO ot fR IO Ui (R AR B F it ur e as
the wireless termnal 302b. In the illustrated ex le, the wrel ess

tor m nAICSEEIBIREE V6. TR psP Ps@@e@ﬁyewé@ &i ﬁr’%‘aﬁlﬂ’ér%@’v%f@m?&k
1808). The term nal nessage generator 1604 generates a P2P capabilities
nes s ag &bl el iceBATLTViees tvecapahi Hiigsfmesirgcs T cqmppl pRipfaifl|is prosklcdwdage 1106
of FIG 14, and the wireless term nal 302a conmuni cates the STAL P2P
capabi lcpntr@poime datagersdrllg08+ bo ideatiiy diftressPAPerapinhtics39Rigiafdll voidkdiffBen) . Any
wireless termnal that receives the P2P discovery nessage 1102 broadcasted
by t he PaPrepabsddvirennimbderdBRand neteivhd i iadapsbilitids nsuiypos, thaRDRtrolopaintHioz &t i ons
i gnores the received broadcasted nessage and, therefore, the process would
end W phetdedaih thecdfasllitieprieadific@n$10.WO 2011/ 039718PCT/ 1B2010/ 054408

[ 0099] The wireless terminal 302b receives the STAL P2P capabilities nessage

1106 Vigodshe AGRO%I A lieclo 1848) o ét&%g;mio“d@iagra, F8Eschiit of Shifphar o

the termnal data parser 1606 of of the wireless termnal 302b

i dentif gﬁanﬁ' it '.?{‘&!”ﬁ’%% i ii.ties
rressagyc%?[%%?ﬁlgﬁﬁ%ﬁe %Aé%%éscg%tlﬁ m na e?g%aggb%gﬁ terﬁranﬁrl?(sésﬁ% L g?ﬁgpée!dttgsupports
any co n_or at.i.nol e P2P capabil.ities. (bl qc 8 If the wreless
rer m narcangn SRl sop FERRT bl iR e B R TRR ool i
1820), the wireless term nal. 302b can continue to search r .ot her

conpat iPéP'éaPﬁi’#? draniies ARd/Qr SeBidGeyi Egge’taﬁipi%ﬁpei%@?? PPfWeﬁﬂf%hg lgBdgg,, anddrt r ol
returns to block 1818 to receive anot her P2P cagabi lities nessage from
anot heMmaydgineefoppedssing aEoceasared ¢ratpier apd/of any ofaerfuitehle Bcessingidayice-302b
does not support any conpatible P2P capabilities (block 1820), the process
coul d dedexenpho the dxampleaapespensefildQGS. 2 1A, 2AB, . rad 83 nayebainpddmao2ising not
to receive other P2P capabilities nmessages. Such a process termnation

coul d bedal inwtucgonsaforedon & enpibieadedinm stichr asexf@asp hemay wsedd-pilghenence or a
user supplied response to a nessage indicating that no P2P capabilities of

the w [RO®DSint@F fMindah-2363anFRioeEdA 2 B s6eipRBinlithtal Recctfor (ME, ik Hedcessr
termnal 302b. [00100] If the wireless term nal 302b does support one or

nore CQRPPHr 9G. ¢9MRARIR cH2RnkARaMI Ifiitd &ampR dpefalibAdbf FIESSAQE 29BNes at or  of
the wireless termnal 302b"generates a capagl lities response nmessage (bl ock

The wi fol eegy S RRLrtAG) ARl oo RERRRh MARCMan BSRBRR IR el s
mess ag?A%lj&ség)),(p%é)rgr%m]aglze%gig 86\%9@?8)%£Bk8?)3, %efd%rrg]érgr%lna e%ggic device(s)

(FPLD(s)), discrete logic, hardware, firmware, etc. Also, some or all of the example operations

of FIGS. 21A, 21B, 22, and 23 may be implemented manually or as any combination(s) of any of

the foregoing techniques, for example, any combination of firmware, software, discrete logic

and/or hardware. Further, although the example operations of FIGS. 21A, 21B, 22, and 23 are

described with reference to the flow diagrams of FIGS. 21A, 21B, 22, and 23, other methods of

implementing the operations of FIGS. 21A, 21B, 22, and 23 may be employed. For example, the
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[00101] The wireless term nal 302a receives the STA2 P2P capabilities XM
nmessage 1108 via the AP 104 (bl ock 1828). The capabilities selector 1608

t hen sel e®0=20R2BYTI8NNecti on paraneters (e.g., the P2P mbd&E4B2mo/054408
configurations) to propose to the wireless term nal 302b for establishing a
P2P connection between the wireless termnals 302a-b. Such P2P capabilities
WO 2011/ 039718PCT/ 1B2010/ 054408 sel ecti on can be based on one or nore
criteria or factors including, for exanple, wireless term nal resources,
WLAN i nfrastructure resources, wreless service provider restrictions, P2P

appl i cation.requirernent e.d. di a streamng, .fi ransf.ers, Pl M

S hchr SHSBE PEAMGRTTHY fighS iy naBpuduchi ER TRt btk dR&Ekbnyche
generator 1604 of FJ] G, 19 generates the connect request. nmessa 1110 of
FIG wﬁwgﬁi eﬂlﬁéﬂﬁé@i é‘é%‘i‘d“%g#rﬁa?’gWéfieg‘é‘gl(“BP%g’ka‘ﬂ?&?‘%?j:l,"félﬁoex@wg?% rel ess
term nal 302a communi cates t he connect request rressaq%ls, 1110 to the wirel ess

t er m n&perapas of KlG 12 118348, 22, anh Yppayhepefarare sequertiaty gafl/osuomsralisk®y.ves t he
connect request nessage 1110 via the AP 104 (bl ock 1836) and generates the

connec tforegpolesepmptegagesssing thresids, prggessbas, (lpviowskdis@@8)ogiGercessaetpl e, i f the

P2P capabilities and configuration information including a m ninm QS

and/ or [@09$s Ofheseampledlovediegrams of BEXL Pl Alahé 21 B iidhelcvi STeA Epocesen Rdhald 302D,
then the wireless termnal 302b can agree to establish a P2P connection

Wi th the SWARgIre&ss tsuthaaboedivcRanRehcon fhdiktaRrRRMSesHrbeaRabiki ties and
configuration information. The wireless term nal 302b then comuni cates the

connectyfLSPRASMANBISAGR! Jobb2 If McliMRuWed 8k e 1t8¢ BTR2pr304a goblock 1840)
(FIG 21B). [00103] The wreless term nal 302a receives the connect

For i PoRrTRIR BRI M M A R AL PR E R B R BB oy
connec o e AgRa PR ot B8tk B RGP E R ERNBL R R BT any
The- i PRITGRECEIT Har S50 OLEI. 4 s R IBEIOAT| BPBEBASF2BhaGagE! Bton and
provi si58£1'i ng nessage to the wireless term nal 302b (bl ock 1846).

[0098] Tuming in detail to FIGS. 21 A and 21B, initially, the wireless terminal 302b

broadcasts the P2P discovery message 1102 of FIG. 14 (block 1806) (FIG. 21A) to discover

other P2P-capable devices in communication with the same WLAN infrastructure as the wireless

terminal 302b. In the illustrated example, the wireless terminal 302b receives the P2P discovery

message via the AP 104 (block 1808). The terminal message generator 1604 generates a P2P

capabilities message (block 1810) in the form of the STA1 P2P capabilities message 1106 of

FIG. 14, and the wireless terminal 302a communicates the STA1 P2P capabilitics message 1106

to the wireless terminal 302b (block 1812). Any wireless terminal that receives the P2P

discovery message 1102 broadcasted by the wireless terminal 302b and that does not support

P2P communications ignores the received broadcasted message and, therefore, the process would

end without any further operations.
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WO 2011/ 039718PCT/ 1B2010/ 054408 [ 00104] The wireless term nal 302b receives
t he proposed P2P associ ati on and provi sioning nessage fromthe wreless
term nal W802a11(i3988, STAl) (block 1848) and confi gures &cCpabiaib/esste direct
P2P comuni cations with the wireless term nal 302a (block 1850). In this
manner, the wireless term nals 302a-b establish a P2P connection (e.g., the
P2P connection 304 of FIG 3 or 406 of FIG 4). Although a single P2P
associ ation and provi sioni ng exchange is shown in connection with bl ocks
1846 and 1848, such association and provisioning may require nore than one

oS PR 2, R O ST B LS PRl
o o e e e 2 B e S bbb oo ©

depicts a flow diagramrepresentative of exanple processes, V\:hl ch may be

i npl el k) 98 hegviechesp trrema é%?dumrélﬁeﬁﬁterPG@tqamhtte@ inggliegiesliatha#SPA L P2
capabilities using the control point 502 and establish P2P connecti ons

bet weerapdbrlgice swssage i (ahmd the wareless wemingak Hl2bslstetaings whtther30tapiiys anyn t he
illustrated exanple, an STAl process 1902 is inplenmented using the wireless
t er m nabmad2ar andpai bGPPI @pelsititidsQBibck $ 820yp Ifehe wiredssusinmigaltI0eb doestrrool  poi nt
502. The flow diagramof FIG 22 is described in connection with the

exanpl gupRssagoibayslOP2Ftdpabilifies (bRREQAED0)Tithe AW ifelksk ReridBfaB3d2btcan Ebdanud %
initially, the wireless term nal 302a and the control point 502 exchange

the broagdapsh 8thePedmshid PPN dbvI¥BS SAIRTcet 28cOTR2Y, Gh whireh (ROl RAGnNd

1908) to allow the wreless termnal 302a to di scover ot her P2P- capabl e

devi ceg blggggz:ﬁ'giﬁ&%Ne%ﬂot%ﬁﬂbﬁ&gatgﬁg% r%%sél\ge' %%%ﬁ)ttﬁe‘r’%w}eeoras%rvtl e wreless

term na e term nal ness ator generates a 2P

capabi I | S. of t he A 2P abilities
reosagd ey Rk et 030 Pt BE s UPE P s "B BN R B ¢ he
STA1 P2P capahil ] S e 1106 to the control poi n 502 0 1912).
WO 201 W@@@g@gk‘ Hfé%ié?lagg%‘glﬂ[l%f‘éﬁ]ﬂ?Pf‘éat&?ﬁt“lr%g W6 e?ﬁte%‘ alr@%éﬂsves t he
STAL P2P capabilities nessage 1106 (bl ock 1914), and the data store

i nt er f A6ElOTT@(qhacP 2D gypabiliics sepsagespiimcl APEISFsiteuBation cond bjarastiss of
termnal 302a in a data structure (e.g., the CP managenent data structure
504 of choigsbasgd amdorl&pmplsl, s oker pef@ynceThie usomstiprlicdgeipanse302 mdsgagebr oadcast s
the P2P capabilities advertisenent 1208 (FIG 15) indicative of the P2P
capabi lindi¢caeing dfat ab P2Rvagiabitkeofnthe elirekess teaninlBiil s nandicPPEP caphidities sfehyi ces

i n conmuni cation with the control point 502. For exanple, the data store

i nt erf agelebd Rdmman3g2et ri eve the P2P capabilities and correspondi ng wirel ess
termnal identifiers fromthe CP managenent data structure 504, and the

contr ol 061‘001“ MBRSAGes9 €l 962b10d0 s%@rt%@ 154 ﬁBFc doltendR c6ﬁ11@§tfi)dlé pbp €s
advertl senent 1208. [00108] The wireless term nal 302a receives the P2P

%ﬁgagyc a;%a!bﬁﬁmé‘%"t@ﬁ& a%@é%gugf éggé%tﬁ @Yh«%g’?efeg%ﬁ%é lgfg'tzgﬁge&%es(é’é %81511&@520)

Itires se ector a statio wrel

ZSPZ‘}? ol g IP?%‘h{%%é*‘? tFas?%% JShan D ECeRatR xbfte ssse%er%%'bﬁéaf 302a
o AU R ML U fgﬁﬁgb’gﬂm%git%'s?ﬁvi'ﬁ “the pop

nodes and configurations) to propose to the wireless term nal 302b for

est abl in%eﬁﬁﬁ@1&°£@ﬂ”¢@d§ﬁ@é@f‘hﬁnﬂ§@?%@ﬁﬂ@%éo% rel ess terninals 302a-b. Such
P2P capabilities selection can be based on one or nore criteria or factors
i ncl udil®Y01f orThexeingdése termirag P@asrecaayayitha$ T A2 BoR canabilitipy XML messaga FO&t ur e
resources, wreless service provider restrictions, P2P application

requi r emetht AP(1@4dgblockretfity. The epabititcs selck®r i 6@théescdects AW synadtiooni zat i on,
etc.), user preference, etc. The term nal nmessage generator 1604 (FIG 19)
gener apesniches @RINBREP2F RGU&Hnd ¥BSBAYSichR)1t3 pedpokd G thd wirdletsheintigalsebeedred P2P
paranmeters (bl ock 1926), and the wreless term nal 302a comruni cates the

conneclsthBIUeDla FIPSRARR SR bétwletn tHaQyikRAS fc@hindRi0ba-B0BuébPRt AR s
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WO 2011/ 039718PCT/ 1B2010/ 054408 [ 00109] The control point 502 receives the
connect request nessage 1212 (bl ock 1930) and proxies the connect request
nessage twotha/igdBcat ed station (bl ock 1932). In the iPCHgBroad/ess4@xanpl e,
the indicated station is the wireless term nal 302b. The control point 502
then receives the connect response nessage 1214 (FIG 15) fromthe wrel ess
termnal 302b (bl ock 1934) and proxies the connect response nessage 1214 to
the wireless termnal 302a (i.e., STAl) (block 1936). [00110] The wirel ess
term nal 302a receives the connect response nessage 1214 (block 1938). The
mnreles ternl g b &a negot i at es. assoel g}lon %?d rQvi si,oni. % directly
With t ﬁ%ewolnecr‘% §OPEF A 88 O3B CPBT Bk EHADIC ARG YRR ont r 0I

poi nt 502 and establis es P2P connection with the wirel ess, term 302b
(bl ock trguny reS?‘HéeSeQ‘é[rng peBugesd §S°8¥Ceﬁlvt¥el%9 SEHISR PEYYHICT [eotiriiens. BS

depicts a fIOM/dlagran1representat|ve of exanpl e processes, which may be

i pl emeRplicationsicayirTemLCe Meskaistsrmin e Slerttas ioen BIN 6y preninasan.|ojc i gefat e P2P
capabilities of wireless termnals using the control point 502 and update
est abl ipsHednde2etcc bhaeminehwehagaganratdid 64 off Flel &2 gerteentesi thatannedtequest
illustrated exanple, an STAl process 2002 is inplenmented using the wirel ess
t er m nahes@@2a 1 Bhof FIGCP4 prith clesss1c2@AP2P patamztesréhidokd 883), agd thhevietast r ol  poi nt
502. The flow diagramof FIG 23 is described in connection with the

exanpl ecrilses 398 Johamiréatds!the cob@ect hétjukétahdsyagetiN€O W thevasRsd ©fminiicd02802a
detects a state change that affects the correspondi ng conposition of P2P
ser Vi ceplbyiPeg4gnd/ or P2P capabilities of the wireless termnal 302a (block
2006). The term nal nessage generator 1604 generates a revised P2P

Cap?‘b! 06103 gﬁesél?éé@ﬂiaégggo%cél sttﬁ'eec Q{ e§tri'r?es gg&d {flg'tl?esAFhange

not|f| at|o Wll'e ESS erm na a conmmuni cat es

the ca i han ication 1306 to th i (block
2010) %%@%ﬁgﬁsi G308 %i&%fﬁ?f‘@ﬁ%%“f 5] Fizesteath ol te%so

receives the o) i es e no |f|catJ 1306 block 201 stores
the. r el PECHTRKD @5 %HSF%HaP % ndtq% iR AL S e@%metm%“%%Al)
(either directly or indirectly via a URI) in the CP managenent data

st r uct Gr&osgasseff sqryicslevel apacceptaplsitoir varpiesy termipsl 3@ then thsovisglesso2 t hen
proxi es the revised P2P capabilities to the wireless termnal 302b (i.e.,
STA2) (dyhomsk 30DM@n agred to esdadilise g PAP pomectaprawith theivaselese sasagral B02arhasdseon
wreless termnal 302b (block 2018). The control point 502 nedi ates the P2P
capabi lthd pregoset B2l eapabilioickarRiOdA}i gurytionf iaformxaop [The werkus fenginh 3R bt e
wireless termnals 302a-b still have conmon or conpati ble P2P capabilities
and by ch@nfiinitgtet iR doaNdcs REpGRORRGagE EMIRaS thoweisdagcriddA 30F GlockGR4®ased on
the changed P2P capabilities to revise the P2P connection between the
mﬁrelegﬁK;Qq gi.nal s 302a-b. The control point 502 then comunicates a

revi sed connect request message 1314 on behal f of the wirel ess terninal

- espond 8L l“ag@'@iﬁ%*?w R s LR N
2024) .

the. ot S1UEPABR LRI LRI B ERE b Bl AR
At hmoﬂgﬁ'ﬁie%?@wl%g%%gg&?%?&é I{ P eEfeiarts Sl grmia A S GHEOHA0R been

descri bed herein, the scope of coverage of this 8atent is not |imted

t her et 8 P2Pgopnestionnyngthy | @Mrgsslaséﬂeﬁf(lreé@ﬁ&éﬁr@n@llﬁ e gny ghpaingarpationngd
articles of manufacture fairly falling within the scope of the appended
cl ai s requithé by Hictagregt luporoP2Rimdde of dpenndwrdeatione Thé wirglgbstaineinglsi02a then

communicates a proposed P2P association and provisioning message to the wireless terminal

302b (block 1846).
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WO 2011/ 039718PCT/ 1B2010/ 054408 What is Clainmed is: 1. Anethod to
establish a peer-to-peer comrunication (1116), the nethod conpri sing:
conmruni caworeg11(08908, 1106) a peer-to-peer capabilities iPafTaBad/H98 and
establishing (1112) a peer-to-peer connection based on at |east sone
capabilities in peer-topeer capabilities information. 2. The nethod of
claim1, further conprising: sending the discovery nessage (1102) to an
access point (104). 3. The nethod of claim1l, wherein the capability
information is predefi ned. 4. The net hod of claim 3, wherei n the capability

:, gl;rg\r/g@l[’del%manzl; 2! Or«ﬁesg n al é@ﬁ)ere%\éﬁilt ¢ proposeS 9215 %&B&% ion and prov1¥1bn1ng

message from the wireless terminal 302a (i.e., STA1) (block 1848) and configures a profile for
direct P2P communications with the wireless terminal 302a (block 1850). In this manner, the
wireless terminals 302a-b establish a P2P connection (e.g., the P2P connection 304 of FIG. 3 or
406 of FIG. 4). Although a single P2P association and provisioning exchange is shown in
connection with blocks 1846 and 1848, such association and provisioning may require more than
one messaging exchange to establish a P2P connection. After the P2P connection is established
or if the wireless terminal 302b determines that it should not continue to search for any other
P2P-capable devices (block 1822 (FIG. 21A)), the example processes of FIGS. 21A and 21B
end.

[00105] FIG. 22 depicts a flow diagram representative of example processes, which may be
implemented using computer readable instructions to discover P2P capabilities using the control
point 502 and establish P2P connections between wireless terminals (e.g., the wireless terminals
302a-b). In the illustrated example, an STA1 process 1902 is implemented using the wireless
terminal 302a and a CP process 1904 is implemented using the control point 502. The flow
diagram of FIG. 22 is described in connection with the example message flow of FIG. 15.
[00106] Turning in detail to FIG. 22, initially, the wireless terminal 302a and the control point
502 exchange the broadcasted P2P discovery messages 1202 of FIG. 15 (blocks 1906 and 1908)
to allow the wireless terminal 302a to discover other P2P-capable devices in communication
with the same WLAN infrastructure as the wireless terminal 302a. The terminal message
generator 1604 generates a P2P capabilities message (block 1910) in the form of the STA1 P2P
capabilities message 1106 of FIG. 15, and the wireless terminal 302a communicates the STAIL

P2P capabilities message 1106 to the control point 502 (block 1912).
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5. The method of claim11, further conprising establishing (1110) a
connection with an internediary peer. 6. The nethod of claim1l, wherein the
capabi | i twoi2of1o3oHBi on i s at | east one of a connecti on P¢paB200/pi4aesocol , a
supported aut hentication nethod, or a security nethod. 7. The method of
claim1l1, further conprising rejecting the peer-to-peer connection when the
capability information received being different fromthe capability
information required. 8. The nethod of claim1 wherein the capabilities
information is defined in an XM. schema (1400). 9. A device that can

AR TR R A N TN R RN e

L0 oI S5, S A0 Sl Rt 1SR R skl o @

P inal 3050 i i strubtane (e:2 hhe CP mahsgenicnt QA siructuré 504 of FIGS. 6 and 13)
(block 1916). The control point 502 then broadcasts the P2P capabilities advertisement 1208
(FIG. 15) indicative of the P2P capabilities of all available wireless terminals and P2P-capable
services in communication with the control point 502. For example, the data store interface 1704
can retrieve the P2P capabilities and corresponding wireless terminal identifiers from the CP
management data structure 504, and the control point message generator 1706 can generate the
P2P capabilities advertisement 1208.
[00108] The wireless terminal 302a receives the P2P capabilities advertisement 1208 from the
control point 502 (block 1920). The capabilities selector 1608 (FIG. 19) then selects a station,
wireless terminal or service with which to connect (block 1922) based on the advertisement
1208. In the illustrated example, the wireless terminal 302a selects to connect with the wireless
terminal 302b. In addition, the capabilities selector 1608 selects P2P connection parameters
(e.g., the P2P modes and configurations) to propose to the wireless terminal 302b for
establishing a P2P connection between the wireless terminals 302a-b. Such P2P capabilities
selection can be based on one or more criteria or factors including, for example, wireless
terminal resources, WLAN infrastructure resources, wireless service provider restrictions, P2P
application requirements (e.g., media streaming, file transfers, PIM synchronization, etc.), user
preference, etc. The terminal message generator 1604 (FIG. 19) generates the connect request
message 1212 of FIG. 15 with the selected P2P parameters (block 1926), and the wireless

terminal 302a communicates the connect request message 1212 to the control point 502 (block

1928).
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11. The device of claim9, wherein the processor further configured to send
(1102) a discovery nessage to an access point. 12. The device of claim?9,
wherei n tWe 20upBbiBi ties information is predefined. 13. PChaB2awhT@080f cl ai m
11 wherein the capability information is stored on at |east one of a
non-renovabl e nenory, a renovable nenory, or a renovable nenory. 14. The
device of claim9, wherein the processor is further configured to establish
(1110) a connection with a internediary peer. 15. The device of claim9,
wherein the capability information is at | east one of a connection type, a

Gevi co (ay108] 51 HIRGONGHaPUl BT Sy RSB Soveil wReP BTk PR TN R ect
e e B g DS 0 e D UL LS Sl (o1, Dol 10
9, wherein the capabilities information is defined in an XM. schema (1400).
example, the indicated station is the wireless terminal 302b. The control point 502 then receives
the connect response message 1214 (FIG. 15) from the wireless terminal 302b (block 1934) and
proxies the connect response message 1214 to the wireless terminal 302a (i.e., STA1) (block
1936).
[00110] The wireless terminal 302a receives the connect response message 1214 (block 1938).
The wireless terminal 302a negotiates association and provisioning directly with the wireless
terminal 302b (block 1940) without using the control point 502 and establishes a P2P connection
with the wireless terminal 302b (block 1942). The example processes of FIG. 22 then end.
[00111] FIG. 23 depicts a flow diagram representative of example processes, which may be
implemented using computer readable instructions to dynamically update P2P capabilities of
wireless terminals using the control point 502 and update established P2P connections between
those wireless terminals. In the illustrated example, an STA1 process 2002 is implemented using
the wireless terminal 302a and a CP process 2004 is implemented using the control point 502.
The flow diagram of FIG. 23 is described in connection with the example message flow of FIG.
16. Initially, the wireless terminal 302a detects a state change that affects the corresponding
composition of P2P service types and/or P2P capabilities of the wireless terminal 302a (block
2006). The terminal message generator 1604 generates a revised P2P capabilities message
(block 2008) in the form of the capabilities change notification 1306 of FIG. 16, and the wireless

terminal 302a communicates the capabilities change notification 1306 to the control point 502

(block 2010).
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[00112] The control point 502 receives the capabilities change notification 1306 (block 2012)
and stores the revised P2P capabilities of the wireless terminal 302a (i.e., STA1) (either directly
or indirectly via a URI) in the CP management data structure 504 of FIGS. 6 and 13 (block
2014). The control point 502 then proxies the revised P2P capabilities to the wireless terminal
302b (i.e., STA2) (block 2016) and receives a P2P capabilities message from the wireless
terminal 302b (block 2018). The control point 502 mediates the P2P capabilities change (block
2020) by, for example, ensuring that the wireless terminals 302a-b still have common or
compatible P2P capabilities and by forming the revised connect request message 1314 (FIG. 16)
based on the changed P2P capabilities to revise the P2P connection between the wireless
terminals 302a-b. The control point 502 then communicates a revised connect request message
1314 on behalf of the wireless terminal 302a to the wireless terminal 302b (block 2022) and
receives the connect response message 1316 (FIG. 16) from the wireless terminal 302b (block
2024). If the wireless terminal 302b agrees to the revised P2P connection, the control point 502
revises the P2P connection between the wireless terminals 302a-b (block 2026). The processes
of FIG. 23 then end.

[00113] Although certain methods, apparatus, and articles of manufacture have been described
herein, the scope of coverage of this patent is not limited thereto. To the contrary, this patent
covers all methods, apparatus, and articles of manufacture fairly falling within the scope of the

appended claims either literally or under the doctrine of equivalents.
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What is Claimed is:

10.

11.

12.
13.

14.

15.

16.

17.

A method to establish a peer-to-peer communication (1116), the method comprising:
communicating (1104, 1106) a peer-to-peer capabilities information; and

establishing (1112) a peer-to-peer connection based on at least some capabilities in peer-to-
peer capabilities information.

The method of claim 1, further comprising: sending the discovery message (1102) to an access
point (104).

The method of claim 1, wherein the capability information is predefined.

The method of claim 3, wherein the capability information is stored on at least one of: a non-
removable memory, a removable memory, or a removable module.

The method of claim 1, further comprising establishing (1110) a connection with an
intermediary peer.

The method of claim 1, wherein the capability information is at least one of a connection type, a
protocol, a supported authentication method, or a security method.

The method of claim 1, further comprising rejecting the peer-to-peer connection when the
capability information received being different from the capability information required.

The method of claim 1 wherein the capabilities information is defined in an XML schema (1400).
A device that can perform any of claims 1 to 8.

A device (302a, 302b) to establish (1116) peer-to-peer communication, the device comprising:

a processor configured to:

communicate (1104, 1106) a peer-to-peer capabilities information; and

establish (1112) a peer-to-peer connection based on at least some capabilities in peer-to-peer
capabilities information.

The device of claim 9, wherein the processor further configured to send (1102) a discovery
message to an access point.

The device of claim 9, wherein the capabilities information is predefined.

The device of claim 11 wherein the capability information is stored on at least one of a non-
removable memory, a removable memory, or a removable memory.

The device of claim 9, wherein the processor is further configured to establish (1110) a
connection with a intermediary peer.

The device of claim 9, wherein the capability information is at least one of a connection type, a
protocol, a supported authentication method, or a security mode.

The device of claim 9, wherein the processor is further configured to reject the peer-to-peer
connection when the capability information received being different from the capability
information required.

The device of claim 9, wherein the capabilities information is defined in an XML schema (1400).
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