; e3eHFKHFFG Fbl ZJ6JTFK j 9 ON- ORI VE | NTEGRATED SECTOR FORMAT RAI D ERROR

- CORRECTI ON CODE SYSTEM AND METHCOD The present application relates to
copending U S. Patent Application Serial No. 10/040, 115 (publijcation No. US
2003-0147167 Al ), filed on January 3, 2002 , and titled_" l evel
(M), Integrated Sector Format (ISF), Error Correction %‘mgmw llﬂmﬁcodi ng
And Decodi ng Processes For Data Storage O Commrunicatio

Systens,"” which is assigned to the sanme assi gnee of the pregstpto*
application, and which is incorporated herein by reference in its entirety.

FI ELD OF THETNVENTTON The present rnvention rerates generalty to data
storage or communi cati on devices and systens, and particularly to an

i ntegrated sector f i ) encodi ng and
decodi ng processes @WB&Y%%%E?%%?%%R%W@ ces and systens.
More specifical | y,ERRORCORRECTION CODE SYSTEMAND METHMOD=M and associ at ed
nmet hod for protecting against m scorrection due to parity sector correction
in an on- drH-ve--RALD systemBACKGROJND-OF-TH . dat-a-st or age
devi ces and systens such as, for exanple, hard disk drives (HDD), the

conbi nation of poor wite/read conditions and | ow signal -#0 noise ratio
(SNR) data detection is likely to cause a m xed error node of |ong

bursts of errors and randomerrors in data sectors stored on the disk.

Typi cal |y, byte-al phabet, Reed-Sol onon (RS) codes are used to format the
stored sector UThé prdsentapplidation eelatesrtdsopentiagihg. Patent dpplicationcheck byt es

codevor ds Sari Tor 1081 £8 abicatonioU S ERED T aA e oepbizrer o
errors asgthgos eandaney “MesIs LRVER(MME HEGRtdFSENBF RERRAtQYSE), EroPNg dat a

bl ock. However, in data storage devices, on% codewor ds cannot be used,
3

unl ess a Fes@ctonCogelECCd Brrndingpinst Peeoding Psecpsses fgs Data Stqsage ent

| ogi cal upy : i NG, ut er host
oper at 1 ng o EnEEiorhelibed M Niciamse VAT JsrRLIB R SGRBE, ' iy
process cassigseaof thepreserd applicdtion, and ethicthis inedrporstent hgeimbyli um  Losi ng
revol utions of the. datf'a torage nmedium | owers input/output (I/0O comrand
throughpuf?epﬁ?gﬁé'“;?@p 'rfe?)équent usage of the RMWN process becones

prohi bitive because it lowers |I/O conmmand t hroughput. The conbi nati on of

| ow SNR dE ction_and r.wite/read conditions may result in both random
“errors asmlﬁgdb&%mm byte errors ("m xed error node") becom ng
nore and nore likely at high areal densities and |low flying heights, which

is the trend in HDD industry. The occurrence of such
The present invention relates generally to data storage or communication

devices and systems, and particularly to an integrated sector format (ISF), error
correction code (ECC) encoding and decoding processes for d'ata storage or
communication devices and systems. More specifically, the present invention
relates to a system and associated method for protecting against miscorrection
due to parity sector correction in an on-drive RAID system.

BACKGROUND OF THE INVENTION

In data storage devices and systems such as, for example, hard disk
drives (HDD), the combination of poor writefread conditions and low signal-to-
noise ratio (SNR) data detection is likely to cause a mixed error mode of long
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m xed error node conbi nations of randomas well as burst errors is likely
~to cause the 512-byte sector interleaved OTF ECC to fail resulting in a
nore frequent use of a data recovery procedure (DRP) which involves
rereads, noving the head, etc. These DRP operations result in the |oss of
di sk revolutions that causes a |l ower input/output (1/0O throughput. This
performance | oss is not acceptable in many applications such as

audi o-vi sual (AV) data transfer, for exanple, which will not tolerate

frequent bpEses bﬂ&?b@%&%ndbﬂ%ﬁd@‘i@déﬂa&%@fﬁs s@?e% bR tRE bRk, 7 Fypical

uni form protection of singl e sectors against both rando as
burst err bvtg-alahabeteﬁgeciﬁmraom @Sb@@deﬁrﬂrﬁ usedtto formmat tfea $t0m111$ebtoltasul t in

ol so  nor SAEEDHREHESBOAMGS MibeRil RUEPHER TierENYbs SRR danei 1y of
t he data. |doateganhadi ookectaha bide@rrors ¢ thascatidivdgis.e physi cal bl ock conpri sing

ei ght sectors, for exanple, could be a solution for sone applications, but
it would require a change in the operating system standard unl ess

read- modi fy- wr| g 5880 ords a‘?&ﬁﬁa‘?& %ﬁldgg‘g Ror¥dth | gﬂﬂeﬁﬁ |§§taorl?%5§rs ctors.

Present operating systens are al ong sector 1 ogical
uni t. RWADf eImersAs m@dedwiqmah@clt hﬁeIQVﬁd'lanSﬁManagBﬂ(ﬂVBr ehengkdatat es. Thus,

when a si 5 n t he | ong

bl ock neegwtcg bﬂeig\rlvgg%le|rfﬁ§tra°srt%|’8§8vdg'vfgte§hlggé%@98@5&{?&}%&%}86%&38@%' cul at ed,
and t he whpless laasgdihadify-wiitet(RMW) eradess énusddebesaust hige EM%@\&I@@R&I an 1/0
oper at1 ot ABIETTaL S 5 SRAIoBe 20dant ALssent coMave BRoERREr PGty for a
data stor Q%eﬁh@,\éis%mbf@&@Jbi}teﬁlohg‘é/eét%ﬂdycdiﬁhiture rate for the m xed error
node of randomerror and buist error, that avoids frequent DRP or RWVN use,

and that al so has an acceptabl e check byte overhead. Accordingly, there is
a need for a (Mo t E), error
correction COSEE%IEC&@NJ?P%@%SS 3ha agecoé%?&oﬁ@bg@ “15 ?H%a?té'lag%r age

devi ces amgdiyat ehesing rwlnhmms@dmhe)dataeamrage rmrﬂum;letvemsinpm/m;tpmtem and
associ ate fy this nged have di sed in U S Patent
Appl i cat | ﬁ@%ﬁ%ﬁ%mwéﬁ@ fhe r§f°r§u§?%“e" “ﬁ?%%Pgmet'ﬁ@WPEO‘:?ﬁéci fically
associ at edevdrhés prohiliitives sedausevEbivers/Ocoman@gfolighputy of conplete |oss
of a part, or the whole, of for exanple one 8-sector data cluster within a

cluster block. As an illustration, the cluster block can be conprised of 16

data clusters. TridBomb |6H‘o‘f"|dV\PSN‘deél%blrt91 Cale Hdére\ﬁﬁl%%?dgbngltlon@ased

sector (or sectors) wth a parity sector in a parity cluster, such as an
ondri ve Raay-rgsyyithain randanmermoescks wellaerong banstsoof hyteerrote('mined y sect or s

are consi & is

therefore still ed, 15 a tunction ca '€ of "ChecKl ng e reliability
éltrspﬁ'lod’egtbg%gﬁmﬁgﬁ%rt? LH§ %r?dré lik8) Ag% egﬂ é@%ﬁ r%nt?e%kaq_ld\%w

of pari tyflwegherghm)ml"édtisdhemendsrs HDODR ingdestry. bTloe kcagesmetofsushor ect i on.

Anot her s Iem tes 0 the odd- dar wite. operation.

odd- oundaBV?%fa:éfr?%'prB%g? ﬁ?m 8“%"&5*’1”98%%%?”&? Uﬁfzﬁ"cdﬁé?sl"ﬁ& %egin at the

first LogcaudetBbtmLQ-deééét@r (ntidavett G‘TFPE!}U t‘o’n‘ﬂanl%ﬁﬂﬁﬁg{)fn &lalope Cl uster, or

whi ch doeﬁenot end at the last LBA of a E %/! ical 8-sector data cluster. The

conpl et i offe@ers Use b Adiatn secever pracedwiel () wugh bvobiesrigreads. an 8- sect or
data cl us i sence of an odd-boundary-wite operation requires a
Read~VI od'f"?’y"” \}ﬁ??]gg?%% operati on.

These DRP operations result in the loss of disk revolutions that causes a
lower input/output (I/O) throughput. This performance loss is not acceptable in
many applications such as audio-visual (AV) data transfer, for example, which

will not tolerate frequent interruptions of video data streams. On the other
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For sequential wites, the frequency at which the Read-Mdify-Wite
~operation would be required is low, and the C2/ C3 protection conpletion my
t hus not pose a considerabl e problem However, for randomwites the C2/C3

protection conpletion may not be acceptable from a performance vi ewpoi nt.
There is therefore a need for avoiding the RMVoperation, while
concurrently conpleting the C2/C3-protection in an 8-sector data cluster,.
whose | SF Protection is fragnented by odd-boundary-wite. Yet another
specific I ! I k& ae that can

W pe out gérg&éc@glr)hﬁmpﬁ}fg%ﬁ\&fﬂélgégﬁ@e%fgf?r%?giipg?&yé?nmcaﬁ%‘ggncﬁsencodi ng has
been conpbésterrorshat ei % 2-hde ddgical unitrseetdrfarmats wodldaesult inendabsiveéty state

of sector i 1 Qi t luster, .whi,ch ks a te that iis "virtual." The
r eadabi | i%@%%Eﬁ%pgqbq@@?@?gﬁgﬁggma,qgt SHC%EF bYte QVEEHeaAs 359 he di sk,
but shoul idcleasenkedeft etrot maté IR G851 RIISase ThAns Mgty iof ihesdathe of sectors
shoul d be updated and re-encoded into the C3-checks during the drive scrub

operation, 4 so that these C3-checks serve as mscorrection checks (i.e.,

GRO) Tor a_hi ahafo beMehaBE8eCkldas PUARY 05T Bal NENTHGRY Thy r csent

invention satisfi'es these needs, and present er program
product , seniorsnfaiexampla, eduldshchadolution fercsdnme bpplicetions, dulit itovdwdd ei n as "t he

systent of " n \ r ti,ng against _mscorrection due
o pari ty eauibS AHAEEM 1R Shdralidasbte R QARG BRI RERCRHIET 1y seet or
syste_mt T(FIIMV\{)SS ambptédhhw_h?m}zr?mgmr@emaf@tte:betacgﬁr. ﬂr@%ﬁt?pefﬁint@r otected by
a parity cluster, c self is a conplete, C3-protected cluster.

Ef f ecti ve?Xﬁl,tjemﬁiaﬁe \é\{ﬁ]b?%‘?d PRA 51&%9@'?%‘{@( Ipgiealyinit e AVMBhisiregdired 1 ef er r ed
to herei : vai &k Phes. O The LeGt | r w%'ch IS

i mpl enen?tggﬁpgs?%tﬂr?ﬁﬂﬁépgﬁl% tgg?‘lt ty sﬁqyi(%sé Jr?ugﬂgﬁgétags?ﬁ%l?ggﬁ e

r epl acene$RClYTis wiltieading dher seatersda thaslonghdoaki ndeidtodeseadothedongt er, or of

| . . I .
reans of IRESHTAK budd nBi 4 Yo REGliReqhnP ARG ot Blgt® Istbencr 'ty *
sectors (rewriani t Heoteishe RIWacausesrasi 18D emoughpdt gerfortiance iosstthat is| ust er

bl ock, to_avoid the risk o rovi dj t he custonmer with incorrect or ubad"
dat a. Havgq{ber?lfyeu%a}c&g %blq @g\fp,'c%i'lﬂgVBPraé'BPr ection, by parity sectors,
checked and verified by C3 checks that have high reliability level, as well
as the capability for checking consistency of _a cluster block, even in the
presence of "jHHirefors,ibwauldhedasiiehletofyeian ECCyformat feepdatar e

specific t i ! 1 : F3z ECC C3-check
Byt o, wt L PLogoLR Y BAEAs A TE CEHBREIGRAAS idr 1o Hikerf bl obiFel 05 ¢

(CRC s), rendemcasrariang buret éreor, tHad avoids fiedquent DRPaordRM¥Y ese,medithahs to a

CApr ot ect ) r veral  sectors, ha been
witten V\?q g%ﬁhygh%{: g'!)tgﬁ@s(fﬂeerc kgbﬁfgee §%egha(ﬁ)'c3§§%oé@agyy e f?aé/geﬁég?{ updat ed,
but the Girudtiple level (Mit)emtdégratetbdediereformatdds B erron comectiphaseieqEQT)

unr eadabl e _or,. er a'ﬁﬁ? s%ecﬁ ors w tPi %data cl uster \L,\fjét hin the cluster

bl ock, t HENCOGING AN FeaPdiig prosessiqr SlofRAG devices and SYteMP ®Ek can be used
to det ectcdmunicHBéPHeRESS knd Q?Q@ﬁis.sh%gﬁtém 8@ ad56datBtiTREhbE haton. Encodi ng
the virtual readability state of each data cluster into the C3checks

provi des Sstistydbis raedhavedreascdiseglasehinyS. ReserdAnplication Sefial N9.asures. The
advant agegy/@40 ¥ 16 ent systemare inherent in the structure of the

. I SF- ECC ?ﬁ)({lt p’rot’esﬁ'cvlp(s?é'agai nst different error mechanisns, with different

| evel s of protection. It allows reliable protection against error events
that are rare, a, sector

sectors. or Clﬁh'gqoz)}egn lgt?aqg%g[?%(ggéazly%rssgagtsedovt'ith the preserit ir?v&lti%msl: Mey of
possibility of complete loss of a part, or the whole, of for example one 8-sector
data cluster within a cluster block. As an illustration, the cluster block can be

comprised of 16 data clusters. The problem with replacing an unreadable or
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thé | owest possible overhead. The present systemis applicable as a raid
_on-drive where the cluster block is the parity stripe, wherein the

rai d-on-drive level correction is verified by several underlying correction
| evel s. The | SF- ECC nakes the probability of mscorrection of the

rai d-on-drive correction |level unlikely. 6 BRI EF DESCRI PTI ON OF THE

DRAW NGS The various features of the present invention and the nmanner of
attaining themw |l be described in greater detail with reference to the

fol | owi ng epserdeRtdrqdr sédtSrisTithaShrfly 38EtBE M a PARE ]lﬁbté@%@éﬁﬁﬁ%ﬁ&?ﬁera' s are
reused, where_ap rogri ate, ?fgwi n 'ca¥e a corrggpg?dence bet ween the

]
r ef er enced"ve Satd-5 systefihds thelack-piyerification that theparity seetorsiaredat a f 1 ow f or

wite and r I ' : -t henfly (OTF)
cal cul ati Sgﬁﬁﬁtﬁnﬁ%’g@ﬁ% %%ta{)l?u%a%ﬁﬁ%{;l\é%@{ %‘&Q\M@zﬁggﬁ?@ ﬁ"near error
corr ect i oneedel; i§ EO@)ctivndmpablésofahdcking thketaliabiliynofaatite sectect i on of |i near
ECC codewds read froma, disk's trackst, i n accordance with the present

i nvent i onSOEPEION az:rg%aglqsqu@qql%q@uas MRBFYEEARA- an appar atus for

M_- | SF- ECC encoding for a particular exanple of N= 8 sectors, n =3

| evel s, in accordance with an enbodi ment of the present invention; FIG 4
i s an exenpl ar fnethgs specifis poblars relatasita gheiogdd-boandary-witeoperatiorc| ust er s

0 2 OB A5 RS R

agai nst m scorrecti‘on accor to a _ s

present i hoginali Binck Address ALBApDEa physicair8-sectopdiata\clustert ﬁaWhroﬂra]dtwsl lity byte
encoded i -check .l evel;, FlG, S rqQcess. flaw chart fhat

i |l ustrat gf’i?ﬁagﬁggﬁt@%q%gby$éf é@ﬁfgﬁ’rgqq?ﬂﬁﬁ'{s%' %39 cemeletionqfd, ¢l ust er
pr ot ect i osecdndFdrd a ﬂ’iirddilegeﬁ(cztlcﬁ?,)éénc@dlr@ for Bh @-&sctorl dRW i3t inf that

'1Tustrat g?esaengg B? an %gd%oﬁnggry—\grite operation requires a Read-Modify-Write

(RMW) operation.

For sequential writes, the frequency at which the Read-Modify-Write
operation would be required is low, and the C2/C3 protection completion may
thus not pose a considerable problem. However, for random writes the C2/C3
protection completion may not be acceptable from a performance viewpoint.
There is therefore a need for avoiding the RMW operation, while concurrently
completing the C2/C3-protection in an 8-sector data cluster, whose ISF
Protection is fragmented by odd-boundary-write.

Yet another specific problem is the occurrence of a data erasure, a
‘jami,” that can wipe out a sector written inside a data cluster, for which a C3-
encoding has been completed. There is therefore a need to introduce a
readability state of sectors within a data cluster, which is a byte that is “virtual.”
The readability state of sectors should not be actually written on the disk, but
should be encoded into the C3-checks. The readability state of sectors should
be updated and re-encoded into the C3-checks during the drive scrub operation,



actording to a preferred nethod of the present invention. DETAILED

- DESCRI PTI ON OF PREFERRED EMBODI MENTS FIG 1 illustrates a partial |ogical
view of a disk drive and a portion of the read path and the wite path, in
accordance with the prior art. A disk drive, also ternmed a direct access
storage device, conprises a cyclically-rotated magnetic disk 1, a radial or
axially novabl e access arm5 tipped with an el ectromagnetic transducer 3
for either recording nmagnetic flux patterns representing sequences of

di gital bepatat teesteORIchackd Sdle AYMIBBSTEHIOR dHeBRETIY. 'ER

concentric tracks on the disk, or reading the recorded f ux pa terns froma
sel ected el proteqiient r acks and converting theminto codewords. Wen
sequences of digital binary data are to be witten out to the disk 1, they
are placed tenporarily in a buffer 15 and subsequently processed and

t r ansduce SUMMARYaOR THE INMENTUONchannel (17, 19, 7, 5, and 3) having
several stages. First, a predeterm ned nunber of binary data el enents, also
termed bytes, in a data string are noved fromthe buffer and streaned

through the ervRe pestchemiventior SsRfieEHdsedddd, BhOPRSRAEs d Systbi, Br ocessor
17, the data bét es are mapped into codewoords drawn from a sui tabl e |inear

bl ock or BYBPHEr PrREsaR RIAdUE!, antkas@ssetiaiesrmetkeyl (coltestively refermadito
appr eci at b inthe wite
pat h si gnggr‘all g%lhﬁe% E'n % 'fhr?lt\ﬁ(;’éger}tﬂs&g{% Efﬁ\ﬁ%‘%" 'i%gggﬁgfher bandpass or

spect r al - shsqoiregticwdee m\panuyaegm updatesan an8Fv-EGQC Bgstehpimadn of-he

ti rre-varyh@%f sérﬁnal ﬁt}s a&gl ied through an interface 7 and thence to the
wite ele Y€ 6ﬁ¥ Mesi stive, or other suitable transducer 3, for
conversion into nmagnetic flux patterns. 8 Al'l of the nmeasures starting

fromthe novenent of the binary data elenments frombuffer 15 until the
magnetic fl uxmg thigend. tQP@YWIei"i peasepts aclysies black taibeprotestad Bsat he rot ati ng

di sk 1 passe§ s whith lﬁ%ﬁ%ﬁc%@léﬁnégﬁ%gl}da{!ﬁ%t rﬁ@gﬁe%ntt@rsopurposes

of eff|C|ent ata transfer als r staged
(read) a Briotectioadowns atfourth (Sfeproteniion |exal hrefereechmdperain asf “0x4 lesely” data i nto

i gnal s miet PRICH: PR bRy KER RinbRrietds Bham g eleraml of
r ecor di ngstripaok 4 elogtehblogki ng under the transducer. Typical units of

recording track length are equal fixed length byte sectors of 512 bytes.
When sequences of magnetic flux patterns are to be read fromthe disk 1,

they are IOrOCWﬁEplébe%éﬂWUﬁFe%oﬁﬁleﬁ@Jérﬁged 86ctorAlithina Setsi@hstér: 9. 11,
and 13) and witten into buff . The tinme-varying signals, sensed by

t ransduce?’ %,a egreplgtascluster .mmajﬁy §ﬁ@tOrSmOébfl &cRarity clystersieguites ext r act i on
unit 9. kg{ba'l V\/net her
it shoul gﬁ" %gn? Ee)iggrl‘?/cde or b (iciﬁge‘rac%ﬁdao@q%gﬂi%%;f%ezfsh%?&l{ipémggsét%é eam out
of the sikardy Cbbstefa)canemmmtentQVIthhe daia i thB clustenblacle taaveidghe riskt o

codewor ds ol read path is eval uating
sequencesOfoé}O{Q@ﬁlgotg %géfongéé'w{ohg%&e?tioéoﬁﬁéﬁagﬂ disk 1, then, absent error
or erasure, the codewords should be the same. In order to test whether that
is the case, e|ﬁch Cﬁwgv‘or | E |ied to the ECC read processor 13 over a
path 27 from tTHVIPGNEE Heter lexe 65) 4 lemel cosraction.ely Rarity sectors phesked=cc

pr OCGSS0raﬂ(ﬁvérﬁle\drbyleﬁ'&hééﬂéjthaﬁﬁé\% high reYaility fdval, 228 wdil

@ ﬁsﬂﬁad pat h nust
al so operate in a ;ﬁnc ronous data sfream ng’ nmanrier suc t any detected
errors mﬁﬁpabéltytm‘ eckiag donsistency eﬁamusmrrblmdieewmlm/\ﬂnecprmncemf tinme for

the ECC regds t next codeword read fromthe disk
track. Th % g}ﬁlsr{fbsé@ﬁgy ﬁu#e\ylte paths may be nonitored and
controlled by a mcroprocessor (not shown) to ensure efficacy where
patterns of 9 refer may dictate . that th not, be taken down, such
as sequential YQRFRESH @Plgﬁghﬁg}/%pptﬁvegtl%@agﬁ?g ﬁ&‘ﬂ%@féhﬁ érEt‘EFQG and an
appar at usC8@heditb CénSE“\%lﬁ%@%@&of QhtalRAer, beldfren aﬂﬂ?d@cg r%ﬂ% gs8 sectors,
a three | evel th erre (f

, I n accordance w pre iment of the
present invention. Mire particularly,gFIG 2 illustrates, at each node of
the binary tree, the registers used t0 store the cunul ative check suns.
Likewise, FIG 3 illustrates how the content of these registers is conbined

to generate the integrated format checks using explicit equations for each
of the check byte sets. The exanple of FIGS. 2 and 3 is illustrated,
without Iimtation, to



denonstrate that the present M-I SF~CC nethod for encoding and decoding is
~conpletely general and valid for any nunber, N, of integrated sectors, for
any nunber, n, of ECC levels, and for any desired pattern for conbi ning
sectors within a physical block of N sectors to provide shared check bytes
in a M-1|SFECC encodi ng and decodi ng schene. In a preferred enbodi nent of
the present invention, the inplenentation of a Reed~ol onon encoder and
decoder is a matter of design choice, as other encodi ng and decodi ng

t echni que ! 1 i _described with
respect t305@%%)2@%?%?%\&%@?{Eﬂfggﬁ/ﬁﬁrﬁ?tﬁ\gﬁﬂ F\S/)éehégﬁ%g&é??e}nt thereof, it
wi || be updeeted stusterhlogkari @ aecton angevenahgediersirhaee been weitteptwithin and neans

venti on 2 Gag Eftspd; e CHES Atk bR HaYE RERTPAAMG, bREFEE o8kt ne
det ect i onchusterdrasimet been uptiatd; pr tﬁeipﬁeéémaiggmmﬁai’aget i@g?]rragég itsgﬁtqogsrﬂc ?ﬂgd

| ong bytewitbri ngs ﬁuch as received froma )

like. In 'rb%aﬁ{?rﬁ ster wrhis\tee slystarilocks thescaleulation, phibei ePrcheeksor ef er abl y
referred boePheRAsHE!bIOEK E&Y BB 1RbY ‘P&Eét%bhfﬁe &iia8r Bi8ck ir&%ﬁ&@fe?\c?,f .
information, as both sectors and packets represent units of 1nformation
havi ng pr édeidingrmisearragtiont s of information. Referring nowto FIG 4, it
illustrates an exenplary cluster block 900 containing a plurality of data
sector clusters 1, 2,. 3, and 4 through N1, with a parity cluster N (also
referred to asEpesdihy the vistuar re@dhbilifyastateyof @ach idata €ldsies imddesiCBe provi de
increased protectiqn against sector erasure. Though the present invention
i s descri BE%C 'Rfﬂ"'?%? Q(F:,Cgﬁ?:téprl '@'%PU?P@’E'”&EB pé%?ﬁnﬁgso,f B S#I38H®She cl ear
that the present invention is applicable as well to stripes (or groups) of
clusters. To this end, the present system presents the cluster block 900
that is protecf8e aﬂyamtﬁge@afthe;pr@smtsystemaremhewnt1rsmefstwttaea_f>rhlnﬂ ete,

pr ot ect 1 oS 5ga 1 raftS S e olitbrit e, i Releft 918 1 pe on a
cl ust er bbbpiotedtibnelt afiews frelizdlé protgmiontagatiststrer e@nts shatraveeatectlehy Cl, C2,
and C3 protection levels, simlarly to the other clusters 1 through N, as
descr i bod LG eERs ofliRs i asdrtpran Phrellyicl Fedions ox lustirs o sdath & %1 e
parity cl thetleweshpodsitsibeokrheadt ection | evel, also has sinmilar protection

| evel s, Cl, C2, C3, as the data sectors 1 through N-1, and is fornmed as
follows. The exclusive OR (XOR) sum of the data, D;, i=1, ..., 8, of all
the sectors 1 Thdprdsept 80Hta9 ik BSphdbId %s &l o | ock 900,
equal s zero, as egpr _essg_%lg ellom?pG N D~S|%l r'elﬁf&{—d@e\ﬂi%&b'ﬂﬁné %@S@rSi mlarly,

t he excl ublogl isdRe(pedity skipm whereirethelraidrenidriye devet cowectiamvielveritied by =1, .. .,
bi ock a00°>Sre ey voneclion el 178 Sk EC hikes e PrBbaihy'd? S 1FLT"
Consi der i miscomecter ohihecrald:om-deiye vesrectioreleaainirdikelyhe excl usi ve OR (XOR) sum
of the data, D2, of all the sectors 1 - N, including the parity cluster C4,
in the second colum in cluster block 900, equals zero, as expressed bel ow



ND2,j =0. j-I Asimlar XOR summation applies to all the data sections,
Dy, in the cluster block 900. The exclusive OR (XOR) sum of the C2-check
protection level of all the sectors 1 - N, including the parity cluster 4,
in the fourth columm in cluster block 900, equals zero, as expressed bel ow
~N CZ,j 0. j=I Simlarly, the exclusive OR (XOR) sum of the C3-check
protection level of all the sectors 1 - N, including the parity cluster 4)
in the eight colum in cluster block 900, equals zero, as expressed bel ow
~N ~j =1 CBRIEE DESCRIPTIORFOFITHE DRAWIIES! System uses the C2 and C3
protection Tevelrs as cycle readundancy checks (CRC s) for the parity cluster
C4. In addition, and with further reference to FIG 4A, one feature of the

present inventj i i j virtual r ility.byte. 920 for
Drch ol ustor 1 11 ko< Balpes, BotB huftert Varibf e B b BYA GRS 0% i <
not writt tenowilt feedescribedhugreateredataill adthirefeperidecto@e ¢biming | N t he exanpl e
of FIG 4, as, ,hs (g-,sector cluster (such as cluster 2 that contains the

unr eadabl 4e55ptig B1S, ABd drawings, whierelsisieranee nHewaalsiare feused e 920 (FI G

e : ; : ; Py IS

) is geppead fsbropiatéhiciRdRaea Eb&?ﬂf&tﬁiﬁgéﬁggﬁr{@%ggﬁar{eﬂ%&atqﬁérﬁée of the
2

correspondi ng sector. In this exanp e réadability
byte 920 ard wbemiiids to sector D1 in cluster 2; the second bit 922
corresponds to sector D2; the third bit 923 corresponds to sector D3 (905);
the fourth bit 924 corresponds to sector D4; the fifth bit 925 corresponds

to sector D5; Flge 1Si|lu3tfaté$hp&&f‘aldatimmﬂﬁritg@nﬂ%bdrpa% oﬂ&ﬁg@&ﬂﬂﬂth bi t
927 corresgpon o, sector D7, t ight bit 928 correspaonds to sector
D8. The z@'ﬁ)\@ &'ﬁ?b} W(ﬁﬂ?ﬁ%ﬁ"%%@f@é{?}ﬁ?@%b%?ﬂ@e%% of Chf&c{? REes i e, “while
a one bi tforsaridreg6ft Miea? Eror cBEEERIEE0d ECE) CodesWidras RARGbPdeteBfdPr 1S not
readabl e (or has been erased). FIG 5 is a process flow chart that

i || ust r at@Rd sGpreactioni A linseroBCG eodewerd readalfrgnt i @ heipk'sstratks, dener at i ng
the C4-le it re i.on of FIG 4. Method 950 is initiated
in step 9%%015@@@3 Mu'ﬁrr?{eﬂaéscgrgﬁgﬁdﬁ\;%ﬁg?éd sector or sectors, such as by an
erasure, whether partial or conplete of one or nore sectors in the cluster

bl ock 900. In 954 et hod 950 .replaces the unrea I rased
sector, i.e., @@@ESH@S&FW%" ??‘i@ﬁ&?ﬂ?@”%%’ﬂ?&é’é’g , i.e., 910,
in the pasndoding 168 grarlcllar xbmp¥eohfid= 8%@cidi§m £ BJal 8l atRTotdimcE3- checks
915 in the, cl ustegqﬁ@ip.e., cl uster ﬁé, of the unreadabl e or erased sector
905. In stithagem ABCIdBe Pregant VENHO%in excl usi ve OR operation (XOR) on
the C3~hecks in all the clusters 1 through N, including the parity cluster
C4. Then, in step 964, nmethod 950 checks if the XOR sum of the C3-check

cal cul ated i n Bfep i9@p axgmutlary stusten hlogkcentaipingpal pluralitg ofieeetori ned t hat the
XOR sum = « ; t : r 0 step 966
and repl g%%%teﬁ%%lﬁgagg@grg' ggq@eébgﬁ@g({e@%%%ﬁgg\gﬁ%% df% H%ﬁ%ﬁﬁ%@pondi ng

parity seagainstdnliécorféatioparccosdingtd @ preféfed entdding nedthod ef tHeopraséitst 18

(FIG 1 )in{/é]ntlsbtn?p 967.

FIG. 4A represents an exemplary virtual readability byte encoded in a
C3-check level;

FIG. 5 is a process flow chart that illustrates the encoding method for
generating the C4-evel parity cluster protection of FIG. 4; and



| f,; on the other hand, the XOR sum of the C3-checks is determned to be
~different fromzero, nmethod 950 proclains a mscorrection in step 968, and
does not replace the unreadable or erased sector 905 with the correspondi ng
parity sector 910. An error nessage is returned to the host 18 in step 969.
This return error nessage is a feature of the present invention in that the
error nessage provides an adm nistrator with the opportunity to, for
exanpl e, manually correct the corrupt or unreadable sector, if so desired.
The abst ent i onFfg By £PIRBES ok R aHIRAAKMYReOh BRASGSHARE Haho®05 W th the
correspondi ng parity sector 910, also prevent error propagation that could
ot her w seageprdingeoscrreterrast mgthod ofdhe prerent frvention.of time. Turning now to
FIG 6 is a process flow chart that illustrates a scrub update nethod 980
according to a preferred nethod of the present invention. The scrub update
met hod 98OETAIBERfBESGRIPTION OFCRREFERREDEMBODIMENTS ne of the drive.
Accordingly, while the Cl1 checks are witten on-the-#ly, the C, C3, and
CA-checks are calculated and checked by neans of the scrub update nethod

980. 14  The BG.UPilUSEabLS aW%@éa viéw 'of‘btd@(t awl/el dhfh gen%%ftme sel ecting

a first scrub track 982, and then, in step nethod 980 seeks to scrub the
track. n/efqaﬁhpam@ndﬁaﬁ wrise @sth, in acaardanceawidh Heceiier arhe Acdiskgiriveps, i.e., C2

groups, I p thod 980

i nquires | gtﬁwﬁwgﬁ%&égéﬂggﬂép 8?1'%8' Cf‘q?g‘?nsfésr% aﬁlﬁglﬂﬁﬁd&?@?dual XOR sumns

of these gragmptic dr.waﬂl azradmj ot hxially moetibiechca8ss arm@amdgvg_trdmn s: on stEp 990
addi tional tracks are

and inquires,if there, exists re fracks to scrub

found to gf er@QPQ{'C }rﬂnﬁ%ﬁr ggﬁr either recPreigg %?%@JL”%R?@% 992 and
sel ects tf‘épré@éﬁtmgcsreqbehéé’epdﬁf digited bﬁrfa??@bée\ﬁb@@sal&%am?gﬁe@ﬂﬂ 988, as
described earlier. |[f no additional scrub tracks are Tound in step 990,

net hod 98qud@itqu«%ﬁfé@umheeﬂwr%gtﬂcptaqbﬁmnrtaetd@ﬁkspérﬁm thefregergleBCC gr oups
are not foudatk&nBsr 4 and

recomput es tﬁ 0 8@?5 ?z%dd chec%eﬁg%ke, ecg)%ﬁhﬁggb%ﬁua es the

coher encyc@dewtbrdsr econputed ECC groups in step 996. If the coherency of the
reconputed ECC groups is not verified in decision step 998, nethod 980
repeats steps 994 and 996 as described earlier. If, however, the coherency

of the reconmpundBnEEGuENCaPst d.gnamiriafry edta arettbdd WHken sut trthé arked in step

999. It is to be understood,t the specific embodi ments of the invention
t hat ! ﬁwey are placeg%emporanly ina bu#er 15p and subsequently processed and

transduced along a write path or channel (17, 19, 7, 5, and 3) having several
stages. First, a predetermined number of binary data elements, also termed
bytes, in a data string are moved from the buffer and streamed through the error
correction code (ECC) write processor 17.  In processor 17, the data bytes are
mapped into codewords drawn from a suitable linear block or cyclic code such
as a Reed-Solomon (RS) code, as is well appreciated in the prior art. Next,
each codeword is mapped in the write path signal-shaping unit 19 into a run
length limited or other bandpass or spectral-shaping code and changed into a
time-varying signal. The time-varying signal is applied through an interface 7
and thence to the write element in a magnetoresistive, or other suitable
transducer 3, for conversion into magnetic flux patterns.



have been described are nerely illustrative of certain application of the
principle of the present invention. Numerous nodifications nmay be made to
"the system and associ ated nethod descri bed herein) without departing from
the spirit and scope of the present invention. Wile the present invention
has been described 15 In connection with sectors for exenplification
purpose, it should be clear that the present invention is applicable as
well to any data sets or associated sets of data. 16 CLAI M5 What is

claimed is: 1. AhoRid1RdadiireB'stirfRg froth ﬁ@%@@éméﬂtﬁ?ﬁé Pﬂghggitgue to parity

sector correction, conprising. genherati nﬁ sector 1evel byt es
accor di ngetesnentsfrom bufiardis wntil the magnelis flonpattates atssiviieaoniaeast sone of

th t | S . det. ' cyrren of m scorrection
due o parriPEelaifbadc By HEF ot ok T eaBe RLupiGHhe B85 8 reeu pr event i ng a
o Ly oot o T or L aCt Lo e ey of “an
ari sector;: and | ( _

ﬁnreaéabl e-@,té%qd;&g@teg&{t)oqr %PWF_; Bﬁéd)c%afsgssﬁﬁm!li%@tb%?-i tI'hCése J'@rt{]‘eZk ghte
met hod of ' bi i ec ytes
accordi ngnféicg’b {”r?e&mﬂﬁ%gﬁ &g?rré reg;%dggrprggc%t% Fgﬁbﬁ%d@é@%%fﬁesﬁetm%d of claim
2, furt hefluprasiucinigrimeryantingsighals saust bedarfe welbwithinghe timesintgdrvalheck byt es

cor ect1 onoing 8 P TbERE R tacR FGRaFE b DroHr ek eb@abesd, T8 cr m nea

to have ounits ofer@corditgitrackiigngth are equal fixed length byte sectors of 512 bytes.

When sequences of magnetic flux patterns are to be read from the disk 1,
they are processed in a separate so called read path or channel (7, 9, 11, and
13) and written into buffer 15. The time-varying signals, sensed by transducer
3, are passed through the interface 7 to a signal extraction unit 9. Here, the
signal is detected and a decision is made as to whether it should be resolved as
abinary 1 or 0. As these 1's and 0's stream out of the signal extraction unit 9
over path 25, they are arranged into codewords in the formatting unit 11.

Since the read path is evaluating sequences of RS codewords previously
recorded on disk 1, then, absent error or erasure, the codewords should be the
same.

In order to test whether that is the case, each codeword is applied to the
ECC read processor 13 over a path 27 from the formatter. Also, the sanitized
output from the ECC processor 13 is writtén into buffer 15 over path 29. The
read path must also operate in a synchronous data streaming manner such that
any detected errors must be located and corrected within the codeword well in
time for the ECC read processor 13 to receive the next codeword read from the
disk track. The buffer 15 and the read and write paths may be monitored and
controlled by a microprocessor (not shown) to ensure efficacy where patterns of



error nessage. 4. The nethod of claim1, wherein generating sector |evel
~check bytes conprises protecting each sector within a cluster agai nst

m scorrection, and cross checking for mscorrection within the cluster. 17
5. The method of claim2, wherein generating sector |evel check bytes
according to the nmulti-level error correction code conprises generating a
four level check: Cl, C2, C3, and C4~kecks. 6. The nethod of claimb5,
wherein using at | east sonme of the sector |evel check bytes to determ ne

the occur ngReEn@ihg H‘ia%%té%ﬁﬁ‘n%f@ tp%g?ré(%t%eol%kbfl Ho%‘f%@éh #é&ﬁ%dﬁ%ﬁre&@mr i ses

recal cul ating the” C3-chec uster level. claim 6,
wher ei n udpiegenraing.east some of the sector |evel check bytes to deternine
the occurrence of mscorrection due to parity sector correction further
conprises checking the integrity of the C3-checks that have been

recal cul at ed atFlGBe2a@nds3 itustrate @ methodEHel areapieatanls fol MILMSE-E@Rer ei n
i of the C3checks that have been recal cul ated at the

checking the integrit (

cluster | &/”EPC"EQ%W Qég'cl‘,‘@r@ﬁ?@? &ef M =Biaegersapthiaedeve) E¢edrs Jiina ¢l ust er
bl ock | ev ' ﬁ,@@b | ' : N e sum of all

t he @che?ﬁg?gfnt&-ﬁg"ﬁst errﬁgbq g@gbp?gseethgg{%ﬂr)@gg? Iﬁyn%)'ﬁ@r?én er%g an excl usive
OR oper at iRgrticylary, FIGh2illgstratescitseash nade ofiths binarptreekthbaegisterd 0sedhe

t hod of ' ' ] ti. ' h t f all
the. Ca- cndd pBrEe sURGRRLS oA GIney dRRwisE. Bt FENEHtes Babdlieo. 12, The
met hod of cohtEntofltheseiegisiers 15 conatiined to drateie ifeyRRES orfedhédles sum of
all the @-chec@cﬁt t he cl usterh ggtﬁ Kk el is equal to zero. 12. The

, |

met hod of UEING; SKPHCI pAYRYRLS fRkRaH éCESS%/BYt&tﬁ% a readability byte for

sectors in a cluster to indicate a readability state of the sectors. 18

The example of FIGS. 2 and 3 is illustrated, without limitation, to
demonstrate that the present MLHSF-ECC method for encoding and decoding is
completely general and valid for any number, N, of integrated sectors, for any
number, n, of ECC levels, and for any desired pattern for combining sectors
within a physical block of N sectors to provide shared check bytes in a MLASF-
ECC encoding and decoding scheme.

In a preferred embodiment of the present invention, the implementation
of a Reed-Solomon encoder and decoder is a matter of design choice, as other
encoding and decoding techniques may be used.

While the present invention has been described with respect to a disk
storage device as an illustrative embodiment thereof, it will be understood that
various changes may be made in the method and means herein described
without departing from the scope and teaching of the invention. Thus, the
principles of this invention also pertain to the detection and correction of errors
in linearly error correction encoded long byte strings, such as received from a
communication system or the like. In the communication system, the units of
information are preferably referred to as packet of information rather than

10



13 The method of claim 12, wherein the readability byte is virtual. 14.
~The method of claim 13, further conprising encoding the virtual readability
byte into a designated |level of the nulti-level error correction code. 15.

The nethod of claim2, further conprising calculating a readability byte
for clusters in a cluster group to indicate a readability state of the
clusters. 16. The nethod of claim5, further conprising using a scrub
update operation to generate the sector |evel check bytes, and to use at

| east 'somRegtbrd GRneAfiafen) E¥i5kin Aecks B Baokdls gt BsaRIRY occurrence of

m scorrection due to parity sector corre he nmethod of claim 16,
wher ei n t rdoration hayikg epradetaermined amounts efriefotradtioturi ng an idle tinme. 18.
The nethod of claim 17, wherein using the scrub update operation conprises
calculating at | east some of the |level checks during the idle tine. 19. The

met hod of cl ai Refeékinghewabd FiGakciulliabirawsain dxeasilagUEstef blbliegbgvel checks
during the idle tinme conprises calculating the C2,; C3, and C4 ckecks during

I .
the idle FPHBINBMA PRIEIGHON H8ke $cte de#@ﬁ 3 o eRE A BEMeN Nilnyitbad cul ati ng
the CL-ckggtityimher Nldiso #dforBath Asiinlbeer c%.gfgé}nggicg{s%rc%lg%dd& agai nst

m scorrection due to parity sector ‘correction, means for
gener at i ntp povidsrintreased pradestidnyagainstseotatienasure. a nul ti-| evel error
correction code; neans for determ ning an occurrence of m scorrection due
to parity

Though the present invention is described with reference to clusters and

sectors, it should be clear that the present invention is applicable as well to
stripes (or groups) of clusters.

To this end, the present system presents the cluster block 900 that is
protected by the parity cluster C4, which itself is a complete, C3-protected
cluster. Effectively, this protection forms a fourth ISF protection level, which is
implemented as a multi-sector parity stripe on a cluster block. More specifically,
parity cluster C4 is protected by C1, C2, and C3 protection levels, similarly to
the other clusters 1 through N, as described earlier.

Considering an 8-sector cluster as an example, the parity cluster, or C4-
check protection level, also has similar protection levels, C1, C2, C3, as the
data sectors 1 through N-1, and is formed as follows.

The exclusive OR (XOR) sum of the data, D, i=1, ..., 8, of all the sectors

1 -N, including the parity cluster C4 in cluster block 900, equals zero, as
expressed below:

Y p,=0i=1..,8
D = L, i=1...,8.

11



sector correction by using at |east sone of the sector |evel check bytes;
wherein if the determ ning neans detects niscorrection, the determ ning
"nmeans prevents a replacenent of any of an unreadable or erased sector with
a corresponding parity sector; and wherein if the determ ni ng neans does
not detect mscorrection, the determ ning neans replaces the any of the
unreadabl e or erased sector with the corresponding parity sector. 22. The
storage device of claim 21, further conprising neans for generating cluster
| evel check bytgs; i : ki r i ode. 23.
The storage de§?§lé£%%%%%\% Hﬁ‘@%ﬁ%@%ﬂ‘%??\é&{%gﬁg&g gtﬁdna'g?’%'g at | east
some of tKaiel,usy & ol alible sectork 1y dacludindehe parityecltister G4dniciustere of
m'scorrecblﬂog %ﬁe to garity sector q rrection at a cluster level. 24. The
storage dBVCE&UGr eqalp 7Py as RBreSsRANOWeans for generating sector |evel
check bytes protects each sector within a cluster against m scorrection)
and cross checking for mscorrection within the cluster. 25. The storage
device of claim 22, wherein th Hegn%(ﬁ,qr:]gg,nﬁrati ng sector |evel check
bytes according to the nulti-léveél Error correction code generates a

four-level check: C1, C2, C3, and C4~kecks. 26. The storage device of claim

25, wherein the neans for using at |east sonme of the sector |evel check
bytes to det er GPRSideriag Hiecsraondnslunn by way of example, the exclusive OR

(XOR) sum of the data, D2, of all the sectors 1 - N, including the parity cluster
C4, in the second column in cluster block 900, equals zero, as expressed
below:

Y b, =0
R
A similar XOR summation applies to all the data sections, D;, in the cluster block
900.

The exclusive OR (XOR) sum of the C2-check protection level of all the
sectors 1 - N, including the parity cluster C4, in the fourth column in cluster
block 900, equals zero, as expressed below:

Y ¢, =0

J=1

Similarly, the exclusive OR (XOR) sum of the C3-check protection level
of all the sectors 1 - N, including the parity cluster C4, in the eight column in
cluster block 900, equals zero, as expressed below:

¥ ¢, =0

J=1

12



m scorrection due to parity sector correction recal cul ates the C3-checks at
the cluster level. 27. The storage device of claim 26, wherein the neans
"for using at |east some of the sector |level check bytes to determne the
occurrence of m scorrection due to parity sector correction further checks
the integrity of the C3-checks that have been recal cul ated at the cluster

| evel . 28. The storage device of claim27, wherein the neans for checking
the integrity of the C3~hecks that have been recal cul ated at the cluster

| evel cal cul at g fresu) t‘hfe m*ééeﬁtfs?st@?n Gg@frﬁﬁ @2 afd @%%ct@h Keld gyel . 29.

The storage device of claim urt her risi ng cal culating a virtual

r eadabi | i tCVC|§>f?@UﬂdﬂﬂC¥&|ﬂ§©k%(GFRC§) mrdbe@uarltycplustew 4te a readability state
of the sectors. 30. The storage device of claim?25, further conprising a
scrub update operation that generates the sector |evel check bytes and that
uses at | east $voasditibntdre w'mlmeelrwfel'ermleetolFIGynAsom@femnrerdﬁthim t he

occurrence of mi scor. rectlon ue to | t [ corr met hod
of pr ot ecPrEREM MYRPLOR 1§ the;ip U%[P"Pé ”ﬁée?éﬁﬁwg bﬁ?‘?&eﬂ”smr

m scorr eclip fHe élustef Block ©00STRE iMuaPRIddabiliy byt ©20as AobRfittert BTG 8isRY:

gener at i n%’éa cross check frominformation’in the data set; storing the

cross che®ut isrengodediinipitls Gareheckne data set; on an erasure event,
reconstructing mssing data fromthe parity bl ock; generating a new cross
check fromthe data set including data that has been reconstructed,
conparing the fretheosansple loé EG W, tds thbS-séatoreclustenGtich eatust@rl2 that

contains the unreadable sector 905) is read, a corresponding readability byte
920 (FIG. 4A) is generated, in which each bit describes the readability state of
the corresponding sector.

In this example, the first bit 921 in the readability byte 920 corresponds to
sector D1 in cluster 2; the second bit 922 corresponds to sector D2; the third bit
923 corresponds to sector D3 (905); the fourth bit 924 corresponds to sector
D4, the fifth bit 925 corresponds to sector D5; the sixth bit 926 corresponds to
sector D6; the seventh bit 927 corresponds to sector D7; and the eight bit 928
corresponds to sector D8. The zero bit indicates that the corresponding sector is
readable, while a one bit (as in sector 905) indicates that the corresponding
sector is not readable (or has been erased).

FIG. 5 is a process flow chart that illustrates an encoding method (i.e.,
code or algorithm) 950 for generating the C4-evel parity cluster protection of
FIG. 4. Method 950 is initiated in step 952 by an unreadable or erased sector or
sectors, such as by an erasure, whether partial or complete of one or more
sectors in the cluster block 900.

In step 954, method 950 replaces the unreadable or erased sector, i.e.,
905 (FIG. 4) with the corresponding parity sector, i.e., 910, in the parity cluster

13



I f the conpared reconstructed and the new cross checks are consi stent,
determ ning that the reconstructed data is valid and allow ng the
"reconstructed to be used; and if- the conpared reconstructed and the new
cross checks are not consistent, determning that the reconstructed data is
invalid and indicating an error. 32. The nmethod of claim 31, wherein
generating the cross check conprises generating the cross check according
to a multi-level error correction code. 33. The nethod of claim 31, wherein

the data gal MeoBY 95¢ thelethlRLiRtdPihel03-8REKR P15 iRdhe Ehetegi 1 0usfer Cl ai m 33,
wherein generating the cross check COBE“ ses generating a parity sector

over a suBketthefunrerdable ar emsed $6ctorR85nmet hod of clai m 34, wherein
generating the cross check further conprises generating a plurality of
cross checks from other subsets of the data set so that the other subsets
i ncl ude data fincstea 9gRumMatiddy950 implementspaT exglusive ORsolsration ((AOR) A dat a

st orage devi.ce_gontajnin data se rotected w.th at | east one parity

bl ock. ¢ nh din Gasecks ipberguddent betadony, Moudngreinady Suskebdn
associ at i PReNih Btdd1864]ahathd 810500 PERKS fithe XOFRairh df e 88Meaki Ng the parity
bl ock fromthe data set; neans for generating a cross check fromthe data

set; meansalpdatadipsien PO enHal 26resi ng data fromthe parity bl ock due to an
erasure event; 22

If in step 964 it is determined that the XOR sum of the C3-checks is
equal to zero, method 950 proceeds to step 966 and replaces the unreadable or
erased sector 905 with the corresponding parity sector 910. The parity sector
910 is then returned to a host 18 (FIG. 1) in step 967.

If, on the other hand, the XOR sum of the CS-checks is determined to be
different from zero, method 950 prociaims a miscorrection in step 968, and does
not replace the unreadable or erased sector 905 with the corresponding parity
sector 910. An error message is returned to the host 18 in step 969. This return
error message is a feature of the present invention in that the error message
provides an administrator with the opportunity to, for example, manually correct
the corrupt or unreadable sector, if so desired. The abstention from replacing
the unreadable or erased sector 905 with the corresponding parity sector 910,
also prevent error propagation that could otherwise go undetected for an
extended period of time.

Turning now to FIG. 6 is a process flow chart that illustrates a scrub
update method 980 according to a preferred method of the present invention.
The scrub update method 980 is preferably implemented during the idle time of
the drive. Accordingly, while the C1-checks are written on-the-fly, the C2, C3,
and C4-checks are calculated and checked by means of the scrub update
method 980.

14



means for generating a new cross check fromthe reconstructed data set;
~nmeans for conparing the new cross check with a stored cross check; and
nmeans for indicating an error if the conpared new cross check and stored
cross check are not consistent. 37. The data storage device of claim 36,
wherein the means for generating the cross check generates the cross check
according to a nulti-level error correction code. 38. The data storage
device of claim 36, wherein the data set conprises multiple parity sectors.
39. The data storage device of claim38, wherein the neans for generating

t he cross check 8enerat es a pari té sector over a subset of the data set.
40. The data st BPageibdirdate mathed B ssioitiaigeingstep PB2 birsalesting A figgtner at i ng

the cross sehBtadiiddz8hd HIEIA SRR AeodoHo dabi8ho SERBINE HAEK Mbfal of her

subset s o? the data $et s ubsets Include data rrom a

pl ural i t y986 then wpaesphisittack dadachecks #tesECCIgrodps, dret,dZ2 gaupscCBon code

havi ng instructiocrf %odes andé‘fo%@%ni ng a data set protected with at |east
one pari t?r%pécﬂr,] pnegrﬁﬁp%r e &tery bei ng protected by a cross check stored
in association with the data set, conprising: a first set of instruction

codes for generati n@ﬁt he parity block fromthe data set; a second set of
i nstruction codexep ngqﬂ931@1%%@%@\@Eé‘&gmueﬁwarmoherent, that is

if the individual XOR sums of these groups equal zero. If so, method 980
proceeds to decision step 990 and inquires if there exists more tracks to scrub.

If additional tracks are found to still exist in step 990, method 980
proceeds to step 992 and selects the next scrub track, and repeats steps 984,
986 and 988, as described earlier. If no additional scrub tracks are found in step
990, method 980 terminates in step 999.

Returning to step 988, if the ECC groups are not found to be coherent,
method 980 proceeds to step 994 and recomputes the C2, C3, and C4-check
groups, and then evaluates the coherency of the recomputed ECC groups in
step 996.

If the coherency of the recomputed ECC groups is not verified in decision
step 998, method 980 repeats steps 994 and 996 as described earlier. If,
however, the coherency of the recomputéd ECC groups is verified, method 980
is terminated in step 999.

It is to be understood that the specific embodiments of the invention that
have been described are merely illustrative of certain application of the principle
of the present invention. Numerous modifications may be made to the system
and associated method described herein, without departing from the spirit and
scope of the present invention. While the present invention has been described
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data set; 23 a third set of instruction codes for reconstructing m ssing
~data fromthe parity block due to an erasure event; the third set of
instruction codes further generating a new cross check fromthe
reconstructed data set; and the third set of instruction codes conparing
the new cross check with a stored cross check, and for indicating an error
if the conpared new cross check and stored cross check are not consistent.
42. The error correction code of claim4l, wherein the second set of

i nstructi SRS r SHSE Il Lleyel error
correcti oqr:lrn?:ode: ﬁgmhgﬁ?gﬁﬁ"?@@? I on %% gggflp%q%l&mei%!éywﬁértéﬁé{n t he
data set O8N Bwenhen is gnplicpbleiasywelbiot anysdata setsToreassociateccsats @bt i on code
of claim gta wherein the second set of instruction codes generates a parity
sector over a subset of the data set. 45. The error correction code of
claim44, wherein the second set of instruction codes further generates a
plurality of cross checks fromother subsets of the data set so that the

ot her subsets include data froma plurality of unique parity data subsets.
24
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3. The method of claim 2, further comprising using at least some of the
cluster level check bytes to determine the occurrence of miscorrection due to
parity sector correction at a cluster level; and

wherein if miscorrection is determined to have occurred, returning an
error message.

4. The method of claim 1, wherein generating sector level check bytes

comprises protecting each sector within a cluster against miscorrection, and
cross checking for miscorrection within the cluster.
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5. The method of claim 2, wherein generating sector level check bytes
according to the multiHevel error correction code comprises generating a four-

level check: C1, C2, C3, and C4-ckecks.

6. The method of claim 5, wherein using at least some of the sector level
check bytes to determine the occurrence of miscorrection due to parity sector
correction comprises recalculating the C3-checks at the cluster level.

7. The method of claim 6, wherein using at least some of the sector level
check bytes to determine the occurrence of miscorrection due to parity sector
correction further comprises checking the integrity of the C3-checks that have
been recalculated at the cluster level.

8. The method of claim 7, wherein checking the integrity of the C3-
checks that have been recalculated at the cluster level comprises calculating a
sum of all the C3-checks at a cluster biock level.

" 9. The method of claim 8, wherein calculating the sum of all the C3-
checks at the cluster block level comprises implementing an exclusive OR
operation of all the C3-checks at the cluster block level.

10. The method of claim 9, wherein miscorrection is detected when the
sum of all the C3-checks at the cluster block level is different from zero.

11. The method of claim 10, wherein miscorrection is not detected when
the sum of all the C3-checks at the cluster block level is equal to zero.

12. The method of claim 2, further comprising calculating a readability
byte for sectors in a cluster to indicate a readability state of the sectors.
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13. The method of claim 12, wherein the readability byte is virtual.

14. The method of claim 13, further comprising encoding the virtual
readability byte into a designated level of the multiHevel error correction code.

15. The method of claim 2, further comprising calculating a readability
byte for clusters in a cluster group to indicate a readability state of the clusters.

16. The method of claim 5, further comprising using a scrub update
operation to generate the sector level check bytes, and to use at least some of
the sector level check bytes to determine the occurrence of miscorrection due to
parity sector correction.

17. The method of claim 16, wherein the scrub update operation is
implemented during an idle time.

18. The method of claim 17, wherein using the scrub update operation
comprises calculating at least some of the level checks during the idle time.

19. The method of claim 18, wherein calculating at least some of the
level checks during the idle time comprises calculating the C2, C3, and C4-
ckecks during the idle time.

20. The method of claim 19, further comprising calculating the C1-ckeck
on-the-fly.

21. A storage device capable of protecting against miscorrection due to
parity sector correction, comprising:
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sector correction by using at least some of the sector level check bytes;
wherein if the determining means detects miscorrection, the determining
means prevents a replacement of any of an unreadable or erased sector with a
corresponding parity sector; and
wherein if the determining means does not detect miscorrection, the
determining means replaces the any of the unreadable or erased sector with the
corresponding parity sector.

22. The storage device of claim 21, further comprising means for
generating cluster level check bytes according to the multiHevel error correction
code.

23. The storage device of claim 22, further comprising means for using at
least some of the cluster level check bytes to determine the occurrence of
miscorrection due to parity sector correction at a cluster level.

24, The storage device of claim 21, wherein the means for generating
sector level check bytes protects each sector within a cluster against
miscorrection, and cross checking for miscorrection within the cluster.

25. The storage device of claim 22, wherein the means for generating
sector level check bytes according to the multiHevel error correction code
generates a fourHevel check: C1, C2, C3, and C4-ckecks.

26. The storage device of claim 25, wherein the means for using at least
some of the sector level check bytes to determine the occurrence of
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miscorrection due to parity sector correction further checks the integrity of the
C3-checks that have been recalculated at the cluster level.

28. The storage device of claim 27, wherein the means for checking the
integrity of the C3-checks that have been recalculated at the cluster level
calculates a sum of all the C3-checks at a cluster block level.

29. The storage device of claim 22, further comprising calculating a
virtual readability byte for sectors in a cluster to indicate a readability state of the
sectors.

30. The storage device of claim 25, further comprising a scrub update
operation that generates the sector level check bytes and that uses at least
some of the sector level check bytes to determine the occurrence of
miscorrection due to parity sector correction.

31. A method of protecting a data set with at least one parity block
against miscorrection due to inconsistent parity in the data set, comprising:

generating a cross check from information in the data set;

storing the cross check in association with the data set;

on an erasure event, reconstructing missing data from the parity block;

generating a new cross check from the data set including data that has
been reconstructed;

comparing the new cross check with the stored cross check;
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32. The method of claim 31, wherein generating the cross check
comprises generating the cross check according to a multiHevel error correction
code.

33. The method of claim 31, wherein the data set comprises multiple
parity sectors.

34. The method of claim 33, wherein generating the cross check
comprises generating a parity sector over a subset of the data set.

35. The method of claim 34, wherein generating the cross check further
comprises generating a plurality of cross checks from other subsets of the data
set so that the other subsets include data from a plurality of unique parity data
subsets.

36. A data storage device containing a data set protected with at least
one parity block, the data set also being protected by a cross check stored in
association with the data set, comprising:

means for generating the parity block from the data set;

means for generating a cross check from the data set;

means for reconstructing missing data from the parity block due to an
erasure event;
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and
means for indicating an error if the compared new cross check and

stored cross check are not consistent.

37. The data storage device of claim 36, wherein the means for
generating the cross check generates the cross check according to a multi-evel
error correction code.

38. The data storage device of claim 36, wherein the data set comprises
multiple parity sectors. |

39. The data storage device of claim 38, wherein the means for
generating the cross check generates a parity sector over a subset of the data
set.

40. The data storage device of claim 39, wherein the means for
generating the cross check further generates a plurality of cross checks from
other subsets of the data set so that the other subsets include data from a
plurality of unique parity data subsets.

41. An error correction code having instruction codes and containing a
data set protected with at least one parity block, the data set also being
protected by a cross check stored in association with the data set, comprising:

a first set of instruction codes for generating the parity block from the
data set;

a second set of instruction codes for generating a cross check from the
data set;
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a third set of instruction codes for reconstructing missing data from the
parity block‘due to an erasure event;

the third set of instruction codes further generating a new cross check
from the reconstructed data set; and

the third set of instruction codes comparing the new cross check with a
stored cross check, and for indicating an error if the compared new cross check
and stored cross check are not consistent.

42. The error correction code of claim 41, wherein the second set of
instruction codes generates the cross check according to a multiHevel error
correction code.

43. The error correction code of claim 41, wherein the data set

comprises multiple parity sectors.

44, The error correction code of claim 43, wherein the second set of
instruction codes generates a parity sector over a subset of the data set.

45. The error correction code of claim 44, wherein the second set of
instruction codes further generates a plurality of cross checks from other
subsets of the data set so that the other subsets include data from a plurality of
unique parity data subsets.
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