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What is claimed is:  

 

1. An apparatus, comprising:  

 a memory associated with an instance of a distributed database at a first compute 

device configured to be included within a plurality of compute devices that implement the 

distributed database via a network operatively coupled to the plurality of compute devices; 

and  

 a processor operatively coupled to the memory, and configured to:  

  select an anonymous communication path associated with: (a) a second 

compute device from the plurality of compute devices that implement the distributed 

database, and (b) a set of compute device identifiers, the anonymous communication path 

defined by a sequence of blinded public keys, each blinded public key from the sequence of 

blinded public keys associated with a pseudonym of a compute device from a set of compute 

devices that implement the anonymous communication path;  

  generate an encrypted message encrypted with a first blinded public key 

included in the sequence of blinded public keys, the first blinded public key associated with 

the second compute device, the first blinded public key being defined as a pair (B', H') based 

on a public key defined as a pair (B, H) and a random value (R), the pair (B', H') being 

defined as (B^R, H^R);  

  generate an encrypted data packet including the encrypted message and a 

compute device identifier from the set of compute device identifiers, the compute device 

identifier associated with the second compute device, the encrypted data packet encrypted 

with a second blinded public key from the sequence of blinded public keys; and  

  send the encrypted data packet to a third compute device from the set of 

compute devices that implement the anonymous communication path.  

 

2. The apparatus of claim 1, wherein the random value (R) is a first random value (R1), 

the public key is generated by:  

 selecting a second random value (R2) from a predefined set of values (G) that is an 

algebraic group such that R2 is a generator for G;  

 selecting a third random value (R3) from the predefined set of values (G);  

 defining the public key as the pair (B, H) based on the second random value (R2) and 

the third random value (R3), the pair (B, H) being defined as (R2, R2^R3),  
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 the first random value (R1) is selected from the predefined set of values (G), the first 

random value (R1) being selected such that B^R1 is a generator for G.  

 

3. The apparatus of claim 2, wherein:  

 the predefined set of values (G) is chosen to be a set of numbers {1, 2, 3, . . . , 2P} for 

some prime P such that 2P+1 is prime;  

 a group operator * is defined to be multiplication modulo 2P+1;  

 an exponentiation is defined to be repeated multiplication modulo 2P+1; and  

 an element D of G is defined to be a generator if neither D^2 nor D^P are congruent 

to 1 modulo 2P+1.  

 

4. The apparatus of claim 1, wherein the random value (R) is a first random value (R1), 

the processor is configured to generate the encrypted message (X, Y) by:  

 selecting a second random value (R2) from a predefined set of values (G) that is an 

algebraic group; and  

 encrypting a plaintext message (M) using the first blinded public key (B', H') and the 

second random value (R2) to define an encrypted ciphertext as (X, Y)=(B'^R2, M*H'^R2).  

 

5. The apparatus of claim 1, wherein the random value (R) is a first random value (R1), 

the processor is configured to blind the encrypted message (X, Y) by using the first blinded 

public key (B', H') to generate a blinded encrypted message (X', Y') by:  

 selecting a second random value (R2) from a predefined set of values (G) that forms 

an algebraic group; and  

 defining the blinded encrypted message as (X', Y')=(X*(B'^R2), Y*(H'^R2)); and  

 the processor is configured to generate the encrypted data packet including the 

blinded encrypted message.  

 

6. The apparatus of claim 1, wherein the encrypted data packet is a first encrypted data 

packet, the anonymous communication path is a first anonymous communication path, and 

the processor is further configured to:  

 receive a second encrypted data packet, from the second compute device and via a 

second anonymous communication path different from the first anonymous communication 

path; and  
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 decrypt the second encrypted data packet with a private key specific to the first 

compute device.  

 

7. The apparatus of claim 1, wherein the encrypted data packet is a first encrypted data 

packet, the anonymous communication path is a first anonymous communication path, the set 

of compute devices that implement the first anonymous communication path is a first set of 

compute devices, and the processor is further configured to:  

 receive from the second compute device, a second data packet, via a second 

anonymous communication path implemented by a second set of compute devices different 

from the first set of compute devices.  

 

8. The apparatus of claim 1, wherein the set of compute device identifiers includes a 

sequence of encrypted compute device identifiers, each compute device identifier from the 

sequence of encrypted compute device identifiers encrypted with a different blinded public 

key selected from the sequence of blinded public keys.  

 

9. The apparatus of claim 1, wherein the set of compute device identifiers includes a 

non-encrypted compute device identifier.  

 

10. The apparatus of claim 1, wherein an Internet Protocol (IP) address of at least one 

compute device from the set of compute devices that implement the anonymous 

communication path remains undisclosed to the first compute device.  

 

11. The apparatus of claim 1, wherein at least one compute device identifier from the set 

of compute device identifiers remains undisclosed to a fourth compute device that 

implements the anonymous communication path, the fourth compute device different from 

the second compute device and the third compute device.  

 

12. The apparatus of claim 1, wherein a private key to decrypt messages encrypted with 

the first blinded public key is specific to the second compute device.  

 

13. A non-transitory processor-readable medium comprising code which, when executed 

by a processor, causes the processor to:  
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 select, at a first compute device, a first random value (R1) from a predefined set of 

values (G) that is an algebraic group such that R1 is a generator for G;  

 select a second random value (R2) from the predefined set of values (G);  

 define a public key as a pair (B, H) based on the first random value (R1) and the 

second random value (R2), the pair (B, H) being defined as (R1, R1^R2);  

 send the public key (B, H) such that a second compute device securely provides a 

message (M) to the first compute device by:  

  selecting a third random value (R3) from the predefined set of values (G);  

  encrypting the message (M) using (1) a blinded public key (B', H') defined 

 based on the public key (B, H) and (2) the third random value (R3), to define an 

 encrypted ciphertext as (X, Y)=(B'^R3, M*H'^R3); and  

  sending the encrypted ciphertext (X, Y) to the first compute device;  

 receive the encrypted ciphertext (X, Y) from the second compute device; and  

 decrypt the encrypted ciphertext (X, Y) to identify the message (M) using the second 

random value (R2).  

 

14. The non-transitory processor-readable medium of claim 13, wherein:  

 the predefined set of values (G) is chosen to be a set of numbers {1, 2, 3, . . . , 2P} for 

some prime P such that 2P+1 is prime;  

 a group operator * is defined to be multiplication modulo 2P+1;  

 an exponentiation is defined to be repeated multiplication modulo 2P+1; and  

 an element D of G is defined to be a generator if neither D^2 nor D^P are congruent 

to 1 modulo 2P+1.  

 

15. The non-transitory processor-readable medium of claim 13, wherein the code to cause 

the processor to send the public key includes code to cause the processor to send the public 

key such that the second compute device securely provides the message (M) to the first 

compute device by:  

 blinding the encrypted cypertext (X, Y) by using the blinded public key (B', H') to 

generate a blinded encrypted message (X', Y') by:  

  selecting a fourth random value (R4) from the predefined set of values (G); 

 and  

  defining the blinded encrypted message as (X', Y')=(X*(B'^R4), Y*(H'^R4)); 

and  
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 generating an encrypted data packet including the blinded encrypted message; and 

 sending the encrypted ciphertext as the blinded encrypted message to the first 

compute device.  

 

16. The non-transitory processor-readable medium of claim 13, wherein the blinded 

public key is defined by:  

 selecting a fourth random value (R4) from the predefined set of values (G) such that 

B^R4 is a generator for G; and  

 defining the blinded public key as the pair (B', H') based on the public key and the 

fourth random value (R4), the pair (B', H') being defined as (B^R4, H^R4).  

 

17. A non-transitory processor-readable medium comprising code which, when executed 

by a processor, causes the processor to:  

 define an anonymous communication path with a sequence of blinded public keys for 

a set of compute devices from a plurality of compute devices that implement a distributed 

database, the set of compute devices define the anonymous communication path, each 

blinded public key from the sequence of blinded public keys is associated with a pseudonym 

of a different compute device from the plurality of compute devices that implement the 

distributed database;  

 generate a set of compute device identifiers including (1) an unencrypted compute 

device identifier identifying a compute device from the plurality of compute devices and (2) a 

sequence of encrypted compute device identifiers, each encrypted compute device identifier 

from the sequence of encrypted compute device identifiers encrypted with a different blinded 

public key from the sequence of blinded public keys;  

 provide the sequence of blinded public keys and the set of compute device identifiers 

to at least one compute device from the plurality of compute devices such that the at least one 

compute device can define a message to the processor for sending via the anonymous 

communication path;  

 receive, via the anonymous communication path, the message encrypted with a 

blinded public key from the sequence of blinded public keys; and  

 decrypt the message with a private key associated with the blinded public key from 

the sequence of blinded public keys.  

 

18. The non-transitory processor-readable medium of claim 17, wherein the private key 
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associated with the blinded public key from the sequence of blinded public keys is specific to 

the processor.  

 

19. The non-transitory processor-readable medium of claim 17, wherein the at least one 

compute device is not included in the set of compute devices that implement the anonymous 

communication path.  

 

20. The non-transitory processor-readable medium of claim 17, wherein each encrypted 

compute device identifier from the sequence of encrypted compute device identifiers is 

uniquely associated with a different compute device from the plurality of compute devices 

that implement the distributed database.  

 

21. The non-transitory processor-readable medium of claim 13, wherein the blinded 

public key is defined by a third compute device. 


