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| NFORVATI ON CONTROL CROSS- REFERENCE TO RELATED APPLI CATION [1] This

appl i catiwo 2ol@igsipriority fromU S. Provisional PatentChgskéicarioon No.
61/ 174,321, filed April 30, 2009, €@ntitled "End-To-End Self-Service Device
Managenent," which is incorporated by reference herein in its entirety.

FI ELD OF TECHNOLOGY [2] Aspects of the disclosure relate to providing
apparatus and net hods for inproving self-service devices such as Autonmatic
Tel l er Machines ("ATMs"), cash recyclers, and self-service kiosks. The
aspects of the disclosure also relate to managenent of such self-service
devi ces. BACKGROUND OF THE I NVENTION [3] Self-service devices ("SSDs")
such as ATMs include conponents that sonetines require maintenance or
replacenent in the field.SSD failure diagnostic tools are often
insufficient to pinpoint the root cause of a failure. Nonetheless, a field
service technician is required to return a down SSD to service. One
practical approach to returning - 2 - such an SSD to service is to repl ace
parts until the SSD can be put back on line. As a result, SSDs often

i nclude one or nore parts that are (a) not original equipnment; and (b) not
identified in SSD i nventory or parts census records. This may confound
subsequent di agnoses and root-cause anal ysis, because the identity of
conponents that may be involved in failure may be unknown or erroneous.

SELF-SERVICE DEVICE INVENTORY INFORMATION CONTROL

CROSS-REFERENCE TO RELATED APPLICATION

[01] This application claims priority from U.S. Provisional
Patent Application No. 61/174,321, filed April 30, 2009,
entitled "End-To-End Self-Service Device Management,” which

is incorporated by reference herein in its entirety.

FIELD OF TECHNOLOGY

[02] Aspects of the disclosure relate to providing apparatus
and methods for improving self-service devices such as
Automatic Teller Machineg ("ATMs"), cash recyclers, and self-
gervice kiogksg. The agpects of the disclosure also relate to

management of such self-service devices.

BACKGROUND OF THE INVENTION

[03] Self-service devices (“SSDs”) such as ATMs include
components that sometimes require maintenance or replacement
in the field. SSD failure diagnostic tools are often
insufficient to pinpoint the root cause of a failure.
Nonetheless, a field gervice technician is required to return

a down SSD to service. One practical approach to returning



[4] It would be desirable, therefore, to provide apparatus and nethods for
tracking an SSD on-board hardware i nventory. SUMVARY OF THE | NVENTI ON [ 5]

Appar at usweanrdivmadtseds for servicing a sel f-service devi PETAIseH182393N

Aut omat ed Tel l er Machine (hereinafter, "ATM') are provided. The SSD may

i nclude a custoner service nodul e for'p@rform’ ng part of a transaction that
is based on a custoner account. The custoner service nodule may include a

conponent. The SS i ncl.ude a .conponent. map. The nap _may, be staored in
roehi e rSAEEE NSHoFS SR san B TR Te RAYCRor Pat b S g e
conponentpe Thet NBAcRBYNbE ineed (g t4 aekstihe, pseseneereh thelcespementod n

the SSD. BRI EF DESCRI PTI ON OF THE DRAWNGS [6] The objects and advant ages
of the i MR BATHE| ILNBE aifar €dt  BPEN CEGIEINGer RTGHPBHINE hed | |(BW ML

detail ed | P1ion, taskfr? k jupct| j cqﬁr&a&y' g drawngs,
in which |§Igﬂr%%c?e%€e char %@Y%ggbggf tgrroP%g\ﬁgetC%glrst%% t'hroug éc}ut, 121‘# in
whi ch: [mW3y Flodenfbuwsiibwsubpparants disdnamss bendsedoon-ageee damed yaith t he
principles of the Ennve.n ion, - % - %{ﬁ’g’}ﬂ FI G shows a%eapﬁara us far use
accor di ng*T*tHe b ienc]iciﬁrbtsltéf Phe G SRie t%f‘@t} PRE ©f shBYRI¥eScHéhati ¢
di agr am of 5 8Nt deha APPAr @hkiSo @l o HSEr ASEEsEE Ng to the principles of the
invention; [10] FIG 4 shows a schematic di agram of hardware apparatus for
use according to the principles of the invention; [11]] FIG 5 shows a
schemat i c[@thgtanierld ma wderiTeblase tACESEOTRy tieP t RECPLARCIGHRIT 33U he
invention; . S (o} i c.di e us for
use accopad?crl]g&%%)h(ﬁu% ]E)% n%?%\?%%q%fgt?%l? n(\)/rgn}?c?%%;gn I?%rl%fng]}:?én ; saoﬁ}g'

el enents of a process in accordance with the principles of the invention;
SUMMARY OF THE INVENTION

[05] Apparatus and methods for servicing a self-gervice
device sguch as an Automated Teller Machine (hereinafter,
“ATM"”) are provided. The SSD may include a customer service
module for performing part of a transaction that is based on
a customer account. The customer gervice module may include
a component. The SSD may include a component map. The map
may be stored in machine readable memory. An element of the
map may correspond to the component. The map may be used to

track the presence of the component in the SSD.

BRIEF DESCRIPTION OF THE DRAWINGS

[06] The objects and advantages of the invention will be
apparent upon consideration of the following detailed
description, taken in conjunction with the accompanying
drawings, in which 1like reference characters refer to like

parts throughout, and in which:

[07] FIG. 1 shows apparatug that may be used in accordance

with the principles of the invention;



[14] FIG 8 shows elenents of an illustrative hybrid device/process

el ements in accordance with the principles of the invention; [15] FIG 9
shows el evoreosl/ap26anot her illustrative hybrid devicel/ pr @Ceas2@iopd®me s i n
accordance with the principles of the invention; [16]

FI G. 10showsel enent sof sti | | anot her il Gsfrative hybri d devi ce/ process

el ements in accordance with the principles of the invention; [17]

FI G 11sho e tsqf anaddi tional _illustrative hybrid_devi ce/proces

ol ement s TOELCEET tarte SCUR ¢ B (ARRLTSIES. ok nsPhvarePErsnd’ 48 Yomy)

FI G 12 shewsnel snestst ofhonenv@ieidyprid device/ process el enents in
accordance with the principles of the invention; [19] FIG 13 shows

illustrative information that may be used in accordance with the principles
of the int@htibH- ard sS40} BRI GCheMahigivs daAdr PMustlr afROBLRRF oEREGatus

accor danc i t hnei S ' i Of. TA-EDR CRI PTI ON OF
THE | l\l\/El\]Fei'(IﬂlC;\lLE 21 Cc%p%%?éa%(g %1%’% ér]gﬁ]%g‘esﬁ%rgfs]e?%cﬁ]g a Jé%ﬁ -service

[010] FIG. 4 ghows a gchematic diagram of hardware
apparatus for use according to the principles of the

invention;

[011] FIG. 5 shows a schematic diagram of a network for

uge according to the principles of the invention;

[012] FIG. 6 schows a gchematic diagram of another
apparatus for use according to the principles of the

invention;

[013] FIG. 7 shows elements of a process in accordance

with the principles of the invention;

[014] FIG. 8 shows elements of an illustrative hybrid
device/process elements in accordance with the principles of

the invention;

[015] FIG. 9 shows elements of another illustrative
hybrid device/process elementsg 1in accordance with the

principles of the invention;

[016] FIG. 10 shows elements of still another
illustrative hybrid device/process elements 1in accordance

with the principles of the invention;

[017] FIG. 11 shows elements of an additional
illustrative hybrid device/process elements 1in accordance

with the principles of the invention;



device ("SSD') are provided. The SSD may be an ATM a cash recycler, a

sel f-service kiosk or any other suitable SSD. The SSD will be illustrated
her ei n aswarr088M926The SSD nay i ncl ude a customer servi c@Crakadia/033vg9
custoner service nodule may performpart of a transaction or provide a
service in support of the transacti onFér “exanpl e, the custoner service
nodul e may be a currency acceptor, a printer, EPROM or any other device or

circuit t S pre t he SSD. hetra saction ma b ed on a
cust oner E@%%L usﬁ@rrer SHAYYi c%%‘r%ﬁiﬂ t& ma? i nA"fde 4° %% W}rﬁ The
SSD may Id@xbi@@/@r@@é@@n@mtemaﬁ@sm@ Rz orare storedehs @s&thca legadabl e
menory. An el enent of the map may correspond to the conponent. The map may

corr espondl® niBFRMel@?: in part to a "bill of materials" for at |east sone
of the conponents that are included in the SSD. [23] The SSD may include a

central pfecegsing P'ft]ht 1Ihenegat r@i'le&t‘i%&%%é’%r&'f%%mé‘@i’or@%‘ﬁé?' mﬁgs be

custoner service e and revise the map. - 5 - [24] The SSD
i ncl ude auseimMimi@zatdotamod uh et T hehe gpmimd Tat ¢ 9 no frodiud el mesgm ekadha nged
transaction information with a financial institution server.The transaction

[020] FIG. 14 ghows an illustrative processgs in accordance

with the principles of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[021] Apparatus and methods for servicing a self-service
device (“SSD”) are provided. The SSD may be an ATM, a cash
recycler, a self-service kiosk or any other suitable SSD.
The SSD will be illustrated herein asg an SSD. The SSD may
include a customer service module. The customer service
module may perform part of a transaction or provide a service
in support of the transaction. For example, the customer
gservice module may be a currency acceptor, a printer, EPROM

or any other device or circuit that is present in the SSD.

[022] The transaction may be based on a customer account.
The customer service module may include a component. The SSD
may include a component map. The map may be stored in
machine readable memory. An element o©f the map may
correspond to the component. The map may correspond in whole
or in part to a “bill of materials” for at least some of the

components that are included in the SSD.

[023] The SSD may include a central procegsging unit. The
central processing unit may control the customer service

module and revise the map.



informati on may be based on the transaction. [25] In sonme enbodinents, the
SSD may include a custoner data exchange nodule. A custoner may use the
cust oner weatatlenelsange nodul e to exchange the transacti @aTiust@neidron with
the financial institution server.In sonme enbodi ments, the SSD may include a
servi ce data exchange nodule. A servi ¢e>t &chni ci an may use the service data
exchange nodul e to exchange service information with the central processing

it. 2 mbod; ts, .th ' i nf or mati. i-ncl ud t
bl acerbd24 Tt or M ion S CPhaend AT U s CPRUOAPR Y GG guris | o
revi se t heotimpn besetb®n hddureplmsementicid{qy mddBbacdidf lihf®ition

enbodi nents, the conponent may be one of a plurality of conponents in the
SSD. The Wap el enedtl@RyF 1B ond ST tAHIQT al $@ YV - el enmBREs IGFANFEGHLPT Each

map eIenegﬁfg?ﬁzggﬁéq%%gq%gﬁbégg gﬁ Eﬂg conponents. [28] In sone

enbodi nent s, toner service nodul e may 1nclude subnodul es. The
plurality of map elenents may be logically organized into groups that
corresponfio2®] t he sUbnedué esmbofi2®¢nta, sohe ERDodarentns ludee aSSSDatEyner

i nclude a,code reader.The .code reader be configured to read an
Dent 111 S s e e AR TRRET | RO a B B T Bl Pk BT gty 1o
the SSD conpesnesnd - mdheleertr alxdHORRSStNE Hhhhsaction information with

the financial institution server. In some embodiments, the
SSD may include a service data exchange module. A sgervice
technician may use the service data exchange module to
exchange service information with the central processing

unit.

[026] In some embodiments, the gervice information may
include part replacement information. The central processing
unit may be configured to revise the map based on the

replacement information.

[027] In some embodiments, the component may be one of a
plurality of components in the SSD. The map element may be
one of a plurality of elements in the map. Each map element

may correspond to one of the SSD components.

[028] In some embodiments, the the customer service
module may include submodules. The plurality of map elements
may be logically organized into groups that correspond to the

submodules.

[029] In some embodiments, the SSD may include a code
reader. The code reader may be configured to read an
identifier from a replacement part. The replacement part may
correspond to the SSD component. The central processing unit

may be configured to revige the map to include the



may be configured to revise the map to include the - 6 - replacenent part.
The code reader may be a bar code reader. The code reader may be an

radi of r equoreoy/iteemt i fi cati on ("RFID') reader. [30] | nPSomsS2@riooddi7aent s,
the central processing unit nmay be configured to transmt map information
to a renote field service managenent defi ce after the map is revised. [31]
An SSD for use with apparatus and nethods according to the invention may be
made up of one or nore_ o th foII Vi ces ot h sui tabl e devi ces:
B OPU Db SRR On PBTE as e En CERPacE TR IS e 1 BAE B e odes.
and conmmumh&atddde W ﬁéaoaeleenﬁat}al k&@r \eart ) ,ramlwwdeh@r d deerderi ddt3on
identify the card being used),a PIN pad, a cryptoprocessor, a display,
function k&BIRUsUWEPR*YSTn close proxinity to the display) and/or a
touchscreen, a printer (to provide a transaction record to a custoner), a

vault (torgigfe porfz‘lo%%rr%f éﬂﬁoﬁ?ﬁ@h@gry trk?é?lU'c%h‘&%arle%fb{?é%%ﬁ‘%cﬁﬁﬁ)u and

a hou5|ng In certain a smart card reader r eads chip instead
of a nagrte&aycbstrq:qm)fagndrebxﬂl Itwatraim;mon m@cphnmlﬁgymarayoal $® ba remote

i mpl ement d.l } SSDs have €1%|r’ frorr%a cust om har dwarcg

archi t ect 1% ¢ °% %h?%v%?%a%?%%? €Tt %et?\%lqu 2§ HFRr1T of 27 berdonal
conputer. Accordingly, many SSDs are able to use operating systens such as

those avai¢adb] e undet tde toadepsr ks W BEPAbatliso AndhendheideSeidcording
Cor porati on, Rednond, Washi ngton) or LINUX (from sources such as Linux
Online, I tRYydERIBHIEGOINSIAYOrRS . MadS3] UR fRF t I3 f €&t UMEL6f %#1 $HS f or

use wth §<¥f}}] Ve ”&e@?&@@dér%fiﬁ%? BﬂlEQbEQedb'{}‘r{%@tﬁ' on Ry | (E;UEe nay

prlntlng eac SaCtIOI’] toaro paper journa IS store
control user interface mechanisms, transaction devices, and

communication with a central gerver), a magnetic card reader
(to identify the card Dbeing wused), a PIN pad, a
cryptoprocegsor, a digplay, function keys (usually in close
proximity to the display) and/or a touchscreen, a printer (to
provide a transaction record to a customer), a vault (to
gstore portions of the machinery requiring restricted access),
and a housing. In certain SSDs, a smart card reader (that
reads a chip instead of a magnetic strip) and bill validation

technology may also be implemented.

[032] Many S8SDg have migrated from a custom hardware
architecture to a hardware architecture that is similar to a
personal computer. Accordingly, many SSDs are able to use
operating systems such as those available under the
trademarks WINDOWS (from the MicroSoft Corporation, Redmond,
Washington) or LINUX (from sourceg guch as Linux Online,

Inc., Ogdensburg, New York).

[033] A further feature of an SSD for use with systems
and methods according to the invention may include printing

each transaction to a roll paper Jjournal that i1is stored



7 - inside the SSD. The roll paper journal allows both the users of the
SSDs and the financial institution associated with the SSD to settle

di sput es Wwazed/umetthe records in the journal. In sone cRESEAIS201MARRYALt | ONS
are posted to an electronic journal. An_electronic journal (referred to
herein in the alternative, as an "el ectronic | 0g") may renove the cost of
suppl ying paper to the SSD and all ow for el ectronic searching of data.

034] Table 1.lists i t i f f i hat b
bovt br modtRRiLbnmRet PO w Thet Re L ih BRParud ChAd ae Erk o e o e 1 e
inventi onogl eng BEHB andi thuskErabihveadesekitptiuen odf sgach ibwret Wdrth ldhesone

enbodi nents, the apparatus and nethods may performone or nore of the
managementS¥ uhet iS6$ lendictPWidferPaeed able thencieerisds Tabl he. Jquristlrati ve

types of f@n ”tcafégéc“ QS n s MRAAGEMENL FURGLL 08 Fr acé'veel'%g,jt Sriance

Renot e Assi st Renote dgnostics Renote El X Réportl ng i‘jlard{ware/ of t war e

Firmnar e JMosriality ZConélgatabnbvo Nenwagertentreferred to herein in the
alternative, as an "electronic log") may remove the cost of
supplying paper to the SSD and allow for electronic searching

of data.

[034] Table 1 1lists illustrative types of management
functions that may be performed in connection with the
apparatus and methods according to the invention along with
an illustrative description of each function. In gome
embodiments, the apparatus and methods may perform one or
more of the management functions and/or other suitable

functions.

Table 1. Illustrative types of management functions.

Management Function Illustrative Description

Proactive Maintenance Take preventive action on a
potential device failure.

Remote Assist Provide to a technician fault-
specific information prior to a
site vigit.

Remote Diagnostics Remotely perform root cause
analysis.

Remote Fix Resolve problems without onsite
presence.

Reporting Report historical information
and see a defined set of data
elements.

Hardware/Software Firmware Access and view version

Visibility information regarding SSD

components, information
regarding device capabilities.

Configuration Management Set up defined configuration
profiles and issue an alert
when a device is outside of
control parameters.



II'lustrative Description Take preventive action on a potential device
failure. Provide to a technician fault-specific information prior to a site
visit. Rewotelwiigesnf or m root cause anal ysis. Resol ve pr @biramsgomiozivout
onsite presence. Report historical information and see a defined set of
data el ements. Access and view versiofi Pnformation regardi ng SSD
conponents, information regarding device capabilities. Set up defined

confi guratd - al etizrhen—a—deviee—is_eutside of
anagemen unction lustfative Description
control paraﬂe ers. - 8 -

Portal Present information from
diverse sources in a unified
way. Individual users may set
up customized views based on
their individual needs.

Dashboards Present, preferably in real
time, information from diverse
gources in a unified way.

[035] The apparatus and methods may be gcalable, for
example, to cover all or a portion of the fleet of SSDs that
run on a platform such as that available under the trademark
APTRA platform, which is available from the NCR Corporation,
Dayton, Ohio.

[036] Illustrative features of proactive maintenance,
remote assistance, remote diagnostics, remote fix, reporting
and views, root cause analysis and networking, security and

redundancy, and other featuregs are described below.

Proactive Maintenance

[037] Apparatus and methods of the invention may provide
a mechanism for monitoring SSDs to predict a failure before
the failure occurs. Such a mechanism may predict failure at

least by providing entries in log files.

[038] Over time, the performance of each component within
an SSD may degrade. As the performance degradeg, warning
megsages may be written to log files within the device.
Certain thresholds and/or patterns of these warning messages

indicate that a failure is going to occur in the near future.

[039] Performance igs also measured through success rates
of each device and failure prediction can take place once the

performance gets below a certain threshold.
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degr ades

e

the device for patterns and can predict failures. The

Wﬁ?@ agent residing on each SSD eview the

central monitoring system also looks for patterns and may
predict a failure. The following are illustrative examples
of features that may be present in gome embodiments: SSD
Agent Prediction -- makes decisiong at the terminal without

using network bandwidth and uses the processing power of the

local device to evaluate 1log file ©patterns. Central
Monitoring Server Prediction -- provides a mechanism for
rules to be centrally managed. Changes to rules do not have

to be downloaded to each SSD.

[041] The apparatus and methods may provide the ability

to gather all inventory components of an SSD including

hardware, software, drivers and firmware. In some
embodiments, a software manifest (or “thumbprint”) may be
retrieved. The thumbprint may be a numerical value

corresponding to the software present on one or more devices

in the SSD.
[042] This inventory can be performed through a
combination of Windows Management Interface (the

infrastructure for management data and operations on Windows-

baged operating systemg) and vendor gpecific information.

[043] The apparatus and methods may gather information
from SSDs via an electronic communication network by polling

Windows XP TM SSD objectg and peripherals. The polling may



nmessages may be witten to log files within the device. Certain thresholds
and/ or patterns of these warning nessages indicate that a failure is going
to occur wo2ohetigmesar future. [39] Perfornmance is al so meadise@d/oeivrough
success rates of each device and failure prediction can take place once the
performance gets below a certain threshdid, - 9 - [40] In sone

enbodi nents, the failure prediction can take place either at the SSD or at
the central nonitori.ng server conbi nat i on ofﬂéhe SSl? or thf central

moni t or i Mg sEAEN bRT uEF Y apar afHRT 3RHFEE hods T4EC AT hiy'f o Fite

i nventi oniddm: seghrappaeativs el 8B Beds, aadyeit Wase el Ors har dwar e regent
residing on each SSD can review the data fromthe device for patterns and

can prediRErPFeer e8F ThENEEnt PEP IHSWATISM ng By sA@YH @ s0OPIBRSE féﬁaYpatkteer ns

and nmay pt ail ur I re qll
features t cg%%rr%(?o% é(?je?eﬁér |Snérgéorreoélme;igjo%léraraelnt s%gg%t gente&%ngJ I ctl on --
nmakes deccﬂesvmrs a1fo1rhe wheirahl nad  widirionatr ushattgﬂlm onkOban(dmdeth’cmt@uxs)es

t he processin ower the | ocal .device to eval og fi atterns.
Centr al I\?B?ﬁ“f g Se'?‘ gp Pr@ ctif'6n PYTBPEFFd ha?ﬁ’ Ljr ?1?%1 efto

be centraddyi d@nagsdtcChangasthi@e UhEs d nQLtndIé%\é%do@ becdoyab pagiegh t ¢ each
SSD. [41] The apparatus and nethods nay provide the ability to gather all

i nvent or ySebrpRent srettake SO E nepddbAgURSAdRET ens Pbewatd Ndr isyetsemar®
firmare. o] S ftware manifest (or "thunmbprint”) nmay be
retri evedll%ﬁég%% gr@ c?é?f@é ° e%E)numerl cal value corresponding to the

sof tware present on one or m)re devices in the SSD. [42] This inventory
can be pebldsthed t hrioaghpaacaniisnandnmet hdisdovesy NgaageRMﬂdmmtﬁanﬁ (the
infrastructure ﬂi mana errent g)ta and o%er ations_on ndowshb

oper ati ng"S}3te eci PFOCPRFSFmat 7ofn., d1spatc

instructions using any suitable communication protocol, such

serv1ce

as Gasper Exchange ("Gasper"), manufactured by Gasper,
located in Dayton, Ohio. The service ingtructions may be
directed to gelf-healing processes on board SSDgs. The

gervice instruction may be directed to a human service
provider. Some embodimentg may include a real time (or near

real time) information feed to monitor SSDs.

[045] The apparatus and methods may perform analysis on
information gathered from the SSDs. For example, the
information may include fault information, cash inventory and
dispensing information, network information and transaction
information. The information may be used to identify

behaviors, which may include trends.

[046] The apparatus and methods may be used to establish
SSD performance control data, control limits, operational
index thresgholds and the like. The apparatus and methods may
identify and act on exceptions and variations in the control
data, 1limits and thresholds. In sgome embodiments, one or

more limits and/or thresholds may be automatically set.



[ 43] The apparatus and nethods nmay gather information from SSDs via an

el ectroni ¢ communi cati on network by polling Wndows XP TM SSD obj ects and
peri pher ave.20Mg9zol | ing may - 10 - be automatic or naRGAIUS2@I/023979
appropriate. The polling may identify faults in the objects and/or

peri pherals. For the purposes of thiS‘ébblication, a device object may be
understood to represent a logical, virtual, or physical device for which a

driver ha /0O (inputf{output) reguests. Al so, for the purposes of this
ol cat DATE gevt CtBE L AR EE dat oPE Ry epbetngurll sbat BY Biatod
sof tware &t rechtiFel t hata CoeybRdUsEH Byl anifReEahb)dbey sheMelio heReSIH a

device object. [44] The apparatus and nethods nay gather information,
renot el y exetlt e CSEB15A08ess@E afd dFRPALLALEERVI & i nsTPEREiBEs JsiWd any

sui tabl e jcation. p c - g "Gasper.).,
nanufactd?eg Eyiﬁgépe?? F§@§t§5b9§9E§$?§ﬁ?%§ﬁ?%? hggggré$%§gﬁﬂs$%hé?¥ghs
may be dilacited, t othekbhbédki numpt ocekses lakeboanaly SSbe. Thememumesly,

instruction may, be directed t.o a_human serv'cE provhfer. Sone enbodi nent s
may i ncl R ETER 1Y me OC6PSHERA I dal  PF nedd i PG MG DY e €4 t 0°HBhi tdt

SSDs. [ rd he napPas SbhiSe ard NBLROGS tRRYgOREL E 8 and! Yehs @BD .Nf orgwdtd on
gat hered fromthe SSDs. For exanple, the informati on nmay include fault

i nf or mat i @RROdHBENE Bivenayr ylaabudespansi R§echrordat | ®Aatderwor Katnf dhfat i on
and transaghlon | RIorpBELOL. ;s ThE dIUGIIAL! on R Be MRl GnbfIePdd M ae

behavi ors; may I nc rends.
knowledge that can be used to update control data schema,

control limits and/or thresholds.

[048] The apparatugs and methods may use historical SSD
failure sequenceg as a bagig for predicting when failure is
imminent. For example, the apparatus and methods may
determine when an SSD took 30 seconds to digpense 100 dollars
worth of bills to a customer. Following such a
determination, a machine 1learning algorithm can 1log such
degraded performance prior to an actual operational failure.
When a threshold number of such degraded performance eventsg
occurg, a message can be generated that informs of a

potential fault gituation.

[049] The apparatus and methods may include a software
and/or hardware agent that resides on the SSD that monitors
the status, availability and health of the individual device

as part of or independent from a fault notification system.

Such monitoring may monitor hardware, software and/or
firmware—i.e., some elements include software and/or
hardware. The agent may detect and report anomalous

scenarios at the machine that do not cause an operational

failure. Such scenarios may include where an SSD will not



[ 46] The apparatus and net hods nmay be used to establish SSD perfornmance

control data, control limts, operational index thresholds and the I|ike.
The apparwiousiiangenret hods may identify and act on excepPCorS2@n®239a¢i ati ons
in the control data, limts and threshol ds.In some enbodi nents, one or nore

limts and/or thresholds may be aut omatizal | y set. WO
2011/ 119261PCT/ US2011/ 023979 [47] Control data may be sel ected such that
an excursion of control,_da a]jq\e/yond &ontr be caused by an SSD

| I'im'ts nma
fault cordiPPEIESr 8 sgculative or ANPRRATREY aul UEBndPEERAT 108 SOy

embodi nendgt ok ¢ &l 1 fadensehesta sopifdatismts, thresholds and the |ike
may be continuously, periodically, occasionally, or ad hoc updated at |east

in part in response to new data generated by the SSD. Sone enbodi nents may

i ncl ude ak9®Pkct r oMROPIAE f GFATPOE tHRIEDT uFe ST clak ([EedFaEde The
feedback f@é’o@‘iﬂ?’i&? kngwladge thal %ansé’@n%ig EAl_rﬂe':r.LQdaé ey¢eRt hahqdaia

schema, control imts and/or threshol ds. he apparatus and net hods
may use hreadrngalMISSD fiakl we séqekscebaas @edaadadf orompr ediedsi nigo whien
failure is,inmmnent. For. exappl the.a ratus and net hods may determn ne
when ST DSt E Ry i Pena a0 B bR e R et T el
cust oner . $dth ow Eaus¥eh a itef er npratiead, a drachi Bgekgaishay al goriitfya can
| og such degraded perfornmance prior to an actual operational failure. Wen

a t hr eshdleVexreeiest sUBANdEY R Pdrs of PRIt e2 e PEROS tEEEGNED AUFSsage

can be g at at, Jf or f @a,pot Lal fault sityatio 148]; JLhe

appar at ugﬂ%d af%getrté;ds a{rgy ie%‘élrgdeeagsﬁ?%\%ree el tof! 4l bre fadh iy
faults to the central system which may create a ticket that
requests maintenance. This information may then be provided
to the technician as part of the dispatch. Such a scenario

may be referred to as a “Remote Assist” scenario.

[051] Another example relates to a jammed cash acceptor.
In a scenario in which a note was Jjammed in the cash
acceptor, an alert may be sent to a central server. The
alert may initiate remote maintenance. Such remote
maintenance may avoid the occurrence of an operational
failure that closes the machine for some amount of time and
that requires more cosgstly and time-consuming on-site

maintenance by a technician.

[052] In some embodiments, the apparatus and methods may
identify “failure breakpoint” and create failure tickets that
are specific to a failure root cause. For example, if a
network is down and impacting 3000 SSDs, the network outage
may be identified and a fault ticket created. In some
embodimentg, the fault ticket may be a single fault ticket—
thus avoiding redundant fault ticket creation by the other

2,999 SSDs.



and/ or hardware agent that resides on the SSD that nonitors the status,
availability and health of the individual device as part of or independent
froma fawibDt2onatipfeitcati on system Such nonitoring nay mpRIrtUSROthALIIAr e,
software and/or firmware-i.e., soneel enment si ncl udesof t war eand/ or

har dwar e. The agent may detect and repbr%3ahonalous scenarios at the machine
that do not cause an operational failure.Such scenarios nmay include where

an SSD wi t - 12 -_dispense.a $5 bi Accordi_ngly, .such scenal ri 0s my
2t omat | e b3 9F gener B eE B nbBFRRCAER o XaMPLB]  ARG: REPEGRENS) AV oIS T
magnet i c hak ¢har agé efat£COVBNELED (hM CRxisktnoa seenakisp Wiele sbdMi@- head
for reading MCR ink on checks has degraded, or needs to be cl eaned,

repeat ed @il COUCErat 285961 readi 1Y tehekks MSP occBaSSc Pl atlER FRFa.
precede any9peral P”%Iggé' loddr b@eYﬁéiQﬁéﬁ%ﬁe%‘é@ £f‘i’4;\§7s r%%fsh:&

predet erm ned nu e ag t may Teport t occurrence o
pre-fail ure sauvéés EorthaseemunﬂgawsteﬁmMM|ehreaylngeabe m&m&ﬂaﬂtagﬁﬁ
requests nalntenancg Thi,s information ma rovided to,.the

f

1
o R ObEIAEE: I i SR (JERe R B oYeh e Lo AuiiBearns as &

"Renpte AsgiBt " tSeRRRKI %enéﬁéﬂed%ngyhegswaaeb@c&gkéaesuttql achaMmefifesh
acceptor. In a scenario 1n which a note was jamed in the cash acceptor, an

al ert nayr@@tg@ntapd/@rcgﬁﬁﬂgquymh¢ $RPs associated with the downed

router not to generate individual fault tickets.
Alternatively, such screening for mass outagesgs can be usged to
instruct a central sgystem either to disregard fault tickets
generated by a server associated with the downed router (or
agssociated with 8SDs asgsociated with the downed router),
and/or instruct the server not to generate selected fault
tickets corresponding to the downed SSDs. Accordingly, such
a system may limit the number of fault tickets generated by

the SSDs.

[054] Lpparatus and methods according to the invention
may be able to provide information for each SSD for the time
and type of the 1last known successful transaction. Such
information may be provided using agent-based technology that
performs log parsing for filtering an electronic log stored
by the SSD. Successful transactions are typically marked on
certain electronic SSD 1logs. Component identification
information for SSD components, whether compatible with norms
of the European Committee for Standardization ("CEN") or not,
may be provided to a component supplier, such as a

technician, when the supplier ig dispatched.

[055] In certain embodiments of the invention, the

dispatch ticket 1is not closed wunless all components are



alert may initiate renote nai ntenance. Such renote mai ntenance may avoid the
occurrence of an operational failure that closes the machine for sone
anount ofwOi20R/1ap$1t hat requires nore costly and ti ne- c@ATAIERIY/02397%i t e

mai nt enance by a technician. [52] In sone enbodi nents, the apparatus and
met hods may identify "failure breakpoi m% and create failure tickets that
are specific to a failure root cause. For exanple, if a network is down and

i mpacti ng_ 30 SSDs,. .t he network o e be identified and f aul t
T oket CPRSEETn oBfe DR SHA SF (1 (QLr1oe] CRANSRHy BB SRORLS EFaul t
ticket-thys aveitdi pg ratindanbokaul t tii ket gheat ipndhyphiienot &een, 990

SSDs. - 13 - %53] In the foregoing exanple, the apparatus and net hods may
utilize dafetetememzeharablexi NfOAME&ERTSSECEAREIBPecEIG t KEOTRANSET ' 8

associ at el‘E'edéM r%ﬂ‘ &Qes§§P Baseq,on,sueh, dat %cﬁdght 03l 1 hRglC gk%ﬁaly
i npl emented that nmay allow a systemto screen for mass outages. Suc
screeni ngréducems siddiittdgas 1cani dleetised cro dnSfeuett a fearittrsal besystiem eitt her

to disregard. fault tickets generated SSDs associ ated with the downed
outer R RneoRBEt SEReT o8B s g kT et EREC apsABg reportad EY

rout er not¢gepgeatel #16h Mb f @H_bt tigdeet g4 sﬁb&@hn@-\}é&ﬁﬂ Y, %%r%ﬁrr%a_@l,ng
for mass outages can be used to instruct a central systemeither to

di sregar ce¥hutrevt fakkEs mryidrat Hecbyded st vars Hghbe | &t ek vl ht i¢leedowned
router (or associated with SSDs associated with the downed router), and/or

i nstruct erver.no r | e i ck ondj to
the. downeld Tibe. | Ackar Phg) JTEERIRErE SRS SOiards (FhS GRrheuRPaELlD,
ti ckets genevaied infdrietSSDs. abpbd] wWppar athes apdhnétheds a@cspaideing too t he

i nvention rra%acge able.to provide .informtion for eachaSSD for the ti.me and

I
type of tREOTHE RAGWACSUBEELEFEE (rarisditi dh. SER Stamb of technicisn

dispatch. The information may be compatible with one or more

known gervice providerg, such as NCR, Diebold, and Wincor.

[057] The apparatus and methods may  provide the
capability to query fault ticket history for each SSD. The
fault history may include some or all of the data for each
ticket. In gome embodiments, the data may be maintained as
historical data for 13 months or more. The historical data
may be provided in a browser compatible format and may have

readily-accessible links.

[058] In some embodiments, the apparatus and methods may
provide a chronological list of faults for a minimum of 7

days.

[059] In some embodiments, the apparatus and methods may
provide a platform to gather current and historical forensics
on a particular error code or fault scenario. Such a
platform may be implemented using log parsing, time geries
analysis, statistical correlation and any other suitable

methods.



informati on may be provi ded using agent-based technol ogy that perfornms |og
parsing for filtering an electronic |log stored by the SSD. Successful
transact iwo0ara9zeypi cal |y marked on certain el ectroni c PEEUSR@g®2336Nhponent
identification information for SSD conponents, whether conpatible with
nornms of the European Conm ttee for St amiar di zat i on ("CEN') or not, may be
provided to a conponent supplier, such as a technician, when the supplier

i s dispat [55] In certa n _enmbodi s of the |nvent|on he di spatch
ticket i sﬁ%& cl oset uiP®ss € Pd& gﬁent QrdPPITAS  ARd) F‘ﬁfith ﬁls "l’?g'
status ofpidiei @evihcefhaigasy afbﬂpdﬁbe BB the iSRNt sy O dhe tvendMerfade €.,

when a di spatch event is created, preferably information regardl ng each
conponent¥sthehPeh Sof taente t L % el et . SBEERMan P ﬁf@ﬁ nﬁﬂ@ﬂé;fr A%

reduces al t dit.f ul ec

conpi | at ﬁéi &éa]tl I a;éeqﬁes@it%eg{ hlgég% gg% B’gpo%tﬁ%g 35115 agent fo%atl 'S n ng
the | ast chspadetateient. Acoatdongl y, mdiagmwertaul t scapgbbéitmnebuded ton a
single dispatch ticket. I n sone. enbodi ments, _t he appar.atus and

met hods n%‘g Dt et Hhf orlk’ﬁﬁ]%ﬁ‘cgbou‘t’l%entthr‘?e t 82hhVeFan G i ien

provi de sgyyi&g. occurred -- i.e., a time stanp of technician dispatch. The
informati on may be conpatible with one or nore known service providers,
such as NCR, Diebold, and Wncor. [57] The apparatus and net hods may
provi de th%s%hpabl III?ySP@eq@éWdfl&ﬁPttstrl & IRIRFUT oRCalRtESDSs TR

fault i sbocy, amy el ude Some; gt all. of e, daha Lot gachel i sketey oy

enbodi ne may be mai ntained as histori &al “data for m)nt s or
nore. Therddéstorecal datiaenssize npﬂr}ovcmerjemmlga prowsée dempati biae:cfv\@mmt
and may h@ve readl acceSS|bIe | i nks. one enbodi.nents,

appar at us"%h e O Prtovi de ‘ée%trﬂ%]r%? gl §i A ¢ §:CT o

m ni mum oinJeﬂ@yén mh 59k nkn usieme-gyadide it Spath e @ppar akysnandg mevhads may
gystem regources such ag hard drive errors, memory errors, Or

gsub-optimal procesgssor performance.

[062] In some embodiments, the apparatus and methods may
monitor and evaluate degraded SSDg at the component level.
Such components may include components that are required for
the successful operation of the SSD. Such monitoring may
include reviewing degradation of a cards received/cards
rejected ratio or a review of the transaction success rate of

the component.

[063] In some embodiments, the apparatus and methods may
automatically run defined PC-maintenance operations, such ag,
for example, a scheduled weekly defragmentation run or other

guitably scheduled tools.

Remote Assistance

[064] The apparatus and methods may provide fault event
background information to a technician that is dispatched to

service an SSD. The background information may provide the



provide a platformto gather current and historical forensics on a
particul ar error code or fault scenario.Such a platformmy be inpl enented
usi ng | ogvpassi/meggelti me series analysis, statistical coPCEUsRIM23MY any
other suitable nmethods. - 15 - [60] In sone enbodi nents, the apparatus
and net hods may provide a capability Tor® the nonitoring systemto interface
with the software distribution system Such technol ogy may i ncl ude

t-b d technol hat id ft ..
o gur e HEErT 71 T SRERERAb A0 ide 0 St SR TRy "R ¥ BPPECE M ¢ h

the sof t wodga thBiidi | Bukl ofesysi€m pribi] dd sgpee wimedidmi s thevappaiat us
and nethods nmay provide near real tinme data on utilization of PC system
r esour cesthemi fersoml na§ledr r ent TR1pr ovRgerdaFiO8 h&pdwale f fHiquyeeded
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reportin ies extending to”PC systemresources su r
errors, nemboymarionsgadhesad- bpt ienatenprtee assar . pesfichnmancermalt62h Inmaysone

enbodi ments, the apparatus and, met hods may nonitor and eval uate degraded
SSDs at UHRTRoMRSIenE e BFP. Sfeh "CORBITENt SomeySTRET udd USRS Hehat
are requitied {Qfothgr seechssf v epgpatton ebtbhmingPisuch ey tofd nhdrmy
i ncl ude review ng degradation of a cards received/cards rejected ratio or a

revi ew ofcawget pAnsactrbhusaccéayliata ofavhe eygpdnent The[ 631Eqnmadginn
nbodi \ : d i - .1 ned
erbodi ey, 1B EARRAT Al ANLIEL PGS RY. Uk ol gal Lo Lynadet i ned o

PC- mai nt en e Ooperations, for exanp a sche
def ragnentlat i arriimadraot hesssoisabby Sedwdidredtheolisoot cause and an

inventory part.

[065] To ensure the right part 1is acquired by the
technician prior to going onsite, it may be helpful for the
technician to know the model and revision of the relevant
part or parts in the SSD. Apparatusg and methods according to
the invention may be configured to report some or all
inventory components of the SSD including revision number and

firmware version identification.

[066] Remote assistance may increase availability of SSDs
to customers. More particularly, these embodiments may
reduce travel time associated with  obtaining parts.
Quantitatively, this troubleshooting may reduce, in gome
ingtances, the SSD downtime by the amount of time it would
take the technician to leave the site and return with the

required replacement part.

[067] Specifically, apparatus and methods according to
the invention may append fault data with information gained
through remote troubleshooting. Furthermore, providing the
onsite technician with additional information prior to

traveling to the site prevents additional downtime caused by



Renot e Assi stance [64] The apparatus and net hods may provide fault event
background information to a technician that is dispatched to service an
SSD. The wackyriamed i nformati on may provide the - 16 - PCEAIS2012I02397N t h
information that the technician may need for repairing the termnal prior
to the technician's travel to the termihal site. This information can be
forwarded preferably automatically by the SSD and can be appended with

information gathered.by a renote user. Such jnfornmation may have bee
gat hered T1E 1 SESSHSS S | BRECSPEr orbl SERTGt i HAC THES nf6r et oh niF e
support agfketer ¥maldcont asublekh8ot 088 . cCaus st ea tﬂbﬁywshé@@iﬁ%ortifnwlt

event. The information may hel p establish-perhaps before the technician
arrives dfay haleer Rendledisess Joci BETORE bErRBBhetheor 6By dadsPeafg &n of

I nvent ory,parfe, ic@éitir&lffﬁ%'aﬁz?%é @réiﬂé‘é%%&% ipl?%t?f:qm red by the

technician prior to going o It may e for the technician to
know t he nodel and revision of the relevant part or parts in the SSD.
Appar at us[ @68l net hobls acwer dinhgdinenhe, i averpoot imgy mMeduden fiagu e tigle

report sone or all_ inventory conponents of the SSD |ncl]uding Vi Si,on
nunber arfl f AR bR0ETePan FRGNERPEART off (B8] FEMBLD- nosi SDEncd Iy
increase gygetabitbiyy ebrSREAt O febet OrRles. M® paséiculiakkyfathesahat
enbodi ments may reduce travel tinme associated with obtaining parts.

Quanti t at FS¥@YICIMS USSUbFEShoERHIAE PRECT edifRS) | MayorEnteEREREesatite SSD
downti me bysihe anpunt ¢Qf, 41 nedd Wk dake,l eb&eEQ%%Légeho_a' ?av\tl%\xtc{‘e
site and return with the required replacenent part. pecifically,
appar at usreande et hodst ac€oedinfgcetd thd icmeestmionedaywiappedhf alle fdatle Wit h
i nformation %aiqfd throqga gennte t roubl eshooti ng. Furt hernore, providing
the onsi te*{ecHAT cFan W TR HAUH?F ohal information prior to traveling to the
site prevents additional downtine caused by - 17 -

[069] The apparatug and methods may involve an electronic
platform for an associate to share knowledge with a
technician via vendor dispatch gsystems. The knowledge may be
knowledge that the remote associate acquired during remote
monitoring, diagnosis and remediation. The knowledge may be
knowledge that the technician acquired from the SSD. The
knowledge may be knowledge that the remote associate,
technician or other individual or entity gathered from a

problem solution database.

[070] The knowledge may include relevant fault
information, such as a part number of a failed part. The
knowledge may transmit inter alia, historical information --
e.g., status logs which may include error information and any
dispatched calls to the machine -- to the remote associate.
One such log for transmission to the remote associate may
include a BNA binary log which contains the performance
information of the BNA. The BNA may allow an asgsociate to
determine a root cause of a fault. Such a root cause may

include a determination that a bill was stuck in the reject



the technician needing to |l eave the site to obtain parts after onsite
troubl eshooting. Onsite troubl eshooting tinme may al so be reduced by renote
t roubl eshwotzoniglipzsdependent of whet her additional partsPpParasp@Eedeid’dr not .
[68] In sonme enbodi ments, a reporting nmodul e may provide a plain-Ianguage
description of the fault.The host (pr ef%®rabl y obtained fromthe SSD user
interface that technicians use to troubl eshoot SSDs) may interpret faul t

codes. . _fault, co " AB FG' tra sI ted _as r Je out
o oo vt ChiaYng (ISR { B0k CRUER HOEnE [oANTE o0ag dtr Line ¢ FRRE iheon. )
[69] The wppes adtis @nec el hogse MByputhvety£. an el ectroni c pl at f orm for an
associ ate to share know edge with a technician via vendor dispatch systens.

The know edge may be know edge that the renpote associate acquired during
remote nob?tbting, HiRgnEEPSTaLY S erdil at MERIOFRe KM edgelRafYbe what

know edge £ % ?Poﬂ@cgf" £han AU FLds d £ om éB§r§§Po %f 599 e%ltg‘%ié?ﬁ%ebe

know edge t e renpte associ ate, technician or I vi dual
entity gafdelrednbrofiaapiobl. em’ﬁmmtnnﬁodmaabeeemay[hﬁ derlved at the

Theknow e i ncl uder el evant f au i_nformation,_such art er_ of a
Tailod pesds HHEM Fow By e Ry Sh bhsArror o8y 35 alhR; ek | i HHORR | on
-- e.g., SidttBoh0d$ Wie8enBY iimMckytle egamy. i nfor rr&talyonb@nctn@mén@r&réat ched
calls to the machine -- to the renote associate. One such log for

transni ssi®HY 03t HEra¥adt@asbérane iy Ghclinaécat BRA NsnTada i led Mhiteh
contains the %erf:%ﬂ@@%’n' Nt opfTRL | 99 (O *E‘?to%NAb%f{h%eBN@rgﬂé‘mi‘HQ&" r

associate to deternm ne a root cause 0O aul ch a root cause nmay

i ncl ude asloet Enayi st wean t tiad asémd:iatrmsaxscﬁut:lkeltredzlimemmxect - 18 - tray.
Anot her root cause of a fault may include that the bills are stuck in the
i nput are

- 71].Tn ar at us gnd 0 8 dentref . What ransa |ons

of "the SSERE st 1TEREra: ABHAF EgPPertiE dOvTaant ablYHbEPh CALPoRS

infornati@@e”ﬁbib@t?e&tNQQW@lﬂéW%ome or all of the information known
about a fault into a sgingle report or group of associated
reports. The report may be a fault ticket, an email message,
a data object, a mark-up language file or any other suitable
report. The report may be sent to the technician that will
be going on site to repair the terminal. The report may
include fault data from the SSD, data gathered from remote
troubleshooting, inventory data and historical SSD data from
log files which reside either at the SSD or the central

server.

Remote Diagnostics

[073] The apparatus and methods may involve an electronic
platform that allows a remote entity on the entity-gide
firewall to be able to take control of an SSD remotely from a

software and diagnostic perspective.

[074] Remote control may be supported by real time (or
near real time) views. The platform may export SSD log files

from SSD systems (inclusive of Windows and non-Windows log



SSD from a "non-avail abl e function" of the device.Such a function is
present in sone SSDs.It may be inplenented using a grayed-out button, which
i ndi cat eswoantiamgdeiabi ity of the function. This informeCrars2ean2ises
transmtted for sharing between the associate and the technician. [72]
Anot her aspect of the present i nventiont?el ates to the ability to conpile
sone or all of the informati on known about a fault into a single report or

group of associated reports. _The r.eport nay a fault ticke an .emai |
Teosnge. LUHeta oby BCET b ST S ahoteTe FTIEE o SARYHOERer L% PAtE
report. ThEed€psfiic Myubeaseni1£e thexteehai 9iagart hratl eMaldsdee ageidngriam site

to repair the termnal.The report may include fault data fromthe SSD, data
gat hered &ron¥?@hpt er€8bEBEEShoot FHECCI nvéRBor y (#REL&Pand imicdtdisscal ad33SD

data fro ' . nWhi C i.de €ith at S h tral. ver.
Renot e Dﬁ%gﬁg%%%%%ély?%SFe%ﬁgegpﬁgygt%édaggkggthgg;%%gé ?E@%Pvéggﬁ%&he
el ectronitoplatfesmthat allows a renote entity on the entity-side firewall

to be able to take control of an SSD renotely froma software and

di agnost i spectj ve. 74] Repote, co trs% may be supported by real tinme
Cor “near FaBET P At v aEl aPPo Ry St SEbLRog F 1T eP AAHA"SSD
systems (spetatsl wayOfp kNS spadi no8- Wordews d, 00f i rmidre bhlehardw@@
application log files, security log files, electronic journal files (like

the paperioteteEsdef taeh wih: a TEeh FeEERERFY  MaY ateClede (Whi e ? ncl udes
all conmmuni cati ons between SSD and host) or any other suitable log files).

[75] Appaj@jgp and PRt hods ckQhnuseiM LEoEALS RESSel-SY St ﬂ”%ﬂyv%\iiede
specific Eof?ﬁare, ??rn%are ang ha dmar% anentory 6% eacﬁ SSD.” Such '
i nvent or ynamgware| adel df iwewsre changes to the SSD. Such software,

hardware and firmware may be proprietary and associated with

various different entities.

[077] The platform may capture and digplay the current
and historic software, hardware and firmware inventory of one
or more SSDs. In some embodiments, an inventory reporting
field may be overwritten. In some embodimentsg, the inventory
information may be maintained in order to track the S8SD

inventory over a period of time.

[078] The platform may provide a report that shows a
history of the software release number, including patch
number, of one or more SSDs. In this embodiment, the
software release number may be logged into a field within the

SSD, and available for transmigsion to a remote associate.

[079] The platform may support the execution of wvendor-
gsupplied diagnostics. Conventionally, these diagnostics are
only available on-gite. Such implementation may include
remotely executing individual diagnostic tools relating to an

individual component without requiring a full diagnosis.



[76] The platform may capture and record all software, hardware and
firmvare changes to the SSD. Such software, hardware and firmwvare nay be
propri et awQ 2andiignsoci ated with various different entit iP€F/US2017/0239The

pl atform may capture and display the current and historic software,
hardware and firmaare inventory of one <t Tore SSDs. In sone enbodi nents, an
inventory reporting field may be overwitten. In sone enbodi nents, the

i nventory_| rmatipon may be jntai ned in der to track the SSD i nventory
over o pel B o i FE. e TRRSRRAERER I nah o BUPEECIT et RS Sove 4
history ofehdite Sebhwabe Rlc@asthatingeremonel WH I RalL hmayinbeecuet ang or
nmore SSDs. I n this enbodi ment, the software rel ease nunber may be | ogged
into a fi¥deewehtrerhedSEERoahd avaPFablatf 8r tECARIRILIS RPULE & akemstte
associatethe[%%Jiggg pl atf orm may support the execution of vendor- supplied
di agnosti cs. nventional ly, these diagnostics are only avail able

on-site. Such inplenentation may include renotely executing individual
di agnosti E08Dbbl s reTla i pdatdoam imady viddtelm¢orporierithas t Houter éyuidamge a

full diagp8§£s'seéi%8—1mpaired customers) 1is fully functional on
Windows TM-based machines. Such Voice Guidance typically
provides a Jjack for wusing headphones to provide audio
gignals. A smart-jack that provides a gignal when headphones
have been ingerted into the jack may be used at the SSD. The

signal or a proxy thereof may be transmitted to the platform.

[082] The platform may communicate with a knowledge base
that stores solutions for dealing with a particular fault,
guch as one that may have been reported in connection with a

gservice call.

[083] Some embodiments may include a "one button" snap
shot (preferably associated with the SSD identification
number) which provides information for a checklist of faults

associated with the machine.

Remote Fix

[084] Certain aspects of the invention relate to gelf-
healing of SSDs. In some embodiments, the self-healing may
occur regardless of what caused the failure (software,
hardware or firmware.) In certain embodiments of the
invention, when a fault occurs, some recovery routine(s)
automatically recover the operational state of the SSD. In
gome embodiments, the recovery may occur regardless of
whether the fault was caused by hardware, software or

firmware.



[80] In sonme enbodi ments, the platformmay provide renote control such that
a renpte associate nmay execute the sanme software diagnosis steps that a

t echni ci asowould9zeake at the device. [81] The pl atfor mPEENUSAELLBLITNE

whet her Voi ce Gui dance (for seeing-inpaired custoners) is fully functional

on Wndows TM based machi nes. Such Voitce?Xaui dance typically provides a jack
for using headphones to provide audio signhals. A smart-jack that provides a

si gnal wh adphopes ve been .inserted int.o the jack be used at the
250 e LRE or A pPaRy SRR Sy bEUEr SIS (S RIR pPatr AT
[82] The pdadf@fmg may eRaNuAieateow mhya skaew edoe -basa ithats 8RS nes

solutions for dealing with a particular fault, such as one that may have
been repoft@d idreo fe§ witth arseidiice Earit ¢8%3 - Sondcsisdingits may

i ncl ude . ; put " ap ot r ef. bl.y assagd LEh the §iq
identifi g%.?fl)%%l nun%gg)ec\%%i cr?sé;r osli(lges 1?15{%0%5?1. on %%@% \é\%%ckl%éste of Faults
associ at empprdir tdiee nasdl iche&eimye BukroliBdhefer tial nraspeaiss oftct heehe

invention_relate to self- healing, of SSDs,|In sonme epbodi nents,. the
ol T hea AR Pt e o et BT R a TRt Rt Mg I TRt 1S M war e,
hardware or firmvare.) In certain enbodi nents of the invention, when a

fault occposs] sone ceLO¥ENY ehdidifRint)s agtonaid cahhgnteeaverelifiting to
operational state of the SSD. In some enbodi nents, the recovery nmay occur

regar dl essebf-hprthed fReEUPagnt WERTeEiRBdthBy IPafedviaid lider tor §SBF to
firm’\’are'customers. Self-recovery from faultgs can reduce the downtime
of an SSD by an average of 3 hours when compared to gending a
technician onsite to repair the problem. Not having to send
a technician on site may reduce the cost associated with

maintaining a network of SSDs.

[087] Lpparatus and methods according to the invention
may provide a mechanism for an SSD to heal itgelf without any
human intervention by automatically executing vrecovery
routine(s) when a fault occurs. The recovery routines may be
initiated locally on the SSD through a software agent running
on the device or remotely from a central gerver that
communicates to the software agent running on the SSD. The

result of an automated recovery action can be communicated to

the central monitoring system. Automated recovery features
may treat failures in hardware. Automated recovery features
may treat failures in software. Automated recovery features

may treat failureg in firmware.

[088] Some examples of self healing process steps

according to the invention follow:

[089] Software: If an event indicates that a required

process has stopped, then the SSD may restart the process.



- 21 - [85] An SSD according to the invention and/or a server according to
the invention nay store self-healing subroutines that are directed to
speci fi c waubt1/dazea. Accordi ngly, certain aspects of thePCHUSReI1OMIE] ate to
sel ecting appropriate self-healing subroutines in response to the detection
of a predetermned fault and/or fault” p%?of‘l le. [86] Certain enbodi nents of
the invention relating to self-healing focus on inproving the availability
of SSDs t tomers. Self-recoyvery fromfaults can reduce the time of
on S50 by FAFOE er GBI four S whbn U Bt i £3 eant R R Peeh ha T
onsite toofepabe t hgigpehkem Mot havheg t p&eishard BChnicgican 98DSI thyymRY
reduce the cost associated wth maintaining a network of SSDs. [87]
Appar at us* a3t PotsY akBsRdFAglE 6ot RES ATREGIE 9T pPEREde RETHEEIRHHA S M
Fo a0, S 0pBeabol Sl dopl LIOUEI 3NV SRR | RRIHRAO by Ul Al GAl | ¥
executing recovery routine(s) when a fault occurs. The recovery routines
may be | nedn dvedalioosdt ycanly heeSSEetddt ough a sof tware agent running on the
device or renotely froma central server that comunicates to the software
agent runme on t SSD.The result of an aa} onmat ed recgver% action can be
communi ca o t he' RentFHAAMT oAy EYSPEHT ANE8mat 2t +2covet y $edtur es
may treathdaiindg eprbBebar dwargn Agboned:edwheeRVver Yrd gpt URES ivhtirfaald .
failures in software. Automated recovery features may treat failures in
firmar e. Th¢ 88¢ 1 Sonea bXBAHPPESCBESsBRY RealrRa§lpi6€edOCaléys d&cEdediTRy 1 o
the invengyon sfeq_lé—glvéalhi[r%g] ﬁ§8§§ rend a&ee‘i%’ltti'a%%'dca&»%ow?g a reqred
process has stopped, therm the may Testart the process. - 22
gelf-healing process may include pre-defined, on-line, off-

line, and/or automatically-generated steps.

[092] Prior to a self-heal, the apparatus and methods may
minimize interference with a customer transaction by delaying
self-healing until the customer transaction is completed. 1In
gome embodiments, remote management functiong and cusgstomer
transactions may be independent such that the remote
management functions do not interfere with  customer

transactions.

[093] After a gelf-healing process is run, the success or
failure of the process may be recorded. In some embodiments,

the success or failure may be monitored using captured data.

[094] In gome embodimentg, an SSD gscreen shot may be
captured for viewing in connection with remote operations.
The sgcreen shot may show what is currently displayed on a
gservice digplay or a customer display. Current and historic
hardware, software, and firmware inventories of the SSD may

be captured and digplayed at the device or remotely.

[095] The apparatus and methods may provide that software

packages (individual file and package releaseg) for remote



[90] Hardware: If an event indicates a hardware failure on the di spenser or
ot her peripheral, the SSD may automatically reinitialize the di spenser or
ot her perwpherialiommd perform a device self test to detergiras201fi/o0edvgd fail ure
can be automatically recovered. [91] The apparatus and net hods may
initiate a self- healing process in an %SD for which a fault is identified.
The sel f-healing process may be initiated locally at the SSD. The

sel f - heal i process may.be initjated.renotely. The sel f-healing pr
Thol ude. L eTTTEtE e Dnt 5% Dot hOPERE. Shnalor "kt Sg: FEATER ot
steps. [fdedkiwretor selémbeal fikhe apparatusophd ofetheds, FaY SMidHAH ze
interference with a custoner transaction by delaying self-healing until the
cust omer 1% alR88Eet Pon I TINPrRY eBE NRUSERe %afstdt lent 50m r ERBt ESyaR&g&fent

functi O”Stﬁ?@ CUFHQIET Lpansacti f%%s%‘@/_ Pﬁ iidenendant . SyGh Loatot hetg{ﬁem)te
managenent tunctrons do not interfere with custoner transactions. |

After a sklledeadsidermpr coestshe sdewicet he success or failure of the process
may be recorded. In sone enbodi nents, the success or failure may be

nmoni t or ed iNng capt.ured_dat a. 94] In sone enbodi nents, an SSD screen
shot may B§§égpture ?oragpgﬁfﬁﬁéina@gnné%gﬁgﬁﬂgﬁtﬂayenﬁpgogﬁgraf?%ﬁ?.e'The
screen sheted®yisSmowoshat xfs cufmeiddyishspl aped onisaseiyice gHsplcas)or a

custoner display. Current and historic hardware, software, and firmare
i nvent or i @MHANEHe SIP ma§1BEL eapehvedkaR@naTSHraye Pt AN ) d SATR IS /

tely. T t t [ . sof t
S T

The apparatus and methods may involve remote shut down and

cess nay
ed

initialization of SSD components.

[097] Machine intelligence at the SSD may be utilized to
help the SSD recover following a loss of communication. Such
intelligence may also be wutilized to reduce traffic on
communication lines because no communication may be needed

with the remote server.

[098] In some embodiments, the apparatus and methods may
return an SSD to a last known good configuration at the
component level. For example the SSD may be restored to a
previous, working version of firmware following a rollback of
a later-in-time defective firmware wversion. This approach

may apply to any driver, or executable file or any suitable

vergion that needed to be rolled back -- i.e., withdrawn from
the SSD.
[099] In some embodiments, the apparatus and methods may

involve monitoring and/or tracking user actionsg associated
with remote access. The monitoring and/or tracking may

involve associating a date and time stamp with a remote



- 23 - self-services fixes be housed on an internal database that is
accessible for a renote fix. Thus, a copy of every file that is used on an
SSD may beohlwousgkaskenenotely fromthe device so that copi @€Ta®abO2IETessed
in order to troubleshoot the files resident on the device. [96] The
apparatus and net hods may invol ve renote* execution of xf s( Ext ensi ons for
Fi nanci al Services) comrands, snnp (sinple network nanagenent protocol)
comands, _servi ce rgilt.arts and any,.gt heé grocgsi%equi inrlq restart. .The
appar at us*antP et hod< ey "PHvoPYEVF8itot BT SHEECYOWAY and TRAT t il iS58t o Yot
SSD conpopendsect{®d] Machine intelligence at the SSD may be utilized to

hel p the SSD recover follow ng a | oss of comrunication. Such intelligence

may al so be utilized to reduce traffic on conmunication |ines because no
conmuni cat?B¥0hay bEnSOHEd SPPAIRR N eNDPE sefieMaY [B8] DlRcssheln an

enbodi ments, - Lhes apPaEat Hsqand nefbods By kel Yk ReathsRP hey, a1 hashaknawn
good configuration at the conponent |evel. For exanple the SSD may be

rest or ed swoarprevirpusyodwr ki ngnvetbeonsapefiiswaye odd owi trige a auwdlddfack of
a later-in-tine defective fir rre version. This approach appl.y to any
driver, OTEeKECht ABTACPT MBYor kY Wi TAB i (Y8BT ERT nap® nSedsl e b bl | ed
back -- ixr&aim t hdr aysdd0mbher S8k ioh 9Rhy! besami€Reh MBALS, ddi€on
apparatus and net hods may involve nonitoring and/ or tracking user actions

associ at et iweht?Ei e access. The nonitoring and/or tracking may invol ve
associating a date and tine stanp with a renote

[0101] Table 2 includes illustrative examples of SSD

components and processgses that may be self-healed.

Table 2. Illustrative examples of SSD components and
processes that may be self-healed.

Components Processes

Card reader Passport Agent

Printer Touchscreen Service

Dispenser Tivoli Service

Check acceptor SNMP Service

Bill acceptor SNMP Trap Service

Print Spooler
WLA - Workstation Update
Domain Time Client

IPSEC Service

Reporting and Views

[0102] Increased hardware, gsoftware, and firmware
vigibility may also be obtained usging such apparatus and
methods according to the invention. For example, a system
according to the invention may gather hardware inventories
from SSDs and associated hardware configuration parameters.
Apparatus and methods according to the invention may also

gather software inventories, associated software



- 24 - action. This may provide traceability,
[0100] I n sone enbodi nents,

froma security perspective.
an SSD nmay be placed in an out-of-service node.

The out - oVo=erwvilgwinode may i ncl ude a supervi sory node. PCH/USR@ 1423929 vi sory

node,

t he out-ofservice device may di splay show ng options for diagnosis

and repair. A Gasper notification nay'5§5nhde when this action is

per f ormed.
and process

oo S TR B REPCHAT R o i e o PSS o P

heal ed._.Table 2.1l lustrative eéaggle%gp
SS

r eader Pasgpasd i £t £ Prinkd £& TodahsgheaniSar pheambtepenserslicroldppaiaduee
Check acceptor SNVP Servi ce

and methods according to the invention may also gather driver

vergions from SSDs and asgssociated configuration parameters --

e.g., printer driverg, screen drivers, touchsgscreen drivers,
etc.
[0103] Such configuration parameters, whether asgsgociated

with hardware, software, or firmware, may be self-generated
bagsed on input or output data. Alternatively, guch
configuration parameters may be manually configured. In some
embodimentsg, apparatus and methods according to the invention
can remotely identify software manifests -- i.e., a numerical

identification associated with the existent software on a

given SSD.
[0104] Lpparatus and methods according to the invention
may monitor the health of Basge24 -- a software application

available from ACI Worldwide Corp., Omaha, Nebrasgka under the
trademark BASE24 -- that runs on the server that is typically
used for SSD connectivity -- or any other application that

runs on a server that communicates with the SSDs.

Root Cause Analysis and Networking

[0105] Many SSDs are networked with other SSDs. L group
of networked SSDs may be served by one or more servers.
Lpparatus and methods according to the invention may identify
the root cause and 1location for a network communication

breakpoint.

[0106] In order to advance such identifications and/or
related investigations, certain queries may be automatically

transmitted to the server or the SSD. Such queries may

[0101]Tab|e 2 includes illustrative exanples of SSD conponents

SSD



Bill acceptor SNMP Trap Service Print Spooler WA - Wrkstation Update
Domain Tine Cient | PSEC Service Reporting and Vi ews

[ 0102] | ncweasHdhgmsdwar e, sof t war e, andf i rmavar e vi si bi | i tyPEayUS2013023929

obt ai ned usi ng such apparatus and net hods according to the invention. For
exanple, a system according to the i nverit i on may gat her hardware
inventories from SSDs and associ at ed hardware configuration paraneters.

Appar at us. a t hads accarding to the inventian y sq, gat her software

i nvent ori%%&%@%ocﬁ?ﬁ ed“ascgﬁ%'r AngueHs %%%Yagiﬁrﬁiii 0981% parameters, T war e
i nvent or i @miui e Atbaseoeh ated fspvanre eenf i gehatican deahamElers wI4eh
appar atus and net hods according to the invention may al so gat her driver

versi ons FROMSERT dHiasERR| St dl T ofP iR At EPUPET Aneters -- e.g., printer
drivers, screen drivers, touchscreen drivers, etc. [0103] Such configuration

paramet er FOl(‘ggFt heraassel AL Ldﬁdh%%@é@ab%?f tl’{‘fé:?ar@r‘iiééisg‘éé%’o%es@y be

sel f - gener at based on I nput or outp dat a. ternatively,
conf i gur afdon deereameitreinrgy nayebeerbantl | §f caifa gbredkdomns omey e ndlostd nédoet s,

of tvir o HEM PESHES0 S T 879 s AT CaPPTUGHET £ 124t T o ASGoBNr R WY t he

exi stent 150f t nateOPed, 9i ¥BENSSPowkP104]:Apnaratustand drkhads agrer digg to

the Invenéégggsted, then processor-related queries may be requested,
etc. In addition, apparatus and methods according to the
invention may recall the data memory -- e.g., (RAM) -- dump
that occurg when the S8SD locks-up or otherwise terminates

operations as a result of a fault.

[0108] Lpparatus and methods according to the invention
may provide information on the total number of SSDs in a
network and the status of those deviceg. Such status reports

may include status characterizations such as, for example

"Unavailable", "Supervisor Mode" (out of gervice to customer
for replenishing supplies, adding cash etc.), "Up"
(communication is established with device), and "Open" (in
service), etc. The apparatus and methods may work together

with existing network security systems as well be adapted to
ugse entity-supported development language (including source
code) with a graphical wuser interface ("GUI") including a

language option.

[0109] A network according to the invention may also
automatically import and/or register SSDs. This may be

characterized as a self-registration process.

Security and Redundancy




may nonitor the health of Base24 -- a software application available from
ACI Worl dwi de Corp., Oraha, Nebraska under the trademark BASE24 -- that
runs on twe 28evmMe61t hat is typically used for SSD conne®CiITisSeg11/402396¢ any

ot her application that runs on a server_that conmunicates with the SSDs.
Root Cause Anal ysis and Networki ng [0'10351 Many SSDs are networked with other
SSDs. A group of networked SSDs may be served by one or nore servers.

Appar at us t hods according t he ipventign _nmay identify the roat
e andt FhRlT on FS, S Rhe wor R BoMRaRPEHr | ondBF Bakp oA EiGEIeR 1 rter
t 0 advanceostsd i sientiifdic athensagpaf9f us elai®d mctresld ki 0NSen £6Fh aitd

queries may be automatically transmtted to the server or the SSD. Suc

i b ( icall . ' d he s h h
queri es na¥edetogningg clyfernaelaBchPABTLAHgUSgE 1E§IPREBentt 8T eXFFBIGu have
communi caty i : 2 VOULC icate Wt r

Char the i a0 B et oh PP b6 O R e Suarocand Brerards y e

hi er ar chi tapleneacessd ber aet enhinyng tihee axpanitod bhe bredkobswnmagy kel so
be inplenented -- e.g., first _communjcation-rel ated queri es nay_ .be
 equest ecieR HErE Bowst D TERIydPat ot Utk | od Tray BBCT BUBLESd, THGTALL
processornéglatied queni esonBy dpdeanasied, ieterrlaraaddbhitangeanpar atdés and
nmet hods according to the invention may recall the data nenory -- e.g.,

(RAM) - - eRipptyhatdecéirswahén mave SSDreguksedp orSoidePWseiNenkiSnatees

the P nverg iR b PR on Bl & st oF (R G4 PR I PR RERIE, "0 1

network and the status of those devices. Such status reports may i nclude
status chbdBrlEri zateoumsisychoasyrofler mecanpke inatackalie"” endSuperntiagor

Mode" (out of service to custoner for replenishing suppl.ies, adding .cash
otc. ), " OPR ST Lal POTORS GCt 17T SO wi | R BT G oL ha b MOST= t(1Gh
service),agd Cpriiendppar at Np1 ane FaRiRedSnmays WekK rEegpl herpon tdbn@xi it thg
network security systens as well be adapted to use entity-supported

devel oprehfaymeriuag€afidne| triuRF Bour Bateodedeciitita ghaphfasf) usewhich
interf acesgge i%sI %A)V\lfld'&gs@or!l@@guc?agcea OpéﬂoQLpId be protected. Some

embodiments may include a backup or disaster recovery

processor.

[0112] Illustrative embodiments of apparatus and methods
in accordance with the principles of the invention will now
be described with reference to the accompanying drawings,
which form a part hereof. It is to be understood that other
embodiments may be utilized and structural, functional and
procedural modifications may be made without departing from

the scope and gpirit of the presgent invention.

[0113] As will be appreciated by one of skill in the art,
the invention described herein may be embodied in whole or in
part as a method, a data processing gystem, or a computer
program product. Accordingly, the invention may take the
form of an entirely hardware embodiment, an entirely software
embodiment or an embodiment combining software, hardware and

any other guitable approach or apparatus.



[ 0109] A network according to the invention nmay al so automatically inport
and/ or register SSDs. This may be characterized as a self-registration
process. 8ocorvtig2zeéand Redundancy - 27 - PCT/US2011/023979

[ 0110] I nsonmeenbodi nment s, dat at ransmi ssi oni n connection with the apparatus
and nmet hods may conformto predeter nmi hedf i hf or mati on securi ty requirenents,
for exanple, those associated with protection of custoner's pri vacy. Wen

i npl t tity, th t t hod d d
substant AL T h el Te o SRGE (ST HBYwa e | PEgode S Aent s,
i nterfacesompisdse pazfogtm eptbbyicsi decdbre@waly @R berr efiph& edonpif -

enbodi nents nmay conply with enterprise security controls and audit
st andar dste3®ah¢ Seea¥rey BeAiprolsving FeTPHtgrageadglefs MrOI gt code,

unaut hori zed sofﬁrﬂy@{% i gware nf £ pr ted.
Al'l inf or%r]gt ﬁgl%@?g(é%%{e) -C{:o%rpl I ant nggrerﬁt%g?%‘ O[H'ed&]{st ry ‘{ﬁ}‘
Security ﬁnambled) chpuﬂerspeeaﬂabﬂ;ehomt@mg@mecﬁ&t amskroube bf_tlprlczteseht ed.

Sone enbodl may. i n bac r di saster recover r ocessor
CoLa2) 1 R T P Caphdi maneEear SHnEPlsns * B et o dt R cTEYaNES i t h

the princhahest o é@@ra@aeaéwaew | bnﬁ%’rbén%%%l‘nb@_ﬁgt%hh thehewgnce 4P the
acconpanyi ng draw ngs, which forma part hereof. It is to be understood

t hat ot he@d@ﬁmneﬁtaéfw be ignalisz ederi@sentdebur ghtaf upEt i DRIt Ands

Drocedur 2 RELALEoLaRs i e RS MMM S1opaE 1LY L AmLDE sgage nd

spirit of resent “Inventi‘on appre0|a y one St
skill in ddetatdtidihe mnvennél Goreesef i tm@dmfcﬁla@rm&ew&ﬁbgdlt&(h\xdll\ﬂg)l e
or in part_ as a nethod, a data Erocesm ng system or_ a_conputer program

product . ARCRHAR nGiaAL NEORAVEREREN TREy 3t SRR (R B RRbT VAR St (AR oL
har dware efbodi m‘v‘thééﬂ eAkienely. safdialiesamodha®nd 0&.4n, eshedidiRNor

combi ni ng sof t war e ardware and any ot her suitable approach or apparatus.

space) .

[0115] FIG. 1 1is a block diagram that illustrates a
generic computing device 101 (alternatively referred to
herein as a "server") that may be used according to an
illustrative embodiment of the invention. The computer
gerver 101 may have a procegsor 103 for controlling overall
operation of the server and its associated components,
including RAM 105, ROM 107, input/output module 109, and

memory 125.

[0116] Input/output (“I/0”) module 109 may include a
microphone, keypad, touch screen, and/or stylus through which
a user of device 101 may provide input, and may also include
one or more of a speaker for providing audio output and a
video display device for providing textual, audiovisual
and/or graphical output. Software may be stored within
memory 125 and/or storage to provide instructions to
processor 103 for enabling server 101 to perform various

functions. For example, memory 125 may store software used



- 28 - [0Ol114] Furthernore, such aspects may take the formof a conputer
program product stored by one or nore conputer-readabl e storage nedi a

havi ng conpuvawHemadabl e program code, or instructions, PERASANIGN239M or oN
the storage nedi a. Any suitable conputer readable storage nedia my be
utilized, including hard disks, CD ROVE2 2 optical storage devices, nmagnetic
st orage devices, and/or any conbination thereof. In addition, various
signals representin ata or,_events as descri bed herei y be transferred
between LLoGFEEEnd % ‘dditTthat o™l PRTHE 1 01N B7° BPBCLAdmaghEt S

travel i ngotdgeatgh sighabngondugkkpeiAediadsyebags metal WIRSnatieas),
fibers, and/or wireless transm ssion nedia (e.g., air and/or space).

[0115] FI GoMe | &Ta i beRIdi /s t RAL i9IMGSH eSXACYEAREPC RGP Fevi ce
101 (alt tive r i S - efn)t y be used
accordi ngﬁ%‘\g }{% %%?%cg{%&at%eﬁ%nﬂg%%rg%ip %?rr{l %%ng%%%i%%wﬁé conput er
server 101 may have a processor 103 for controlling overall operation of
the servef0Bhd i ts $ssoer afléd capooeatrstei nal uadi ngtRANKEA5, erROMcIENL
input/outgut rmtdule 109 aHd menpry 125. [0116] I nput / out gut gv&"l/O‘) ngﬂule
109 may i NOPRRE" 5% CrOBRoheC ReyPad™ & Slch"RET ebihHdFEFPEEGEGs 1 HDugh
which a user tefrrdepice 101 rad pnevi.de impwinaard may adsd nsgl udgyong or
nore of a speaker for providing audi o output and a video display device for
provi di ngPe xR} , CARbeTSuar &AUrersSgEhphi éBF lBdepiRnYSert wele OfayHise
stored w thi d t - oYl L.nstruct i-Qns

pr ocessoré%@eﬁg%%%%]?%\%&sé}%‘éé %%?gtgéggepéorg{r#\%gh ?8% f ur?gl'%l (ﬁr]egt.woﬁ%{r
exanpl e, oemmpeytil@bs magpstoed Sof tMEG e Usddclud@ -a byosal vereidOhetswatk as
an operating_sy m 117, appljcation progranms 119, and _an associate

dat abase &122_%\.” Aﬁ%grrﬁ’ﬂ vel Q&dfon%r%? aat Wkseﬂ%]}” lég%orﬁﬂﬁ el"@&xécuiabl e
i nstructipRe1n@y kerembodiddrkdar dwghenor ukbamane 4 natas hMbworking
[0117] Server 101 nmay operate in a networked environnment supporting

connect i oPRViCHMRNr AONBUEEKDHE lcohpuEensecEaeh tes gt ni al §hreugand 151.
Term nal s d. e r l. _cO ers o rv. t incl

many or arf%é%?ﬁ?hele e%cfés) éﬁicr:&b%%&eg:bg@g%r'el at‘%éﬁt ogé%?vgﬂ 1(?{11. #h%g
net wor k costnestkomg aepl comdent, FE&vari nol udeyaihetabeaneaodetmvanky (dxAN)
125 and a wi de area network V%!ﬁ\% 129, but may al so include other networks.
Wen usedPtPEh AR et \‘%BFki%%t 17 15HARNCO oML P¥CEontfelit éf %o LAN

125 through-r net watldrpier f age or adaptar1128e VBgprosedetd acaWN the
net wor ki ng environnent, server 101 nay include a nobdem 127 or ot her neans

for estabhéethdrky compentcens onkovReprPANLIRgEratdmeagninoghieat means |af wi | |

be appreciafoh hal,she netuprk connget hang, showp. agec fLI ushEati-ve ang
ot her means Of  €stabfishing a communi cati-ons Tink bet ween Tt comput er's may
be used. Jde exést enceTné asyistemaei ovs wahly- K@wn vRIRraAIRe0! SveSUGCksn
TCP/ I P, Ethernet, FTP, HTTP_and the like is presunmed, and the system can be

oper at ed PFPEOePt entuser3er TeBAIPguEaRPEReE0 BePmi HIAPUSEA ther dilicevie® web

pages fr ba Y vagl Lanvent j ogal I QUSLNLS can
be used ?%%&?‘?E ay iﬁg Frctglnel ﬁ}f%ﬁydg%g %rr? %et% pagecg.ﬂ[lo%lg]lA dietji onal Ilf/,

appl i cat i o pirograrm dil 9towpeainitmya besesetdobyeserivere ML pagesnélrode a

t t ab i nst ti f i_nv.oki f t] [ | ated t
Communt catT oS 0kn e ERal | FhoPt. MELSRUS SaroT R L atey MBS T hput

and speechar es99Ntdd Ofo 3PP Ty | /NS . manipulate data on web pages.

[0118] Additionally, application program 119, which may be
used by server 101, may include computer executable
instructions for invoking wuser functionality related to
communication, such as email, sghort message service (SMS),

and voice input and speech recognition applications.



- 30 - [0119] Conputing device 101 and/or termnals 141 or 151 may al so be
nobile term nal s including various ot her conponents, such as a battery,
speaker, wWoaoantigzsmas (not shown). [0120] Term nal 151 amdrars2eigopdonal 141
may be portable devices such as a Iapton£ cell phone, Blackberry TM or any
ot her suitable device for storing, tra Gitti ng and/ or transporting

rel evant information. [0121] Any information descri bed above in connection

with data 21, and any ot her .suit e information e stored i.n
R 1 3% PP S TR R R T T B S K
al gorithrma*hablgay e usgebiDedi agRaseflaul tencB@yge dakaosst S.ofdrse
el ectronic 1 ogs and/or any other suitable tasks related to end-to-end SSD

anal ysi s.COMRAZBITHS | MRt | dB PayPBELEBEr atFRIRAICH t RIFUNRRBEBNAS heot
general purpose or special purpose conputing system environnments or
configurations. Exanples of well known conputing systens, environnents,
and/ or configurations that may be suitable for use with the invention

i ncl ude, bAi2@ke ndfetmimakd 154, fedsonaltecovimatier 341 semyer beomuutterksle

hand- hel d,or. | apto evi ces, . nobi | e phones_and/ or_.ot her persqnal digital
assi stant%eYl%%ssgg? miit i %r RRELRY g?i?eﬁ&o%’cr%lﬁcgé?g@f-ﬁlﬂSeSrS%ﬁyerrs,
set top hoxesr Peagtasmebl eecarsUMETC®] estoPhEs, RebWerktPE€eg and/or
m ni conputers, nmainframe conputers, distributed conputing environments that
i ncl ude aPPRIPPHelBHovRl Sy oPrBRVI®®Rs, and the like. - 31 -

[0121] Any information described above in connection with

databage 121, and any other suitable information, may be

stored in memory 125.

[0122] One or more of applications 119 may include one or
more algorithmg that may be used to diagnose faults, analyze
data sets, parse electronic logs and/or any other suitable

tasks related to end-to-end SSD analysis.

[0123] The invention may be operational with numerous
other general purpose or gpecial purpose computing system
environments or configurations. Examples of well known
computing systems, environments, and/or configurationg that
may be guitable for use with the invention include, but are
not limited to, personal computers, server computerg, hand-
held or laptop devices, mobile phones and/or other personal
digital assistants (“PDRAS"), multiprocessor gystems,
microprocessor-based systemg, set top boxes, programmable
consumer electronics, network PCg, minicomputers, mainframe
computerg, distributed computing environments that include

any of the above systems or devices, and the like.

[0124] The invention may be described in the general

context of computer-executable instructions, such as program



nodul es, being executed by a conputer. CGenerally, program nodul es include
routines, prograns, objects, conponents, data structures, etc. that perform
parti cul aworaskdown i npl enent particul ar abstract data Pgpas201TiesTnvent i on
may al so be practiced in distributed conputing environnents where tasks are
performed by renote processing devices that are Iinked t hrough a

comuni cations network. In a distributed conputing environnent, program

nodul es may.be | ocated in botqél cal and renote conp&ter si rage nedi a
ncl udi ng GEETS sPErhge TERTLERT PH175) EPEPUSSEhowe PRPESE Fht | P& SSRE ™00,
whi ch maymdeu Bés ATM1$SP 200t MB¥s| Nphugdeamdst epgecieni @mp2déntkey Rrt 204,

card reader port 206, docunent accegtor 208, item di spenser 210 and
security SEFeeFIDg®, POE26]Wdst oRRFLABHI PEr L2002 legy ©@hangs irRldmeatd or

audi o | nfloL PBL O LBoRGUS! Ay Keypad 204pmY JLebudenalAhanURBE] keys

214 for the custoner to enter nuneri and textual data. may
i ncl ude cordaetol cddydn?ldi st nilsomed erbogunéngs ,ermcantarmerkey swiéBeneadkes used

to communi cate control_information, such as instructions, to SSD_200.
Keypad 20%%?%%8%‘8@1 SOf t TREPES RYIRCIID18KaGRa %%né??or?&“?‘f‘fﬁ are

di ctat ed byrHiQYr AMBbhguANda i sndr aseRber .t 0ThNe GUHANRL e RbnigiftardEpt | on
that nmay be displayed on custoner nonitor 202. [0127] Card reader port 206

may be thenYieopimepd dprewgyasuinedblescapyd beaderatFde ipab@theddsdlm@nd ead
tical ( . . 0 . c
T o iR Ra P OEPL BB REOTRAC LA LT TR ]

cards. In sone e y include a co t chip reader,
a Wrel esgett@nscei ver or any other suitable interface for exchangi ng

transaction information - 32 - with a transaction instrunent. The
transacti i hstrunen y Be a cgb ,_.an RFI D : smart card, PDA, a
et ophonel BH28hy ot RET- oo FUBME deViSET AFaTEBINSY SR cnbbah nBiiYs Pesa 200
may incluggva SsSD 200 may include customer monitor 202, keypad 204,
card reader port 206, document acceptor 208, item dispenser

210 and security screen 212.

[0126] Customer monitor 202 may exchange visual and or
audio information with a customer. Keypad 204 may include
alphanumeric keys 214 for the customer to enter numerical and
textual data. Keypad 204 may include control keys 216. In
gome embodiments, control keys 216 may be used to communicate
control information, such as instructions, to S8SSD 200.
Keypad 204 may include soft keys. Soft keys 218 may have
functions that are dictated by programming and are presented
to the customer using information that may be displayed on

customer monitor 202.

[0127] Card reader port 206 may be the front end of any
suitable card reader. The card reader may read magnetically
encoded information on transaction instruments such as bank
cards. In some embodiments, SSD 200 may include a
contactlegg chip reader, a wireless transceiver or any other

suitable interface for exchanging transaction information



bi onetric sensor (not shown).The bionetric sensor may identify a custoner
based on a feature, such as an anatom cal feature, of the custoner. For
exanpl e, wheotiumstiri c sensor may be configured to i den®Cyuskéla/ozisge oner
based on all or part of a face, a finge}rlﬁrint, an iris, a retina a hand or
any other suitable anatom cal feature. € bionetric sensor may identify

t he custorrer based on a behavioral feature such as a signature, a voice, a
gait or any ot her_suitabl e behavi oral featur [012 Docunent. accept or 208

may accept™ &hy s uff ABFEC HHRUmERS IESE My anpl e dbEIHERAT C AR eptbt

accept eny£y opesa dangsl nf ®F® Rid | sa eheekScaraany ebher aSLﬂetla;ngrﬁme
docunents. In sone enbodi nents, document acceptor 208 may feed into a
scanner tPAtARY PERoBsSEHeRkIR (MG f or | mage- based transaction
processing. [0130]1tem di spenser 210 nmay di spense itens. For exanple, item

di spenser @lfgray di$peaseebi Idygod &rge\%n;t%ssecuééby SPeeMAL2 MRY1Yksual] y

screen a survelllance device (not s The surveill ance device may

provi de vhdeuwetinfor negnsor ab((mit i stiowindual s That hrenpresentseresrr t e ySSD

and the co§d|t| ons therg %01% %F G _3_s %w% IIustra};}i ve SSD 3Q0. SSD .300
may have bhetottho? eCBF L PN  RAPTT eS8 of SEBTHEE (SHERN % 3 EGRAHCMESHE 300

may i ncl ugleathers] ngr 30ReSAsIharRY | M6t URamputt 804. Yauhiet3Q4 MmNt ain
itens (not shovvn) Iltem - 33 -
may be conflgured to identify the customer based on all or
part of a face, a fingerprint, an iris, a retina a hand or
any other guitable anatomical feature. The biometric sensor
may identify the customer based on a behavioral feature such
as a gignature, a wvoice, a gait or any other suitable

behavioral feature.

[0129] Document acceptor 208 may accept any suitable
documents. For example, document acceptor 208 may accept
envelopeg, depogit formg, billg, checks or any other suitable
documents. In some embodiments, document acceptor 208 may
feed into a gcanner that digitizes the documents for image-

based transaction processing.

[0130] Item digpenser 210 may dispense items. For

example, item dispenser 210 may dispense bills.

[0131] Security gscreen 212 may  visually gscreen a
gurveillance device (not shown). The gurveillance device may
provide video information about individuals that are present

near the SSD and the conditions there.

[0132] FIG. 3 ghows illustrative SSD 300. SSD 300 may
have one or more of the features of SSD 200 (shown in FIG.
2). SSD 300 may include housing 302. SSD 300 may include

vault 304. Vault 304 may contain items (not shown). Item



handl i ng nechani sm 306 may be present in vault 304.1tem handling nechani sm
306 may store, arrange, dispense and/or otherw se handle itens for

di spensi ngof20m1BsD 200. For exanple, item handling nechRamitspe130239nay

i ncl ude conveyors (not shown) for positioning and repositioning itens for
di spensi ng by di spenser 308 through iTéﬁp‘ort 310. Itens (not shown) in

i tem handl i ng nmechani sm 306 nay be contained in itemcartridges 312. For

le, when the it bj it tridges, 312 h
ot 11 ettt o) MEERPRARE | 1P nieKar S S0E=Hay IThol a0t LM coutts™
314. 1 t em igpnit Big 3k ciBY 1G6AUNE 06 t @3F, PEEOTe] O dirSRRRSI NGi BYeHE s Penstor308.

[0134] SSD 300 nmay include LCD display 316 and a ke%/lpad (not shown) for
cust omer PHRRFEE$S ofanCdied tEgBEr BAB REpPsEsSiigsehtoRorSTecélPi-ng For

ransact | op. gl or makn SL0M LS SUSHOBRIN 808 S 2bheILAANSAGL AL,

i nstrunent. inc recei pt printer and dispenser

Recei pt ptnot erslamendi sfens erosiodibrei 1820 arey prapo sdiec tdrei gy s tioreers wifidr a
record of _.a transaction. CPU 320 y control custoner 1/0O, _dispensin

br ocesses]L LR Ry HncFURETTTT | a0z at PEUIBCLUATT oROT i Spdhsi ng. Gl any
ot her sui{.3bf esRHAESSSES, i faEEhRhAPEhGt R@nand o wsmag, beansatdigka
channel communi cati ons and any ot her sSuitable processes. The transaction

channel cormiticdat Farsrhagehe 3p&rf or ML uSKAGPABde w3, tiigi chtemy Beeany
sui tabl e mnic o) | ng%l ith a local or
r egi onal kgljé wot klgé&ﬁt%rl frlliocg es om?%%}éfk\j/%a%gm c%ﬁgéz(ge%rmhy be provided

for a service technician to exchange information and instructions with CPU
322. - 3HB0133D135]FHt&n 4hghddngontmeahasyistrem A0 fwoaycodtrdlbeng iaenSSD

such as 300 (sho in Fl 3). stem 4 is controlled,by CPU 402. CPU 402
exchangesc??r;th%]é\(l:\glén i nf%otf'%‘ﬁt icaﬁ‘%'etrh ggéctm@ﬁi ccoé’é’rﬁ’ruﬁ%g?i At Het wdrk N
vi a nodengfdenihg oy Sai Spspgarnieation with router R

[0134] SSD 300 may include LCD display 316 and a keypad
(not shown) for customer interaction. Card reader 318 may be
present for receiving transaction information from the
customer via a suitable transaction instrument. SSD 300 may
include receipt printer and dispenser module 320. Receipt
printer and dispenser module 320 may provide the customer
with a record of a transaction. CPU 320 may control cugtomer
I/0, dispensing processes, which may include initialization,
actuation, dispensing and any other gsuitable processes,
receipt printing and dispensging, transaction channel
communications and any other suitable processes. The
transaction channel communications may be performed using
modem 324, which may be any suitable communication device.
Modem 324 may communicate with a local or regional network
router (not shown). Service monitor 326 may be provided for
a service technician to exchange information and instructions

with CPU 322.



[0136] CPU 402 may receive transaction information froma custoner via a
custoner data exchange nodul e. The custoner data exchange nodul e may

i ncl ude ome©20rv1ea6e of nonitor 406, keypad 408, card re&d®USa@0/023%d9 deposi t
acceptor 412. CPU 402 may dispense bills through bill dispenser 414.

[0137] CPU 402 may exchange service infothetion with service technician data
exchange nodul e 416. Service techni ci an data exchange nodul e 416 may i ncl ude

ange modul e - tech t i
wth corPELShn ToFTGoeT BB criel v AL FREnarhtaR e o 2o

exchange gaolubecd1l8sMBY 0l NGhdtle GenponEnt3yap FoEbey 420. iEonReNa] IRP
menory 420 nag store a map of conponents of SSD 300. |In sone enbodi nents,
servi ce t¢hrPEi adOdat a haPrecKeanged 16rpRyarhéPudd ndogentign with

processi ”Qlé‘é‘éfox%gélﬁf@ﬁﬁﬁ{@ n%l‘%n”ﬁ&twé?ksﬁmél ”@8% b3, GRYA02 Jray,

update the nmap ments may inc ctrénlc inventory
managenentommau] @a 422 Bhech romitcet rivent ory managenent nodul e 422 may
i ncl ude a bar code reader, an RFID reader or any other electronic sensor

that is c red ive an identification signal froma re Iacenent
part . ThelbtfhcamsrtU pPE Moy RIS dALiTTaaTe FRBRFTAF Aghof=on

i npr essi ofudhghe€amiacti veis/tcﬁﬁeﬂsaaetaebkche@@emr&oddlee I demhif ieaidder
signal or a pattern that resents the signal. - 35 - [0139]FIG 5 shows

|IIustrat¢®%at?éﬁ§§@g?oﬁoﬁﬁ 6rﬁ§ﬁ'dﬁmﬁeﬁhbﬂ¥K50@r TPHAS EL MOA LtREor4Pt i on
net wor k c e t wor 02
50 : ahggN g&f‘aﬁ A%é&@%ﬁ‘igr N& gp; pety :§>t%92 4%% dorP

may be in any ot suit e networ K.
Net wor k 5022 anapodisomsse het Ebd tmyolbegh dabl Bdiiswersker opt4 cal fibered or

wirel ess. [0140] SSDs such as SSDs 504 may communi cate via electronic

comuni cat | et wo 50 i th_SSD nmanagenent nodul e 5 na
nodul e 50E6ﬁgapbe aé$?el§0§2r9?¥e ﬁﬁﬁgagﬁgntSEEVFgg é g%eﬁbng”ggbule
506 nay i#etee ONEecO@hnMBE 8ndeviia€es ShaWMaride Flfaddie A L€5Dt € USRITVIRIE USEe
SSD managenent nodul e 506 to nonitor, control, reset, repair_ and/or

i ntervenet¢BHEIR MRt provedyede offashke 506 may include service

monitor interface 418. Service monitor interface 418 may
interface with service monitor 326 (shown in FIG. 3).
Service technician data exchange module 416 may include
component map memory 420. Component map memory 420 may store
a map of components of SSD 300. 1In some embodiments, service
technician data exchange module 416 may include a central
processing unit for updating the map. In some embodiments,

CPU 402 may update the map.

[0138] Some embodiments may include electronic inventory
management module 422, Electronic inventory management
module 422 may include a bar code reader, an RFID reader or
any other electronic sensor that is configured to receive an
identification signal from a replacement part. The
replacement part may include any suitable 1label, tag or
impression that can actively or pasgively transmit the
identification signal or a pattern that represents the

signal.



[0141]FIG 6 shows illustrative portions of comuni cation system 600 for
exchangi ng transaction information between SSD 602 and fi nanci al

i nstitutivwo2priansweti onal pl atform 604. SSD 602 may be ®OTSS1302Iv78s 300
(shown in FIG 3). Transactional platform 604 nmay be any suitabl e device
for settlenent and clearing of transactidns. For exanpl e, platform 604 may
be a financial institution mainfrane. [0142] Conmand |ines in transactional

i nformati m S 02 nmay, be executed at. |1ine handl er prataocol |ayer
506 Dovi L 1SR or TH0. ay PO & TLORGEA 5| STORE-BAseR oA RIRAR onal
i nfor mat i A wESEwi s e0eNnt $rhfEaabiBAr iadb-AAL i6at heewrk, soleaagnGeiclude
transactional networks and issuing financial institutions. Authorization

request s PESCEFRH. HeCPrBEBLISREIBY ABEWOBK0OESs nOWRITEC1H1050 AuRYpPECeds
nodul e 6 y.th pravi r ansagt, i;0 i r i o el e 612
For commREa: Ponca't eipl SEFSF mibodr D infl Bk, &byl PoPRet \RhHAE 4
may receinwetwbaignost Netdark f3@n bimepbandbes 606 raevi ceyhapel erald@fi,

aut h- process dul e, 610, _or any other suitable source. The diagnostic data
may be us‘?éjdr?%})n%ﬁ’ltéjg%gjssﬁ)%@?‘?g% Yt 5gnosti c data may be provided to a

sel f-servi ce managenent nodul e such as 406 (shown in FIG 4).

[0144] Processes | N a¢oor daned W 4d t ey | nsopl el tBemhiiveshiten RE
include one or nore features of the process illustrated in FIGS. 7-14. For
the sake ®fCFITRRIF at FYMMURHE BI@ps WFLRIFEesOF | Wikl ate® | MaEBaRRaiton

W th Fl GG, {14 %4‘6!;'. bésﬂeﬁgﬁhgsl‘ﬂeﬁ% ﬁ%hpﬂep%%% dpy 2 £i9MY &8y He
systent’ may 1 nclude one or nore of the tTeatures of the apparatus that are
shown i n hdGERyeett adely Dee anySB8Dheansygetabtemdduilee 506 appr dactl.udEhene

"system may be provi.ded by an enti The entity may be an individyal, an
or gani zatToNMOTe A GEREr HETTRCHE B1i t]: [ GLATHE FoeholeYstss oP a
process fasGOonanCandmtie t BRI icBCi pbastot, t heoh Vel | Ofesdihe RQESS NMay
start at step 701. Step 702 shows | ogging data associated with a

pr edet er MEROBVERESTTeNE ebp PR @0 ThES PPt 29ef nell eRnt504 he process
may then query whether the SSD is operational and in service, as shown in

step 704. F](BP%%%] | 1 ﬁFf@ .S§Ds{1§w$°@1988"t%it9%' g‘&aQ‘Eth@eo‘fr Ui TG £ Y

whet her the heal ed itse romits non-operational state, as shown at

step 706.system 600 for exchanging transaction information between SSD
602 and financial institution transactional platform 604.
SSD 602 may be an S8SSD guch ag 300 (shown in FIG. 3).
Transactional platform 604 may be any suitable device for

settlement and clearing of transactions. For example,

platform 604 may be a financial ingstitution mainframe.

[0142] Command lineg in transactional information from SSD
602 may be executed at 1line handler protocol layer 606.
Device handler 608 may handle routing decisions based on
transactional information requirements for authorization,
gettlement, c¢learance, transactional networks and igsuing
financial institutions. Authorization requests may then be
processed by auth-process module 610. Auth-process module
610 may then provide transactional information to host

interface 612 for communication with platform 604.



[0147]1f the SSD is determ ned to be operational, then the process my
further query whether log files indicate that device failure may be

i mm nent ,wax0slldwslat step 708.1f - 37 - failure i s noPCIraseeeme3dsse i.e.,
device failure is not indicated -- then the process may term nate at 710.
[0148]1f failure is inmnent, then the %@/s’t em may agai n query whether the
SSD healed itself fromthe immnent failure condition. If the SSD heal ed

itself f i mm_nent_ fail ditign, then th | back
to step TEOAET | og MR ELTOE aPRUOARt 1 dnditior FEVERTE. ATRBPRELe e i d
not heal #tsel fliddemddel systarms mydkery whetdiesr t e deviga H- Widdeds

ei ther non-operational or in danger of inmmnent failure) is connected to
t he net wohkdu1e RE . deVT c@lys PBRCEomedtdd & 0SPhECRet woFRE HEBRAtER may

generate &Qt§|rﬁ§§/r88' Es'e&s%u‘hf(a! d st Sp@4 ch ‘i‘héeaﬁai'g%%‘el'c[ QL2Q Lhfayt he
SSD is connected to the network, tthen a renote technicran may be

el ect ronilocal byondtiefli edd o sbefeventicanynaekegetmean cadduyleosnelt ato 40t
SSD, and initiate a renmote troubl eshooting procedure, as shown in step
716. [015%W?0Wn%1$niﬂ ation of renote troubl eshooting, the system may
gquery whether the technician can isolate the fault or other issue with the

SSD, as shgwuj n stepoddSsed f ihhackerabackeGhniici gie Cpanatipsekabe the
fault or other issue with the SSD, then an onsite technician may be
el ect r oni ERAV$YCHeR | fedd BREL @IS p&Eichedt A9TShohmatwregept7ophe process

illustrated in FIGS. 7-14. For the sake of illustration, the
steps of process illustrated in connection with FIGS. 7-14
will be described ag being performed by a "system." The
"gystem" may include one or more of the features of the
apparatus that are shown in FIGS. 1-6 and/or any other
guitable device or approach. The "gystem" may be provided by
an entity. The entity may be an individual, an organization

or any other suitable entity.

[0145] FIG. 7 shows gteps of a process in accordance with
the principles of the invention. The process may start at
step 701. Step 702 ghows logging data associated with a
predetermined event. In response to the predetermined event,
the process may then query whether the SSD is operational and

in gservice, as shown in step 704.

[0146] If the SSD is non-operational then the process may
query whether the SSD healed itgelf from its non-operational

state, as shown at step 706.

[0147] If the SSD is determined to be operational, then
the process may further query whether log files indicate that

device failure may be imminent, as shown at step 708. If



[0152]1f the renpte technician can isolate the fault or other issue with
the SSD, then the system or the technician, may query whether the fault or
i ssue is wox0tiAd®d with software or firmwvare, as shownPaT/Gst@p/oZ®29 - 38
- [0153] Step 728 shows that, if the issue was not associated with software
or firmvare, then the renote techni ci‘ar?'?m‘y gather further information
regar di ng the failed conponent. Follow ng the gathering of i nformation
regardi ng_t failed corg)onent an onsite technician ma%/ di spat cheosE

Prior to thel i SpatTh Bt t AEBRSHe echhi & an, Y8 T T hef 31 0UbT estibotd

data and faaléatelentifisatione i pfocons ialy Meyrbmetecit onical |y transm tted
to the onsite technician, as shown in elenent 730. [0154] The technician may

arrive onsite freferabl y with a reduced troubl eshooting | oad because of the
data provi®tlo t hkftEeRhPERad S aHimieRdt n ERENdENTSY R SPpelati Givain

stat us, a%%%?%‘hé% £eﬁﬁéts§§2helﬁédt QEB@&‘E' %'iloﬁialéh‘és%ﬁﬁ ndre @a%tl%reh

exchange e 418 (shown In to provide the conponent map wt
r epl acenmesngatr tom nf or r'n’Bitl (tthe [6555] Iﬁbeledftewelﬁe rou esshamayi nimboeriiack

to el ene 2 foIIo oggi ng, of data associ ted n event

[ 01567 F1 bt Sroueo St bhERt s SRohnenfl BEPFaEy SRy BPCH BadicPpRbeasy 4%
accor dancego W édp cﬂiﬂ@a%éé@éﬂé@@d&hﬁﬂﬂeaﬂlcﬂﬁ@@il@@enﬁ G 8 shows an SSD 802.
SSD may be an ATM a sel f-service kiosk, a cash recycler or another

sui tabl e SSD ér eferred to collectively herein as a " SSD' ). [0157] The
net wor k ab@k4%} bi ity Boa %$Dd@%ii03090§eﬁﬁeﬂéﬁ§l%¥fy tEGHI Lo SYESQU @ay

network conoeetiRBcARd LUE! RRR RAV S WSEE 8¥thER! heAlbPRrational or
in danger of imminent failure) is connected to the network.
If the device is not connected to the network, the system may

generate an electronic instruction to dispatch a technician.

[0150] If the S8SD is connected to the network, then a
remote technician may be electronically notified of the
event, may electronically connect to the 88D, and may
initiate a remote troubleshooting procedure, as shown in step

716.

[0151] Following initiation of remote troubleshooting, the
gystem may query whether the technician can isolate the fault
or other issue with the SSD, as shown in step 718. If the
remote technician cannot isolate the fault or other issue
with the S$SD, then an ongite technician may be electronically

notified and dispatched, as shown in step 720.

[0152] If the remote technician can isolate the fault or
other issue with the SSD, then the gystem, or the technician,
may query whether the fault or issue 1is associated with

goftware or firmware, as shown at step 722.



[ 0158] Suchaccessi bility, toget herw thSSDdata transm ssion, may preferably be
used to inplenent predictive nonitoring 806 as well as renote di agnosis
808. - 390-20{10u3B) Pr edi cti venoni t ori ng806I ever agest he &CTAS301BIRITY and
data stored on an SSD, or data sent by a data device to a central server,
in order to calculate when a failure 153%rédicted to occur on the device.
Fai l ure prediction cal cul ati ons occur preferably prior to the failure

i npacti ng tonmer,_tran tion, or interrupting custoner transactions
[0160]Rerr5'?‘!9!DC agndé?%p8ogagreﬁ%¥3ﬁﬁy Q%%%fagég aﬁﬁﬁ%ti%%s%%npgﬁgntIﬁﬁzthe
devi ce, tleicbyadd oWvhgha keFRl@rkecY CigiriwadECcesSshed) BB Marinicdd ng;
2) SSD PC (conputer) nonitoring (including nonitoring of (a) disc space,;
(b) nenorSCYRRIGER | OR2Y angpBReT c) THAFREEhe A NSGFPRBLEOTPC rERradter i $the) ;
3) invent t .ce (i i a) r i puent pr v d ) sofdwar e
i nvent or y:%%/tln%é orcr&?ﬂé%%f\élnftrfwar (r;llgér)l%llfeidrjl‘%r)“{c;)rr1 ) ;ta{{nég/ g\ré@&)gg\%g aI#%SIﬁpheal t ?Lotn
noni t or i myegamed Lty nghpr daidmd demtpdneat | oah. dPrsifter abéghnidean nfreymidd on

may be pushed by the SSD.or pulled at.the request. of the operator.. .

Y 65] Thel TS on BELGFnGE 15l bh U i vt mbHEt GRS SBO6 St it e
di agnosi s3 808 may pref@isid shde-1:eyer aged t au oviedgl SSD sadranBtieGition
resolution 810, a renote fix 812, and renote assist 814. [0162] SSD

aut omat edirEeBlation 829 ke bte¢hpPehreat by sgansmitted to the onsite

technician, as shown in element 730.

[0154] The technician may arrive onsite preferably with a
reduced troubleshooting load because of the data provided to
the technician, and return the device to operational status,
as shown in element 732. The technician may use gervice data
exchange module 418 (shown in FIG. 4) to provide the

component map with replacement part information.

[0155] Thereafter, the process may loop back to element

702 following a logging of data associated with an event.

[0156] FIG. 8 shows elements of an illustrative hybrid
device/process in accordance with the principles of the
invention. FIG. 8 shows an SSD 802. SSD may be an ATM, a
gelf-service kiosgk, a cash recycler or another suitable SSD

(referred to collectively herein as a "SSD").

[0157] The network accesggibility 804 of device 802
preferably requires a secure network connection and further

requires user authentication.

[0158] Such accessibility, together with SSD data
transmission, may preferably be used to implement predictive

monitoring 806 as well as remote diagnosis 808.



foll ows. When an SSD encounters a failure, the device nmay take automatic
action to recover. This may require no on-site human interaction. This
capabi | i tworzay/tageen ecor ded and | ogged for tracki ng purp®€&diS20H4/02879 nay be
provided to a renote technician who initiates communication with the
device. This individual has the capabil%%y‘to access information about the
device in a secure and audited manner. \Wen the renote technician
identifie root_cause of the issue, he or s is ahle to restore.the
devi ce tof%%gfﬁtion%¥e 1Qt g [Ol%ﬁTﬁéﬂﬁf%gassigﬁ68l4 BEIpl emented as
fol l'ows. MedsaoSEgneaunteits ast@ddr én &reCdgoNi 6rN@ddd CadnONbFRY as
above with respect to renote fix 812, be provided to a renote technician.
The renpt@tachavEranteay ERBRATAAI EPAVEYcoRRURTERE 6f WRHKUWRE Sdaticte @ | f
the remote,fechni cjan e dnleabl &40 Jaspl vayd hedosue., dhe di agnosihe
i nformation and i nformation gathered during troubleshooting nay be provided
to the onsré¢didecdmi cahouhioiossreqoauregrebegebly bléokoctat itbre dfaitlhereSSD.
The infornation.$rovided by the renote technician.nag t hen, be | everaged to
reduce ovEPRRtE1rDub e§H86¥?“ﬁ§ i S3 TicrThs e Cdevi RECAYAP T HBY | i TYP r
reduce onsiigsddsidss. [0165] I ntelligentreporting8l6mayi ncl udethe capability
and visibility to see end-to-end process reporting for conponents and
processes associated with SSDs. Intelligent reporting 816 nmay enconpass
reportingl®b&RH on ReCkdnPoRAERPS hapsPRaPrREFTBELEt CLEG TRACE0RBO RS Vitap
menory 420ombOHE0) FOE Qe ShEYs el CRRRL- S0 A3RRLAGE Bl Lt inue i
devi ce/ process 1 n accordance wth the principles of the
i nventi ontPastcess arly, SEDGnofishowagpr edi SSDv @ romicinpitieg ) 9@ riirt ayriest er
detail.An SSD 904 greferabg%“ rovi des faul t,data transniszgfn to

3 G&td ge

central i zEtPSEIFLIREr viTOEL ord §8. The Fat a ey He eVRl uatsd' By
utilization; and/or (c) any other gsuitable PC
characterigtic); 3) inventory of the device (including (a)
hardware inventory; (b) software inventory; and/or (c)
firmware inventory) ; and/or 4) overall SSD "health"
monitoring including problem identification). Preferably,

the information may be pushed by the SSD or pulled at the

request of the operator.

[0161] The information obtained from predictive monitoring
806 and remote diagnosis 808 may preferably be leveraged to
provide SSD automated resolution 810, a remote fix 812, and

remote assist 814.

[0162] SSD automated regolution 810 may be implemented as
follows. When an SSD encounters a failure, the device may
take automatic action to recover. This may require no on-
gite human interaction. Thig capability may be recorded and

logged for tracking purposes.

[0163] Remote fix 812 may be implemented as follows. When

a self-gervice encounterg a failure, electronic notification



- 41 - algorithnms that identify trends in SSD data. Such data may be

conpared to predeterm ned and preferably automatically generated control

t hr eshol dgo011d8dB®1 M ne whet her a failure event is inmm REMUS2&EI/NSINGMMN at

el ement 908. If failure is not inmnent, then the process may end and

| oggi ng data nmay continue. [0167]If tai4Qre is indeed i mi nent, then the

system may query whet her the device can self heal, as shown at el enent 912.

I f the device can self Ee |, then the device_is, fixed and.an aut.oc.cl osure
ﬁ egho

ticket mayPPe PSggRICVA WP at® el BABRATS 915°CTBiBaFTF PHE deviite A&hot

sel f heal céhmiinider 85t amury tdieer yiewhether theigenDh@i & E4ha]l Citads Cathe
inplement a renote fix, as shown at 916. |If the device can be fixed

renot el y, C3paipl  Hey de9i @ECE8ST iREATPRRHPB| fPanl ARHcadeyi€roddr @ tSaREte i s

| ogged. [%glag\hittlé‘a qﬁa\éﬁr?@r canngteDe hLXad L SMDt Ly DEDAN i%’htti%ies

technician is dispatched with pertinent informati on to resolve the issues.
The t echntlceé anoomycasee sef vibe datacexbhapgeshmdilse a#18 (Eohowstiora-ltGe 4)
to provide the conponent ma | acement part information.

with re
[0170] FI Eﬂ)%%%\/\%%l%?%b@iﬂ I ?%%%T%er illustrative hybrid device/process

in accordance with the principles of the invention. FIG 10 rel ates

specificaldysdp SShéhbOBlewilkesosuli aryl002. iWrRmMmtSSD ascaAdilgid 0 the
invention encounters a failure, the device may take automatic action to
recover. WRR may PERUI PRCAIIERAAN d nferabiPon. MGt ot @ méritathiisie tofosuch

aut omat i ti e l:eecor d ggsd{ or agking,pu o -
[0171] SS%%’(MQ%H g?éygblv\])}%gler%g%a&ﬁ zfr?gm sm%én) fo{d;f gEFt ggt ?%'(t%?ﬁ?eeﬁlt rtg%i zed
sel f-servaceedata séohafleidfN06. Tiemeaohar dedbwi cfian meg ithetetiecittachte he

system na uer%; whet her .tpe tﬁ%vic?e can sel ff QfﬁTal’ as t§h0\t/_yn t .el.ement
1008. |f THEMHRITTE YAnVEEl T HEal TSt HEN t he TdeviTe  HBY - be “FFXBA4RT arf auto
closure thskeipr@ycbHertogued, A8 shawe, atnhel eaRhokRie. iFbAALt drhenfdevi ce
cannot self heal then the system may
information gathered during troubleshooting may be provided
to the onsite technician who 1is required to go to the
location of the SSD. The information provided by the remote
technician may then be leveraged to reduce overall

troubleshooting time, increase device availability and reduce

onsite visits.

[0165] Intelligent reporting 816 may include the
capability and vigibility to see end-to-end process reporting
for components and processes associated with SSDs.
Intelligent reporting 816 may encompass reporting based on
the component map that may be stored in component map memory

420.

[0166] FIG. 9 shows elements of another illustrative
hybrid device/process 1in accordance with the principles of
the invention. Particularly, FIG. 9 showsg predictive
monitoring 902 in greater detail. An SSD 904 preferably
provides a fault data transmission to centralized self-

gservice data storage 906. The data may be evaluated by



gquery whether the renote technician can inplenent a renote fix, as shown at
1012. If the device can be fixed renotely, then the device is fixed

renot el y wotoamigmsto cl osure ticket is | ogged, as shownPaT/ubem4/02390473] | f

t he device cannot be fixed renotely then an onsite technician is dispatched
with pertinent information to resol ve the issues, as shown at 1016. The
techni ci an nay use service data exchange nodul e 418 (shown in FIG 4) to

i de t with.repl t, i nf tign,
P05 74] F1 GHASHONIET oHBAE L HERAII Irae | HeEPRt At Aty br PHCReOPER) FRdcess
i n accor dedcecmgdrdde tpy i pekpkesrfinkhe dnyendiofersapeei fadati &Gy 11

shows a detaile flom/diagran1of device visibility/renote analysis 1112.
[0175] A deeneertad2crayredaridiashidiila Bat dekeamiNee it et ReF vic&adm¥Ect i on

to a re””éx‘?eﬁﬁcﬁg' G! 1ne§4}9""_”a§t si'légﬂ- ath€e1 € bgghni ct “fgﬁxu%a'i%ate
the information fromthe device to determ ne ether a fault has occurred,
as shown =t 1i@6inehtno thaw ttHwspoocess edayhemd hend evoguing data ey
continue at 1108. If a fault is deternmned to have occurred, then the
remote serYicE*t®chnician may, via a secure connection, |everage renote
tools to return the device to - 43 - operational status, as shown at

1110. I n spgpserbodi rEntsi1i0éORBALIRR ST Oifint =180 PERERt tABP sRY che mised in
connection with fault determ nation. In sone enbodinments, information from
t he conpofeEY niperaGTbENGs P VIT oPMRCcEPOA WEPH /1 éhfbt Bhe¥papf. element

[0176] FI G412 shoys t@le}?'&{%ﬁc@fcgﬂ?s@%e[k%% rilz HiGVi CeLppagess L gocarglance

with the principles o e 1nvention. F ocuses on renote assi st

1202. WhemdnasShueocolnters aithetumey bet ilbggetl, omsi &homwoyiaded ltement
renot e te§fnician who initiates communication with the device. If this

i ndi vi duaf*Ts not able to resol ve the i ssue, the diagnostic information and
i nformati on gathered during troubl eshooting is provided to the onsite

t echni ci apg 1é®] If the device cannot self heal then the system may

query whether the remote technician can implement a remote
fix, as shown at 916. If the device can be fixed remotely,
then the device is fixed remotely and an auto closure ticket

ig logged.

[0169] If the device cannot be fixed remotely then an
onsite technician is dispatched with pertinent information to
resolve the iggues. The technician may use gervice data
exchange module 418 (shown in FIG. 4) to provide the

component map with replacement part information.

[0170] FIG. 10 shows elements of still another
illustrative hybrid device/process in accordance with the
principles of the invention. FIG. 10 relates specifically to
SSD automated resolution 1002. When an SSD according to the
invention encounters a failure, the device may take automatic
action to recover. This may require no human interaction.
Any implementation of such automatic action may be recorded

and logged for tracking purposes.



onsite technician may go to the |location of the SSD. The information

provi ded by the renote technician nmay then be | everaged to reduce overal

t roubl eshwotzonigligswn-ti me and i ncrease devi ce avail abi | PCy/USTéI@/0039agNOSt i C
information may include information fromthe conponent nmap stored in
conponent map nenory 420 (shown in FHTE4%)i The onsite technician may
provi de replacenent part information to the conponent map via service
technicia exc g dule 416. [0177] The device 1204, may transm.t
fault da OFBEE Faraen EaBa S A a6 AT SeR T L. 250a Ty
eval uat e gafLr aBt icemtfzamddie sevi ceeapthgletgral reorgkheroms f ai uea has
occurred, as shown at elenment 1208. If no failure occurred, then the
process nagrd efRRatiél lare1 219, dghackEedi ewher e oAtPEle. whether -
oper ati onale Shabise Lhn! N 1deVies CansDERERIDLE! Yo fdbh Agoshonn sl 214,
then the technician lI'everages a renote tool set to return the device to
oper ati onddvstat usn aselkhomaat I2kHn thet khevdew ceaygabeotfied eantielan
fixed then nece S%%X i nformation may. be %int to an onsite techniﬁéf$ for a
visit to THE det? TR e TheCH Dt dPat Y ont MRS T e dift S 1N affbumt SBF Y | equi r ed
for troubl eshooting and return the device to operational status, as shown
at 1218. foe7onsitert eghai aeaiceRy-ahhet resioreedhecdeni eaet @yepemratignal
status and close a fault ticket, as shown at 1220. The onsite technician
may provi@EEFepacEhest i t TPRAPSPMHISBH 1B dTheCeBnpdRERMaRdp @i & S58INA ce

techni ci an; data_e g l.e 41 7 S AU i

cont rol igﬁg’f%? gﬁgﬁgiggrqégﬁ'co§§%dg%% %%g#g%hégaig%rgﬁxégDﬁ%%ﬁ%%%SHt may
be stored;hdwrtexaiplécei i scdipaaentenmeye Ivenang 420a(sbowd osmrel Gidket
Control 1300, may be displ ayed, for_ exanple, on service nonitor 326 using
service nb%i%?ﬁgéﬁté??a. O%HSét[%Q%%]Cbntrol 1300 may include nodul e |ist
1302, sub- nodule list 1304 and interactive replacenent record 1306.

[0181] Modpde73j st 1802 ury deeliude @ahhst e MFdwleds thabral¢ presentad n
t he SSD. The nodul es may include, for . . . .
onsite technician 1s dispatched with pertinent information to
resolve the iggues, as shown at 1016. The technician may use
service data exchange module 418 (shown in FIG. 4) to provide

the component map with replacement part information.

[0174] FIG. 11 shows elements of an additional
illustrative hybrid device/process in accordance with the
principles of the invention. Specifically, FIG. 11 shows a
detailed flow diagram of device wvisibility/remote analysis

1112.

[0175] A device 1102 may transmit fault data via a remote
gervice connection to a remote technician, shown at 1104.
The remote technician may evaluate the information from the

device to determine whether a fault has occurred, as shown at

1106. If no fault has occurred then the reviewing data may
continue at 1108. If a fault is determined to have occurred,
then the remote service technician may, +via a secure

connection, 1leverage remote tools to return the device to



exanple, a nonitor (such as customer nonitor 202, shown in FIG 2), an
Encrypting Pin Pad ("EPP," such as keypad 204, shown in FIG 2), a card
reader (sworronsiiptsat of card reader port 206, shown in PCEUS2)11/023909 spenser
(such as itemdi spenser 210), a currency acceptor ("BNA " such as docunent
acceptor 208, shown in FIG 2), a chebkf3a'printer (such as receipt printer
320, shown in FIG 3), a personal conputer core ("PC COR " such as that

associated with, CPU 32 shown - 45 - in FEl 3) and any ot her..modul e t hat
maybe- preRERTC TPt hes SRENAE 0 262 TR e=Fi 4000307 My “8%a SRR GRS | st
that may beropeiabbe byod seeVicomporehti Giaa. o} ebet H8ec8ERW R HREHIIE an
replaces a part in the SSD, the service technician my select a nodule from
modul e |41t 362Ul RatdSHRIMUGES 1N corponEte t RRPOUABCRER) adédormztion

exanpl e, S i chnici K R T P

56789. " [%%gg] %éﬁ%&&gﬁ@“ﬁ&%@?&%@?@%ﬁe é%ggeﬁeggtheﬁ,g“‘d\@

sub- nodul eepast. 1304 may be di spl ayed. Sub-nodul es of the currency acceptor
nodul e may include, for exanple, an input, a transport, a cash recognition

unit, an L a troller board, a.belt, pedals, springs, an ny. ot her
suitabl e Eﬁﬁfﬁﬁhulefﬂgor éxanp? &2"¢ he SSEGLE té%#nié?%h nﬁ?fgel ?”y SH
RECOGN! Tl &AM Tpr AT s NG n 56/ ord &84 ] Whiedh " GAeH IoilN (I T, HRART
NO. 5678" is selected,interactive replacenent record 1306 may be

di spl ayedt YR HReR i ve FL&p| deent?tuseeoPl ¥8Uetehdasditd b4 - sefhgn @ihber
"123456 19 N ace - e c m . ho t old part
was instalTed (and t erefg}g%%g%ﬁg%éd gbggg&%gggo%ar¥§ &ﬁgégﬁgﬁngin%{
2009. Theraseoté cettebhhcdbaan miy entrertidtes<onoenhuoncatibnt heitepl ademrent
part, new_ part serigl Qunber " 12345 NHHDOBlQ%giO" in nemhggrt i nf.ormati on
field 1318°VHHR: sef bi LB Eethfii ¥t 43 may SeRPEr 2PHE FEIFESETYRt Mt & S5 Srew

part ianﬂﬁBtHﬁ%éﬂdﬁﬁhﬂ3iﬁfokﬂaﬁﬂﬁﬁ efodiipeRkhattiBe NEMCRArEar eRlaGRent
date nay be entered automatically.
troubleshooting is provided to the onsite technician. The

onsite technician may go to the location of the SSD. The
information provided by the remote technician may then be
leveraged to reduce overall troubleshooting down-time and
increase device availability. The diagnosgtic information may
include information from the component map stored in
component map memory 420 (shown in FIG. 4). The onsite
technician may provide replacement part information to the

component map via service technician data exchange module

416.
[0177] The device 1204 may transmit fault data to a remote
gervice technician 1206. The technician 1206 may evaluate

information from the device and determine whether a failure
has occurred, as shown at element 1208. If no failure
occurred, then the process may terminate, at 1210, and review

of data may continue.

[0178] If failure has occurred, then the remote technician

may leverage remote tools to return device 1204 to



[ 0185] The technician may thus update the conmponent map. - 46 - [0186]1n
enbodi nents that include electronic inventory managenent nodul e 422 (shown
in FIG 4yp2pheétighegi t al conmponent map nay be updated vi @Ca/usari1oeide9 an
RFID tag or any other suitable identifier. [0187]FI G 14 shows illustrative
process 1400 for updating a digital Cbﬁ%%nént map. Process 1400 may begin
at step 1402. At step 1402, the systen1nay di spl ay a representation of the
di gi tal conp onent npy_on_a_ser i.ce . dat exchan g ﬁCh as 418, shown
IR G T Bt ne S T arge PRORFRCLEY caSenAt] an
repl acemegwowmf aenatd on, tBBénCQ;HeeS@@@ldﬁléQaﬁ nepkaeeeenta paehot Batcddie
service technician has installed in the SSD. The system nay receive the

repIacenﬁ%ﬁtlﬁPo#ﬁﬁﬁnﬂwﬁh%i@@%bﬁ?rép SIS 24 andtlerded e rapl gbewBntat

record 1306 £sho oF! h b or,
[ 0188] At stepsl4g§ Itt e%%xgggné%%ﬁg%VQ%eP%ﬂéygigi%gfgggk%%ﬁeﬁfgﬁg%ggy

conf or m tnfdematepbaceapnioe Aterst epo 1408 orthiees ytsd@m iayart r Aos et Bl t

information to a.renpote field,service,managenent. pl atform such as SSD
management® nodtl 85598 - shdlif FH%?Fﬁﬁt%?n Kiir: ﬁﬁguFﬁfSLﬁa?FGWnﬁa 5 ddMfde

all or pardgefrdde dbgital-ce@TReRRD iMRP. 4RI exanphe, the maRviekor g ion
may include a conplete map, a portion of the map that includes only the

nDduIe(ﬂoﬁﬁﬁﬁﬁ¥@ﬁ¢brsﬁhteﬁ aaﬁe§MQwﬂnﬂﬁ bakd . waShpnonglilted teghporadiagn of
the map th 1]1“98 t8PéyF%§8§%%gE8C e'rgftcirﬁg '%'Ea%tsa%d"tc}l%ﬁq a

SU|tabIe orna on |nar il he art
appreciatEamhattuheeelemﬁntshsh@mntandzufscrHbeﬂ dreseter gayhhecpenf atayed in
other than the recited order and that one or nore elenents illustrated may

be OptlOﬂ%yoq%%enﬁ§m%@ge%$n§h@aﬁBO%@formatlon to the component map via

service technician data exchange module 416.

[0179] FIG. 13 ghows illustrative control 1300 for a
digital SSD component map. The digital SSD component may be
stored, for example, in component map memory 420 (shown in
FIG. 4). Control 1300 may be digplayed, for example, on

service monitor 326 using service monitor interface 418.

[0180] Control 1300 may include module 1ligst 1302, gub-

module list 1304 and interactive replacement record 1306.

[0181] Module ligt 1302 may include a list of modules that
are present in the SSD. The modules may include, for
example, a monitor (such as customer monitor 202, shown in
FIG. 2), an Encrypting Pin Pad (“EPP,” such as keypad 204,
gshown in FIG. 2), a card reader (such as that of card reader
port 206, shown in FIG. 2), a digpenser (such as item
dispenger 210), a currency acceptor (“BNA,” such ag document
acceptor 208, shown in FIG. 2), a check, a printer (such as
receipt printer 320, shown in FIG. 3), a personal computer

core (“PC COR,” sguch asg that associated with CPU 322, shown



- 47 - referenced enbodi nents may involve the use of any suitable el enents,
el enents, conputer-executable instructions, or conputer-readabl e data
struct ur e80 2bri/t1bdes regard, ot her enbodi ments are di scl @sedsh@nseivias wel |
that can be partially or wholly inplenented on a conputer-readabl e nmedi um
for exanple, by storing conputer-execht%%lé i nstructions or nodul es or by
utilizing conputer-readabl e data structures. [0190] Thus, an SSD with
mechani sny s) r ki ng. deposi and for permttin i thdrawal s as |1 as
Tothods 15 FFackilg S5 a5Pe: Arat MR MPehEBE offdeds FEFeRett saP ILES i n
the art wgéh. appreciate that the present invention can be practiced by

ot her than the described enbodi nents, which are presented for purposes of

illustration rather than of limtation. The present invention is limted
only by tF21&%hins ¥edtlg ol L8k, 130248may ipaTe Srepadviers | Bist that may

sel f-service drjtfe\iiaQﬁe( "B9P ) COMPH 8L NGechnician. Afterd CAS!QIRL, QI Vice
nodul e for performng part of a transaction based on a custoner account,
t he cust onechsieridrereptates i acpadtngnatbemsSbentthea searvpare riteaiay csitear ed

i n machi ne_readabl e nmenor an_el enent. of the rrespondi to the
componentieh. BEREFEl TprBEESel et ol FoBAFI duvsd 102 ot F of "ENGCEgs aifer
servi ce nesthibSnednd iyt Sevdde rEPlacdl.  For example, @ tHAMBHEALIION
nodul e for exchanging transaction information with a financial institution
server, tPRCRERHARLARITIN FREOT hral FORRBEGChPGEBREOBN TART t¥ansaet$dn’
[0183] When “"CURRENCY ACCEPTOR, PART NO. 56789" is
gselected, sub-module list 1304 may be displayed. Sub-modules
of the currency acceptor module may include, for example, an
input, a trangport, a cash recognition unit, an esgscrow, a
controller board, a belt, pedals, springsg, and any other
guitable sub-module. For example, the gervice technician may

select "“CASH RECOGNITION UNIT, PART NO. 5678."

[0184] When “CASH RECOGNITION UNIT, PART NO. 5678" is
selected, interactive replacement record 1306 may be
displayed. Interactive replacement record 1306 shows old
part serial number “123456MQD03192010." Replacement date

column 1308 ghows that the old part wag installed (and
therefore replaced a previous part) on February 16, 2009.
The sgervice technician may enter, in connection with the
replacement part, new part serial number “123456MHHD03192010”
in new part information field 1310. The service technician
may enter the replacement date in new part information field
1310. In some embodiments, the new part replacement date may

be entered automatically.

[0185] The technician may thus update the component map.



2. The SSD of claim 1l further conprising: a custoner data entry nodule for
exchange of the transaction information with a custoner; and

a servi cewgara/mmony nodul e for exchange of service i nf @CFRAIS2@N/0MITh a
servi ce technician. 3. The SSD of claim 2 wherein: t he
service information includes replaceﬁ%ﬁ%6ihfornation; and

the central processing unit is further configured to revise the nap based

on the re nt infor h SS im1 where

The comporehFels ont ot e y torlConmonens TIETHORED, TeRtoms
the el enefdind m@tofm@dﬁnéramby ofsrewenent:s ipIdhe app, eaeh eligymnril
correspondlng to one of the conponents. 5. The SSD of claim4
wher ei n; component map mawwh?(ﬁﬁﬁ%ﬁﬁﬂ ¥bRvRc O AN i R uBESDs EBAD @A es;
and, plurality of elements are logically
organlzeda %t%F%ﬁ%u%%l$ﬂ%t corres E to the subnodul es. 6. The
SSD of claim 1 further conprising a code

[0187] FIG. 14 shows illustrative process 1400 for
updating a digital component map. Process 1400 may begin at
step 1402. At step 1402, the system may display a

representation of the digital component may on a service data
exchange module (such ag 418, shown in FIG. 4). At step
1404, the system may receive from a service technician
replacement information that corresponds to a replacement
part that the service technician has installed in the SSD.
The system may receive the replacement information wvia a
control such as interactive replacement record 1306 (shown in

FIG. 13) or any other suitable device or control.

[0188] At step 1406, the gystem may revise the digital
component map to conform to the replacement. At step 1408,
the sgystem may transmit map information to a remote field
service management platform such as SSD management module
506, shown in FIG. 5). The map information may include all
or part of the digital component map. For example, the map
information may include a complete map, a portion of the map
that includes only the module or modules for which a
replacement part was installed, a portion of the map that
includes only the replacement information or any other

guitable map information.

[0189] One of ordinary skill in the art will appreciate
that the elements shown and described herein may be performed
in other than the recited order and that one or more elements

illustrated may be optional. The methods of the above-



reader that is configured to read an identifier froma replacenent
correspondi ng to the conponent. 7. The SSD of claim6 wherein
the centraib2prisidexssi ng unit is further configured to rePCIASRIIE/0R3M t O

i nclude the replacenent. 8. The SSD of claim6 wherein the code
reader is a bar code reader that is inh tbmunication with the map for
revision of the map to include the repI acerrent 9. The SSD of

claim6 wherein th EH%ereatrjlﬁ is an. E 3%1 t hat f;in co .nib(‘lation
with the hap FHC TRV TP fe D EBVO ¢Fu %h&s?ep‘? cBHgntSuttab-e
10. The SSRxmén€d Al mebewbarei n t&tﬁnmfaéxé&m Ngidptutsibdkt heror

configured to transmit map information to a remote field service managenent
devi ce af@@ﬁPI#tF\%‘—’nlﬁ%a@%b¥%V|d§é@ structures. 11 It FBERod $HRTEr ackiley a

sel f- servérﬁk?ocﬁjﬁﬁ%ﬁfs "SPD') 498 hBaLY h?fe%re 'Jﬁ’e”&é’ﬂ’ tRgcmethod e

conpri sin playing a representation of a
digital cpamp@mlﬁy nmapron wacs énvi c:nenpjlaetmaersamhangﬂ madulaasmputer-readable

receivin | acenmept information co respondl n to a replacenent part. for
the SSD. TRAN, | for | SxaMblEyi g Ry ¢ hé AdTEal CEEOHE TEFIGAYR ude
the repl acgseRicPadhs or modules or by utlllzlng computer-readable

data structures.

[0190] Thus, an SSD with mechanism(g) for making deposits
and for permitting withdrawals as well as methods for
tracking said terminal have been provided. Persons skilled
in the art will appreciate that the present invention can be
practiced by other than the described embodiments, which are
presented for purposes of illustration rather than of
limitation. The presgsent invention is limited only by the

claims that follow.
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WHAT IS CLAIMED IS:

1. A self-service device (“SSD”) comprising:

a customer service module for performing part of a transaction based on a
customer account, the customer service module including a component;

a component map stored in machine readable memory, an element of the map
corresponding to the component;

a component failure prediction module configured to:

log a warning message to a data file associated with the transaction,

said warning message corresponding to a degraded performance of the

component used in the transaction;

retrieve a threshold number of logged warning messages for the component,
wherein the logging of said threshold number of said warning messages indicates a
prediction of an imminent failure of the component;

if the threshold number of logged warning messages assigned to the
component has been met, automatically initiate a self-healing process; and

log the results of the self-healing process in a central server,

a central processing unit processor configured to:

control the customer service module;

revise the map; and

based on the revising of the map, predict component failures; and

a communication module for exchanging transaction information with a

financial institution server, the transaction information being based on the transaction.

2. The SSD of claim 1 further comprising:
a customer data entry module for exchange of the transaction information with

a customer; and
a service data entry module for exchange of service information with a service

technician.

8 The SSD of claim 2 wherein:
the service information includes replacement information; and
the central processing unit processor is further configured to revise the map

based on the replacement information.
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4, The SSD of claim 1 wherein:
the component is one of a plurality of components in the SSD; and
the element is one of a plurality of elements in the map, each element

corresponding to one of the components.

5. The SSD of claim 4 wherein:
the customer service module includes sub-modules; and, in the map, the
plurality of elements are logically organized into groups that correspond to the sub-

modules.

6. The SSD of claim 1 further comprising a code reader that is configured to read

an identifier from a replacement corresponding to the component.

7. The SSD of claim 6 wherein the central processing unit processor is further

configured to revise the map to include the replacement.

8. The SSD of claim 6 wherein the code reader is a bar code reader that is in

communication with the map for revision of the map to include the replacement.

9. The SSD of claim 6 wherein the code reader is an RFID reader that is in

communication with the map for revision of the map to include the replacement.

10. The SSD of claim 6 wherein the central processing unit processor is further
configured to transmit map information to a remote field service management device

after the map is revised.

11. A method for tracking a self-service device (“SSD”) on-board hardware
inventory, the method comprising:

displaying a representation of a digital component map on a service data
exchange module;

predicting failure of a component, said predicting comprising:

logging a warning message to a data file associated with the transaction, said
warning message corresponding to a degraded performance of the component used in

the transaction;
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retrieving a threshold number of logged warning messages for the component,
wherein the logging of said threshold number of said warning messages indicates a
prediction of an imminent failure of the component;

when the threshold number of logged warning messages assigned to the
component has been met, automatically initiating a self-healing process; and

logging the results of the self-healing process in a central server,

receiving replacement information corresponding to a replacement part for the
SSD, said replacement being a replacement for the component; and

revising the digital component map to include the replacement part.

12. The method of claim 11 wherein the receiving comprises receiving a user
selection of an element of the digital component map, the element corresponding to a

component of the SSD.

13. The method of claim 11 wherein the receiving comprises receiving a bar code
symbol corresponding to:

an element of the digital map; and

the replacement part.

14. The method of claim 11 wherein the receiving comprises receiving a radio
frequency symbol corresponding to:

an element of the digital map; and

the replacement part.

15. The method of claim 11 further comprising transmitting map information to a

remote field service management platform after the revising.



