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【CLAIMS】 

【Claim 1】 

A service provision apparatus, comprising: 

a memory storing n (n being a natural number equal to or greater than 2) secret 

keys respectively corresponding to n terminals, the n secret keys being used to 5 

execute a service executable by the n terminals jointly; and 

a processor configured to: 

perform authentication for a first terminal from among the n terminals on the 

basis of an electronic signature value generated in the first terminal when a service 

execution request for executing the service is received from the first terminal; 10 

request any one of the n secret keys and a message about approval or non-

approval of the service execution for the n terminals when authentication of the first 

terminal is completed; 

check whether n secret keys received from the n terminals are consistent with 

the n secret keys stored in the memory when secret keys and messages about 15 

approval or non-approval are received from all the n terminals within a predetermined 

time; 

execute the service when the n secret keys received from the n terminals are 

consistent with the n secret keys stored in the memory and messages about approval 

of the service execution are received from all the n terminals; and 20 

re-request the secret key and the message about approval or non-approval 

when the n secret keys received from the n terminals are not consistent with the n 

secret keys stored in the memory, 

wherein, when at least one of the electronic signature value, the secret key 

value and the message about approval or non-approval is not received from at least 25 

one of other terminals within the predetermined time, the processor determines that the 
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service execution request of the first terminal is approved. 

【Claim 2】 

The service provision apparatus of claim 1, wherein the service is at least one 

of a banking service in which a plurality of users uses a single joint account, a payment 

service in which a plurality of users uses a single debit card or credit card, an Internet 5 

service in which a plurality of users uses a single Internet service, a paid service in 

which a plurality of users uses a single paid service, and a membership service in 

which a plurality of users uses a single paid-up membership purchase card. 

【Claim 3】 

The service provision apparatus of claim 1, wherein the processor determines 10 

that the n terminals approve of the service execution request of the first terminal when 

a control signal indicating that the n terminals have confirmed an electronic signature 

request message or the secret keys and the message about approval or non-approval 

is received from the n terminals within a predetermined time, and 

determines that the n terminals do not approve of the service execution request 15 

of the first terminal when the control signal indicating that the n terminals have 

confirmed the electronic signature request message or the secret keys and the 

message about approval or non-approval is not received from the n terminals within the 

predetermined time. 

【Claim 4】 20 

The service provision apparatus of claim 1, wherein the processor transmits 

one of a first index and a second index to each of the n terminals, 

determines that the service execution request of the first terminal is not 

approved when at least one of the electronic signature value, the secret key and the 

message about approval or non-approval is not received from at least one of terminals 25 

to which the first index has been transmitted within a predetermined time, and 
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determines that the service execution request of the first terminal is approved 

when at least one of the electronic signature value, the secret key and the message 

about approval or non-approval is not received from at least one of terminals to which 

the second index has been transmitted within a predetermined time. 

【Claim 5】 5 

The service provision apparatus of claim 1, wherein the processor determines 

that the service execution request of the first terminal is not approved when a cost 

corresponding to the service execution request received from the first terminal is equal 

to or greater than a predetermined cost and at least one of the electronic signature 

value, the secret key and the message about approval or non-approval is not received 10 

from at least one of the other terminals within the predetermined time, and 

determines that the service execution request of the first terminal is approved 

when the cost corresponding to the service execution request received from the first 

terminal is less than the predetermined cost and at least one of the electronic signature 

value, the secret key and the message about approval or non-approval is not received 15 

from at least one of the other terminals within the predetermined time. 

【Claim 6】 

The service provision apparatus of claim 1, wherein the service is a joint 

account based transfer service with respect to a joint account jointly owned by users 

respectively corresponding to the n terminals, and 20 

wherein the processor transfers an amount corresponding to the transfer 

service from a personal account of a user of the first terminal to the joint account when 

the transfer service is completed in a state in which at least one of the electronic 

signature value, the secret key value and the message about approval or non-approval 

is not received from at least one of the n terminals, and the electronic signature value, 25 

the secret key value and the message about approval or non-approval is received from 
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the at least one terminal after transfer of the amount. 

【Claim 7】 

The service provision apparatus of claim 1, wherein the predetermined time is 

determined on the basis of past response times received from the n terminals. 

【Claim 8】 5 

The service provision apparatus of claim 1, wherein the processor determines 

the predetermined time by inputting time information about a time when the electronic 

signature value, the secret key value and the message about approval or non-approval 

of each of the n terminals are requested and a time when the electronic signature value, 

the secret key value and the message about approval or non-approval are received, 10 

and use environment information about the n terminals to an artificial intelligence model 

as input data. 

【Claim 9】 

A service provision method, comprising the steps of: 

transmitting an electronic signature request message to a first terminal from 15 

among n terminals to receive a first electronic signature value generated in the first 

terminal from the first terminal and performing verification of the received first electronic 

signature value when a service execution request for executing a service is received 

from the first terminal; 

transmitting an electronic signature request message to terminals other than 20 

the first terminal from among the n terminals to receive electronic signature values 

respectively generated in the other terminals from the other terminals and performing 

verification of the electronic signature values received from the other terminals when 

verification of the first electronic signature value is completed; 

requesting any one of n secret keys and a message about approval or non-25 

approval of the service execution for the n terminals when verification of the electronic 
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signature values received from the other terminals is completed, the n secret keys 

being used to execute a service executable by the n terminals jointly; 

checking whether n secret keys received from the n terminals are consistent 

with n secret keys stored in a memory when secret keys and messages about approval 

or non-approval are received from all the n terminals within a predetermined time; 5 

executing the service when the n secret keys received from the n terminals are 

consistent with the n secret keys stored in the memory and messages about approval 

of the service execution are received from all the n terminals; 

re-requesting the secret key and the message about approval or non-approval 

when the n secret keys received from the n terminals are not consistent with the n 10 

secret keys stored in the memory; and 

when at least one of the electronic signature value, the secret key value and 

the message about approval or non-approval is not received from at least one of the 

other terminals within the predetermined time, determining that the service execution 

request of the first terminal is approved. 15 

【Claim 10】 

A computer program stored in a computer-readable recording medium to 

execute the method of claim 9 by being combined with a hardware computer. 

 


