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This application is related to commonl y-askigned U.S. application Seri al

No. 661,597 filed Cctober 17, 1984 entitled "Cryptographic Digidal .Signal
Transcei ver Met hod and Apparatus" (Docket. No. 45-MR-474); and 214069020
commonl y-assigned U. S. application Serial No. 661,733 filed Cctober 17,

1984 entitled Method and aratus for Transmtting Cryptoqgraphically €
Encoded Digital Voice Daté’p&ymlﬁ AR METRARNFOR! M%ﬁﬁﬁ ( Docket

No. 45-MR-466) which jointly correspoprct AL DATRIOVERS. The di scl osures of

t hese copendi-ng patent applg&ﬁéﬂéﬁéﬁ? NeTE T herei n by

reference. FIELD OF THE | NVI r} M@M ggf s to digital
comuni cations systens. It has application to a comuni ¢ati ons protocol for
transmtting and.receiwé Oe & AL 2 e JelgF ' :

comuni cati ons channel . ' v i ]
Communi cating digital control and nessage data signals over radio

comuni cations channel s 453 gl ﬁggﬁ)ﬁ j?,ffg?gvg?g@.rtgap%g . See, for exanple,

the follow ng (by no neans ex stive rior-issued United

States Patents: £mpRnky-assignedhdlst application SexdmliMNo: 0661a59%hza
et al (1983) 4, 434 R¥d 6OtoB¥ENTTS! 1584 €8¢ ted2PCo (B ticyPMhphee (1992)

Digital Signal Transceiver Method and Apparatus”

(Docket No. 45-MR-474); and to commonly-aseigned U.5. e
: application Serial No. 661,733 filed October 17, 1984 -
entitled "Method and Apparatus for Transmitting
Cryptographically Encoded Digital Voice Data Over A
Radio Communications Channel" (Docket No. 45-MR-466)
which jointly correspond to EP-A-0178608. The
disclosures: of these copending patent applications are
hereby incorporated herein by reference.

F1ELD OF THE INVENTION

The present invention relates to digital communications
systems. It has application to a communications protocol
for transmitting and receiving digital signals over a
o radio frequency communications channel.

BACRCROUND AND SUMMARY OF THE INVENTION

Communicating digital control and message data
signals over radio communications channels is already
well known in the art\. See, for example, the
following (by no means exhaustive) list of



4,267,592 to Craiglow (1981) 3,801,956 to Braun et al (1974) 4,418,425 to
Fennel, "Jr. et al (1983) Commonly-assigned U. S. Patent No. K 4,027,243 to

St ackhouse et al describes a digital nessage generator for. a digitally
controlled radio transmtter and receiver in a radio communications systen1
Provisions are made in this comunications systemfor acquiring bit
synchroni zation as well as word synchronigation in each of a steady -
sugcessi on of digital command nessages transmtted between radi o station
sites. Commonl y-assigned U. S. patent application serial no. 661, 733 of
Szczut kowski et al filed October 17, 1984 describes a format of control and
encoded voice digital signals whi ch provi.des selective signalling
capability, IatepeﬂbmyisluedmunitrdisxqteogPﬂtbhtssynchronization recovery

-- as well as fade ang fﬂ% ° --u&g t g&gy of .a digital

voice privacy radio Cgi RE 1 shows the
i d received by the

preferred tine sequen etr S

comuni cati ons system gé tent application.
Wi I e additional detai ngﬂggzrgbt 6wl 968% S|gnal sequences may be
| earned fromthe spemjﬂgnﬁlggs ° Ak 36+ OR1 0t 1 qabal no. 661, 733 and

EP- A- 0178608, the sequeys,4EBVtd FénhefE Ir\v et A2W(RGgANi ef |y descri bed.
The sequence of digital S|gnals shomm in FI GURE { |ncludes a preanbl e

foll owed by one or mor caie:tcmfy-aiﬁiqﬂec vrsanbheenennal ng, o2 2yP\eling .
bi t/frame SynChrO@tec Dlise eJ)teatlerdggIg:r_fgm ng diqitel message
generater for a diqitally controlled radio
_ transmitter and receiver in a radio communications
system. Provisions are mede in this communicetions
'eystem for ecquirinq bit synchronization as well as
word synchronization in eech of a steedy succession
of digitel command messages transmitted between
rldio station sites.

' Commonly-assigned U. S.'patent"epplicationl
serial no. 661,733 o£ Szczutkowski et al filed
October 17, 1984 describes a format of control and
encoded voice digital signals which provides

selective signalling cnpebility, late entry, and

word and cryptocraphic'eynchronization recovery --
as well as fade and noise protection - in the |
context of a digital voice privacy radio
‘communications system. Prior art FIGURE 1 shows the
preferred time seguence of digital signals
transmitted and received by the communicetions
system described in the Szczutkowski patent

" application. While additional details relating to
these digital signal sequences may be learned from
the specification of epplicetion of serial no.
661,733 and EP-A-0178608 the sequence shown in FIGURE 1
will now be briefly described.

The sequence of digital eignals shown in FIGURE

'\/.



cryptographi ¢ synchroni zati on and sel ective signalling control. Data
frames carry their own synchronization data and also contain digitized,
encfypted voice or other data signals . The signalling format shown in
prior art FIGURE 1 repetitively transmts certain information both in the
preanbl e portion and at regular intervals within the encrypted voice data
streamto permt a receiver to initigally synchronize with a transmtter
despite the usual Ral eigh fading which may be expected on radio frequenC|Q§
conmmuni cat i ons channels and also to permt "late entry" (in the event that
the preanble is "m ssed" or unsuccessively decoded) and/or recovery of
synchroni zation (in the event that synchronization initially acquired from
t he preanbl €l iinclitdesuanpreambdiie [feldowdddyvheofon mepeadata I n the

ongoi g 1 ark M9kEn SRy PrAARLTE Eehta e it EFSIYIBY o opn ¢
Y anomi i1 zst:%fg";;gggzszg“;;zﬁ"m‘@“;’;ﬁtg’“? ab prot bct | on,
r ? c 1 regul a

and are al so ansn1tte I N ervals within the
subsequent MMWGOFQEtG'&ﬁa sDaganfimes carry sthebreawnof and

repetitions ofnéﬂfoaﬁehaysmca%%ohﬁd W1%> Wortaid '@ & £LBEal protocol, the

prot ocol provides a z hi gh pra ab|I|t of correct Initrial
synchronlzai?%ﬁFﬁﬂﬂe vPice RE 2 a3®- preanmbl e portion of the

FIGURE 1 signall lmepeﬂﬁﬁmtl.ihl‘geff%ﬂﬂw dmnlchﬁ pr:(@i' ardoFIGoREPat t ern;
(b) a Sy”Chrf”'Egééfgive ye@%%nbnSIUd'n%tain information both in -
the preamble portion and at regular intervale within N\
the encrypted voice data stream to permit a receiver
to initially synchronize with a transmitter despite
the usual Raleiqh fadinq which may be expected on
radio frequenciee communicatione channels and also
to permit "late entry” (in the event that the o/
preamble is mizeed' or uneucceecively decoded)
and/ocr recovery of aynchronization {in the event
that synchronization initially acquired from the
preamble is subsequently lost before the end of a

message). _ :
In the eignalling protocol shown in FIGURE 1, o
initial frame synchronization, onqoing frame W/

synchronization, repeater addreseing,'cryptoqraphic
eynchronization:and'eelective eignaliing eiqnaie are
all repetitively tranemitted in the relatively long
preambleé portion for fade protection. and are also
repetitively retransmitted at reqular intervals
within the eubsequent encrypted voice data stream.
Due to the placement of and repetitione of the
various control fields within the FIGURE 1 protocol,
the protocol provides & very high probability of
correct initial synchronization and addressinq
functions. '



repeat ed group of -synchroni zation signals; and (c) an initialization vector
(I'V) and selective signalling (SS) sequence (which includes repeated

sel ective signalling, initialization vector and guardband (GB) dat a
signals). Each data frame of the FIGURE 1 protocol .includes a "header"
portion, a nessage portion, and an end of nessage.portion. The header
portion includes versions of the synchronigation sequence and the IV and SS
seqience transmtted within the preanble portion. The message portion

i ncludes digital signals to be conmunicated (e..g.,  encrypted voice data).
The transmtted nmessage termnates in an end of nessage (EOM word

I ncl ydi ng a synchroni zation field and a dotting pattern. The dotting
sequence i.n the FI GURE Ih!wﬂﬁﬂﬁmbkkwp¢tﬁﬁ¢n pfctheaFIFURE A imigrm)ind, O
pattern of digital co nyge 0 bits (25
ml]iseconds at 96 baucﬁl %l S dott ng p atctlgén aFPg\Ag g%ﬁlts w thin the
recei ver of the colPdkterst d:k) Y SB¥RchErrirekignopeguensiq including a

synchroni zation. Th@ g i ef gpﬂ@sgsﬁig§§y5ﬁlaggugﬂyx1iﬁuaf&panble
portion after the do th zii i ncl udes thisg eatgﬁgleﬂds a 16 bit
synchr oni zati on wos® 'd&y %(ip? '3’/ Yectarp{ {Viap ti¥e as
(1&3)001001? Snd 5 l@itgaugfulﬂqIds‘t,sgrsdqhéutme)(wnmcﬁ hnblmssm%p?t&?ssl 0
repeat ed once i emgnt e rm secon | ie
and a 5 bit synchr&ﬁ&ﬁﬁ Lf "fgggiﬁ ﬁngﬁﬁ th the
second repeat bei nguarrdhnpdetﬂ) edltorm}qphlls)one f| nal bit of odd parity
code so as to conpleteiﬁg%ﬁruifklf&;ﬁé b£tfle FIGURE 1 protocol -

\/ includes a "header™ portion, a message portion, and
an end of message portion. The hender pottion
includes versions of ‘the synchronization seguence
and the IV and ss sequence transmitted within the
preamble portion. The messaqe portion includes

digital signals to be communicnted (e.g., encrypted
voice data). The transmitted message terminates in
an end of message {(EOM) word including a
synchronization field and a_dotting pattern.

' 'The dotting sequence in the FIGURE 1 preanmble
portion is preferably an alternating 1,0 pattern of
digital signals (e.g., 10101010...) continued for
— 240 bits (25 milliseconds at 9600 baud). This

‘dotting pattern allows circuits within the receiver
of the communications system to quickly obtain bit

eynchronization. B

The synchronization seguence occurring within
- the preamble portion after the dotting pattern
includes three repeated fields: a 16 bit
‘synchronization word *S" (preferably an 11 bit
. Barker code such as 11100010010 and 5 bits of "fill"
" or dotting), an 8 bit "outside address" (OA)

repeated onée in complemented form to complete a

second 16 bit field; and &2 5 bit synchronization



The repeated |V and SS sequence .follow ng the synchronizati on sequence

I ncl udes a 64 bit guardband (GB), a 64 bit initialization vector (IV), and
a 16 bit selective signalling address (SS). In the prior art FIGURE 1
protocol, the 64 bit guardband GB provi des fade protection (and is not used-
.o carry useful intelligence), and the 64 bit IV field establishes .

crypt ogr aphi c synchronlzatlon in agcordance with the conventional DES
(descri bed, for exanple, in "Federal Information Processing Standards" \o
publication no. 46, Data Encryption Standard, U S. Department of Conmerce,
NTI'S, 5285 Port Royal Road, Springfield, Virginia 22161). The 16 bit

sel ective signalling field SS provides group and i ndividual selective

si gnal ling mnebtl {SN) Wrepeated mz@ecmmui qauim ﬂ@éV\ﬁé&obH e.

s et Mo THar T SShpipneled dpted i 685 EaBBEC, 1S 3 2

times in titd€aRedd pnﬁ.&golcodﬁoldoo\-mg:d iunmphatbltherthindcesm ve data’

frames eack;efb%\@ eg&eferabl y includes a subpreanble ("header") portion
and success tsTo ital data signals (e.g., encrypted voice data).
The header i ncl JThe EGBPRQPQ ﬂ&boa@<§51!ﬁﬂwanﬂﬁwtwﬂkawinq tbed S. the

out si de add‘aﬁﬁéh“ﬁm'%“t Q%du@?i@eali'rﬁtdﬂh CEL b aEg el ective

signal I'i ng ress SS. . Enough mation IS prOV| ader

portion so €@Blo & PR\PLE initialization veck ahlv))lgoﬂﬁé #e§§age or.
conversat | %@wmcﬁﬂvas!B.Q'nrlﬂﬂ.&wldmdwt(35ﬁfm Pﬁ th¥Ppedbephi C

| ?ggfggoglrzatlontiéuﬂs la!s,rr‘pt%coloc%r f{ rgte or égangss o? si gnal due&o
' provides fade protection (and is not used to carry
uséful_1ntelligence).'and'the 64 bit IV field
establishes cryptographic synchronization in -
accordance with the conventional DES (described, for
example, in "Federal Information Processing _
Standards™ publication no. 46, Datn-Encrypéion. : -
Standard, U.S. Department of Commerce, NTIS, 5285
Port Royal Road, Springfield, Virginia 22161). The
16 bit selective sigﬁallinq field SS provides group
and individual selective signalling capability
within a radio communication network (i.e.,
"addreeses”™ specifying particular individual or .
groups of receivers are transmitted in this field). A
The 1V, GB and S§S fields are repeated nine times in
the FIGURE 1 protocol. | -

Following the preamble are successive data
frames each of which preferably-includes a
subpreamble ("header™) portion and successive bits
of digital data signals (e.g., encrypted voice
data). The header includes a single repeat of the
synchronization word S, the outside address field
OA, the initialization vector IV and the selective
signalling address SS. Enough information is
brbvided in each header portion sc as to allow for



mul tipath interference conditions or the like on a typical radio frequency
comuni cations channel). A synchronization mai ntenance control function in
the receiver nmonitors the ongoi'ng received data frane header -- and can
reestablish bit synchronization, frame synchronization, cryptographic
synchreni zati on and sel ective signalling control- fromthe header portion

al one. An end of nessage (EOM) signal |sﬁprOV|ded at the end of a nessage
traqsmi ssion to alert receivers that the message is term nated. The Fl GURE .
1 signalling protocol in highly successful, and permts extremely reliable
communi cation of digital signals over a radio- (or other) communications
channel subj ect to fadi ng, noise and ot her phenonenon at a sufficient data
rate and with verylate entsy Anspamn ongo H&NﬂkﬂilqﬁthmﬂomﬁprSttﬁents are

possi bl e. For exanph&/og! BBOHthBhQ-e@s@JBﬁﬁ}ﬁ']QJPJ | ¢ ocol is
designed to connunlcate encréﬁ Itized voice dat gh It is by
no neans |inited tSFYBRAGRAR FnQYPﬁ Qﬂﬁ&9§ﬂ°QIﬁ%n1nﬂlQﬁUmi9 t\WeEF¥The

desirable to sel ec:rmlteﬁpmwcam-db@ t-ﬂ;exnvmﬁe thifadingi 6kt al

f ded ch d
terminal - and t A EYPRERCABLErEeRants BdRAs ERA &5, the TkE A &
conmmuni cat i ons pr otypbtaloraddoi fyeguency nammunﬂcnﬁtﬁni)¢hmnﬁem?ssage
information is belggngﬁggﬂghgeggg ?%.%ﬂiﬂéﬁ ﬁﬁ;?%ﬁef sgndg& radi o

transcei vers whi ch €tan convey no VOI ce 1 n | taI
i nformation produo:aelcgyvardapaittem mmweimlatueﬁmm 1

protocol i's not |iggi&drt 0-CRAAUBRRAYeedtsd1aH ¥it @idhAbAYzE88  on,
— frame -ynchronizaticn. cryptoqrnphic synchronization
- and selective signalling control from the header
portion alone. o
| An end of message (Eou)iiiqntl is provided at
the end of d'messaqe transmission to alert receivers
Y, ' '~ that the message is terminated. |
The FIGURE 1 signalling protocol is highly
successful, and permits extremely reliable
communication of digital signals over a radio (or
‘other) communications channel subject to fading,
noise and other phenomenon at a sufficient data rate
" and with very low error probability. However,
o further improvements are possible.

' For example, although the FIGURE 1 signalling
protocol is designed to communicate encrypféd
digitized voice data (although it is by no means
limited to coﬁmuhicating this type of information),
it would be desirable to selectively communicate

digitized voice data or digital information provided
by a purely digital signal source such as a data
terminal -—'and'to-providé .ignilling control
signals within the communications protocol to
;iqnify-to the receiver what type of message _
inforhation is being communicated. There exists a



-type of digital data could be conveyed within the nmessage data franes), a
transmtted indicator signal indicating the type of data being transmtted
woul d pernit receivers to treat-received digital information in the
.appropriate manner (e.g , convert the data to anal og audio- signals for
application to a | oudspeaker, or preserve the data in digital formto be .
di spl ayed on -a data term nal or stdred in a conputer nenory). Further
“inprovenent in error-free transmi ssion at high data rates is al so possi bl.gy
An effective data rate of 3600 baud on an error free channel is desired. .
This effective data rate should degrade to no | ess than 2400 baud on a 1.0%

BER channel _ wi t fading., 4. Th robahi | it fe Ls€CEL Vi n nmessage of
9600 bits i#o%?e'&%&f%négkcgﬁﬁﬁ& chb‘(ﬁ%r%ﬁayf#}h ngaf‘aﬁgﬁgeghoul d be no
greater thaot). @y veicevinfiormptisn tati e son digitalinnel, this
probabilit | er LQ4n 01 €y i he.signalling protoco
shoul d al s?%ﬁ#%eﬁgﬁgeggrg (o} gdgg&/.%@]?%l'ﬁfe-t eri ous phenonenon
present on aerputsmuniWailenthenZIGURE d protegal tmdnot fading). Wile
NUIeT OUS 1 Pxgid {4Neo CbohdiEnt BIRGY YoTRe R COPEAENa PyCRRY € accurate

recepti on when the conmunj cations channel is subject to ndise and/or

fadi ng, ‘sudReRE dightalcepiascouid m&ﬂqW%t‘éiWi'BEh& may not be
necessary \Wedssgenaats affafes)gna trandmiitedtindi caboprnghignalhavi ng
little 0r1¥h§ chéihénghnOtseﬁ Ef e receiver has_£€ﬁ§ | e rg eiving a
particul ar . ating the bype, oL data heine Sranepithedoneuddot and
repeat the peaakit réveivenskeds treatl tdveivapbadigitele often as 5 the bit
error rate Qe d e CAOHVTh heCUpptiplded HlifF (a1 g% | BOHbeRIN i caLY Y

I ncr easi ng

the data to anslog audio signals £or_gpp11cntion to
a loudspeaker, or preserve the data 1n.digitni form
to be displayed on a data terminal or stored in a
cémputq:.nqmory). e |

Further impr9vgmépt in erro:thee transmission u)
at high data rates is also possible. Ah e££ectivé
data rate of 3600 bagd_cn_ah error free channel is
desired. This effective data rate should degrade to
no less than 2400 baud on a 1.0X BER channel with no
RF fading. The probability of receiving a message
of 9600 bits incorrectly on a channel with 1.0% BER
and no fading should be no greater than 0.0001, and
with typical fading on the channel, this probability
should increase to no more than 0.01. _

The signalling protocol should also demonstrate
some form of adaptivity to deleterious phenomenon
present on the communications channei (e,gQ, noise
ind/o:_fadiné)._ Hhiie numetousfrepetitions of the
same dath may be nec?Ssgry to ensure accutate' '
reception when the communications channel is subject
to noise and/or iading,.puch.fepet;tiOns decrease
the effective data rate and may not be necessary
vhen communicntinglsignils.over an optimal channel



"overhead" traffic on the channel used for comuni cating control signals
rat her than useful data signals. 10 Moreover, it would be desirable
for such an adapti've signal format to be conpatible with the prior
signalling format shown in Figure 1 (and thug_w th existing conmmunications
equi.pnment such as repeaters and nobile transceivers designed to communicate

using that 15 prﬂaeeab)1ié%qar6&naot@aaihgrahdaﬁeeeb OfIEh%PBrfésa ver

invention, there j's prOV|d a met hod of transn1tt|ng Ital signals _
froma data ori gi R@8i §°HPéPtSP°P&H#69tPaE§€§F9§FaEV ata RFCBSEWUﬁPG&tlon

channel to a 20 dﬁéttﬁahsﬁﬂtQEQlbhbu&adsﬁmbhéﬂsﬁabﬁeran&ardpéﬁthtﬁe
conprising: (a) traRsn1ttb % frogl aid hg ﬁ |nat# a transc Lver. to
sai d destination PPGHSLei vBR VA, PACKETS ﬁﬁOB nR& IeReBrEFaPPEG R 5?“ as
successi ve dat8 psheebditi ex2dr aaterst &heacbnmshicéhioneechannag sai d

first data burst Yh&?eégwg des ﬁbhgnﬁaggggygggﬁég)iaggég egﬁﬁat said

destination transCelrver
recei ved by 30 s&oueabsaﬂﬂatroﬁfﬁcapsc&heephanuemhueadofOSaud data packet s

were incorrect!y pepflueealing?binteshi Bakhals! FARAGE ¥RAna0LdeELENARKR! | NY

a bit map fromsaid destination transceiver to said source transceiver
specifying at | ea®L9881&:i ncorrectly received packets; 35 and (d)

retransn1ttlngofron1samdréabar9r&alﬂahnagbe désaaabmevebrteu&nlén
destination transg ver asfurt er, da% g |nclug_ oy ﬁc%g3|ve dat a
packets, said fur?ﬁ pri¥e.sigrat 4% % e FREPH Fﬁg sﬂ?g 5CBRNPEAPECt | y
recei ved data packitgsadidngo formatcshpwn in Figure 1 (and thus, with
— _ existing communications_eguipment such as repeaters and
mobile transceivers'designed to communicate using that
15 protocol). _ )
‘According to a first aspect of the present
invention, there is provided a method of transmitting
U digital signals from .a data originating digital radio
transceiver over a RF communication channel to a
20 destination digital radio transceiver, said method
comprising:
- (a) transmitting, from said data originating
transceiver. to said destination transceiver over said
~ RF channel, a plurality N of successive data packets in
25 a first data_burst;' g _
' (b) receiving said first data:burst with said
destination receiver; | | '
- (c) determining at said destination transceiver
~which of said N data packets were correctly received by
30 said destination transceiver and which of said data
packets were incorrectly received by said destination
transceiver and transmitting a bit map from said
destination'transceiver to said source transceiver
speCifyinglat_Least said incorrectly received packets;
35 and - . _ S |
(d) retransmitting from said data originating



received ones of said first data burst data packets, wherein said
retransmtting step includes retransmtting each of said incorrectly

recei ved data packets plural tinmes, none of said incorrectly received 10 .
dat a packets being retransmtted nor€gihan one tinme nore than any ot her. of
said incorrectly received dat ackets .s retransmitted. According to a
second asp&EPSFEHYET,H Saﬁf#%ﬁi%&rgqsg v&ﬁ’d@d%gﬁ’éngemnt |
for 15 trdasa burst dinglwling fhaucdessive data @aokets, gpigital radio
transcei Ve, 0¥ fer? d3t L YURLY %%téao:g,ag@ygel tcciu%iql?s;éélﬁ ion digital radi.Bd
transcei ver, sar.d arrangenent conprising: (ié.') nmean or transmtting, from

sai d daPa 2DCosregtin inegaivad datrpackeds andend eanrecthBinscei ver over
sai d RF chaap@lived RInde?ds sa dOfFIFeRC Fatlay Hudditd drek Yetudts, first data

burst; (b) means for, receiving said first data Qurst with sai'd destination
transcei ver; 25w§1erein( SeidE W%&%ﬁﬁ%gﬁﬂ &P destinati on |
t ranscei veretiratsmdft tingl ddatnicsf  Eadlde incorrectly added verl aiatal by said
destinatio cej a | ch. of ' - packet s .were incorrectly
received b a%gﬁ%&%dgs‘:‘t\(’%%a &gr'ln -r’anlit‘s?gla \i/%r %aaﬁ'? 35%11(%53:31’4 orre‘%ée]fveééd ning 30
i ncl udifig deims peeketsahetng nefransmiitted avre mbagagne rdmeli ng a bit map
fromsaid I ' JIHHA ¥y d%¥g I LRI cifying at
| east saidﬂﬁﬁgb??%%?ﬁvhiecelve pg%ﬁgfgfe%n .fﬁéy;eans 5%ff¥?%gnsnitting
from sai d Backeds i& imgtranstydit®hscei ver to said destination transceiver,
‘a further data hecdrdiiy W B0 ScoHaC aspest &F ahAPsisentsai d further data
burst data E@grets incluﬁ%pg sai l.correctuy rec i%§d dat a packets and
no correct HPVREEI QAR there PIY {n arrangement tor - ,

15 transmitting digital signals from a data originating . o/

digital radib transceiver over a RF communication
channel to a destination digital radio transceiver,
said arrahgement'comprising: ;
' (a) means for transmitting, from said data
20 briginating transceiver to said destination transceiver o/
over said RF channel, a plurality N of successive data
packefs in a first data burst; '
' (b) means for receiving said first data burst
with said destination transceiver; _

25 (c) means for determining at said destination
transceiver which of said N data packets were correctly
received by said destination transceiver and which of .
said data packets were incorrectly received by said '
destination transceiver and said means for determining

30 including meahs.for transmitting an'ackhowledge message
including a bit map from said destination transceiver
to said source transceiver specifying at least said
ihcorrectly recéived padkets; and '

(d) means for retransmitting from said data

35 originating tranéceiber to said deStination _ |
transceiver, a further data burst including N
successive data padkets, said further data burst data



data burst data packets, 5 wherein sai'd means for retransmtting

i ncludes.further nmeans for causing:retransmtting of each of said
incorrectly received data packet's plural tines, such that’ none of said
incorrectly received data packets are retrans-rﬁgt-ed nore than one tine nore

than 10 any ot her of [y L3 acket nsmtted.
An enwl ment of th@as:ﬁ ?n{l %?ﬁﬁgﬁﬁﬁéﬂigﬁ:@g@% 9 %)?3#3? a%al now
be described with rpfael@mseaxxduimmmqﬂwylzng:ed-md Iﬂ’g@ﬁnfm:ldwfﬂfst
Figure 1 is ascherratalt% (}%ggad@,@fsa prior digital signalling
format; Figure 2.is ITB.tIC iadram of ‘the presently preferred

exenpl ary enbodi Bent of afh@cmﬁma,eéﬁ Heans, formredranspd tings dncludes

i nvention; 20 fhrded hdahd? ﬁﬁwﬁaﬁgbmfadﬂsaﬁaw OFX FESHRIIE
conmmuni cati ons transcei vers shown _i n ur e Fi gure Ega tic
di agram of the pres@ﬁfmy Yef@r?%ia\’lex‘; SadadPRcke MG} st

signalling format i guattah@aneond 0F tstmaoﬁmt&aamqntrm;vad@da&as is a
schemati ¢ di agram of xenmpl ary fornat, ,qQf the_preanbl n_of t
signal ling format sﬁ’g\ﬁ?ﬁ%ﬁ r@sétfanﬁ%%gds&o ?fé’hg t(im 55: q:g*a%n
exenpl ary fornaflOof anlye odinexd loefn gsafiide lichcsiramctly FeCeRefl dat@URRckets ds

schematic diagramo gry subpreanmbl e portion of the signal i ng
format shown in FI ﬁ%gf%g%ﬁE 7 is a schematic diagram of an exenplary

data packet collection pdu egbagiment @f Aheypresentninventiosn,maivam by in

FIGURE 4; way _of example, will now be described with reference to
o _ the accompanying drawings, in which~
15 .. Figure 1 is a schematic timing diagram of a prior -

digital signalling format; .
Figure 2 is a schematic ‘diagram of the presently
preferred exemplary embodiment of a communications
Y system 50 of the present invention;
20 _Figure 3 is a schematic block diagram of exemplary

communications transceivers shown in Figure 2;

. Figure 4 is a schematic diagram of the presently
preferred exemplary embodiment of a data



FIGURE 8 is a schematic diagram of an exenpl ary acknow edgnent nessage
transmtted by a transceiver in accordance with the present invention in
response to receipt of the data burst shown in FIGURE 4; FIGURE 9 is a
schematic bl ock di agramof exenplary buffers used by the transcei ver shown
in FIGURE 3 to process the signals shown in FIGURES 4-8; FIGURE 10'is a

c flow chart of an exenplary program control routine XVAIN
performed by the transceiver corgrol microprocessor shown in Fl GURE 3;

FI GURES 11A-11B together are a schematic flow chart of an exenplary pragram

schemat i

contr ol

nessage,

routi ne XDOM perforned by the transceiver control . m croprocessor
.shown in FIGJRE 3 when.the transceiver is originating a digital

FI GURES 12A-12B toget her show exenpl ary program contr ol

dat a
steps of a

routi ne BabBtX edignad ling Eorikd imuiceerdimee withl €HBES 11A- 11B; 10

FIGURE 13 is a sghematlc flow chart of exenplary program control

routi ne PrepeRt.

steps of a

PVER PR he XDOM routine shown in FI GURES 11A-11B. FI GURES

14A- 148 t oget FEGURE: Sa ix e rmthemd t oy diwgrant ofxanpexemplayy am control

st eps of

ti.ne . e bl C trol mcroprocessor
shown |n£§Fé8§E°3e\% % :ﬂ:{ﬁ%ﬁé@lgft §d§§¥§£ggg‘ﬁ of a digital data
nessage; £6rmeREShown 138 RIGGMREB\c#; are a schematic flow chart of exenplary
cont rg‘zcﬁ?@o%ppfié‘ {%3&@,“\[&’@{.5 egdgb)nt he- XDEM routi ne shown

progr am

in FI GURES 14

14B;  FIGURE 16 1s a schematic fl ow chart of
exemplary formt of the quardbend field ehown in

FIGURE §5; nel :
FIGURE 6 is a schematic diagrem of an exemplary
subpream.ble portion of the eiqnalling £omet ehown

in FIGURE 4:

FIGURE 7 is a schematic diagram of an exeuiplary
data packet collection portion of the data burst

* signalling format shown in E’IGURE &

FIGURE 8 is a echematic diagram’ of an’ exemplary
acknowledgment mesuge transmitted by a transceiver :

. in eccordnnce with the present invention in response

to receipt of the data burst shown in FIGURE 4;

FIGURE 9 is a schematic block diagram of
exempinry buffers used by the transeeiver shown in
FIGURE 3 to process the signals shown in FIGURES 4-8;

FIGURE 10 is a schematic flow chart of an
exemplary program control routine XMAIN performed by
the transceiver control microproceseor shown in
FIGURE 3;

FIGURES 11A-11B toqether are a schematic flow
chart of an exemplary program control routine XDOM
performed by the transceiver control microprocessor
shown in FIGURE 3 when the transceiver is
originating a digital data message;

FIGURES 12A-12B.together show exemplery program

control steps of a routine SHUFTX called by the XDOM
routine shown in FIGURES 11A-11B;



exenpl ary program control steps of a serial interrupt routine performed in
response to s serical "interrupt" received by the transceiver control

m croprocessor shown in FIGURE 3; FIGURE 17 is a schematic flow chart of
exenpl ary*program control steps of a routine GETDAT called by the serial
interrupt routine showmn in FIGURE 16; FIGURE148 is a schematic flow chart
of ex | ary program control steps of a routine TRWMMSG call ed by the serial
interrtupt routine shown in FIGURE 16; FIGURE .19 is a schematic flow chart
of exenpl ary.program control steps of a routine OUTDAT called by the serial
interrupt routine shown-in FIGURE 16; FIGURE 20 is a schematic fl ow chart
of exenpl ary program cont rREGURE I3 of s aanschematier £lpw charitnefoerforned

P sponse Lo an 1ot or SRSmRLArY FedbLLRPCORERSR atBBH or) U Foliene, prchix
1 ow chart' of pnt L?m““;f’ i“*rmﬁgg ;?“&‘Fg,‘“’g??“é‘giﬁmmﬁzt
4 r' Ar
rol steps O

of exenplary program cont a routlne use to process the header
portion of a recei ve®hiiita @i rexempl AXREPPOITAM,CODRERR: BEePSow L art of

exerrpl ary program cogtd* ﬁi@ﬂﬁ)ﬁ ﬁei‘?&hh&& B%Dﬁi;é LEafsce iNedC EThtifs] dat a _
portion of a received data burst;

' microprocessor shown in FIGURE 3 when the
transceiver is. the destination of a diqitll dete
message;

\/ FIGURES 15A-15B together are a schematic flow

chart of exemplary DProgram control ltGP3 of a
routine INPBFF called by. the XDEM routine shown in
FIGURES 14A-14B; . - L
FIGURE 16 is a echemntic flow chart of
_ exemplary program control eteps of a serial
1nterrupt routine performed in response to s eerial
'1nterrupt' received by the transceiver control
microprocessor shown in FIGURE 3; _
. FIGURE 17 is a schematic flow chart of
-exemplary proqram control steps of a routine GETDAT
called by the serial 1nterrupt routine showniin~
(% FIGURE 16; : L
S FIGURE 18 is a schematic flow chart of . .
‘exemplary program control steps of a routine TRMMSG
called by the serial 1nterrupt routine ‘shown in
FIGURE 16; Cat Lk
FIGURE 19 is a schematic flow chart of . = .
exemplary program control steps of a routine OUTDAT
called by the serial interrupt routine shown in
FIGURE 16; : -
FIGURE 20 is a echematio flow chart of
' exemplery proqrem control steps of a modem interrupt'
‘routine performed by the transceiver control



FIGURE 23 is a schematic flow chart of exenplary programcontrol steps of a
Joutine RXACK used to process a recei ved acknow edge nessage; FI GURE 24
(set forth on the sane sheet of drawings as FIGURE 9) is a schematic -flow
chart of exenplary programcontrol steps of a routine TXDOT used to effect
transm ssion of a dotting pattern; FIGURE 25 is a schematic flow chart of
exenpl ary program control steps B®R a routine TXAMBLE used to effect

transm ssion of a preanble portion; FIGURE 26 is a schematic fl ow char tJof
exenpl ary program control steps of a routine TXHDR, which is used to
transmt the header shown in FIGURE 4; FIGURE 27 is a schematic di agram of
exenplary program control steps of a routlne TXACK, which transmts an

" acknow eB4EropIosiessor QWﬁQSEIWTihQQan%J&%Q{@Q of exenplary

program control steps of a routlne ansnlts dat a.
BRI EF haﬂgu eenarmtck iy thRELERREDA(Nemed e ENVBODI MENT Over al |
Systen1Fng a schenatlc dlagran1of a presently preferred exenplary.

enmbodi nrent o a d| radlo catio stem 50 i n accordance
with-the pres¥d Fupgvé nF artoR §§§¥ i FRYEIRe 4 data

orlglnatsuggmxblle dlgltal radlo connun!catlons transceiv$r,(hereaiter
DOV (52 2. FIBARE, B Y, CPITVILRRERCRY wAeRINE wufgRg o) 5
(her eaf t RCVERENY') 56. DOM 52 transn1ts digital data through repeat er
'FIGURE 21 is a schematic flow chart of
exemplary program control steps of a routine used to
process the header portion of a received data burst;
FIGURE 22 is a schematic flow chart of
exemplary proérm controlsteps of a routine RXDATA
‘used to process the data portion of a received data
burst; _ e '
FIGURE 23 is a schematic flow chart of - -
‘exemplary program control steps of a routine RXACK
used to process a received acknowledge message;
. FIGURE 24 (set £orth on the same sheet of
drawings as FIGURE 9) is a schematic flow chart of
exemplary program control steps of a routine TXDOT
used to effect transmission of a dotting pattern;
FIGURE 25 is a schematic flow chart of \
exemplary program control steps of a routine TXAMBLE
used to effect transmission of a preamble portion;
FIGURE 26 is a schematic flow chart of
exemplary program control steps of a routine TXHDR,
which is used to transmit the header shown in FIGURE
4; | S |
FIGURE 27 is a schematic diagram of exemplary
program control steps of a routine TXACK, vhich
transmits an acknowledge. signal and
FIGURE 28 is a 3chematic flow chart of
exemplary program control sfeps of a routine TXDATA,



5+ (operating on one or nore predeterm ned radi o frequency comuni cati ons
channel s) to DEM 56 Upon receipt of a transmitted data burst,- DEM 56
transmts to DOM 52 an acknow edge signal whi ch acknowl-edges recei pt of the
data and specifies whether the data has been correctly received. The DOM 52
originates digital data, formats this digital data into a predeterm ned
signalling format, and nodulates a radio freggency carrier signal wth the
digital data so formatted to produce RF "data®bursts." These radio
frequency data bursts are transmtted by DOM 52 to repeater 54 via RF
communi cations |link 58 (the communications link is a selected RF _
comuni cati ons channel in the preferred enbodi nent). Repeater 54 receives,

'géségfidata burst.s over 13 radi o
pre '

detects, regeneratesyg r@tz.r‘q,%g,m
frequency connunica??ogghlink ( erably another selected RF

communi cati ons channel) to DEM(destination nobile) 56 . DEM 56 receives the

regenerated retransm tteBRYEK BEESRYPFIFONGFIANPRESENITL.Y TREFERIEG M act

the digital data signals ey carry. Fach daja bur apsm ited bynDOM 52,
repeated by repeater 54 and recei ved SH~EEE ¢ (preferably 16 or
32) data "packets" each of which contain M (p or 128) bits of

digital signal information. Each packet iqr aka _burst can be uni que, or
packets may be duplicates of one anot herﬂ%—iﬁ% ed enbodi nent,
dependi ng upon several different factors (as wll be explained). Follow ng

[he beis Boponds 1 Cho-pFIPEPR 1 S PALRGANLS, UG o - STRAEly
Y ' prefcrred exemplary embodiment of a digital radio
communications system 50 in accordance with- the
present invention. Communications system 50
- dncludes a data originating nobile.aigital radio
communications trnnscei%er Jhereafter "DOM") 52, a
repeating radio communications transceiver
("repeater”) 54, and a destination mobile digital radio -
communications transceiver (hereafter 'DE&') 56. '
DOM 52 transmits digital data through repeater
$¢ (operating on one or mote~predetermined radio
frequency communications channels) to DEM $6. Upon
- receipt of a transmitted data burst, DEM 56 .
| -transmits to DOM 52 an acknowledge signal which
\ acknowledges receipt of the data and specifies.
' whether the data has been correctly received.
- The DOM 52 coriginates digital data, formats
“this digital data into a predetermined signalling
£ormgt; and modulates a radio frequency carrier '
signal with the digital data so formatted to produce
REF “"data bursts.” These radio freguency data bursts
are transmitted by DOM 52 to repeater 54 via RF
communicntiong'liﬁk'sa-(the communications link is a
selected RF communications channel in the preferred
embodiment). Repeater 54 receives, detects,
tegenerates and retransmits the data bursts over




‘acknow edge" nessage consisting of a bit map with 1 bit corresponding to
each -packet .in the data burst, which specifies which packets in the data
.burst transmtted by DOM 52 were correctly received and how many new .
packets can be accepted by DEMin the next transm ssion. This acknow edge-
nmessage i s received by repeater 54 (via RF link 60), detected, regenerated
and retransmtted by the repeater, and received (via link 5B) by DOM 52.-
The recei ved acknow edge nessagelét | east partially determ nes which d\aﬁ
packets the DOM 52 transnmits in the next successive data burst. ln the
preferred enbodi nent, DEM 56 acknow edges every data.burst it receives by
transmtting an acknow edge nessage. The .transfer of a data burst in the
preferred enbodi nent 14 includes; (1).a transnission from DOM 52 to DEM

56; and FRRiR IxaBIARGE fm*eeﬁakr-agwt FaRk B i(prefesahe DEM to the
DOM  The ghigtHerd el dbtéd RP eomﬁﬁﬂeﬂtlbaesml @JBETE i ncl udes sone

vector") (Aeayinatihn mebs1e] 56, PEHISE TeGalvas FHF 1 o oynchr on ze ( he
DOM  t he regendraitedd i-é\e:mmeetédrwouhia buzets tend his initial
O Rodun e b, o R Er RS R R gty 5, A
acknowﬁed@eynmssagp.transn1tted by DEM 56. a Based upon the contents of the
ecel ved ackoglagig g pangs PEbaR1SRYl BYBONTSR THRLAR VUt
transn1tbaln!paiﬂQxtﬁﬂs!ndonGQP&Vng Ry DE¥mE6 contlins N
(preferably 16 or 32) data “"packets” each of which ' <
contain M (preferably. 64 or 128) bits of digital
signal information. Each packet in a data burst can
be unique, or packets may be duplicates of one
another in the preferred embodiment, depending upon
several different factors (as will be explained).
~ Following the transmission of a .data burst from
DOM 52 (via repeater 54) to DEM 56, the DEM responds
in the preferred embodiment by transmitting an
'acknoﬁledqe" message conSistihg‘of-a-bit map with 1
bit correpponding‘to each packet in the data burst,
vhich specifies which packets in the data burst
transmitted by DOM 52 were cdrrectly_received and _
how many new packets can be accepted by DEM in the /
next transmission. This acknowledge message is
received by tepgatér 54 (vii RF link 60), detected,
regenerated and retransmitted by the repeater, and
received (vis link S8) by DOM 52. The received
acknowledge message at least partially determines
which data packets the DOM 52 transmits in the next
. successive data burst. ' ' S
In the preferred embodiment, DEM 56
acknowledges every data burst it receives by
t:nnsmittinq'an acknowledge message. ‘The transfer
of a data burst in the preferred embodiment



previ ously-untransmtted data packets. This process continues until the
entire di'gital nessage to be transmtted has been correctly received and
acknow edged by DEM Radi o Transceivers In the preferred embodi nent, DOM 52
and DEM 56 are identical, and each have the architecture shown in FI GURE 3,
a schematic block diagramof a preferred digital radio communications
transceiver (this transceiver can act as 34DOM or. a DEM as control | ed by
the_user). The structure and operation of DOM 52 and DEM 56 wi || now be
described in connection with that FIGJRE 3. The transcei ver shown in Fl GURE-
3 includes the. 15 usual radio frequency transmtter 70 and radio

frequency receiver any her , conmu tion cha and
recei ver such as, #’bcr?l"&i *h% ?fﬁﬂg'ﬂg ?Pﬁegraﬁ‘d%g e"%} %e%ﬁ
conventional wre dn&e(:rbobrw)esmsmlecehndd:heﬁﬁﬂdREti-pﬁdﬁt:mc&mr
may be In cormumc&; d PomyTOre repeaters or ot her transceivers or

base station(s) over a radélo requency or other f or m of. .comuni cati on
channel . The transcei véfhehbimst dsteUpargtcin spaessagen taiananitted| car”

node or a pri vatebm 53 I‘hﬂé’lfudgglga{ng ggggg.rldg Qotrg,ﬁ?ﬂg,[:a{;%r%tted S

first encrypted usi'ng the Data Encryption nda ub. 46).
-- and simlarly, $cevetideaddzessr ypdean,sSindtondigatian jvector”)

ouLputted by the Itdeéwcavmitﬁmﬂeri-eﬁuhe&r 54CaRuCDEM BB aRd €drcuitry
{akes, convent | onal VoA osd S0°L5e (Boflths ReBeRt EoRAY T L Sopi cal 1
) After DOM 52 transmits this 1n1t1:1 information, 1t
N\ transmits a data burst conteininq N ‘data peckets.
After trensmittinq the first data burst, DOM 52 -
.'weits for receipt of an acknowledge message |
transmitted by DEM S6. Beeed upon the contents-of
_ the received eckncwledge_méﬁ:aqe, DOM 52 may
o  -retransmit encthef_data'ﬁufst containing ‘some or all
 of the data peckets'alreedy transmitted -- or it may
transmit a new data burst containing N
previously~untransm1tted date packets This process
continues until the entire digital message to be
transmitted has been correctly’ received and
acknowledged by DEM.

Radio 'lfr'anscgi'vers.'

In the preferred embodiment, DOM 52 and DEM 56
are identical, and each have the architectu:e'shOWn
An FIGURE 3, a schemetic_block diagram of a
preferred digital tedic communiéaticnc_trenaceiver
(thic transceiver can act as a DOM or a DEM as
controlled by the user). The structure and
operation of DOM 52 and DEM 56 will now be described
in connection with that FIGUBE 3.

The tredcceiver shown in FIGURE 3 includes the



encoded digital signals input at the nodul ator of transmtter 70. On the
receive side, a streamof digital signals produced at the detector output
ofsreceiver 72 is ultimately decoded and converted into output signals

bef ore bei ng passed on to the usual receiver audio output circuitry (e.g
.audio anplifiers, |oudspeaker and the like). The overall architecture of
the m croprocessor control systen1sggwn in FIGURE 3 is generally
conventional. The heart of the syst®mis a control m croprocessor 74 )
(e.g., an Intel 8031 integrated circuit chip) which comunicates with the
remai nder of the digital circuitry via internal data bus 76 and external
data bus 78. The usual push-to-tal k 16 (PTT) switch 80 may be consi dered

as one Wwre h r andt {gy i nclude a
conventlonaV Be§ﬁ§¥3 f%e&&én@? hEP“i%&é?*rﬂegrated ch and
convent|onaerﬂE&a$Xuiﬂ¢Qﬁ%¢¥cﬁzt§°S4ﬂn¥IﬂibanQﬁmﬂuﬁﬁ emly programed

di gi tal Slgemnamcwdﬁéﬁ’&r(ﬁna reME@vw&udmgsatwkmcu't chip) for-
converting-audi 0 23 gngls fo/ ? égl tal /a ormiﬂnaccordance with
known speechXamgile.; et ‘éﬁﬂ"ﬂ Gcdinesy an d"ﬁ e OF &URE 3

transcei ver covieyitiichsl bebrd Lddenmodesini qllfi fl&xﬁi&ﬂ@'iﬂed in
corial no  E3CURED%. Wi 4PEnEreLYRE Wy B I Ko OREOR ST ancar (o
i npl enent edwith PB® @¥ cudre Sépeeters NP @32 r tiransceiversraxit chip)
o007 VPR He Ry BUUE) 05 a RS A UL e F B 111 OO
of communication channel. =
The transceiver ehown 1n FIGURE 3 can operate \J
in either a 'cleat mode or a private mode. In
~ the "private” node, ‘data to be transmitted is first
) encrypted ueinq the Datn Encryption Standard (see
NTIS FIPS Pub. 46) -~ and similarly, received data _ _
is decrypted ucinq DES before it is outputted by the -
ttansceiver. In particular. the microprocessor
circuitry takes ccnventional input siqnall (e.q.,
from a microphone or audio cmplifier or the like)
‘and converts those to a stream of cryptographically
encoded digital signals input_at the modulator of
transmitter 70. On the receive side, a stream of _ .
digital signals produced at the detector output of N
‘receiver 72 is ﬁitimately'deboded and converted into
output signals before beinc passed on to the usual
:eceiVer audio output circuitry (e.g., audio
amplifiers, loudspeaker and the like).
' The overall architecture of the microprocessor
control system shown in FIGURE=3'is éenerally
conventional. The heart of the system is a control
microprocessor 74 (e.g., an Intel 8031 integrated
circuit chip) which communicates ﬁith the remainder
of the digital circuitry via internal data bus 76
' and external data bus 78. Thefueuel'puSH-to-telk o



the program control 'structure pertinent to the systemshown in FIGURE 3 The
transmt/feceive interface circuits 92 are sonetines referred to as "nodent
circutts and may al so be of conventional design. They preferably include
bit restoration circuits of the type described in commonly-assi gned U S.
patent no 4,382,298 to Evans Reference nmay al so be had to

comonl y-assigned U.S. patent no. 4,027,288 to Stackhouse et al for digital
tragsnit/receive node interfage:circuits suitable for use with radio
frequency transmtters and receivers such as transmtter .70 and receiver 72
and for a hard-w red Barker code sync word detector. 17 A conventi onal

Gaussian M ni num Shyj Key,- “filter 94 (e.g., fourth order..| owpass
Bessel filter wit h&ﬁ_htﬁ%f‘%‘gﬁbew g” zﬂﬁﬂﬂi"%%qacﬂér?’ierﬁé Terin Hheihe
3dB ploi n})s% i s pLeémabb! busl 28ecd £t demm.sl Tind repeterh wayi 1ni:mghplt
signals before the &£ nodul at Qr Ltter 70 as

w |1 be appreciaté%Pﬁgg?ﬁgééggkgpﬂg§}4¥iQﬁ;%;ﬁ.éﬁTég%éé§§ﬁ f receiver 72
(e.q. ;'t f r-omI aln_ F!\/![tbtegrnt_ﬁdt gh)lfi)s Iin_dsgcqr:\&mmgll mthodtgb ?h _
conventional |im [ [ 2Sarsi erw se
woul d be present iﬁifﬁgiggt gﬁt ﬁgf %e frggggio\iferq:cﬁuscrl m*g%égg%Faexarrpl e,
limter 96 may utidigitalssipgnalcprosesant ((DSRhke g hNE@sTEAPaneous
ncom ng signal 1 ORPGERLEAT ciZclitlt) chapf R HRIGEIhy Aatig gver Some

[ s shoul SO be '

previous relatively short tinme I nterval appreci ated by

a
those skilled in t#kompls| foddaem sisital/anmieq i FRFm o racerriagceo ce
' with known speech digitization and processing '

(7 - algorithms. e
' In the FIGURE 3,transéeivgr,_l hybrid subband
coding technique may be employed in accordance with
the invention claimed in copending U.S. patent
application serial no. 661,598 filed October 17,

Y 1984. . The Data Encryption Standard is implemented
via DES circuits 86 (e.g., MC 6859 integrated.
circuitichip) and a conventional DES key memory 88.
Suitable conventional ROM circuit 90 (e.g., 4
kilobytes) nre>1130'provide¢ to physically embody
the program control structure pertinent to the
system shown in FIGURE 3. .

k/' : _" ) The transmit/receive interface circuits 92 are
sometimes referred to as “"modem”™ circuits and may
also be of conventional design. They preférably
‘include bit restoration circuits of the type
deécribgd in commonly-assiqhed_v.s. patent no.
4,382,298 to Evans. Reference may also be had to
commonly-assigned U;s;.patent.no. 4,027,245 to
Stackhouse et al for digital transmit/receive mode -
interface circuits suitable for use with radio
:frequency-transmittets.nhd receivers such as
transmitter 70 and receiver 72 and for a hard-wired

- Barker code sync word detector.



I nformati on, the transceiver shown in FIGURE 3 is al so capabl e of
‘transmtting and.receiving digital data signals produced by a data term nal
100. Data termnal 100 in preferably a conventional digital data term nal
“including a keyboard (or other) input device and a display (or other)

out put device. Data terminal 100 is connected to a data termnal interface
102 which interfaces the data teggk al with bus 76 and transceiver control
bus 78. An operator using the FI 3 transcei ver has a choice: He/she can
ei ther speak into a mcrophone to transmit voice and listen to the |oud
speaker- produci ng audi o corresponding to received voice signals; or he/she.
can input text (or other digital 18 nessages) via the keyboard of data

term _nalt 300 angy eI ERELONRY drﬁ(biiln.nt Qistnilfmﬁlﬁaslﬁ?ftﬁ)’ktéﬁe di IS|olt ay -
associ at ed ,wi nal (or .contr.o e data termnal to process
t he receivé&”éﬁﬁhéﬁgge o%ﬁe?kmﬂyS)‘ fRuTHhy ﬁ?:i%ﬂﬂﬁﬁﬁ\uu is caBabIe of
di fferenti pegapdefibeardwithan cutouam:@mm;‘uw abovand/ or to be routed
to data te h he crophone
andior 1o’ BSTERREYE mERRd £y he I8 FOAG ¥ ety h0 F G
t ranscei vedncdmdad r{ptprogesal adatream gifaligiteak avtputata termnal 100
bef t I

efore tra @ﬁw%&b&da&ﬂrgngsde%mﬁ& Jif R itk SRR © applying

‘the receive ata to termn ranscei ver

similar toothdraranitter, 2Qsaei yilli be anpresiateddy tthome and recei vi ng
Voi ce Si gnghd lredioms thedakg. detail i n copending commonl y-assi gned U. S.

pat ent The output of receiver 72 (e.g., from an FM .
diadriminator) is also preferably passed through a b
conventional limiter circuit 96 to eliminate DC

‘bias effects that otherwise would be present in the
output of the receiver discriminator. For example,
limiter 96 may utilize a simple comparator to
compare the instantaneous incominq signal from o
receiver 72 with a runninQ'lvéra¢ed'value overfsbme
previous relatively short time interval as should
also be appreciated by those skilled in the art.

In addition to. transmitting and receiving voice

- information, the transceiver shown in FIGURE 3 is
also capable of transmitting And-receivinq digital
data signals produced by a data terminal 100. Data .
terminal 100 is preferably a conventional digital
data terminal including a keyboard (or other) input
device and a'display (or other) output device. Data
terminal 100 is connected to a data terminal
'1hter£ace 102 which interfaces the data terminal
with bus 76 and transceiver control bus 78.

An operator using the FIGURE 3 transceiver has
a choice: Re/she can either speak-into a microphone
to transmit voice and listen to the loud speaker
producing audio corresponding to received voice
signals; or he/she can'input text (or other digital



application 661,733 to Szczutkowski et al filed Cctober 17, 1984.
Preferably, the FIGURE 3 transceiver uses a signalling protacol which is
compatible with that shown in FIGURE. 1 to transmit digital data produced by
data termnal 100 and to receive digital data to be displayed or otherw se
handl ed by the data term nal. 19 Sighmlé;m Protocol FIGURE 4 is a
schematic diagramof the overall format o digital data burst 150

tranami tted by DON 52 in accoridance with the presently preferred exenplary
enbodi ment of the present invention. Burst 150 includes three portions:

(a) a header portion 152; (b) a data packet collection portion 154; and (c)

a0 o901 o es520° AEUNGRRY: LD 138 KIS AR Rk RERNTSIOH RS,
and the like (as mréhdbees:ﬁwudhddqﬁtaﬁﬂta#tsﬂ!ﬂthq#: ént thpadieplay
col lection 154 i ”Cﬂggéiagﬂgk%%ﬁh Uhe d'ﬂé@'téﬁﬂ{@tﬁ hSP 83@%@.95)41

nessage being conveye nmessage portion €S sl gn

indi cating the endddtadiesmipad: tesprogenmtherreonived signed pdar erred
enbodi ment i ncl udegeRiakhgaya)nr eanbl e 158, or a subpreanbl e 160. Since
data burst 150 has a predefined | ength, many data bursts 150 nay be needed
to transnit a singl e meIbag& EVREgﬁtﬁﬂ‘QﬂﬁQﬁYhﬁs%&gﬁ&PEhﬁ‘haﬁe any

IRengt h), gich gat adbggs&eﬁ%w:wwwalwe:ﬁ PDgiter ﬁﬁf&bﬂa&!&ﬁa oduced
bg}og?tee{ he rrggsag Ys‘f‘%§mq‘ﬂ§§|“%§lrﬁzf§? Q‘gfféng g Bﬂ a?ﬁg'm
needed to establi Shualb dnfolrmatiza mdﬁc@dr'Ebﬁyﬁhbrﬁﬂttdphbheafﬁ\d/or
- to be routed to the audio” output circuits. In
addition, the FIGURE 3 transceiver can encrypt
digital data originating at the data terminal 100
before transmitting the data and decrypt received
_ data before applyinq the re&eived data to terminal
N\ 100. .
‘The manner in'whiéh a transceiver similar to
_ the FIGURE 3 transceiver is used for transmitting
and receiving voice signals is described in detail
in copending commonly-assigned U.S. patent
application 661,733 to Szczutkowski et al filed
October 17, 1984. Preferably, the FIGURE 3 transceiver
o .. uses a signalling protocol which is compatible with that
' shown in FIGURE 1 to transmit digital data produced by
 data terminal 100 and to receive digital data to be
displayed or otherwise handled by the data terminal.



crypt ographi ¢ synchroni zati on between DOM 52, repeater 54 and DEM 56 (as
well as to selectively address individual or groups of DEMs and to perform
other functions as well). 20 To increase effective bit rate, preanble
158 is transmtted only at the beginning of a nessage transm ssion (e.qg.,
at the beginning of the first-transmtted data burst 150 containing the
‘first portion of the nessage), although it may also be transmtted in one
or nore later data bursts.if needed¥e.g., to indicate a change in data
format occurring in the mddle.of a nessage transm ssion). The subpreanbl.e
160 contains some of the sanme initialization information contained wthin
preanbl e 158, but is much shorter than the preanble (so that effective data
rate can be haxi m zed). Subpreanble 160 is transmitted at the begi nning of.
each data burst 150 subsequent to the initial burst in the preferred

enbodi nent. FIGURE 5 is a schyggia: &kopreanbl e portion 158, which
i ncl udes the follow ng signal SHE T1ng. sequence 162; (b) a -
synchroni zati on sequence.164; and (c). an-1V/SS sequence 166. In the

preferred enbodi FECURE He i nc et o rdSegramco £ theaodrerad 1l V/ SS -
ot oper T ocoBRFEAnoind Fhsh R Area Friras T30 CeBRERIs @ Bhce 102 (06
bits of ' doDoMngz pat t@raqrdmg:e Wi ttthe pre\tenw&yr prefiexredt and DEM 56
oo SrAkinBTARy ibobinad U g LLoguit HpbRlicitn O/nch o0l 2ol o
_ Buret 150_inc1udes three portions: (a) a header
portion 152; (b) a data packet collectien'portion - v
154; and (c) an end of message (EOM) portion 156. '
- Beader portion 152 includes aiqnals used £or
bit, frame and cryptoqr:phic :ynchronizntion,
selective addressinq and the like (as will be
explained in detail shortly) Data packet _
collection 154 includes "packets™ of digital siqﬁals
repreeentinq the message being'conveyed. -End of
message portion 156 includes lignnle indicating the
end of data burst 150. -
Header portion 152 in the preferred embodiment
includes either a preamble 158, or a subpreamble
160. Since data. burst 150 has a predefined length
- many data bursts 150 may be needed to transmit a
single message of digital data (messaqes can have
any length), each data burst containinq only a
'pertion of the message. Repeater 54 and DEM 56 must
be initialized and synchronized with DOM 52 before
the message is transmitted -- and preamble 158
contains signals needed to establish bit
eynchronization, frame synchronization and
cryptographic synchronization between DOM 52,
repeater 54 and DEM 56 (as well as to selectively
" address individual or groups of DEMs and to perform
other functions as well).




OA, and a synchroni zation nunber word SN. In the preferred enbodi nent,
synchronization word Sis a 16 bit long digital word used to establish

synchroni zation, and in particular, -is an 21 11 bit Barker code such as
11100010010 preceded by 5 bits of fill or "dotting” (e.g., 10101). Cutuide -
address word QA is 8 bits long in the prefgggred enbodinent -- and is

repeated in conplenented formimredi ately after being transmtted in
original form for a total length of 16 bits. I.n the preferred enbodi ment,
this outside address word QA indicates whether the nessage being )
transmitted contains digital data or digitized voice. That is, in the
presently preferred entlieli imereaskcedifgictives Xite e aipreamblei b58ulsi de

addr ess word OA |3*s&] . Vool fa el ' [gitized voice,
and is set to AASHH' Téﬁtzﬁgéprrégéggétc%%teal n@ |_gi| altd?!dar?a'ﬂgé%é roni zation
word SN contai ns tYrangmbesieon (megraepati then heginning ofithe of o
synchroni zati on Wof e gt Rt €8a2dRtaS Duttd 130 ddit il Otheat i on

word SN is associated with. This group Is repeated 12 tines In
synchroni zati on sdditedPariien; of $hecmeanagn).orliicran 1 tMmey: pdgot he

T ) S SOt AR s o s MR
wor provi des fade,pgofection ang al,so hel ps  DEN o,deternine if i
has recei ved prearﬁﬁ%dgégftﬂrecﬂ’yg"%é‘/cﬁes Fhrnge g 9t LoFBAL, [ o

enbodi ment i ncl udestcurrdng natHeapd ddle GHx HeYssye itranshissibn).
fector (L)} 2nd, Cole teiSh e bl FeSabA Kot oy of "End Vel 1
U _ initialization information contained within preamble

158, but is much shorter than the preamble (so that
effective data rate can be maximized). Subpreamble
160 is transmitted at the_beqinninq of each data
burst 150 subsequent to the.initial burst in the
preferred embodiment. -

FIGURE 5 is a schematic diagram of preamble
‘portion 158, which includes'the'followinq signals:
(a) a dotting seqﬁence 162; (b) a synchronization
sqquence 164; and'(c) an IV/SS sequence 166. In the
preferred embodinent, the synchronization sequence
164 and the 1V/SS sequence 166 are each repeated
multiple times in preamble 158 to assure proper
recognition and provide fade protection.

Dotting sequence 162 (96 bits of "dotting”
plttern, e.g., 101010...) illows repéuter'54 and DEM
'55 to efficiently'establish bit synchronization with

 DOM 52. | _' o
) Synchronization sequence 164 includes a
synchronization word S, an "outside address” word
OA, and a synchronization number word SN.

In the preferred émbodiment, synchronization
word S is a léfbiti;bhq digital word used to
estnbligh”synchron;zation, and in particular, is an



addressing-signals. In one inplenentation, the guardband field contains
only dotting or other filler and is used to provide fade protection during
transm ssion of the 1V/SS sequence. |n another 22 presently preferred
- inplenentation, however, the quardband field rather than (or in addition
to) the outside address field OA is used to carry information which pern1ts
repeater 54 and DEM 56 to distingui3h between a digital data nessage and a
digital voice message. In the preferred enbodi ment, instructions can be
passed from DOM 52 to DEM 56, and fromthe DEM back to the DOM via the
guardband within the I'V/SS signalling sequence of preanble 158. FI GURE SA
shows the preferred format for the guardband, In the preferred enbodi nent,
t he quardballd it Barkeneodel suchcasi 12100026030 precedet by B rol , error

chocki ng, ag ﬁgﬂyy tfif)gindagktggée ?arﬁlcugg&H&)Ithe guar dband |ncludes
| .

the follow ng el.ds It conmand bi't ‘NP .(not

partici pating) fl%ifo‘m ‘@E‘ﬂt"ﬂ&d(%diéom!em idgn)thie el d 194, an-

8 bit SUB dinent cld 484, 18N rdpeiated B (subgroup

PPB ( Bi&LS?goam?emlx%%d ferm damedtathiy atkec bagnd ol d 204 and a 16 bi

CRC (error ehansmigitéd elnl eﬁﬁqiﬂhb £OBRS Zog SUEGQJI eﬂéﬁ;ﬂ?%f 198 are

used in congggéwa \ﬂniht e SS el d éo ELOV|de |ve ssing. In

the preferr *fﬁf g 89&& {%oup of

radi o transaddress wird eOA rhxmgnthHBGB 1thel d&sim;egﬂﬁhm subset of

that group tﬁﬂﬂiﬁ%@%idfééntkins diqitel detn or digitized )

' voice. Ihet is, in the presently preferred _ .}‘d.
embodiment. the diqital value contained within |
outside address word OA is set to "S5S5AAH" if the
message contains diqitized voice, and 'is set to
"AASS5H” if the message conteins digital data.

_ Synchronization word SN contains the humber of o/

the repetition of the' group™ (of synchronization
word S and outside address word OA) the
synchronization word SN is associated with. This
group is repeated 12 times in synchronization
sequence 164 (with synchronization word SN
indicating the number of each repetition) in. the _
preferred embodiment. Synchronization word SN ' U
provides fade protection and also helps DEM 56 to
determinevif it has received preamblezlss correctly.

IV/SS sequence 166 in tnefpreferred embodiment
includes: (a) a guardband field gb; (b) an
initialization vector (1IV); and (c) a selective
signalling word SS. The'IV contains decryption
information, end_word SS contains selective
addressing signsis. In one implementetion. the
guardbend field conteins only dotting or other
filler and is used to provide fade protection during
transmission of the IV/ss sequence In another



speci fying a subset of the group to receive the nessage (i.e., DEMs

I ntended to receive the nessage), and the SUBGS field specifying the subset
whi-ch"the transceiver originating the nessage (i. e , 23 the DOM is a
menber of. In the preferred enbodi nent, the number N of data packets per
data burst 150 is preset for any given ngasage as is the nunber M of bytes

per data packet. In the preferred enbodinment these preset nunbers N and M -
arewnot fixed, but instead can be varied as desired dependi ng upon a nunber
of different factors (e.g., nessage length or nessage content). In the

preferred enbodi nent, the BPP field 200 indicates the nunber of bytes per
packet - (M, and tfﬁr??@nu 9:3@2:1:6@ mba&ntd}&mmer Roéwedeket gheer data
r

bur st Th r dband f 14
bit s used to ﬁa??ymaﬁa%ep £383eEp k08 SReR TRE SBmaBRAtIPn MACARE by
tEe Eorrmandfflel ? daesiatbe-eaeeiuetda%omritﬁug?&owemre al CRC errolrOI
checking informati n yar i el ds
(190, 182)are singfgfg%g.gghbr Pﬁgﬁeﬁa%hag dix??: jggp%E?f gﬂ ggt

i nformati on. The dPsbingulieh bOtUB#@IQaﬂégﬂﬁlkfdlt(xﬂ’.s.getlndSQEIVer'

that the current qa%g Quisgolég me's g s no data packets. A set MC bit
drives a receiving ansceiver to c e formats in the mddl e of a nessage

to those specified by olnethguansta i empodiment i igstructigasncan

FIGURE 5, the ini tbé' ?Zi?b&”ﬂ-ﬁﬁut bbu( Y +¥ DM 967 Shd CAHERCEnOHERCONE @ NS

t he conventi onal otg I nitial |zat|on

ac to the DOM, via the guardband within the IV/SS

W signalling sequence of preamble 158. FIGURE SaA

| ‘shows the preferred format for the guardband.

In the preferred embodiment, the guardband
contains command, selective addressing, format

_control, error checking, and other information.

. More particularly, the guarﬁhand includes the
following fields: A 4 bit command field 190, a 1
bit NP (not participating) field 192, a 1 bit MC
(mid command execution) field 194, an 8 bit SUBGS
{subgroup source) field 196, an 8 bit SUBGD
(subgroup destination) field 198, a 6 bit BPP (bytes
per packet) field 200, a 6 bit PPB (packets per
butlt) field 202, a 14 bit working field 204, and a
16 bit CRC (error checking) field 206. :

The SUBGS and SUBGD fields 196, 198 are used in
connection with the §S field to provide selective
addressing. In the preferred embodiment, the SS
field is used to designate a group of radio
transceivers, while the SUBGS and SUBGD £ields
designate a subset of that group --the SUBGD field
specifying a subset of the group to receive the
message (i.e., DEMs intended to receive the
message), and the SUBGS field specifying the subset
vwhich the transceiver originating the message (i.e.,



vector required by the Data Encryption Standard, and is used to establ i sh
crypt ographi ¢ synchroni zati on between DOM 52, repeater 54 and DEM S6.

Se] ecti ve

signalling word SSis 16 bits long in the preferred 24

enbodi rent and may be used (in configuration wth guardband fields 196,
198) for selective calling of indi¥gduals or groups using the sanme DES

“cryptographic key. The SS field (a

ng with the SUBGS and -SUBGD fields 196

and 198 within the guard band) provides truly selective signalling
capabilities within a cryptographi c comruni cations network. The 16 bit S§J
field and the SUBGD field may represent, for exanple, a user group with

individum

sanme cryptograp

rﬁﬁffsigeﬁ'ﬂgﬁi:ﬂ'go articular users, so that users with the

nevert hél ess have the ablllty to further limt

their calls to r’é&eﬁah?oﬁrB?erﬁsF"\/maﬁimlﬁnoGﬁ? gunberNePfers within
their partigadfipd@heeskpeFhasta bu&h@ 1) txfbep'ilﬂaffefd.ﬂﬁy al so be

encrypted to faC|I|tate sele tive si II| Qg:ﬂnrla. roup of users having

the same DESVER, BPSEATB, B Fn&gﬁ i F @ptR a different

key (0[ topitxwwesdrvﬁpghbhihgggteuﬂ @hbuamﬁ;ntﬁ¥nusegpfbeéﬁuardband the

initialization vect t he ar a L epeat nine tines to
_ 8 %‘ﬁ&nﬁ"%oggxﬁflgv%ﬁs%gp éé/%d g =9" vote is

utilized i thkecpres edeaﬁireﬂbddpmd&nfqoummlqm\n@eheoﬁl ne t| nmes repeated

provide fa

| VI SS dat a

sequent i al

Y R bl DR oo LY Gy SR, e "

- 5-out - of - 9 centtent) § alnlﬁhstPSGdﬁrKnd»thadinﬂntofthhlBPPecelved group of
signals dogje1d 200 indicates the number of bytes per packet "

(M), and the PPB field 202 indicates the number of
packets per data burst (N).

The working field 204 of the quardband contains
a maximum of 14 bits used to carry parameters.
associated with the commandis) indicated by the
command field 190. The CRC field 206 contains.

conventional CRC error checking information
‘protecting the entire guardband.

The NP and MC fields (190, 192) are single bit
control fields used to convey specific control
information. The NP .bit when set indicates to the
receiving transceiver that the current data burst
150 contains no data packets. A set MC bit drives a

‘receiving transceiver to change formats in the

middle of a message to those specified by other
guardband fields.

Referring once again to FIGURE S, the.
initialization vector (IV) within IV/SS segquence 166
contains the conventional 64 bit long initialization
vector required by the Data Encryption Standard, and
is used to establish cryptographic synchronization
between DOM 52, repeater 54 and DEM 56.  Selective
signalling wbrd'ss is 16 bits long in the preferfed



not natch exactly, the DEM 56 concludes that it has incorrectly received
preanble 158 and reqU|res the DOM 52 to retransnmits If at |east 5 versions
are "voted on" (i.e., found to match), the voted results 25 are stored
and used as the correct |V/SS'vectors for.cryptographic synchronization-and
sel ecti,ve signalling purposes. FIGURE 6 i 342 schematic diagram of an .
exenpl ary subpreanble portion 160 shown in FI GURE 4. The subpreanbl e
portion 160 includes a dotting portion 162 and a synchroni zati on sequence
164, but not an |IV/SS sequence 166. |In subpreanble 160, outside address QA
of synchroni zati on sequence -portion 164 i-s repeated in unconpl enented form
(conpare the corrplmmbnepmuedagubei dceadqmﬁa:da‘ﬁiqu:tiﬂon with

synthroni zati on segue 4 e ) 4. and DEM
56 use this featurﬂ" %‘ﬁ&*@? ﬁg%?'gh 3‘%53 égﬁbl'@&iﬁ%‘g éﬁ%b?@grrﬁ e 160
(i e., if a transdondividesktsver groppshusingatthen sampDES portion 164 in
whi ch the repeate e QA is identical to the. first occurrence
of the outside ad%% V\ﬂf‘-hﬁﬂ ﬁ ﬁaFhe synchroni zati on sequence portion is
part of a subpreanbl e Bme $5 fheld: (alopshyith the SIRGSiand SUBEDves the

out si de address \Mfﬁi&&lmd.ﬁa 158 wmim ¥ EBAE) 1pPobidlsl Ng
received). FIGURE 7 I8 t|c g a r331 t acket co | ection
portion 154 shmm1#?P#¥ Vet 8 ngﬂ $ivhthin anc| udes

N data packets 154rypéey mbhia aammumwuwat R tRes¥k 3 I'IhéhESIObei:GESEd

ggbngdlmrjreng;r :\InmE he %\leéerrgslggthnggn 1@2- h- data burstn 50£cgnt ai ns t he
\_ - example, a user group with 1ndiv1dua1 addresses

désiqnatinq particular users, so that users with the

' same cryptographic key may nevertheless have the

ability to further limit their calls to reception by

individual or groups of_trapaceiverl within their

particular network. The SS field and the SUBGD

field may also be encrypted to facilitate selective

signalling within a group of users having the same

DEs,kej vhile providing no information to a user

with a different key (or tc an eavesdropper).

The group of worde including the guardband, the
.initialization vector and the SS§ word are preferably
repeated nine times to provide fade protection. As

‘mentioned previously, a "S5-out-0f-9" wvote is
utilized in the preferred embodiment for analyzing
the nine times repeated IV/SS data segquence 166.
For example, at the receiver, each of the nine
sequential GB/IV/SS data fields is voted bit-by-bit
on at least a 5-out-of-9 basis. If at least 5 of
the 9 versions of this received group of signals do
not match exactly, the DEM 56 concludes that it has
incorrectly received preamble 158 and requires the
DOM 52 to retransmit., If at least 5 versions are
‘"voted on" (i.e., found to match), the voted results




154a contains the sane nunber Mbits of data (although the guardband shown
I n FI GURE 5A can be used to specify N and Mfor different nessage

~ transm ssions). 26 During any particular transm ssion of a data burst-
150, data packets 154a could all be different -- or sonme data packets could
be repeats of others. At the begig ing, the niddle and the end of data
packet collection 154, a "repeat” SR) byte is transmtted which indicates
if the data burst 150 is, in toto, a repeat of an earlier-transnitted da
burst. For exanple, DOM 52 repeats the last-transmtted data burst 250 if
it fails to receive a proper acknow edgerent from DEM 56 (and transmts

this I|ter r t t e d R
i ndi cati ngq| %drata%nﬁ? ‘SQE& a¥ Iﬁ:.gkeaQ;Sg‘i-W%ﬁ:) &tvslﬁﬁg o repeat s the
| ast - trangmuntﬂﬂtkﬂhé%a!R%GhrPﬂéFFG#Qm nnd ﬁ&&aqkiPkanomAedge message

pr event t?ﬁd}}q gaping which data packets to send next. Each data
packet 15 I ncl udes M b tes of _data followed by a 16 bit cyclical -
redundancy chedd FBE)6i8 & schepatdc diasram &f AN MXQBPLIAEY(i el d). The

t ot al ”U”%ﬁeébﬁﬁellﬂoﬂﬁianpnsbekw d¢l FICURE! 45 etmel to 24 +

M 8+16 wh M8 f_bit h d t ket 154 N
.|(s t;e %um ’Eﬁ%% B%’Iéﬁé? Fﬁgngg%lggl‘l la(,'ts e 38 RY ?%gfa‘rcleenunbe? of

bits in ead? @Ndfa eighchndnﬂtaitiotﬂﬁcemduatedae,ngmhta&othmt hree repeat
I:ﬁLdi Rliggﬁésﬁgﬁﬁé“ﬁfygéﬁto g?aa qgkﬁns?ﬁﬁgfdﬁg#é é&g?ngégg LZughus

address OA of synchronizntion sequence portion 164 :

"is repeated in gggggg;gggg;g_ form (compare the ';J

- complemented repeated outside address OA in the ‘
synchronization seguence 164 of preamble 158). DOM

52, repeater 54, and DEM 56 use this feature to

distinguish between preamble 158 and subpreamble 160
(i.e., if a transceiver reciives a synchronization ;J
seguence portion 164 in which the repeated outside
address OA is identical to the first occurrence of
the outside address word, then the synchronization
sequence portion is part of a subpreamble 160; on
the other hand, if a transceiver receives the
outside address word followed by its complement, a
‘preamble 158 is being received). : :

FIGURE 7 is a'schematic diagram of a data packet

collection portion 154 shown in FIGURE 4. Data
packet collection portion 154 includes N data
packets 154a, where N is an integer multiple of B in
the preferred embodiment.  In the preferred
embodiment, each data burst 150 contains the same
number N of data packets 154a, and each:data packet

. 154a contains the same nﬁmbér'u_bit; of data |
(although the guardband shown in FIGURE SA can be

used to specify N and M for different message
transmissions).



27 Cbnnand Handl i'ng Referring once again to FI GURE 5A, command field 190 of
t he preanbl e guardband contains (or may contain) a command t he recei ving
transceiver is to execute. A command to control transceivers 52 56 may be
| ssued by |nputt|ng the command into data termnal 100 and/ or by
transnitting the command in the guardbande6f a preanble 158 preceding a
data burst 150 (the data burst may but need not carry data packets) or an
acknowl.edge burst 170. A slightly different command format is used for
conmands i nputted via data termnal 100 (these comands are fornatted SO as
to be user friendly) v conmands vided via t ardb I ch nust
be bit efficient). é%qﬁ dﬂhEQ% BFnﬁF‘ﬂFFQ'ﬁ ééygbd (the
guar dband forpatabhmuﬁ;ISOuﬁqmtxrpughetéonsnidcdaadniultbdmdﬁ£5eientd
conversions of the_t t n e | en down
I nto six conmands. %égldf}?j*r?naé\)déw ‘%gcﬁ%;ar?g ?ﬁgq?ygg g% 35% PAé(ﬂtﬁr'h%'F’

bi nary) to be traM:f M@Qﬂ‘imqolthhemﬂdd&ef aod thet emledﬂ)rdmtl or -stop

the current funct fggq¥§g rece % »a ( n racter to
reset the connand parse buffer a om%%‘p gr gﬁﬁ ew co to be ent er ed.
The commands are $FaRSMiY hgngicatee 1ﬂu#96rdata burst 150

Description XFERAig, in té%o, a repeat of’ afSkarldecltrireiti tidd |adts
STOP command is recéived - R o
urst. For example, DOM 52 repeats the
last-transmitted data burst 150 if it fails to -
‘receive a proper ncknowledqehent from DEM 56 (nnd
- transmits this literal data burst repeat with the
| contents of repeat field R indicating the
transmitted buret is a repeat). DOM 52 also repeats
- the 1aet-transmitted dete packet if errors in a
received ecknowledge message prevent the DOM from
\ '~ determining which data packets to send next.

Each data paeket 154a includes M bytes of data
followed by a 16 bit cyclical redundancy check (CRC)
field (or other desired error detection £ie1d). The
total number of bits in data packet collection 154
is egual to 24 + (M*8+16) * N, where M*8 is the number
of bits in each data packet 154a, N is the number of

— data packets in each collection 154, 16 is the
number of bits in each CRC field, and 24 is the
combined lenqth of the three repeat fields R. 7The
time it takee to trensmit date packet collection 154
is thus B

time = (24+(M*8+16) . N)/9600

for a data transmiesion rate of 9600 baud.

\.



28 XFERB . 1 Transfer a fixed number of binary bytes (O

to 2047 bytes) XFERLA 2 Transfer ASCI| data one |line at
atime (Oto 255 bytes per line) until a STOP command is recei ved FORVAT.

3 SpeC|fy data format: Dbytes/ packet, packets/burst, and
voting STOP _ Term nate current command (except
XFERB) NULL No Nunber 27 Cancel current data entry - used in
XFERB to abort data on the current entry, reset conmand parse buffer
RETRANSM T ~ No Nunber Resend | ast data nessage (between M and Nfﬂ$
ACKNONLEDGE  No Nunber Acknow edge command |ine NOACK

Nunber No Acknow edge command line (retransnit) XOV XOFF No-

Nunber - Controls data fl ow during XFERA and XFERLA npdes of operation A

conpl ete description of eachGommand Handdbimds fol | ows. A XFERA -
CONTI NUQUS ASCII TRANSFER The fornat for thls nessage |s '< D>Or gggg<CR>

(note: D "EOI") where t,g = ' cal | typer
0.- use radio sBefexgdng °qgﬁl‘9&§§|$ﬁefﬂﬁuﬁ§ 5hngBEB‘n$bgg with no
acknomﬂedg£§e25-1ealbflmmq/ iemwmhrabaﬂdaeaﬁtaga@—(ﬁkowmﬁ[>to cal |

(0 to 2047& Ota&ng'V'%%%mJn ‘éLé*%écéfbinq gra&sceiver is to

execute. A command to control transceivers 52, 56

- may be issued by inputting the command into’ dete
terminal 100 nnd/or by tranemittinq the command in _
the quardbend of a preanble 158 precedinq a data -
burst 150 (the data burst may but need not carry | | |
data packets) or an acknowledge burst 170. A
elightly different command ‘format is used £or
commands 1nputted via deta terminel 100 (these _ _
commands are formatted so as to be user friendly) <
versus commands provided via the guardband (which
must be bit e££1c1ent) Ihe terminal command format
will now be discussed (the quardband formats being
cimply straiqht—forward decimal-to-binary
conversions of the termiﬁal formats).

The command interface is broken down into six
commands. The commands indicate the type of data
(ASCII or binary) to be'traneferred or control the
data £low (set the format or stop the current
function). Each command is preceded by a control
character to reset the command parse buffer allowing
for a new command to be entered. The commands are
ghown below: '

Ccde . )
Name ~ Number Description _
XFERA o] . Transfer ASCII bytes until

the STOP command is received



29 This conmand is used to transfer ‘continuous ASCI|I data fromthe nobile

data termnal (NDT) to the specified unit. The data will continue until a
STOP tonmand i s received. EXAMPLE: < D>021234(CR> The above exanple is
used to ‘set-up continuous ASCI| data fromthe MDT to the unit with '
| ndi vi.dual (or Logical) ID 1234. B. XFERR - FIXED LENGTH BI NARY TRANSFER
The fornat for thIS message is: < D>1tgg nnn<CR> where t,g,n =

B0 N A ° N | = call type: O - use radio settings 1 - cal
nultlple units on group 'gggg’ wth no acknow edges 2 - call individual

gggg"” w th acks gggg : group IDto call (Oto 2047) or individua

IDto call (O tom nnnn. nunber y 0 fer
(Oto 2047) This "conmand is used to transfer a? ﬂ:wg gfﬁ B §‘ %§%es)
byte fromthe MDT to the specified units(s). I'nce at a |s |nary,
control commands y¢ERELCOUNI Zabke so the procesge GOt RECTH! AatdPbRE line
until all the bytes have been received. EXAVPLEgt o tiﬁ,Dngggsﬁggsggqe; per
The above exanple is used to set-up for 135 bytpenéj WheslYadsrop’ commana

MDT to the unit with Individual (or Loglcal)ll}déﬁzbeal XFERLA - ASCl |
LI NE- BY- LI NE TRANSFER The format for this nessage Is: < D>2t gggg<CR>

FORMAT 3 . Specify data format: Dbytes/
packet, packets/burst, and
voting

STOP & . Terminate current command

U (except XFERB)
NULL - No Number Cancel current data entry -

used in XFERB to abort data on
the current entry, reset
command parse buffer

RETRANSMIT - No Number : Resend last data message

L/ ' B (between MDI and MDT)
ACKNOWLEDGE No Number Acknowledge command line
NOACK o ~ No Number No Acknowledge command line
- - - s ' (retransmit)
XON/XOFF No Number Controls data flow during
: L . XFERA and XFERLA modes of
_ operation

w A complete deecription of each of theee commands follows.

A.' XFERA - com:muous ASCII TRANSFER

The format for this meseege 13-'
<.D>0tgggg<cn>_. (note: D = “EOI")
where t,g = '0','2','2', . . . 't

t = call type. 0 - use radio settings .
1l -~ call multiple units on qroup
'gggg' with no ecknowledges
2 - call individuel qqqg with
- acke
gggg= group ID to call (O to 2047) or individual.
ID to call (O to 40935)



30 where t,

g ="1."2,...'9 t = call type: 0 - use radio set

caII nultlple units on group 'gggg’ wth no acknow edges 2- cal
'qggg' W th acks gggg = group IDto call (0 to 2047) or
IDto call (o.to 4095) This connand is used to transfer |line by |

fromthe MDT to the specified unit(s). Aline may contain up to 2

*A conpl ete

line can be termnated B§ sending the NULL conmmand seq

tings 1

i ndi vi dual
i ndi vi dual
i ne data
55 bytes.
uence. The

XFERLA sequence can be term nated by sending the STOP conmmand sequence.

del i neat ed

When in the XFERLA node, all <LF> are-ignored by the MD. Lines are
by a <CR> EXANPLE < D>221234<CR> The above exanple is used
ndi vi dual

(or Logica
D>3vxxyy<

to set-up lLine- by I|ne ASCII fronlt e NDT to, the unj L th I
o R R
2 X ermiﬂa o.

packet yy=
Thi s comm
EXANMPLE:

f or mat

faly 55 T Consi e et 5
W’l&e%’t%’gﬁigr the dafera f or mat useg mbt ﬁe dat a
éﬁiﬁgﬁ§2<CR> TQeD§59&93%ﬁ%§Ble is used to specify

The above example 1s used to set-up continuous ASCIl
data from the MDT to the unit with Individual (or

Logical) ID 1234.

B. XFERB - FIXED LENGTH BINARY TRANSFER

The.£orm-t:£6r.thisjmessage is:
< D>1tggggnnnn<CR>
where t,g,n = '0','1','2', . . ., '9'

t = call type: O - use radio settings
, ' 1 - call multiple units on group
- 'gggg' with no acknowledges
2 - call indiv;dual qggg with

acks

9999 _ . = group 1D to call {0 to 2047) or
individual ID to call (O to
4095)

nhnn - .= number of-binary bytes to

transfer (O to 2047)

This command is used to transfer a fixed number of
BINARY data byte from the MDT to the specified
units(s).  Since the data is binary, no control
commands are recognizable so the process cannot be
interrupted until all the bytes have been received.

EXAMPLE: > D>0212340135<CR>
fhe'above example is used to set-up for 135 bytes of
binary data from the MDT to the unit with Individual
(or Logzcal) ID 1234.

C. XFERLA - ASCII LINE BY-LINE TRANSFER
The format for this message is:

< D>2tgggg<CR>

tes per
voti ng
transfer.

t he data



for the next command as 16 bytes per packet and 32 31 packets per burst
with no voting. E STOP COWAND The format for this nmessage is: < D>4<CR>
This command is used to stop execution of all current. commands except the
XFERB. EXAMPLE: < D>4<CR> F. NULL COMMAND The format for this nessage
Is: <*D><CR> (<CR> is optional) Thi8pocommand is used in the XFERLA
node to termnate an input line. The line is cleared when the D><CR> (both
characters) sequence is received. Wen entering a command, a < D> causes
t he command parse buffer to be cleared, allowng a neM/connand to be
entered. Therefore, if an error |s nade on the |nput command line, it can
be cleared by. seﬁdﬁi{f 28 anP5ehdi nd2fhe -correct'S¢ommand. 1f a < D><CR>
is received (e.g., froma termnal) a <CR><LF> wi || be echoed back to cause
the unit to go t& the MeSallihypec ﬂETRAHSNB’ldiIQemgﬂ or this message
is:. < DZ RTR< G><CR> This command i sluSe§ald mudtdple mnd %Fd%?aﬂﬁegﬁage be
retransmitted in either direction. en a gﬂﬁl Fh:? sﬁﬁﬁn?m jedgessage
woul d | eave "RTR " at the end of th n@LT or Wi th :
re-enter the data -and would al so sound tH kt'ermnal beII For the
intelligent MDT the se § ce request h ;‘E %% %tlrar‘tsdﬁééego‘n)
automatically and can % %sed |r_1. eit e%% Qe 1P dual ID to call (o

- to 4095)

This command is used to transfer line by line data

from the MDT to the specified unit(s). A line may
\_ ' contain up to 255 bytes. A complete line can be

terminated by sending the NULL command sequence.

- The XFERLAR segquence can be terminated by sending the
STOP command sequence.

When in the XFERLA mode, all <LE> are ignored by the
MDI. Lines are delineated by a <CR>.

— EXAMPLE. - < D>221234<CR>
The above example is used to set-up line-by-line
ASCII data from the MDT to the unit with Individual
(or Logical) ID 1234.

D. FORMAT |
The format for this.messaqe.is:

< D>3vxxyy<CR>
where v,x, y.- '‘o',"1','2', . . .. 'éf.

xx= bytes per ﬁecket -

LYY= packets per burst

v = voting: 0 - no voting
1 -~ 2/3 voting

This commend is used to specify the data format ueed
in the data transfer. :

EXAMPLE: < D>301632<CR> |
The above exemple'ie used to specify the data format
for the next command as 16 bytes per packet and 32



H  ACKNONLEDGE The format for this nessage is: 32 < F><LF><CR>
( Not e: F = "ACK) This nessage is used to acknow edge a conmand |ine. If
atermnal is used, the nessage will reset the term nal cursor to the start
of the next line. If a MDT is used, the command is sinply an acknow edge
.that the two - units are now ready to transfer another command or data. |
NOACKNEM[EDGE The format for this 3kssage is: < U> RTRKCR> ( Not e: U .
= "NAK") This nessage is used to no-acknow edge a command line. If a
termnal is used, the nessage will display an RTR at the end of the connﬁﬁﬁ

i ne and nove the cursor to the start of the current line (i.e., no <LF>).
If an MDT is used, It will automatically retransmt the comrand I|ne J.
XON/ XOFF TRacket®aperobunst with ne: vetipdor < O (Note: or "DA" /
"DC3") These control_conmands are accepted/i ssued when the MDI is in an
ASClI | data tran§f'er c re used to stop and start data transfers
~when the i B,ai bl{];f%s re full. In the bi-nary transfer node (XFERB),
t he nodem messagecisyy vay to tenporarily stop the

data transfer. Egaééﬁyﬁahkssage Handshaki ng FIGURE 8 is a schematic
di agr am of an exe acknow edge nessage 170 transmtted in the

%?fe?”ed ﬁiﬁﬁﬁm’@mﬁﬁk éggﬁ%?ﬁ;ﬁﬁgﬁt{lgﬁébﬁ 1 {he oEM 7 esponds

an
EXAMPLE: . < D>4<CR> | |
F. NULL COMMAND | | | o

' The format for thin mgasuﬁe 1:!7'
< D><CR> ' (<CR> is opfienili

This command is used in the XFERLA mode to terminate
an input line. The line is‘cleared when the < _
D><CR> (both characters) seguence is received. _ N\

When entering a command, a < D> causes the command
parse buffer to be cleared allowing a new command
to be entered. Therefore, if an error is made on |
the input command line, it can be cleared by sending
< D> and sending the correct command. If a < D><CR>
is received (e.g., from a terminal) a <CR><LF> will
be echoed back to cause the unit to go to the next
line.

G. RETRANSMIT | | | u
The format for this message is: | .
< DZ RTR< G><CR> |

- This command is used to request ‘that a data message
be retransmitted in either direction. When a
terminal is used, this message would leave 'RTR“ at
the end of the line as a visual indicator to '
re-enter the data and would also sound the terminul
bell. For the intelligent MDT the seguence requests
the data be retransmitted automatically and can be
used in either direction. ' _

H. ACKNOWLEDGE

‘The format for this message is:



acknow edge nessage 170. If no acknow edge nessage 170 is received by DOV
52 (by the tine a predefined tinmeout period -has expired), DON 52
retrahsmds the 33 last-transmtted data burst 150. A repeated data
burst 150-is marked by setting the contents of repeat-field R (see Fl GURE
7) to a predetermned value If. on the other hand, acknow edge nessage 170
is received correctly by DON 52, the DOM32es the contents of the

ackuow edge nessage to construct the next data burst 150 to be transmtted.
The acknow edge message 170 transmitted by DEM 56 incl udes two |nportant

pi eces of information: (1) Wich of data packets 154a in the

| ast-transmtted data burst 150 were received correctl i ncorrectly by
the DEM and (2) How mnEXHEN<CRT a packEthietean pE ﬁccéﬁ“@d by the DEMin
t he data burst 15 ext to be t nsn1%ted cknomd 2e message 170 includes
a subpreanbl e por ence

172; and an end o ongg g | udes a
repeat ed acknow e §§°ﬁfﬁp 3 a
acknow edge data ﬁ:?? YQ%? g g g c BB M bur st
174 includes a st o 5858 A0V; EFRSY e ki ng
((IKD field 180. Eac ﬁ%ssage e1d 178 |ncludes a control field 182 and a
" NEWPACKET" field 184. 4 n t enbodi nent, the total nunber of
bits in acknow edge- nessag + 9 . N (mhere N'is the nunber of

bits in status fi ghe yyyh,trfggithf%qﬁggsgbgl§,176 is a bit map of -Nbits

-- 1 bit for each data packet. The state of "the bit i ndi cat es whet her the
packet, was received < y> RTR<CR> (Note: U = "NAK")

This message is used to no-acknowledge a command
line. 1If a terminal is used, the message will
display an RTR at the end of the command line and
move the cursor to the start of the current line
(i.e., no <LF>). 1If an MDT. is used, it will
automatically retransmit the command line.

J. XON/XOFF
The format for ihig data is:
< 8>O0R < Q> = (Note: or "DC1" / "DC3")

These control cormmands are accepted/issued when the
MDI is in an ASCII data transfer mode. They are
used to stop and start data transfers when the
O internal buffers are full. 1In the binary transfer
\/ mode (XFERB), the modem controls - CTS, RTS -~ are
: . the only way to temporarily stop the data transfer.

Acknowledge Message Handshaking

FIGURE 8 is a schematic diagram of an exemplary
acknowledge message 170 transmitted in the preferred
embodiment by DEM 56 to DOM 52 upon receipt of data
burst 150. After DOM 52 has transmitted a data
burst 150 to DEM 56, the DEM responds with an
acknowledge message 170. If no acknowledge message.
170 is received by DOM 52 (by the time a predefined
timeout pericd has expired), DOM 52 retransmits the



correctly or not. By using the bit map, no overhead associated with

transm tting packet nunbers is incurred. Al so DOM does not send a packet
nunber 34 with each packet. Acknow edge nessage 170 indicates which data
packets 154a in the last-transmtted data burst 150 were correctly or
‘incorrectly received, and also spec33ies how nmany

not - previ ousl y- transn1tted dat a packets can be accepted in the next

transm ssion. DOM 52 generally transmts data packets 154a sequentially iQJ
an order .predeterm ned by data term nal 100. For exanple, if a textual

. message including a plurality of individual characters is input to data
term nal 103 asé-tmanendithad data Jourss 1500 5A xepewted tdataansnit those

characters piirlte 13973 o ngﬁrxéé]qy VBEELLAGUEhB  coliebfitle e DEM 56 expect s

to receive a sequence ta pac ets contal nin aracters ordered in

the same wafepedr & ukaes FIFURE 271 cERi BaPrede ined the contents
of these danQc:ketﬁ' CEBh hgxdléﬂhéyeﬂaﬁa Oibkhmﬁda@‘i&i?ﬂhén the order -

PPN e PO e S A R o i
to incorrecthe contents o the tackhowbedyet mésdaige [taclSmstBder | nst ead
o aend na_ S s SR Wbl g ECE] RE BRaphRatel e 100, DO o6
i ncorrectly réceThed axigicstbedgel message| 370t Sransnicttmd by tDEMecei ved
data packet g¢ 1 e el idpd¥RhLE! pPOEEE' Be' Anddiafd sl Y 1 ecel ved
packets and the correctly
(1) Which of data packets 154a in the :
last-transmitted data burst 150 were received
correctly or ;ncq:rectly by the DEM; and (2) How
many (new) data backets can. be nccepted by the DEM
in the data burst 150 next to be trnnsmitted
- Acknowledge message 170 includes a subpreamble
portion 160 (as shown in FIGURE 6); an acknowledge e
sequence 172; and an end of message portion 156.
Acknowledge sequence 172 includes a repeated
acknowvledge data burst 174 (in the preferred.
- embodiment this acknowledge data burst is repeated 9
times). Each_ackﬂowledge déte'buret 174 includes a
status field 176, a message field 178, and an error _
checking (CRC) field 180. Each message field 178 N
includes a control field 182 and a "NEWPACKET" field
184. In the preferred embodiment,’ the total number
of bits in acknowledqe message 170 is 1016 + ¢ . N
(vhere N is the number of bits in :tatus field
176). NOIE-' Status field 176 is a bit map of N
bits -~ 1 bit for each data packet. The state of
the bit indicates uhether the packet was received
correctly or not. By usinq the bit map, - no overhead
associated wzth transmittlng packet numbers is
incurred. Also, DOM does not send a packet number

o



them Once DEM .56 correctly receives the retransmtted packets, it
processes themin their correct order with respect to the 35
earli-er-transmtted correctly received (and already stored) packets. DEM 56
preferably processes received.: -packets 154a in blocks.(the length of these
bl ocks in the preferred enbodinent is a multiple of the nunber of packet s
154a transmtted in each data burst 150 PRus a few extra). -In the
preferred enbodi nent, DEM 56 accunul ates a bl ock of data (containing, e.g.
18 packets) and presents this block of data to data term nal 100. New
packet field 184 W t hi n acknowl edge message 170 indicates to DOM 52 how
many additional "new' packets DEM 56 requires to finish "building" a ful
bl ack of data. Awiddn eachkRecke®m the transmi ssion formats set forth in

FI GURES 4-8, all C“t'm&n&kai@d&enﬁ&udhaa aqbnqwmﬂ&é@wme dd€a0r
acknow edge nessages 1/4) transn1tte In the preferr 41 gpnen%] E
checked using coPpsietmas %&c*?cﬁbereﬁﬁﬁd§ﬁeFQﬂ*§ﬂ& gﬁ!ﬁﬁ VEEh & °order
to guarantee dat yer¥ aBriectiPcofiftbryectly wmw shdoakseccur

wi thin data packets 54, Si ce the are_l ar e rel |ve t o t?ﬁFrgsﬁ ?f t he

t ransni ssi on. #??) ?ﬂé@ﬁ ¥ PBFSPE 33P?
preferred enbodlpuukeﬁstdinFbeseocepnedninomheEmext;tr:memiegionthln t he

ofren. In the pr SE 2 ARHREN ke ek RhaRaal Miledl gilbRpOpOlshRey OECU | eoe
within each dat asmguantitolly in an order predetermined by data
terminal 100. For exemple, if a textual message
N\ including a plurality of individual characters is
input to data terminal 100 for trnnemission to DEM
56, DOM 52 ettempts to ‘transmit those characters in
the same order they vere inputted Likewise, DEM 56
_ expecte to receive a sequence of data packets 154a
W containing characters ordered in the same way they
| " were inputted to data terminal 100 (so that the
contents of these date packets cen be displayed or
otherwise processed in the order they are
received)
Sometimee, however, noise, feding or other
phenomenon present on communication link 58 and/or
" - communication link 60 ceuses DEM 56 to incorrectly
receive some of the transmitted dete peckets 154a
Insteed of sending a data stream with embedded
qaps to terminal 100, DEM 56 transmits an
acknowledge message 170 requestinq DOM 52 to
retransmit incorrectly received packets and
meanvhile stores the correct, received data peckets
'in'e buffer until DOM retrensmite the'incorrectly
received peckete and the DEM correctly receives
them. Once DEM 55 correctly receives the
retransmitted packets, it processes ‘them in their
. correct order with respect to the



transmtted within the preanbl e guardband of the initial data burst (e.g
as a paraneter of the transmtted XFERA conmand). 36 I f the nunber of

di #ferent data packets to be sent in a given data burst 150 is |less than-N
(where N is the nunber of data packets within the data burst), then the
.packets being sent are repeated in the preferred embodi ment fromlowest to
hi ghest order over and over until A3 N data packets in the outgoing data
burst have been filled. Wien DEM 56 acknow edges the recei pt of a data
burst 150, it notifies DOM 52 which packets were correctly or incorrectly
recei ved (according to conventional error checking using the CRC codes

packets t noSAERO%s Cranast 464 [aotkectay SracPluoar R ALigh™ Y o

total of 168¢atadpaph&m;tma4 (P1-P16) are to be transmtted, DOM 52

initially communipgf 8% %g%*ﬁ%}i&{ﬂ\g;:qeggﬁagegﬁk&ig mts a data

assum n anpl e that N,

burst 150 contalnln al
the nunber 3F4@adn &i@l@!‘s ($heiJength efiithese skl °¢15316)l ﬂhen DEM 56
recei ves thgrhqawy@dn¢m§dggﬁhﬂ%nf;,.tﬁga de&gr Q“E%E ransmi ssi on

errors have ocg rreiagﬁanal zZln e recelve code on each
data packet PR ttmabﬁratsaé@bnéwa
transm ssiom Gemle:dﬁrd)he tihi rﬁwqﬂaeﬁ‘ﬁlmecﬂmeﬁﬁl beM secei ves al |l of

oo R BRI RS or A A ERTT RN 0 L oo (et
was not corposﬂtlay:lr)ewd/@rmtma:htmd:tnﬂerof data to data
terninal 100. - - <

New packet £ie1d 184 within acknowledge message
170 indicatee to DOM 52 how many edditionel "new"
packetc DEM 56 requiree to finieh “building a £ull
block of data.

As can be seen £rom the tranemiseion formets <
set £orth in FIGURES 4-8, all critical data
(1ncludinq acknowledqe sequence 172 or acknowledge
meesages"l74) transmitted in the preferred

. embodiment is checked using conventional cyclical

- redundancy checking elgorithm in order to guerantee
data 1ntegr1ty. The majority of transmieaion errors
occur within data packets 154 since they are large
relative to the rest of the trensmieeion. Recovery
from theee errors occurs quite emoothly in the
preferred embodiment of the preeent invention.
Errors occurring within the control £1elds pose a
somevhat greater problem, even though they occur
less often.

In the preferred embodiment. ‘the total number N
of data packets within eech data buret 150 is
trensmitted within the preemble querdbend of the
initial data buret (e.q ..ee a peremeter of the
trenemitted XFERA command)



dat a packets were correctly received. Acknow edge nessage 170 al so

I ndi cates (i n new packet field 184) that DOM 52 should transmt no new dat a
packet s 37 (since all sixteen data packets of the nessage have already
been transmitted at | east once). DOM 52 transnits the: next data burst 150
in response to received acknow edge nessagg 170. This next data burst 150

I n¢cl udes not just one, but 16 data packets 154a (since in the preferred
enbodi ment, all data bursts 150 have the sanme nunber of data packets for a
gi ven transm ssion) Each one of the 16 data packet fields 154a wthin
this data burst 150 contain the third. data packet P3 (so that the data
burst repeats packet P&ﬂﬁthemw)\beBEb’ISGi fe )iéeidﬁov\i:éhi n

eocived 13 data AeAE A ncFHTRE BEn CBhrak, 250 B3 £ 34K b K Plneze,

packet was recei veNl i:mrthetm}mbéil\b%datanpmﬂmtmvacﬂmawﬂwedntssage 170

and A new packet fral o 1n HEE HHb RaERALe AR SR Sbn¥ aid SR EA 167

and the nessage tr"ah%fméfsl‘%b@p?@be imengnérem lowenl Lo Wstt hat a
message contains apéa&ﬁlo@érlandlmefeﬁhtdat amaW@&uDpréa&téni | gheY.
DOM 52 inforns DEN 56 t ngaue dat a g kets 164 will be transmitted,
and then begins t IR ‘P? ‘Hﬁt pakshaysobesn fildedhat each data burst

150 contains 16 data PaWlkeh SDENA86 aAtkhowiedges Weam:si;stmflabaata
equired Lo LransiledleI 50! i€ AEETRIGs BOW B2 MR Wizl DU

U correctly or incorrectly received (according:to'

- conventional error checking using the CRC codes
within the data burst). 1In addition, DEM 56
notifies DOM 52 how many packets the DEM can accept
in the next transmission.

For example, if a total of 16 data packets 154
(P1-P16) are to be transmitted, DOM 52 initially
communicates the value 16 to DEM 56, and then -
transmits'a data burst 150 ¢ontaihing all 16 data

. packets (assuming in this example that N, the number
of data packets within each data burst, is 16).
When DEM 56 receives the transmitted data burst, the
DEM determines if any transmission errors have
occurred by analyzing the received embedded CRC code
on each data packet in a conventional manner.

Suppose DEM 56 discovers a transmission error
in the third packet transmitted (P3) but fecéives
‘all of the other data packets correctly. The .
acknowledge message 170 transmitted by DEM 56 to DOM
52 indicates (in status field 176) that the third
packet was not correctly received and that the other
data packets were correctly received. Acknowledge
message 170 also indicates (in new packet field 184)
that DOM 52 should transmit no new data packets



I ncorrectly receives packets Pl and P7, but correctly receives the

remai nder of the first 16 packets. DEM 56 transmts an acknow edge nessage
38. 170 including a receive status field 176 indicating that packets Pl and
P7 were incorrectly received. As nentioned previously, data term nal 100
.expects to receive data packets inﬁquential order. Since DEM 56

I ncorrectly received packet Pl and M data term nal 100 expects to receive
packet P1 first, it is not yet possible for the DEMto comuni cate any data
packets to its data term nal. Suppose DEM 56 is capable of buffering only
17 data packets at a ti rre DEM 56 can accept only three data packets in the

next data ¢S s' can

comuni cat 2‘*%' Pf' Pé‘[ ?i?# W%E{? é?&' 'Fe?%g ﬁf&%) Therefore
it is capaub!‘udmbekngwmﬂdﬁé:qwbwﬁal»mmmelpr evi ousl y untransnitted
data packet P17 magg Eﬁﬂﬂah‘lttlh e R Sl & $\'ﬂf‘§thi‘¥ﬁ 3r eady been

correctly received an e data packets Pl and P7 SLI needs) .

Accor di ngl ¥ eSPRRAE\PRCReFeivad) acknoyledas NEesRee 120ageThi® notifies
DOM 52 t hatnd¥kd/ @ftaabuesity 15€Cdined udws vt dRist PEKES bue Llge next data

TR TR Cr TRk e ot e AL EUEE KLY
Thi s group exdbodimentat alladadiss bur st i chace nthe samesnambex necessary
: ﬁgsﬁlo{rpl tethgglsleé%{r"\é éh?é&&gﬂ?ﬁo@t %g%isn}ﬁ ]F}A?“W%ggiom gk%g, g’g’% foll OWI ng
data packetef thepY6pdatmrpagketrfimidaAS4a within this data
burst 150 contain the third data packet P3 (so that )
" the data burst repeats packet P3 16 times).
DEM 56 analyzes the CRC fields within received
" data burst 150 to determine whether at least one of
the 16 received P3 data pickets-wau receivéd |
- correctly. If at least one P3 data packet wvas
received correctly, DEM 56 transmits an aéknowledge
message 170 having a status field 176 specifying
that packet P3 was received correctly and a new
'-picket t‘-.tel'd'ls«i specifying that no new packets are
expected -- and th'e message transfer is complete.

As another example, suppose that a ine!sage
contains a total of 19 different data pat’:kéts
P1-P19. Initially, DOM 52 informs DEM 56 that 19
unique data packets 164 will be transmitted, and
¢then begins transmitting data burst 150. Assuming
that each data burst 150 contains 16 data packets
1542, at least two data bursts will be required to
transmit the entire message.

DOM 52 transmits first data burst 150
containing data packets Pl-P16. Suppose that DﬁM 56
incorrectly receives packets P1 and P7, but |
correctly receives the remainder of the first 16
packets. DEM 56 transmits an acknovledge message -



Suppose now that. DEM 56 correctly receives packets 39 P7 and P17, but

I ncorrectly receives all 7 occurrences of packet Pl (this is statistically
unl i kely, but possible if the communications channel is subject to heavy
fading). |In the next acknow .€dge nessage 170 transmitted by DEM 56 to DOM
52, status field 176 indicates that packet Pl is still needed, and new
packet field 184 indicates that the DEM &h accept no new packets). Both
DOM_and DEM t herefore know that only 1 data packet will be sent Pl repeated
16 times. The next data burst 150 transmitted from DOM 52 to DEN 56

I ncl udes data packet Pl repeated 16 tinmes. DEM 56 need only receive one of

t hese 16 occurren f packet P1 correctly to copmplete.fthe block of data

stored inits datg‘?éu?f‘giu B9 Smhiffiddye %rﬂﬁ“?ja{g'ﬁéo%ﬁst ﬁ“ﬁ%ﬂ&gf‘&

termnal 100 -- athattpasketis ®lcland iFKelwerdadnddwereEdlyi recedveact | y

recei ve at | east .one Oistﬂi Qi%gﬁﬁf Sl f o gi t. Pl Agnu_;n °bhat at

| east one occurrence o pacE‘et |2>c°8’?‘r°3“cﬁ'l1p€ r %’é*v%ﬁ?miﬂﬂl 58

communi cat es packexpeftsPtp receiMedsdiata ackets 1Y) seguentialdits an
know ed 0Ot M R |.n.d ,eld h

packel Plowas corPEatfy o S1ECY b B8 Modbdhiy telelvlucpifhet ®y,,

packet P1 was correc recelve ] _ new pac el
that DEN 56 is retfg PEM; da&a, teamdnaddilQQ anpectacte recnive: peckesd e

only two packets PiSeapgtD1¢r VRNt Yt pdinild) PoELSt tHBSPEMCXo The next
data burst 150 transnmitfed by DOV 52 to .DEM 56 i nc] the follow.n

packets: P18 P19 $9%8mpa C!.t.eym epka P W %r*ggte'é?tPeSEmS“&t!gl east
one occurrence Suppose DEM 56 is capable of buffering only 17
N\, data packets at a time. DEM 56 can accept only
three data packets in the next data burst 150 (since
4t needs packets'PI.and-P?‘before;it can communicate
the contents of its buffer to DEM data terminal
100). Therefore, it is capable of storing only one
w new data packet (previouslf'untrnnsmitted data
' ' packet Fl7 in addition to the data packets that have
already been correctly received and the data packets
Pl and P7 it still needs). Accordingly, the -
NEWPACKET field 184 of acknowledée message 170
hotifigs DOM 52 that DEM 56 can only receive one new
data packet in the next data burst 150.
\/. In response to acknowledge message 170, DOM 52
' transmits a data burst 150 containing only three
different data packets: ' Pl, P7 and P17. This group
of three data packets is repeated as many times as
is necessary to completely £ill the 16 data packets
154 within data burst 150. Aes a result, the second
data burst transmitted by DOM 52 contains the
following data pachets:

Pl P7 P17 P1 P7-P17 P1 P7 P17 P1 ... P1

~

. Suppose now that DEM 56 correctly receives packets



40 of each of these packets, it transmts an acknow edge nessage 170 to DON
.52 indicating that both packets were correctly received and that no nore
packets will be accepted (the entire nessage has now been transmtted and
correctly received). DOM 52 al so keeps track of the nunber of packets which
have been correctly received, and therefore determ nes independently that
the nmessage exchange is conplete | fagDOM 52 nust repeat an entire data
burst 150 (e.g., because DEM 56 fails to receive any of the 16 data packely
correctly or DOM 52 fails to receive acknow edge nessage 170 after a
predeterm ned tineout period), DOM 52 retransmts the data burst and sets
the repeat word R(see FI GURE 7) to indicate that the burst is aliteral
repeat of a B7esn8uBly.t Patsdinaoxrently reveivescellDDM 52 receives

acknowl edge aseaﬁsenem o@be&waﬁ &m:ﬂg{gﬁie&b% gﬂ&w m 5-of -9

voting on the ac freld 174 ( as well as :
processed usPRyiked¥en posgikje (ﬂﬁ#&F?@Mﬁ?h@Bt&ﬁaﬁe#be@@&d CRC codes

to detern1ne1505ﬁ3§§cteggpy - faus capﬁ th\Vhegtcannot accurately

det ' whi acket asif-transmtted data burst 150
\/\:rgrfr:noprGectl?g gv ng W’%Eﬂ%g-)d;\cw‘bf hed S"§§Ms fpte P@E@Zts t he

entire |ast-52anstatued fdeld mun%mlﬂdaeagbeekéhant Ae data burst is
Sncbeal, v bdEa SRS Seff ne AR, SALREATRR (5 uscd
for the ori gthat theaDEM can actept uxechéwipatiketspeat BothaDoMur st . . :

and DEM therefore know that only 1 data packet will .-

be sent Pl repeated 16 times. - - : ' "’

The next data burst 150 transmitted from DOM 52

to DEM 56 includes data packet Pl repeated 16

times.‘fDEM_Sé'need only receive one cof these 16

occurrences of packet-?l correctly to complete the

block of data stored in its data buffer and _ o

communicate that data block to DEM data terminal 100 ' |

-- and it is extremely likely that the DEM will

correctly receive at least one of these 16 repeats

of packet Pl. Assuming that at least one occurrence

of packet Pl is correctly received, DEM 56

communicates pickets P1-P17 to DEM data terminal 100

and transmits an acknowledge message 170 to DOM 52 ;)

indicating in status field 176 that packet Pl was

correctly received and indicating in new packet

field 184 that DEM 56 is ready to receive two

additional packets (since there are only two packets

P18 and P19 remaining in the 19 picket'message).

‘The next data burst 150 transmitted by DOM 52
to DEM 56 includesithe following packets:

P18 P19 P18 P19 ... P18 P19

Y

1f DEM 56 correétly*re;eiVes'at least one occurrence



41 |f DEM 56 fails to correctly receive control fields within any data
burst 150 (e g the initial data burst including preanble 158), it can
request DOM 52 to repeat the entire data burst. |f DEM 56 requires DOM 52
to repeat the initial data burst, DOM 52 ggtransmts preanble 158 al ong
with all data packets 154 (if any) contained within the first data burst.

If DEM 56 fails to receive the first data burst 150.altogether, it wll not
transmt an acknow edge message 170 and DOM 52 will time-out waiting for a
response. Any time DOM 52 tinmes out waiting for a response, it sinply

reéransn1tﬁ tBe |a£teh&hnstlﬁh¥id% i&kifﬁuk%ﬂgtfhﬁsﬁsﬂsahnfIelds to

i ndicate the burst |s r epeat n 't pL e

' gi-ves up" after FF*‘H& lfﬁgﬁsﬂh’t {)ﬁ%#%tﬁé’? gﬁtgbggfg?gfgow e tines
and fails to recebuehap;ckeltr-o\ﬂeacegmama‘gbyliﬂceﬁedr andcthati mp in the
preambl e 158 or s e 6 C r orrect
reception of the ﬁg?& gt@?é‘?t%o%%%le%agﬁl%cvfégéé ﬁgs}saggltgfg E}é‘i@]egce

acknow edge nessabassoppr been Lragesnittedcandreorsectlyr rpceivadlocei ves
an acknowl edge MepeR08al &l 63 keldlld Stidek Wbf °Ehe nURBELY BES paRIGATD) © 100,

It sinply tinmes out retransmts t last-trapnsm.tted da packet .
DEM 56 fails to cwhieht bavechaen eorrectlyckereivednnpand) thesetfann reanble

160, it does not gpdetfithed iHddFWASEWE]L JeERatCtAdOmes sage) @ichdriyé he
data burst, and DOM 52 ain tines out and retransmts the | ast - t#gasnltted
data burst 150. !nﬁPEPa et®-a Structures

I£f DOM 52 must repeat an entire data buret 150
N\ . (e.g., because DEM 56 fails to receive any of the 16
data packets correctly or DOM 52 fails to receive
ecknoﬁledge'meeeege"170'a£ter‘a predetermined
timeout period), DOM 52 retranemits the data burst
and sets the repeat word R :(see FIGURE 7) to
w ' indicate that the burst is a literal repeat of a
previously-trenemitted burst. | ' |
Sometimes, DOM 52 receives acknowledge message
170, but is unable to successfully perform.5-of-9
voting on the acknowledge field 174 (this field is
voted on as well ee_proceseed using conventional
_ ‘error cheékinq routines and embedded CRC codes to
U - determine correct reception). In this case, DOM 52
cannot accurately determine which data packets 154a
in the-lest-transmitted data burst 150 were
'correctly received by DEM 56. Accordingly, DOM 52
eimply repeats the entire last-transmitted data
buret 150 and indicates that the data burst is=s a
repeat via the repeat fields. If at any time a data
burst 150 is repeated and the message is encrypted,
the initialization vector (IV) used for the original
data burst is also used for the repeated data
burst. - o~
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42 FIGURE 9 is a schematic diagram of exenplary data storage (buffering)
structures used by the preferred enbodi nent to transfer digital data

bet ween transmit/receive interface 92 and termnal interface 102. In the
preferred enbodi nent, the data structures shown in FIGURE 9 are
.inplenented, for the nost part, bwlstoring data in an external random
access nmenory. In the preferred enbodinent, all but transmt/receive
interface 92, DES circuit 86 and termnal interface 102 shown in FlI GURE Qy
schematic bl ock diagramare data structures within a random access nenory
rather than hard-wired, individual registers and register files (although

it will be undel§tPEY SRafaips toGORETRCHLY HeceiN® CBREFAD| enent ed usi ng
har d-w red:ié‘gasteima A8y ae«i). Hafiiﬁ trsdJe(ér@nsm.&eﬁnse:uputted to -

terminal 100 1n the preferied e di nent, an 0 S passed on to term nal

i nter f ace deba U&ﬁﬂina§°ﬂﬂﬂéf‘ﬁe§mﬁﬂ i kergaRcregueste | oaded into
a_command poMf sz €8l keﬁeRARﬁﬁtRUEBta(}? faﬁdmﬂg brfcxlmnr sg t et
i croprocessor ata e n is,loaded into a firs
in and fi rE?QBﬁFeEF&%) E?e&f’st’épeﬁqi %Lﬂgl'-“ﬁ A58 PRTEE4 stores several
packets ofpOMgS2aretpansmitisoprieandle &S%8 along swithgel2ndugh to store the
entire nes. T T preferred
enbodi mantéggg%g' ggﬁe?gpgﬁgt)oébgéﬁvﬁ%mw&ﬁ Nfé%?& gﬁggets are

ei ther dirkersy. IoiGeEEMnﬁé iX@AIAB&FR!&!i?Q(#hQrtdtatpdl&i TXBUFF 304 (if
no encrypt S t r¥ypted by DES circuits
56 befor & Barny eSO EEREIGT UL HoY elimiE R 00 DY

Anot
acknovledge message 170 and DOM 52 will time-out

waiting for a response. Any time DOM 52 times out e
waiting for a response, it eimply,retrensmits the
last-transmitted burst (mefkiné the repeat fields to

indicate the burst is a :epeet) In the preferred

embodiment, DOM 52 *"gives up efter it has o

transmitted a particuler data butst 150 ‘three timee

end fails to receive any acknowledge meeeage 170
Errors occurring in the prenmble 158 or

subpreamble 160 of a data burst 150 could prevent

correct reception of the data burst (or the

acknowledge message 170 if the ecknowledge_meésege'

subpreamble 160 includes errors). If DOM 52

receives an acknowledge message 170 and fails to -/

.correctly receive eubpreamble 160 it simply times '

out and retransmits the lest-trenemitted data

packet. If DEM 56 fails to correctly receive a data

packet preamble 158 or subpreamble 160, it does not

transmit an acknowledge message 170 in response to

the data burst, and DOM 52 again times out and

retransmits the lnet-trensmﬁtted'dete burst 150.

Exemplary bate Structhree



43 r-egi ster, TXPREAMBUFF 308, stores a preanble 158 (or subpreanble 160) to
be transmitted as the "header" portion of the to-be-transmitted data burst
150. -Control m croprocessor 74 executes interrupt driven routines to format
the contents of TXPREAMBUFF 308 before tgansmitting each data burst, as

wi | 1* be expl ai ned. The contents of TXPH&Q&BUFF 308, and then the contents
of TXDATABUFF 306, are passed on to transmt/receive interface 92 (e.g., a
byte at a tine over data bus.:76) for further. signal. processing, filtering,
and transmission by transmitter 70. In the receive nbde, transmt/receive

;Int ﬁgﬁ-acRiP%éAR/gagkvgiﬁw heaiijj’;1 |€1§%rma |on§§ﬁFE§§Dkﬁ%W!Pfor

digital data). Cdedshatmmagefhutfeninglsssruntussgcused dy dister 310,

mi cr opr ocessor ;& (b PaseAt Ieéoemwa:aaqgawﬂmdt Di gi t al
data stored in DATABUFF 312 i s | oade packet at_.a tine) ijnto a

fiTst-in-first-ob® WHHQQ)tFQﬁﬁQQQﬁr???EVS1§“E&FFG&°PRBUHP4AMﬁ§ﬂF bres 18
data packets in §heetrsicy o eﬂmdlﬂﬁétﬁ’reﬁkieanem'ﬁﬁﬂrﬁz ihehecked

e OO e e eies BEAEh £, FIBEE: o] e AahiGimariesd oot
incorrectly receifead tie mpsrtesbyvsﬂofmnql data BBdT-exX3exmsh entire
ook o 25 oL SRR e Bokf bl s AN, 100
for display (or aeilliebyt kxansmif/teceivei tnterfece 92, DES circuit
86 and terminal interface 102 shown in FIGURE 9
— schematic block diagram are data structures within a
random access memory rather than hard-wired,
individual registers and reqister-fileé_(elthough it
will be understood that the FIGURE 9 circuit could
_ be implemented using hard-wired registers if
\ desired). | | |
Data to be transmitted 13 1nputted to terminal
100 in the preferred embodiment, and is passed on to
terminal interface 102. Commands inputted to
' terminal interface 102 are loaded intc a command
buffer called PARSEBUFF 302 for decoding by contrel
_ microprocessor 74 Digital data, on the other hand,
o . is loaded into a first in and first out (FIFO)
register file TXBUFF 304. TXBUFF 304 stores several
packets of digital information (and preferably is
large enocugh to store the entire message).

' The register TXDATABUEF 306 stores N (16 in the
preferred embodiment) data packets 154 to be |
transmitted. These data packets are either Qirectly
loadedlinto TXDATABUEF 306 from the “top" of TXBUFF
304 (if no encryption is tequired), or

' elternetively, ere encrypted by DES circuite 86
before being loaded into TXDATABUFF. _Another



44 The transfer, -mani pul ati ons, and processing of data by m croprocessor 74
and the bl ocks shown in FIGURE 9 will now be discussed in connection with
fl dw charts showi ng exenpl ary m croprocessor programcontrol steps. The
procedure XMAIN shown in FIGURE 10 is the main "executive" program which

- ‘oversees the general operation of §3ansceivers 52, 58 and nonitors the
status of the transceivers. This routine is executed in a continuous |oop,
Wi th m croprocessor |/O being serviced by interrupt driven routines (sho

in FI GURES 16-28). Decision block 402 of FI GURE 10 determ nes whether the
user has recently inputted data via the display term nal 100. As nentioned
previ ousl y:eazm.cmmm 808, sttékéngldp's'enﬂblleeusa)f(dme dat a

t I nal ! th' [ th
transmt (SRR W8V A B PIinELOR s Rilel SRARERICED PO TN
" causi ng tthnﬁ&ﬂﬂwaf(&hﬁﬁ%ﬂfhﬁﬂ%&!&ﬁ@kﬁ@@dnﬁtblrbﬁrﬂa1N$9rncroprocessor
via a Ser'@odﬁ?@ﬂ'dﬂ%iﬂﬂ?dﬁiéﬁ&kjiineiﬁﬁhﬁéﬂrfﬂtbﬁrh fsivdn PARSEBUFF

302, and al so causin t he nlcroprocesso t o be set. If the

user has r &OMHineY rﬁgﬁjtqw tfe}"Q (F%t?‘i“&ﬁs?rftm REAMBUFE::3Qfhs are
performed pefiore itriremiteingsade dieabuest58ast wiad be TXPREAVBUFF 308
(bl ock 404) In thui'step the nunber of bytes in the message to be sent is
count ed, et, etc. -- and the vari.ous other fields of the '
preanbl e ar e I 0Tha dorite e RFA\NBIFHREQUSUEE 308" ands then ateial |y

per formed QuSle didlP diY HATAARIHL 08! dEb‘Slabl! bioko 2 W11 e

expl ai ned) . or exarnpl’e
ttansmit/receive interface 92 (e.g., a byte at a

time over data bus 76) £or further signal ™~
processinq, filterinq, and transmission by
transmitter 70. _ '
In the receive”mode. transmit/receive 1nter£ace
92 receives bytes of data and loads the received »

bytes into either RXPREAMBUFF 310 (for header
1n£ormation) or RXDATABUFF 312 (for digital data).
Once header information has been loaded into
register 310, microprocessor 74_decodes the header
information and analyzes it. Digital data stored in
RXDATABUEF 312 is loaded, (a data packet at a time)
into a first-in-first-out (FIFO) register file 314
called PKBUFF (which stores 18 data packets in the A
preferred embodiment). Data in RXDATABUEF is |
checked for being correctly received, a packet at a
time. If a packet 1§_¢§rre¢t1y received, it is
placed in EKBUFF; consecutively. If a packet is
incorrectly received, a space is raééfVéd for it in
PKBUFF. Once an entire block of 18 data packets is
stored in PKBUFF 314, data packets are transferred
via output register in TERMBUFF 316 to terminal.
interface 102 for display {or other processing) by
terminal 100.



45 flag indicating radio is a DOMis set. QOherwi se, radio default state
Is a DEM _ Because the steps perfornmed by block 404 are required only once
for each nessage to be transm-tt.ed, they are bypassed.if no new user
message has been inputted. Decision block 406 deternines whether the
transceiver is busy either receiving or tréhsnitting a data burst 150. In
the preferred enbodi nent, block 406 tests the value of a "busy" flag set by
bl ock 404 or other routines. |If the flag is set (indicating that a nmessage
is to be or is being sent or that a nessage is bei ng received), blocks

408-414 are executed. T | ag in that the radio is int
process of transferring*a® JXHE%§Q 9% 8 fﬁﬂfan&ngEﬁqu’ﬁéiyﬁl

not- set (indicatingathabymmﬁuznpnysessérn1@ andnthet bddcks mhnﬂn/ :
program control sk 4 I I that a
nmessage i s being t nsm lil }‘e@eléeeg&f%ig‘éggfg gﬁl 8?2‘2553 ot her
fl dg to deternine ﬁﬂouhmhlﬂh!t!hnwinsWﬁ#emnlu:Y|mgcaoptqmgﬁquwgpqusmg
nobil e, or "DON' é%M ige could be either a data burst or an
acknow edgement as tﬁ% transmts. nessages and receives ACK while a DEM

receives a data burst afhe presadure\GMAIN showpp 4B FICHRE Athdn tthed

receive). If the iﬁﬁﬁﬁ@@deauﬁﬁbeﬁ'ﬁ&é&%iﬁgwﬁiaﬁséﬁﬂﬁsee% R4 igeheftddV | S
called (bl ock 410) -- t routlne erfoigs g e steps i ch cause data
to be transnitted. OB&F 9&3 tRANRSeAVers R241 qxe (the

transceiver is act ptatus dfiade rﬁummrs. omxiDEHbu!iQne ié the
eantve tara one Skdelited T W Eonfudfila "TodbT W R WlASI AR (©
I/0 being serviced by interrupt driven routines
(shown in FIGURES 16-28).
Decision block 402 of FIGURE 10 determines
whether the user has recently inputted data via the
display terminal 100. As mentioned previously, a
— user can input data by striking desired keys of the
| data terminal keyboard indicating a transfer command
and then depressing the transmit (csrriege return)
key -- the depression of the transmit key causing
‘the inputted command deta to be transferred to the
microprocessor via a serial I/O link (interface 102)'
" and stored in the buffer PARSEBUEF 302, and also
\ 'causinq a flag within the microprocessor to be set.
If the user has recently inputted data to be
transmitted, calculations are performed to
initialize the message preamble 158 stored in
TXPREAMBUFF 308 (block 404). In this step, the
number of bytes in the message to be sent is
'counted flags are set, etc. -- and the various
other fields of the preamble are loaded into
TXPREAMBUFE 308 (this process is ectuelly performed
' over time by timer interrupt driven routines, as
will be explained). For example, in block 404, a



46 process

that the t
i ndi cat es
* message, f
DEM. If t
ALL DONE f
active. |If
t he ot her

bl ock 418.
fromthe t
detail in
Thi s XDOM
cont ai ni ng;
termnal ‘1
transmtte

-

the received data) is called (block 414). If the transceiver is
not originating or receiving a nessage, programcontrol is transferred to
bl ock 416. Bl ock 416 tests whether the flag ALL DONE is set (indicating -

ranscei ver was but no longer -is busy). ALL DONE, when

set,

if radio is finished with the transnmt or receive of entire

or both DOM or DEM (i.e.45all data packets correctly r
his flag is not set, programcontrol returns to bl ock
lag is set, block 418 determ nes whether data term na
the termnal is active, programcontrol returns to b

ecei ved by

402. If t
100 is “ﬁ

ock 402. On

hand, block 420 returns the transceiver to the receive state if

the ALL DOMiRad dpdicating wmdie 1orai DOM is0ses.f ofthexwimei nactive by .
rRdde d‘?ﬁxﬂé%é@é& iy +rﬁﬁﬁce' BetaligeO iR al | ow a message

er m nal anic ears Routi ne XDOM (bl ocK_410)
nmo%r&%l 32 hEeapixecepRdY ©nqe Kk t

(shown in
a nessage.

l’eQ'd:lh mmwe&é i&ttmcﬂiteédt,ombqn&rﬁd Bypédeduigst 150
sone . or . all of the ﬁﬁ %1 data Ll Q‘-Utﬁteed by the user via data
$s Bee

55 BAY N88% PetraTe B ARRM
d) padlestissidn dalock 406 "detierpinest whethexh thst be

berbinet! ttt% andti?gb'x\g%ke%mgﬁh khé\v/lﬁﬁgﬁtl n&‘%ﬁ%@

conbi nati o

are any newm

t
routine al S% ck 404 or other routinee. If the £qu is eet
(indicating that a meseege is to be or is being sent

or that a message is beinq_:eceived). blocks 408-414
are executed. The "busy” flag indicates that the
radio is in the'proceeetof;treneferring a data
message between DOM end DEM. 1If the flag is not set
(indicating that no meeeaqe is being transmitted or

- received), program control ekipe to biock 416.

I1£f decision block 406 determines thet & meeeege
is being transmitted or received, decieion block 408
tests enother flag to determine whether the
transceiver is acting as a data originating mobile,
or "DOM™ 52. The message could be either a data
burst or_en eckno?ledgenent as the DOM transmits
messages and receives ACK while a DEM receivee a
data buret end transmits ACK (in an RF sense of
transmit and receive). 1If the trensceiver is
origineting a meseeqe; a routine XDOM is celled
(block 410) -~ this XDOM routine performe the steps
which ceuee date to be transmitted. Otherwise, a
decision block 412 determineelf the’ transceiver is
acting as a deetinetion mobile, or “"DEM" 55. 1£
the transceiver ie receiving a message, a. routine
XDEM (which performs etepe to receive data and

w' (i.e., not previously

or a
i f there

data harat g-'(%t orbal the pEefsrsed enbicsiimantpart of the
message beb’l%ctl{ ATET 44 Hfls AN M PLEOLLY R "R 'AANYTdd€ Dy The XDOM

/



47 determines (in response to receipt of an acknow edge nessage 170)

whet her DEM 56 (i.e., the destination nobile transceiver) has successfully
received- the data packets of the data burst l|ast transmtted, and controls
DOM 52 to retransmt any packets which have not been:successfully received
(thus.providing a function which adapts tge degraded transm ssion channel
performance). A detailed flowhart. of this routine is shown in FlI GURES
11A- 11B. Decision bl ock 502 checks to see whether an acknow edge nmessage
170 has yet been received from DEM 56. As di scussed previously, the DEN 56
transmts an acknow edge nmessage 170 in response to each data burst 150

transmtted by ther&dkdhs- thei gedeihad it JuEss aae] led wﬂbe&t g1¢ ywhi ch

dat-a packets withipn the burst re sgggcessful I ecej ved d which packets

were not successfif |¥hfe EF9€8 ot KF Re SEtrﬁﬁeﬁﬂéng a
M croprocessor Winéssayee ﬁﬂdbwhmddu&ﬂcldrwvtﬁmmgealﬁﬁcbks 4hean

recei ved Decision blo o) sLoply tests the val.ue pf this,f Lf no
acknow edge nessage 1%]'3%%%3?; A EE W aﬁ%’hf‘?ﬁ gi%%sAﬁﬁnbgﬂFoiﬁl ock SIB
(FI GURE 11B) mherumﬁdipn&dass&ﬂatﬁ\qomgcémm waanbuitt hed. As the
acknow edge ness ved q,%\/l s’ Q¢
checki ng technlqﬁggnézp ié Bﬁg?l)cal redun ancy #ﬁgébﬁg fgelds
contained in acknmﬂbﬂgg!nﬁégégéeﬁmiﬂb%é?mi# Qnereesémof

acknow edge nMessagierise Mabisige,” £HAHJLN (DG i DEWNEENE, Cagale
under st ood by DOM As each acknow ¢ edge seguence 174-?@ ggcglveglli cata

validity i s checkRMCkets GRrERskiYs Ioceifed by, DEY) r- Tfakhip ﬁllgrst isor
exaqE/e SO corrypétis#et, program control returns to block 402. 1If

the ALL DONE flag is set, block 418 determines
whether data terminal 100 is active. If the
terminal is active, program control returns to block
402. On the other hand, bleck 420 returns the
transceiver to the receive state if the ALL DONE
flag is set and the terminal 100 is found to be
inactive by block 418. Block 420 alsc sets up
transceiver to once again allow a message from the
terminal and clears DOM flag
Routine XDOM (block 410) (shown in detail in

FIGURES 11A-11B) controls the transceiver to
transmit a message.  This XDOM routine causes the
transceiver to transmit a datl burst 150 containing
some or all of the digital data inputted by the user
via data terminal 100. This data burst may contain
all "new" (i.e., not previously. transmitted)'packets
.of data, all "old" packets (which must be
retransmitted because they were incorrectly received
by the DEM), or a combination of new and old packets.

~_ The XDOM routine determines if there are any
new data packets (stored in TXBUFF 304) which are
part of the message being transmitted and have not
yet been transmitted. The XDOM routine also



48 acknow edge nessage 170 received by the DOMthat the DOM cannot decode

. the received nessage to determ ne which data packets have to be resent.

Anot her flag, called VALID ACK, is set by DOM 52 if the error checking
function perforned on a recei ved acknow edge sequence 174 indicates that

t he signal can successfully be decoded to yield useful information (flag
VALI D ACK is not set otherw se) Any4dne of the nine acknow edgenent
sequences can be received correctly. If decision block 502 determ nes tha~i
an acknow edge sequence 174 has been received, decision block 504

‘determ nes whether the transmt buffer TXDATABUFF nust be filled with data
from TXBUFF., I n bl.ock 502, the flag FILLTXBUFF, if set, |nd|cates TXATABUFF
needs to bedFtFN&§Qﬁ&f‘#ﬂwfﬁﬁﬁﬂﬁ!% tPoReFREDEFOL| ANy Scknawl ef9® cknow edge

nust be anah;mdwdmwﬁwohuf:bm sbe(paeket thbndmmffn When set,
acall to SHUEEéef not needed UETX nust be .

done. FILLT®8 gj“ﬁ's“sje‘f"ﬁh WI‘? FBF"FFF%WS%E‘FHFB’ thew to
initially fdhltaT}ﬁle‘af cthe hdatarburdst dabtr transiiPERIABRKE nust be

| oaded, blo Jm.ned by bl ock 502

to be set) géé'c%%lc?n %@%égggﬁn‘ﬁgsgvﬁg%ﬁg \ﬁﬁe 3&% %e

acknomﬁedgennssbag@:!HFQRﬂﬁtwlhxeuecgipﬂdv(&quSOMMVﬂdﬁnnrﬁu|on by
testing the ﬁg Jy @gkrg rhaeah%tgﬁgmgyégggenessage 170

' to pro ce use

cannot be deco rna lon re ng receive status,

there is no‘hﬂmﬁ} Re W%?’DEM#BEEHEB flove tp&ﬁ(eﬂsi!n t he
| ast - t r ans mploiyad fd3tias e 160 EoGURes! Y1andieherefore, the entire

, Decision block 502 checks to see vhether an S

acknowledge meésa§e 170 has YQt been reéeivedifrom
DEM 56. As discussed previously, the DEM 56
transmits an acknowledge message 170 in reeponee to
each data burst 150 transmi?téd by the DOM -- this
acknowledge message 170 indicating which data o
packets within the burst were successfully received

and which packets were not successfully received. A

flag called RXDONE is set by the microprocessor
within the DOM when this acknowledge message 170 has
been received. Decision block 502 simply tests the
value of this flag. If no acknowledge message 170
has been received, control steps jumps to block 518 R

(FIGURE 11B) where DOM 52 procegses data packets to

be transmitted. :

As the acknowledge message 170 is received, the

DOM uses conventional error checking technigques

(e.g., cyclical redundancy checks on the CRC fields

contained in acknowledge message 170) to determine

if the received acknowledge message is "valid" --

meaning that ite content can be understood by DOM.

As each acknowledge seguence 174 is reéeived,'its

validity is checked. - Large amounts of noise:on'the

" RF channel might, for example, so corrupt the



49 data burst contained in TXDATABUFF nust be repeated. Block 510 sinply
sets the REPEAT fields in the data burst preanble to indicate that the
burst. is. an exact repeat of the last-transmitted burst. If block 508
determ nes that the acknow edge. signal can be decoded, a routine SHUFTX is
called (block 512). The SHUFTX routine qgglyes t he acknow edge signal to
detefmine which data packets in the last burst were incorrectly received
by .DEM and "shuffles" these incorrectly received packets to the "top" of
t he TXDATABUFF so t hat they will be retransnmitted as part of the next data
burst. A flowchart of this routine is shown in FI GURES 12A-12B. Briefly, '

t he ti SHUF | o d T ' ' d i
he | ast burst vASRorsscRls wRAR U oI TG rEEEIVER B° pRU bR O RACCT L

gi ven packet nayPRM capagteflerads Ahe|neceivedhmesgageptfosdeterminery
need only recei vghdes Saty PR tE Nive PeskBR febeRt.! ¥ ANOLIUF SELdy,
recei ve the packet &sin iE% iscards all jncorrectly received packé?s).
The routine SHUFTXl'ﬁélﬁﬁég . A% PehPYEOM: 2I§5p§b°ﬂﬁ?§ﬁﬁer | oop is
controlled by a chegkingnifunctionipdrfsrnéddohoakgepeivaegk of whether al
uni que packets in_the llasf transm ssi aye ,been tegted fQr correc
reception. The i Rfi&PC% éaaﬁjﬁ%ﬁﬂfﬁ%’gg%?r%??@ﬁ'ﬁﬁsaibP%Er ?xﬂi?ﬂﬁierl
--- Wwhich i s’ usedano sueee satuid yibendebeded| tooyteldenseful a packet
transmtted seveqale thflRdd' (fiag WALIHZRER 13/ ABe"Ret AR Lepdey. Tor

correct receptio. , . _
Any one of the nine acknowledgement seguences can be

L . received correctly. .

If decision block 502 determines that an
acknowledge sequence 174 has been received, decision
block 504 determines whether the transmit buffer
TXDATABUFF must be filled with data from TXBUFF. 1In
block 502, the flag FILLTXBUEFF, if set, indicates
TXDATABUEF needs to be filled with new packets from
TXBUEF. 1f not set, an acknowledge must be analyzed
and possibly shuffle the packets in TXDATABUFF.
when set, a call to SHUFTX is not needed. When not
set, a call to SHUFTX must be done. FILLTXBUFF flag
'is set mainly for first pass through XDOM to-

- initially £il) TXDATABUFF for the first data burst.
1f TXDATABUEF must be loaded, block 506 clears
the RXDONE flag (which was-defermined by block 502
to be set). Decision block 508 then determines
whether the #eceived acknowledge message 170 can be
‘used to provide useful information by testing the
value of the VALID ACK flag. |

1f the acknowledge message 170 cannot be
decoded to produce useful information regarding -
receive status, there is no way to tell whether DEM
received the data packets in the last-transmitted
data burst 150 correctly and therefore, the entire



50 The first step in the routine SHUFTX is perfornmed by bl ock 602, whi ch
.initializes a pointer called NEXT FREE and sets outer |oop counter J to the
value 1. Block 604 then clears a "DONE" flag and sets the value of inner.
Ioop counter | equal to the value of J. Block.608 then determnes fromthe
recei ved PACKET RX STATUS field 176 (stored i n RXDATABUFF 312) whet her the

‘I'th packet in the last-transmtted #%rst was correctly received. In the
preferred enbodi nent, the acknow edge signal (which is PACKET RX STATUS
field 176) is analyzed all at one time, and its contents are stored in a
table called CRCVAP (which in the preferred enbodi ment includes a bit for

each of the_ 16 packets in D ef if the corresponding
packet was 86 ftr e°c°éf%€“ id"ﬁ‘s Sﬁﬁgbépg ﬁggt ® Bl ock 606 in the .
preferred enrbmblaltad reBlroe)ve.’leMimplyruthouhabmmmtdm status for
the I'th packet a CRCVAP. If this
retrieved bF’F‘ |tg‘%sytlec4t %:dz(-:éoére %? aniéécg?ﬁsqﬁ‘&tt d to be -
retransnit t Buratd ishaniexact Xepeat cof (theckastorradsmittiest, the SHUFTX

~routine. det gypghes whet her the incorrectly received packet mght have been
transnmitted nore _than once in the last transmssion and correctly received

at |east once by ISERLoER QR detarmines thatckheiackmowlesges the val ue of
l'oop count egpilgnial 'da BETkEEcsded ] dUBoREEKE! SHU?'I’kh‘is' %%tzhter@nsm ssion in

e o KB R 135, ke e bt has caphatrenc by 1 P!

. acknowledge signal to determine which data packets _
in the last burst were incorrectly received by DEM, -’
and "shuffles”. these incorrectly received packets to
the "top” of the TXDATABUFF so that they will be
retransmitted as part of the next data burst. A
f£lowchart of thia routine is shown in FIGURES
‘12A-12B. S : : ' SRR . . <
_ Briefly, -the routine SHUFTX must determine |
‘whether each unique packet transmitted in the last

~ burst was correctly received at least once. As
mentioned above, a given packet may be repeated
several times in the same burst -- and DEM need only
receive one occurrence of the packet correctly to
correctly receive the packet (since'it discards all
incorrectly received packets). '

The routine. SHUETX includes outer and inner
nested loops. The outer loop is controlled by a
loop c°unter'J, which is used to keep track of
whether all unigque packets in the last transmission
have been tested for correct reception. ' The inner,
nested loop is controlled by another loop edunter I
-~ which is used to keep track of whether?i11
occurrences of l-packet*transmitted=§ev§ral’times in
the last transmission have been tested for correct

reception. -



51 received. Decision block 614 then determ nes whether the new val ue of |
is greater, than N. the total nunmber of packets in each data burst. If | >
N (where N is the nunber of packets in each burst -- 16 in the preferred
enbodi nent), then there are no femining gﬁcurrenceS”of the packet to
check,® and the packet nmust be retransnmtt®d. In this case, block 616 sets
the DONE flag, transfers the Jth packet to the "top" of TXDATABUFF, and

t heq i ncrements NEXTFREE (the pointer into TXDATABUFF) by 1 so that this
poi nter now points to the next free location in TXDATABUFF. |f deci sion

bl ock 614-deterninesIﬂfﬁetff**epgggﬁcihytﬁgcggwgi (ggﬁrfﬁsikransnitted'

nore than once and that an %ddltlona' occurrence. of the rncorrectly

recei ved packet mBeEArmRd by Rleck 60Recwbicho inditdad ireanat pednteryas
correctly recei ve@al¥eW'NEXT OFRED! ah@! 8888 bUter0UodPcédwntsz! ¥zeot he
ecoived packer (SHRCAIS thre PLagk60% thep c15Ap i DONE", 108, of
the test of decisiamd Metk i€ valael of) infieirclviope cqumte NI ceghadl to
proceeds to bIocktg%p A@u{ﬁbfrgrenents the value of J by one (in

preparation for exam ning the reteive status of another unique packet
transmtted in the | asBlRak eAf sthenDdeterminegiso fircdp thietrecedvednhet her

the receive stal Uppied IRXHNPUSILLELA 196! (gebasia U RATARDFYS Doon

checked (preferably by conparing the t he nunber OT “uni que
packets in the | a?&&)at‘ﬁ‘&ﬁ?%&")%‘?flﬁm pParkgtcipatha dantctransnisted
checked, the flagpudt¥Aldfcorrectly received. In the preferred
- . embodiment, the acknowledge signal (vhich is PACKET
RX STATUS field 176) is analyzed all at one time,
and its contents are stored in a table called CRCMAP
(vhich in the preferred embodiment includes a bit
for each of the 16 packets in a burst, this bit
w - being set if the corresponding packet was correctly
received and is otherwise unset). .

‘Block 606 in the preferred embodiment retrieves
the information about reception status for the Ith
packet in the last-transmitted burst from the table
CRCMAP. 1If this retrieved bit is set, the
corresponding packet does not need to be |

( retransmitted and the done flag is set {(block 610).
Otherwise, the SHUFTX routine determines whether the
;ncdrrectly received packet might have been -
transmitted more than once in the last transmission
and correctly received at least once by DEM 56
(blocks 612-616).

Block 612 increments the value of loop counter
I by the number of unique packets in the last
transmission in order to locate the next occurrence
- {1€ there is one) of’}he packet determined by
decision block 608 to have been incorrectly



52 is set (block 624) to indicate that the TXDATABUFF buffer 306 is ready
to be filled with new packets from TXBUFF -- and program control returns to
bl ock 514 shown in FI GURES 11A-11B. Program control returns to block 604 to
check the receive status of the next (Jth) packet if decision block 622
deternines there still are unique packets which have not yet been checked.
Referring now once again to FI GURBS 11A-11B, after program control returns
fromroutine SHUFTX a deci sion block 514 deternines whether there is any
additional data in the present nmessage which has not yet been transmtted
(e.g., by testing-the value of a pointer whi ch- points into TXBUFF 304 and

which is incre ed ket transferred fromthat buffer to
TXDATABUEF SR V' ’#T aﬁfcgai § a5k, B14 ner ¢ eke anfﬁg cal l ed ALL DONE -
is set, thﬂaéﬂﬁm nthei newovalae of tIo id yYrenter rﬂssugn,tuhehe user that
hi s nessa e t,ra ft e FLLLTXBUFF i s
¢l ear ed (Qf%{@g ﬁ‘g@‘ge% PRctsth s ?é'rpt% “ﬁ‘%a% LA S TR ¢ 55 1t oo
is full (NgvwheyetNsisnghel bumkea-of papkets mxmirmwﬁus met full, a
routine ¢ T C aghpo t he TXBUFF
register ai+e£1% ?tl ngfg§$§gk?2%d—b%§8%q}%? ﬁ?\%?négg?%n %EI glgk 520). A
fl owchart zﬁm4$mﬁnvLe¢kur§sppme|q£sﬁhgmpq et dmecheckRoandne FILLTX first
sets up 't eﬁéetﬁﬁsv{nb@h:&@ﬁr&n&ﬂ&a hexJWABHEEeSOG (bl ock 702).

Deci si on - 704 _then deternlnes whether 1t |s possible’'to transmts any
as-yet - unt kﬁﬁ#h?%@d'fF'e e QOND fiag, kranslers the J& data burst. in

t he ‘packet to the "top of TXDATABUFF, and then
increments NEXTFREE (the pointer into TXDATABUEF) by o/
1 so that this pointer now points to the next free .
Iocation in TXDATABUFF.

1f decision block 614 determinee that the
incorrectly received packet'was_trnnsmitted more
than once and that an additional occurrence of the ' -
1ncorrect1j received packet may not yet have been
checked to determine whether it was correctly
_received ‘program ‘control returns to block 606 to
analyze the acknowledge signal with :espect to
another occurrence of the incorrectly received
packet (since the done flag has not yet been set,
the result of the test of decision block 618 is

- false). Otherwise, program control proceeds to
block 620, which increments the value of J by one
(1n-prepa:a£ion for examining the receive status of
another unique packet transmitted in the last data
burst)

Decision block 622 determines whether the
receive status of all unique packets in the last
data burst have been checked (preferably by
comparing the value of J with the number of unique
packets in the last data burst). If all unigque
packets have now been checked, the flag FILLTXBUFF



53 preferred enbodi nent, block 702 conpares the val ue of pointer NEXTFREE,
whi ch points to the next free location in the TXDATABUFF register file (and
was set By the SHUFTX routine, block 616 of FI GURES 12A-12B). NEXTFREE is
conmpar ed «t 0 NEWPACKET. NEWPACKET was sent by DEMin.the acknow edge nessage
in the NEWPACKET field 184. ‘Wienever N REE i's | ess than or equal to
NEWPACKET t here remai ns at | east one addi TTonal uni que packet which nust be
| oaded i nto TXDATABUFF 306 before the next data burst. 150 can be
transmtted. If at | east one new packet nust be provided, the routine

FI LLTX agtenpts to fiII the enpty packet(s) with not-yet-transntted data
(e.g., with "new é 1{)&99'&2?5‘ Qbofkdighdeiﬁi@ R HSATKBYFPUS| Y
untransn1tted packets can e transm t next data burst, decision

bl ock 706 det er i PaE ST ING ’a?nyrﬁEWpEBkEsté}r‘Sf’ with,new, Rackets o\
packet exists, ong @ﬁsuttrmwvaﬂaOpﬁagran conteadegetidns HBIBLEEK i nto

DOATABE 30 (hg%t 4 Shd i FIGVREEIM A8y db <o o el nce & user
message can be of any Fidgramycortgbd petutisstocbldock €0# ko acliéckyt e
T TXOATABURE 306 HRe g eave  $ERRRELhR ERICRARET RNy BRHRE S0 SO0
transferred back wedisicdn 2liockh622 determines \ﬁhctrleerstlitlli appsenigeet o
transmt any addi ¢ gl #nFlR RAVETABE V8T beh chHaie data packets in
t he next databurs

' Referring now once again to FIGURES 11A-11B,

\_ - ~after program control returns from routine SEUFIX a
decision block 514 determines whether there is any
additional data in the present message which has not

' yet been transmitted (e.g., by testing the value of
a pointer which points into TXBUFF 304 and which is
incremented as packets are %ransferred-ffom'that
buffer to TXDATABUFF 306. 1f all data has been
transmitted, a flag called ALL DONE is set, the
terminal is controlled to display a message to the
user that his message has been successfully
transmitted, and the flag FILLTXBUFF is cleared

 (block 516). . o -

‘Decision block 518 then determines whether:
TXDATABUFF is full (e.g., by testing FILLTXBUFF
flag). I1f TXDATABUFF is not full, a routine called
FILLTX is called to load packets of data from the
TXBUFF register file 304 in to TXDATABUEF 306 for
tfﬁnsmission-(block 520). A flowchart of the FILLTX
-routine is shown in FIGURE 13. - o

Routine FILLTX first sets up its own pointer
which points into the TXDATABUFF 306 (block 702).
Decision block 704 then determines whether it is
possible to transmit. any as-yet-untransmitted (i.e.,
"new”) data packets in the next data burst. In the



54 On the-other hand, if TXDATABUFF 306 is not filled, the variable
NEXTFREE is incremented by 1 (block.712), and programcontrol returns to
~decision block 704. |f decision block 706 deternines there are no new
packets to transmt or bl-ock 704 determines that it is not possible to
_transmit any (or any additional) agPyet untransn1tted data packets in the:
next burst, decision block 714 det &“m nes whet her the required nunber of
packets (e.g., 16 in the. preferred enbodinent) are ready to transmt. If\J
at least 16 different packets are stored in TXDATABUFF 306 ready to
transmt, no packets need to be repeated and control returns fromthe

FI LLTX rouhﬁ%g!&.et eonlﬁbéagm%BtFl g,l_lglé‘* %%P%ng%é'w gleock 714, on

t he ot her rmnes that "an insufficient er of uni que packets

exist to fSMReinEer MEXTERES,  wiicl: POATE® Ap (the DASLEFRE: ont packets.
as nmany ti mmmcgﬁseag TRDATARUEF ﬁiwrfpiepéﬁkate.squal to N

L LLTXBURF TPy THae  FEHE T Foutiae H1agk GF6 PEEIOVBERol nt 1o the | ast
| ocati on |Q2ﬁﬂ]ﬂﬁ$ﬂf¢NBﬁEFk£Elad wdﬁpgteﬂutbrNEWE&cxthlQUE PACKET hol ds
Val'te of pOTRNCRES: ERESnpie, B Blay W W4 fbSifedan mamgaseor = 1"
packets) lin NERERRERP ACKETs £imlldn 184 cqiiltienever hExEEREEOIGoples t he
“bot tontoft TbATIERFRr  SHgh- to NEREARES e FETHmA SRR WE 1 [ 0, 41
t hen checkse#st mmeangld&&dpmdnsanqmmeclm% m&bdmust be
loaded into TXDATABUEF 306 before the next data W)
burst 150 can be transmitted. -
If at least one new packet must be provided,
the routine FILLTX attempts to £fill the empty
packet(s) with'not-yetrtranpmitted data (e.g., with
"new” data). :
1£ decision block 704 determines that
previously untransmitted packets can be transmitted
in the next data burst, decision block 706
determines whether any new packets exist. If at
least one new packet exists, one packet of new
information is loaded from TXBUFF 304 into
TXDATABUFF 306 (dotting pattern is used to £ill up
this packet in TXDATABUFF if there is insufficient ~
new data to do so ~- since a user message can be of |
any arbitrary length and thus need not be on a 16
byte boundary).
Decision block 710 then determines whether the
data burst stored in TXDATABUEF 306 is filled. 1If
the burst is filled, program control is transferred
back to block 704, which determines whether it is
possible to transmit any additional
as-yet-untransmitted (i.e., "new”) data packets in
‘the next databurst.



If still additional packets are needed, block 720 copies the next uni que
packet fromthe top of TXDATABUFF (if such a uni que packet .exists). This
process continues until the nunber of packets stored in TXDATABUFF 306 is
equal to N -- each uni que packet” being copied x tines before any packet is
copied x+1 tinmes. Wien decision block 718 determ nes that no additional
packets” are needed to fill TXDATABUFF 306? rogram control returns to the
routine XDOM begi nning at bl ock- 522 of FI GURES 11A-11B. Deci sion bl ock 522
determ nes whet her a preanble 158 or a subpreanble 160 is to be
transmtted. A long preanble, it will be recalled, is transmtted at the

begi nni ng of each new S I r AR V. t a formt
is to be changed. Jf,26%rggﬁbﬁgﬂfg8iﬁgagonghégﬁﬁyﬂgﬁggkﬁ§34r?o$§%ts t he
data in register THRRERABUHIe3VBTABElep NEXTIFREE d & cineremented byndl e, and

control's the transgejyex ?Pz??giﬂd;g%giﬁdﬁidHhﬁﬁEi(¥ﬂ€hf%%5€o(&@g§§ibﬁ now
contai ned i n TXPREAMBUFF_308 and TXDATABUFF 306). Decision block 526 then
det er mi nes whet herP}®EXJ2®4%-in the data burst being transmtted has yet

been sent. If the dat'_ajfra_gagr'gs5hoglbamqpa/_gemm,ﬁ@dthpfegggm gantrol
Gat a packet s have Y RRGKBEENtP, BRERRRLE] O ERICIAOE S tEFEieng that
transcei ver to bedgith isanstipbsedbliec tendtransmmins wge (ddO\Mngi el d 156.
o0k 530, 1hen | ESyda R gt K5 SR ALl IR RO TR
56 next burst, decision block 714 determines whether
U the required number of packets (e.g., 16 in the
preferred embodiment) tre'reidy to frdnsmit.
1f at least 16 different packets are stored in
TXDATABUFF 306 ready to t:ihémit. no packets need to
be repegted'and control returns from the FILLTX |
» ~ routine to block 522 of FIGURES 11A-11B. 1If
| decision block 714, on the other hand, determines
 that an insufficient number of unique packets exist
to form a full data burst, blocks 716-720 copy the
different_patkets as many times as necessary to
result in a number of packets equal to N (e.g., 16
in the preferred embodiment). .
Block 716 first clears the FILLTXBUFF flag, and
‘then sets a pointer UNIQUE PACKET to point to the
last location in TXDATABUEF 306 filled with a data
packet. (UNIQUE PACKET holds number of NEWPACKETS
DEM will accept.)Decision block 718 then compares
the'value of pointer NEXTFREE with the value N (the
required number of packets). If NEXTFREE is less
~ than or egual to N, block 720 copies the “top"
packet stored in TXDATABUFF to the first empty
locationlgt the "bottom" of TXDATABUFF, and |
‘increments NEXTFREE by 1. Decision block 718 then
checks whether any additional packets are needed.



the receive state. Qtherw se, programcontrol returns to XMAIN. As
ment i oned previously, the FIGURE 10 routine XMAIN cal |l s routine XDEM when
the transceiver acts as DEM56 (i.e., to handle received data bursts). TFhis
XDEM routine is executed by DEM56 (i.e., a transceiver acting as a
destination nobile). The XDEM rouSiSne wi Il now be described in connection
with the flow charts set forth in FI GURES 14A- 14B. Deci sion bl ock 802 first
tests whether a header (preanble or subpreanble) has been received by DEN
58, stored in RXPREAMBUFF 310, but not yet analyzed. If a header has been
received but not yet analyzed, decision block 804 detern nes whether the
header is If/a8%t42 (edgitiopaénmaﬁﬁqtg e credsd osbheekp@2Porning error

checking)cgéfébetﬁgCﬁb*Qdugg gfgﬂ fhe degpsben bl ock 806 tests -
whet her the ea er S preanbl e 158, an it extracts and

anal yzes tHeP Foﬁ#fh!“ﬁhe&wﬂméiHﬁ<Rﬂ9k£k»°x4!ta recePd&d valid header
i's ? sgbpr;ﬁacs@él slaenturhee@pmagz asiuhdﬁmmfzeﬁ]tbdensta%ltaetea the header -

cont ent's e makes ,use, o e subpreanble to reacquire

| ost synch’fl %ﬁh{}%ﬁ‘o%@é ﬁf) | "gigﬁgf erred to decision

bl ock 810. piiﬂcetlbeinbocbpahﬂ dettd:memd:ewm mnyapdcketbilsst 150 has been
recei ved g UFF (e.g:., by deternmining if a conpl ete data
burst is ﬁ%ﬁﬁ&égﬁingg ‘nmust nom/be anal yzed). If a burst is currently
bei ng received Whenddeaioémy&thcét Iuajaetemmegltbgt fiol e PKBUFF 314
(since in H@i@iéﬁﬁl%ﬂc&@@h@hcéﬁ& te fif‘i‘%ﬁ%ﬂsﬁﬁo this 57

306, program control returns to the routine XDOM

beginning at block 522 of FIGURES 11A-118. ~
Decision block 522 determines uhether a

preamble 158 or a subpreamble 160 is to be

transmitted. A lonq preamble. it will be recalled

is’ transmitted at the beginning of each new message o

and also transmitted whenever the data format is to
be changed. If a preamble 153 is to be sent._block
524 formats the data in register'TXPREAMSUFF'SOB
appropriately to contain the preamble. and controls
the transceiver to begin transmitting the data burst
(which is now contained_in TXPREAMBUFF 308 and
TXDATABUFF 306). o
Decision block 526 then determines whether the /
data in the data burst beinq transmitted has yet
been sent. If the data transmission is not yet
completed proqram control returns to the execute
routine XMAIN shown in EIGURE 310. If ‘all of the
data packets have already been transmitted block
528 controlz the transceiver to begin transmitting
the end of : »ssage (EOM) field 156.
‘Block 530 then tests whether the entire data
burst has been transmitted if burst transmission
is complete. block 532 sets up the transceiver £or



register file only when a conplete data burst is stored in RX DATABUFF
312). On the other hand, if a data burst is not currently being received
i.e.,. RXDATABUFF has a data burst init, it is necessary to analyze the
contents ‘of RX DATABUFF 312 for validity, and transfer valid data packets
into register file PKBUFF 314. These t ks are perforned by routine
INPBFF which is called by block 812 of FIGURE 14A. A flow chart |INPBFF is
forth in FI GURES 15A-15B. A pointer NEXTFREE is initialized to the
vaI e of 1, and a flag called DONE |s cleared (bl ock 852). 'Decision bl ock

854 t hen detern1 fﬁ mheth r thg gON set |f the l-ag i s not
set, a data packe ﬁnfﬁ?ﬁ PrRYESUFF Qﬁﬂﬂgﬁﬁgffw'%& ﬁ? on of
bl ocks 856-864. PrethensNEXTRRAEN. S used to poi nt into PKBUFF 314, NEXTFREE

poi nts to PKBUFF, and d RO aYalalo Fialy)

packet in PKBUFF. Demélgoir'\‘gg% f(‘LgSB ar e?\mhe vaﬁ‘% *\E)ﬁé%ﬁ& to the
si ze PKBUFF regl§ﬂ§hlﬂl¢918!4toytiaeoﬂ$ﬁNBMh!ns#hﬁu##ﬁ#ﬂﬁ#iﬁcrdac&spackets
PKBUFF can hol d tgg dskERr §6N¢1aet, he% Hat i d Sty %pﬁggﬁuﬁgegzxwl thin

the register file to load . into it a data packet contained

DATABUFF 312. |f Fhisf¥PEMcRputinee isenecutiac by REN 3@ (1 ee. 384,

program control Iﬁriﬁaeeieéi-edcten@e@asl.pradadaqhﬂf&a HWoPLke§O8 Thes the
bit pointed to by, FREEﬁfrom e PBVAP. I\/AP i S g#blt ngéth 1 bit

for every packet I LRREE S ngeng eny
recei ved packets wtlthhthnvﬂbveohwwisfﬂtr dbn‘mm:RmFlu-RKBUFF

vhen routine | NPBFF | spiLighogabhad ‘doF et tedthUndentkd hiSddy o'

| ocati on of an unrecele
N, (preamble or subpreamble) has been received by DEM

58, stored in RXPREAMBUFF 310, but not yet
‘analyzed. If a header has been received but not yet
analyzed, decision block 804 determines whether the
header is "valid"” (e. g, by’ analyzinq the CRC bytes
N and performinq error checkinq) If the received
header data is valid, decision block 806 tests
whether the header is a preamble 158, and if it is,
it extracts and ;nalyzes the data from the preamble
(block 808).
1f 8 received valid header is a subpreamble
_ 160, microprocessor 74 typically does not need the_
U ' header contents (although interface 92 makes use of
the subpreamble to reacquire lost synchronization,
for example). Control is thus transferred to
decision block 810. ' '
Decision block 810 determines whether a data
burst 150 has been received and is in RXDATABUEF
(e.g., by determining if a complete dota burst is in
RXDATABUFF and must now be Analyzod) - If a burst is
currently being received, no data can yet be loaded '
into register file PKBUFF 314 (since in the
preferred embodiment, data is transferred into this




packet. .DEM "knows" that the first packet in the current data burst from
the DOM (i f the packet was received correctly) should be placed in the
first enpty" location in PKBUFF, which NEXTFREE is pointing to. For bl ock
860, if the PBVMAP bit which corresponds to NEXTFREE = 1, then that |ocation
in PKBUFF is already filled with a data packet, so NEXTFREE is increnented
- and the bit corresponding to NEXTEREE is retrieved from PBVAP. This process
continues until NEXTFREE = the size of PKBUFF (i.e., the nunber of data
packets PKBUFF can hold) or until a bit in PBVMAP = 0. The DEM uses PBMAP to
keep track of the valid packets that are placed in PKBUFF, and where in
PKBUFF t he packets are | ocated, wi thout using any packet nunbers for the

" packets. - | ¥eghetprt £ideppmiy phen cal completE dwtEEbuEstcd® the DONE fl ag:

862 is set.te:badmam MAW'?I??S Séﬂcﬁaéoét.ﬁir' ?ﬁﬁh 11@“@ packet,

and the packet will go into the location pointed to hy NEXTFREE. O herw se,
poi nt er NE%#FREE“’P§ ¥ RSk RUXFeRtLY (BeiRY Bﬁﬂfiaﬂﬂ Blﬁbks 854-864 are

execut ed aRRDATABUFET hhlaowis&? Ws?rsnexepundueae%Ma\t ntil EITHER -
(o, al 1EPopaatyRe Eheomsnsenis o Rk PrEREOEE 3320 Fomics 1 on bl ook 866
then testsvai¢tiity,t aad doainete xiavel tdndatacpackelisn iREcDATABUFF 312 is a
et DRSS Ry, by SLAPV dming bl M o e FECAT
not a repeperfohmed by routine INPB F. which is called by
block 812 of FIGURE 14A. - B
A flow chart INPBEF is set forth in FIGURES _ o/
15A-15B. A pointer NEXTFREE is initialized to the .
value of 1, and a flag called DONE is cleared.(block
852). Decision block 854 then determines whether
the DONE flag is set; If the DONE flag is not set, o
a data packet within RX DATABUEF 312 is annlyzed by o/
execution of blocks 856-864.
, Pointer NEXTFREE is. used to point into PKBUEF
314, NEXTFREE points to PKBUFF, and indicates the
bit in PBMAP corresponding to the packet in PKBUFE.
Decisfon block 856 compares the value of NEXTEREE to
the #ize PKBUFF register file 314, size of PKBUFF is
the number of data packets PKBUFF can hold to ' -;)
dgtgrmine_uhether there is enough storage space
within the register file to load into it a data
packet contained within RX DATABUFF 312. 1f
insufficient space exists within register file 314,
program. control is transferted to decision block
866. Block 858 gets the bit pointed to by NEXTFREE
from the PEMAP. PBMAP is a bit map with 1 bit for
every packet PKBUFF can hold. PBMAP keeps track of
the correctly received packets which have been
transferred from RXDATABUFF to PKBUFF. -
When routine INPBFF is first called, it checks



vari abl e UNI QUE. PACKET is set to the value of NEWPACKET. NEWPACKET is a
poi nt.er used to indicate the nunber of new previously untransmtted DATA
PACKETS DEM can accept in the next data burst, unreceived data packets
stored i RX DATABUFF Bl ock 870 -then cl ears NEWPACKET;- and initializes the
val ue of a loop counter | to 1. Loop counter | controls routine | NPBFF to
execute the sequence of steps contained W& hin an outer |oop of the routine
once for each different (i.e., non-repeated) data packet contained within
RX DATABUFF 312. Decision block 872 then conpares the val ue of |oop counter
I"with UNIQUE PACKET. If | is less than or equal to UNI QUE PACKET, packets
remain to be IoadggggkoglR?éD?TA UFE 312 into register file PKBUFF 314 --
and- an i nner | oop t &P 33pg Hhe flnehdecatien \of ancunrecsived: er

and a flag cal | edppekieti.s DEMar&shoWs"otiha¥/ Khe LODPstopatRetIihstheed as a

ointer into RX D ' rtiqul o} pLs.t0 repeats_ of an :
Pnl:'or r ec!t | y-recei éggﬁggga&éﬁgkgpq"w t’t}%é‘.‘ :ﬁt%qgg&%sﬁﬁtpggﬁehwg@, t hen
PKBUFF has no roorefedvedy cearactiietmhould lon qpla®BiEin| thesfirist 862 i s
checked in 854 and @dal gofcl'rtgtoncthp!gﬁufﬁw%%%zﬁgkgggggc E flag

checked in 876 chec not her search i nstead -- y received
dat a packet was fPeABtiBGh&Pwi se,. so long as J is less than or equal to N

(the nunber of data pagee! Bl 860, 72X (Nl ARG 32} ¢mien tested for by
015150, Lehichebo. i PRS- hvn o e i s
878) and tested tpKBUFF Hs alreadst fillemk with a data packet, so
N NEXTFREE is incremented and the bit corresponding to
NEXTFREE is retrieved from PBMAP. This process
continues until NEXTFREE = the size of PKBUFF (i.e.,
the number of data packets PKBUFF can hold) or until
| a bit in PEMAP = 0. . | |
o . The DEM uses PEMAP to keep track of the valid
packets that are placed in PKBUFF, and where in
PKBUFF the packets are'located, without using any
packet numbers for the packeté. '
1f the bit in PBMAP pointed to by NEXTFREE is
- zero, the DONE flag 862 is set to indicate that
PKBUFF has space for at least 1 data packet, and the
U | packet will go into the location pointed teo by
NEXTFREE. Otherwise, pointer NEXTEFREE is
incremented by i_(block 864) and blocks 854-864 are
" executed again. - . . . o
- After blocks 856-864 are executed repeatedly
until EITHER AN EMPTY LOCATION IN PKBUEF is found
for a packet or NEXTFREE. > PKBUEF size (i.e., all
'lccations in PKBUFF have valid data pickets);
 decision block 866 then tests whether the received
data contained within RX DATABUEF 312 is a repeat
(this test performed by simply testing the value of
the REPEAT bytes within the received data burst).



880) in order to deternine whether the Jth data packet was correctly
received. If the Jth CRC map bit is not set, the Jth data packet was
incorrectly received, and in the preferred enbodi ment, it is next -
determned if this packet was repeated in the recelved transm ssion (since
a later repetition of the sane data packet mi ght have been correctly’
-received). Loop counter J is incre®@nted by the value of the variable

UNI QUE PACKET (bl ock 882), so that it points to the next occurrence wthiy
RX DATABUFF 312 of the sanme data packet (if another occurrence exists).
Deci si on bl ock 876 then -determi nes whet her the new value of J is less than

or equal tq since if J.i eater than N, there are no_nore occurrences
of the sanﬁgé‘& e hereiveg gé%t' gﬂ’é& t A ngt B 1XORPREgcthBssage 170 nust

be sent by \JEHABBléoUmUEZPAemﬁu;ggdﬁauotﬁwaﬂ],aegagket be ]
retransmt an Cl Sl ONn C rm nes t hat
the Jth datt’g%%gﬁﬂ' }‘?ﬁ?&e’gﬁ& B & RP t%‘he bpse Eﬂ g@"? (bl ock
883),- t he Jtine dammbeuckét new mwslw-rlqd untraien DEES8UDKTAL 2 to PKBUFF 314
(Dl ock 884)pgexkts bEAD han.eeeB%B%F U H bl BEERENEE. apd. 2 o

a data

'correspondlng to ruc ure call €4 PBVAP is set

(bl ock sse)metmsimma&at mﬂw@a @toned lbeoﬂxobmawaie&\mah valid data
packets havgydoeres! 0184 rs"NEWPASKETS' ofri équfiﬁlﬂ) F.hhf vallfePONE flag

is set or J is greater than N_ decisi‘on bl ock 876 trans grogran1control
to deci si orP%Ich@BB8°°BB&P§| dnt dok FMPR £LQUNtRE ¥aFEBLEP1Mhe DONE fl ag

to determ neoWbLAGCINPBFFato exebhut¥d the BapkeSSe 6ENBLEPHE Tl ag was

cleared by bIntbined within an outer loop of the routine once. QJ
for each different (i.e., non-repeated) data pncket
contained within RX DATABUEF 312. |

Decision block=872.thén compares the value of
loop counter I with UNIQUE PACKET. If I is less
than or equal to UNIQUE_PACkEI; packets remain to be <
loaded from RX DATABUFF 312-1nto-régister file '
PKBUEF 314 -- and an inner loop counter J is
initialized to the value of loop counter I and a
flag called DONE is cleared (block 874). Loop
counter J is used as a pointer into RX DATABUFF 312,
and in particular points to repeats of an
incorrectly-received data packet.

If the DONE flag was -not set in 862, then
PKBUFF has no room for any data packets. However,
DONE flag set in 862 is checked in 854 and signals
"f£irst check of PBMAP is finished. DONE flag checked
in 876 checks another search instead -- that a
correctiy received data packet was found.

Otherwisé, so long as J is less than or egqual to N
. (the number of dati-p;CRets‘stored in RX DATABUFF
312) (also tested for by decision block 876), the
map bit result of the CRC test previously performed
with respect to the Jth data packet is retrieved



874). If the DONE fl ag was set at decision block 883, the Jth data packet
Is valid (i.e., correctly received). |If decision block 888 determ nes that
the DONE flag is not set, then block 890 increnents the variabl e NEW PACKET
(used to indicate the nunber of ‘previously- untransn1tted dat a packets which
can be-accepted in the next data burst tra@osm ssion). Next, the pointer
NEXTFREE is increnented, and the DONE flag is cleared once again (bl ock
892)._ If NEXTFREE is |ess than or equal to PKBUFF size, then PBMAP can
still be checked to determine if PKBUFF can accept any nore data packets.

If all bits in PBMAP have not been checked, the PBMAP> bit corresponding to
t he poi nter NEXTFREELpckt 8383dand. tesded ko \wes [if it imssett {(bladkcat i ng
that the correspongggy kaca&aee 8 BéEdrniald Safvener [the SelVadeyal | 4

previously received dataEBac et REE I's increnented i VAP b|t
correspondi ng to NEAGRRECWAS EBF’PEN&&(%&RE vegh t hat bl ocks 894-898 can

search for the next enpgy thiraﬂ.ﬁ tmaww Bit reagi xﬁ&@hét' etRé4ItiN@ata
deci sion bl ock 89B |Oﬁ es the next e tora (gﬁg g@ PKBUFF (as
tested for by deci BRGKSH ¥R 4BEPErecEiy geqeiiPds and B tRR 002), and
deci si on bl ock 894preﬂasfedsembogimemmnnunouewnditxﬂefiﬁhxnedhifhthis

I ncrenments | oop ¢ O 6O t 0, deci si on

bl ock 872. At somsggélﬁéf' w? 5‘@% E??rlg' qﬁ’c %é‘gi%béﬁ%%'ﬂlﬁﬁ °8o that
it exceeds the nunbeinge enlq&erpaepanitmqnunﬂtth:isamerﬂataspadkea bur st

(i.e., the var'ab'ﬁh bl #E\EBFg%%éav%éméé‘Ft- Lo8p €ahacRacket

storage location wt
is incremented by the value of the variable UNIQUE

~ _EACKET (block 882), so that it points to the next
occurrence within RX DATABUFF 312 of the same data
pecket (if another occurrence exists) ~Decision
block 876 then determines whether the new value of J
is less than or egual to N (since if J is greater

than N, there are no more occurrences of the same
'datn packet to be tested, and an acknowledge message
_170 must be sent by DEM S8 to DOM 52 requesting that
this data packet be rettansmitted) '
1£, on the other hand, decision bloékleao

determines that the Jth data packet was correctly
received, the DONE flag is set (block 883), the Jth
- - data packet is transferred from RX DATABUFF 312 to
PKBUFF 314 (block 884) at the location in PKBUFF
'pointed to by NEXTFREE, and a bit.corresponding_to
 £he Jth_packef in a data structure called PBMAP is
set (block 886) (this PBMAP data structure is used
to indicate which valid data packets have been.
stored into register file PKBUFF 314). o _

_ '1£ the DONE flag is set or J is greater than N,
_deéisien block 876 transfers program control to
decision block B88. Decision block 888 tests the
#alue of the DONE flag to determine whether it was



or it will point to a repeat of a data packet transmtted nore than once)
When deci sion bl ock 872 determ nes that | exceeds UN QUE PACKET, deci sion
bl'ock 906 determines whether there are any nore storage |locations within
régister file PKBUFF 314 which nust be checked to see if these |ocations
are enpty or contain previously rggelved data packets. If all locations in
* PKBUFF have been checked by usi ng®PBMAP (i.e., NEXTFREE > PACKET BUFF

SI ZE), then routine INPBFF returns to block 814 of the XDEM routine sho

in FIGURE 14A. If all locations of PKBUFF have not been checked as to
whet her or not they contain data packets, then decision block 908

det 15 ALl h nber- N
determ S 009U 483 UT kPl LAVERI TR ageba sy Baahhe umter
910, 912 @%4) i nkf whbe BPNEhElagt wasa@edt &Sbrdmmrlglookpm nt er

NEXTFREE i | r Y, 0, | I an
NEWPACKET éfesﬁl n??gn%?t’eagé' E‘Eﬁ%s%r ‘.'f'%lf"%t ﬁ‘iﬂ ‘ob’adf%%f%tigp ty, then

PKBUFF carFerekyed). palfe#eFﬁéﬁ-en— bll?&\'c@&?&m?s thetenent ed.
Poi nt er Nwmsﬁhgnunﬁberma&edt&wwm&%)awnﬂh&hem&ﬁek perforned by

deci si on ocks 9 90 t|| | ocat ons of . PKBUFF have
been chec%—:‘b’ gg’?% 85@ gg&#ﬁgi ’H%’VV ’é\%k € BHPETcan be
accepted|oftﬁmevmumsHg%antunnbmﬁt&edﬂdlﬁxnpl:k&ttﬂﬂhﬂchaeed on the nunber

of packet g;ggggéao% gtt’g ggQQF llrte.g(l?gh_t f&,%en%% s nunber of new

packet s 'S re urn n vari abl e
NEWPACKET. Eﬁki&fethengoéngstayﬁﬁfﬁhiﬂqilﬁihqnumenhed and
the DONE flaq is cleared once again (block 892). If \;J

NEXTFREE is less than or equal to PKBUFF size, then
PBMAP can still be checked to detetmine 1€ PKBUEF.
can accept any more data packets.

If all bits in PBMAP have not been checked, the
PBMAP> bit ccrrespénding'to'the-pointer1NEXTFREE is o
tested to determine whether it was set, indicating
that the corresponding location in PKBUFF already is
filled by a valid, previously received data packet.
NEXTFREE is incremented if the PEMAP bit
corresponding to NEXTFREE is'iet-(block'900), 80

- that blbcks"894f898 can search for the next empty
storage location in register file 314.

Once decision block 898 locates the next empty
storage location in PKBUFF (as tested for by |
decision block 898), the DONE flag is set (block

-902), and decision block 894 transfers program
control to block 904 -~- which increments loop

counter I and returns program control back to
decision block 872. '

At some point, loop counter I incremented by
block 904 so that it exceeds the number of unigque
‘packets transmitted in the last data burst (i.e.,
'the variable I will either point'beyond the last



contents of register TX PREAMBUFF 308 is initialized using the acknow edge
nmessage format shown in FIGURE 8 -- with the contents of status field 176
bei ng specified according to CRCMAP bits, and the contents of NEWPACKET
field 184 being specified by.the value stored in vari abl e NEWPACKET (bl ock
814). Then, it is determ ned whether any data packets stored in register
file 314 can be transferred to output r%y' ster TERVMBUFF 316 whil e
presérving the order of the received data packets, and if it is possible to
do\so, a data packet is |oaded into the output register 316 for _
comuni cati on over data bus 76 to terminal interface 102 (bl ocks 816, 818,
820). Next, the acknow edge nessage 170 now stored in registers 306, 308 is

transmitted via gaeRSphbkeeCsitveagel Aicada 2 wbbwok RE2baThBugrdsya, bur st
is not in RXDATABUngas E steg for by demsmgﬁ?lo;‘ga 19% of if an

acknow edge nmess@Felha¥i geR° Pt £ d FPRGENLF 18 gby BF%&& 822), then
deci si on bgock-8€£aﬂsgettbuemowbethmmzunc;nicﬁwuessageiéiehgbggguz to be
transmtted at t e c S : egi ns
transmtting an Qﬁﬁ gf*’%&%@%&% gﬁ?ﬂnf%ﬁ‘%’c‘i@%ﬁ?"ﬁ@?&g@m si on bl ock
828 det er mi nes wilecheion bdrpghkeBO6adeteamichpns setiyer 1thenasakvecany
transmtted and pf. Lt (o [T _ I%ﬁ¥“) Lpe e | | data
packets for the 'g%f.l&rgleﬁgs.gggg%@lrtg%g?r Sgct y r‘gﬁ&elféee%? ﬁ!\g %%the,
val i d data burst3hé4swbéeh Puss bedchecked tomeeifgtheseciopptiensss?).

ALL DONE flag ingigapaptiynelr eontaits PilevIRekDy Srébeivdabgatant by DOM | f
64 .the ALL DONE flag ES Set and the PKBUFF register -
packets.

'\/' 1f ill locations in FKBUFF have been checked by
using PEMAP (i.e., NEXTFREE > PACKET BUEF SIZE),
then routine INPBFF returns to block 814 of the XDEM
routine shown in FIGURE 14A. 1I1f all locations of
PKBUEF have not been checked as to whether or not

w they contain data packets, then decision block 908
determines whether the value stored in NEWPACKET is
less than the number N of packets within a data
burqf. I£ NEWPACKET is less than'N; then blocks
910, 912 determine whether the data packet
correspoﬁding-to pointer NEXTFREE is already stored

| in register file 314 (and if it is, NOT NEWPACKET is

W - 4dncremented at block 914). 'If the location is
empty, then PKBUFF can accept a packet there --
hence NEW PACKET is incremented. Pointer NEXTFREE
is then incremented (block 916), and the test
performed by decision blocks 906, 908 occurs again
until all locations of PKBUFF have been checked. By
this process, the_numbef of new packets which can be
accepted in the next data burst transmission is
‘counted based on the number of packets already
‘stored in PKBUFFE register file 314. This number of
new packets which can be accepted is returned to
routine XDEM in variable NEWPACKET.



file 314 is not enpty (as tested for by decision block 834), data packets
are transferred fromthe register PKBUFF file into output buffer TERVBUFF
316 until the output register is full (block 836, decision block 838), and
the contents of the output register are transferred to TERM NAL | NTERFACE

. 102(bl ock 840). Routine XDEM then ggturns programcontrol to routine XVAIN
FI GURES 16-19 are schematic flow charts of serial interrupt-driven I/0
routines used in the preferred enbodi nent to control the operation of th
TERM NAL | NTERFACE 102. These routines effect the transfer of data between
‘data termnal 100 and the rest of the transceiver. FIGURE 16 is a schematic

di agram of the gafar&gugmoﬂdUeig¢§5 46 el GURE OV4ANELht IS necessary to
transfer data,fr rmn i nt S BUFF nd TXBUFF .
regi ster fFPRt tephs. %u’r’&%ﬁ%’a%?’%&?ﬁ"ﬁoﬁh %3 TERVBUFF
316 to theugdhyg themnmﬁnoﬁmeﬂqenmesungiﬂtvihaaIhhdwhyithIEREURE 16 '
I nterrupt gouti e I 17) takes care *
of the tra sTergﬁF‘g Q‘g‘gt %%éml$%+&€ £€Bgd 375 gg 488 302 and

regi ster fspeci@iedpacccantiing té CRUMAR bite, (and then ciont®nta®7) . The
serial |nt r Jt S S a byte
over its se?l gph?ort fﬁtﬁe tiré;ﬁs%% v r‘gg{?{?EEEDEkI g’é %ql eegt ed for by
bl ock 929) GFPI‘Réy iBeV@é'dLﬁ-bﬂer NENRAGKET cfbliaek Bléh. ouﬂbstn.r dt st er

TERVBUFF 31§ -Beteemined wHIXKé¥ #hyPhata packets B&o&bﬂﬁ&:PUfposes The

65 routine OUTDAT (hl,qck 931 -- sho etai in
register ffle 314 can beM@rans erred to output

register TERMBUFF 316 while preserving the order of : ;)
the received data packets, and if it is possible to
do so, a data packet is loaded into the output '
register 316 for communication over data bus 76 to
terminal interface 102 (blocks 81s, 8is, 820).
Next, the acknowledge messaqe 170 now stored in
registers 306, 308 is transmitted via '
transmit/receive interface $2 (block 822).

If a data burst is not in RXDATABUFF(as tested
for by decision block 810) or if an acknowledge
message has been or is being transmitted (by block
822), then decision block 824 determines whether an
end of message field needs to be transmitted at the .
end of an acknowledge message -- and block 826 \‘/_
begins transmitting an end of message string if
necessary. :

Next, decision block 628 determines whether a
complete acknowledge message 170 has been
transmitted and if it has, decision block 830
determines whether all data packets for the entire
message were correctly received If a complete,
valid data burst has been received, the ALL DONE
flag is set (block 832). ALL DONE flag indicates
that no more data packets should be sent by DOM. 1£



FIGJRE 19) transfers bytes of information from TERVBUFF 316 over data bus
76 to*data termnal interface 102. The TRMMSG routine (block 933; see

FlI GURE 18) is called by the FIGURE 16 interrupt routine when transceiver is
a DOM It transfers 1 of 2 "canned" messages to data termnal interface
102 for display on termnal 100. Referringggo FI GURE 17, the routine GETDAT
communi cates data fromtermnal interface 102 (via a serlal port of the

m choprocessor) to TXBUFF 304. A serial interrupt is to/fromthe

m croprocessor and the termnal interface 102 . The serial interrupt, and
routi nes GETDAT, OUTDAT, and TRVMSG describe the m croprocessor side of
operation. LOOK ctheaAlLoDONE $lag whensetr ande thea FKBURR regidtest -

initialized and th dinQ 4l r f. i si on
bl ock 952 tests thg \%gl 8240 ‘rq’%@ %(tg ﬁma g é%@d&ﬁeor'? agrﬂQ %91”%%[?
occurs. If the LOCkl&SPFnﬁﬁd)bl td!"‘sl Rackehsnarpe tyagsfonrpdbifzomethei ne of

text possibly is b?bBﬂs%ﬂQGPﬂSbFE”Ekﬁ@ciﬁtenoﬂk k %@@f&¥‘¥€§ﬁ§ﬁfﬁh§i§er
the first character S from dat a tern1n the "start"

character (the ESCUBK 'H"’rFH“HE E)?%*%FFSd |!Pt1)°‘=k 18384he first
character is -not abeiaabw bldmarm)ar,aﬁaethat ebhltlehﬂﬁ o€ outpeed it

S The Tetar (s chafadigked 53 ThandFREFSE o rERINL TiRERR fos 662 titbex sa0)
transceiver is actReytdseaXDEM Zhenicretumnsopspgrami conticlte aroutinei t

is cleared (block gugyyn. In addition, a 66 bit is set to indicate that
data termnal 100 Ts i
L FIGURES 16-19 are schematic flow charts of

serial interrupt-driven 1/0 routines used in the
preferred embodiment to control the operation of the
TERMINAL INTERFACE '102. These routines effect the
‘transfer of data between data terminal 100 and the
rest of the transceiver. FIGURE 16 is a schematic
diagram of the main serial interrupt handler
routine.

It is necessary to transfer data from terminal
interface 102 to PARSEBUFF 302 and TXBUFF register
file 304 -- and to transfer data from the output
buffer TERMBUFF 316 to the data terminal. The

| routine GETDAT called by the FIGURE 16 interrupt
— routine block 925 (and shown in detail in FIGURE 17)
' tekes care of the transfer from data terminal

interface 102 to register 302 and register file 304
upon receipt of a data byte (decision block 927).
The serial interrupt occurs everytime the
microproceseor 74 receives.a'byte over its serial
port.

1f the transceiver acts as DEM 56 (ns tested
for by block 929) it may be_required to transfer
data from output register TERMBUFF 316 to terminal
100 for display, storage orfother purposes. The



active (block 960), and flags GETMSG and MSG 1 are both set to indicate
(upon a later call to the FIGURE 16 interrupt routine) that the
* mgroprocessor is sending a "canned" nessage for display on the data
termnal. This nmessage is not a data burst nessage. The steps involved in
sending the MSG 1 data stream are begun (bl ock 964), and a counter is
initialized in preparation for courgg ng the nunber of data bytes in the
nmessage (bl ock 966). 1f decision block 952 determ nes that a transceiver is
not "l ooking" for a command character inputted via data term nal 100
(because the transceiver already recognizes that a nessage i s being
I'nputted, or because the interrupt was erroneously generated or generated
due to anotheutaaese)::rmme(mma)n 98 Dok Mfowhet bnndeeaidhdiher the GETMBG

flag was pr ely | fot ot previously set,

t hen the |nFYb?H§t § |gnoé§ 1$§¥$ 4# {% %*SgQVPo set, then the

i nterrupt |'§EBHB§EG' B);lﬁywm@tm bus 76 rmtdeuavtamamn erm nal 100
which is toiﬁ%e ¢ded 9922 message to be transmtted, and decision block 970
tests whether t] e I ncom ng hyte |s an "end. of nessage"” character (a
carriage return Fhet @HEQ& RNt 33; f sen EAGURE Idsage

character igsregaileadpyl tmtnww QETRET Hipt| Paitdr@ R | a0 cal led
STARTUP is set to |nd|c e the-entire ssage as been stored in
DXOURE 204 ERAnBRelNRr da & B | TE FAeaniacent o8a3 SEaROCSTY) |1 the
byte .is notmeBsaged to datwmermirisliintesigcet DO2D Y0 Hidﬁfi?ﬁerred into
register file- §X§mﬁgl§9idaﬂcmk 974) 67 The TRNNBG routine handl es the

transfer of °Bn&*®
Referring to EIGURE 17 the routine GETDAT \J

communicates duta.from_termingl_1nter£ace 102 (via a

serial port of the microprocessor) té'TXBUEE 304. A

serial interrupt is to/from the micropro#ééqo?_gnd

‘the terminal interface 102.- The serial interrupt,

and routines GETDAT, OUTDAT, and TRMMSG describe the o
microprocessor side of operation. LOOK command bit |
is set whenever the transceiver is first initialized
and the radio is restored in block 420 of FIGURE
10. Decision block 952 tests the value of this LOOK
command bit when an interrupt occurs.

I1f the LOOK command bit is set, then the
beginning of a new line of text poqsib}y is_bging
received, and decision block 954 dgtérminey_ﬁhether
the first character received from data termihal 100
is the "start"” character (the ESC charactgt_in the
preferred embodiment). If the first ;har;cfer.is
-not the "start” character, the interrupt is ignored
-- and it is assumed that the user mistakenly
depressed a key. .

1f the byte received is the "start" character,
then a flag is set indicating that the transéei#er
"is acting as a DOM 52 (decision 956), and the LOOK
éommand'bit is cleared (block 958). 1In addition, a



of two "canned" nessages fromthe DOMto data term nal 100, to be displ ayed
on the termnal. The DOM starts to send M5G 1 from bl ock 964 of the GETDAT
routi-ne, after it has determ ned that the data term nal has a data nmessage
for the DOMto transmt to a DEM MSG 1, when displayed on the term nal
tells the user to start entering the data nmessage at the termnal. The DOM
starts to send MSG from bl ock 516 in thé&DOM routine, after it has
determ ned that. the DEM successfully received all data packets in the data
nmessage. Therefore, MSG 2 infornms the user that the data nessage has been
successfully received by the DEM If decision 980 determ nes that data

termnal 100 is LV Neit .l Lern I LaaCHLrently
bei.ng transm ttegﬁégegfmkgg §§2)15ai%e‘lt\7§6rplhnaﬁg 41%?* Eﬁ#?&ﬁ??% %@?ngg
transnitted, thenadtivei {blbckcR6094 doidkriliags GETMEE @ndsM8Gi Agare
transmtted. If ngitfe 1;0af0 ~ i ytgad hen no
bytes of a nessaggbggeéeggggeiggﬁﬁyﬁﬁiéngﬁ?Bg&g?ﬁéfégﬁfgzegotﬂgta term na

100 and t he routi hECYRENDE dinterrupt moutinebtthat hbhe micreprpeeskBs 1 or

MSG 2 is being Seﬂh1séﬁaﬂnbtai9dWHﬁ¥H“'ﬁi%dl&i*fﬁraéisﬁiﬁgsoﬁftﬁhe message
being transmtted have_al ready begn transmtted (decjsion Dl ocks 986, 988).
If the currentl y-??gﬁsﬁfﬂ“gﬁ‘ ss%’é‘%&‘%ﬁﬂ%ﬁ ) anrﬂFét bpy st :

transmitted, thenméheaappromhbahtdﬁgn;dﬂ#!?édiinrﬁ;ﬁagnghﬁﬁblnss hei ng
NEG 1115 11 ni shodi® hrREESRRS s YR ERdhin (BIVER 'SERE, i) g SoGneBelle | g
TERVACTI VE fl ag i $nttdaldaed( Anopregadationifpmlcotntingethe number

U of data bytes in the message (block 966).

'1£ decision block 952 determines that a
transceiver is not “"looking" for a command character
inputted via.data términal 100 (because the
transceiver already récogni;es that a message is
being inputted, or because the interrupt was '
erroneously generated or generated due to another
cause), a decision block 968 determines whether the

- GETMSG flag was previously set by block 962. If
this flag was not previously set, then the interrupt
is ignored. If this £1a§ was previdusly set, then

,-thé interrupt is caused by yet another byte inputted
via data terminal 100 which is to be added to a -
message to be transmitted, and decision block 970
tests whether the incoming byte is an "end of

_message” character (a carriage return in the
preferred embodiment). If an end of message
character is received, then the flag GEIMSG is
cleared and a flag called STARTUP is set to indicate
that the entire message has been stored in TXBUFF
304 and is ready to be put into TXDATABUEF 306
(block 972). If the byte is not the end of message
character, then the byte is transferred into
register file TXBUFF 304 (block 974).



m croprocessor's serial transmt port is no |onger active. If MSG 1 has

. finished, the GETMSG flag is set to indicate that the DOM m croprocessor is
ready to accept the data nessage to place into TXBUFF 314, (block 990). On
the other hand, if a nessage is currently being sent and bytes of the
..hessage remain to be transmtted, the next byte of the nmessage is
transferred fromthe DOMto the dat®’terni nal (bl ocks 994, 996). The
routi ne OUTDAT shown in FIGURE 19 effects the transfer of data from
TERMBUFF 316 to terminal interface 102 for display or other processing
(e.g., storage) by data term nal 100. Routine OUTDAT first determ nes

(bl ock 998) whet her r Q. i ti . testing a flag).
If the data ter m&?}ael %&n%cfe é&:‘{?iv%}q?ﬁ%ilﬁé ﬁ?a‘ggg&ge{% %*g'%%%t toit, -
and the OUTEETtwout canried’c nesshges Lxom the nDOM| toodata active, then the

contents of gzto WF 13 ¥¢ gﬁ(%%i.qﬁt%nwg %%ﬂﬁ.ﬂata to be

conmmuni cat e ata_term nal stored in that er (decision block -

1000). |f TERVBUERE3POM Staxte 0 sendMSG byfzoni bdsck %64 off i eved from -

TERVBUFF angheeCETDAT dicut el et téP Ot [RE8 deeethined A +Hd TERVBUFF
316 is enpté, on. the %hgfa?hand, t hen a flag |nd|%§%|n t hat data is being

sent to t he98%PBa tEEM as & daty nessage150Y) they it®-t hen det er ni ned
whet her al | tgahamitortcald DENKetMSE Ml j whéRsdfgplhgedben trt to the data

then tne | cERFRBRAE:, 1Y HHe ddrs te Bt AcE RnBSER o8 Hne, 400K, S5 ™ 6o
is cleared messagiecate thimttexminalia ternmnal is no longer active (bl ock
1008). 11 all daife'3oMYtarte to send MSG2 from block 516 in _ N\
the XDOM routine, after it has determined that the
DEM successfully received all data packets in the
data message. Therefore, MSG 2 informs the user
that the data message has bgeﬁ successfully received
by the DEM. - | _
1f decision 980 determines that data terminal
100 is active, then it is determined whether MsG 1
is currently being transmitted (decision 982). If
MSG 1 is not currently being trinsmitted, then
decision block 984 determines if MSC 2 is being
transmitted. 1If qeither MSG 1 nor MSG 2 are being
transmitted, then no bytes of a message need to be
communicated from the DOM 52 to data terminal 100
and the routine TRMMSG is exited. On the other.
hand, if either MSG 1 or MSG 2 is being sent, then
it is determined whether all bytes of the message
being transmitted have already been transmitted -
(decision blocks 986, 988). - If the
currently-transmitted message has already been
completely transmitted, -then the appropriate flag
(MSG 1 if message MSC 1 is being transmitted; MSGC 2
if message MSG 2 is being transmitted) is cleared.
 If MSG 1 is finished, GETMSG flag is set (block



been sent to the data.terminal, the term nal -active flag remains set, and
TERVMBUFF will be filled with nore data packets on next pass through XDEM
Control . m croprocessor 74 also has interrupts applied to it which are
generated by transmt/receive interface 92 (sonetines called a "nodent).
Transnmit/receive interface 92 generates gg i nterrupt signal whenever it
receives a byte of data fromreceiver nd al so whenever it has
transferred a byte of data for transn155|on by transmtter 70. When

m croprocessor 74 receives an interrupt fromtransmt/receive interface 92,
It executes the interrupt routine "nodint" shown in Fl GURE 20.

M croprocessor 7 st tsEi pe e TERMATESI VIS £ gt he
transmt or in t/k?gdrécelggﬁafo?z gg}l\’ggﬁkﬁ%‘ggﬁs?gm I n Ig'géalJle'E§30§I After
S

perform ng sever f1eAfAdi o 22)iter #3ads $hat; Aheyshes” nodem
vect or address bﬁi&m&maﬁferuh"ﬁt&&lﬁ' sili tL ¥kt 1@ %o NDERGRYECT OF
franstor of one MAEYETr rbf B8 I Pk, S1niobiodl, dhelbhete Shagofs © 1"
ransfer of one n o

m croprocessor 7adtheto dmtin:eteathatumhe( DOM mircmdprbdtmrnisr reptdy so.

the control auto [ Y o] equt t he ' tine
t he address of vm%h.c(faés*%tegﬁé L m@gq‘%t ecérén%aa{kac%wé urn ??'Om

i nterrupt occurs (dfrltcmthI%Ohandonnghsom hand i rﬂ%mmeﬂhghahal er
routines either wﬁﬁﬂlprﬁemaeshw hsa*%qﬂdaacmﬂo ﬂie fﬁ&fﬂ eOPEmaYhe

fromthe nodem 7Q chip addi ti onal cessin yte received
or transmitted mﬁPeﬂ!xﬁ%k%ﬁFi¥ﬁe?heth° next byte o ehe' measaqe is

\/, transferred from the DOM to the data terminal
(blocks 994, 996). '

The routine OUTDAT: shown in FIGURE 19 effects
the transfer of data from TERMBUFF 316 to terminal
interface 102 for display or other processing (e.g.,

- storage) by data terminal 100. Routine OUTDAT first

determinés (block 998) whether data terminal 100 is
active (e.g., by testing a flag). 1If the_dafa
terminal is not active, then no data needs to be
sent to it, and the OUTDAT routine is exited. 1If
data terminal 100 is active, then the contents of
TERMBUEF 316 are tested to determine whether data to
be communicated to data terminal 100 is stored in
e . that buffer (decision block 1000). If TERMBUFF 316
| is not empty, then a byte of data is retrieved from
TERMBUFF and sent to data terminal interface 102
‘(block 1002). 1f TERMBUFF 316 is empty, on the
other hand, then a flag indicating that data is
being sent to the data terminal is cleared (block
1004) and it is then determined whether all data from
all packets in the message has been sent to the
data terminal (decision block 1006). 1If all data
has been sent to the terminal, then the terminal
- active flag previously tested by decision block 998



particul ar handl er. Then the handl er routine perforns a RETURN FROM

| NTERRUPT. Thus a handl er routine may be executed nmany times before a
disfferent handl er routine takes over. The use of the vector address is a-
codi ng technique to junp to a specific routine w thout using a CALL

- command. Those familiar with 8031 ggCroprocessor code wll recognize this
technique. Since the transm ssion or reception of data occurs in a specific
order (i.e., dotting, preanble or subpreanble, data packets, EOM when ong
section is finished the next section to process is known, and the vector
address is set up in the preceding routine. The routine nDdlnt (FI GURE 20)

Isl lseE]I ;Jp fi?r f“ﬁd taa te . ﬂﬁ&&%h‘teSttNoQ') tHe mé@ﬁiﬁEg(?yBEn%OA) its :
calle o} ar a ran nc m yec address is se o}
The rout | nd AR SR PR LT By SRk I Dol e LA R RN P ARPEGURE 205) .
Subr out i ne e T8el €l &JRB\éOﬂ)tlas teaminglyr tthe. témmdmrr;buﬁererupts per se.
-- instead tart ng data. :
Subr out i ne %%@Fé cgl ng qgﬁh&%‘#&irﬁﬁg wigﬁa é%'bl ock 524 to
start tranm!tQ|¢hg1‘-!hplabstlngnob%tdwtl@lom:mﬁmxms al so call ed by
Lhe DEMTrom LhaolbERbL OHi LRepRbaelssd’? 70 st Inad  SRELLELDRG Lhe dotling

for an acknow edge nessage, routt ne ini Izés transmt/recei ve
interface QPRH°4hE°t?'En¥H-FhMG Senenated by TXVMODE is set to indicate

that the trmyeizeeeioet BAterFacd tszrq%m&i%e eh1delt g (101010...)
I S 71 transfery g g tran n1t/re3 |v% |nt%E ace_92 and a byte counter
value is iniR9SgH ransmity nterface 92 generates

an interrupt signal whenever it receives a byte of

data from receiver 72 and also whenever it has ~
transferred a byte of data for transmission by

transmitter 70. When microprocessor 74 receives an
interrupt from tranémit/recoiﬁe-1nter£aco 92, it

exocutes the interrupt routino-’modint“ shown in

FIGURE 20. _ _

Microprocessor 74 first determines whether the
transceiver is in the transmit or in the received
mode (block 1050 shown in FIGURE 20). After
performing several additionol tests, microprocessor
74 “pushes”™ modem vector address bytes onto an |
internal “stack” at 1200, these modem vector address
bytes containing the address of the routine which is e
to handle the transfer of one byte to/from
transmit/receive interface 92. Control
microprocessor 74 then executes a return (not a
return from interrupt) so the control automatically
vectors to and eiecutes the sppropriate routine the
address of which is specified on the internal
stack A return from interrupt ‘ocecurs after the
handling routine has finished. _ L

All handler routines either transfer one byte
to the modem chip or receive one byte from the modem



counter sinply counts the nunber of bytes transferred to transmt/receive
I nterface, 92). Next, the m croprocessor nodem vector address is set to the
starti'ng address of the routine TXDOT (which effects transni ssion of the
dotting portion 162 shown in FIGURE 5) and command returns to the calling
routi fie. The nodeminterrupt handl er vect®Ps to TXDOT when dotting is being
transmtted, the FI GURE 24 routine TXDOT sends a byte of dotting to
intscface 92 (bl ock 1066) and increnents the byte counter. Next, the val ue
of the byte counter is tested to determne if it is equal to 48 (decision
bl ock 1068) -- e | f 4 bits of dotting have _been transmtted
and the dotti ng p ié‘?h t#%s*ﬁ@g tieng SPBBEH’GBH‘%I (cefh %(3 %® dotting is-
Zent to allow thg recsived ter trahsmitved. malf ad@aei diceurblierittd68 f ]
et erm nes nore t it urns fromthe
nodem i nterrupt ( %%W%&'&Pgﬁ g‘?ﬁg%‘ Iréﬁd 'i"rﬁt‘ﬁp %&ﬁe#’hﬁ pattern
transm ssion is operfarms byt%ﬁmtEROMsIUEEaRM'IandW ra iaxpd beessor 74
nodem vect or addr h effects
transm ssi on of t%e%%éﬁ‘ %%%#wtééol?g?yo?qﬁ liétljit)f:cj"rea | e 160. Then
it returns fromiﬂﬂé. #rh%ﬁ¢k$ﬁ raqutinsdéakes: ovi@Ipt handl er vectors to
TXAVBLE when the preaniiige Gisé WP €8@bi-8ctsrbakiag elws? 1% s tc%iash ghe routine
e

TXAMBLE is shown i.n Fl RE25 Inthegmﬁmr% mm0|mmt fowmtfm
preanbl e 158 or sd"lﬁﬁ’g%% % oivep St8, AgsPecs wEhot  The
FI GURE 25 TXAMBLE usiltig e CALD| gommand. ourhseercdmwmmuﬂMuﬂﬁhﬂsmsnnble
microprocessor code will recognize this technique.

~ Since the transmission or reception of data
occurs in a specific order (i.e., dotting, preamble
or subpreemble, data peckets, EOM) when one section
is finished the next section,to process is known,

9 and the vector address is sét up in the'precediog

routine.

The routine modint (FIGURE 20) is set up for
receive (a default state) unless STRTTX (FIGCURE 20A)
is called to start data transmission. Hence modem
vector'sddress is set to the routine RCVENT
initially. (See flowchart of RCVENT in FIGURE 20B).

Subroutine STRTTX (FIGURE 20A) is not a part of

\— the modem interrupts per se -~ instead it is'called
from main routines to start transmitting data.
Subroutine STRITX is called by the DOM from the XDOM
routine block 524 to stert transm;ttinq the dotting
of a data burst. STRTTX is also called by the DEM
from the XDEM routine block 822 to start,
trsnsmitting the dotting for an acknovledge message.

The STRTTX routine initializes trsnsmit/rece;ve
1nter£sce 92 for the trsnsmit mode and, the flag

_ TXMODE is pet to ind:cste that the transceiver is in
the transmit mode. A byte o£ dottinq (101010...) is



pattern, one byte at a tinme from TXPREAMBUFF, and transfers those patterns
to transmt/receive interface 92 (bl ock 1074). Once a conplete

synchroni zati on sequence 158 has been transmtted (as tested for by .
deci sion bl ock 1076), a CGROUP- COUNTER whi ch keeps track of the nunber of
synchroni zati on sequences 158 alreygy transmtted is incremented (bl ock

* 1078) and deci sion block 1080 tests whether 12 repeats of synchroni zation
sequence 158 have been transmtted. If less than 12 synchroni zations )
sequence repeats have been transmtted, a return frominterrupt is
performed to give transmt/receive interface 92 time to process the byte

communi cat gdah@ ceirzad e or it /e dblvd21h0aeTaT O AN 2at | ON
sequence 158 have transnitted, then decision §°D%NN 082 tests whether the =

transcei vePYte 5&‘%%%?%\1%\352‘“4?5“&3?8" thisaRYt® sent only if
the first gshatew Hinpl yabunts teé hAunberdofabytes data packets are sent

et oL ¥ ablFari MPNERTEA e b Eal 1RETAE A0 e oo
i nterface Nekel,r die mﬁrrbpmﬂcéﬂﬁdrcmuden viee toirc mddresss sﬂ! gt nodem
{ranen is FRothy Siariing adulgh BF, b FRubidd a‘ﬁ%“f natei ver i s
acting as EEWBGtS1ﬂn;q#mk§ﬂﬂenjqgttheadentﬁnahaaniﬁnnﬂiﬁzlacknomdedge _
begi nai ng. gREC ST IBUERS Pkad X olRERE KE S anam 15 the
73 rest ofcaéﬂﬁﬁﬂeﬁﬂﬁ$#ﬁ%sage 170 (bl ock 1086). A return frominterrupt
then occurs. The modem interrupt handler vectors to TXDOT W)
when dotting is being transmitted the FIGURE 24
routine TXDOT sends a byte of dotting to interface
s2 (block 1056) and increments the byte counter.
Next, the value of the byte counter is tested to
determine if it is equal to "48 (decision block 1068)
.-=- gince if it is, 384 bits of dotting have been
transmitted and the dotting pattern transmission has
been completed. Extra dotting is sent to allow the
transmitter to turnover. 1f decision block 1068
determines more dotting needs to be transmitted it
simply returns from the modem interrupt (block
1070). On the other hand, if-the dotting pattern
transmission is over, the byte counter is cleared
and the microprocessor 74 modem vector address is
- set to the routine called TXAMBLE which effects
transmission of the preamble 158 (block 1072) or the
subpreamble 160. Then it returns from the modem
interrupt. ) ' ' '
' The modem interrupt handler vectors to TXAMBLE
when the preamble or subpreamble is being
transmitted. The routine TXAMBLE is shown in FIGURE
25. In the preferred\embodiment the format for
preamble 158 or subpreamble 160 is stored



The routine TXHDR shown in FIGURE 26 is responsible for effecting

transm ssion of |V/SS sequence 166. Bl ock 1088 effects transm ssion of the
guardbands initialization vector and selective signalling fields of |IV/SS
sequence 166. ‘Decision block 1090 tests (based on the value of the byte
counter used to keep track of the nunber bytes already transmtted)
whet her an entire repetition of the guardband, initialization vector and
sel s¢tive signalling words have-already been transm.tted (bl ocks 1090,
1092). Bl ocks 1094, 1095 effect transm ssion of the CRC field within the
guardband. In. addition, block 1096 clears the value contained in the byte
counter after eachinTXPREAMBUFE{308¢ | TheSFIGUREN2S ISOMBLE henitine

transmtted, and incr nent R used,to, keep tr of the
number . of repeti tPg ‘f \% ggwﬁ c@rﬁm‘gﬁ"%&@p&féﬁcﬁ-‘ansm tted
Deci si on bl ock 10ﬂ&td:@nr.mcmzes bmeehet al tifer from TXPREAMBURF Sarkquence
have al ready been Y 0 stores the
begi nni ng addresst%‘fl %ﬁ}%%ﬁk&t%?ﬁ?h gm%gkqg&?'gcgssor vect or
address. The rout AnseTfaam SholpleoakrFlelk). 28°BFFe@t§qmniﬁ#QSS|on of data
packet collectiong %ﬁéﬂfbdglﬂ n J@ Eh@URisa8hI¥DﬁEﬁd“¥Ed ig%éaecuted
as

after header port| een transn1tte Deci si on 1102 shown in

FI GURE 28. tests Festead WebioﬂﬂFéPieﬂhpéﬁcﬁ'eéﬁgq)rca(ﬂ( GHROURe nunber
of bytes of the debwumfuhm rlaeépeneﬁhbkedt ithel atambidyarpg he nunber of

Phen M 5 byte of syBehaiFaries, pGHEpEhe 150 WiTedy Gt eica 5
k/ incremented (block 1078) and decision block 1080
' tests whether 12 tepeats of synchronization sequence
158 have been transmitted. If less than 12
synchronizations seguence repeats have been
. transmitted, a return from interrupt is performed to
U ' give transmit/receive interface 92 time to process
the byte communicated to it by block 1074. 1If all
12 repeats of synchronization sequence 158 have
- transmitted, then decision block 1082 tests whéther
) thé,transceive: is acting as a DOM 52. 1If radio is
DOM, TXHDR is sent only if the first data burst is |
sent. If not first data burst data packets are
sent immediately after the subpreamble. 1If the
. transceiver is acting as a DOM, then the next step
is to transmit IV/SS sequence 166 in the next modem
interface interrupt, so block 1084 causes the
microprocessor 74 modem vector address to be set to
. & routine called TXHDR (see FIGURE 26) which
transmits the 1V/SS sequence 166. On the other
hand, if the transceiver is acting as DEMS56 , the
preamble just ttansmitted preceded an acknowledge
‘message 170, and the microprdcessor modem vector
address is set to the beginning address of the
II routine TXACK (see FIGURE 27) vwhich transmits the



TXDATABUFF-306 to transmt/receive interface 92, and the byte counter is

I ncremented (block 1104). Also, CRCis calculated (see FIGURE 28). If the
byte counter is not less than M then decision block 1106 checks whether *
thet byte counter is equal to M(indicating that the byte is the |ast byte
in the currently-transmtted data packet). Block 1102 checks whet her the
‘*byte counter is less than M If trﬁ?byte counter is equal to M the | ow
byte of the CRC field at the end of each data packet is transmtted by _
bl ock 1108, and the byte counter is increnented. On the next pass of the
TXDATA routine, the byte counter will exceed by 1 the value of M and bl ock

counter and PRE: et ar PRV ad b ndd fes 1 70 b 88GTRRYC 2 Groe CONTLR.
is used to ketprnrttbnoﬁnﬁerruptnthen oeturpacket s which have been

E&Rﬁrgﬁtfgdéqual i?‘ %%%tl? %‘k iﬂ%\zgﬂ?a pacgg?ﬁl n eggﬁrd;'?: bGl??sJ'ltD) | f

t he val ue orespenskble @SHVH§¥QQ$4Q$stth%ﬂm$P8&9ne°laiH7ESCkets are to be

transnittedgpgubheeC166EN Bk LLOSE aféeetaewaasfnieqbat %Efupt occurs
(bl ock 1114 I'f the value of the S, |

| a
m cr opr ocessBf® Y& 'oFQ&&*%&%F$§I§%f"?5t?ﬁe‘ﬁggFHﬁPﬁQ‘XGdress of the
routine TxuslqﬁaarmHWWfﬂu1dswntan/ssese@denéennssagensbsbdokﬁG) and an

or0 O oS B0GeM, TBot 53N P 5, P4 165 DB by o0, | o0
Referring ocountex msked Hﬁm;ia;radkdetlthennumber of bytes
elreedy transmitted) whether an entire repetition of ',
the guardband, initialization vector and selective
signalling words have already been transmitted |
(blocks 1090, 1092). Blocks 1094, 1095 effect
transmission of the CRC field within the guardband.
'In'oddition, block 1096 clears the value contained

in the byte counter after each repetition of the

IV/SS sequence 166 has been transmitted, and

increments a GROUP COUNTER used to keep track of the

number of repetitions of the IV/SS sequence which

have been transmitted. Decision block 1098

determines whether all 9 repeats of the 1V/SS.

sequence have already been transmitted, and if they U

have been, block 1100 stores the beginning address

of routine TXDATA into the microprocessor 74 vector

address. _ - -

The routine TXDATA shown in FIGURE 28 effects
transmission of data packet collection 154 by DOM
$2. The FIGURE 28 TXDATA routine is executed after
header portion 152 has been transmitted. '

Decision block 1102 shown in FIGURE 28 tests
whether the byte counter (which keeps track of the
number of bytes of the data packet being

" transmitted) is less than the number of bytes per



bl ock 1082 determ nes that the transceiver is a DEM then the acknow edge
message 170 shown in FIGURE 8 nust be transmtted, and the control

m cropr,ocessor 74 vectors to the routine TXACK set forth in FI GURE 27.

Deci sion block 111B tests the value of the byte counter to determ ne

whet her an entire repetition of the ackpgw edge field 174 has been
transmitted. |If the entire acknow edge field has not yet been transmitted,
bl ock 1120 transfers a byte of . data from TXDATABUFF 306 to.transmit/receive
interface 92 (indicating, e.g., the packet receive status or a part of
nmessage field 178). Wen a packet or ‘a status field 176 and nessage field

178 have been cputkéel ViIéaDSﬁhét'edlﬁisﬂl)ﬁSt g(t ftole Iyt %&udﬁ&ﬂ)is bl ocks
1124, 1126 tran e, byte counter i ncrement
t he GROUP CQJNTEE'H CB?% P toﬁtlgﬁe £ e G&Oﬁ ﬁ?{%ggr?’& count the
nunber of repetﬂDﬂuﬁEAEWFEC&ﬂémtedgeaﬁbmﬁ&/rb&@ﬁvdumnt!xfndicﬂﬂ:liﬁa
det er m nes whet aggftg d ' r [ tte tinmes.
I f the acknow e f V\%ggﬂﬁ% fL iéégﬁﬂ? ?’at%?m(%q?(})g fiﬁq aﬂrg?(trn
frominterrupt d'-%e% %ﬂ(%ﬂ)@kl!!ESG) (gset E3CURBOR &)he d&mh%rbﬁtef the next

interrupt, the rayid TM%W iLsEetﬁﬂheMEd thent d@ﬁ'sﬁ&x’?ﬁ
rest of acknow edge flelds 9. repetltlons of ackno edge |e d 174

have al ready beé'-'r*’%?’&hsﬁ‘??%ﬂr WBC?YEESE%‘F’&&FS i e eMNTER, and
sets the mcropr witfﬂgveﬁhertaddw&& e &he tmcwrbm aﬁdrasé of

a1 rcoei venperent £kt BasRrnt BRRA ey pa ke Y.l WIS L L os0 Keeps
traeh/of t he nwﬁhnckﬁ whethe: thg byte counter is lees than M. If
' the byte counter is equal to M, the low byte of the
CRC field at the end of each data packet is
transmitted by block 1108, and the byte counter is
incremented.
- On the next pass of the TXDATA routine, the
‘byte counter will exceed by 1 the value of M, and
. block 1110 is executed to transmit the high byte of
the CRC field, clear the byte counter and increment
the GROUP COUNTER (in this routine the GROUP COUNTER
is used to keep track of the number of data.packets
which have been transmitted). |
| ~ Next, decision block 1112 determines whether
— the GROUP COUNTER is equal to N (the number of data
packets in each data burst). If the value of the
GROUP COUNTER is less than N, more data packets are
to be transmitted in the current data burst and a
return from interrupt océﬁra.(block 1114). 1If the
value of the GROUP COUNTER is equal to N, the
microptocessor moden vec;orfaddress is set to the
beqinning'add:ess of the routine TXDOT (to start to
transmit the end of message field 166) and an end of
message flag is also set (block 1116). EOM field is
started in modem interrupt, EOM is transmitted



bytes of the data packet currently being received which have al ready been
received, and bl ock 1252 perforns error checking on the received data bytes
as"they arrive and also transfers the received data bytes into RXDATABUFF
312. Wen decision bl ock 1250 dete§%1nes that an entire data packet has
-been received, decision block 1254'Uet ermi nes whet her the data packet was
recei ved mﬁthout error (based upon the results of the error checking
performed by block 1252) and sets a bit accordingly (blocks 1256, 1258). H)
Bl ock 1260 then stores the error-indicating bit into the CRC nap di scusse

earlier, ame;ihlaalyyi?ed, OlsEM Sof %Qytp?\ggﬁﬂger Deci si on bl ock 1264 then
0

detern1nes whet her _"al | dat a packets e current nessage have already
been received. Re&&FFing renge AFAHYte SERGVRE25. 048 desdsi®neturn from .

i nterrupt mm :(déz)dwe?ﬁ@)nw thet the eﬂhs&bme&hsd QUipeM, RXDATA is.
ent er ed; ang dltlonal byte of the. gf§é Ugta packet. wi.l ]l be recei ved.
I

If all peseage pweo4p FIGURE 8 o cal | ed
RXDONE to Mtcase tmm:raem,t mmdnﬂssaqenheaibmarbmeaiozand

U er UPt A el e ESRlnd DEABE AUE, YRR S WS 0L B
set forth 27.Fl Mﬁ&mrtﬂeﬂecﬂb&eth&sm\mberiradn bifetnmslts_(t‘é _
TL?25;222|3%45¥§%&§§!'. ‘é?g@QC|S|on Iocsi%%oghkée S ?ér givfhe
nunber of Meesqjmqwbmmwgwé lynelbmncnrmmirta@d.vedf 76 156).
FIGURE 21 Eﬁeﬁéﬂt%%é”ﬁcﬁn6W1edﬁbrf&@iaehB%HHBt yet been

transmitted block 1120 tranefers a byte o£ data _ o/

from TXDATABUFF 306 to transmit/receive interface 92

(indicating, e.g., the packet receive status or a

part of message field 178). '

When a packet or a status field 176 and message :

field 178 have been completely transmitted (as o/

tested for by block 1122), blocke 1124, 1126

‘transmit CRC field 180 clear the byte counter, and

increment the GROUP COUNTER. (in this routine, the

GROUP COUNTER is used to count the number of

repetitions of acknowledge field 174)

Decision block 1128 determines whether

acknowledge field 174 has_yet been_transmitted_Q - O

times. 1f the acknowledge field has not yet been '

transmitted 9 times, a return from interrupt occurs

{block 1130) so that upon the occurrence of the next

interrupt, the routine TXACK will be entered once

aqain to transmit the rest of acknowledqe fields

174. 1£ 9 repetitions of acknowledqe £ield 174 have

already been transmitted, block 1132 clears the

GROUP COUNTER and sete the microproceeeor 74 vector

address to the beqinning addrees of routine TXDOT

(which starts to transmit the end of message.fieid




whi ch performs t'he task of receiving header portion 152 when the
transcei ver acts as a DEM 56. Decision block 1220 keeps track of the nunber
of bytes of the header 152 which have bpen received, and bl ock 1222
perforns the tasks of transferring information fromtransmit/receive
interface 92 to RXPREAMBUFF 310; performng error checking functions on the
recei ved bytes; and increnenting the byte counter (thereby keeping track of
t he_nunber of bytes of header which have been received). Wen an entire
repetition of tHriremit/teceircerintecface 92ctosREDABABUEE132@)., t hen
deci si on bl ock V] y#g% | ¥gd t Q1 ol s from .
errors. |If the %é%fﬁ%g?s rezf%?igﬁ%)?g,ﬁ %‘Eeﬁﬁ?t ﬁl"‘g&gg{ ??m’ ned
whether a flag &ytes of the daterpacket euripentiy(beipg recedved ror-free

header has al r eqgy e KV €KL VEELY Bebhli PefBEVEMS) ahlll Bllock?APs2 |f this
is the first valid header whic been received in tgg nt, nessage,

h has curr
then bl ock 1228 REFEOTHS QEXTT Fhecking on the Ercedyed data Bikes, o
counter and i ncrasretfiey tawr INVOUEhEGAINS&EReranpfepar theoreele iaed [Wata epeat

of the header. en al]_of eat s, hav recgai ved tested
for by bl ock 12%",‘% F%t%’?‘%@% iéﬁZed B“pgfﬁﬁ?ﬁf‘o%‘?ﬁi‘r 312
and the m cropr abetssxminels nthiet) axcentinedddata packet hast bedregi nning
address of the r ' ff LDy i = ' raparation
of receiving dat!ge%%{clﬁee{{'xﬁg %gfl%ngﬁégk(g?géﬁ?gg%% 1 nfﬁte)%tﬁh n‘g ATA

set forth in Fl G Jpackehsvassreceivedchithout esroan (based sipon 78 and
bl ock 1302 act ua.gw LEATBEST S£ 2EKROYL BITCCHBEREAG PrrTormedNByIWIdAee 92

to QEPATABUFF 3%252 _ _
. 1252) and sets a bit accordingly (blocks 1256, .
1258). Block 1260 then stores the error-indicating
bit into the CRC map discussed earlier, and block
1262 clears the byte counter. Decision block 1264
then determines whether gli N data packets of the
< current message have already been received. 1If the
current message is not yet completed, a return from
interrupt occurs (block 1266) so that the next time
'the routine RXDATA is entered, and an additional
byte of the next data packet will be received. 1f
all N data packets have been received, block 1268
sets a flag calied RXDONE to indicate that the
\_ entire message has been received, and interrupts are
disabled to prevent the routine MODINT from being
called until after the acknowledge message has been
" transmitted . - o ' .
'  The routine RXACK set forth in FIGURE 23 and
used by the DOM performs the tasks of transferring
received acknowledge messages 170 from _
transmit/receive interface 92 to RXDATABUFF 312.
Decision block 1300 keeps track of the number of’
bytes of the ncknowlg?ge signal which have received,



(as well as-performng CRC error checking on each byte as it is received,
‘and increnenting the byte counter). Wen decision block 1300 determ nes
thate an entire acknow edge field 174 has been received, decision block 1304
tests whether the received acknow edge field is error-free based on the CRC
results cal cul ated by block 1302. If fhe received acknow edge field is
error-free and this is the first error-free acknow edge field which has
been received in this message (as tested for by block 1306), a flag calleqd
VALI DACK is set and the contents of packet RX status field 176 fromthe
correctly- reﬁgkﬁed acknow edge field is | oaded into the CRC map data
structure-(b *1308) (this CRC map data structure is used by DOM 52 to
determ ne whi ch dRISURE K21 s:lweaeflowochactl ofr &ha reu tineDEMHYR and have

to be retrang gkp_.he?eon ?Ei'-ng&‘%ﬁél@ t*gkﬁging;g‘gt 5% §§%ter ‘and GROUP -

COUNTER i n preparati recei hé “next x?edge field
174, and deci§20Hhﬁsﬂéﬂvﬁtﬁtanﬂesi“AstAetsahl ac REMI56d e Deicdlad arepeat s :

have been repgipegd 12\&'@&@&;&;%%9@% 820ent! SR SR HYILW ¥ Phd e0e! Ve,

gLEﬁEmﬁiégesﬁézgggé %%);%AFBéEﬁV?ePGFgeggcéﬁggsh;gﬂﬂbNQOFEQEbH;(ﬁ this
enbodi ment i petriformishaHERRUERESofSEHahsfeeFING dnfRrmatitindigsonP! Packets
Sent by the E%%P%?ft&t”%ﬁk%ﬁﬁgbﬁﬁéégaéé SRTLETR

acknow edgenperfoimdng exror t the€R(MPfundtdeonst bn the’Fepedviarpd on the
punber of bl by driy VAdPendRRIAG LhIKIRY EBRRLYr (UoidbenlUs MO PI N0

'keepinq track of the number of bytes of header which ~/

have been reéeived). ‘When an entire repetition of

the header has been received (decision block 1220),

then decision block 1224 determines whether the

received data is free from errors. 1If the received

data is free of errors, then it is determined - o/

vhether a flag called valid header is alregdy-set

(if it is, an error-free header has already been

received for this message) (block 1226). 1€ this is

the first valid header which has been received in

the current message, then block 1228 sets the valid

header flag. Block 1230 clears the byte counter and

increments the GROUP COUNTER in preparation of U

another repeat of the header. When all of the

header iepeats have been received (as tested for by

block 1232), a pointer is initialized to point into

RXDATABUFF 312 and the microprocesBOt.74'modem

vector address is set to the-beéinninq address of

the routine RXDATA set forth in FIGURE 22 -- both in

preparat:on of receiving data packet collection 154

{block 1234).

The routine RXDATA set forth in EIGURE 22
transfers data packet collection 154 from



achieve the effective data rates earlier nentioned herein. Adigital radio
transmtting and receiving signalling protocol and associ ated system has
been ‘descri bed which has a very low error rate per bit, is adaptive to

del et eri ous comuni cati ons channel phenonena such as noise and fadi ng, and
is conpatible with a prior protocol. Wil#the present invention has been
described with what is presently considered to be the nost practical and
preferred enbodinents, it is to be understood that the appended clains are
not to be limted to the disclosed enbodi nents. By way of non-limting .
exanpl e, although the_preferred enbodi nent of the present invention

i ncl udes radi o tr8RecBilesks 1302 actuakln transfere ackncyiedos

transnmitter, a remaisélige0bydied'frchl i interFatd 04 | €0 SRUSXTABUFF 3120-
CLAI M5 1. A_nethog of trgnsmtti digital signals fro data originating
digital radio traf8Se¥ed NeP%Mﬂw%ﬁia&?Wc%ﬁ%fn?@ﬁ &8&H nation -
digital radio 5 tbytecas/dt imirdceived] an@riscrgnedtingr thenbyteng, from
RE channel . a pl aFSURSYTor PSE. detch TSR 900, dLeUpRTRYS, RUE O
10 (b) recenventire acknomletige fislkd 174 hasibeensrecsived, :
recei ver: (¢) del guEiminh $1otH 4P EdALs Yind EROECRY CEeulligBa0! Sai d N
ata packets were correct received by sald destinatiogn transceliver and
whi ch of said dat acmow}&é{@t fipdd i @rnertizes Lasedonythe GRC
destination transg@isuitedtalicilatéd By b¥odk [1302. f 1 08 €Redreceived
acknowledge field is error-free and this is the
first error-free acknowledge field which has been
received in this message (as tested for by block
1306), a flag called VALIDACK is set and the
contents of packet RX status field 176 from the
_ correctly-teceived acknowledbé_field is8 loaded into
e ‘the CRC map data structure (block 1308) (this CRC
~ map data structure is used by DOM 52 to determine
which data packets were incorrectly received by DEM
56 and have to be retransmitted). Block 1310
reinitializes the byte counter and GROUP COUNTER in
preparatibn for receipt of the next repeat of
acknowledge field 174, and decision 1312 determines
" o whether all acknowledge field repeats have been
' | " received. When all acknowledge field repeats have
been received, block 1314 sets a flag called RXDONE
to indicate that the entire acknowledge message 170
has been received. |
One important feature of this embodiment is that
the CRCMAP is used to communicate the status of
packets received by the DEM. . No packét'numbers are
transmitted with the packets sent by the DOM. Nor
are packet numbers sent by the DEM in the _
acknowledgement. . The use of the CRCMAP reduces the

N\



destination transceiver to said source transceiver specifying at |east said
incorrectly received: packets; and 20 : (d) retransmtting fromsaid
data originating transceiver to said destination transceiver, a further =
data burst including N successive data packets, said further data burst
data packets including said incorre® |y received data packets and no
correctly 25 received ones of said first data burst data packets, wherein
said retransmtting step includes retransmtting each of said incorrectly\a
recei ved data packets plural tines, none of said incorrectly received data
packets being retragnsmited_nore than one tine 30 nore.than any ot her of
sai d i ncor r® ¥§=?€C8PV' 'd&ﬁ?ﬁﬁﬁﬂéglP{gsrﬁf?ﬁn ﬁiféngtz. A nethod as
clained i nméssagé {ackhewliedzeidrndite) st ePhas hedpinig tio1g an

or i ginat | P UTERCEcrhly VTRt QR AT e ERFERER BRI  now cae

message i ndiexeing which of . -81- said data packets within said first

data burst were go i.ved: L whi o] aj ckets within
said first data[§u§§§§§g¥e%ﬁ%&ﬁ:ﬁkﬁ#§b¥€%£$3eé§a3¥ch§%§§gﬂod as clainmed
in claimilstenelhing protocsd mnditamsocinted: syatendbas heen ep of

Lransmi tti g fOr PELACWRSLH HIRP WOFef TRV AbErdESEARA! Pl ANSCel ver 1o

said originating transcei ver over sal'd conmuni cation channel” I'n response to

recei pt of i%iedeptiveqtesdaletenious; compunifationsighannskei ver, said
acknow edgph@ncnefal Bakhdiail ridisd cind t £a@ingai Andeligr M ning step; and

' fg; ?aagﬁﬁr 2?%;#?‘8%;;@&;@”% li)dreisoxt- hgroséggoﬂ .-Sﬁk?ite_l.ril:gxed%raespeaggets for__ _'
invention has been described with what is presently e
‘considered to be the most practical and preferred
embodiments, it is to be understood that the

appended claims are not to be limited to the

disclosed embodiments. By way of non—limiting example,
although the preferred embodiment of the present _ “’_
invention includes radio'transceivers, the invention
could be used with a transmitter, a receiver or other
radio communications device. '



to said acknow edge nessage. 15 4. A nmethod as clainmed in claiml1,
2 or 3, further including the step of: repeating said steps (b)-(d) until
all of said N packets have been correctly received by said data receiver.
20 5. A nmethod as clainmed in any preceding -claim wherein said
transmtting step (c) includes transmttir@§0said N bits of said map in a
sequence corresponding to the sequence said transmtting step (a) transmts
sai d N packets, CBIMSf said N bits 25 correspondihg to one of said -

patkets. 6. A methad as ¢ hgdied ok AParin ing tluteg & Grbmal d

determ ning step includes: storing said correctl y re |ved data packets
into a buffer c&sat@ W’&WW%%%W@ dransgel Vﬁ&'cl?é’t%r a RF

cal culating the dammﬁriaéafomeuametﬁb \Whigels tadva tions adigadaln &b buf fer

whil e reservrng ace i,n said hQuffer . f sard rrectly received data
packets; and tr stc[el:lﬁr& al & Wh? ’T?Q‘b’gt *he nunmber X 35 of new

packets said buffer da) - s ttaasmd tadaig, i cﬁrcum sadrd:ldarbaobﬂ'd-cilnﬁtde!gel ved dat a
packets. rﬁv’%te 4 £33 o ldddhaion @ﬁn@c@l@e@ Qv

ved Gai
retransnrttrng step | retransmtting sai ncorrectly recerved dat a
packet s al ong wWRFh channeder axpduradityath qfasuecessive datag PaCKCﬁ:S in

arrangenment for g rFged tddtragbq,rrgrtt al signals froma data originating

digital radiq transceiver over cQ |cat|on c annel a de i nation

di gi t al radﬂ@ t ranscdiRler TS éﬁgagg%r Uf% ) nmeans

for transnrttrngeéﬁmmatibnjnéweaver, - a '

(c) determining at said destination transceiver
K;f which of said N data packets were correctly received by
said destination transceiver and which of said data
15 packets were incorrectly received by said destination
transceiver and transmitting a bit map from said '
destination transceiver to said source transceiver.
o - specifying at least said incofrectly received packets;
~and - _ _

20 (4) retransmitting from said data originating
transceiver to said destination transceiver, a further
data burstlincluding N successive data packets, said
further data burst data packets including said
incorrectly received data packets and no correctly .

25 received ones of said first data burst data packets,

wherein said retranemitting step includes _
retransmitting each of said incorrectly received data
packets plﬁrel times, none of said incorrectly received
data packets being retransmitted more than one time

30 more than any other of said incorrectly received data
packets is retransmitted. ' .

2. A method as claimed in claim 1 further
including the step of transmitting an acknoWledge
message from said destination transceiver to said

35 originating transceiver over said communication

| channel, said acknowledge message indicating which of

* c L M b *



originating transceiver to said destination transceiver over said RF
channel, a plurality N of successive data packets in a first data burst;
(b) neans for receiving said first data burst 15 with said destination *
transceiver; (c) neans for deternining at said destination transceiver

whi ch of said N data packets were corBéctly received by said destination
transcei ver and which of said data packets were incorrectly received by

sai d 20 deSeidafpsp ppskeds vdthdndsaddd fixsts dada RULSHWATR) i ncl udi ng\
nmeans for &b2peficly Pecedvedkapd ehdeh oEsegdd aavaliputicetst map fromsaid

T PR bhID: Fass ke Bl Bt et SRty M gha | st sl

fromsaid data 8ri gi Aamethod asscdialmed: dns@laided! wheireins ranscei ver, a -

furt hersdat a buggg_d! Hl&ltﬂg'dnq’u@tié%c‘?L?:%'l‘{xﬁe%attﬁeoi%? 3,:5 said further data
ng sali y ed d

burst data packets i ncludi | NCOfrec recel ata 30 packets and
no correct tyanswdtidngonss acknosledger gesgage from sgkdh packets, wherein

sai d meansgf@tihtians Frhhisteivet e Saild biegitihd V¥rdiidtsdNer
retransmtting of each of said.incorrectly recCeived data packets plural

times, 35 QUeR epid rommupdcation FESPONSE k@ £ s are
retransm t pedsapae fikat datal bilrstOby sdd destihatdn ot her of said

oAl CehabReLSher: Rt AR dul” TRl 41 i igoS ! O
(b)-(d) neresultsf ofcsedd depexmddlingusttelps;alindof said N packets have been
correctly recei ygq3byat3adsfdtting’ §tby includes the step of |

selecting data_paékgts for retrénsmission'in response /

to said acknowledge message. - '

15 4. A method as claimed in plaim 1, 2 or 3,
further including the step of: - _
- repeating said steps (b)-(d) until all of said N

packets have been correctly received by said data N
receiver.
20 5. A method as claimed in any preceding claim,

wherein said transmitting step (c) includes
transmitting said N bits of said map in a sequence
corresponding to the sequence said transmitting step
(a) transmits said N packets, each of said N bits
25 'corfesponding to one of said packets. ' _ ' W
6. A method as claimed in any one of claims 1 to
. 5 wherein said determining steplincludes:' _
storing said correctly received data packets into
a buffer capable of storing a maximum of Q data |
30 packets; o _

) calculating the number X of new packets which can
be stored in said_buffer-while reserving spaée in said
buffer_fdr said incorrectly received data packets; and

transmitting along with said bit map the number X
35 of new packets said buffer can store in addition to
said incorrectly_receiVed data packets.

AR



10. An arrangenent as clainmed in claim8 wherein said bit map includes N
bits in a sequence 10 corresponding to the sequence of said successive data
packéts in said first data burst and each of said N bits corresponds to one
of said packets. 11. An arrangenent as clainmed in any one of clains 8 to
10 wherein said neans for determining 15 -B&-her includes: buffer storage
nmeans capabl e of storing a nmaxi mum of dat a.packets; neans for storing

said correctly recei Ved d& ®athoshia® imed; iy fJaim fhwheppinsaid
nmeans for storipatTAndnatyiey lstdpeaRiciv@atat a in said buffer storage

means; and nmeans responsive tq said s, for storing for, calculating the
nunber X of new pack(% Rﬂﬂ%ﬁ%ﬁ‘%é@@%&?ﬁ?ﬁ’a{ &ﬁq‘é‘r"%}i L3 eservi ng
space in said 2packeftiscalsing agethrmaamuniber Siicf insodeetd Ipackets ved data

packets. 12. cAn arraggene ' ' | 1} | r el ' cknow edge .
nmessage i ncl Sdes the%%unbgn }%ﬁnﬁgﬁg&&&@s%ﬁgﬁgﬁﬁ crhm{%r?e_ I n
addition to sai 8igpalscdmoscE Pate eriginating ddadtal gadimi d means for

retransmtting igpah@sRANet ‘ovetdial RICIComihRAGR ¢S WarilY ¥ A ts said
incorrectly received data packets'alggﬂ-mdth X new data packets. 13. A

met hod of transAPEtAR@ AR Ch9itad, fadicysransgeiver, |Spid afrangement:
descri bed with eehmprdgdag:o Fi gures 2-28 of the acconpanying draw ngs.

ner ei i deecPPoed w t §oPer SRS 05 tAntEi A P A A %l %
acconpanyi ng dr emiiggpating transceiver to said destination transceiver
over said RF channel, a plurality N of successive data
N\ packets in a first data burst; |
(b) means for receiving said first data burst
15 ,with said destination transceiver;
| (c) means for determining at said destination
transceiver which of said N data packets were correctly
Y - received by said destination transceiver and which of

' said data packets were iﬁcorrectly received by said

20 destination transceiver and said means for determining
including means for transmitting an acknowledge message
including a bit map from said destination transceiver
 to said source transceiver specifying at least said
incorrectly received packets; and _

25 (d)_ means for retransmitting from said data
originating transceiver to said destination
-transceiver, a further data burst-including N
successive data packets, said further data burst data
packets including said incorrectly_receivéd data

30 packets and n¢ correctly received ones of said first

- data burst data packets,
wherein said means for retransmitting includes
further means for causing retranémitting of each of
said incorrectly received data packets plural times,

35 sﬁch-that-none of said incorrectly received data
packets are retransmitted more than one time more than
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any other of said incorrectly receivedidata packets is
transmitted. '
9. An arrangement as claimed in claim 8 further
including: - '
means for causing said (b)-(d) means to function
repeatedly until all of said N packets have been
correctly received by said data receiver.

10. An arrangement'as claimed in claim 8 wherein
said bit map includes N bits in a seguence
correSpondihg-to the sequence of said successive data
packets in said first data burst and each of said N
bits corresponds to one of said packets. '

11. An-arrangement'as claimed in any one of
claims 8 to 10 wherein said means for determining
further includes:

buffer storage meahs capable of storing a maximum
of Q data packets; -

means for storing said correctly'feceivedﬁdata_in
said buffer storage means; and o

méans_fof storing said correctly received data in
said buffer storage means; and |

' means responsive to said meahs for storing for
calculating-thelnumber X of new packets which can be
stored in said buffer while reserving space in said
buffer storage means for said incorrectly received data
packets. ' '

12. An arrangement as claimed in claim 11 wherein
said acknowledge message includes the number X of new
packets said buffer can store in addition to said
incorrectly received data packets, and

said means for retransmitting in response to saiaq
acknowledgé message retransmits said incorrectly
received data packets along with X new data packets.

13. A method of transmitting digital signals,
substantially as herein described with reference to
Figures 2-28 of the accompanying drawings.
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_ 14. An arrangement for transmitting digital
signals, substantially as herein described with
reference to, or as shown in} Figures 2-28 of the
._accompanyihg drawings.
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