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DRAWINGS 

A user sends a certificate authorization 

request to a CA of an institution

The CA of the institution verifies an identity 

of the user and issues a digital certificate
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FIG. 1 

 

A CA of an issuer records its own public key in a blockchain network

A verifier obtains a digital certificate of an initiator of any signature transaction in the blockchain 

network when obtaining the transaction, obtains public key information of a ring signature from 

the digital certificate based on a preset ring signature certificate signing rule, determines all public 

keys corresponding to the ring signature based on the public key information, and verifies a 

signature of the transaction based on all the public keys corresponding to the ring signature
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When receiving a certificate authorization request of any user, the CA of the 

issuer confirms, based on user identity information carried in the certificate 

authorization request, whether the user is its own user

If confirming that the user is its own user, the CA of the issuer obtains a 

public key of the user from the certificate authorization request, and obtains 

CA public keys of any other N participants from the blockchain network 

based on a preset ring signature certificate issuing rule

The CA of the issuer performs ring signature on the user identity 

information and the public key of the user based on the public key and a 

private key of the CA of the issuer and the CA public keys of the any other 

N participants and forms a digital certificate; and sends the digital certificate 

to the user
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