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A portion_of the disclosure of this patent 20 document contains materi al
whi ch is YQ0484t o0 copyright protection. The copyright o/$&rVi443413
objection to the facsimle reproduction by anyone of the patent document or
the patent disclosure, as it appears in the Patent and Trademark O fice
patent file 25 or records, but otherw se reserves all copyright rights

what soever. BACKGROUND OF THE | NVENTION 30 Field of Invention This
invention relates to security systens. The invention is nore particularly
related to the secure transfer of data, passwords, keys, and other private
WO 00/ 48064 - 2 PCT/iJS00/03477 date, for secure transfer, user

val idation, authorization, etc. The invention is directed towards security
systens that can be used in conbination with conputers. 5 Di scussion of
Background The background of the invention deals with security tokens and
-the like which are used for secure operations with respect to for exanple,
a host 10 conputer. AgrgoRETYOROQTESENANDDAUIEENTICASSON BOFEMe state of the

.art concerning such s i | attention is
drawn to the three Ca%@#%e5é53é§%§§§§dﬁ%ﬁgg%ngr%ggggg?P%%IFﬁérein, all of
whi ch is imcorporated herein by reference. The three 15 Cargile patents
i nclude SOLI D STATE KEY FOR CONTROLLI NG ACCESS TO COMPUTER SOFTWARE, U. S.
Patent No. 4,599,489, SOLID STATE KEY FOR CONTROLLI NG ACCESS TO COVPUTER
- SOFTWARE, U.S. Patent No. 4,609,777, and SOLI D STATE KEY FOR CONTROLLI NG
ACCESS TO COVWPUTER SYSTEMS AND TO 20 COVWPUTER SOFTWARE AND/ OR FOR SECURE
COVMUNI CATI ONS, U. S. Patent No. 4,819,%6?. SUMVARY CFTJHE LNVENTI! Joughly
described) the privaikeAPPIARRPOPE ERRITS28F A IFe 4T | BRSCAn *émi56di nent
of the token ofcdfipendmentimité® Statesaprappsicasl oapplpravdve,edr.yption
key and to secure transport” th ev._when needed, T huat & gRCKYpPtion
key is sent tc)éﬂJ%&ﬂﬂ§%%ﬂi%ﬁlﬁﬁtﬁggfﬁFﬁg gﬁ%ryptloh §g§8E2¥% %%xpoézd to
the user of 301khetI@REH}OﬁBSQ@SltSEMposadithe@réﬁﬁﬁURIEYtH@C%§§I?@%&ion.
Once received pr i e ti Ve Capeke usedidrortock or
unl ock, encr yp%ﬁiﬁd@%%#f@ hejrrﬁgggs gﬁ ot hEceﬁrk dat a. WD 00/ 48064
Envi ronnent s exd@GCTIPILTHiS feature greatly reduce risks associated with
depl oyi ng; private key based applications. The weakness in existing systens
is the reltance on a user to enter his passwords to unlock or decrypt his
asymmetric private keys (i.e. RSA private keys) that are resident on his
hard di sks or floppy disks. The passwords are effectively the encryption
keys that encrypt the private key fé ffk ed and stored on the hard
drive. The passwords al so then de , , the private key when
| oaded into nenory far pmetion profathckeydfagingwrns stich Hyls| ipafent
aut hentication or sjgning me :aRSack+ . he S ofgpstatic
password act%éﬁ?@ rs%8%ﬁggﬁgnegﬁiékﬁggirgghﬁﬁg i%%. %?% ???bngf
systens that retgpynigkak picdtdas isgssworERe alSWYRHER heWABT | 895t F%mnage
~ their problem bé{%j)éTEL_"E‘Bﬁnkbngzh%aséavwi%ﬂcwtféﬁﬁomy@@i&asa Ry KBy
i npl enent ati ons not have the ability to nanage t%ﬁ%%ﬁa ness. There is no
way to force weBhes®asers SRFEEPasSholaE, p&ir@%tgo QSUTSr B8 gt hem i f
they have forgoibgsathern e bioysersnd efdadumaisecE 1ics gantnantti rmnage
the encryption keys (i.e.. _passwyrds). that encrypt Lyat e, .
Ther ef or e,£)5f ronPR %%é@&’q?ﬁy bEJé'T M@edggﬁﬁfgeéﬂffh %g%%(gg% %t

private key of fghstsedteéent i nplenentations actually are a step backward. -
3 510 15 20 25 30

BACKGROUND OF THE INVENTION
30 Field of Invention _
' This invention relates to security systems. The

invention is more particularly related to the secure
transfer of data, passwords, keys, and other private



PCT/ US00/ 03477 BRI EF DESCRI PTION OF ' f HE DRAW NGS A nore conpl ete

appr eci aY@RV/$¥64 he i nvention and many of the attendant adCIENGEH7T her eof
will be readily obtained as the sanme becones better understood by reference
to the follow ng detail ed description when WO 00/ 48064 PCTI US00/ 03477 - 4
considered in connection wth the acconpanyi ng draw ngs) wherein: Fig. 1 is
a bl ock diagram showi ng information flow and processes of the present
invention; 5 Fig. 2 is a diagramof a token and host processes,
interactions, and information flow according to one enbodi nent of the
present invention; and Fig. 3 is a flow chart describing processes
performed of an enbodi nent of a token having conbined 10 C R, R O nethods.
DESCRI PTI ON OFd#HE, PREFERRED SEVETE MVENTS: X okerUBET t he VRAGERLAOR i s

preferably a D@h%hEBEEXEEbB” §tandatﬁe(EE$bnE§§ﬁd150&e@eeeéaceow£&esﬁvst 15
powerful feature of the token is.that it .can suPport %ﬁ:gto seven dlfferent

i nput nodes (s@@WﬁE&FE SYSEREE $Hfhortehdih Tre® PH8SRBFA PO

par adi gns Chal LemrgatBesponse and Response/ Only. I n additi on, the token can
securely transmt private keys to 20 applications. One Tine Password
Generation In order to generate a OTP all tokens nust have a secret seed
val ue stored wbtikicnsthent okeBackheypumgst 25 al so have additi onal

information that i sTﬁgrl ggl ? r‘gﬂgﬁi adéjf tl&tl'lé?ﬂ iﬂ&@ﬁ@%hondé%%“aﬁﬁ

inputted to the tokén Wien en 1s uSed to generate a
vari abl e i nput seanrbeyi hokenal epdahbieod &t whaghl §rgenBedt £@r Besurgbl e

bel ow i dent i fi epeliessguen ik crampdliP 30, moggs obxamstaliog fgoskhe

token. The tablé also identifies the source of the variable in |ven to

the tokeROfor GOHNBREEFon &f AR STe SHoRRE-FREOMF SRR tRaflFERger alt

could be a valeeateabfthﬁetlenconwﬁkﬁgh§8QﬁéthabU8&@&03§§Eeqeﬁ E@celves
that is used to_cal cul ate the. onﬁ % pgzsmrd. The tine vg&i ag e could
be, for exanpl ¥3¥t R SXARHe PBkEn RRSSHESER Hie BAMR VRr FABI &C6G d be,
for exanple, tlkargidbepaoéntsnend hphetbeidokeart watesl ddedtedfur tHidr odet ai | s
about OTP genegatign.can 0, ora ference
Cargil e patents. 5"F‘ia{bllg n%g’lr%%hlt%t%b%geﬂé@{éiﬁ %2 }(Iﬁ%é%%?% rrggg‘r (l%lr{)% Token
In ut Vailbabl eChagliérahbents em@@s@ﬁse@m&%mﬁmp@n@ommmmm | en
el ResonseC RExheraal ol assoaCittd-fnged, T reCialotit SioRes0R3eCLEEX! er nal

& I nternal 15Chal fena + Event + Ti ne | en el ResonseC/ RExt er nal

| nt er nal Event RE§LERs STANEY BFft F PRI RRIRROLIFE e RESCERSe TO Compbrar
Onl R/ O nt er nal GoreRagponse sOnlaaddA®) ket eunalos, 777, and SOLID STATE

KEY FOR CONTROLLING ACCESS TQ COMPUTER SYSTEMS AND TO
20 COMPUTER SOFTWARE AND/OR FOR SECURE COMMUNICATIONS,
U.S. Patent No. 4,819,267.

: SUMMARY OF THE INVENTION
Roughly described, the private key transport {PK’I‘)
25 feature allows an embodiment of the token of the
invention to store an application's private encryption
key and to securely "trangport" the key when needed.
The private encryption key is sent to an application
without the encryption key being exposed to the user of -
30 the token nor is it exposed 1in tramsit to the
application. Once received by a host, the private
encryption key can be used to loc¢k or unlock, encrypt:
or decrypt other keys and other data.



20 All of the above nodes (Table 1) use DES as a cryptographic engi ne for
cal cul at "{00/48864r esponse. Each of- the nodes are capabl e oFCBESAY3BTFogr anmed
to be conpatible with various standards such as ANSI X9.9, Triple-DES, or
ot her popul ar tokens. 25 A1l RO nodes sinply require the user to turn the
unit on and, if required, to enter their personal PIN to unlock the unit.
Wen a PINis required the token will pronpt the user for a PIN. All CR
nodes utilize an advanced optical protocol enabling the user to 30 sinply
hold the device in front of their nonitor to read the graphical challenge
presented to them The token has a high guality keypad for manual entry of

the challenge) if the nonitor is not capabl e of aw%rgghical interface or
the user is authentEReiTeRments £piRhfe. WBSTer | Vat%/ PEASURS FESASHAnsport

Capabi 1 Tties o ahe L ahoa s Phe Private Kay Ttanspor (PKD) Teaturp. o
capabilities o e tokep is,the Priyate ransport. (P featur
(referred by cP3PtdgrBBht€2eXPBPt s Eﬁewﬂﬁéﬁﬁ%ﬁﬁ\f r%%ﬁ#?ﬁﬁ. ﬁ¥é??m§

feature enabl essi pakaldeatiagns: off Hserser tooassten hipriprdswdkals toa token

2ppl | ot 1o noPLTot ot ok e I BT 1h Bhnyans) Ko Re ARl user
except for thepehecayptkepsapphiatatamn FesefentTAnshils &apecidisks ueeful for

applications tpfﬁpﬂf ety sh t ge ?H%@%@@%ém ngSthngty§§[9S Pr&vat e

keys.. In additi0 one installation 0 not even want users to,K know what
their private RRYEYREEORJreYHCERAR i BT i IR IFFAYACEsERY WRSRahRgeSt hei r

private secretsraddefhgnlii 3@ 2R tdie £RSULLrHS drheekey THRAVEad Swbedghanged
periodically. If a user or installation ﬁss'gn a private k to a user's
3FE kePS

t oken, the tokdhSeariECEMARFERRR t I piP FHh'Bher ypi ofiren
appl i cati on W1beaédhaviteg remstisctose use pri pateakey kiyr i fignchions

comuni cation (i.e. display.or_thrau e rky. nce_the.need change
keys are drama%’i1 B ya? eddée]ue.nqt '%Lgﬁ%n%o%%%\%ﬁ n(??e tﬁ%@ﬁ%ﬂgs c%gabi lity
appl i es to botoDEsennd/RESAnésghmensi.c and asymetric) encryption

al gorithms. 1n ordepyto,undersband Lherskophbiganae:ofatbislipayrgea bri ef
overvi ew on how this works I's needed. Figs® 1 and 2 depict a Token working
‘with a hdst sytsham enanrhghentippri tBRFERSt hAFaRAkl P FdbetY b8 etB2bser' s
private key foLefRCEYPLELR SELVEECBasdNEriigkensbshavpabhe abiyenpresi ng a
OTP as described above. Fig. 1 depicts the OIP feature in.contjnuation Wth
the _: WD 00F28882 Beaiu PY 1pleplepting RPaSVRAR GORFEOL3- depict s
“the OTP feat urgebnpbassiingkevhlkechkayn iafdemdrrdiighls git rde Hidle feheur e.
The node used (j.e. _one of the seven nodes of op Lon) .t aLe the
OTP or Token Réébgﬁgg S ST eFlgﬁl VeSS tﬁ%ﬁérrfo%e')éscglr?gbe 3{15% . \Wen
an appl i eati onforqeeséls uswts & aisHrargim pasgwmids ppileit gordy ON8E , aeEessi ng
encryption seryLces e . e s N thd he sadre, as used
when authentic%%?ﬁgtPégldgigé? dﬁgﬁgtﬁgggﬁ%gggtgfgfﬁe 10 patgﬁﬁgéfs

i ncor por at ed heedynobyusetsr eaceplepependi mguapentiheCTATYRBUC oFeBPer at i on
the user mey ngede!0 pipiofa&hal LpRge ditBriien t gken pFicatekereps! |
generate a token response _such as for ,exanple an OIP according io #he node
of operation, BRETREPFepefFeMnfafeEE a8y PESRRECEPERattBR bE 8ft BlSpl ayi ng

a respongs on L8eahekgasscreaat The@peital i orkey | |diBdrsaf ed ehprenas an
"XOR The OIP i

50 and the user's private key 40 are conbined together
( XORed) and thémngﬂFPt?ElPﬂﬁ ﬁngﬁﬁgYKgfeTFaﬁgﬁgrPagggﬁ ‘value 70. It is
the PKT 20 70 that is displayed on the token display for the user to
communi cate to the host SASLEM 'fg%fgﬁaéﬁmﬁﬁ@nﬂﬁﬂwf%‘ i cation. Because
the internal OTP 50 is ahmﬂﬂ?ﬂ§g§§gtﬂﬂ, the resultrng PKT 70 will also
al ways be differentd @5ret cohplietiebsppveedatian PE t8e| wp¥ssibre &Bddeduce
t he user pri K it e 7 us ~'s
private Egy 40M?§§no§yiéglanégﬁggkﬁgg?néﬁg%gﬁﬁggga ?Fe?%g&gK$@$% igé
di scl osed. readily obtained as the same becomes better understood

by reference to the following detailed description when




The Host system 101 is capébl e of also generating 30 the OTP 51. This is

what enabVedOH$HE4 Host system 101 to validate that a parti HIAFSYEM7i s who
they say they are when needing to authenticate users. In the PKT case
however, the host is attenpting to provide the WO 00/ 48064 PCTI U500/ 03477
_ g _ encryption application with the user's private key 40 and therefore
uses the sanme "XOR' operation 61 to extract the private key 40 fromthe,
PKT 70. Once the "XOR' operation is conpleted, the encryption 5 application
can then use the private key for encryption services. Note that even though
the PKT is always. different, the priva‘té Key extracted from each PKT
generated is always .the _sane, a requirenent for. sy tri C !

al gorithns. 10°@%éédﬁﬁédencjr1§/pt CORREErTPles e bretr:g% co%%?%@%ﬂ%%ga
application sigphyiegaseshtheipri vate key from nenory) thereby protecting
the private key from.further discl e, ' Lant L PALRALctBnNRE Byl S that -
when using the 15_tg1%§n #‘olré gdgr%oacgflr#&%gl{%‘ bgﬁgfﬂsﬁcrgt orp sereld vaiﬂue does
not have to beakédpproeesees Tiietial presgentbanypaErPXdi stri buted to any host
system This is notgthe gase when, WsiNG 4 he cbakanahabnaythgpbeeakesyser s
via the tcg)ken' S OTPfFagqst s“f’/stems tan generate as nman 28§OSSi ble OTP' s as
they want, but ipAerecsishgsi caidt dRERTHZEICRN f@ﬂ?’tﬁcéeﬁ r3fe & PRE® a
private key cappgbabmegienerated. phessheukdvahseohe aatied that the token can
be optically programmed in the field. This feature enables th K

-private keys to be &Rfered i#825d 'cf”éd.%ﬁirg.' L’iieisFFﬁgf“Pgt egrécégcs)%% 20 and
seed val ue 30 ipapbried e QP grnstatait IF FheckémchaPingayobbined .

ti mepi ece syncEr ni zed (withi.n any predetermned interval) with a clock 21
at a host%evi ég"Bé& g“&thfiiS\Iely, the clock nmay take the formof any type
of counting nechanismto provide a changi ng nunber for each or any set of.

OTP generat’ons perf opgBerrpriok oWONAR S8064pbe pLEbbIMENDE! PKT feature
. nrcate ny s

solves is this - How . [ati ¢ privaie key to an
encryption appli cat T viakesutofiskhg An¥eaEieny ASudPTATIRIE Rl e to
bei ng trapped? plhe2avs dtagussonpexplsidisa hoykdheidvivant | Taet akean
provi des the solution _for this probéem , !%gllo lﬁ_’rzo PCT/ US(%(%{ %%477 XOR
Oper at i of-5TokeROPETFAte FRBYRERRTRE EOEQWEi%t Gy "TFERs pEPEESS
ResponseHost Prigvageviay BiGEFEME 01AH000 6 c | (esiey eT@RLepeliat itdat( XOR)
does the foll omon%q{gega %AD ¥al ueﬁ.are ﬁé’%f‘g’ d'd‘TEt)he 238 4 sanme the
result is a 0. 5% P&di PFEr ent™The” $EsUTt is 1. 'Sifice we -are deal i ng
at the | owest Ihedll epsyiRespdime eadpiespsnsddOnhyy tMb agdifdempossiehl e are
0 and 1. The falhaw nooLabl esdesceh jes aldndifbs! bl St naldegis ofccand

at | on:

excl usive or oper
20 applications.

One Time Password Generation
In order to generate a OTP all tokens must have a
gsecret seed value stored within the token. They must
25 also have additional information that is variable. This
additional information is what is inputted to the token
when the token is used to generate a OTP. The variable
input can be internally and/or externally generated.
The table below identifies the seven different OTP
30 modes of operation for the token. The table zlso
identifies the source of the wvariable input given to
the token for generation of the response or OTP. The
challenge variable could be a value that the token



i +o0=i

i+i=0 25 0 + 0
t oken priwetoeagmy of

*1100:!

apply an exclusive or operation on these two val ues |

30 which is ny Private Key Transport val ue.
WO 00/ 48064 5 10 15 20 25 30

(0] (0]

b Therefore in the above exénple, | have selected a
and a token response val ue of pcrhosb/esarr | |

get the follow ng

This is what

10 This value by itself tells nme nothing about the Token

result - '0110",
happens: i+i=0 i+o0o=i o+i=i 35 0 +
PCT/ US0O0/ 03477 -
Private Key. '0110" in no way.tel

to the properties of the exclusive or operation,
using the PKT and one of the original
Token Response such as an OIP) then what w |

s ne that the rea
if o

key is '1100

. But due

did this operation

t-wg i-nputs (Token Private Key and a
be revealed is the val ue of

the input fiel depetivesedthat oilg casedt hieo ondalaralateet halte t hendosiménows

about

Val e | 0110° aRGSBYRERS| VERG O

o g PRL

ObE:!

Ebe Q:Q%@pg

oSt 'gener at

oken

gkeéhé he PKT

response

val ue of '1010tim&hibei sokhnt whappead: cBaplerenh GIridgkkn ogeld(Bkeep 350).

o+ i
i s equal

i i+o:E
to the

16 0 the TGy

i
o ;
?of%n rivate Key.

e

eeSud
Fig. 3

ustrates a pr

fmtheeper ehb o dien 1399" Which
I ocess flow of a

t oken enb8di neHeethat Fe5pBREs dF&NF ofPEER SEF RIERPR2HPENEC2 P&t ep
300, the tokengyRbtink8 pPRWaiLGnHre AnkeRbolrBReShe paserendeorapfhes | ogon

i nformation to unlock the token (step 310).

Steps 320 and 330 i

ustrate:

deci si on naki n§2rABASthe token is interrogated by a system and the token

“determnes if C

R 325 or

R/ O 335 processing is required. The correspondi ng

processes are perfornmed and'the tokenT%Qh rs a wait state 340 for further

action.

Upon the user

powers down the<tmrt — WD 001 48064 -

11

PCT/ US00A@3477 T
initiated by a (

he t okempuncl udes
ser .Mddee téd Bbkedvi NQ

a comuptRangdigmchani
is an exanpl e of

s$ourbabf Takenb

4_pnpateésiablep!

a}
=
D
=

nment ed

by an initiation

Gaperigeat | on resi o

ethallogeResrmhen(CHRIC (

iEdierm@al t 0 one

enbodi nent of th

eCallgmesdiventl nvent

| Oraliengd/RpsORss (O67) |

) ExtelTet 8 drtprogli

g

mechani sm Each

| Cidillenge udlimet ep ha

LhatiergsResnoase@/MDal

that i nplé&nents

{Craliengd MAvaual TISEd

gzhalienge/Response (C/R)

Extermnal & Internal

Extefmal fdnterpal |

cation

Event

Response Only (R/Q)

Intemal

Event + Time

Response Only (R/Q)

internai

Time

intermai

20

211 of the above modes

Response Only {R/O)

{Table 1)

use DES as

a

cryptographic engine for calculating the response.

Each of the modes are capable of being programmed to be

compatible with various standards such as ANST X9.9,

Triple-DES, or other popular tokens.

25

All R/O modes simply require the user to turn the

unit on and, if required, to enter their personal PIN

to unlock the unit.
will prompt the user for a PIN. All C/R modes utilize

When a PIN is required the token

an advanced optical protocel enabling the user to

30

read the graphical challengé presented to them.

simply hold the device in fromt of their monitor to
The

token has a high quality keypad for manual entry of the

challenge, if the monitor is not capable of a graphical

interface or the user is authenticating over a phone.

35

Private/Personal _Key Transport
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One of the more important capabilities of the
token is the Private Key Transport (PKT) feature
(referred by cryptographic experts as "aggociative

reading®). The PKT feature enables installations, or
5 users, to assign a private key to a token for use by
encryption applications. Use of the token by an

encryption application never discloses the private key
te anyone, including the user, except for the
encryption application itself;

10 This is especially useful for applications that do
not wish to be burdened with storing user's private
keys. In addition, some installations do not even want
users to know what their private keys are for
encryption applications. Users mismanage their private

15 gecrets all the time and the result is the keys have to
be changed periodically. If a user or installation
assigns a private key to a user's token, the token can
communicate the private key to an encryption
application without having to disclose the private key

20 ‘during the communication (i.e. display or through a
network) . Hence the need to change keys are
dramatically reduced.

It is important to note that this capability
applies to both DES and RSA (symmetric and asymmetric)

25 encryption algorithms.

In order to understand the significance of this
feature a brief overview on how this works is needed.
Figs. 1 and 2 depict a token working with a host
system running an application that has a need to use a

30 user's private key for encryption services. The token
is capable of generating a OTP as described above.
Fig. 1 depicts the OTP feature in continuation with the
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PKT feature, while Fig. 2 depicts the OTP feature in a
gsingle block in order to highlight the PKT feature.
The mode used (i.e. one of the seven modes of
operation) to generate the OTP or Token Response is
5 immaterial - all of the modes can be used.

' When an application requestis that a user supply
their private key for accessing encryption services,
the user operates the token in the same manner as used
when authenticating (as described in the three Cargile

10 patents incorporated herein by reference). Depending
upon the COTP mode of operation the user may need to
input a challenge into the token. The tcoken will
geneiate a token response gsuch as for example an OTP
according to the mode of operation, but will perform an

15 additional operation before displaying a response on
the token screen. The operation is illustrated above as
an "XOR". The OTP 50 and the user's private key 40
are combined together (XORed) and the result is the
Private Key Transport or PKT value 70. It is the PKT

20 70 that is displayed on the token display for the user
to communicate to the host system running the
encryption application. Because the internal OTP 50 is
always différent, the resulting PKT 70 will also always
be different.

25 It should be noted that it is impossible to deduce

 the user's private key 40 with only the PKT value 70,
hence the user's private key 40 is not in danger of
being disclosed if the PKT 70 is disclosed.

The Host system 101 is capable of also generating

30 the OTP 51. This is what enables the Host system 1C1
to validate that a particular user is who they say they
are when needing to authenticate users. 1In the PKT
case however, the host is attempting to provide the
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encryption application with the user's private key 40
and therefore uses the same "XOR' operation 6i to
extract the private key 40 from the PKT 70. Once the
#XORM operation  is completed, the encryption
application can then use the private key for encryption

services. Note that even though the PKT 1s always

different, the private key extracted from each PKT
generated is always the same, a requirement for
symmetxric encryption algorithms.

Once the encryption services have been completed
the‘application gimply erases the private key from
memory, thereby protecting the private key from further
disclosure. -

An important point to note is that when using the
token for generating PKTs, the secret OTP seed value
does not have to be kept secret. The value can be
openly distributed to any host system. This is not the
case when using the token tb authenticate user's via
the token's OTP. Host systems call generate as many
possible OTP's as they want, but until a physical token

uses an OTP to generate a PKT, a private key cannot be

generated. It should also be noted that the token can
be optically programmed in the field. This feature
enables the tocken private keys to be altered 1if
desired.

Fig. 1 illustrates a clock 20 and seed value 30
input to the OTP generator 10. The clock 20 may be a

timepiece synchronized (within any predetermined

interval) with a clock 21 at a host device.
Alternatively, the clock may take the form of any type
of counting mechanism to provide a changing number for
each or any set of OTP generations performed.
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The problem that PKT feature solves is this - How
can I communicate my static private key to an

10

15

20

25

30

35

b

encryption application without using a static value
that is susceptible to being trapped? The above
discussion explains how the inventive token provides

the solution for this problem.

XOR Operatiom

Token Token Private Key Host | Host Private
Private Key Response Transport | Response Key
1 1 o 1 1
1 0 1 0 1
0 1 1 1 0
0 0 0 0 0

Exclugive OR operation (XOR) does the following.
When two values are compared, if they are the same the
result is a 0. If they are different the result is 1.
Since we are dealing at the lowest level possible for
computers the only two values possible are 0 and 1.
The following table describes all possible combinations

of and exclusive or operation:

1 4+ 0 =1

1+1=20

0 +0=20
Therefore in the above example, I have selected a
token private key of '1100' and a token response value

exclusive or operation on
01107,
This is what

of '1010'. Tf I apply an
these two values I get the following result -
which is my Private Key Transport value.
happens:

1+1

1+ 0

1}

0+ 1
g + 0

[}
o H B O

]

. >
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: .Wdlﬂglcls,om I = R D R PR .. PCTﬂJS“W"?""’? T
..... m~"" u~ e ~10D|g|pass TokenDP?OOPIN
code i s 12541D| gi pass ApplicationChal | enge/ ResponseFirst application under
the 'I' -buttonActivation CodeYMK3 1SUK | DSA Phase 1: First-Tine

Activation: 15 (a) A token application pronpts the user to type the
Activation Code of the selected Test Token: enter the 12-character code
(see table above). (b) The application pronpts a first Challenge: enter it
in the CP/700 and copy the Token responskfdas 20 First Dynam c Key in the
application. (c) The application pronpts a second Chal lenge: enter it in

t he DP700 and copy the Token response as Second Dynanic Key in the

application. (d) Th t g S ma! @otetiidd etho?d €RrE Both
Dynam ¢ Keys shoul d ?’8dugﬂl% sarr%yl nt e?ﬁgfe'gsecr eto J-reg;‘er‘(_agced

Secret K2, or prrokanePlreyat(ef )‘-e]:ff 16180 oo Urvasd, t & TRRe: Bﬁew’ N
flag successfukg 93 and create context file 30 userfile.txt. In
rvatt

this file the onCoels stored together de.that is
derived fBom the SeBrét ke tqyGhs/BEBBETPEFFU /E)gﬁ?g& %g ‘%a?g 2:

Nor mal Use: (abl?‘gggtggﬁl i ga&t iTor{d oppLs apghaltj_emgelsmﬁ ethet PKR &R€ DP700
and copy the Token response  as c LEQNge9 LRk The
Dynani ¢ Keys i §P¢efif ¢ R %Tatdtf&elsn lﬁé‘éi?ng er n&Fp%ié%?et e?er enced as
Secret K2) that zyimigkn aréiestnSodeutif fas enn AT t HeeBt Had H&%:h CB8e in
context file userfelall%dt )its +80 SLRAL L% gﬁge&ﬁbgq field not used. 1In

- 10 our case the only value that the host knows about is
the Token Response (OTP) value. Therefore, the host
takeé the PKT value '0110' and exclusively OR's it with
the host generated token response value of '1010'.
This is what happens:

15

1
o o B -

20 The result of the operation is '1100' which is
equal to the Token Private Key. |
Fig. 3 illustrates & process flow of a token
embodiment that responds to any of C/R and R/O
paradigms. At step 300, the token unit is powered up.
25 A user inputs a password or other logon information to
unlock the tocken (step 310). Steps 320 and 330
illustrate decision making when t_:he token is
interrogated by a system and the token determines if
C/R 325 or R/0O 335 processing is required. The
- 30 corresponding processes are performed and the token
enters a wait state 340 for further actiom. Upon
compietion of token use, the user powers down the unit
{step 350). '



(c) If no error occurred, the application will 10 flag successful PKA
Activati OMOOREE4ting to Phase 1 First-Tinme Activation: (@ICTURPHEYr am may
be reset to its initial state of operation by renoving the context file
called 15 userfile.txt. (b) The application provides a button 'd ear

Context File' to this end. Pressing it once will delete the file. (c) The
next time the 'Start' button is pressed, 20 the First-time Activation phase
wi |l proceed. Accordingly, the present invention provides.for an inventive
private key transport feature, and having industrial applicability in a

w de range of business, 25 security, andlot-her technical fields for secure
transm ssion of data, encryption codes, passwords, keys, etc. O her
features, aspects & dlvjkest dnofludes ian\CompwniaMeEEaghsa tddtf mey a
review of the dd guieSaclieoh! aseabyl VNG ROLIBNI RS SOMEMRHI A

i npl enent ed~usi ng a conventional general purpose or a specialized digital

conput er or ni&r BFPEEESs ORI FERRARI Wt caRdi By F AR IRM t EREHIIRGS 16 t he

pr eSﬁnt \lé‘_ﬂl. %%ﬁ%&@ﬁh%%T/aU%%@de%{%?ccr@i%g @@@:@@&r@f odasnanit Ic?fb@ﬁopar ent
to those skilled in the conputer art ropriate software codi ng_can
readily be pr &EEF by SRR Tr ﬁd’r%n%‘%i% &Y tﬁg‘aet ea?c%pl’f&g‘r@ of the
present di scl asdt@niate W Ebhcheiagpet énblt stthoses s |dsetbdinttdie peoftt war e
art. The inventj may_al, i \ reRay-ALd f
application sp%fci%?ﬁecaﬁﬁ?éégggga gﬁégglg{aéfgrrng%grﬁ?%rlconrﬁ %lig%é:r?p'
appropriate network of conventional conponent circuits, 10 as wll be
readi | y appar es 33 TE

includes a congi it

having ifstrudty ons sporec th erglall n 1@,@&;& shp 15 contrpl, or
cause, a conpy P any—0f the proces —Ayention.
The storage ngdiditassapplicaioh udeshaberigelfespmise | | NFtrs dpliogtioanmdéryeel’ of  ¢i sk

i ncluding flogpy di sks, optical discs, DVD, CDbROWS, m crodrive, ang '
magnet o- opt i c4T g SK3 VB, . NS, RVE, EEPROVE, DRAMS, VRAMB, fl ash
rreerry devi ces A q:?q'e or n\fhl‘l ‘:Ell'l ﬁ'd ~namosvst gn:g__(_l_ngl__ud_l_n_g_mﬂ ecul ar

=4

menory | Cs), RAID devices, renote data st or age/ ar chi ve/ war ehousi ng, or any

type of nedi a pzglevi ce sindahtiend alosiwit {nstructions and/or data. 25
Stored on any one of the conputer readable nediu di a), the present
i nventi ol i ncl udes gftvﬁarﬁé3 By %?WP’P[%;E}] r‘%ﬁzﬁéﬁ 3:001&% |

gener al pur poseie patjatdtzesh cofeuted tire Mereprat &y  Takeh f orendgeabl | ng

t he conputer of, IM.Cy ORI.QCessQr fo.linferac j human user or other
mechani sm ut i ﬁ]‘hzef nlgc:jzrt earraecgcu 1{s(-'tooc}é t %%%rée%}se;% g%@%%tj on. Such software may
i nclude, but is not(k)i nithel appldevitdendrpyempts operfdtisty Bypdlengeand user
appl i cations. dhddmately, ?hé@ﬁ%?@ogﬁd' c éy R&L/ SLRAY Q34bbngech Lcomputer
readabl e media further 1ncludes software fof “performng the present

i nventi 030 as Tiesy ihEwmHKoReY |3t | R AP 1 FREPPBgr anmi ng (sof t ware) of
the 5 general /speci @) Zethe It Bfa®ich freppegeaseecand sehlwarawdul es

for inplenenting the teachings_of the present ipveption, including, but not
linited to, pe?":??ﬁ"fﬁ gy %‘RtB%ePEFiO@nsa,r& %%nEgﬁt EBh?naﬁc?sPﬁé‘s&“l ay,
storage, or CcEeBBHT DyhrEnid Hedsulrd stive coppl hgatddot o t he processes of the

- present invention) (@)

X

The two different Dynamic Keys are verified.
25 (e) Both Dynamic Xeys should produce the same -
internal secrets (referenced as SecretK2, or private
key.
(£} If no error occurred, the application will
flag successful PXA Activation and create context file
30 userfile. txt. In this file the Activation Code 1is
stored together with the Hash Code that is derived from
the SecretK2. |



Qbvi ously, numnerous modi fications and variations of the present invention
are possiVWP@V#se4 i ght of the above teachings. It is ther eff&TEI0H0HET
understood that within the scope of the appended clains, the invention 15
may be practiced otherw se than as speC| fi caIIy descri bed her ei n. ~ ~~T
~'""m~=~~sf~0~~?" - 15 . - - . "~~~ ~~ ~.n,y WHAT IS
CLAI MED AND DESI RED TO BE SECURED BY LETTERS PATENT Q$ THE CI NI TED STATES
ZS: 1 1. Atoken (i00) for generating a private key 2 trdnspDrt val ue,
conprising: 3 a one-tinme password, h~=reinafter referenced ae 4 OIP,
generator ( 10 ) configured to produce-alpassword (50 ) 5 each tine the OIP
generator is invoked; a private key, hereinafter referenced as PK, storage 7

devi ce configuphéséo2rmi Noainal ¥eerage of a private key 8 t40); 9 a
conmbi nat prial devic 60).,.cO r ne 10 @aid aHdyat eeig@yrstor ed
in said Pi C stor age?aéw %i:‘lélgwgﬁﬁlic%sfilbﬂ pr oduced bg %al

generator to pibdimethelRPpePvand R@thF}aﬁs'B%]Fe? raePryRs h%?e%}'ﬂ%’i“%%r

referenced a. nldnxakbyes sea¢sypted in such a mann~sr to allow the
private key 14KtE§T%e ?ilélrgl égg 3 [

fromthe pgT; and ],LE trags?g ngcgggl sm
conf figuFed to.ccmihi CEhepD¥aAgiteX /LR k8A EECOFdi n5~
to daiml, whgpeiR-sahdl geg&gef@ﬁéﬁmC@mSwetha thetkyviekdse (20)

fi dt d I d h 0
Cont i gur od 1o & Hesth Bodsedvavin s7of, FHEG SHGLARCHIRR ANAT L,

wherein sai d 2ceheektdediee usarifed esaiat, chockrvairud Ssageacgrédt-er m ned 3
time interval. The ng G méaty\@ﬁr@wlsal d
OTP 2 generator proﬁ&éesIa dt f%}fgﬁ Sgg:g%:‘rég eack%tlér% the OTP 3 generator
is invokad. 1 FlaFheucclessiadc®R Agtdyactisgiim 1) wherein said PK 2 storage
device conprises a ron-t~oiatile menory that ;;>tores 3 said private key. 1
6. The token accordl ng to CI ai m 1 V\/nerel n sai d anl nat orial device is
| i i SRR ‘Wherein said 2
transport mschanl SM xS a@%eogtrlo@@landm cEetf@éet I‘tEmSUUEt dna iz logtiaca
protocol signal allow u; ni cation, of sand o] d to a
renot e device @épaﬁpér@tlpé‘c Vi ngCEOEHTY %ﬁ cglgglpti%{t(r)cgﬁg gﬁ%?lig% 8. The
t oken acaeyr di ng;geqﬁm Jads. wherein said 2 transport nmechanismis a display

device configured to,3 displa R v/ | Qi se 1 ead
T%% %.pp?h categen %COQE. & %. Bgt%o‘rh 1k

and 4 iitill2e Sald cor |n Claim1l, wherein
said OTP 2 genefcatr@rxti stglcEtchrtmm zddswiand a O'I?r%ﬁs-“dl%oéfl RRFee Vit 3
recei ves said Rhack 195 % goprising: T ~1~2E~ ~~ The. token according to

Caim1l, further ‘ .
(c) The next time the 'Start' button is pressed,

20 the First-time Activation phase will proceed.

- Accordingly, the present invention provides. for an -
inventive private key transport feature, and having
industrial applicability in a wide range of business,

25 gsecurity, and other technical fields for secure
transmission of data, encryption codes, passwords,
keys, etc. Other features, aspects and objects of the
invention can be obtained from a review of the figures.

The present invention may Dbe conveniently

30 implemented ‘using a conventional general purpose or &

gpecialized digital computer or microprocessor
_ programmed according to the teachings of the present
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~. ~1 a pVDYaM¥ekey i nput nechanlsn1conf|gured to recelveP@TﬂﬁmWﬁMé7key
fromany one of a user and an installer of said token; and a saving
mechani sm configured to save the received private key in said private. k. ey
storage device. 1 11. The token accord=_ng to Clairn 1, further 2
conprising an input nechanismthat receives ari.input 3 condition that

i nvokes said generating a private key 4 transport value. 1 12. The token
according to Caim1l, wherei:a said 2 input condition conprises any one of
a chall enge, swent, 3 tinme, and ny conbi nai-ons of <:hallenge, event and
time, 4 including event and tinme, chal:Lenge and event, cha:Llenge 5 and
tinme, and chal |@gel codrey e wild bemeppirédt Thethokerskuiddediing the C ai m
|, wherein said %?M¥EEE§£”9 a private key transport value is p erforned
based 3 on any on an event, a tinme, and a conbination of event 4 and

time. 1 14. ~1 he tokeprepTiats ngspétwaﬁm CodSr ei FRI5ai BETIPLY gdfer at or
i's synchronize ﬁeﬂd HYs3 HIRAT dOknat r@akeshddevi ce
that receives g%l QIBPKI %I uel host device (101;, corrprl SI r?%e a

one-time passwo?f, tflf%lPéeLsr%tt é‘rlsrcépéf“é*ﬁ‘-ceasa‘r’l%ﬁlﬂ)e Sam%ﬁ Ehpse

conf lkggred t o pEetured & PagsewicFtilalle aaeh 4Thé nendder {HP nganeriaidbd S
i nvoke 56 10 - '

a private key ﬁ%ﬁ&?%%ﬁ&%ﬁ%ﬁ%&f ngﬁw’:’@c)é?ﬁ%‘:#%at

mechani sm coxi fistedieatéd receraeias PKBr valbge ha’.\ritrag:camnmmiy}g edamrivate
~key; and a conbj natorl aI dewtc%éao é& égy{g{;lai ﬁﬂgm P‘EtT— val ue
or erive

with a passvvoraa%% {yEES genera e pri Vat e key
(40). 1 180 Theamowu.lécb@r dreayiily Grpbardst ﬁnertéxwmﬁlmlzle,@nbnn&h@ual
device is an x-gr. mechani smcozzigured to-x3 ox said pKT value with said
OTp, 17. The host according to C7.aim|5, wherejn. sal d conbi nat ori al
device is a series ofhx-RFESRREsinVERtIGR NGLYSRS & COTBHTEH STAFFER i ng

on.e binary di ghto@ficsaiwhiIT Aisvahuest@ &@é:dmdnl nipdéda ief) ealcahr:g@te

i -nputting ore binar 5d| it of tg’r? 5}{1 Vﬁ? he hos 2eeor |n

Cl ai m 15, wher et?e5H; 2S-QEEPt | TSR af*Bpli%: UFe VeY

Configuremsto 3cd51et::ecb.'we alﬁ Qmuseal Provmapotesi gnalpeodithan mmyg ol dtl'lél CT 4

value. 1 19. The_h i rei glg at or

produces a di fe?en?g%%gé egg’%%sgn% %&éﬁgﬁg e%??t% e\g}ig"klﬁ{

c0. The nest ac@mdnngludeﬂ bum 15, Mterlamteghlﬁpclmkjeﬁﬁpat @ﬁ idsi sk

synchroni zed w g 0 ocCi t s8N [ hat
mcfu@f% 20868018330 et Witded, ¢\ irend,

produces the receive
mlcrodrlve, and magneto-optical disks, ROMs, RAMs,

20 EPROMs, EEPROMs, DRAMs, VRAMs, flash memory devices,
inagnetic or optical cards, nancsystems (including
molecular memory ICs), RAID devices, remote data
storage/archive/warehousing, or any type of media or
device suitable for storing instructions and/or data.

25 Stored on any one of the computer readable medium
{media), the present invention includes software for
controlling both the hardware of the general
purpose/specialized computer or microprocessor, and for
enabling the computer or microprocessor to interact

30 with a human user or other mechanism utilizing the
results of the present invention. Such software may
include, but is not limited to, device drivers,
operating systems, and user applications. Ultimately,



- --- ---- ~ ., as Vv.i .yair y.ttGQJ - 19 1 21. A nethod of naintaining and
transm t tWRPOS®4pri vate key, conprising: praducing a ane-X¥§HESYAIEor d
(50)) hereinafter 4 referenced as OTP; retrieving a private key (40) froma
storage d~wi ce; conbining said OTP and said private key to produce a 7
private key transport (PKT)value; and transmtting said PKT value to a
reception nechanism 1 22. The nethod acoordinc~ to Caim?2l. whereW, said
2 step of conbining conprises x-oririg said OTP anti said 3 private icey to
praduce said private key transport (PKT) 4 value. 1 23. The nethod
accordincf to Oaim21, wherei:2 said 2 st®p of producing a one tinme
password, conprises; retrieving a seed value (3 Pram-.a r ice; 4
produci ng a cl G HARPYEERD) ;r%r@ecé}%ﬁrﬂ rfi’éf 4 10@01&&-5\-/% e an ésai d
seEd va7.ue t0 £prgdueermanl piie brkerthainwthodcaccordi mpseridedm 21,
further 2 conprising the step of. synchronizing a DTp generator {50)
configured tc @kiﬁ‘fﬁjuce said OTP with a oTp generator (51) used to de-crypt
5 said PKT val ue. 1 BfclAiaet had oher quesgrammning dsofawenedy, onprsi ng 2
the steps pf: 3 receiving an .en pt i yat e DNvrocessor - -are - -
20 45 6£ pr o%l‘*’cfé‘???gl%s%?ﬁ%%%ﬁr%é%asg%%gﬁe?%#n)a&?{%r Feter enced as_OTP;
and conbi ni ng ssoft @R anutiules rieei el ereRiiRedtpr i VBRE RSSO pt?%%uce
the private ks:y (400, 126 .The methoed aeeer,di et onbtai hiRbredherein said
- 2 step of conmbifirng conprises at-oring said QTP and saitd 3 priy tetégy to
produce sai d prpesferkieyg XOR7 owRE2HEPRSd dctor ATHEF o Tai /25, “Wher ei n
said 2 stag of g{ I N0k 1S | IoFE cRammndicd.r iconpiti sesulisraceording 3
seed value (31) fromwa storage de¥i Ce; ﬁroduci:ng eg{:ggh val ue (217; and 5
conbi ni ngt8ai d EPoERE VBTRRESHRE s@F d-R8eH 73 L he P66 prcduce said OTP. Z
28. The met hod accorgbigousdy Ol atme2bust madidi catdomst iaihgvahea8iepsSof f ;
synchroni 2l ng a enerator contigured. duge I 04 &H{d PoyM thea OTP
generator used ngpgdﬁggsggﬁdlg{}ghgrﬁﬁp eag%plejl'vate kilyi.srgl% . A_system for
provi di ng secur ebaceessacnth@s autMToriis ahegiet axdmhd SPngRdgreoReqA %ﬁ@ﬁ},
Conpri sing, ‘I %iQ%%%%ﬁe Ke¥obd A0EPORL afBER LAl LEnike! ceRacedventhoRKT,
generation devi Ceé (60) configured to generate a PKT s_val ue thgg_ 3?3&” ely
encrypts a5Sprivaey kbg (PORCLasgda H"'g’ﬁslﬁb‘ﬁe mecihi ST conPPgliragito
communi cat ~3 sajjbgPKIo¥a! Here 2Ad



Joeid Egﬁéd to accept said PRT 1&f _____ Hox ,1|cated to said receptioj
'geV|ce fromsaid 12 transport nmechani sm  a 713 a decrypti on mechani?
(67,) configured to d~scrypt 14 said PKT value to derive said private key
(40); and 15 an authorisation nmecktani smconfigured to authorize 1fi any
one of execution of a software program user validation ~ (authentication),
and access to a tile, accour_t, or other 18 device based on the derived
private key. 1 30. The system according to Caim?29, wherein: 2 said pxT
generation device conprises a first onf-tine 3 password, hereinafter
referenced as oTP, generator (S~J) and*2 a forward al gorithmthat conbines

a first OTP ge by, Iﬁ@bd E generator vvlth sald prlvate key
to p~; oducP 6 sal ' : pi B !

second OTP 8 generat or (SMWW@@St Ift%t conbl nes a 9
second dTP generated ~r sa7.d second OTP generator said 10 PKT val ue

to derive said private key. 31. The system according to C ai m 30, vvherel n

said 2 forard al gorithnpai $oRBnX-(@D0APEFA | OO said.first OrP and
1 32. The system accordin %\gﬁ?% §Qpr\7vX§‘|L§5 ﬂceé’al d

said priv

reverse a?%orlrf%ﬁ?%%%h%@%u%n ‘ROIBPrb%bnml on bet vveen said 3 second OIP and
sai d PKT val ue. a8 o Aae N 22 1 33. The system
accor di ng fo Cl ai m 30, nvﬁe/ﬁer ain 878 saV%ré’kT é‘r’?ﬁt&? devfeEeneRiudss, 3 a
seed val ue (SOt?TgtﬁW'ﬁthdriWobanEhgum‘edDﬂw,px%cﬂ;:@ 80ka dBrd disicd @

~conbi natorkal sEchan i.ﬁgn ) gured to.combine 6 said see vaI ue and a

cl ock val ue from sai I ?'fp;gé DAUCRE s SLRT9E*AOTP; and sai d

decrypti on® mechani s&rmrnwia!:daelseya mmmaa@dr&$EQanééé)aétﬁkf% crgl second
g

nonl0 vol afi | ed % nd clock {21), and 12 a secon

conbi nat or | al anl < J191‘“} Nt d’ﬂﬁ"éﬂt"’tzd” Prusan of sadivetenteseed

val use and®® a séétlb)ruj cl ock val ue 14 from said second clock to produce said

second OTP 34. The 3%( em accordincr to Claim33, uinereirl the 2 PKT

gener at i orf devi ce ¢ PR G by chaiste drﬁ%@hmrﬁwmz&d:lt@cboﬁxhane

synchroni z&d. daiddprfiAie gyt ggbgggoil? 5#9{]{ §§| m 29, _wherein said 2
a

aut hori zagj on mechanl sm al | os : =x~ans AV Rt IS ¥R Sai d
private @Jy t Paffofaret %’ffb@#@%@l by aals!ammcgsénwa%ﬁow@%e@\chegﬂ ce. 1
3s. The syst e nrBRAGCR Q¢ I in the 2 systemir_cludes
nul tiple Users or grou%lgi 0 u[gerg ‘ﬁﬁﬁgﬁ?rﬁfef%@ﬁcééc%ﬁmﬁ@,

i r_vocabl ¥ soffddice pregvaned in andhat mhhelr €le\\1aes, Bﬁé(i&ﬂg;a%f‘&ggg
access/ autdentifaid b1 R2F . 88l ﬁ&‘:ountds sof tware prograns, and/or

ot her

& transport mechanism configured to cemmunicate said
ié PKT valua.

i 2. The token acecexrding to Claim 1, wherein sa'id
2 OTP generator compriges:

3 a clock device (20) configured to produce a clock
4 value;

5 a seed storage mechanism (30) configured to store a
6 seed value.

1

3. The token according to Claim 2, wherein said

clock device varies said ¢clock value at a praedetoarmined
3 time interval.




Cem = 23 devices being acces
one Level by ,any one @io-zUnAS ¥ 5ai d users. 1 37. The sy
co g to claim36, wherein each 2 token device conprises: 3 a o
generator configurec. to produce a password each 4 tine the OrP generator
is invoked; a private key storage device Configured to maintain 6 storage
of a private key; 7 a Conbinatorial device coxtigured to conbine said 8
private key stcred in said pxivate key storage device with 9 a password
produced by said OTP generator to produce said 10 private key transport,
‘hereinait.er referenced as PCT val ue; 441 and 12 a transport nechani sm
cpnfigured to at | east one of 13 display and conmuni cate sain 2FCT val ue;
14 wherein the private key stored in said private key 15 storage device of
any one token is associated with the user 26 of sai=l one token. 3 38. .The
system accoxdirig tho CFagmden akepedingach QA diast , davé s s Amd 599 a C-TP

gener at or ,, conf,j oduce g,password each 4 tine the OIP generator
is i nvoke(f; a%@%@%ﬁpﬁf%‘?ﬁ“ﬁ%ﬁﬁaﬁﬁgﬁé‘ﬁﬁﬁW%ﬂn{% epgdet B2 M 6TRal ue
havi ng an 3enc ggptesth tor \iat erik@ked@nd 7 a conbinatory device can.igured to
conbi ne sand PKT 8 value with a password generated by said OTP generator to
9 derive the private key; - 24 14 wherein said derived private key

provi des dccess 11 rmand/ aheaadbheni ZatldQ 19 -any: 2f account s, programs, or
other 12 devi (L:#s sai d_user is authorized C‘%)o ac%ag%%i’fogeﬁe%r%tﬁ?d%fpﬁ

provi di ng “sec §FEYEEFTEGH ATPELERD & Rant vhlatiimnsabey: tapreduekng a
one-tinme pgass S@andpﬂ%ra%ienzy‘eyt_er referenced 4 as OTp (50) at a sendi x~g
mechani sm (200); 5 retrieving a private key .;40 ) froma storage d~avi Ge;
oonbir_ing at the sending nrechanismsaid QTP an,d said '1 private key to
produce ajprivate key t S , herei nafter referenced as pKT, value
(70); 9 transmitti ?g' sai&%‘%Pﬁlg%kégl ﬁgcpﬁd&nge(f@p?iﬁﬁmrﬁach‘&h¢§ﬁﬂloséidl) 21
recei vi ng 2t he cBiibiakthd afle depticen ikeaRaRi-99 nlenRRLedWCi Ng a OTP (51) at
the reception mechanism and 13 conbining at the receptions mechani smsaid
O-=P and 14 the received PKT to produce the private key (40). 1 40. The

met hod acaording tg.cl anMe38ockBHNEEEL-&1581 Ho2 f conbini ng_at the
sendi ng nmechani sm conpri; aes x3 ori ngrsg{[ﬁ G?’chélgg g'ai Pri vat gaf((gy to
produce s& d PRTIRPGAFIRECHANEEM T e ephbgahdevidiengha b tBlaaismils amher ei n
said 2 stgp obpeeshli Bt Rt DL SLeRkl N sm_conprises .,x 3 oring
said OTP and said PICT to prodﬁ%% s% &Io%’?fl\%gcgﬁ?gﬁca 100 o _sa_ﬁél_ PXL
L~~~ -4y. - Ergg sagd-ekep - Bramote device capable of receiving

5 said optical protocol signal.
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1 8. The token acceording to Claim 1, wherein said
2 transport mechanism is a display device configured to
3 display said PRT, thereby allowing a user to read and
4 utilize said PRT.

1

9. The token according to Claim 1, wherein said oOTP

generator is synchronized with a OTP at a host device that
3 recelveg saild PKT.

10. The token according to Claim 1, further

2 comprising:




im 39, wherein said"2 ?mw““
o a one tinme pasg~prd sdlday 3 mechani sm conpri ses
ret ng a seed value (30) fro orage: device; producing a cl ock
value (2fl); and conbining said clock value and said seed value to produce
said OTP (50). 43. The nethod according to Caim39, wherein said 2 StAp of
produci ng a one-tine _oassword at the rec~apG,on 3 nmechanism conprises; 4
retrieving a seed value (31) frpma storage deV|ce 5 producing a cl ock

val ue (21ly; arid conbining said clock value and said seed value to 7
produce said OTP (51). 1 44. The nmeth according to Claim39, further 2
conprising t?~e step af: 3 synchroniEi g a DTP generator (10) configured to

4 produce said pAT ene ator (11) u:~ed to 5 de- crypt sai d
PAT val ue. §=, gﬁfﬁf%‘é 3&? 1np ﬁaﬁlsﬂ gohfigured to receive

A AEX . ALAAL amrwate\w ,ﬁ#emABnyAﬁﬁé o @ ubbt. A-;&/arfd-]’nﬁ% {}]ééi(/ fA (/.A
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Crp e ) e ksl sl el o
vx} xsni d_ZTU] & L% "la %c%& | aHg ce o toovad oo dhad ) ca] ca]cal]ca]c

a] cMa] ca] c™a] ca] c™a] ca] cal ca] caJ cal] cal] ca
&2" ((duB! I'! " ?2#HEPH#SHGAW 7(: (F(L(N(Q T(W Z(] (I (zupkfa\WJ] ] ca] ca] ca] ca]ca] ca]c
a] cal] ca] c]a] c~a] cal®bdl cdflea] ¢rddema] sadeafitad calcabtiahcal caleghabeal cal cal

cajctalcadg (.

C-EETEFA @@ | xsn{%‘%lf §;?§§f<af‘85f‘%f1%] cté*@itca‘i%%%é?%a?@allwptal ca

4a 1 42. The nethod ac

U] c a] ca] i) c#euiciian] that cahvakea] eahaa]g@]e&alﬂ 1621 [ Op@BE '
CIEKEWE-E  HOHVEXH] H] HF HHVH] vakT - i calcdUc alc
aUc aJc alUc alc c

1 12. The token according to Claim 11, wherein said

2 input condition comprises any one of a challenge, event,

3 time, and any combinations of challenge, event and time,

4 including event and time, challenge and event,, chal lenge

5

and time, and challenge and event and time.

13. The token according to Claim 1, wherein said
generating a private key transport value is rexformed based

on any one of an event, a time, and a combination of event
and time.

O VIR . i

14. 7The token according to Claim 1, wherein said OTP
2 generator is synchronized with at least one second OTP

generator at a host device that receives said PRT value.

15. A host device (101}, comprising:
& one-time password, hercinafter referenced as OTE,

generator (11) configured to produce a password {531} each
time the OTP generator is invoked;

i
2
3
4
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a private key transport, herginafter refersrced as
PRT, reception mechanism configured to receive a PKT value
having an encrypted private key; ang

a combinatorial deviece (61) conficured to combine

W o -~ &, n

gaid PRT value with a bassword generated 'by said oTP
10 generator to derive the private key (40).

16. The host according to Claim 15, wherein said
2 combinatorial device is an x-or mechanism configured to x-
or gaid PRT value with said OTP.

1 7. The host according to Claim. 15, wherein said
2 combinatorial device is a series of x-or gates, a firgt
3 input of each gate inputting one birary digit of said PRT
4 value, and a second input of eacH gate inputting one binary
5 digit of said OTP.
1 18. The host according te¢ Claim 15, wherein said PRT
2 reception mechanism ig an optical receiver configured to
3 receive an optical protocol signal containing said PxT
4 value.

. 1 19. The host according to Claim 13, vherein said oTp

generator produces a different password each time the OTP
'3 generator is inwvoked.

240. Ths host according to Claim 15, wherein said OTEe
generator is synchronized with a OTp generator asszociated

with a token device thatr produces the received PET value.
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21. A method of maintaining and transmitting a
private key, comprising:

Producing a one-time password (50), hereinafter
referenced as OTP:

retrieving & private key (40) from a storage device;

combining said OTP and said private key to produce a
brivate key transport {(PKT)value; andg

transmitting said PKT value to a raception mechanism.

22, The method according to Claim 21, wherein gaid
step of combining comprises x-o¥ing said OTP and said
private key to produce said private key transport (PXT)

value.

23. The method according o Claim 21, whereia said

step of producing a one time Password, comprises:
retrieving a seed value (30) from a storage device:;
producing a clock value (20); and

combining said clock value and said seed value to
produce said QTP.

24. The method accordiang to ¢laim 21, further
comprising the step of:
- synchronizing a OTP generator (50) conficured to
produce said OTP with a OTP generator {51) used to de-cryvpt
said PRT value.

25. Amethod of I‘&CGlVlIICI' a private key, comprising
the steps of:

receiving an encrypted private key (70);:

&
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4 producing a one-time pasgword, hersinafter referencsad

5 as OTP; and

6 combining said OTP and the received encrypted private

7 kay to produce the private key (40).

1 26. The method according to Claim 25, wherein sald
step of combining comprises X-oring said OTP and gaid
private key to produce said Erivate key.

1 27. The method according to Claim 25, wherein said

2 stap of producing a one-time password, comprises:

3 retrieving a seed value (31) from a gtorage device:

4 producing a clock value (21); anad

5 combining said clock value and said seed value to

6 preduce said OTP.

1 28. The method according to Claim 25, further

2 comprising the step of;

3 synchronizing a OTP generator configured to produce

4 gaid OTP with a OTF generatsr used to produce said

5 encrypted private key.

1 28. A system for providing secure daccess and |

2 authorization, comprising:

3 a token (1Q0), comprising,

4 a private kay ﬁranspnrt, hereinafter referenced as

5 PKT, generation device {60) configured to generate g PET

¢ wvalus that securely encrypts a private key (40), ana

7 2 transport mechanism configured to communicate said

B PET value; and
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13 a decryption mechanism (61) configured to descrynt
14 sald PKT value to derive said private key {40); and

]
c
{
]
C
a
a
1]]c
a
J
1
1
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15 an authorization mechanism configured to authorize
16 any one of execution of 5 software brogram, user validation
17  {authentication), and access toa file, account, or other

18  device based on the derived private key.

30. The system according to Claim 29, wherein:

said PKT generation device compriges a first one-time
password, hereinafter referenced ags OT?, generator (50) and
a forward algorithm that combines a first OTP generated by
sald first OTP generator with said private key to produce
said PXT value; and

said decryption mechanism comprises a second orp
generator (51) and a reverse algorithm that combines a

S N T T VA

second OTP generated by said second OTP generator with said

b
<

PRT value to derive said private key.

i 31. The system according to Claim 30, wherein said
forward algorithm is an x-or operation between gaid first
3 OT? and said private key.

1 32. The system according to Claim 30, wherein saig

b3

reverse algorithm comprises an x-or operation betwean gaid

3 second OTP and said PrT value,
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1 ~ 34. The system according to Claim 33, wherein the

2 PKT generation device clack and the decryption mechanism
clock are synchronized,

L

35. The gystem according to Claim 29, wherein said
authorization mechanism allows transfer of data naintained

in said private key to another epplication at said host or

& W N =

comnected device.

36. The system according to claim 29, wherein the
system includes multiple nsers or groups of users and any
number of user accounts, invocable software pPrograms,

and/or other devices needing secure access/authent ieztion,

o W N

cach of said accounts, software programs, and/or other
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I 39, A method for providing secure aceess and
2 authorization, comprising:
3 producing a one-time password, hereinafter referenced
4 as OTF (50) at a sending mechanism {100} ;
5 retrieving a private key (40} from a storage devige:
6 combining at the sending mechanism said OTP and said
7 private key to produce a private key transport
8 hereinafter referenced asg BPET, value (70):
8 transmitting said PKT value to & reception mechanism
10 {101y ;
1L receiving the PXT at the reception mechanism:
12 rroducing a OTP (51) at the reception mechanism; and
13 combining at the receptions mechanism said OTP and
14 the received PKXT to produce the private kev (40).
1 40. The method according to Claim 39, whersin said
2 step of combining at the sending mechanism comprises x—
3 oring said OTP and said private key to produce sald PRT
4 value.
1 41. The method according to Claim 39, wherein said

step of combining at the reception nmechani sm comprises x—

3 oring said OTP and said PET to produce said private key.
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comprising the step of-:

synchironizing a OTP generator (10) configured to

produce said PKT value with a OTP generator (11) used to
de-crypt said PKT value.
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