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The presgpdgivgntion relates to the field of data securipyrudifgsss
particularly, this invention relates to a schene for verifying the
integrity of stored information |loaded w thin an electronic device. 2.

General Backgkouig Ak MaPYa6baik YHRIFYBVGOasE ekadeTe GESTORED

sem -permanent|ly stored instructions referred to as firmware. For :

i nstance, conput er ENFARMAEIQN W AN ELEIRONKE BEMIGE: 0 as  t he basic

i nput/out put system (BI OS). Being executed by a processor of the conputer,
the BIOS is coded to performvarious functions. For exanple, during a
pre-boot cycl é at Eider-up, the BIOS controls the initialization of the
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Normal 'y provi deg by a single vendor, th | oaded into pre-boot
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space of imvepidon spltesite  schemadiryeriying thedinigevity o8 stored ynfrmnatipy loeggdy)  conponent
~or a flagfy WetloifRREeat during manufacture of the conputer. Recently,
however, 1t has becone desirable to store nore sophisticated routines and
data in the pre-boot space of the non-volatile nmenory. As an exanple, in
recent 20 efforts genddi®gedo@dal Nnst software viruses and malicious
corruption of the ,_.an_1nmage  of t'?e Bl OS code nab%,be digitally signed
to prifduce a Magy eigpiraftiqieyicst Bclugs 3 5f ok muReEaRend SO RHRCHIGS, the
digital $ifnafidine fiAXale FHSRsarcs, cORpRERIiNudsRtyRE filiwarBkéirrdias abeen

nodi fied. This _provides rruclaaq%gedgd, Vi rus 4) ot ection. fg\lel I kr‘_ow& in the
art, & it bes gRMpYSEstr (HOS- Bringeesied BRBrotRsTn gt B PPl ey 25
(of it sI _SB!%O%EQ{Q)Sed R peHbak rir@u@ﬂﬁ&ﬁdﬂ'&.i I;)d’t,cx?xhﬂe,":ﬁnﬁ@?i ﬁgtuaﬁa@ebaat' ) may. beRi
acconpl i shed using.__any o number . of _sof tware al gqrithns .such as a Rivert
Shani r aﬂﬂwﬂm%m&%lpéﬁﬂ?mléﬁﬁHWi?;?'ﬁ?HOBr°fﬁﬁé"’ﬁ?'&ﬁaél“%gia@ﬂ‘ﬁt'm"é'%xfj"ori t hm

( DgiA)I 5as Pﬁ%ifggﬁ‘;fhwhﬁlpa‘gﬁﬁw @Jontnﬁlﬂ)q)"rﬂﬁ&édliy asiﬂrghﬁmgd»rngﬁ/gﬂ%ﬁar di 054
publication 186 entitled " ita I gnat ur e St an " .
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"hash 30caapdsentor adlabl fe@drizpmpeariehoduning thaaufdcrerewditheltapputeper at i on on t he
original digital data rior.to signi ha .ferm"one-way"
i ndi cates tha °ﬁcﬁg¥’&'°88%e§’ 'Lrgats b?%ogﬁicaﬁ§/xra9%)g§gl rcérr'lérPﬁo glrgtsi‘gm%%gﬁé ?on or

f unct i onafddatemakepredoyt spaeaf theinbh-wolptile Meorwnof At dncexgnplet ialrecdelt a

20 efforts to protect against software viruses and malicious corruption of the BIOS, an image

of the BIOS code may be digitally signed to produce a digital signature. Prior to execution
of the BIOS, the digital signature may be used to determine whether the BIOS has been
modified. This provides much needed virus protection.
Well known in the art, a digital signature is digital data signed using a private key
( ; 25  of its signatory. Similar to encryption, the “signing process” may be accomplished using
any of a number of software algorithms such as a Rivert Shamir and Adleman (RSA)
algorithm or the Digital Signature Algorithm (DSA) as set forth in a Federal Information
Processing Standards publication 186 entitled “Digital Signature Standard” (May 19,
1994). Normally, the digital data is placed in an encoded form (referred to as the “hash
36 value™), achieved by performing a one-way hash cperation on the criginal digital data,
prior to signing the hash value. The term “one-way” indicates that there does not readily

- exist an inverse operation or function to recover any discernible portion of the digital data

from the hash value.



fo om the hash value. 15 MAR 2005 WO 02/ 27444 PCTI US01130356 1R5ecgﬁgl‘§/q[]5t he
conputer industry has nade efforts to develop BIOS as a coll ection

sof t war epgpgpheg produced by different vendors rather th%mgbh,@@ﬁGOf
nmonolithic code produced by a single vendor. It is likely that the code of
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access nenory Al so, | kely that rel ocatlglp d be used to
properly dfeaﬁivarhmomﬂwmmﬂéﬁd\ﬂcﬂﬂ YF“E‘W@’%IR?BP&’E‘FF ’ﬁ%‘%’?ﬁ‘ﬂv Gause it

ld b | th fi
\é\ggr ess? ﬁé@&c@ﬂl@ g%l% véreror allt fs ifkfalyttllih@thg cS@ JFRRCIOICSS ﬁléﬁu@@rvﬁﬁlm e specific

or ehand commonly known in the i gtg &
"r el ocat iconfigurel as ‘px@@t@gs—PWB'M?WSM isgoderpoulit bhexscUsEFIBEES modul e
are adj u t I ihBt FARBRN allotted
dj %&%@bﬁ@%gﬁs&g%m l?er S LG H’Heﬁforya(‘f@sl\/‘?ﬁ Ak Gt likdly hat {GRERIOH

for the to as "base address"). Thus, software
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addr esse various software routines within the BI'OCS nodul e woul d be
adj ust ed sbhenmddfarchanle base address to each of the 15 relative offsets.
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mechani sm roves the effectiveness o n res in
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al | owisng L. JR to undergo rel ocation. Mreover, when BICS is devel oped
asacollectlono itally si

25 no ce di fferent
vendors, in cé’tﬂf‘?ﬁlﬁa@ lfé?lp‘ii‘ﬁg‘“ W%?Fﬁvgsﬁﬂﬁé%f’ g%‘ﬂé’?‘icgh?(%né’?ﬁ' l?%l ly 1ink
thefse di g gyai ahedlt sRIngfiReh a93uRlated Swithlthe mgasmmealosmmfuab@fﬁuldtbdul e may be
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However , 'Wf}cg%‘f%gm’fasﬁ g‘g%/‘:‘féf{r‘i?‘%é‘i?‘iyifg %ﬁ(l?s? gﬁ%ﬁ(gga'l 3 aﬁ\(’) ogeﬁcaﬂ;Dd |U|t ewoul d
requi re nRdide KId¥si REdul habeen r@t&ﬁﬁecb Hend, BS vrrtdaﬂyempvdau%oMQMn(p nval i dat e
any dl gl tu?l’lcth?::" %gc?fﬁlcjzgt?on% %O Ie)rS et\'pas tugauthonzcd or merely due to the

relocation operation. Thus, it would be desirable to develop an integrity verification

mechanism that improves the effectiveness of digital signatures in detecting unauthorized

modifications to the BIOS module while still allowing the image to undergo relocation.

Moreover, when BIOS is developed as a collection of digitally signed BIOS

k 2-5 modules produced by different vendors, in certain situations, it may be desirable to

dynamically link these digitally signed modules. In particular, one BIOS module may be

configured to make a call for a function coded in another BIOS module. However, in

order to dynamically link the BIOS modules together, it would require modification of at

least one BIOS module, which would invalidate any digital signature associated with the

30 image of that BIOS module. Thus, the original d;gltal signatures would not be effective to
identifying unauthorized modification of the module. Thus, an integrity verification

mechanism that overcomes this problem would be desirable.
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30 image of that BOOS nodul e. Thus, the original digital silghatitR e28Goul d
not be effective to identifying unauthorized nodification of the nodule.
Thus, an \wgtegrity verification mechanismthat overcones pihiikopsihs em
woul d be desirable. 15 MAR 2005 WD 02127444 PCT1US01/ 30356 BRI EF

DESCRI PTI ON OF THE DRAW NGS The features and advant ages of the present

i nvention will become appakeMrddrapTIoNer fTofE PRAMINGSt ai | ed description of
the present invention i rch: ‘lggure s an | _L@trative bl ock di agram
of a col | ecti offhefeatwtsandadvanisges idhs ppsentgnyegtien Wil OEOTT PRRAEGFPES Mt 0 an

el eCt 1 oni Gy dRilokfie deleAlbd Besrityn P tlphdsdl irdAicR wbbiel: di agram of an
enbodi ment "o0f  an €l ectronic c}ew ce (utilizing the_present H‘IéLR‘%/Sefgt I on.

Figure 3 is a Mgkl dsaghestaidve ook diagran pl 3 pofipction gEsolivgrgm f the

contents Ofoadifie Mgal@hitldn olfEfBbyigomPoNent of Figure 2 that are
col | ectlvelloy Use o verify the 10 integrity of relocat eg‘? Qst-rel ocation
i mages using diRguweP isinghustrativesblogl diggran of anembodirspietan SFFUPRGIEVECsecond

-illustratiye. ' . the contents of the non-volatile nmenory
Bl

conponent © ure 5is a flowhart of,theg erationsf for

verifying the ifiguegs isablotk diamsreaf 2 fifst Yrsatiyormbodimast ol SieYs ¢ &f%cat i on

i mage ShOMQonLJar[@%H&ﬁév%o@B&ﬁﬁt of Fagifté Ytabarb cdifectivel)l Bektodietigy en of a second
odi nent of "the

illustrative € present invention featuring a plurality of
di gi tally wstegrigdf raleagted, poserelipation imaggsysing Aghe stBY8ter  t hrough one or

nore Bound & Rek D5l ord R bt £5ecbBRlITsRhtivetnibiobEneht bfthacdntenwaifar t  of
t he operati ons%lf%?égﬁaeratl r%gg a Bound and Relocated Inport Table (BRIT).

20 Fi gur e ®e nen-eldtilomemart costPopsnd ob8YSEi ons for verifying the Bound and

Rel ocated | Mp@gt, T SnduRiRhed bt @E ofr@tivhefof verUhAtHeFile PESORSBEI ON OF THE
| NVENTI ON Herein, certain enbodinents aof the jnvegtalig‘f are described for
1t

i ed within an

veri fyi ng mfrsmatio, sushag? pesy-reiecation Bragsshonis 1f Righep
el ectrpni ¢ devipgs, dytd A Mlodl Bade@R bf a @PETdA llisrative eltbodiaret aff the phentt or ed

information. may include for exanple, a .di italn%% Si . gn L1OBgR.L hat
i ncl udes ainprsgen fafusiege Pbﬁ?li%ﬁé‘@g’ﬁly é’gg%]f’fr\ﬂgersem ﬁ'?"é:glcl?? ﬁitllksﬁ 1am cal |y
l'i nked through one or more Bound & Relocated Import Tables (BRITs).

Figure 7 is 2 flowchart of the operations for generating a Bound and Relocated

Import Table (BRIT).
20 Figure 8 is 2 flowchart of the operations for verifying the Bound and Relocated

Import Table (BRIT) of Figure 7.

DETAILED DESCRIPTION OF THE INVENTION

Herein, certain embodiments of the invention are described for verifying the

( 25  integrity of information that is stored within an electronic device during pre-boot
operations. In general, the stored information may include, for example, a digitally signed
image that includes a post-relocation image of a software module or is dynamically linked
with another digitally signed image.

In the folloviling description, certain terminology is used to discuss features of the
30  present invention. A “software module” comprises a set of instructions that perform 2
particular function. For example, the software module may feature instructions that are
executed during a pre-boot cycle in order to initialize an electronic device. A replication

of a binary representation of the instructions associated with the software module is
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wi th another digitally signed image. In the follow ng descri,lg)ti(gﬁ{p ﬁ@gtai n
termnology is used to discuss features of the 30 present i g A
"sof t war gy g,/ conprises a set of instructions that pep ?ﬁj@bﬁsmw

parti cul ar unctlon For exanple, the software nodule nay feature
instructions that are executed during a pre-boot cycle in order to
initialize I ecirani a6t daR Be uRfl téchicbatt iffeRRE €SENt at i on
of the |n§?f$rﬁct?83n%n asgbe c %Yﬁgd&ntt%é%ﬁe agoftv;@?g m)drlj3 ee S I3ﬁ=15 MAR 2005 WO
02/ 27444 RGmbting thaG3F6r insefiay a Spreraocatonimase agbinarypgrespiten ehihes of

i mages can be use L& RiRRloperk QTR SfRORBcaltar | st ance,
a "pre- reff ﬁr?g‘ﬁgmrrgmng SE&%léﬁAa{a)? repr %rent atlron ofsx%he sof t war e nodul e
prior to (hﬁi@mstamWrarapeésenIamqrmﬁ@pm@h&ﬁﬁf&eI@é?t@@n A "post-relocation

| mage” s a bipapy repres » {shGoBAdich FHelBhrodi€hQaRkrk oMl
Furthe|5rmre r[%f %r?’r on%%fgfgerl\;?@eé’?gel}ss a0 onbllnat |eon %1 el ectrronl c_hardware
and soft Wadsfematrhﬁ:tat @:rblbd:texcty apetajesdpparfora one o ME SrsECSEtions. foewplspeli fi ¢
functions anples of . an, el €4dsP qggda qoiEpter (e.g.. a

| apt op. de”sE'X%]dr‘m ‘h%nd’-h %c%&%ntgme% qwft&) Y b ),ca component of t he
conput er @ﬁxr@ameactaggralcamppm »f the caregutar(se- Q@F@mﬁﬁhé celulargtalephogs) apox (cabl e
box, net Worﬁ C%Ig(u ?lﬁ?(bo :%Jol'l\ t%(q?nph%‘ %th:!?l J.qae%ﬁﬁﬁfe‘é&'&er &k §, - anetwbrinet wor k 10

appllance e defined as one or nore
i nf or nudt i apphaa:rerzyxdml@p Id@d |ﬁu‘ﬁmk’[’ & lé@tdbbiﬁﬁsffd aa' R AT FRPTE WHPTANORSERNIRE) |

i ncl udi ng gpgé csta %&ﬁuﬂcaﬂ n%htﬁ%f lifcldind gh§sicP Rlcitudd (efgl,ber; cabl e,
bus trace 3 vmre ess ne ( .,oalr I natjon vmth

Wi rel ess slegriedliwig, bwc:hhﬁltm);g??le tB'ISFTé@iS:WCg)cﬂﬁéVWCWF-’e‘QF‘?‘t"? && fF lcat i on
(mechani sm | nvQ mga,vl{m?"gggg sl @RoBEy)2 15 digitally si gned i mage to
i ncl ude r &0Cat ormation, a post-relocation i mage an 3 di gi tal
si gnat ure. TheBtieflsl, ouamintagnity verigeationimsghanisa igvalussithacog “F%tl“ﬁ‘tq #e offsets

from aleaﬁ% I?%én%ﬁ%magm%&lme r&@éaﬁo@fu@ar&@ﬂﬁf 2p&trelbdation inhkye aiida ed

i nf or mat % sof twar e m)dfjg;@lsqf% |Ie and pl aced
into an exiiteltsigaktrd. GFhedirelacatipn H@fﬁ‘ﬁ“%'s Fxeges ob+ ? is a
regi st er eqy b radenRE ok Megensatd af@efha@foaaduaanmoamgrmdmageoﬁas\shl ngt on).

The offsets are converted to ap riate addr es (E@g on when
the base a@fmaésswdwa}ﬂépympqlré'@FBFF%@“‘&&HF%?E‘EQ‘?? ag ﬁ% HTége of the
sof twar e PRgiEb Ryringt (VS-DIORs @ Rehistértd tralemakicfod MiemedudrporatidnsofRetmond, ned.
Thus, the‘&gst-rel ocation im

! £ Th
digita&0 si hingien) ’ﬂ;@mgﬁ are;c gﬁ&g%ﬁﬁea%ﬁm{nh%g %}da es?cs%um?é r%?o%ﬁo?:%eﬁﬂge e

the base address, namely the storing address at which the image of the software module is
stored and retrieved for execution, is determined. Thus, the post-relocation image differs
from a pre-relocation image. The digital signature, however, is based on the pre-
. relocation image.
( 25 Another second integrity verification mechanism involves the inclusion of an

' import table and an export table within each digitally signed image. These tables allow
functions within different digitally signed images to be dynamically bound together via a
Bound & Relocated Import Table (BRIT). The BRIT resides outside the digitally signed
image. Both of the integrity verification mechanisms may be performed by hardware or a

30  software program embeddeu in a processor (described beiow) or simply executable by the
processor.

Referring to Figure 1, an illustrative block diagram of a collection of “N” software

modules ready for loading as firmware 100 into an electronic device is shown. Herein,
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r-el ocati on i mage. 25 Another second integrity verification

I nvol ves the inclusion of an inport table and an export tai)rs t‘t H+G15 each
digitall y,si9P3¢e i mage. These tables allow functions w tgifushifsbseent

di gi taIIy signed i mages to be dynam cally bound together via a Bound &
Rel ocated I nport Table (BRIT). The BRI T resides outside the digitally

signed im t hiy MRhdel 1 20 dn@ B haﬂd)rsmarmy be
perforned aﬁgg%ﬁﬁgévg}ogm“w” g\mﬁ%{umrae dgreog%(g‘tm en%g%gog?"l rocessor
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Figure 1, -an BI.I‘I% ln“t’é% Lak- VGt ?rlﬁndds"l‘ﬁfcﬁmd)(fekﬂv ‘é@dh' lﬁﬁ%d o0 & dipitallgof t war e

nodul es r£“‘aw oading as firmmvare 100 into_an. e ec;trom‘g device is
shown. Heslgnad by4 s\DaBeyl @ maducy a dighplRizpeors 14BeTFSSEIASHSSRHEN sof t war e

nodul e 11 c}}gﬁg 18 608bdatrrya
parti CEI| aB “S'g w‘é}% ’é‘°§§‘%§gﬁtﬁ"§ E}gﬁ?ﬂé’ﬁ;ﬁﬂﬂ%ﬁﬁh glégrl?%fy to E:goegdlnrrle t he
i

sof tware mag uichtsie asy pérsanronantéty ima pPsHion GHUEH foaguPTaBte R RIIFPYSOR bed
. bel ow, ea%bngt.ﬂﬁﬂne ! a’zgﬁk e%{a%rhzﬁ trﬁdcgi@@ézahﬂn Jrigin@regbipfmyntt 0 produce a

digital sfgnaturesl signatories may dif fer 5 between each nodul e or
mul tiple mmﬁmcmnrbh&t@ the sane signatory. A "signatory" may include

any person or J;In% b t@F%ﬁE&'f LPMuGfatibé badk dlﬁ)gr%@f alémitdinienspuasor t he
digital si gna over nnent al rade assom ation,
exdey i 29

or i gi nal eiqqunniw:ccmhuWacf@‘rtblﬁ cmg%qﬁ'aﬁfkt ‘h"e?’E"“)‘“"; GE™RES® o Fi gure 2,
an illustp Y?hobéo%gﬁg%d?ﬂfg@é&&fnmmmm thefughA first Busdddand oni ¢ devi ce

I S shown. he el ectroni.c device %59 co%a&r Ses a

chi pset 21@ouﬂ)mpl2é§ mﬁpﬂe!l\ﬁbbdéé%ﬁmnngi’%mf ds crumise Jo 289 PR3 dFI a first bus
(240 and a_ %Sﬁi‘gaﬂ@ 1%%9:: of ﬁ%ﬁ%?itérﬂfbls&urcdsl27@.de:rEﬂnpﬂhe m.msﬁo i210 is

coupl ed t8 t t hat prow ne Qf«pgfpr € system

a
resourcesre@ib@cntfkdeasaﬂnnpﬁlﬁéfpt"’rﬂ Pabys{ess %r*nhgmpe Oé"\é‘étrﬁ'te%f as an 1 nput/ out put
(110 busy {,ﬁ &myfﬁgdmﬁr c@@ﬁwﬁﬁt&ctﬁrﬂhﬁy(benkbﬂphcfﬁﬂﬁg suchBupus) ; however,

any ot Per ype ‘of bus architec
ar chi t ect architectuses|asdudpsiry S @f“&ﬁ% %“%ﬂ%ﬁagégﬁ%@dﬁ@ﬁ%i@t gﬁg dQ | SA (EI'SA),
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fope
O o i ubie e RSB Dbk ey 200 o

bridge circuitry.
20 As shown, the system resources 270 would be coupled to at least one of the

multiple buses. The system resources 270 comprise a communication device 280 and a
non-volatile memory component 290. Communication device 280 is configured to
establish communications with another electronic device over a communication link 285.

Examples of communication device 280 include a network interface card, a modem card

(‘ 25  or an external modem. The non-volatile memory component 290 includes firmware that

features digitally signed images of one or more software modules. In one embodiment,
one or more of these software modules may form a Basic Input/Qutput System (BIOS)
code of the electronic device 200. Examples of the non-volatile memory component 290

de a programmable, non-volatile memory such as flash memory, battery-backed
le ROM

inclu
30 random access memory (RAM), read only memory (ROM), erasable programmabl

(EPROM), electrically erasable PROM (EEPROM), or any other type of memory

appropriate for storing the module(s).
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modul e(s),. g“ ofeeVAR 2005 WO 02127444 PCTI USOL/ 30356 Referring to Figure
3, a bl o agram of a first illustrative enbodi nent of the | oading and
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or cert ADPHL ﬂ%@tcrﬁﬂnﬁ:@'ﬂtér@@c&?fcﬁtsr&h&lﬁﬁzﬂllf?ﬁ syrﬁﬁlgﬁ:cﬂl‘glocduﬁn mal |y, the
of fsets 315 are’generated when the of wargogotg"g?%gﬁ ﬁ.lc ted with the

digitall )fumtlglmt-f@t alivergdhg @l%@iﬁ%l“ﬁéﬂ“‘t“’l‘ﬁg 61“?%0@? & properly

addr egsi ng %]}]ﬁs@ifmnl”g%gg mation within the software m)dul e during -
rel ocation nce tartin Iocatlon of the |3r§§gse 300 %ﬁqoto as base

address "B AHpRin, duT'EB@BF@F%Wé&“" EALY0B 1Y ReS ci°§"°&§f’1&'ué’ by a

Symmet 1 i Gl BlostRini ifiBee J40N€bdsedod dhdpreatiocativn itiazer3et ofthe &uage30Gr mati on to
be undone 't or 3ata i ntegrity verifjcatio

15 usi cSignature
330. Her dluring leadingagNemelycthe PGrfelofgiien ﬂPi&eE’%? bsc,‘glf)?aécra% E—.&@%ﬁﬁg convert ed
(rel ocat gje ddfress (B_ADDR) allotted to the image 300. In essence, the rclocatlon operation

20 adds B_ADDR to the offsets 315 contained within the relocation information 310. This
modifies the binary image such as the post-relocation image 340 stored in the non-volatile
memory component now differs from the pre-relocation image 320 coded by the vendor.

The digital signature 330 inciudes at least a hash value of the pre-relocation image
320, which is digitally signed with a private key (PRK) of a signatory. Although the post-
( 25  relocation image 340 now resides in the non-vola.tile memory component after relocation, it
is appreciated that the digital signature 330 is based on the pre-relocated image 320 which
is the binary form as originally produced before loading into the non-volatile memory
compaonent.
Referring to Figure 4, 2 block diagram of a second illustrative embodiment of the

30  contents of the non-volatile memory component 290 is shown. The non-volatile memory
component 290 contains multiple digitally signed images 410,-410m (“M” being a positive
whole number) forming the firmware 400 (e.g., the BIOS). For instance, as an illustrative

example, each digitally signed image 410,-410y is formed with a pre-relocation image
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a post relocation inmage 340 is based on the pre-rel ocation NfageAR3200%f the
I mge 300 during |oading. Nanely, the pre-relocation imge 320 is
rel ocat e%&?ﬁz?ﬁﬁ”i eval fromthe base address (B_ADDR) padii@doigeksko t he
image 300. I'n essence, the relocation operation 20 adds B ADDR to the
of fsets 315 contained within the relocation information 310. This nodifies
the bi naryd 056 B tnbRRiRPRio, o0& d il DBGRSAMD, siuof, eBadin 't he

é mory conp t diff

non- vol at |% onent now ers fromthe pre-rel ocation inmage
320 codeddigitaltstzeatwertiSr-400hie based pr af)least sk yalee 3t CPESPORFIE I | east a hash
val ue of the pre-r tdan.,l ital W6 B phigatélk@ (PRKD ¥ Glegnedrav th a
private k53>l/°° Snag% Qgﬁ_sqlbg“ﬁg%&g?ggﬂiﬁﬁ%gﬁgh t h_g lpE:)stt-gﬂES ?&I ocation image
340 now r sighat@isi Wpoh beingloaded vithithedigiahy signedimsgsratil -2k %e P8 ocat i on, it

. 1s appreciated th LG LA loBativa Gneratidaaeifch madifibsher e- r el ocat ed
i mage Zovaﬁtﬁgwenﬁ%gy ‘%ﬂ%"ﬂ%"ﬁ,g?@‘!"}% m as grlg(i’ ngl I ;/ produced bef Qg(g | oadi ng
into the mordimages ifioe: the promylocationienases20:-#ihelodiAgE TEICAR0R PSS 'Y bl ock

di agram OLQ@ §£§£~¥tgglb' | ustrative enbodi nrent of the 30 contents of the
non-vol at 't & WENory c¢onponent 290 is shown. The ngn-volati) e nmenpry
conponent 290 RefatrmgmewnuFigimsiSea Apvrher of (he operatinns frygRYBFoR 'FEOM (" M
being a PASLLLYSrolAAbE SRS bbstabiBIinidle of FiEsRUEs endi® dhows. For the, BI 05)
For instaf Sé as an IlT'ustrative exanple, each di % tall % Si gg%g i, mage
4101- 400 Mritegrifyovemifigatiun; the gogsreloqation et B digually signdd Baghls RSP 27444
PCT! USO1 /303 "‘é %@(&{l Cthik hckdHislishatisip ik 3beatidn Ifdrnavidn a di gi t al
si gnat ureaﬂfd?gﬂéé%_ acC c?c%h gdi?t aIl Si Snatlﬁrse 400%- 400M its basggﬁ(\)ﬂr}c at | east
(ahash vakentaind in the digitally sigoaddmage- Jp @ariPwpG BoR 9T GG FEYREFAT™ and is
digitally si ' 8 hatR e adexdi) thobaso abdras aswmistedwgh ateorores.  Upon
bei ng Ioaﬂéﬁ‘e‘?ﬂ%#}c@c’g‘%gi taa| |y§ si gned i%’rﬁges 4 01%54(10 m&h@on- 5

vol ati | e nEtrongn-veattlo meRtor TmPARide PFLRECEC ROMFH: i %’ég)lnat I on whi ch

modi fiieS {18 i ERHaliRI8rchfia M bltek P10 a hehapatiianis perfgmsd 420E- 420M to a
post-rel ocation |1 mages 4501- 450M res ecﬁtl.l vlel £ Redftgg{thggrcg L&y Figure 5,
a fIowcharqcomlifda@f@ﬁéqca‘ﬂqndﬁégqtﬂP"\?B"r‘:i"ﬁiﬂs PHHEFRTEGFity  of stored
infornatig&,hvﬁlldgk)_ as a post relocation inmage of Figures 3 and 4, is shown.
For 10 integrity verifjcatio t.he post-relocat] ' hbg al 1y

si gned i mage i@l%&%%}*ﬁ%"?@edb%“f)‘rye“?‘éf’6‘8%&"#%%?9‘%}‘?#&’@%9 ‘%?:_ %‘60). This is
acconpl i shRd;dii fgnduie isretoverat (birkispd)o Mhistmayrbe acemplisied @Y irnningdhei gi tal | y

s19 nego ! ngl%(iatéllyl sri]gne:% rirElLé:cu aorugh TBQ giggarl sgggﬁrc%ﬁéokmﬂéi& [ﬂgﬁﬂé}f WIS psBIR
key of the signatory for decode purposes. Thereafter, the recovered hash value is compared
to the reconverted hash value (block 530). If a match is determined, the post-relocation
image has been verified (block 540). Otherwise, the post-relocation image has not been

verified, indicating that the image has been modified beyond such modification caused by

C

(\_.-. 25 relocation (block 550).
| Figure 6 is a block diagram of a second illustrative embodiment of the. present
invention in which a plurality (M) of digitally signed images 600;-600y are dynamically
linked together through one or more Bound & Relocated Import Tables (BRITs). Each
BRIT corresponds to only one digitally signed image. Itis contemplated that each
30 digitally signed image 600;-600ym may include a BRIT or only a subset of the digital
signed images 600;-600y may be provided BRITs.
In this embodiment, a dynamic linking of two digitally signed images 600, and

600y is shown. Herein, the digitally signed image 600,. includes a BRIT 610, an import
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performed on each offset; nanely, as an exanple, the base ch:lrﬁeﬁ
associated with nenory of the non-volatile nenory conponent IS S@QWact ed
from eacypff.58t set forth in the 15 rel ocation informatigyushhgsrafter, in
bl ock 510, a hash operation is performed on the reconverted,

pre-rel ocation image to produce a hash value (referred to as the

"reconvert.ged . 10 6307 8 iHidBicue baSédDmpk4ted tiforinatordegi. kal | y si"gned
i mage is ‘3@88%@%‘3‘%%@'{'@19@01, i gl GU Y

e hash value of  the digital 65?1i2gnatéf"£tedi>)f recover ed
(bl ock 52@fwaEmaivipnbedigidsigprisied - plhedigi ﬂ%‘aﬁﬁ% grgitall y signed
i mage through the didl | AdrBhingi thilesIiR) thgexpoavabtkei3Opastdh a public
key of t H&" |°8P1%1 8%9)}@%?&583@%325 pur poses.__Ther eaf eF“’ It he .etcH)}/ered hash
val ue is theimme 640, tbcpﬂdu%ﬂ&@é‘dﬁvfé}aﬁ*é‘&‘ﬁas%e\i%w%‘t%‘ﬁ dgeRe g’ﬁéﬁ'? f a match is
det er g ned e._po i k&pge has been verified (block 540).
ireh 85 p SRRk bsREHs s KO |

Ct her v se®! n | mage_has not been verjfied _indicating

that the i magdn beerdstbn impedt thbie 62¢ a3/sHas §ﬁﬁweﬁ?rﬁ§‘?fFﬁ3B%&‘P‘8‘ﬁ°d§gﬁ'§°gﬁi by 25

relocatiop (bl ocl L g i) it eRQK blacagkanfopproper ewotich of

il lustrat 'V‘(e“t‘?!e(hz‘{?gﬁ%ﬁrr[g%%e (%"t agt:@?dééén{'_ i nyentiop in %:/5# (§€ @ Jurality (M

of di gi t aiht ymagegAed Theampert BOEL2B0UMPHE aRIbraly eLFtyes o Rl c[{)oget her

t hr ough ope, or, o egomﬂ, &5 tﬁgﬁﬁ;@ﬂﬁﬁ[@@ﬁdcoﬁ%k&&n(inﬁﬂiﬂaﬁﬂEa'tzh BRI T
Onr|y3 Bhe digita ' '

corresponﬁ?tf’%ﬁ |1y signed image. Lt .,is contenpl d that
each BD diigi dffst 6285 iGpnemdtet pithys irseoA lYGOHNR W&fﬂfﬁ‘m’%@éf'°59{3ﬁf"?[%’r§%aﬁl y a
subset of the.digital. &l L B DRicREOWVHAQ dfénfpemtibd@d..BR Ts. In
this enbo%ﬁ"ﬁaé%‘,jg‘gh%ﬂh%g@ ﬁ“ii?%g olf'.: t.wo di%ﬁ?ﬁﬁ Si géled iggtgeﬁ 6001 and
(600M i s sfuootion, ideting, aode; fasa.gicginohfaned gyEen P diga2IB0TE f“i’f‘c,gf’léé 8%a BRIT
6101, an inpor ; Q5N R 2% RA AT e idRETHEUBDILMh3PRGEpresthied 262011 an
export taﬁﬁ@%g%éi?ég%?ggﬁe lg 1 base%ng;l sel ?ct ed..i angtgﬂ%aihﬁ 16 J-, a
sof t war e sipabsyrianrmeord fypEaeeGHHIS 188198 (-4 LS g T PAT VST gnat ure 6501
is geper LN BoiftePIBQ: SEAROBRPRE Withaomssperidetd enpyrt t abl e
6201,Btehgﬁ'gg%i%%ﬁzt%gglqﬁ%g%o?maﬁd F\ﬁ?% mage 6401 to produce a resultant hash

val ue. Th&é esul tant hash value is digitally 5 signed by a signatory using
its private Kepe kBord@BRIGBD is 4 ixeing finformhtidn cont6ded inj asdigitaly sigaedof st or ed

information |ocated in another . digital Ly signed i k& Bthe ckpiiie 640M
t hat needtmaecﬁ@t%@é@?éﬁf?'d?‘hﬁw@ﬂél?’ sé%gdri"?ﬁcg%o ulegﬁg}g}tmge 6401. The

i nport t ajghe ¢8R0 forSERplesRSlue #l idemifiet 63 Sofor eash ségmwnbafinformaligf ch at
20 included in the image 640y and a second offset 636. The second offset 636 is equivalent
to an offset from an address location of the digitally signed image 600y to the address
location of the segment of information required by image 640, of the digitaily signed
image 600;.
As shown, the BRIT 610; is associated with the digitally signed image 600,. Each
( 25  entry of the BRIT 610, includes the identifier 627 and an address pointer 611 of the
location of the segment of information. The address pointer 611 is an arithmetic
combination of the starting address of the image 640y and the second offset 636. Thus,
during execution of image 600, a request for a segment of information referenced by the
identifier 627 is routed via the BRIT 610, to a focation within the image 640y as

30  represented by dashed line 660 This enables the segment of information at that location

to be accessed without modification of the image 640, Thus, the digital signatures 650,
and 650y can still be used to monitor modification of the import tables 620, and 620y,

export tables 630, and 630y, and/or images 640, and 640y..
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|.east one entry (e.g., entry 626) of the inport table 620 Cfs‘p es _an

identifier 627 and a 10 first offset 628. Generated either E'rf‘:\ alilo

within the, Zésﬁgrom c device or renotely by a centralizedTasbhhisozsdy, the

i dentifier i ndi cat es what segnent(s) of information (e.g., a function,

routine, code, data, etc.) not contained within the digitally signed inmage

6001, is rqugErrdnabp(m&ml%.{;@ﬁ%f%@haﬁaﬁhaepe@fmmrgnmrhgaBdm|f|er 627
n

may be repres anuneric pame or uar ue -
i dentifi caatlmrocéted gnpor’aTabl@(BBéﬂ-leﬂ"eﬁf\?fé!‘%@ ity Slﬁ‘fg i%%gef?q% ﬁ%? SE% 628 is an

of fset po nter bat Ismém&mqmim gerént r 626.
The expgr °¥&b nén alﬁﬂé&aﬂrgﬁ'éma@‘?ﬁﬁ%{r}ﬁ& v i.ned ﬁo a_di g|>/t ally

hai
si gned mm@eatem@ﬂmkﬂéﬂ)a\ﬁlpieaﬁﬁfem woﬁﬁq&@rofa*reg@f‘é’r‘ﬂlv I%F'éﬂeéjdmaﬁages to

retri Ent t g fablE,Qk ﬂ&rﬁm&ked fetaihertle an
I denti f [ éP WE’S\‘%‘QCE&&)&WEI eng?%?{nh%or mat i on 260 I.nc ge Italpe I mage
640M and sdasencidisebiidueted &3@ mHMé"&’éE@ﬁB’ BrRpgRRorgaYe P ar gﬁf 9'51 Elt to an

of fset froman addr elilyshedlinish Bésides e gine digitningsigBGOM t 0 t he
addr ess "1’75'1761‘(1" rgﬁjt% eaggg&?r'gn v t]‘?ﬁ?or magtlon required by imge 640, of

t he di gi t;aiagy(lﬁocgméwandﬁég)e 6001. As shown, the BRI T 610, is associated
with the di 9” @Ahﬂ{r}qgﬁﬁmgn@i&a&d EAHor is2Epored (tyocm 740hand IR0 6101
ent|

i ncl udes the | an_ address pognter Eorcbg? Locatlon of
the sHymeiftheahatchifpidamtifienis.locpisd vadT desondslisitagy sigred "i"é‘g Moetic

gggbl .rll_ﬁt 'R0 oﬁ%et nht'l?ie ﬁh%ﬂ?@th@%h@étp%n@g toftﬂ’éﬁndtﬂﬁ@ﬁdﬁﬂiﬁbﬁ addedidve isecond of f set
us,

cution of imge 600 t.for nt of
i nf or mat |sanoﬂcb:ﬁgtaélmc@d=djwaghé a"P'H@HF‘F P F‘bﬁ'fswftgglrcéfﬂtén& a\?fi%s{ﬁ BRIT 6101
(t o a locati o nt.ahlg mgh ABBEfocRS A A 780). rmpmﬁlamtdemﬂdtyys iddmadediinto ne 660: 1

ni s enabl egmf I nf ormatj on at ,that atl essed
wi t hout rmmmoﬁthecﬁma'fﬂlmﬁé"ﬂlr‘(’ﬁg‘éﬁé GWS%%‘{J‘W‘#HBE ?E@ul&%{f ﬁjr:es 650,

and 6 & bk.%ﬁ.@h ﬁlperimllﬁﬂfeuﬁpcﬁtfableahvmnce‘ponmegcmrlﬂ t abl es
620, gjod @@gﬁl'%u%ko’grtu tabl es 630, and 630M and/or inages 640, and 640M ,

8 WD 02/ 2m:4m1(150¢hﬂ302005 PCTI USOL/ 30356 Referring now to Flgure 7, a
fl owchart of t lﬁggg@*ﬁ, 503, 4 Mewdenef tiopgationBbu Nerify mgaherBousd a6@d | npor t
Table (BRIT) of the first di ned i syl 6 is
shown. | chlpmﬂ##mP&ftlTaB’F@%Q%PgeJ@Pérf 59‘7%‘?& é@%%ﬁggmcﬂtéangﬂ# volatil e
menory c &E’gﬂﬂ% e@-frﬁaaleﬂﬁgﬁﬁﬁi‘atézb{bdm:k 8B0)0 For ﬁqbd@mlb/esﬁgm’-ﬁﬁ“?&?pﬁf'fytabl e of

n
the f '|70r St the Ilr?tlcgtrgi o%/ thgsle%lgltalljlf gagl%% itnages by confirming that its corresponding import
first digitally

table, export table and image have not been modified (block 810). Fora

signed image, for example, this can be accomplished by performing 2 hash operation on

the import table, export table and image of the first digitally signed image. This produces

a resultant hash value. The resultant hash value is compared with a hash value uncovered

(\ : 25  from the digital signature associated with the first digitally signed image. If the resultant

hash value matches the recovered hash value, the import table, export table and image for

the first digitally signed image have not been modified. This operation is continued for all

of the remaining digitally signed images.
If tﬁe inteority of the digitally signed images cannot
30 reported (biock 820). Otherwise, for the first digitally signed image, 2 determination is
identifier in its import table matches an identifier in an export table of

be verified, an error is

made whether the
another digitally signed image (block 830). If no match is located, an error is reported

(see block 820). If 2 match is located, a determination is made whether the BRIT entry
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5 located (block 710). For an initial entry of the inport tpgl ﬁARtﬂ%S
identifier is determined and a search is conducted for a matching

i denti f iygh ob/prsan export table of another digitally signedTiusegmssé namel y

any other digitally signed i mage besides the first digitally signed inage
(blocks 720 and 730). If the matching identifier is not |ocated, an error

i's reportcgges%ghd}%t% Qe it JRY impokQabié pdiite tomtadtiesrpiefidahivithé er is | ocat ed
within a second digitally signed imgtﬁgdgﬁr exalﬁl.ea e@mkg%)set in the
export t aidtehinghidentdisr pitbpormas 10k ¢frmoter sy PRSP B 8Rd re;i_ des in
second digi t i [ dnSadadekd dbfBéd Bednl exparttable tled iswontaine$h st arti ng
address o cteﬁiééﬁ%glc%ﬁgqgi?gﬁgg Iny sicgogtﬁg i%e “ﬁbl %%Fisrglﬁ%ﬁ 760). The
conbi ned aaxtigitadlysighed impaeidcran REIY PO {ed mfproyaHan- arong with the

i dentisf i er m{lﬁ%ﬁ&%g% ﬁ,ttﬁgidg\ﬁt;ﬂgr bHt8e infRr thblé péthse td i addiess7de@ined BBth¥hi s process

conti nuesun entries in the inporjf table have corr ding entries
in the BRtdhifhidenificrelic emertdabls pfanp °f|ﬁf*¥jl?ﬁé Sﬁ?egdmﬁﬁ%\%‘nch@??qgf the
operations .k ik ¥ BAIERGot Refiet alceld 860)port Table (BRI T) of

F gure 7 eEngpikss. Hoehe 2Ry e L Qigitakly signed

i mges is genéVhﬂmﬂéiblcwl%GTPMhB‘F“té%‘ﬁbaf'b‘fefcélbfgla%lS’gﬁe(':jﬁl nmage, verify 20
the integrl : I 9istiabd Yndetstiad thak e esibidimengnbiemmargly) that its
correspo%ﬁf(%pal k%‘grlafa%?ggb?gtagx ort table.and Jt Sc t}ﬂ:&ﬁioﬂ Lipeen nodi fied
( bl ocle 8Jiﬂystraﬁm0f@nﬂhPtsFSt@?ttj’FP&ﬁﬁme’gi'@WBBOW’ ﬂ%ggfﬁq'f or exarrg\ e, this can be
acconpl i shed Ay JRant SfddoRsnRibRSHd epsigainkansionn abhdestripedy singeaffiens expor t
tabl e and T'nmage of the first diagi ta‘IiJ é.si‘ggeﬁ lymge. This produces a

tesul t antotherswoditisations may@ceu 4o hpsa ATARAUR SBUFY L M orpared with a hash

val ue uncovered 25 fromthe digital signature associated with the first
digitally -signed image. If the resultant hash value matches the recovered
hash value, the inport table, export table and inage for the first
digitally signed i mage have not been nodified.. This operation is continued
for all of the remaining digitally signed imges. If the integrity of the
digitally signed i mages cannot be verified, an error is 30 reported (bl ock
820). O herwise, for the first digitally signed inage, a determnation is
made whether the identifier inits inport table nmatches an identifier in an
export table of another digitally signed image (block 830). If no match is
| ocated, an error is reported (see block 820). If a match is |ocated, a
determ nation is nade whether the BRIT entry 9 1 5 MAR 20D5 WO 02/ 27444
PCTI USCOL/ 30356 -
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corresponding to the identifier of the inport table points §08@\ﬁ? 3 dr ess
defined by the matching identifier of the export table of ALY

di gi tal | yyshged i mage (bl ock 840). Since the BRIT can ogdyufeistiset 0 an
address defined by an export table that is contained in a digitally signed
image, it can only point to trusted information. If the BRIT entry 5
corresponding to the identifier of the inport table points to an address
defined by the matching identifier_of_ the export table of another .
digitally signed image, the BRIT i SCL&dMIfjed (bl ock 850). Otherwise, the
BRIT is ng} ayg uhgcpll (bl ock 860). Wiile certain exenplary enbodi mrents have
been descrllb Rown in the acconpanying drawings, it is to be
understood that such enbodinents are nerely 10 illustrative of and not
.restrictive on the broad invention, and | S i avent JJe limted
to the specifib corfempodiediina@eRQE WPPSH ir?éjtr‘ﬁ'%n%lg ""a %%g%g’lglbed si nce
vari ous other, gggdya‘lécﬁa&d .ﬂﬁgcw;ygﬂﬂmage b{msroﬁerane zmrddlemkcneﬂjvyskl lled in the
art. 10 WD 02/ 2 CLAI M5 What |s gm e i) fh'yagﬂ?og\(;)éo IPQI&USOl/ 30356
1. Enbadi BuEical FRAGHGT EBRTBHERT %2 éPg’rFaT? S IThge conptising: a
post-rel oggfion image being an inage of a software nodul e altered by a
symetrical on | oading of th e into the menory conponent; and a
digital si gnat%u?‘é‘tﬁékﬁéﬂuﬁrpaf é’“n‘FFﬁ’&’é‘° 2. The digitally signed i nage of
claiml1, wherein the digital signature is a hash value of the |mage
digitally signed by a private key of a selected signatory. 10 3. The
digitally si gn‘.ed | r‘fﬁxgehguhllxcklanqdumagmftcm lc‘ﬁhﬁﬁ?lf‘&erﬁ’@g“iah?r'@?aﬁﬁ‘f 156n for use
by the sy re t 1ebB@ sichg®. i nto the

{rel ocati o% ﬂ"e 'W%%%Jlﬁw %Hg%g%ﬁﬁge%ﬁpag?%f clarm 3, wherein the

i nformation |ncI udes offsets for routines within the software modul e. 5.

The digitally signed i aof cl.ai m n the g ener at ed

15 Whé& t he soi-t vvar'@erﬁ’ifd‘éﬁ-‘és’g%cdd@ﬁ%cf é’b"mzfmg'nf)c?inprg nﬁﬁ%%n%ﬁgfg conponent ,
a di gital |3 syitRN§ehrhdIREGE refdtativn fahadh to conBatithe ifagRdhto thetreldcatiop gnageTabl e

( BRI T)

4. The digitally signed image of claim 3, wherein the information includes

offsets for routines within the software module.

5. The digitally signed image of claim 4, wherein the offsets are generated

15  when the software module is compiled.

6. Embodied in a memory component, a digitally signed image comprising:
(*- . a Bound & Relocated Import Table (BRIT);
an import table;
an export table;

20 an image of a software module; and
a digital signature based on the import table, the export table and the image.

7. The digitally signed image of claim 6, wherein the import table comprises a
plurality of entries, each entry includes an identifier that indicates what segment of

information contained in another digitally signed image is required by the image.
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an inport table; an export table;, t 20 an inmage of a softwayg mq?% and
a digital signature based on the inport table, the export table an e

i mage. hyobhesdigitally signed i mage of claim®6, whereinpchasoimeed table
conprises a plurality of entries, each entry includes an identifier that

i ndi cates what segnent of information contained in another digitally
signed image is-.required by the image. it 1 5 MAR 2Q05 WD 02/ 27444 PCTI USO
1/30356 S. The digitally signed inage of claim7, wherein the identifier
includes a uni queTsegigrabasigitd hydge of elkine, wikrein thf ivenidfieyinchidesa si gned i nage
of claim?7, wherein t?)e identifier includes a unique sequence of

al phanumetiqueseuraE L PLe vallsy.  The digitally signed i mage of claim7,
wherein each entry of the inport table further includes an offset to a
corresponding entry of the BRIT. 11. The digitally signed inage of claim®6,
wher ei n the e®port Thadicitallyrsignad imags of plrigr Alwheyeinthe idsptifiesdncluient ng a | sting

of segnents_af infaor i LR in the image, a selected entry of the
pl ural i ty""é‘?ucé?l uﬂ’%so |{Héﬁ1&gge§9aﬁdr%€%ti fier of a segnent of information 10

associated with the segnents of information. 12. The digitally signed inage

of claim1l, wherein the selected entry. further. includ a second of fset
bei ng %an of f sdf- f r Shs dedally5uR ‘%Pt%‘gmb?’ "’ffﬁéc“?tlfa@{;'fﬁm ‘{?ﬁlﬁ ‘GR&Y i nage to

an addr esgpik Ak BPIuEs ah BEs@ ePaBittesRindinglentryal theBRITL3. A met hod conpri si ng:
15 reconverting a post-relocation inage of a digitally signed i mage back to

a pre- relocation inmge, the pre-relocation inmage being an inmage of a

sof tware nodul.e prior .t e.al Xmgg;- j Al A4 unction;
conducting a Hi’sh ggee?'ﬁﬁlg’nm%ﬁ&ﬁﬁ%grogég%%vgrte ,fg%gg%pr?el Q‘%ﬁ?’%gﬁ&i mage to
(produce glunkofueritsiimiiag h listigod sep@nisof infesmiation eontringd it iraager dm a
digital signature t gl ' y L& ry| ' thgohash val ue
R g e

10 associated with the segments of information.

12.  The digitally signed image of claim 11, wherein the selected entry further
includes a second offset being an offset from a starting address of the digitally signed

image to an address location of the segment of information.

13. A method comprising:

15 reconverting a post-relocation image of a digitally signed image back to a pre-
relocation image, the pre-relocation image being an image of a software module prior to
be altered by a symmetrical relocation ﬁlnction;

(“ - conducting 2 hash operation on the reconverted, pre-relocation image to produce a
reconverted hash value;

20 recovering a hash value from a digital signature contained in the digitally signed
image, the hash value is based on the image of the software module; and

comparing the hash value to the reconverted hash value.

14.  The method of claim 13 further comprising:

determining that an integrity of the post-relocation image remains intact if the hash
25  value matches the reconverted hash value.

12



conparing the hash value to the reconverted hash value. 14. The nethod of
claim 13 further conprising: determning that an integrityl bf MiRe2095
post - r el @e@biOfs4 mage remains intact if the hash 25 val ueedmipigsssshe
reconverted hash value. 12 WO 02/27444 1 5 MAR 2005 PCTTUSO1/ 30356 15.
The nethod of claim 13 further conprising: determning that the

post-rel ocation i mage has been nodified beyond any nodification caused by
rel ocati on when the hash value fails to match the reconverted hash value. 5
16. The net hodimnf cilimatisd, of whén éB furthhecdngsitingper ati on is a one-way hash

operation. 17. A nethod for ner at.in n nport Table
(BRIT) within deé‘?f“‘é‘?‘%?‘?“c}ﬁ? B&gée\? cgé?n %3%%&183’ F%lgrﬁb(?g‘%oq%g%rgﬁn g an inport
tabl e for pdfficksdn Augkbakdlycatibgwieh therbagk vhloatisitomatel the regenveried kasbet r oni ¢
device, each entry of the inport table including an identifier and a first
of f set; ("B})""’-accessi ng an identifier within a selected entry of the first

digitally signed image; (c) determ ning whether the . identifier matches an
identifier within an export table of a second digitally si gned i mge | oaded

wi t hi nSthe el etd.r orilte miwhadcd clainn 3., veherin Hi 4phOpFrationaa B3HHRY "68bl e i s
stored vvithrgﬁo%orrespondi ng second offset; and 15 (d) upon determ ning that

the identiPrer Wwithin the sel ected entry matches the identifier within the

export table, producing an address by conbining the second offset with a
dent [ er i thin thaedes duerraie S RUSARE BB P SRR ITERIG0 10°
the BRIT. adBlectidi@ dRicBedmpfisiig:ai m 17 further conprising: repeating the
Phadi ng resul t @hioosiSepShabidert v dpegly pedpk o BRI 6 2, O
the BROT. efeSronld\@vice! daoilertfy oftimi impaiT tableineclading antidentifiovand arfgstefissthe addr ess
B 2 o g hatesigan WeoRh G Rlnit bectddat) B thd A A ST inkdge, second
(c) determining whether the identifier matches an identifier within an export table
of a second digitally signed image loaded within the electronic device, the identifier for
the export table is stored with a corresponding second offset; and
15 (d) upon determining that the identifier within the selected entry matches the

identifier within the export table,
producing an address by combining the second offset with a starting

address of the second digitally signed image, and
loading the identifier within the selected entry and the address into an entry

20 of the BRIT.

1.8. The method of claim 17 further comprising:
repeating the operations of (a)-(d) for each remaining entry of the import table for

loading resultant address and identifier pairs into different entries of the BRIT.
19.  The method of claim 17, wherein the producing of the address by

25  combining the second offset with the starting address of the second digitally signed image

comprises an arithmetic operation.

13



conprises an arithmetic operation. 13 WO 02/27444 1 5 MAR 200§
PCTI USOL/ 303 6 20. The nethod of claim 17, wherein prior to I®dAdRi2p0sn

import tRbl@rian the first digitally signed image, the nrifaghihesst her
conprises locating a plurality of digitally signed inmages |oaded within
the electronic device. 21. A nmethod conprising: 5 verifying an integrity of
a plurality of digitally signed images |loaded in an electronic device, the
plurality of digitally signed inmages includes a first digitally signed

i mage and a segond Thc@iettak oy clging DE vhierigeior thelbeting mi ingpovittellb éar ten
identifier in an inport table of e.first digitally sigped ;. mat ches
an identi ﬁﬁbﬁ'gﬁtﬂly&g‘éib‘&ﬁgﬁ T‘L%‘B‘F@%?"@ﬁrecog‘é’gﬁeﬁg“ ﬁr@ﬁ %/%}Hagg's? éjrl%eq%ﬁfnage; and
10 det er ni;gicaGm¥hRtIfREd *ihig i dlectibnia dBatend & Rel ocated |nport Table (BRI T)
corresponding to the identifier in the inport table points to an address
defined by the identifier in the export table. 22. The nethod of claim 21,

wherei-n the vey,ifyi he 1n ity of the plurality of digitally signed
i mges i ncl ud?é'lS %%F#’g‘?‘ﬁé%%g{ghq_sh operation on the inmport table, the
exportst abl e ardfidmng amitgerityfof a phwality eistigithiy sigedd ipnagdsdeased imiige to produce a
first resultant hash value:.. r ' of ] ﬂ@%haﬂé’ﬂdi A% QFhed di gi t al

si gnat ur eéiﬁ%ﬁﬁ’flgigr%élﬁe’i eqlﬂgh?(io?sﬁgﬁgllﬁ%?%aeﬁlléégegP’&ne i magef?‘ agd “conparing the
~first hasimagabna sdcodnd digieallfyisigeed smagell t ant hash val ue. 20 23. The net hod of

claim22, whergin the Vee?ﬂ;f‘;-‘é:%]lﬁgnﬁﬁ]ﬁiﬂ A g{,ﬂéia)s%efbffﬁ{cfi'ﬁst%%i;ag foXed iRbge

.9 . terminin wih
digitally sign nages rther conprise erformng a operation on an

5
i nport t ainhtehesan ideexifigrit au etpiod tabielofihe serengaligimily ﬁiaacdé@e%.anﬁi gitally signed
LTR0e g o pr Odgfe?c int Conther Go bt A HiasNe Wldisted IRsW BB\ @RTSecond hash

{value'tfroma digital slgnature contained in the second _25 digitally signed

i mage; anchbrespopdingnigthe fidsntifer dmthe irmBort 2Bl gaintgite an sddeess €A bY BEul t ant  hash
val ue. 24,

idediihied B6E EQRKGatHEVi ce conprising: 14

22.  The method of claim 21, wherein the verifying the integrity of the plurality
of digitally signed images includes -
15 performing a hash operation on the import table, the export table and an image of
the first digitally signed image to produce a first resultant hash value;

recovering a first hash value from a digital signature contained in the first digitally

signed image; and
comparing the first hash value with the first resultant hash value.

(20 23, The method of claim 22, wherein the verifying the integrity of the plurality
of digitally signed images further comprises
performing a hash operation on an import table, an export table and an image of
the second digitally signed image to- produce 2 second resuitant hash value;

recovering a second hash value from a digital signature contained in the second

25  digitally signed image; and | |
comparing the second hash value with the second resultant hash value.

74.  An electronic device comprising:

14



T 5 MAR 2005 WD 02/ 27444 5 PCTI U501130356 a processor; andq& méﬁbgtl |l e
menory conponent in comrunication with the processor, the non- vo e
menory ogeReRent i ncludes including a post-relocation i megesdsei/sg@san i nage
of a software nodule altered by a symretrical relocation function upon

| oadi ng of the image into the nmenory conponent, and a digital signature
based on the ijmMg&ssofand The el ectronic device of claim24, wherein the
non-vol atile nenory conponent further includes i,rplftorrrati on for use by the

symretrical r e EaHolaSIE MERRIY FORPARSTED CUBRYRIFAIOR Rt RCerTof- it -

post - r el ogAli IO hentRASmpeent iiBRd&!iggLdighi ¢ device of claim 25, wherein the
information placed ™ within the non-volatile %reg%rv%/ co nagt i.ncl udes

of fsets froma stamltPoRgciaerirs¥RAZSHENE AN fp3gget a afreme s HErd Wddul e to a
segnery of i nfQrMRtdQrelktith fudchen BRfativeig dTeRUMEse iAth-thédRerbgCt r oni ¢ devi ce
conprising: 15 a processor; and a nenory I n conmunication with the

processor, theomPadIng apei ng | oaded with a Bound & Rel ocated |nport Table

(BRI'T), an inport Tai‘#i)éiﬁlsig’fﬁatu?e(lﬂ@édoﬂﬁbh@agcan i mge of a software nodul e,
-and a digital signature based on the inport table, the export table and the

i mage. 20 28. The el ectronic device of claim27, wherein the inport table

| oaded wi thin _.,the ry co I ses..a il urald i - ach entry
i ncludes an i dent i']ﬁ%f%&fc%? 8§‘E %‘E‘ﬁ é‘fﬁmgé%en@htvggbreiﬁ or ation

cont ai neccdnipoadn tfireier tclgidsatfbynagiog fierdisé bythe syrsmetdepl ralesationy fupeiion 1o mage.  29.
i lig electronic device of claim?2 erein the identifier associated
with ﬁ“ﬁ%&eé'ﬂ?g@frmtgﬁlerp)?“l’rﬁl(a??a[r}}é’ggm uni que sequence of byte values. 15
WO 02/ 27444 1 5 MAR 2005 PCT/ US01/ 30356 :

26.  The electronic device of claim 25, wherein the information placed within
the non-volatile memory component includes offsets from a starting address of the image

of the software module to a segment of information within the software module.

27.  An electronic device comprising:

15 a processor; and
a memory in communication with the processor, the memory being loaded with a

Bound & Relocated Import Table (BRIT), an import table, an export table, an image of a
software module, and a digital signature based on the import table, the export table and the

image.

(. 20 28.  The electronic device of claim 27, wherein the import table loaded within
the memory comprises a plurality of entries, each entry includes an identifier that indicates
what segment of information contained in another digitally signed image is required by the
image.

29.  The electronic device of claim 28, wherein the identifier associated with a

25  particular entry includes a unique sequence of byte values.

15



30. The el ectronic device of claim27, wherein the export table includes a
plurality of entries formng a listing of segnents of infadr MABr208Bnt ai ned

in the iweager7as selected entry of the plurality of entripeyrida¢hkesdes an
identifier of a segment of information associated with the segnents of

information. 5 31. Enbodied in a processor readabl e nediumfor execution by
a processor, a software programconprising: a first software nodule to
reconvert a post relocation imuge of a digitally signed imge back to a
pre-rel ocati on0i nagke eltdweniprevicediotzim 2@ whensiy thelswpartiabln inddgea of a

sof twar e ule.prior.ta be.al - L . ' uncti on;
10 a secé’%ﬁq%f’f pes fopng &h %Iggg%gﬁl%%{tsg’fE‘gdgﬁg%%e@g{af%ﬁhgﬁ@?h%%iconverted,
pre- rel geladtedéntiyrafgie flarality oflerdaesanclates av deatdfttr hbasiesmantinad informatioi d sof t war e

modul e to recover. . g hash value-fr a digital signature contained in the
digitall ﬁssgpaarﬁéavqhﬁ%ggmgﬂyﬁgg%m@ﬁnue is based on the image of the
software nodule; and 15 a fourth software nodule to conpare the hash val ue
to the reconverted hash value. 32. The software program of claim31 further

H ~on e

conprPsi ng: a3l f t Bmbodiedinmarovssal Eadaicduidanfon s ChER™ Hif FRTSEHN Gy of the

post-rel | ggr_]q,?g gf@ins intact if the hash value matches the
reconvergg@'ﬁgghd a ucgfllsr3g.E The software program of jicl‘gimg’}j{l.further
h

conpri sing a sifixst Rofowsre marhde loxeconyertie BOY-EFlRfabY Fage ot heig Al signed
ot e} AR TR RSB AT e sdolomisgnungmlaetons couser b
16 software module prior to be aitered by 2 symmetrical relocation function; :
(’ - 10 a second software module to conduct a hash operation on the reconverted, pre-
relocation image to produce a reconverted hash value;
a third software module to recover a hash value from a digital signature contained
in the digitally signed image, the hash value is based on the image of the software module;
and
‘15 a fourth software module to compare the hash value to the reconverted hash value.

32.  The software program of claim 31 further comprising:
a fifth software module to determine that an integrity of the post-relocation image

remains intact if the hash value matches the reconverted hash value.

33.  The software program of claim 31 further comprising a sixth software
( " 20  module to determine that the post-relocation image has been modified beyond any

‘modifications caused by relocation when the hash value fails to match the reconverted

hash value.
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