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TI TLE OF THE | NVENTI ON DI G TAL" CONTENT™ PROTECTI ON- - SY §) s
application is based on app H10- 295920 F% - 339027 filed
in Japan, the content of whmm Wmmmlﬂmmgy i ncor por at ed by,P e. 10
BACKGRCUND OF THE ENVENTION 1. El of the Invention The presen
binvention relates to a systen1fe{ dFS{FIbUtIng digital contents, such as
digitized docunents, 15 audio, inmages, and prograns, via a network to
aIIOM/usersiggigggglgigngmggmggmg§ on recording nedia and to reproduce the
recorded contents. In particular, the present invention relates to a
systeg for protecting digital contents from unauthorized recording and
repro@uction. 20 2. Descr] of t nt years,

t echnifgues f ¢r dlstrlbuUQ#;ﬂyd} E&i%%gﬁﬁgEﬁxéﬂlékéﬁﬁ?ié;j::Lﬂgcunents
audi o,§ i mages, and prograns, via networks, such as the rave been
25 dev} sed. The techniques allow users to easily record and reproduce the
distrijputed .contents. While having an advantage that users can easily

replicate digital contents, the techniques also have a e 1 i
: This appllcatlon is based on applications Nos. H1l0-

A

295920 and H10-339027 filed in Japan, the content of whl;h is

hereby incorporated by reference.

10
BACKGROUND OF THE INVENTION

1. Field of the Invention
The present invention relates to a system for
distributing digital contents, such as digitized documents,
15 audio, images, and programs, via a network to allow users to
record the contents on recording media and to reproduce the
recorded contents. In particular, the preéént invention
relates to a system for protecting digital contents from
unauthorized recording‘and reproduction,
20 |
2. Description of the Related Art
In .recent years, techniques: for distributing digital
contenté, such as digitized documents, audio, images, and
programs, via networks, such as the Internet, have been
25 devised. The techniques allow users to easily record and
reproduce the distributed contents.
While having an advantage that users éan easily

replicate digital contents, the techniques also have a
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9905181 5 *@0002N -- - -- - -- - ------ -d~ OCT problemthat copyrights
owned by authors of the digital contents can be easily infringed. SUMVARY
OF THE INVENTION Il '5 The object of the present invention is to provide a
digital content protection system a digital content protection nethod, a
digital content protection program recorded on a recording nedium and a
‘digital content protection programthat is sent via a communi cation |ine,
10 each of which prevents unauthorized recording of a digital content

obt ai ned frgrobhemoutiss €le coplye 1gntecosdheg MBdi 8itRBds Wrutheriaegital
reproduction of a digital content recorded on a recording nedium The

st at eg] obj ecbntendshicavetebypaaidivgiindlriogedent 15 protection systemthat
enabl a digital content to be used and includes a recording nmedi um

appar @ us having a storage area for holding digital content information
and a accessyma A B 3els i nformation fromand wites information
into the stordge ol content protection system 20 operating
accordisng to the fOi"lh@vwﬂage@ha@esthanprautehentmmtmtannpha;setd/\hﬂfcevictm a
recordi ng nmedi um apparatus secretly transmts an inherent key to the
access appada@u§ﬂilan@omhen?ecﬁrﬁtﬁgtﬁééluﬁﬂéﬁﬁﬁhat@s aig ittee acdssent

appar at us or m. nut ual hentlcatl Qn, ,usin i nher ent Y,
i nher ent kegrB eﬁé*oﬁf ﬁﬁ??%h thaf 9 |qu8gt% theP~ Otec“lgre‘ proqrgﬁ?

recorded on a recording medium, and a digital content

protection program that is sent via a communication line,

10 each of which prevents unauthorized recording of a digital

content obtained from the outside onto a recording medium and

unauthorized reproduction of a digital content recorded on a
recording medium.

The stated object is achieved by a digital content

15 protection system that enables a digital content to be used

and includes a recording medium apparatus having a Storage

area for holding digital content information and an access

apparatus that reads information from and writes information

into the storage area, the digital content protection system

20 operating according to the following phases: an

authentication phase'where the recording medium apparatus

secretly transmits an inherent key to the access apparatus,

and the-recording medium apparatus and the access apparatus

perform mutual authentication using the inherent key, the

25 inherent key being information that i1s wunique to the

recording medium apparatus; and a content transfer phase,

performed only when the recording medium apparatus and the

access apparatus have successfully authenticated each other,



recordi ng nmedi um apparatus; and a content transfer phase, per fornmed only
w -:en the recordi ng nedi um apparatus and the access apparatus have
successfully authenticated each other, 2 where the access apparatus either
(a) encrypts a digital content using the secretly transmtted inherent key
and sends the encrypted digital content to the recording nedium apparatus
or (b) receives an encrypted digital content from5 the recordi ng nedi um
apparatus and decrypts the encrypted digital content using the secretly

transmtted, oher eple KetesW tdpddtaxzonsitheti dr) téamcdygtsala cding ema L
protection systemof the present invention prevents the .10 transfer of
contents fremnasnauthbngzele appareitlys treangitsgct AOPPFER apBYr aPUsS S HRF

s
prevents contents that have 6 been_properly, obtain fr ks u it hout
a proper a@bﬁorP?&FﬂﬁﬁﬁdThglﬂﬁéﬁéfngBFeﬁﬁnt%ﬁtsgg?oﬁgg%gﬁ%gﬂ?hgﬁggggﬁ

devicetto an a“th%EEZ%Q:q%MiQ%Jeiv%FS PIENERGd Al bl resittdnt thgom

digita con?@ﬁ?rﬁrotectlon system of the present invention prevents
illegaldy obihai ned-content sediiam bepagatuausetd dleceypthe thecorrit AgP Hedi um
apparatus may include a first calculation unit, and_the acc ss;gﬁgara%us
may incl udediz0talf i contanthendineat ithe | ﬁﬁSFﬁ’ﬁtliYonth%ﬂﬁ?‘éFFﬁg umite and- a
first authentication unit, where while the access apparatus judges whet her
t he recordiﬁ&ynediun1apparatus is legitimate in the authentication phase,

the first authenticgticgn +wfornBbhar raaiel ahi ng i t dJenetr afles chintsent

aut hentication 25 information and outputs the first authentication
i nformati onprotection system of the present invention prevents the
10 transfer of contents from an authorized apparatus to an
unauthorized apparatus. This prevents contents that have
been properly obtained from being used without a proper
authorization. The transfer of contents from an unauthorized
device to an authorized device is also prevented. As a
15. result, the digital content protection system of the present
invention prevents illegally obtained contents from being

reused.

Here, the recording medium apparatus may include a
first calculation unit, and the access apparatus may include
20 a first authentication information generating unit and a
first authentication unit, where while the access apparatus
judges whether the recording medium apparatus is legitimrate
in the— authentication phase, the first avthentication
information generating unit generates first authentication
25 information and outputs the first authentication information
to the recording medium apparatus, the first calculation unit
i receives the first authentication information, generates

first calculated authentication information by performing a




to the recording nedium apparatus, the first calculation unit receives the
first authentication information, generates first cal cul ated

aut hentication information by performing a 3 first calculation on the
received first authentication information using the inherent key, and
outputs the first calculated authentication information to the access
apparatus, and the first authentication unit judges whether 5 the recording
medi um apparatus is legitimate fromthe first authentication information
and the first cal cWaatad awidhenti caheonrenéovadt | Shrssi muthensecaeiby
transmtted inherent key. Here, the access apparatus may inclyde a second
10 cal cul at iigrfammaticmdushedr 566r diniGGREd UFEYpparfat G5 SREYS it ubertat
second aut hentj catiqn inforpation nerati| ' .and egond

aut hent i cat ict?niﬁHﬁta%%éwer%u Fpgltc%‘gtlroergorl f%ﬁph%rgd%&m Zcﬁsoar atus | udges
whether he aeeess APPAlf Uhd Stid 801kl dihe i dativn audhienfiages ompbiee,

t he second authent’ication information generating unit generates second
aut henti cat i | s meadicino gt sa e secongh t Inahentreat top first

information to the access nedi um apparatus, the_second cglculaqupaggét
recei ves t heweleend L Gt heft i 48EC3HA 1R ne? POn, *B&nef aF8s s&ford' 2"~

cal cul ated 20 authenti.cation_i.nf BL]o e rrg copgh st eykati on
on the recei®d¥ %éiﬁﬁﬁf%ﬁﬁhéﬁ??ggggg%hiE?%%ﬁgtf%%»ggﬁﬁs%ﬁﬁglggecretly
transmtted jiihersnt , and outputs the second calculated authentication
information to the recording nmedium apparatus, and the second

aut henti cation unit Heudgestbetdnme 26 Bhpagetsss BpParetiidlds PegPErrafe

fromthe second . . :
' 10 calculation unit, and the recording medium apparatus may

include a second authentication information generating unit
and a second authentication unit, where while the recording
medium apparatus Jjudges whether the access apparatus 1is
legitimate in the authentication phase, the second
15 authentication information generating unit generates second
authenticatiorn information and outputs the second
authentication information to the access medium apparatus,
the second calculation unit receives the second
authentication information, generates second calculated
20 authentication information by performing a second calculation
on the received second authentication information using the
secretly transmitted inherent key, and outputs the second
calculafed authentication information to the recording medium
apparatus, and the second authentication unit'judges whether
25 the access apparatus is legitimate from the second
authentication information and the second calculated
authentication information using the inherent key.

With this construction, the recording medium



aut hentication informati on and the second cal cul ated authentication.

i nformati on using-the inherent key. Wth this construction, the recording
medi um 4 apparatus and the access apparatus perform nutual

aut henti cation. Here, the recording nedi um apparatus may further include a
first encryption unit and an i nherent key storing 5 unit for prestoring
the i nherent key, and the access apparatus may further include a first
decryption unit, where while the recordi ng nmedi um apparatus secretly

transmts t?? Aengnt kgy thdhe;8ee8%s apnPd pabssi npehef @uihemuitestl on
phase, the Pst encryption unit generates an encrypted 10 i nherent key by

appl yi ng a fhtsénepeaypvhon algorithmto the inherent key and outputs the

encrypted inherent key to the access apparatus, and_the first C tion
unit receives the Hewgyptde iﬁ%%?éﬁ%“ﬂejmﬁﬁﬁnbeﬁ@?353§u5 d@%yyp'%%?%%r

i nherent ke appl yi.ng.a fir rypti.o | Q@ 1 ) ey Pt 15
i nher ent kei?cgﬁgefgrg%r%%c??ﬁf?%ﬁqgﬁgégﬁFh%P%é%ﬁbJﬁggﬁkﬁgihﬁgﬁrypt g?%her
text generafgd.wi h .t herfifstiggCrypsi omhatgnti thay, Wamhdt hilse access
construction, because the inherent key is encrypted and is transferred
fromthe resppdragusedaynfugthapphratide td fhes actRSeYRipat af st t'Hee e

possibility that the inherent key.is uncover, i 3 dirst
key and thewbééénﬂhﬁeﬁeﬁﬁﬁdbﬁgtW@ﬁlggngpgﬁgféﬁgké%é€§§¥§ﬁk§%#%ﬁatgrﬁ%

Ck’gcryp“ on E{q‘hérgg)é ‘1%{%;3&9} e, @ncsyphggatabesenn key usimgtthiecseoond
y that is e sarre as the first key.
phase, the first encryption unit generates an encrypted
10 inherent key by applying a first encryption algorithm to the
inherent key and outputs the encrypted inherent key to the
access apparatus, and the first decryption unit receives the
encrypted inherent key and generates a decrypted inherent key
by applying a first decryption algorithm to the encrypted
15 inherent key, the first decryption algorithm being used to
decrypt cipher text generated with the first encryption
algorithm.

With this construction, because the inherent key is
encrypted and is transferred £from the recording medium

20 apparatus to the access apparatus, the possibility that the
inherent key is uncovered is reduced.

Here, the first key and the second key may be the
same magter key, and the first decryption unit may decrypt
the encrypted inherent key using the second Xey that 1s the

25 same as the first key.

With this construction, the recording medium

~apparatus and the access. apparatus store the same master Kkey-

As a result, the recording medium apparatus and the access



Wth this construction, the.recording nmedium apparatus and the access..
apparatus store the sane naster key-, As a result, the recording nedi um
apparatus and the access 5 apparatus are produced without difficulty.

Here, the first key nmay be a public key that is calculated fromthe second
key according to a public key determ nation algorithmof a public key
cryptosystem the 5 first encryption algorithmmy be an encryption

al gorithmof the public key cryptosystem and the first decryption

al gorit hm may, D& -4 e G td Ju Rl QONd itdHBf dihfe ipulltye. key cryptosystem
where the first encryption unit encrypts the inherent key according to the
encryption al gorithHeok,t HehdOfpubki keheymayyBeosy sPamlds ngeY h&h@itr stskey
that is the public key, and the first decryption unit decrypt

t.h
encrypted i Secarates,” BEeBr hRg SEFANE KR%r FHEPERLEIGA t B %fh‘[cﬁek?ﬁﬁbl ic
key crypt osydsett%%qggébrﬁqotnheafgggwggexﬁ\é"t BMS gOPSIyehicdstidie fixst

key that isa I c key S om'the second key that is a secret

key. Therefaane:r ewenyichithe a3gerethikeyast beedni anargat ton eallgsr bthmaotar d
witer is uncovered, it is inpossible to obtain the public key fromthe
secret key. tHu s prwilds i tkedi f Eiromtosystemakeabe EBEBNtEFFRFt FFCiyRELOD

di di , tus, 20 th d 4B i
hat i calaACRAg (O TR P FAC NG hnch i Lo o publ e Foy L Y

det er mi nat - iccyg,égﬁéo%%gééém Qfndr-d ECRV EEYr §EOBALYLBLRbACRES NG ndmBidad, thde

first encrypti orithmmay be a signature “processing algorithmof the
recovery si dngidfentproegsangraingettood;hd henérystiencaygbicdéfnmnial nelye
genera’goe th%u%nlcircyp}cgg cryptosystem using the first key that is the
public key, and the first decryption unit decrypts the
encrypted inherent key according to the decryption algorithm
of the public key cryptosystem using the second key.
With this construction, the first key that is a

15 public key differs from the second key that is a secret key.
Therefore, even if the secret key stored in a card reader or
a card writer is uncoevered, it is impossible to obtain the
public key from the secret key. This makes it difficult to
make the counterfeit of the recording medium apparatus.

20 Here, the second key may be a public key that 1is
calculated from the first key according to a public key
determination algorithm of a recovery signature processing
method,-the first encryption algorithm may be a signature
processing algorithm of the recovery signature prccessing

25 method, the first encryption unit may generate the encrypted
inhexent key that 1is é,signature text by applying the first
encryption algorithm to the inherent key using the first key,

the first decryption -algorithm may be a verification



i nherent key that is a signature text by applying the first encryption
algorithmto the inherent key using the first key, the first decryption
al gorithmnmy be a verification 6 processing algorithmof the recovery
signature processing nethod, and the first decryption unit nay generate
the decrypted inherent key by applying the first decryption algorithmto
the encrypted i nherent key that is the signature 5 text using the second
key. Wth this construction, enornous amounts of calculation need to be

per forned tgrggkégﬁdg“%f§3¥f¥hﬁfoK%héfﬁ%&é%@tpuahb@akﬂrdqprdﬁe@siﬁ§U|t,
it is very difficultto 'calculate the secret key Ks fromthe public key
Kp. 10 Ther gkehed,t handecuird t fikevel detrgptight alnionamt Sepgraée sHeem
can be enhanced in total by assigning a secfef key.to .a nmo ard. and
assi gni ng adg@EvingageyirbeReRendysy cgh’d aWilf’e‘Fgo?{:}’ae néﬁﬁg? c%érl%&égl er.
This is becayse t |4 el NerBay ¢ar dheeddghature
general |y hﬁ@gofﬁ EngﬁP%%ed%géﬂG¥$%%?%§ thEF tﬁg?r i nt er nal congtructions

are anal yzed, i {sGoRPRhes@d cwnkh KdeRe menory card. Here, the recording
medi um apparatus may further include: a first master key storinq:unit for

prestoring a firstWiddt ertlkey grong tihett iRl udES X 4P al PEYUSF-Fmst &r 20

Kk , d a first selecti it f I [ t
fivei mastoeaREyIgEonD a8°A FPrRE REGIOETA THo " Beibee aphar ol s Why -

further include: g sscopd. MBSy ek, keas I Qldad tyniik fer vBEGSHOEEDgGuar Sesond
mast er key §F8ﬂptﬁﬁa§ |ncF%%%sxé plurality of master keys, the first
mast er key. cad%ugrsap ané t Beczecondeyasker Keymgrbobp ipeblie tkeysaf®-
10 Therefore, the security level of a digital content service
system can be enhanced in total by assigning a secret key to
a memory card and assigning a public key to a memory card
writer or a memory card reader. This 1s because the memory
card writer and the memory card reader generally have the
15 high possibilities that their internal constructions are
analyzed, in comparison with the memory card.
Here, the recording medium apparatus may further
include: a first master key storing unit for prestoring a
first master key group that includes a plurality of master
20 keys; and a first selection unit for selecting a master key
out of the first master key group as a first key, and the
access apparatus may further include: a second master key
storing-unit for prestoring a second master key group that
includes a plurality of master keys, the first master Xkey.
25 group and the second master key group include the same
plurality of master keys; and a second selection unit fox
~.%+ gelecting a master key out of the second master key group as.

a second key, the second key being the same as the first key,.



plurality of master keys; and a second selection unit for selecting a
mast er key out of the second master key group as. a second key, the second
key being the sanme as the first key,,. 7 where the first encryption unit
encrypts the inherent key using the master key selected as the first key,
and the first decryption unit decrypts the encrypted inherent key using
the naster key selected as the second key. 5 Wth this construction, each
of the recording nmedium apparatus and the access apparatus stores a

lurality of master k ... Therefo t he .di g t K ' e
Cystom of {HB=Bosaift FhuShi PRRCKRHIRE So od C6/Bchl Shal ey ooer di g a

content seryice SYabefBstdD B Gelldiedd bt teRCHipEioReyni endayher Estore a
first subgroup”key, generate "a transformed key by gerforning a first

conversi on gecthetiohenent deyrysinglchenfdnyptesuBgneapntkkyy apENgeh? at e
the encrypted i nherent key by applying the first encryption algorithmto
t he transfomﬁﬁ@ewe$ﬁyaﬁﬁlﬁﬁéef5aﬁi%@@ v(3 ik$¥ unit may prestore a second

subgroup key that I$ Rhghfgngo I;J";;et{ér%steé&pggp%&%@ccg&pﬁ{@t@e@ium
decrypted transf or &8 key"Dby appl'ying the first decryption algorithmto
the encrypt ggj-nhanent akey chand geney abpphhetdecrfstmd & npdugntl ey oy
perform ng an inversion operation of the 20 first conversion operation on
the decrypt edstreanskeysed kdyeraépng: t hehe e did SgFBOHCREY PR TR THT S

constructl on, e o3 Shal Lo NSl ARVIER SYSLEMAE 10 BroBuBbure) ! ()
nunber of tt&% %‘%gqrt%lip%oq{teer&e@%rr@ti% aybeaeh of the plurality of subgroup

10 Here, the first encryption unit may prestore a first

subgroup key, generate a transformed key by performing a

first conversion on the inherent key using the first subgroup

key, and generate the encrypted inherent key by applying the

first encryption algorithm to the transformed key, and the

15 first decryption unit may prestore a second subgroup key that

is the same as the first subgroup key, generate a decrypted

transformed key by applying the first decryption algorithm to

the encrypted inherent key, and generate the decrypted

inherent key by performing an inversion operation of the

20 first conversion operation on the decrypted transformed key
using the second subgroup key.

With this construction, when a digital content

service system is run by a plurality of groups, a plurality

of subgroup keys whose number is equal to the number of the

25 groups are generated and each of the plurality of subgroup

keys is assigned to one of the plurality of groups. This

allows each group to provide its own service. Alse, in many

cases, the number of master keys that can be stored 1in a



keys is assigned to one of the plurality of groups. This allows each group
to provide its own service. Also, in many cases, the nunber of master keys
that can be stored in a 8 nmenory card is restricted due to the limted
storage capacity of the nenory card. However, the digital content
protection systemof the present invention increases the nunber of
avai | abl e keys by conbining a master key and subgroup keys. 5 Here, the
first encryption unit may prestore a first subgroup key, generate a cipher

text by applying.tRg fi §st reSPFLYEd Uual@oiHeh Dikg tbiestbbagentakayitand
generate the n(¥rypt ed inherent key by performng a first conversion
operati on opf heeCcmemeryt extcdusi Hgweler i the SiuByEalpcReYENIPEAESEheCR| r st

decryption unit nmay prestore a second subgroup, key_ that is t t he
first subgrowstesy, O§erfdraat @raseﬂécrWei’B%qrbx%nB#Bg??ortrﬁlengggﬁ“%i%gegge

operation of the  first co rsi i t Y2l duh ek . key
using the séé’&rfg'aﬁ}t?gﬁ‘oet}'ps %’;C%é‘gﬁ’&“ég‘ e?aiatngnit%;: d}{}gyr ;q/ig%d 1%9? n{greﬁ?ﬁ key
by applying the firgkdeceypt Eopsal geEtybridm uhite recrypisonre ext£1vgth
this construction, when a digital content service syst nLis_rqp bg;a
plurality ofsupqtmps kém»cﬂg@@%&tec@nﬁéﬁbepré?éétPdn%ﬁﬁi%ﬁﬂ%ﬁtt%e prekent

invention allows 20 each group to proyvide [ts_gwn,servi i
manner  des @GP EIRTY 2 L 9 Skt h%ngB?t éf‘hg%pgﬂt}‘e&’otag%}t id(;énﬁéya;@?%%?h%f

the present invention iLnareases e MYbgerpbravayl abl €irkeyschyvepsboni ng
a naster kefﬂgﬁa’su gr oup Eeys. Het e, "t he recordi ng nedi um appar at us may
further 25 Jftdtdieora i retie keypseor tagtunistnforther dsitasti rRI¥PRRt KR¥y
10 and the first decryption unit may prestore a second subgroup
key that is the same as the first subgroup key, generate a
decryption text by performing an inverse operation of the
first conversion operation on the encrypted inherent key
using the second subgroup Kkey, and generate the decrypted
15 inherent key by applying the first decryption algorithm to
the decryption text.
with this construction, when a digital content
service system is run by a plurality of groups, the digital
content protection system of the present invention allows
20 each group to provide its own service in the same manner
described above. Also, the digital content protection system
of the present invention increases the number of available
keys by-combining a master kev and subgroup keys.
Here, the recording medium apparatus may further
25 include a first key storing unit for prestoring a first key
that is a master key, and the access apparatus may further
- include a2 second key storing unit for prestoring a second key:

- that is the same master key as the first key, where the first



that is a master key, and the access apparatus may further include a
second key storing unit for prestoring a second ke,y;. that is the.sane
master key as the first key, where the first. 9 encryption unit prestores
a first subgroup key, generates an encrypted first key by perform ng a
first conversion operation on the first key using the first subgroup key,
and generates the encrypted inherent key by applying the first 5
encryption algorithmto the inherent key using the encrypted first key,

and the fir gt QeCEYBLT OR;UNbLCRESSLOT £5¢ 8 SECONSL: SUDKONP deddiBds |4n the
same as the®*FFFéP-sT group key, ~generates an encrypted second key by
perform ng ans$eGANtedCOnVEsSi ke ppayAt ippr formiohg i 2 t Hel setire G vees ¥ st

10 conversion operation, on the second key using_the second subgrou ey,
and gener at epetheidaceyppthe fanskekeykesing tBBpf TRy ?#hﬁ???%?k%%tr€%$ion

algorithmto the encrypted _inherent, ke 1 ng_ .t he. e RL e S8RONEk Ky .
Wth this c6ﬁ§?FéEF?oﬁ%qMﬁﬂ?5¥p'e tﬂﬁchﬁﬁgn?eglgysg %??g%gysten1is run by

a plurglit ye%rgﬁwpﬁ’ 2t Berdight 8 t6ONiLAE-PROt REYI OISy Stiem @fictymted
present” i nvénti al'l'ows™ each group to provide its own service in thgdsane
manner  desetirBed kalgovendAltde, £ it diegitydticuntWht RTATRTTH 3y3TEM of

the present invention increases the nunber of avail able Yie
conbi ni ng aSﬁﬁ@ﬁéﬁﬂke¥ebnahéﬁbdﬁodﬂ“ke§§meFﬁ?%?tQ%e%%F?Et%%%%ﬁ¥ﬁgfid%yhnit

may prestore a first subgr -key, at.eva vy apst os prdng nher entokey by
per forni ng 4eREFESSonar F§%986§§aﬁ?oﬁﬂ§% %%Z Fﬁ%egent keyn@using t he

subgroup keyonard gener ai ddte dr r stwrgaliculiat edh25 aatkengpcathen first
information by performng the first
10 conversion operation, on the second key using the second
subgroup key, and generates the decrypted inherent key by
applying the first decryption algorithm to the encrypted
inherent key using the encrypted second key.

With this constructicn, when a digital content

15 service system is run by a plurality of groups, the digital
content protection system of the present invention allows
each group to provide its own service in the same manner
described above. Also, the digital content protection system
of the present invention increases the number of available

20 keys by combining a master key and subgroup keys.

Here, the first calculation unit may prestore a first
subgroup -key, generate a transformed inherent key by
performing a first conversion operation on the inherent key
using the subgroup key, and generate the first calculated

25 authentication information by performing the first
calculation on the first authentication information using the
transformed inherent key, and. the third calculation unit may

prestore a second subgroup key that is the same as the first

10



calculation on the first authentication information using the transforned
i nherent. key, and.the third calculation unit nmay prestore a second
subgroup key -that is the same as the first 10 subgroup key, generate a
decrypted transformed i nherent key by perform ng an inversion operation of
the first conversion operation on the secretly transmtted inherent key
using the subgroup key, and generate the third calculated 5 authentication
information by performing a calculation that is the sane as the first

calculation on t fi | cati i LW idee fleck ypéed
t r ansf or ned s‘ﬁbr?nrgﬁlgnt){eyéy.g%tﬁ téhlca? dc%r?s%%% %\%rp{/\fhﬁﬁa di gi t al contgnt
10 service $yStRPAcITiAG BY anpkieabht ypetagionpst the fiigst atoncens et
protection systemof the present invention allows each group to, proyjde
its own ser\dpegatddnhens e ﬁaﬁﬁ@tlYdé§éﬂ§%€tﬁﬁo"v’é@e’ﬁ{?%g,k?%eu%ﬁ' g ope

content protection system of the presen nvention J as r of
avai |l abl e PS”R%%‘”E)% cgﬁﬁ’l’ni rPgn§ nﬁgpe%é%!@ a%télesubﬂgrggﬁg kg'iasi.@%?g@%en

the recording e iéi*%ﬁﬁ%%t%ﬁ&%ﬂd}@ b AGEESFo ARIREY &t Usa haveasiioeesiséul |y
er,

aut hent{ cat &0 éach o I'n the content transfer phase, the access
apparatus mays ethbersémp gemerahe afikeastcereudatts il odd bythf vifdiRrgta 20

digital content, generate a data bl ock key for each dat lock, generate
at | east onevdmEnypteat it ol BfoERa BiP eRELYBt CRG- Jgeé:crﬁ’p aetcg %?%f(‘: -%Eﬁg%‘g t he

secretly tran rritte%l inherent key and a data bl ock key that corresponds to
the data bPﬂtSH&r%{h kterya'nsfer each encrypted data block to the 25 recording
medi um or (d) receiyenat theastcenstenetyphed daka a digital content

10 service system is run by a plurality of groups, the digital
content protection system of the present invention allows
each .group to provide its own service in the same manner
described above. BAlso, the digital content protection system
of the present invention increases the number of available

15 keys by combining a master key and subgroup keys.

Here, when the recording medium apparatus and the
access apparatus have successfully authenticated each other,
in the content transfer phase, the access apparatus may
either (c) generate at least one data block by dividing a

20 digital content, generate a data block key for each data
block, generate at least one encrypted data block by
encrypting. each data block using the secretly transmitted
inheren£ key and a data block key that corresponds to the
data block, and transfer each encrypted data block to the

25 recording medium, or (d) receive at least one encrypted data

block of an encrypted digital content from the recording

medium apparatus, generate a data block key Zor each data

block, and generate at least one data block by decrypting

11



bl ock of an encrypted digital content fromthe recording nedium apparatus,
generate a data bl ock key for each data block, and generate at | east one
data bl ock by decrypting 11 each encrypted data bl ock using the secretly
transmtted inherent key and a data bl ock key that corresponds to the
encrypted data bl ock, where each data block has one of a Ilogical |length
and a physical length,. and each encrypted data 5 bl ock has one of a

| ogical Iength and a physical length. Wth this construction, the digital

content pr@hLegt i@:&bﬁ%ﬁ&ﬁn derar iescia datiaghlek keyrdmigque tinsach-edat a
bl ock of a content and encrypts the data block using the data bl ock key.

Because t hi $nmekes:ti tkely féndubt dhaer thliaak 1Kepathibs cooriespendeptt datize

bl ocks, the digital content _protection systemof the present inventjon
achi eves a BPGFYRE&rddy2 1 BLoFke &Qﬁf%ﬂ%&%@.dﬁﬁﬁeFﬁﬁﬁﬁh He PBSOFH%&@

medi um apparat us 2”?%539h ?§5%§§¥§ﬁ§?%$F§%§@3%€ §chg§§gugh¥rgy£ggn&;@§ted

each other,lof%c? e’contéent the access apparatus may
either fe) gepenahesadid @kay 16efalf ilegh anti gi tptlysicelt drénggenerat e

an encrypted file by encrypting the file wusing the secretly transmtted
inherent key and th@ifiH e teys andstrarsteent hetéser Piedt#i ecandent
ocel ve, 11 BFDTERE HBRSHBHTG REARGA AT SAIE T ndrpat H1T br i
encrypted digita lsesztS?taa@&i?é%H@rm QN GRRGERRNAa8al bl 6ckkeyithathe
corresponds to the encrypted file, generaté a decrypted file by decrypting
the encrypt edthi Il ded nget he Récsess ethyst makssi titediififienant fey @ndcd he
Infornﬂflonparties to intercept data blocks, the digital content
protection system of the present invention achieves a high
security for the data blocks.
Hexe, when the recording medium apparatus and the
access apparatus have successfully authenticated each other,
15 in the c¢ontent transfer phase, the access apparatus may
either (e) generate a file key for a file of a digital
content, generate an encrypted file by encrypting the file
using the secretly transmitted inherent key and the file key,
and transfer the encrypted file and information concerning
20 the file key to the recording medium, or (f) receive, from
the recording medium apparatus, an encrypted file of an
encrypted digital content and information concerning a file
key thaé corréesponds to the encrypted file, generate a
decrypted file by decrypting the encrypted file using the
25 secretly transmitted inherent key and the information
concerning the file key, and reproduce the decrypted file.

With this censtruction; a file key inherent in each

file of a content is generated and the files are encrypted

12



concerning the file key, and reproduce the decrypted file. Wth this
ccnstruction; a file key inherent in each file of a content is generated
and the files are encrypted 12 using the file keys. Because this makes it
difficult for third parties to intercept the files, the digital content
protection system of the present invention achieves a high security for
the files. 5 Here, when the recordi ng nedi um apparatus and the access

apparatus have successfully authenticated each other, in the content
transfer phase, t aGGees I at S~ fRYe €htiBemalde)s recedvefacuser foay
from an opé%%&%ﬁ,@ggngggtes transforned key fromthe user key and the

secretly 10.ffansphitedsi neramtekept geher ftidean &y ypi@dtat gFearent
content by encrypting a digital content using_the transfo&gg eskgyhi d
transfer theceresyirrdsdsyPhaPicSheemr aEthe MYttt ng~ el um “of %%
receive an encrypted_digjtal .content fromthe recordi ng nmedi um appar at us,
generate a 39@ENSEBY nEA 15°kef 1Tdm a user key inputted from an operator and

the secretly transytded. johergnt keyoraiwy grsesane sppdacrtypt eandditgiet al

’

cont enf by decrypting the encrypted digital content using the_transforned
key. Wth thisesoOnsspatcdtws havasercamyiptily 2wdandicadtd PFeAst the

encrypted content ‘using a user key set b hi nsel f/ hersel f- er ef org,, t he
digital contentth® oteREfBR HANEROf p{iﬁéepr etrs%:nt alcl’gl\%gﬁt i%prp%got ects &

content owned, b ?' ser from hejng, decgded Ry a0t Beegatber, e getnle adiegi taal
cont ent pro?%E?%Bn %85? ﬁ1nay ZE ?urthgr I ncl ude an encrygted i nherent key
generation . ,..nsformed key from the user key and the secretly
10 transmitted inherent key, generate an encrypted digital
content by encrypting a digital content using the transformed
key, and transfer the encrypted digital content to the
recording medium, or (J) receive an encrypted digital content
from the recording medium apparatus, generate a transformed
15 key frén\ a user key inputted from an operator and the
secretly transmitted inherent key, and generate a decrypted
digital content by decrypting the encrypted digital content
using the transformed key.
With this construction, a user encrypts a content and
20 decrypt the encrypted content using a user key set Dby
‘himself/herself. Therefore, the digital content protection
system of the present invention protects a content owned by
a user from being decoded by others.
Here, the digital content protection system may
25 further include an encrypted inherent key generation
apparatus, Where the digital content protection system
further operates according teo an encrypted inherent key

setting phase where the encrypted inherent Xey generation

13



apparatus, where the digital content protection system further operates
according to an encrypted i nherent key setting phase where the encrypted

i nherent key generation 13 apparatus generates an encrypted i nherent key
by encrypting the inherent key sent fromthe recordi ng nedi um appar at us
and sends the encrypted inherent key to the recording medi um appar at us,
and the recordi ng nedi um apparatus holds the 5 encrypted i nherent key sent
fromthe encrypted i nherent key generation apparatus, where in the

aut henti cati on_phase, t r.ecor.di j QRPA S tdes efs ed

i nher ent ke?pplad'at%ﬁg ggg‘%srs?t%ppggla%gls, rtl%@t he acr?tedé:s k%%ggsr%,at us geneﬁr/rgc% es
a decryptedhphengBirekeykby segt yitdMaHehe eeneypgeniedhhmr appa i@t keyand
secretly sent fromthe recordi ng nedi um apparatus and judges whether the
recordi ng nedings appar engsvypsebedintiarand g%Yn(frOt h‘é"%ieEFijgQ&nﬂnH%?%n‘im key.
Wth this construction, the recording .nmedi um ar, d: e o]
include a c@mP@rrﬁthrF'unPFQ A& rfgogg‘éﬂfgt g aﬂa\k&?g%&%{il gegfigt ﬁ%lé
recordi ng medi um anparaklls o s Weduced  BRIER REIGR RPN G DRANNGS
These and other ] ect’s, advant ades and features of 0 the invention wll
become appargnfe fatamrt hgphehlkaw, nghedestni phe canthenebat akerphiase, the
conjunction™with the acconpanying drawi ngs which illustrate a specific

enbodi nent r@‘cdmls'.rimmﬁii@h.aﬂmrtaﬁélsdrséﬂdﬁgs‘%hq:iﬁ%crﬁtse Jtﬂ}b%lkrél'f AT Em of
the digital content, (R P esldQl SRIEBA0 U Medd b ddd e QIR aBR e
a decrypted inherent key by decrypting the encrypted inherent
10 key secretly sent from the recording medium apparatus and
judges whether the recording medium apparatus is legitimate
using the decrypted inherent key.
With this construction, the recording medium

apparatus does not need to include a conversion unit. As a

15 result, the hardware scale of the recording medium apparatus

is reduced.

BRIFF DESCRIPTION QF THE DRAWINGS

These and other objects, advantages and features of

20 the invention will become apparent from the following
description thereof taken in conjunction with the
accompanying drawings which illustrate a specific embodiment

of the invention. In the drawings:

Fig. 1 is a block diagram of. the digital content

25 protection system 100 of the first embodiment of the present

invention:;

Fig. 2 shows a state where .the memory card 200 1is

placed in the memory card writer 300 and the memory card

14



Fig. 2 shows a state where.-the nmenory card 200 is placed in the nenory
card witer 300 and the nenory card 14 witer 300 is placed in the
personal conmputer 500; Fig. 3 shows a state where the nenory card 200 is

pl aced in the headphone stereo 401 that is the nenory card reader 400; 5
Fig. 4 is a block diagramshow ng the construction of the nenory card 200;
Fig. 5 1is a block diagramshow ng the construction of the nenory card
witer 300; Fig. 6 is a block diagram showi ng the construction of 10 the

menory card reader 0, Fig. 7.s _a.flo I hQu tdie spper ati on outline
in the case"Wh&P& ?ﬁ ﬁSnﬁgﬁcégrgnzégei?%3%3353;%?ﬁﬁig menory card writer
300; Fig. 8 is a flpyghant sshew ng §hecopenatreorruthémery 16aid 20 case
where the nmenory card 200 is placed in the nennréﬁ card reader 400; Fug. 9
shows the apthesti dat itore dperdptiare istereo cAlt thAEr &St A& SEIRSIRF Xt 200
is placed in the nenory card witer 300; 20 Fig. 10 shows the

aut hent i cat readegedlfiion performed by the menory card witer 300 to judges

whet her_ the memory _card, 200 ] ayt hatizedndaYhgetnhEi gonddrist Bonl OEk
diagraﬁnshomﬁng theF%%hséﬁﬁ%f%gﬁ%%ngthg digital cgntent protection system

100a of thergecaRthordd cairdodioment; Fig. 12 shows the authentication

operations in the _ . £

Fig. 5 is a block diagram showing the construction o
the memory card writer 300;

Fig. 6 is a block diagram showing the construction of

10 the memory card reader 400;

Fig. 7 is a flowchart showing the operation outline
in the case where the memory card 200 is placed in the memozry
card writer 300;

Fig. 8 is a flowchart showing the operation outline

15 in the case where the memory card 200 is placed in the memory
card readexr 400;

Fig. 9 shows the authentication operation in the case
where the memory card 200 is placed in the memory card writer
300;

20 Fig. 10 shows the authentication operation performed
by the memory card writer 300 to judges whether the memory
card 200 is an authorized device;

Fig. 11 is a block diagram showing the construction
of the digital content protection system 100a of the second

25 " embodiment;

Fig. 12 shows the authentication operaticns in t?e

I
case where the memory card 200a is placed in the media

inherent key information generating device 600 and in the

15



case' where the nmenory card 200a is placed in the nedia inherent key

i nformation generating device 600 and in the 15 case where the nenory card
200a is placed in the nenory card witer 300; Fig. 13 shows the

aut hentication operation of the digital content protection systemof a
nodi fication of the 5 first enbodinent in the case where the nenory card
200 is placed in the nenory card witer 300; Fig. 14 is a bl ock diagram
showi ng the construction of the menory card 200c in the digital content

protection system 10 of the. thir di gent 548 EhOrndSmbsoaybtaek
di agr am sh&#@3fy % ec??%‘set F\?gltolré’ncagg ?Eggrrem?yagard witer 300c in the
digital conf.ent. pigd ection system 100c of the third enbodinment; Fig. 16 is

a bl ock di agram show ng the construction of the menory card reaogfr ﬁOOc in
the digital contentFig.s b3 osbowsorkhey saerhampEcatiPhe PRFAG 18R SAT nEAE:

Fig. 17 is a block diagram show ng,the constructio fod 19l bal rgent ent
prot ect i on &ist e 19@@t%$-ttﬁ§°Fﬁﬁgi'ﬂn éﬁﬁgﬁf“né’%t A ogd.%'fl s Jigévg t he

operation of the digital conten Q. ot ect L ontsxsShemotd0tafd g2009iks a
bl ock di agr%ﬂﬁ%’ﬁo 8df'ﬁsngor@t ittflcetzico":"r?5r of the digital content protection

system 1oo§§p;cé@ei,§i{ﬁ@ m&adedi erd ;wiiger 2808hows the aut hentication
operation the 25 digital content protection syste ﬁooeéngi&im%loins a
bl ock di agram showiFigy + Het ciongt rkeglprdiagram showing the ¢ -

of the memory card 200c in the digital content protection
system 100c of the third embodiment;

10 Fig. 15 is a block diagram showing the construction
of the memory card writer 300c in the digital content
protection system 100c of the third embodiment;

Fig. 16 is a block diagram showing the construction
of the memory card reader 400c in the digital content

15 protection system 100c of the third embodiment;

Fig. 17 is a block diagram showing the construction
of the digital content protection system 100d of the fourth
embodiment;

Fig. 18 shows the operation of the digital content

20 protection system 100d;

Fig. 19 is a block diagram showing the construction
of the digital content protection system 100e of the fifth
embodiment;

Fig. 20 shows the authentication operation of the

25 digital content protection system 100e;

Fig. 21 is a block diagram showing the construction
of the digital content -protection system 100f of the sixth

embodiment; -
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of the digital content-,,protection system 100E of the sixth enbodi nent;
16 Fig. 22 shows the authentication operation of the digital content
protection system 100f; Fig. 23 is a bl ock diagram showi ng the construction
of the digital content protection system 1008 of the seventh 5 enbodinent;
Fig. 24 shows the authentication operation of the digital content
protection system 100g; Fig. 25 is a block diagram show ng the construction
of the digital content protection system 100h of the eighth 10 enbodi nent;
Fig. 26 is another bl ock,diagram show p e, UGJd <k t0fort herditgiet al
~cont ent protectionfgﬁ%teﬁglﬁgﬁysIﬁ " igtéggaéegﬁzggpgﬁgtion outline of the

digital con 0 LQ g/ 18Qhsi/Btthe10ase where the nenory 15
card 200 is&%€£E§5 %ﬁﬁ%%eengﬁéﬁy card akiter 300h; Fig. 28 shows the

operation outline ofighe23li g tal blcoht dhagpant 8BPNHATS FEEe FOISHH YT 1Re

case where the nenory card 200 is placed in the ne C J.e Oh;
Fig. 29 i s afbtbekd#dher hnsahewi thP TN Torfdt Ieh T & ?‘h% |§’iret“fa’t|qll

content_ protection s¥$ten11001 of the ninth enbodinent; Fig. 30 is another
bl ock di agr SHPSAGHFRG the construction of the digital content protection
system 1001; Fig. Biyshows dHsoperiat banheuntlicaeion tdmexigieml 025 Wvnt ent
protection system 1001 in the case where the nenory card 200i is placed in
the menory dagdtedi tent800i protection system 100g;

Fig. 25 is a block diagram showing the construction
of the digital content protection system 100h of the eighth
10 embodiment;
Fig. 26 3is another block diagram showing the
construction of the digital content protection system 100h:
Fig. 27 shows the operation outline of the digital
content protection system 100h in the case where the memory
15 card 200 is placed in the memory card writer 300h;
Fig. 28 shows the operation outline cf the digital
content protection system 100h in the case where the memory
card 200 is placed in the memory card reader 400h;

Fig. 29 is a block diagram showing the construction

20 of the digital content protection system 100i of the ninth
embodiment;
Fig. 30 is another block diagram showing the

construction of the digital content protection system 1001;

Fig. 31 shows the operation outline of the digital

25 content protection system 100i in the case where the memory
card 200i is placed in the memory card writer 300i;

e Fig. 32 shows the operation outline of the digital

content protection system 100i in the case where the memory

17



Fig. 32 shows the operation outline of the digital content protection.
system 1001 in the case where the nenory 17 card 200i is placed in the
menory card reader 400i; Fig. 33 is a block diagram show ng the
construction of the digital content protection system 100i of a

nodi fication; 5 Fig. 34 is a block diagram show ng the construction of the
digital content protection system 1001 of another nodification; and Fig.
35 shows the authentication operation in the case where the nenory card

200] is placed in the nmenor ard 0 iter 30604 . rERECRI ATOON OF THE
PREFERRED EWBtHIAENTS-S #r?af%?& odi rreﬁégd;&‘el"ﬂe following is a description of
a digital content F%%_p@@xygiéﬂbgae%eﬁmééﬁhmﬁsm¢mﬁm@r@heeQQBQFﬁBﬁFlSP t he
present invention. I. Construction of Digital content rotgﬁh%ono§ysgen1
100 The di gjtal cgent enyipadt ecbnarendysPera bt ARl uE3=a™ 2 nmory card

200, a menory card witer 300, and a nenory card reader 400, as shown in
Fig. 1. Thenoaibigatse®rl 200 is placed in the menmory card witer 300

t hrough a nenory card slot 301 o) I Pafi Show2ng THRe MeBBRBY rOa@tdow i t er
300 isSpl aced inza%%%sd%gfuﬁéi€%%%%?é¥f% Oathrough a nenory card witer

slot 501. The LRer SN« £ONBYheenb0G e cxonimect edstema €Wt k, 286ER%Es the
Internet, via a communication line 10. As a result, the menory card witer
300. s connegdedfioathenpuasdde t hrough

Fig. 35 shows the authentication operation in the

case where the memory card 2007 is placed in the memory card

10 writer 3007.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

<First Embodiment>

The following is a description of a digital content

15 protection system 100 of the first embodiment of the present

invention.

1. Construction of Pigital content orotection System 100

The digital content protection system 100 includes a

20 memory card 200, a memory card writer 300, and a memory card
reader 400, as shown in Fig. 1.

The memory card 200 1is placed in the memory card

writer éOO through a memory card slot 301, as shown in Fig.

2. The memory card writer 300 1is placed in a personal

25 computer 500 through a memory card writer slot 501. The
personal computer 500 is connected to a network, such as the

icati i ult, the
Internet, via a communication  -line 10, As a result,

memory card writer 300 is connected to the outside through

18.



18. the nedi ation of the personal conputer 500. The personal conputer 500
i ncludes a display 503, a keyboard 504, speakers 502, a processor, a RAM
a ROM and a hard disc apparatus. The processor, RAM ROM and hard disc
5 apparatus are not shown in Fig. 2. The nenory card 200 is placed in the
menory card reader 400. As shown in Fig. 3, the nenory card 200 is placed
in a headphone stereo 401 (the nenory card reader 400 in this enbodi nent)
through a nenory card slot 403. Buttons 10 404a, 404b, 404c, and 404d are

provi ded ogs$%gﬁéggﬁggoér§£ gﬁg?ﬁggﬁgn§ieég@p§gér #beso, the nenory card

slot is pr eadphone stereo 401 and a headphone 402
is connected to angi{digsesisien Of cdiputhendphdninsiedes a40disnlayebOpl ages
the nenory card 200 in the personal 15 conputer 500 throu h&%ﬁp medj ati on
of the menpryybesddwbd4 erspSOErs &l ves REQHGSACLoft &', ‘a8 s ¢

data, fromthe outside via the Internet and recgrds r ined canrtents
on ‘the nenbaydcé%ﬂCZGBPa¢9?%ﬁ'reihﬁcﬁ?ﬁfe%ﬁ? ’user’pﬁgggsagﬁg nmenory card

200 i n the headphon r 4 d;peprgduges 20 the contents recorded on
the merory 68?agﬁgﬁguéﬁggggﬁegﬁﬁggdbﬁonegstereo 401. 1.1 Con5 t' nmogy Card

200 Fig. 4 shows thegonshbugt icrdf20be imempracedr @n20die DEMAEYSKEWT i n

this drawi ng, the nmenory card 200 incl udes ster key storihng it; 210,
a medi a i nheeederked0 &4 or Pg Shann QQOFla'cghvggg?oWeWéﬁyZﬁé%£a2ggdfa

ilgherent Key ) arBhor TBLi 00, SERLL D%t do 24Ph  AhARRMANT ALY SLdNgami t

in this embodiment) through a memory card slot 403. Buttons

10 404a, 404b, 404c, and 404d are provided on the top of the

headphone stereo 40l. Also, the memory card slot is provided

on a side of the headphone stereo 401 and a headphone 402 is
connected to another side of the headphone stereo 401.

A user places the memory card 200 in the personal

15 computer 5C0 through the mediation of the memory card writer

300, receives digital contents, such as music data, from the

outside via the Internet and records the received contents on

the memory card 200. -After recording, the user places the

memory card 200 in the headphone stereo 401 and reproduces

20 the contents recorded on the mnemory card 200 wusing the

headphone stereo 401.

1.1 Construction of Memory Card 200

Fig. 4 shows the construction of the memory card 200.

25 As shown in this drawing, the memory card 200 includes a
master key storing unit 210, a media inherent Xkey storing

unit 220, a conversion unit 220, a media innrerent key

infofmation storing unit 240, an apparatus key storing unit

19



221, an inversion unit 222, an apparatus key information storing unit 223,
a nutual authentication unit 250, encrypted content storing unit 260, a
comuni cation unit 270, and a control unit 280. 5 Wien the nenory card 200
is placed in the nenory card witer 300, the communication unit 270 is
connected to a communication unit 340 (described later) of the menory card
writer 300. On the other hand, when the nenory card 200 is placed 10 in
the nenory card reader 400, the communication unit 270 is connected to a

comruni cation_unit 440 (descrihed,| ) B Ve &@r dnreadhar 1400.
1.1.1 Mast ef2key 28t ot Ph r?ﬁﬁg? g?btl?%e %fésta r key stori%g unit 210

i ncludes a 89119@? o2 emstaad BuEREAtesatlomstmit K0 Mendratrtiest a
56-bit bit String” Dfferent master keys are assigned to _refigctivs

di gital contgpteser itoe isystems. 2660, 3t FOMEERE C3 My pr88tofed in
the master key storing units of 20 all menory cards for use in a specific
digital contentrOéeﬂOF§e2§93ten1even if the nmenory cards are produced by

different manufactuyrers. Here, the digitah sontente8elryite sysiens anel for
i nstan®e, a nusic ?QMﬁ%P§V%¥%#iF gg ?g cooB%ratively run 25 by A B

and C conpayi.es.ant gy MVLE kehahisustem tiratt i 870cdopereRPersar &R By X,

Y, and Z conpanies. r tn 20 The nedi a i.-nherent key stgrin% ug&{ 220a d

incl udes a csgmi:adndudbor umiAy landeseaddsred 34F 5 niRdr T BN HKY 4" i s
writer 300.

On the other hand, when the memory card 200 is placed
10 in the memory card reader 400, the communication unit 270 1is
connected to a communication unit 440 (described later) of

the memory card reader 400.

1.1.,1 Master Key Storing Upit 2310

15 The master key storing unit 210 includes a
semiconductor memory and prestores a master key Mk that is a
56-pit bit string. Different master keys are assigned to
respective digital content service systems. Also, the same
master key is prestored in the master key storing units of

20 all memory cards for use in a specific digital content
service system even 1f the memory cards are produced by
different manufacturers.

Here, the digital content service systems are, for
instance, a music delivery system that is cooperatively run

i i tem that 1s
by A, B, and C companles and a movie rental syst

[ ]
(93]

cooperatively run by X, Y, and Z companies.

1.1,2 Media Inhezent Key Storing-Unit 220

20



a 56-bit bit string. Different inherent keys are assigned to respective
menory cards. The inherent key of each nenory 5 card is obtai ned by
perform ng a given calculation, such as addition, on a production nunber
that is inherent in each nenory card and a random nunber that is randomy
generated when each nenory card is produced. 10 The conversion unit 230

i ncludes a processor, a ROM (Read Only Menory) for storing progranms, and a
RAM (Random Access Menory) for providing a work area. The conversion unit
230 reads the inherent key. Ki,fr e gediga Jnher eiffitlS2keyistbndeg wnit
220 and reads the ﬁ[gket é?e%e@ fﬂﬁ}h??%én@t h%? rsrgs?trer Q'Jrkey storing unit 210. The
conversi on y%’hgc%%éﬂ&p RS0 LES pResnCryHt ADNLNRE LAY Y EfL (AT 13
conforms to Data Encryption Standard). 20 Hereé sthe iazs[esiQJn eagh
encrypti on keyeused bior steingncPyFEREANEI §BRFEFRT BFCYS Bits 2 A'so, the

| ength of each plain text that is to he en d usd oot heaRCeRid N
al gorithm EteppeelilBft Semdnt e, ?]P]% rlgl?]lé?%%of eay;h ci pher text 'that

is generated using t > ypt,i abgar hyhm 35vEh calGdlhbittion,| tsusthodsd be
noted Rere £RA fL% ?E?gggggeg}yf ?géti on, tghe gncryptj on. al gorithm and the
decryption ,ahgesbhhmagonf oprodocDES; vnikbss &HRdT v SetSFEFRAS Al'sS2 't n

this specification, the size of each encryptjon key I IdeSnaddte
si ze of eachenecyyprireh ey 3 sTHBEIWBR t%‘%ml?%‘g T’%?\E;t ﬁg Génggcrz‘%%lpljlgg%r{n text is

64 bits, and the |enath of,ea30chaNBLodkexl.i s 64 bits.

10 1.1.3 Conversion unik 230

The conversion unit 230 includes a processor, a ROM
(Read Only Memory) for storing programs, and a RAM (Random
Access Memory) for preoviding a work area. The conversion
unit 230 reads the inherent key Ki from the media inherent

15 key storing unit 220 and reads the master key Mk from the
master key storing unit 210.

The conversion unit 230 also prestores an encryption
algorithm E1 that .conforms to DES (Data Encryption
Standard) .

20 Here, the size of each encryption key used for the
encryption algorithm E1 is 56 bits. Also, the length of each
plain text that is to pbe encrypted using the encryption
algorithm El is 64 bits. Furthermore, the length of each
cipher text that is generated using the encryption algorithm

25 El is 64 bits. It should be noted here that in this
specification, the encryption algorithm and the decryption
algorithm conform to DES, unless otherwise stated. Also, in

this specification, the size of each encryption key is 56
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The conversion unit 230 generates an encrypted 5 inherent key Ji by
applying the encryption algorithmEl to the inherent key Ki read fromthe
~ medi a i nherent key storing wunit 220. Here, the conversion unit 230 uses
the master key M read fromthe master key storing unit 210 as the key of
the encryption algorithmEl . It should be noted here that in 10 this
specification, the encrypted inherent key Ji is expressed by Fornmula 1
given below. <Formula 1> Ji E1 (Nk Ki ) 15 Also, in this specification,

t he generat.,i on_ of l o BGH BREsON t@legQkiniitm E t o
a plain té&%tiﬂdg?%d£%9€ |s expr seé*bgg o?ﬁﬁla 2 gieen beloaﬁ 20
<Formul a 2> 554K, pi\élrFufé*@rlrﬁ)r&l Hirt &, hiandspée fliengthorf ehehgeiehsti on
of 25 the plain text Mby applying a decryption algorithmD to the cipher
text C usi ngexheike§d Koissexpressed by Fornula 3 given below. 22 <Formula

3> M=D (K, C) As described above, the pher t gener a
appl yi ng t he encrypti%n AR Eutnoctt hg%gl al )r‘%htegftt%l\s/l usta:ﬁngt?‘lel'?rliﬂg,}lfce51 K

and the plaj ”h%?é‘{;t 'ka “%rﬁﬁt ‘E%l%rﬁgpm% Nghd hgot deer ypgbobtahgadi thom D
to the C|ph%? ex
the 1ﬁherent key Ki read from the media inherent key storing
unit 220. Here, the conversion unit 230 uses the master key
Mk read from the master key storing unit 210 as the key of
the encryption algorithm E1. It should be noted here that in
10 this specification, the encrypted inherent key Ji 1is

expressed by Formula 1 given below.

<Formula 1>

Ji=g1l (Mk,Ki)

15
Also, in this specification, the generation of a
cipher text C by applying an encryption algorithm E To a
plain text M using a key X is expressed by Formula 2 given
below.
20

<Formula 2>

p=E (K, M)

Furthermore, in this specification, the generation of
25 the plain text M by applying a decryption algorithm D to the

cipher text C using the key K is expressed by Formula 3 given

below.
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Therefore, the relation between the encryption algorithmE and the
decryption algorithm D can be expressed by Formula 4 10 given bel ow.
<Formula 4> E=crpt (D) 15 The conversion unit 230 outputs the encrypted

i nherent key Ji to the nedia inherent key information storing unit 240.
1.1.4 Media Inherent Key Information Storing Unit 240 20 The nedi a i nherent
key information storing unit 240 includes a sem conductor nenory, receives
the encrypted inherent key Ji fromthe conversion unit 230, and holds the
encrypted inherent key Ji. 1.1.5 Miutual Authentication unit 250 25 The

mut ual aut FEFRIWELS oY unit 250 includes a random number generating unit

251, an encryption g@ tix 2, a decryption unit 253, and a nutual
aut henti cati on conprol unit 23 254. Each el ement of the nutual
aut hentication unit 250 includes a processor, a ROMfor storing prograns,

and a RAM for providing a work area. (1) RandomNutber ;jGenenatiaraqUgiyt 251
5 The random nunbeRsgerecatiPhg EHPYeQSéh%e %é%ﬁ%g a ?gﬁdo%?nunber R2ythat

is a64-bit bit string, and outpyts;Lhe; chandom nnbeslRa texthée! using

connunﬁcati%?P%NﬁQg:£%§ ST thgﬂtua% aut hentication control _unit %54. (2)

Encrypt i on Uity 252 18ndhenensLyphi oaxtnkt 185aeppestefeBYarPRREr Pft 1O
decryption algorithm D to the cipher text C using the key K.
Therefore, the relation between the encryption algorithm E

and the decryption algorithm D can be expressed by Formula 4

10 given below.

<Formula 4>

E=crpt (D)

15 The conversion unit 230 outputs the encrypted

ia i informati rin
inherent key Ji to the media inherent key information Sto g

unit 240C.

1.1,4 Media Inherent Key Tnformation Storing Upit 240

20 The medid inherent key information storing unit 240
includes a semiconductor memory, receives the encrypted

j 1t ! s tThe
inherent key Ji from the conversion unit 230, and holds ©

encrypted inherent key Ji.

25 1.1,5 Mutugl Authentication upnit 250

The mutual authentication unit 250 includes a random
i ' rypti init a
number generating unit 251, an encryption unift 252,

decryption unit 253, and a mutual authentication control unit
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algorithmE2 that conforns to DES. The encryption unit 252 first receives a
random nunber R1 fromthe communication unit 270 and reads the inherent
key Ki fromthe nedia inherent key storing unit 15 220. The encryption
unit 252 then generates an encrypted random nunber S1 by applying the
encryption algorithmE2 on the random nunber Rl using the inherent key Xi
as the key of the encryption algorithmE2. The encrypted random nunber S
20 can be expressed by Formula 5 given below. <Formula 5> S1=E2 (Ki,Rl') 25

The encryption unit 252 finally eutput NgL¥RELRdichandemunibers581 to
t he connumaﬁﬂi(m1ﬁiﬁa ?ﬁﬁﬂeq%)ogeég%pﬁwggﬁﬂﬁit 353 The decryption unit 253

prestores qﬂugﬁg%%gtécgkoéggggéngtﬁwﬂ[EbffﬁﬁoﬁbméopnsgrmmEESan¢h@ RAM
decrypti on “uni 3 first receives an encrypted random nunber S2 fromthe
communi cat i @y ustdv2dtharal wesddsarea - apparatus key A'j fromthe apparatus

key storing unit 221. 5 The decryption it 2%§1then generates a random
nunber R 2 by) @m%m&%ﬁé&?%ﬁ%%@%ﬁt MD2 to the encrypted random

nunber S2 using the_apparatus key, A j dNe i keyupict kg 1degsyptaons a

al gori 6hm D2. The éﬁgrE?%éP@aﬂa%ﬁ$rn er R 5&§an be expressed by Fornul a

6 given bel oy J0 sE¥IWIRE 6RaR 2502 é4-hit S2)t string, and outputs the
random number R2 to the communication unit 270 and the mutual
authentication control unit 254.

(2) Encryption Unit 252

10 The encryption unit 252 prestores an encryption
algorithm E2 that conforms to DES.

The encryption unit 252 first receives a randcm
number R1 from the communication unit 270 and reads the
inherent key Ki from the media inherent key storing unit

15 220,

The encryption umit 252 then generates an encrypted
random number S1 by applying the encryption algorithm E2 on
the random number Rl using the inherent key Ki as the key of
the encryption algorithm E2. The encrypted random number S1

20 can be expressed by Formula 5 given below.

<Formula 5>
S1=E2 (Ki,R1)

25 The encryption unit 252 finally outputs the encrypted
random number S1 to the communication unit 270.
(3) Decryption Unit 253

The decryption unit 253 prestores an decryption
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=D2 (A'j,E2(Aj,R2) ) 15 The decryption unit 253 finally outputs the random
nunber R 2 to the nutual authentication control unit 254. (4) Muitual

Aut hentication Control Unit 254 The nutual authentication control unit 254
first receives the random nunber R 2 fromthe decryption unit 253 20 and
recei ves the random nunber R2 fromthe random nunber generating unit 251.
The nmutual authentication control unit 254 then conpares these random
nunbers. |If the random nunber R 2 matches the random nunber R2, the nutual

aut henti cati on 25 conty ol L{:it 4 'udt%je gdat the nmenory card witer 300
or the nmerddp et addtd BdPt i ch” the nenory card 200 is placed is
an aut horized devi (‘I‘gme( Id%g:ihrytﬁfqtﬁ%) drfi theks 3 titer stut erce iees hamt ¢eaEyphed
control unit 254 jddges t the menory 25 card witer ?}00 atr ths menory
card reader, 400 Suadberusauthoni zed- dewtwe cathiommiid 2dit RBft FEATT of

control unit 254 finally outputs an authentication_sign W Bgwhet her
the nenory agpazatdaswkeerd’306Tern £he ﬁBRﬁF?EEEr ge&eéc’glgrglﬁgoﬁﬁg an

authorized device to the control unit..280.55~, thef ryddetkds ntaentationi na
Unit 260 The encrypt¥d E6hHFER lcs’f‘oglmn“g'gunit 260 includes a 10

sem conduct o o) caibwesiancromet e paypt adn cohpent shm DI wier &he
i=1,2,3,.. .I}&Fl?%‘m ?\Kze %ngEFISI gét ?on unit 270, and hol ds éhe Ig.{_]cra)épttgg
partial confgetepted xddord ifthe rcGZMMFOG thf BRPET37HSr £3ds" thé encrypt ed

key of the decryption algorithm D2. The generated randem

aumber R'2 can be expressed by Formula 6 given below.

10
<Formula 6>
R'2=D2 (A'j,S2)
=D2 (A'J,E2(Aj,R2))

15 The decr&ption unit 253 finally outputs the random
number R'2 to the mutual authentication control unit 254.
(4) Mutual Authentication Control Unit 254
The mutual authentication control unit 254 first
receives the random numberx R'2 from the decryption unit 253
20 and receives the random number R2 from the random number
generating unit 251.
The mutual authentication control unit 254 then
compares these random numbers. If the random number R'Z
matches the random number RZ, the mutual authentication
25 control unit 254 judges that the memory card writer 300 or
the memory card reader 400 in which the memory card 200 is
placed is an authorized device'(legitimate); iffpgp, the
mutual authentication control unit 254 judges that

the.memory
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i nherent key Ji from the media inherent key information storing unit 240
-and outputs the encrypted i nherent key Ji to the comunication unit' 340
of the menory card wite= 300 or to the conmunication unit 440 of the
menory card reader 20 400. The conmmuni cation unit 270 al so receives the
random nunber Rl fromthe conmunication unit 340 of the menory card.
writer 300 or the comunication unit 440 of the nenory card reader 400-and
out puts the random nunber Rl to the encryption 25 unit 252 of the nutual
aut hentication unit 250. The commupi cation_uni 0 dber f@seiwes Jfhe
encrypt ed reaBdm WeibRF é%“%r&ﬁitﬁg Centfy fVonéﬁﬁgt %gé and outﬁhts t he
encrypted rando t he connunlcatlon 26 unit 340 of the nenory
card writert300° hgygggécg%%%§$catlon unit 440 of the nenorg card reader
400. The communi catfn wetta278ushenticetives contandr Ykl 28ppdrdtds Ykey
Bj fromthe conmunication unit 340 of the o weiter, t he
communi cat i eutpats anoaothehélﬁéhb©9 éaaaa#eaggwl&éo gﬁghgﬁt %%%d?y
encrypted apparatus, key to th appar a anfpéggéfon4§@ori§geyﬂ|t
223. " The c@ﬂﬁﬁnlﬁﬁ%F%ﬁ dﬁ‘? PSo 1 ce|§e %ﬁe random number R2 from
the randon1nu ;genegatk pg HB'Ehg5éoﬁ8Q071QnQuthUS t he random nunber R2
to the connﬁﬁlca ifon unit 340 of the nenory card witer 300 or the
comuni cation unit 440 of the menory card reader 400. The comuni cation
unit 270 al so receives the encry-ted randonunu _ S2 fromthe

communi cat i hnl e 5E B BC S bhardnd, 300 or the

communi cat i on unit 40 8Lcry0ted content storing unit 260 includes a

- 10 semiconductor memory, receives encrypted partial contents Fi

(where i=1,2,3,...) from the communication unit 270, and

nolds the encrypted partial contents Fi.

1.1.7 Commupnication Unit 270

15 The cemmunication unit 270 reads the encrypted
inherent key Ji from the media inherent key information
storing unit 240 and outputls the encrypted inherent key Ji to
the communication unit 340 of the memory card writer 300 or

to the communication unit 440 of the memory card readerx

20 400.

The communication unit 270 also receives the random
number R1 from the communication unit 340 of the memory card
writer 300 or the communication unit 440 of the memory caxd
reader 400 -and outputs the random number Rl to the encryption

25 unit 252 of the mutual authentication unit 250.

.

The communication unit 270 further receives the
1 1 1 = ~A
encrypted®random number 51 from the encryption unit 252 anc

outputs the encrypted random numper S1 to the communication
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the nenory card reader 400 and outputs the encrypted random nunber S2 to
the decryption unit 253 of the nutual authentication unit 250. On '
receiving a communi cation termnation signal from 20 the control unit 280,
t he conmuni cation unit 270 termnates the conmunication with the

comuni cation unit 340 of the nenory card witer 300 or the conmmunication
unit 440 of the

receives the 25
conmmuni cati on, unj

encrypted pit}af
27 The co
contents

F

menory card reader 400. The conmunication unit 270 al so

encrypted partial contents Fi (where i=1,2,3,...) fromthe
340 of the NMenory.ga;ei ¥eite60388 end comtputsathen

é%dﬂ eo?% m?mggyt%%rencr§pted content storing unit 260.

i £ ONo BNt ke 24Ond 1y t berdroreadend$0@he  encrypted parti al

rom

encrypted parti al

card reader

i nf or mat i oreBPRFRRYSUMSY 283
encr ypt ed

the encrypted content storing unit 260 a $ che
o @mtr@unliicatcémﬂh‘éné’én%%i%aﬁl? &?%%854%81 %#Htclt%#g renory

5 400. 8 AnDar at fl_L{Cs Ke é”fc%&%}lii%%tti@nt _22i dhes 4appaf atthe key
78 udés & sem conduct or

the enéryptBE™a

processor,

ar ea,

S menory, receives the

10 apparatys, gxegj 3hpoBLt BReCOBRIEhGabiapnURRL L2380 &fd HH6l ds
ggaFgFus ey Bj.

Ae M

v ~ The inversion unit 222 includes a .
15 rHolresider rg praogt amstpEkY BDRARPEEY PEFSYPEERG 2 Wor k

and prestores a decryption aIgorE%?n1D3 thats%%?&%@”%nﬁ% DES

10

15

20

key Bj to the apparatus key

ormation

The communication unit 270 also receives the random

sumber R2 from the random number generating unit 251 and

outputs the random number R? to the communication unit 340 of

the memory card writer 300 or the communication unit 440 of

the memory card reader 400.

, "
The communication unit 270 also receives cne

] i it 340 of
encrypted random number $2 from the communicatien unit

the memory card writer 300 or the communication unit 440 of

the memory card reader 400 and outputs the encrypted random

rurnber S2 to the decryption unit 253 of the mutual

authentication unit 250.

On receiving a communication termination signal from

the control unit 280, the communication unit 270 terminates

the ¢

ommunication with the communication unit 340 of the

memory card writer 300 or the communication unit 440 of tne

memory card reader 400.

The communication unit 270 also receives the

encrypted partial contents Fi (where i=1,2,3,...) from the

communication unit 340 of the memory card writer 300 and

outputs the encrypted partial contents Fi to the encrypted

content storing unit 260.
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The inversion unit 222 first reads the encrypted apparatus key Bj fromthe
apparatus key information storing 20 unit 223 and reads the master key M
fromthe master key storing unit 210. The inversion unit 222 then
generates the apparatus key A j by applying the decryption algorithmD3 to
the encrypted apparatus key Bj using the master key tM as a key 25 of the
decryption algorithm D3. The generated apparatus key A j.can be expressed
by Formula 7 given below. <Formula 7> 28 A" j=D3 (M, Bj ) =D3 (M, E3 (M,

Al) ) The inversion unit 222-finally out.ut her gened i Seappar ahas key
A'j to the apparatE§€ke9°§¥6??ﬁ§thﬂ¥tlﬁf%y %7Rp§fra Jiﬁgy Stor (3 T"I it 22

. The apparatus key.storingiunid, 2k d nekudasm tBemesarmppstast . CABRBPAY and
hol ds t he éﬁb%ﬁ%ﬁﬁ%dkégrkggl ?%ﬁbutputted fromthe inversion unit 2%%3

1.1.11 Con~§@$rfﬂl<51i&n%Qweammmmuumthese)nqzmpeaéspérb%a‘ce%gBF, a ROM

for storing progranms, and a RAM for providin wor k . ~dhg rdadeentrol
unit 280 regei yostan a@mm@nﬂﬁééﬂpﬁnWﬁ%ﬁuﬂéaré%;%m%IWﬂﬁég? %%thentication

control unit 254. The authentication signal shows whether nenory card
writer 5300 89Cthe nmenory card reader 400 in which the menory card 200 is
pl aced is an. authorized device. 20 Wen the authentication signal shows

that the nmenory card witer 300 or the nenory card re%d353400 i's an
1.1,8 Apparatus Key Tnformation Storind Upni

The apparatus key information storing unit 223
includes a semiconductor memory, receives the encrypted

10 apparatus key Bj from the communication unit 270, and holds

the encrypted apparatus key Bj.

1.1.9 Inversion Unit 222

The inversion unit 222 includes a processor, 2 ROM
idi k area
15 for storing programs, and a RAM for providing a work '

and prestores a decryption algorithm D3 that conforns to

DES.

The inversion unit 222 first reads the encrypted
apparatus key Bj from the apparatus key information storing

20 unit 223 and reads the master key Mk from the master key

storing unit 210.

The inversion unit 222 then generates the apparatus
key A'J by applying the decryption algorithm D3 to the
encrypted apparatus key Bj using the master key Mk as a key

25 of the decryption algorithm D3. The generated apparatus key

A'j.éan pe expressed by Formula 7 given below.

~ <Formula 7>

28



unaut hori zed device, the control unit 280 outputs a conmunication
termnation signal to the communication unit 270, which then term nates
t he conmunication with the menory 25 card witer 300 or the nenory card
reader 400. 1. 2 Cons_or Mrl y Card Wy er 30 Q Fig. 5 shows the
construction of the nmenory card 29 witer 300. As shown in this draw ng,
the menory card witer 300 includes an apparatus key storing unit 310, a
conversion unit 311, an apparatus key information storing unit 312, a
master key storing unit 313, a nedia inherent key information 5 storing
uni t 320, an inver3i 3aPadniMksBi) a nedia inherent key storing unit 323, a
mut ual aut hentication it a3 nication unit 340, a control unit
350, an encryption uﬁ#? éggf%g(ggﬁ?gﬂ?ustoring unit 370, and a content
downl oad unit 380. 10  The content download unit 380 is connected to the

outside via the communication line 10, 1 Romratt74 AL kadekrbizdd The
apparatus key storiThg anWBrgieﬂiH6P9d3§2a§9§3£g¥n?35 %%E%r ﬁn?y and

prestores an apparatus key Aj that |is 1D ke bl b SELhEgunDEf Relent
appar ab us mam@¥ﬁ¥95a§%Yg%eh £ €@%ﬁ%%?$5%@%enn?g card witers. The

apparatus key of each nenory card witer is obtained by performng a
gi ven cal cul ation, such as addition, pr oduct i on nunber 20 that is

i nherent | AL nunber that is randomy

ener at ed ifien each nemory card writer is produced. r -
’ The aggaratus key stoﬂing %%Qt 221 includes a

.semiconductor- memory and holds the apparatus key A'J

10 outputted from the inversion unit 222.

1,1,11 Control unit 280

The control unit 280 includes a processor, a ROM for
storing programs, and a RAM for providing a work area. The

15 control unit 280 receives an authentication signal from tie
mutual authentication control unit 254. The authentication
signal shows whether memory card writer 300 or the memory
card reader 400 in whiéh the memory card 200 is placed is an
authorized device,

20 When the authentication signal shows that the memory
card writer 300 or the memory card reader 400 is an
unautnorized device, tne ‘control unit 280 outputs a
communication termination signal to the communication unit
270, which then terminates the communication with the memory

25 card writer 300 or the memory card reader 400.

1.2 Construction of MemoIy Card Writer 300

Fig. 5 shows the construction of the memory card

29



The conversion unit 311 includes a processor, a QOM 25 for storing
progranms, a RAMfor providing a work area. The conversion unit 311 reads
the apparatus key Al fromthe apparatus key storing unit 310 and reads the
master key Mk 30 fromthe master key storing unit 313. The conversion unit
311 al so prestores an encryption algorithmE3 that conforns to DES. The
rel ati on between the decryption algorithmD3 5 prestored in the inversion
unit 222 and the encryption algorithmE3 can be expressed by Formula 8

given below. <Formula 8> E3=crpt (D3 : C ereherwkiadktiter
gener at es tvsl t@e 3A%-ed ASagpParEt H8 E@F éjgio%@;h%dplctgl:éng the encr yption

algorithmE3 to the p %ﬁgg  Aikekeaddoliam thetappay asusokegrstoni ng
unit 310 E%q(i]glq%u%asgtag’g yl]l%l%xreag&?romthe mast er key stori g 15 unit
313 as the15§ytoﬁlibeaﬁngbyakhaasakggrﬁmﬁmmﬁatibmeSﬂﬂﬁﬁ%&n%ﬁF%pg fatfis key
Bj can be expressed by Fornula 9 i ven bel ow. <Fornul.a,9> L =E3; 6NK, Al

) The convessstsr ey Sbliogt pois he. e PSP i ERER alG égl);géjmgt%égt he

D AL K e e Ot 95! 2ue¥0iLn s e 221N ARRAGANMRerent key
storing unit 323, a mutual authentication unit 330, a
communication unit 340, a control unit 350, an encryption
unit 360, a content storing unit 370, and a content download
tvnit 380.

10 The content download unit 380 is connected to the

outside via the communication line 10.

1,2.31 Bhpparatus Key Storing Unjit 310

The apparatus key storing unit 310 includes a

15 semiconductor memory and prestores an apparatus key Aj that
is a 56-bit bit string. Different apparatus Kkeys are
assigned to respective memory card writers. The apparatus

key of each memory'card'writer is obtained by performing &
given calculation, such as addition, on a production number

20 that is inherent in each memory card writer and a random

number that is randomly generated when each memory card

writer is produced.

1.2.2 Conversion Unit 311

25 The conversion unit 311 includes a processor, a ROM
for storing programs, a RAM for providing a work area. The
conversion unit 311 reads the apparatus key Aj from the

apparatus key storing unit 310 and reads the master key MK
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i ncl udes a sem conductor. nenory, receives the encrypted 31 apparatus key
Bfj fromthe conversion unit 311, and holds the encrypted apparatus key Bj.
L2.4 Maste r_ Kev for ng Unit 313 5 The naster key storing unit 313

i ncludes a sem conductor and prestores the master key MK. This nmaster key
Mc is the sanme as that prestored in the master key storing unit 210 of the
menory card 200. 10 Mdj a Tnh nt Ky | formation Storing Uni-t 320 The
medi a i nherent key information storing unit 320 includes a sem conductor,
recei ves the encrypted inherent key._ Ji e conmuni cation unit 340,
and hol ds tﬁr@r‘érﬁ{%ﬁa&te‘? ﬁﬁ%’? eht® Jélgl&\]‘llruggj ﬂ, 6 Inver ion Ut 32 The

i nversion unit 321ghacludes 3ipROGASEOB11aaROM ptestetesi A prEFYREECNand a
RAM for providing a work area. The inversion unit 321 reads the encrypted
i nherent  key) g r 2thrf rodn theet neoh goimhet@n?EXey information storing unit 320

and reads the master key_ M fromthe master k i i 343, Phe
inversion unit 321 T;S’reesFSfLéElandtra&er%‘?":‘lrbnttggl g%ér/?f}k%jﬁ%t hégtéocro%‘ orms to

DES. 25 The rel ation het t he,enes ypt ion tal gori téwa Elthe oeesttgpédonn t he
conver 8i on RiF 950 of* $§S%9d§$§ card 200 and' -the decryption al gorithm

DI can he expggssesbysFeanuba edfrgsved bgl Barmgda 8 given below

<Formula 8>

E3=crpt (D3)

10
The conversion unit 311 generates the encrypted
apparatus key Bj by applying the encryption algorithm E3 to
the apparatus key Aj read from the apparatus key storing unit
310 using the master key Mk read from the master key storing
15 unit 313 as the key of the encryption algorithm E3. The
encrypted apparatus key Bj can ke expressed by Formula 9
given below.
<Formula 9>
20 Bj=E3 (Mk,A])
The conversion unit 311 outputs the encrypted
apparatus key Bj to the apparatus key information storing
unit 312.
25

1.2.3 Apparatus Key Tnformation Storing Unit 312

The apparatus key - information storing unit 312

. . ‘ 4
includes a semiconductor memory; receives the encrypte
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<Fornmul a 10> El=crpt (Dl) The inversion unit 321 generates an inherent key
Ki 5 by applying the decryption algorithmDl to the encrypted i nherent
key Ji using the master key Mk as the key of the decryption algorithm D1.
The inherent key Ki can be expressed by Fornula 11 given below. 10
<Formula 11> K i=D1 (M, Ji) =D1 (M, E1 (MK, Ki) ) The inversion unit 321
outputs the inherent key Ki 15 to the nedia i nherent key storing unit

323. 1°?~, 7 MP~~~ a 1InhPntFCey Sto~.tnn tTni t 32.3 The nedia inherent key
storing unit_ 323 incl d I-£C t iaRkenenidskeneK i
fromthe ‘i’?ﬁ%ﬁ’s o%e}ﬁ f%%%mtg%g Eoig tihog1 ?ﬁﬁ?é&?ekey K-J. 1.2.Q
Mit ual - Ruthentip€edit @8pshatud3Reyhej nutual authentication unit 330

i ncl udes a random nunber generating unit 331, an encryption.. unit 332, a
25 decryption unit 333, and a nutual authentication control unit 334. Each

el enent of the nutual aughen 'cation(un't 0O includes a processor, a ROM
for storlnglp19éHgﬁ%Lﬁﬁﬁgﬁﬁréé@FLQ%rlﬁ+%v;g3ng a work area. 33 (1) Random
Nunber Generati ng q%ag 3L s e T m gugber goengriat | el 3ni ind3tdgeneraat es
the random nunber that is a 64-bit bit strlng and outputs the random

nunber Rl tgehbheosauuvarcahdoprastbrd8d40thadneheerukasl Mk5 aditHenfieddtiTon

control unit 334.
key Mk 1is the same as that prestored in the master key

storing unit 210 of the memory card 200.

10 1.2.5 Media Inherent Key Information Storing Upit 320

Thé media inherent key information storing unit 320
includes a semiconductor, receives the encrypted inherent key
Ji from the communication unit 340, and holds the encrypted

inherent key Ji.

1.2.6 Tnversion Unif 3231

The inversion unit 321 includes a processor, a ROM
for storing programs, and a RAM for providing a work area.
The inversion unit 321 reads the encrypted inherent key Ji
20 from the media inherent key information storing unit 320 and
reads the master key Mk from the master key storing unit
313.
The inversion wunit 321 prestores a decryption
algorithm D1 that conforms to DES.
25 The relation between the encryption algorithm EI
prestored in the conversion unit 230 of the memory card 200

and the decryption algorithm D1 can be expressed by Formula

10 given below.

32



(2) Encryption Unit 332 The encryption unit 332 prestores the encryption
algorithm E2 that conforns to DES. The encryption unit 332 first receives
the random 10 nunber R2 fromthe conmunication unit 340 and reads the
apparatus key Aj fromthe apparatus key storing unit 310. The encryption
unit 332 then generates the encrypted random nunber S2 by applying the
encryption algorithmE2 to the random nunber R2 using the apparatus key A
as the key of 15 the encryption algorithmE2. The encrypted random nunber
S2 can be [ e Formul a 12 given below <Fornula 12> S2=E2 (R, R2)
20 The encf§%§?§%&hﬁﬁ?y332 finally outputs the encrypted random nunber S2
to the communi cati gn=@rigkt 34Q.) (3) Decryption Unit 333 The decryption unit
333 prestores the decryption 25 algorithm D2. The relation between the
encryption algorithmE2 prestored in the encryption unit 252 and the
decryption algorithm D2 can.be expre d | & 13n e ¥entr bréOWK' 34
<Formul a 13> E2=cripe Gﬁffrfﬁgnd§8?§p§?gng€%??Qgg% ??rst receivespthe
encrypted 5 rggg,%@mgﬂb@f{e Siebrpptibe eQmpouitbat iDh bni ttiB40eRABYPESES
t he inﬁereﬁ?ykey “I fromthe nedi a i nherent key storin%'unit 32§'the
inherent key Ji using the master key Mk as ‘the key ©

decryption algorithm D1. The inherent key K'i can be

expressed by Formula 11 given below.
10 <Formula 11>
K'i=D1 (Mk,Ji)

=D1 (Mk,E1l(Mk,Ki))

The inversion unit 321 outputs the inherent key K'i

15 to the media inherent key storing unit 323.

1 2.7 Media Inherent Key Storipg Upnit 223

The media inherent key storing unit 323 includes a
3 ? 13 Fa 3
semiconductor, receives tne inherent ey K'i from the

20 inversion unit 321, and holds the inherent key K'i.

1.2.8 Mytual Authentication Upit 330

The mutual authentication unit 330 includes a random

number generating unit 331, an encryption._ unit 332, a

25 decryption unit 333, and a mutual authentication control unit
334. Each element of the mutual authentication unit 330
includes a processor, a ROM for storing programs, and a RAM

for providing a work area.

33



The decryption unit 333 then generates a random nunber R 1 by applying the
decryption algorithmD2 to the 10 encrypted random nunber Si using the

i nherent key Ki as the key of the decryption algorithmD2. The random
nunber R 1 can be expressed by Fornula 14 given bel ow. <Formula 14> 15
R1=D2 (Ki,S1) =D2 (K i , ?. (Ki, Rl) ) The decryption unit 333 finally
out puts the random nunber R 1 to the nutual authentication control unit
334. 20 (4) Mutual Authentication Control unit 334 The nutual

aut hentication control unit 334 recejves, Ege §§ndon1nunber R 1 and the
r andom nunber) FRardein NS HeeeRpt 3 b ant ¢ 33°&nd the random nunber

generating unit 25 331, res q%hxgly J&ea fikglahn aut Bent featirehesoniieo
unit 334 then co §¥%§%Vhé3$§h bn1hd§%er R1 with the random nunber Rl1. |If

the random punber RidsefEdrhast s rardomituier SRILNGh@NBLITRGS he

aut henti catTon control unit 334 j udges that the nenppor car 0 gd in
the menory gagdbmridnse3®l ito ahe SOTRBPLSRELRVIEE: :%/%0 n%fad ‘%%e “ﬁ'{ut?%al

aut hentication control unit 334 judg§s3PQat the nmenory card 200 placed in
the mesory aGtherdigpibieR 800LFeLal™Ghatdthori zed device. After this

j udgenent, 52ﬁ gﬁ%ﬁgﬁt?ghPﬁgggcgghon control unit 334 outputs an

aut henti cati control unit 350. The authenticationt§j al
shows whether the TraDEY:ceaptidd0 phatedi PHESKEABPY 2T d WY i's

algorithm E2 that conforms to DES.
The encryption unit 332 first receives the random
10 number R2 from the communication unit 340 and reads the

apparatus key Aj from the apparatus key storing unit 310.
The encryption unit 332 then generates the encrypted

random number S2 by applying the encryption algorithm E2 to

the random number R2 using the apparatus key Aj as the key of

15 the encryption algorxithm E2. The encrypted random number S2

can be expressed by Formula 12 given below.

<Formula 12>
S2=E2 (AJj,R2)
20 -
The encryption unit 332 finally outputs the encryptec
random number S2 to t+he communication unit 340.

(3) Decryption Unit 333
The decryption unit 333 prestores the decryption

25 algorithm DZ.
The relation between the encryption algorithm E2

. v » P p -:_ n
prestored in the encryption unit 252 and the decryptlo

algorithm D2 can be expressed by Formula 13 given below.
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10 an authorized device. 1 4 f nmm ~n~ Cation U_ 34Q The conmuni cation unit
340 receives the encrypted inherent key Ji fromthe conmunication unit 270
of the menmory 15 card 200 and outputs the encrypted i nherent key Ji to the
medi a i nherent key information storing unit 320. The communication unit 340
al so receives the random nunber Rl fromthe random nunber generating unit
331 and outputs the random nunber Rl to the comrunication unit 270 of 20
the nenory card 200_ The communi cation unit 340 further receives the
encrypted random nunber S1 fromthe communication unit 270 of the nmenory
card 200 amtFaootpka sl3he encrypted random nunber Si to the decryption unit
333 of the nutual Lhen%iQ%Eion 25 unit 330. The communi cation unit 340
al so reads the enc 5F§§ apparatus key Bj fromthe apparatus
key-information storing wunit 312 and outputs the encrypted apparatus key

Bj to the 36 conmmunication unit 270 of the nepory card_2

comuni cat i on unitT&ﬁﬂdacmgpméoeiv@éttﬁé3r§h66ﬁ1r%ﬁﬁﬁg?ngg?rgﬂ?fﬁgted

conmuni cation unit 270 of the nmenpry car Q0 .ang, qu put $40 hgnsaredards
number 5R2 t van@emeRBFYBEi Sk éﬁpﬁn%é83§fm%?l Q%lrrutual aut hentication unit

330. The communj cat | ' 0 raL50thECRENES 1ifgereamc gt etk admdo M iinber
S2 from t het®8hct ?ﬁéﬁ%’&%ﬁ%“géz and outputs the encrypted random nunber S2

to the commypication wunit 270 of the nenory card 200. 10 On receiving a
communt catton ternxgiil%gci;%gggnfrgglt 333 then generates a random
number R'1 by applying the decryption algorithm D2 to the
10 encrypted random number Ss1 using the inherent key K'i as the
key of the decryption algorithm DZ. The random number R'l

can be expressed by Formula 14 given below.

<Formula 14>

15 R'1=D2 (K'i,S

The decryption unit 333 finally outputs the random

number R'1l to the mu-ual authentication control unit 334.

Iy

20
(4) Mutual Authentication Control unit 334
The mutual authentication control unit 334 recelives
the random number R'l and the random number R1 from tﬁe
decryption unit 333 and the random number generating unit
25 331, respectively.

The mutual authentication control unit 334 then
"~ compares the random numPer R'l with the random number Ri. L

+He random number R'l matches the random number R1, the
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the control unit 350, the comunication unit 340 term nates the

communi cation with the communication unit 270 of the nenory card 200. The
comuni cation unit 340 further receives the 15 encrypted partial contents
Fii (where J=1,2,3,...) fromthe encryption unit 360 and outputs the
encrypted partial contents Fi to the comunication unit 270 of the nenory
card 200. 20 1.2.J..0 Cor'L.ro7~ nit 350 The control unit 350 includes a
processor, a ROMfor storing-prograns, and a RRM for providing a work

area. The control unit 350 receives_a e A ' Sirgalc Her el
nut ual aut HE@EY&atdy eEB}hcra&llOBnFPngjéﬂ.f %ie@aﬂjf%gmcii%;ti on 25 si gnal ghows

whet her thecgggnryogﬁrelgll pligcednicn hbRoARNDEYrd carndi ved t 0B0G-S s aan
aut hori zed devi ce. n the authentication signal shows that the nmenory
card 200 i s,@fhepagédodéece devi amt,t e omtougll @Mthensd cad# oy Coat-E OF

comuni cation term nation signal to the co nication unit | t hen
term nates thiet THmMmdass ithatwithe Wﬁ@oﬁﬁnﬁyggcgﬁﬁ Q%tfe ennzc[%%e oz
aut hentication signal SS8§B that the QESFW a5468td.200 is an authorized

u oWl 04d

devi ce5 t hecedft Vol A £Putd A"°Y signal to the content downl oad

unit 380, which thepe dpownlpads seepfendrs: f r amd henuoutadi deutheRticht@em -
Do nlpa ~ U 80 10 The content download unit 380 receives g dovinl pad _ si gnal

fromthe combhrekolniunid50334f betpneseian nguthendsnakéan <igha f F8mT¥e
control control unit 350. The authentication signal shows whether
the memory card 200 placed in the memory card writer 300 1s

10 an authorized device.

1.2.9 Communication Unit 340

The communication unit 340 receives the encrypted

inherent key Ji from the communication unit 270 cf the memory
15 card 200 and outputs the encrypted inherent key Ji to the
media inherent key information storing unit 320.

The communication unit 340 also receives the random
number Rl from the random number generating unit 331 and
outputs the random number R1 to the communication unit 270 of

20 the memory card 200.

The communication unit 340 further receives the
encrypted random number S1 from the communication unit 270 of
the memory card 200 and outputs the encrypted random number
51 to the decryption unit 333 of +the mutual authentication

25 unit 330.

The communication unit 340 also reads the encrypted

apparatus key BJ from the apparatus key information storing

unit 312 and outputs the encrypted apparatus key Bj to the
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unit 350, the content downl oad unit 380 downl oads nmusic data fromthe
outside via the communication line 10 and outputs 15 the nusic data to the
content storing unit 370. It should be noted here that in this enbodi nent,
nmusi ¢ data i s downl oaded. However, other contents, such as docunent,

i mge, and novie data, may be downl oaded. 20 2- ? Contenfi Storing Unit 370
The content storing unit 370 includes a sem conductor nenory, -receives
contents fromthe content downl oad unit 380, and holds the contents. 25 1
_~, 13 ~n LYI~ion Uit 36~ The encryption unit 360 jncludes a processor, a
ROM for steminngipesgeamsniind’a RﬁNFFSrmﬁWQHKﬁQﬁfia rk area.. The

encryption unit 360 al%8@@%%?%%ES§FEQﬁ%gn?hbp%h%% res cah@er idHum Ehddmat

conforns to DES. Tﬁ%ee irst reads a content from the

content storing upbt r32Q 8¢ £&AMSnibecishenent X2y & ithd nmoemeie erwda
i nher ent k8y storing unit 323. 5 The encryption unit 360 then divides the

content reado bRemMotputantert rsncomaumsier K20 Gt BIURTISP ot barti al
contents G (i=1, 2, 3,...) which each.is a 64}pi3&ﬂt string and
gener & es a3pl wfaltiey nyitUadc RRSHed Sp&Rta” itents Fi (i=1, 2, 3,.-..) by

appl ying the encryption al i to,19eagh ppantlisal criceinte tiseng
t he i nherent key KP%%%%é?#ﬁQ#%g?%ggﬂedFa i nherent key storing unit 323 as

the key of the, @acl Wilddh ahede:t p BxonThdelenctypiiar wntk ypiedparti al
contents Fi ' C X be expressed by Fornula 15 given belov¥.1 15 <Fornu|gi&§>
outputs the encrypted random number S2 to the communilcat
unit 270 of the memory card 200.
10 On receiving a communication termination signal from
+he control unit 380, the communication unit 340 terminates
the communication with the communication unit 270 of the
memory card 200.
The communication unit 340 further receives the
15 encrypted partial contents Fi (where i=1,2,3,...) from the

encryption unit 360 and outputs the encrypted partial

contents Fi to the communication unit 270 of the memory card

200.

20 1.2.10 Control unit 350

The control unit 350 includes a processor, & ROM for
storing programs, and a RAM for providing a work area. The
control unit 350 receives an authentication signal from the
mutual authentication control unit 334. The authentication

25 signal shows whether the memory card 200 placed in the memory
card writer 300 is an authorized device.

When the authentication signal shows that the memcry

card 200 is an unauthorized device, the control unit 350
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Fi=E2 (K'i, -C) (where i=1, 2, 3, ... ) The encryption unit 360 finally
out puts the encrypted partial contents Fi to the comunication unit 340.
20 Fig. 6 shows the construction of the nenory card reader 400. As shown
in this drawing, the nmenory card reader 400 includes an apparatus key
storing unit 410, a conversion 25 unit 411, an apparatus key information
storing unit 412, a master key storing unit 413, a nedia inherent, key
information storing unit 420, an inversion unit 421, a nedia inherent key
storing unit 423, a mutual authentication L a ¢ 39neQMYY cathen
unit 440, awoptits tﬁﬂtCQ%@P“éQiﬁﬁ®$tib%gﬁ%bf%%%%%, %§§8ntent stgging
unit 470, a reproduction_unit .480,» and @Rieper ahiedn Wwetmid8@teFhe tne
appar at us K™ PBﬁfﬁﬂ:h%Ft E%Hﬁgtﬁgﬂgbnversion 5 unit 411, the apparatus
key i nformation stofdinth unidn 4k dener yrastust 288~ storing unit 413, the
medi a 1 nheren ey information storing unit 420, the i@w 15'9@ H@%5r§21’
the nedia inherenWhkay tbeorizngenhi€addgn $HE" t3ATYS At henti cation unit

430, and the comunication unit .440 of t he,,0eABRY r62r dni€adatpdtd are
respecti velgaachel Eanes & ﬁ?é:hoépﬁgfiat%t?g%%gf/ ée'?ori ng unit 310, the

conversioncyniu 3114 1 appaial uonkeyiti abeniatdonnstorPRg WREER3EDST he
mast er key %ﬂQﬂ?ng um't 313, the nedia inherent key information storing
unit 320, tggmﬁia§a§i@wmtwmtSSQﬂomtﬁ@en@@t%;@%herent key 15 storing unit
323, the mutual authentication unit 330, and the comrunication unit 340 of
the nmenory card witer 300. Therefore, the follow ng description omts

these elenEng,?fchntent Download Unit 38Q

10 | The content download unit 380 receives a download
signal from the control unit 350.

After receiving the download signal from the control
unit 350, the content download unit 380 downloads music data
from the outside via the communication line 10 and outputs

15 the music data to the content storing unit 370.

Tt should be noted here thnat in this embodiment,

music data is downloaded. However, other contents, such as

document, image, and movie data, may be downloaded.

20 1.2.,12 Content Storipa Unit 370

The content storing unit 370 includes a semiconductor

memory, .receives contents from the content download unit 380,

and holds the contents.

25 1.2.13 Encryption Unit 360

i Kol A L-ea;

The encryption unit 360 also prestores the encryption
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centers on the elenents that have the different functions and performthe
different operations. 20 1 1 On rol spit 450 The control unit 450 receives
an authentication signal and, when the authentication signal shows that
the nmenory card 200 placed in the nenory card reader 400 is an 25

aut hori zed device, outputs a decryption signal to the decryption unit 460,
whi ch then decrypts the encrypted content received fromthe conmunication
unit 440. 40 1.3.2 pegryQ@jon The decryption unit 460 prestores the

decryption algorjth t hat opEES, and receives a decryption
signal fromi%ert ?TP%%QE%?ﬁ i§€E$§£%;tée%eiving a decryption signal from
the control unit 480, dher@deeciypt iDL UBED 46@ srtectiads @nNCeneeppt égom
content fromthe comunication unit 440 and rea%% %H,EE d].ié_rtl{lerenr@ }Ié%y] {élii
fromthe negha toheeent skeyisgornag 8ri0t angbFea Sptton” thit 460
then divides the encrypted, content intg_a ralkitysek partial encrypted
contents G trem=thepmegdia inNGRERH 53¥h35?595g6§b%%t3bit string and

generates a plurali i1a, centenss thedialvides Zhe .gontmntapsad ng
t he deéryption algcﬁg%tﬁﬁ%gyﬁé§ gachlpartial 15 encrygted contents G, using
the i nher eng kayr Ko i céeesht ramarine umedi 870nhatent ReYy=3HorY My HRT-423 as
the key of the decryption algorithmD2. The generated.part.al. LM Hi
can be expresaednby €or sk & @rven)b¥hdEh each 15 @ oA s E YLAHSP

and generates a plurality of encrypted partial contents Fi
(i=1, 2, 3,...) by applying the encryption algorithm E2 to
10 each partial content Ci using the inherent key K'i read from
the media inherent key storing unit 323 as the key of the
encryption algorithm EZ. The plurality of encrypted partial

contents Fi can be expressed by Formula 15 given below.

15 <Formula 15>
Fi=E2 (K'i,Ci) (where i=1, 2, 3;...)

The encryption unit 360 finally outputs the encrypted

partial contents Fi to the communication unit 340.

20
1.3 Cénstructiontoﬁ Memory Card Reader 400
Fig. 6 shows the construction of the memory card
reader 400. As shown in this drawing, the memory card reader
400 includes an apparatus key storing unit 410, a conversion
25 unit 411, an apparatus key information storing unit 412, a

master key storing unit 413, a media inherent key information
storing unit 420, an inversion unit 421, a media inherent xey

stering unit 423, a mutual authentication unit 430, a
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20 <Formula 16> H .=D2 (K'i, G) (where i=1, 2, 3, ) The decryption unit
460 finally outputs the generated partial contents H to the content
storing unit 470. 25 7 The content storing. unit 470 receives the partial

contents Hi

H. n Qoer

ai -

fromthe decryption unit 460 and holds the 41 partial contents

~n Unit 490 The operation unit 490 includes a plurality of

5 buttons for allowing a user to input various instructions. Wen the user
pushes a button, the operation unit 490 outputs a signal corresponding to

t he pushed button to.the reproducti i+ ! The o dohi anitinit
; bPEohEflt ho PRt BB s e the user

480 recei veRMREIGRAH-CTc
the operat

480 15 re

reproduces jhe,
of the operation of 20 the digital content prOL?PtdeLSyﬁéeﬁbﬁQ@rsZoh One.

~t~ on 0"tli in th&hGaGPRARYEINeDY ySTIEFRIQ D" A

S ti ng ton pushed by the user from

unid,42%« Akberngecrivi 490 ) he semradyctines retoddSri 8ACuni t

éggﬂthe musi ¢ data fromthe content storing unit 4'10 and
g
paksd i statenit 49¢i CQti -inn The following is a description

e and W; t-Pr 300

The opgraﬁiég&éngﬂfju%ﬂéwgﬂgar%QEQ w@9r§n§g§mg@ﬁ@ﬁy5toring unit 412, the

master Kkey storing unit 413, the media inherent key

10

20

information storing unit 420, the inversion unit 421, the

media inherent key storing unit 423, the mutual

authentication unit 430, and the communication unit 440 of

the memory card reader 400 are respectively the same as the

apparatus key storing unit 310, the conversion unit 311, the

apparatus key information storing unit 312, the master key

storing unit 313, the media inherent key information storing

unit 320, the inversion unit 321, the media inherent Kkey

it 3 : 3 i 1 it 330, and the
storing unit 323, the mutual authentication unit P

i j it - writer 300.
communication unit 340 of the memory card

1 i i i T . and
Therefore, the following description omits these elements

centers on the elements that have the different functions and

perform the different operations.

1.3.1 Control upit 450

The control unit 450 receives an authentication

signal and, when the authentication signal shows that the

memory card 200 placed in the memory card reader 400 is an

authorized device, outputs a decryption signal to the

decryption unit 460, which then decrypts the encrypted

content received from the communication unit 440.
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25 card 200 is placed in the nenory card witer 300 is described below
with reference to the flowhart showmn in Fig_ 7. After the nenory card 200
is placed in the nenory card witer 300, the -nenory card witer 300
judges whether 42 the nenory card 200 is an authorized device (step S110)
When the nenory card witer 300 judges that the nenory card 200 is an
unaut hori zed device (step S111), the nenory card witer 300 does not
comunicate with the nenory card 200 and 5 term nates the operation. Wen
the menory card witer 300 judges that the nenory card 200 is an

aut hori zed L menory card 200 whet her the nmenory card

witer 300 is an guthoriz evi cen(st epsdlbes tWhars t heemeteryyRbFe? 200
10 judges that the%ﬁﬁhn?ipgiéﬁk%éi?gﬁ 300 is an unaut horized K device (step

S113), the J N rATh 200 tdees faehsconmDAEPcasad WPERLYRE AeABryYREt
witer 300 aimd term nates the operation, \Wen the menory card 200 judges
that the meymypacaftbm 1hawceerrd00mit AP Gut hori zed devi ce (step S113),

the menory card witer 300 downl oads _a ent.: from Fhegnoulrsd deonteatrypts
t he dosnl oaded cont&ntZeEHHY bR pit zidet%é'p(e:“(rgfc%%yp%le content to the menory

card 200 (step 5 . ard 100 halodsrébeieasr @t e eBHPERE
(step 5115)%1“2%) %%%)Opegkgg; r(’9}%nrg'l}rgéitt N C ~Q0 ZS.

-~ inPirL__the Case VVNgggrv C%%d £RQ
Place n eno_y G af~ ReadercrA00cthauoperstron oot Fi e G n e E§§8°%where the
menory card p) O is placed in the menor y card ﬁgggg(__ A}g@, i St oesed i badt
inherent key Ki from the media 1n

423.
The decryption unit 460 then divides the encrypted

' content into a plurality of partial encrypted contents Gi
(i=1, 2, 3,...) which each are a 64-bit bit string and
generates a plurality of partial contents Hi (i=1, 2, 3’.t.)
by applying the decryption algorithm DZ to each partial

15 encrypted contents Gi using the inherent Key K'i read from
the media inherent key storing unit 423 as the key of the

! tial contents Hi
decryption algorithm D2. The generated partia

can be expressed by Formula 16 given below.

20 <Formula 16>
Hi=D2 (K'i,Gi) (where i=1, 2, 3,...)

The decryption unit 460 finally outputs the generated

i i unit 470.
partial contents Hi to the content storing

1,.3,3 Content Storipng Unit 470

: o -,
The content storing unit 470 receives the partla-:

contents Hi from the decryption unit 460 and holds the

41



25 below with reference to the flowhart shown in Fig. S. After the nmenory
card 200 is placed in the nenory card reader 400; the nmenory card reader
400 judges whether the nmenory card 200 is an authorized device (step S120)
43 When the nmenory card reader 400 judges that the nenory card 200 is an
unaut hori zed device (step S121), the nenory card reader 400 does not
communi cate with the nenory card 200 and term nates the operation. 5 Wen
the nenory card reader 400 judges that the nmenory card 200 is an

aut hori zed device (step S121), the nenory card 200 judges whet her the
nmenory cargareadér C00erES KA -aut hori zed device (step S122). Wen the
menory card 200 judges that the nenory card reader 400 is an unauthorized
10 device (step S123), the nmenory card 200 does not communicate wth the
menory Carir%g?ﬂ@%ﬂiggigﬂgyhgiggﬂgxes the operation. \Wen the nenory card
200 j udges e nenory card reader 400 is an _authori Lce tep
S123), the nenory TAS ceper200omutyiitts éﬁ@ryb?&guSSRte%tsﬁfgrgﬁgtﬁeﬁégy

card reader 400 (step S124). The nenory car afder; 400 dect wptsidhe.
encryps ed bortttemss fOR RO T SmUPtRE >r%%’n%rn?fn{ctgrd 200 (step S125) and

reproduces the decpypted contents,drtLp bL2pn,2@he opdmeheonry2ia f80erat ~
on in he Case ~i iere nbo ~y Card _Ys placed ; n Nﬁgpr rq1 | ter,300
The aut hentj gahjtan DPEL @hd DNcod nr ¢ Spondsed wher EReh@ys r‘fl‘ogti)‘“(:aqrd Vo e
placed in the nenory card witer 300 is described-in detail below wth
reference tregraBictOiandbd: 4B The conversion unit 230 generates the
encrypted

10 1,3.5 Reproduction Unit 480

The reproduction unit 480 receives a signal

corresponding to the putton pushed by the user from the

operation unit 490.

After receiving the signal, the reproduction unit 480

15 reads the music'data from the content storing unit 470 and

reproduces the nusic data.

2, Opexation of Digital Content Protection System 100

The following is a description of the operation of

20 the digital content protection system 100.

2 1 Operation Qutline in the Case Where Memoxy Card 200 Is

Placed in Memory Card Writer 300

The operation outline in the case where the memory
25 card 200 is placed in the memory card writer 300 is described
below with reference to the flowchart shown in Fig. 7.

2 i c 11 i memor
After the memory card 200 1s placed in the memory

card writer 300, the memory card writer 300 judges whether
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i nherent key El (M, Ki) by applying the encryption algorithm El to the

i nherent key Ki using the master key Mk as the key of the ."encryption

al gorithmEl (step S130) The 44 comunication unit 270 outputs the
encrypted i nherent key El (M, Ki) to the inversion unit 321 via the
comuni cation unit 340 (step S131). The inversion unit 321 generates the
i nherent key K i=Dl (M, El (M, Ki)) by applying the decryption 5 algorithm
D1 to the encrypted i nherent key El (M, Ki) using the naster key Mk as the
key of the decryption algorithm D1 ste 132).+ T d 11.0) .
gener at i ngtbei tmest?,blr)ge‘ﬁ%F‘ét edV thie ?én&b‘&hﬁtﬁ%&i Fﬁg\f{s%;pq%lfg )rr.t@ThE:[a:Ed
conmuni catjon unit 3 A tied gern dort wnee mdRo Yo ¢
encryptionW e ?%%GfiaEgﬁ%§g%E§S%??gtign &%it 270 (step S134). The
encrypti On%lfb'ﬂ)i t; 252, JenAIEi @S ide eneiypt édtepndiilhunbae EENQRY  F85 by

applying the encryption algorithmE2 to the random nunber } x‘i%\“e
i nherent ke ilera800hdokeynot cpEmuBhER FPt VR af %rq“?rﬁ%-éz(:{%?g%mg%S . The

comuni cation unit 15 270 outputs the encrypted random nunber E2 (Ki,R) to
the decrypemingias 3% ABL “Comuni cation unit 340 (step S136). The

decryption unit SSﬁHQEneE@é eselR K ta B2( Kixifiey) 309 applgangthhg the
decryption algorithmD2 to the enCrypted random nunber E2 %ﬁh{ Rl).uging
the inherenfo ki Kchrds 200e 20 ey aafhbhré z@elc rgptt &h APEBPI t Py ep
S137). The mutual authentication control unit 334 copparges Lheg randem
nunber Rl rwintdryp2ceRdi 200 (KieRey thet "eREYandom nunbér RI matches D2

(Ki, E2 (Ki, R1)) ,,the putual t ticati ghLOoNti®l mufbtry33zhrd udges
t hat the m@ﬁﬁ%P%%ﬁ?Pzg V%E?.gﬁt%éjgﬁqééd device; if 25 not, the nutual
aut henpi Catj.\R{bé:é)n{:ﬁQ{: WAkt mjetdges dhat wheter 300 is an unauthorized

device (step S113), the memory card 200 does not communicate

with the memory card writer 300 and terminates the
operation.

When the memory card 200 judges that the memory card

15» writer 300 is an authorized device (step S113), the memory

card writer 300 downloads a content from the outside,

encrypts the downloaded content, and outputs the encrypted

content to the memory card 200 (step S114). The memory card

200 holds the encrypted content (step S115).

20
2 2 Operation Qutline in the Casec Where Memory Card 200 Is
| Placed in Memoryv Caxd Reader 400
The operation outline in the case where the memoxry
card 200 is placed in the memory card reader 400 is described
25 below with reference to the flowchart shown in Fig. 8.

After the memory card 200 is placed in the memory
card reader 400, the memory card reader 400 judges whether

the memory card 200 1s an authorized device (step S5120}.
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menory card 200 is an unaut horized device (step S138). The conversion unit
311. generates the encrypted apparatus key E3 (M, Al ) by applying the
encryption algorithm 45 E3 to the apparatus key Aj using the naster key M
as the key The of the encryption algorithmE3 (step S139). conmmunication
unit 340 outputs the encrypted apparatus key E3 (M, Aj) to the inversion
unit 222 via the conmmunication unit 5 270 (step S140) . The inversion unit
222 generates the apparatus key A j=D3 (M, E3(M, Aj)) by applying the

decryption algorithmD3 to the encr e PR dsckey B3 fdkory)casdng
the master W NG % 5P Tt ’fef'nae&l ec?%/(gtl on@é algorithm D3 (step S141).

The random er n A nbh 4QvasE gertepatds he thenderRAYhe? LR
(step Sl42fﬂH¥E%S ggnﬁégﬁgggfggbgnit 270 outputs the generate b Bdgﬁh
nunber R2  jo.dde €Tragdsd amunidnwBsdozite Hhdhe SRRURFEREY ofi®340 ?step
S143). The encryption unit 332 generates the encrypted . random nunber E2
(A, R2) by weephinages hehenePgHRt A al gorithm 1.5 E2 to the random number R2

usi ng the apparatus_ke | as t k af thesencrypt i padaegortitatm ERe( st ep
S144) . 5The ce: rmuﬁ'irb%'{i .@%ﬁ unrlﬁr{]%ogéﬁt puts the encrypted random nugber E2
(A,R2) to tggoggcrcmtdi ofpdini b 253 Mithdhiezebntevicat i(Gveni 12270 5Pep
S145) The d%cryp ion unit 253 generates D2 20 (A j, E

appl yi ng t hgeglgeyypttanzad gpnqlqmpgeqr@r tThe SeEAFst egér&f:‘ﬁgg%u%)@?’ is,
(72) sl g L1 sppan s key ke Baallic, Hplokntheismyymbuansos
conpares tgﬁdgggd%m£¥”@%¥ #gﬁ¥@§hc5@d(%ébd@%(Ndeﬁé.ahfumhgtmgﬁd@md
10 device (step S123), the memory card 200 does not communicate
with the memory card reader 400 and terminates the

operation.
When the memory card 200 judges that the memory card
reader 400 is an authorized device (step S123), the memory
15 card 200 outputs encrypted contents to the memory card reader
400 (step S124). The memory card reader 400 decrypts the

encryoted contents outputted from the memory card 200 (step

$125) and reproduces the decrypted contents (step S126) .

20 2 3 puthenticatlion Operation ip the Case Where Memory Card

200 Is Placed in Memory Card Writer 300

The authentication operation in the case where the
memory card 200 is placed in the memory card writer 300 1is
described in detail below with reference to Figs. 9 and 10.

25 The conversion unit 230 generates the encrypted
inherent key E1 (Mk,Ki) by applying the encryption algorithm
£1 to thé inherent key Ki using ‘the master key Mk as the key

of the “encryption algorithm E1 (step S130). The
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25 nunber R2 matches D2 (A'j,E2(A,R2)the nmutual authentication control
unit 254 judges that the nenory card witer 300 is an authorized devi ce;
if not, the nmutual authentication control unit 254 judges that the nmenory
card 46 witer 300 is an unauthorized device (step S147). ?-4 CoaC Uai-Qa
As descri bed above, a recordi ng nedium device, such 5 as a nmenory card,
that includes an area for holding encrypted digital contents is connected
to an access device, such as a nenory card witer or a nenory card reader,

that wites infarmatian into,9n peadsrsntaemahteppteamihherancakey Ehe
recordi ng FETTUR* & |l(<:°g’. l“'lr::gf:thzogJ thege devi ces then judges 10 whet her the

ot her devi cgi %3N (RUIMQS i128@ rddvincenitOily via bbehcermpRasatdedi Bt udge
that the other device is an authorized device, ¢ nt%%s aernee£ar%r£sfgﬁéed
bet ween thesg deviepesS1W L h t hTBE cofMELHION AN alt hod Ze devi cé does

not transfer contents to,an ungpthor| devige. IS nlgS theeventtyptanhent s

t hat have ue&@ﬁﬁ%é‘ﬁW%b%% O%ﬁ@éﬁ?ﬁ‘égiﬁ Sgygy\?\,i thout a pr oper

aut hor | Zatia‘ﬁg%orﬁl_%v\rﬁf %&'n@% hok i 2e6lk devi glee cannokeyr Bhsfi¥k, Bdht BAE89t 0 an
I C

aut hor P zed Vice, prevents 111 egalﬁlg obt ai ned cont egt srf. L?ﬁ] Bei ng
reused. As @hd apilter they digi 4al tihonkevit opr BrectrERYBYSPBNF28°6f “the

present enbodi ment perforns a very secure _authent] [Qn P90 rawkisch
prevents repitaap &4%Hoks ByearanGAZuPHEPFLe el?eet%gldlﬁigmnlédi um devi ce t hat

o ce. Al Sohe TR IR B R 3L LR oM 25 pr events an
unaUthoriZe&hégﬁ@é*%ﬁé(HEdEﬂHQ%@VQ@hHSQ anmber Rl to thé encryption unit
10 252 wvia the communication unit 270 (step S134). The
encryption unit 252 generates the encrypted random number EZ
(Ki,R1) by applying the encryption algorithm E2 to the random
number R1 using the inherent key Ki as the key of the
encryption algorithm E2 (step 5135). The communication unit
15 270 outputs the encrypted random number E2 (Ki,R1) to the
decryption unit 333 via the communication unit 340 (step
S136). The decryption unit 333 generates D2 (K'i,E2(Ki,R1))
by applying the decryption algorithm D2 to the encrypted
random number E2 (Ki,R1) using the inherent key K'i as the
20 key of the decryption algorithm D2 (step S137). The mutual
authentication control unit 334 compares the random numper Rl
with D2 (K'1,E2(Ki,R1)) . If the random number R1 matches D2
(K'i, E2 (Ki,R1)), the mutual authentication control un;t 334
judges that the memory card 200 is.an authorized device; if
25 not, the mutual authentication control unit judges that the
memory card 200 is an unauthorized device (step S138).

j i 311 - ncrypted
The conversion unit 311 generates the e 1

apparatus key E3 (Mk,Aj) by applying the encryption algorithm
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aut hori zed device to read or to wite contents w thout proper
aut hori zation. The recordi ng nedi um devi ce encrypts its inherent key 47
using a master key and sends the encrypted inherent key to the access
devi ce. The access device generates authentication information, which is
to say a random nunber, and sends the authentication information to the
recordi ng 5 nedi um device. The recordi ng nmedi um devi ce encrypts the
aut henti cation informati on using the inherent key and sends the egfrypted
aut henti cation infornat] c $q @84 mestdhekey ddssasleiceey
decrypts tBé Eﬁchﬁtﬁﬁp%%%%é%A%ﬂﬁk y%%zigg t he nast er iﬁggag?crypt t he

i

encrypt ed 1Q aﬁﬂ'@nté&ékypr&iidﬁ oratetd ohtbgi n§ X he HRP yp rher e thekey,
and judges whet

er the recordi ng nedi um devi ce i_s_an Lzedegdevire by
conpari ng tdgmanighhabnaunhend4CRutdts ﬁ?‘&rﬁ&fzfgﬁ%ﬁndt %ﬂ%ggé%‘g%r ypt ed

authentication information. |f the orjiginal,authentisatheica it netiton
mat ches t he(Mks Adeciopptted éﬂ?ﬁéﬁﬁPBaFPék ?% oY%%tion, the access device

e e By T o o s st her
the access L ¢ tiifs arkeputAigrDZed (dﬁvif‘c%gl‘?lrhéa éf)or‘é?,y eag!?la{flr?tﬁe.sex
Dur i gt he duit gt L Gal AGEORABEBSSS (1 CEF rF OPREETOR Eraietor s, that is,
oo o e G/ 8, MBS SRS MR
performed 25 befnagn phesadie\wions.. Tiese ranBorBbRBE Lt FSRSFAF S HaRB> It
10 251 generates the random number R2 (step $142) . The
communication unit 270 outputs the generated random numbexr 32
to the encryption unit 332 via the communication 340 (step
S143). The encryption unit 332 generates the encrypted
random number E2 (Aj,R2) by applying the encryption algorithm
15 E2 to the random number R2 using the apparatus key Aj as the
key of the encryption algorithm E2Z (step S144). The
communication unit 340 outputs the encrypted random numper EZ2
(Aj,R2) to the decryption.unit 253 via the communication unit
270 (step SL145). The decryption unit 253 generates D2
20 (A9, B2 (A3, R2)) by applying the decryption algorithm D2 to
the encrypted random number E2 (Aj,R2) using the apparatus

key A'j as the key of the decryption algerithm D2 (step

§146). The mutual authentication control unit 254 compares
the random number R2 with D2 (A'j,E2(RAj,R2)). If the random
12 : L 1
25 sumber R2 matches D2 ('3, E2(A]J,R2)), the mutua

~ -t no e (-l;tual

j ] that : card
authentication control unit 254 judges that the memory :



difficult for an unauthorized device to imtate the authentication
procedure. Also, the present digital content ; protection system perforns
two types of encryptions, that is,.._ 48 the encryption of the inherent key
and the encryption of the authentication information. These encryptions
make it difficult for an unauthorized device to decrypt the encrypted
information. Furthernore, because the master key is not 5 transferred

bet ween the devices, the | eakage of the naster key is prevented. Second
Embodi ment The di gi.tal. conten i0 emdr@pa saf4he 10 second
enbodinenth§t8§sngbé5 SQIgﬁ%u§5%kgﬁéﬁt§f%%§%tg;tG%?otection System | OOp
Fig. 11 is a block diagramshowi ng the construction of the digital content

protection system 100a of the second 15 enbodinent. As shown in this

drawi ng, t he 4dicgintcdlisdamt ent protection system 100a i ncl udes a nemory card
200a, a nedia inherent key information rafig oM e &BKicd heswemory
card witer 300, ahd Pﬁécﬁéﬁﬁayaggy ’rgagggﬁﬁodfﬂghe menory card witer 300

and the nenory card r.e 400, of s dde 3 esent faysheddang epspeptedel y
the sahe a?stﬁo§?m°5& ?%géﬁigg?al content protection system 100 and are no-
described hargcaihedmmry cardodfBates tonpBCREEES faBIARdi 29°P nhdr 2nt

key informati'on generating device 600. 25 Medi a ] nher Ke.lnf orpatLon
Gener at i ng naw e Geﬁd'ﬂnﬁM@ﬁi@riﬁhe@%ﬁ?rkefQH#cﬁﬁﬁggéh §€ﬁ§1a¥?ﬁg devi ce

information into or reads information from the area of the
recording medium device. Each of these devices then judges
10 whether the other device is an authorized devices. Only if
poth of these devices judge that the other device 1is an
authorized device, contents are transferred between these
devices. With this construction, an authorized device does
not transfer contents to an unauthorized device. This
15 prevents contents that have Dbeen properly downloaded from
being used without a proper authorization. Alsc, an
unauthorized device cannot transfer contents to an authorized
device, which prevents’illegally obtained contents from being
reused. As a result, the digital content protection system
20 of the present embodiment performs a very secure
authentication process which prevents replay attacks by an
unauthorized recording medium device that imitates the
authentication procedure performed by an authorized access
device. Also, the present digital content protection system
25 prevents an unauthorized device from circumventing an
authorized device to read or to write contents without proper
authorization.

The recording medium device encrypts its inherent key
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600 i ncludes a master key storing unit 210b, a nedia inherent 49 key
storing unit 220b, a conversion unit 230b, a nedia inherent key
information storing unit 240b, and a conmunication unit 270b. The naster
key storing unit 210b, the nmedia inherent 5 key storing unit 220b, the
conversion unit 230b, and the nedia inherent key information storing unit
240b are respectively simlar to the master key storing unit 210, the
medi a i nherent key storing unit 220, the conversion unit 230, and the

medi a i nherent_ key | LON_ SLOLLAGsURKE 24QQfptld thehdismt ykear do200.
Therefore,%ﬁﬁ?QC)I%é%ﬁ%gggégr?%?ion centers oﬁgﬁke di fferent aspects of

these el ements. GHcdbst edekeyc St ori nghbni b c2ddbsTheemdster 8§ St P g
unit 210b prestores the naster key M, like the naster keXdﬁhoﬁhﬁgeEnit
210. 15 (2)auvddiret llgateanti ileymstdenng "o 2805h°TREYBdr 8 Rerent  kéy

storing unit 220b receives the .inherent k i : g trhe emuBkeabhag unit
270b and hcigs SERES| HRér &Htkh@%%&a?“(%’} iﬁ%‘\’/g‘lﬁ‘%?%ﬁ Unit 230b 20 The

conver iond@ﬂfu@3ggv1'@.theT§éW&e%%&@&m§ﬁnéa&umcdnveca<ﬁn¢mﬁmti3©be
generates the encrypted inherent key Ji usi ng the‘-inhergnt kex Ki peld in
the medi a inheientideyiost bnfognammitn 229bnantne héniBEERF KBY RK°pr&Sfsred

inthe master key storing unit 210b. The conversion unit, 23Qh thenp.23
out puts t hetkeacrepterPaterahin ey ALY ¢ He A1 %herent %Q’key cee

Lg{?rgszongéféépg Hﬂgta%%%%s By Medi g I nharenthKeynkaipraat iaheSeori ng
key using the master key, decrypts the encrypted
10 authentication information using the decrypted inherent key,
and Jjudges whether the recording medium device 1s an
authorized device by comparing the original authentication
information with the decrypted authentication information.
Tf the original authentication information matches the
15 decrypted authentication information, the access device
judges that the recording medium device is an authorized
device. This process is also performed when the recording
medium device judges  whether the access device 1s an
authorized device. Therefore, each of these devices can
20 judge whether the other device is an authorized device.
During the authentication process, three information
transfers, that is, the transfer of encrypted inherent key,
the transfer of authentication information, and the transfer
of encrypted authentication information, are performed
25 petween these devices. These information transfers make it
difficult for an unauthorized device to imitate the
“-authentication procedure. Alsc, the present digital cont???;h

“protection system performs two types of encryptions, that 1s, .
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The medi a i nherent key information storing unit 240b 50 receives the
encrypted i nherent key Ji fromthe conversion wunit 230b and hol ds the
encrypted i nherent key Ji. (5) Communication Unit 270b The comuni cati on
unit 270b receives the inherent key 5 Ki fromthe conmunication unit 270a
of the menory card 200a and outputs the inherent key Ki to the nedia

i nherent key storing unit 220b. Al so, the communication unit 270b reads
the encrypted inherent key Ji fromthe nmedia inherent key information 10
storing unit 240b_and out puts .t he encrypt j r btiba bhetrh
communi cat i B¢ u"?ﬁ‘fr&%%]aorbfoé hté'letré??g‘ﬁ%%%r 3&;0%21% %Wf %%)I\é/g%; Ty Cgr@d 200a As
shown | 1 Fl gocddnttBELIBADI Ynegta 200 | nClutase a entirypasiants kenkst olitng
unit 210, a nedia inherent key storing wunit 220, a nedia inherent key

i nf or mat i ond £ T ¢kt Ul 2YUAmautanrappdr deUECK et HRFIIRF (hi& SESTYPARA

inversion unit 222, an apparatus key ipformti stor] un 223,

mut ual auth@ﬁ@F@éFF@ﬁ-unifhéﬁﬁﬁr@ﬁF%hcBﬁﬁ?@&ecgﬁv%nﬁgéggFiﬁ%ﬁhnﬁf n%& 260,
a communi cation unit 27 ot Ql- i te 1801 e MR STBSE eEhKexasteri ng
uni t 2790, tEEaﬂﬁg?ﬁr?éhgggﬁgqu§9gsp%F?ﬁ§ uni t ZZd%ﬂ?ﬁ% appar atus key

storing uni{eg2is phevehoyersion unit 222, the apparatus key information
storing wunit” 223, the nutual authentication unit 250, the encrypted 25
content storing unit 260, and the control unit 280 of the nenory card 200a

are respectively thé Eaggias tEose of the nenory card 200 and are not
descri bed h . , follow ng description centers "on the nedia
I nherent key The digital content protection system 100a of the

10 second embodiment is described below.

3,1 Digital Content Protection System 100a

Fig. 11 is a block diagram showing the construction

of the digital content protection system 100a of the second

15 embodiment. As shown in this drawing, the digital content
protection system 100a includes a memory card 20Ca, 2 media
inherent key information generating device 600, the memory

card writer 300, and the memory card reader 400,

The memory card writer 300 and the memory card reader
20 400 of the present system are respectively the same as those
of the digital content protection system 100 and are not

described here.

The memory card 200a is connected to the media
inherent key information generating device 600.

25

3.1.1 Media Inherent Key Information Generating Device 600Q

The media inherent.key information generating device

600 includes a master key storing unit 210b, a media inherent
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51 information storing unit 240a and the comuni cation unit 270a that are
different fromthe nedia i nherent key information storing unit 240 and the
comuni cation unit 270 of the nmenory card 200. 5 (1) Media I nherent Key
Information Storing Unit 240a The medi a i nherent key information storing
unit 240a receives the encrypted inherent key Ji fromthe comunication
unit 270a and hol ds the encrypted i nherent key Ji. (2) Communication Unit
270a 10 The conmmunication unit 270a reads the inherent key Ki fromthe

medi a i nherent key storing.unit, 220 an st he,iiknhesenl keymKhiko the
Bo3oh BRE e ot R e g B B} o oymeds

communi cat i ¥ uri ia” in ey information generating

devi ce 600., e f1® - Dheathen iht 276aineceiuvds: t 045 eaodypeed
i nher ent ké@ ?%ﬁéﬁ;tﬁggzgnnunication unit 270b of the nedia inherent key

i nf or mat i on-gRNes atdnodemce B0M and outputs the encrypted i nherent key

Ji to the nedia inherent Kkey information storing. unpf 2 .2 ation
in the Case Wiere Weofpstardkeg08tesipPatBy” PTﬁﬁb ?%eiﬁ g%én?“ﬁéggﬂE

Tnformati, ~~ Device.600 The o ti [ SO55n WhgLe thependhiy caed
200a Ps ple¥dSER*ERE ﬁgﬁﬁé ?%@%?eﬁpekg§%Pﬁ?ornation generating device

600 is descihed belgwrudth neferengeriatiion 32oraBhohenithe 24Bkor ¢ X€ar d
200a is placed in the nedia inherent key infornation_generatigapde¥%%e
600, the cosppotcatéby simitla70m rdwdsasien Mt STHOREY K 6m rhé ““nedi a

i nherent ﬁggdf;(géﬁgééggtkégzgtgggn8u58§£52£8? {ﬂgw%5HUer§%%n unit 230,
and the media inherent key information storing unit 240 of
10 the memory card 200. Thexefore, the following description
centers on the different aspects of these elements.
(1) Master Key Stoxing Unit 210b
The mastexr key storing unit 210b prestores the mastexr
key Mk, like the master key storing unit 210.
15 (2) Media Inherent Key Storing Unit 220b
The media inherent key storing unit 220b receives the
inherent key Ki from the communication unit 270b and holds
the inherent key Ki. '
(3) Conversion Unit 230b
20 The conversion unit 230b, in the same manner as the
conversion unit 230, generates the encrypted inherent key Ji
using the -inherent key Ki held in the media inherent key
storing unit 220b and the master key Mk prestored in the
master key storing unit 210b. The conversion unit 230b then
25 outputs the encrypted inherent key Ji to the media inherent
key information storing unit 240Db.
(4) Medfa51nherent Key Information Storing Unit+24Ch

The media inherent key information storing unit 240b
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key Ki to the nedia inherent key storing unit 220b via the comunication
unit 270b of the nedia inherent key information generating device 600
(step S211). The conversion unit 230b generates the encrypted inherent key
Ji using the inherent 5 key Ki held in the nedia inherent key storing unit
220b and the master key M prestored in the master key storing unit 210b,
and outputs the encrypted i nherent key Ji to the nmedia inherent key
information storing unit 240b (step S212). The comunication unit 270b

reads the encrypted inherent key Ji 10 fromth diga, | ENL - KB¥rsi
i nf or mat i on BRHIRP UM ¢ %E@BY%%%g bﬁ?ﬁﬁ?ggl%§§ég§Tf%?%ﬂhﬁgﬁe§%nt key Ji to

t he nmedi a i nhere i r @t éﬁég}ﬁgb&nﬁﬁhaﬁ@@tvk@ytmb.connunication
uni t 270a<ﬂ“%ﬁé?%%§$§§9£§§h 206§p(step S213). 15 4 Autb. ica i4 geration

~n the Cage MhercomviaimiyatGadd UrBQ TWPuce in Meno ,y card Witer 300 The
authentication operation in the case mhere_%he menory, gﬁgdi%QQthi RLaced
in the menory card Vet epm3001iFat igser}bed’ 15 RAS IS0t Gw Wi th T ef erence

to Fig. 12. The 20 follow ng description.ce S.en endihbler eatrdsteps
bet ween$ the‘“au?mt‘?}&%t?%‘H%brble?%’ﬁ%hsugslh%v\%&?gr\l ?:?gtﬂg IgﬁdBF?g. 12. The

aut henti cation,o ggﬁgggntggowmﬁé}éﬂ&yké@ Knckudehestrepsi S201h S8t  krst ead
of steps S139-S51 n the authentication operation shown in Fig. 9. 25
After the rangemmgnietit g@d@ating unit 251 generates a random nunber R3

(steps S201), the conmunication unit 270a out t he kL at I
nunber R3 to the enéﬂﬁﬁbi6ﬁeuﬁPWmu@B?aE+%nt?ﬁ?gg%ﬂ%%fﬁh |onh%4%qf$§?g%@

5202) . The engrypLon i t- 332 geperales t henepenyptiad, r andommantber E2
( Nk, R3) by lr(fhé{lpeng ke§73 -HP ~r% | . |
10 storing unit 240b and outputs the encrypted inherent key Ji

to the communication unit 270a of the memory card 200a.

3,1,2 Memory Card 200a

As shown in Fig. 11, the memory card 200a includes a
15 master key storing unit 210, a media inherent key storing
unit 220, a media inherent key information storing unit 240s,
an apparatus key storing unit 221, én inversion unit 222, an
apparatus key information storing unit 223, a mutual
authentication unit 250, an encrypted content storing unit

20 260, a communication unit 270a, and a control unit 280.

The master key. storing unit 210, the media inherent
key storing unit 220, the apparatus key storing unit 221, the
inversion unit 222, the apparatus key information storing
unit 223, the mutual authentication unit 250, the encrypted

25 content storing unit 260, and the control unit 280 of the
memory card 200a are respectively the same as those of the
memory card 200 and are not desé¢ribed here. Therefore, .the

following description centers ‘on the media inherent .key
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applying the encryption algorithmE2 to the random nunber R3 using the
master key Mk as the key of the encryption algorithmE2 (step S203). The
comuni cation unit 340 outputs 5 the encrypted random nunber E2 (M, R3) to
t he decryption unit 253 via the comunication unit 270 (step S204). The
decryption unit 253 generates D2 (M, E2( M, R3)) by applying the decryption
algorithmD2 to the encrypted random nunber E2 (M, R3) using the master
key Mk as the key of the decryption 10 algorithm D2 (step S205). The nutual
aut henti cati,on. _control ni e h apdaruntghet oR3uid t h2 D2a
(MK, E2 (MWK E%"Pf‘”’?ﬂ%@%ﬁ‘é&% %er%ntl%%rrr%tches D2 (M, E2( MK, R3)),
the nutual aythenticaiiore Lot I ofotinthe 2hddipudgbe renat kete Feforya thbed
witer 300 is an authorized 15 device; if not, the nutuyal authentication
control unitstdadngj udges28bLandt e mamsipicatd Ofr e gg@ PE Lfye memory
unaut horized device (step S206). 3 1 5 Concl ~asi.on 20 In the second
enbodi ment, aeeibrd® i stributed or sold to a user, the nenory card 200a is

connected to th di i ent. key, dJUrdmd an-genes alriing z2eva ce 600, the
medi a ¥ nher'enlt %e@mﬁ‘ai ?llfnok}en@aql{ton%c enl)eﬁrfati ngqg;edvi ce 68%5 generates the
encrypted inherent key didikhenkacsyptieey i thtoemtiay Jio¥Eng 250iki2ten
into the nmenory card 200a. Accordiggiy, the nmenory car%‘ZOOa d83§cgggogeed
to include teelivesnideseoarypted 2BTNEFRRAT XY WAt JFET FR%t RR™ Wendry  car d

200. As a result, e ha r ale o PO dy200a is
reduced, in %gﬁ,}d}b@%[ ﬂ'h\,\éa]tcﬁseStrqrjteermermyér}Icé;}:fecij %ﬁo ¥
(2) Communication Unit 270a

10 The communication unit 270a reads the inherent key Ki
from the media inherent key storing unit 220 and outputs the
inherent key Ki to the communication unit 270b of the media
inherent key information generating device 600.

Also, the communication unit 270a receives the

15 encrypted inherent key Ji from the communication unit 270b of
the media inherent key information generating device 600 and
ocutputs the encrypted inherent key Ji to the media inherent

key information storing unit 240a.

20 3.1.3 Operation in the Case Where Memory Card 200a Is Pla;ed

in Media Inhereni Key Tnformation Generating Device 600Q

The operation in the case where the memory caxd 200a
is placed in the media inherent key information generating
device 600 is described below with reference to Fig. 12.

25 When the memory card 200a is placed in the media
inherent key information generating device 600, the
the

s L , . , . i From
communication unit 270a reads the inherent key Kl LXoC

media ‘inherent key storing unit 220 and outputs the inherent
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When judgi ng whet her an access device is an authorized device, a recording
medi um devi ce generates 5 authentication information, which is to say a
random nunber, and transfers the authentication information to the access
device. After receiving the authentication information, the access device
encrypts the received authentication information using the master key and
transfers the encrypted 10 authentication information to the recording
medi um devi ce- The recordi ng nedi um devi ce decrypts the encrypted

aut henti cation infaqr i on_using. t kg o376 oC M e oY hei r £ ge nal
authenticatﬁ@ﬁi%%i%#gﬁ?%ﬁm§§%% %ﬁggéggﬁygggd guthgﬁtication i nformation
I'f the origighuauthenthcahi e it idf ai@ticdi ardntleeenthéege¢nfprmdtion

aut hentication information, the recording medi um devi ce judges tha% Bhe
access devi geniesatangadenocez680ddoter. SThis - auTRENEPRYEFBROOPBRAEI 6A0P

performed by the digital content, protection, system.l i i n
that perfor SRR YFe Yi $2FT ?é%nan?B?%Et¥8% gb g%%%ﬁ%ﬁ%%. gégégg t he
mast er key iis _not, tr f.err Ve en, pna at Ss f dhr 1 &h Ot t 22 06 08hant
protect$on §§@igﬁ1Hfgggfg{eaq%§§§%$ﬁtqé nasterwiﬁy canrgg prevented. 3.2
Modi ficati oppef RALidr Casy emk Presestedninvshenmmbler25dn sherdigi vakt

content protection system 100, the nenory card 200, the nennrg.card witer
300, and thel@enoepd catputsadbe B0GTHPESHoLBRCFABESKRAY- MastRr TREY™SAHA t he

master - key is used. as the key. of a_caonnpn e i a ith and
a common ke&“@@E *6H éPESFW%ﬁﬁPnFB&Egg?? ?ﬁ%%eggb%PRE?EE Egg%éf EE?? t he

menor y Cardc%g%\ﬁﬁka@i‘?ﬁi Qe 2 PUY | ed@y th® anckgacdd ofnhéeenmenkey dard
writer 300 and the nenory card . _ ‘
10 from the media inherent key information storing unit 240b and
outputs the encrypted inherent key Ji to the media inherent
key information storing unit 240a via the communication unit

270a of the memory card 200a (step S213).

15 3.1.4 Authentication Operation in the Case Where Memory Caxd

200a Is Placed in Memory card Writex 300

The authentication operation in the case where the
memory card 200a is placed in the memory card writer 300 is
described in detail below with reference to Fig. 12. The

20 following description centers on the different steps between
the authentication operations shown in Fig. 9 and Fig. 12.

The authentication operation shown in Fig. 12
includes steps 5201-S206, instead of steps $139-5147 in the
authentication operation shown in Fig. 9.

25 After the random number generating unit 251 generates
a random number R3 (steps S$S201), the communication unit 270a
outputs the generated random number R3 to the encryption unit

332 via the communication 340 (step S202). The encryption
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reader 400 may prestore a secret key Ks. The public key Kp 5 and the secret
key Ks are obtained under the RSA cryptosystem which is to say a type of
the public key cryptosystem The follow ng description concerns the
process where the public key Kp and the secret key Ks are determ ned. 10
Prime nunbers p and q are assuned to be deci mal nunbers having around 160
digits, a value n is assuned to be the product of these prinme nunbers, an
integer L is assunmed to be the |least conmon multiple of p-1 and g-1, and

val ues e and_d. aig?e?eaqs/egquenieadcetsoan% g@x‘é?fytoitl%erlaﬂd@mnﬁ%@rng{Q?ﬁbggb E?e 15

rel ation betWen ues € I's‘represented by e

Al'so, the publiry iRy Hik ishASHHRA Lo gReithe EPakuveshs anddem andbeher3
secret key Ks is assuned to be the value d. On these assunptions, the
conver si on umsingbt@igs magteanvkesi otk r @sul £he byeyerdlor g fPCryption

(mul tiplication of .an _20 input e finmes) in.the .modulq.n.

i nver si on gﬁﬁQOQﬂﬁQﬂréétQ%§ePn§gb9%rby*%%r?%WWHQﬁfié#%ﬁﬁ% quPﬁ@L??SRhg?
the conyersign. ISRl IouGdY A cbhRakpe BEEAURA G5 Mo drMINcigpeliba (Rdyl 0
n, the Conversion result IS appropriately ‘inverted-into the input M 25
The public keysKpris gerer abeduhycatseparaned p2ibdicisteay gédnati ngThe

apparatus in the manner described above and is transferagd to the, nenory
card 20C. (AledteyRtiaR|onl Opedat gereFateheDTatdk Ve EK MR yPLaPBP2BH"I56

R Tk R e
(Mk, R3) using the master key Mk as the key of the decryption
10 algorithm D2 (step S205). The mutual authentication control
unit 254 compares the random number R3 with D2
(MK, E2 (Mk,R3)).  If the random number R3 matches D2
(Mk, E2 (Mk,R3)), the mutual authentication control unit 2=4
judges that the memory card writer 300 is an authorized
15 device; if not, the mutual authentication control unit 254

judges that the memory card writer 300 is an unauvthorized

device (step S206).

3 1.5 C N
20 In the second embodiment, before distributed or sold
to a user, the memory card 200a is connected to the media
inherent key information generating device 600, the media
inherent key information generating device 600 generates the
encrypted inherent key Ji, the encrypted inherent key Ji 1is

25 written into the memory card 200a.
Accordingly, the memory card 200a does not need to

. ¥ B . P oa ¥ . 3 1 - . 1
ineclude thes eonversion unit 230 that is included ain the

-~
-~

memory card 200. As a result, the hardware scale of the
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described in detail below wth reference to Fig. 13. Note 5 that the steps
of this nodification that are the sane as steps of the above enbodi nents
are assigned the sane nunbers as in Fig. 10 and are not described here.
The public key generating apparatus reads the secret key Ks fromthe
menory card witer 300, generates the public 10 key Kp fromthe secret key
Ks using a public key encryption algorithm and sends the generated public
key Kp to the nenory card 200. The nenory card 200 hol ds the public key Kp

(step 3301). The conv j ung t net at eigner yated thd rhérherent
key E4 (Kp,%?ﬁ°ﬁy é%ﬁﬁ§?%gﬂ%h%éeﬁ%gg%?gbniglSgﬁ%?hn1 E4 to the inhereﬁf key
Ni using thepubligg .key Kp as the key of the encryption algorithmE4 (step
S302). The conmmunication unit 270 outputs the encrypted jinherent, key E4
(Kp,Ki) to the inverWbiean gmidgi3®l whethercoAfunfEseiSen Gt 2D 3D (X ep

3303). The inversion unit 321 generates the inherent K=

(Ks, E4( Kp, Kipther igsst yidey itdse décr YBEPEHI g%?ﬁi‘}’#}} [ﬁgy%g? he%rrl]%rr%/% ®d
i nherent key E4 (Kp,Ki). usi. ;SeCret i kryiKseasshiea Keyn@bmt hember,
decryptd on §P§8Fitﬁﬁfﬁﬁog(gggﬁrgggléﬁ’ZS %t sﬁould %eynoted here that in
this nmodifigald Msand hereneryphioheat joatibm E4famdathendder Yt opccess

algorithm D4 are based on the RSA cr ptosggten1 Fbmever,fthe encryp%%on
al gori t hm Edlearictet.he Adseny peicshvahgoENEhAP B HAY CHEL 8RS B2 Y Rhy ¢

cryptosystem Because the public _key an cr e genesatedad o he
manner descriiHed® &bo gyjéﬁgou %Fﬁ@%*ébnﬂﬁﬁgca Y §¥§Q{ >

information using the master key and transfers the encrypted
10 authentication information to the recording medium device.
The recording medium device decrypts the encrypted
authentication information using the master key and compares
the original authentication information with the decrypted
authentication information. If the origlnal authentication
15 information matches the decrypted authentication information,
the recording médium device judges that the access device is
an authorized device. This authentication operation
performed by the digital content protection system 100a is
simpler than that performed by the digital content protection
20 gystem 100. Because the master key is not transferred
between apparatuses in the digital content protection system

100a, leakage of the master key can be prevented.

3.2 Modification of Digital Content Protection Svstem 10Q

25 In the digital content protection system 100, the
memory card 200, the memory card writer 300, and “he memory
card reader 400 prestores the same. master key, and the master

key is used as the key of a common key encryption algorithm
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the public key e fromthe secret key d. This is because even 5 if the
out si der knows the secret key d, the outsider needs to know the nodulo L
to obtain the public key e fromthe secret key d. However, because the
nodulo L is the least conmmon multiple of p-1 and g-1, the outsider cannot
obtain the nodulo L only fromthe product of p and q. Therefore, even 10
if the outsider uncovers the secret key d prestored in the . nmenory card and
the nenory card witer, he cannot obtain the public key e fromthe secret

key d. This nmgkes it difficul t.he 138k .t 0 HBRke dhe igpydR] fef t  of
t he menory agara. CPEMS Gy fkﬁ&r d%’/tgr&giq:étg?l, ;aciglrD of p ~ Anront Protec t nn

Svstem 1ST.|p fhe-dioksidl eantemory elaeet 200 syt prestorhes apavkic key
nmodi fi cation, a public kKey Kp and a secret key Ks are .20 obtained under
the RAS cryppoaydt each Hofieties mampshicg ido #irhite&t PON, 3R9sERT HeRYYY K2 Hhd a

public key Kp are qbtained under the nessage . ver | Ur e
over an el kepdee 4Q0v82Y: RECSTOLR 6uﬁl%cge%e§<eé’re§%'os¥srfée R EhS case,

th d 200 a5 eadh rof tHhe RO®
e nenory C%%b g%flﬂ§§é9£€5 gggrsggregr%eyJS%éHﬂe eaak ro ry

card wi ter? the" menory card reader 400 prestore the public key Kp
The public key Jpsgrddi)e wheeh et keyo Ksaar eadetyaran Aéd Ghe t RELFRRNefeY
descri bed bel 6w. A'scalar x is selected as the secret key Ks_ The 58 point
"G+Gt. . . +G (aggitisgrstefm.G by x tinmes)" over an elliptic curve is

getri e 33 the pybli g kex Kb, 481D 1B, BESEufEbHRs O LSS ke surve

the public key Kp and the secret key Ks are determined.

10 Prime numbers p and g are assumed to be decimal numbers
| having around 160 digits, a value n is assumed to be the
product of these prime numbers, an integer L is assumed to be

the least common multiple of p-1 and g-1, and values e and d

are assumed to be invertible in a modulo L. That is, the

15 relation between the values e and d is represented by e*
d=1(mod L). Also, the public key Kp is assumed to be the
values n and e, and the secret key Ks is assumed to be the

vélue d. On these assumptions, the conversion unit obtains

a conversion result C by performing M’ (multiplication of an

20 input M by e times) in the modulo n. Also, the inversion
unit obtains the input M by performing c? (multiplication of

the conversion result C by d times). Because = (M*) %=M"=M in

the modulo 1, the conversion zresult C is appropriately

inverted into the input M.

25 The public key Kp is generated by a separated public
key generating apparatus in the manner described above and is
transferred to the memory card 20C.

(Authentication Operation in the Case Where Memory Card 200
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process, the recovery signature conversion is perfornmed using 5 the secret
key Ks. During the inversion process, the recovery signature verification
conversion is performed using the public key Kp. The recovery signature
nmethod is described in "A nessage recovery signature schene equivalent to
DSA over elliptic curves" (Atsuko Myaji, Advances in 10

Crypt ol ogy- Proceedi ngs of ASI ACRYPT '96, Lecture Notes in Conputer.

Sci ence, 1163 (1996), Springer-Verlag, 1-14) and is not described here. In

the digital ggﬁ(zrglea{gecprio& dd stemofcdhisooyodi fication, a separated

public key erating apparatus 15 generates a public key Kp froma secret
key Ks prestored i ntihe dmimunt icard 200cpstatgien pibl tbekeyasencrlypre ohhe
algorithm and sends the generated public key Kp to the nenpry c

witer 300. ridreoxyneargi 'éﬂguhﬁt p2agegendr AEs MO Th GARS L i%\gr &t

key E4 (Ks, Ki) by, applying the, encrypti al_geri t he; 4 nhegght key
M using t héigs’e‘"c‘ir@ekfg‘geijln K@egil{‘hge&ég wg?ht ﬁg%grﬁ%lril‘?gt tii)én Eg]%ori thm LE4. The
inversign unif, 32 t&s thesi pbenenicakaynK ded¥ 4Kp, EheKssdbg ) aby
appLying tﬁg&ﬁgc?§gt?§%ﬁﬁfgorithn?Dd té thg eng}ypted i nherent key E4 25
(Ks, Ki ) usi ngréphe qubilic deywekKprbodimenkey agk eHeldeefypbrofaral o PERm D4.

Because the public_key ﬁg and t he sechft :5%¥§§%} are generated in the
manner descrabhekh abive, L &rhRALe ARUMSSOf* At Tul ati on need to be

T o very di 111 cul o P EP Lo R e e R b e Koy
Kp. Al'sO, xey Ks from the memory card writer 300, generates the public
10 key Kp from the secret key Ks using a public key encryption
algorithm, and sends the generated public key Kp to the
memory card 200. The memory card 200 holds the public key Kp
(step S301).

The conversion unit 230 generates the encrypted
15 inherent key E4 (Kp,Ki) by applying the encryption algorithm
E4 to the inherent key Ki using the public key Kp as the key
of the encryption algorithm E4 (step S5302). The
communication unit 270 outputs the encrypted inherent key E4
(Kp,Ki) to the inversion unit 321 via the communication unit
20 340 (step S303). The inversion unit 321 generates -the
inherent key K'i=D4 (Ks,E4(Kp,Ki)) by applying the decryption
algorithm -D4 to the encrypted inherent key E4 (Kp,Ki) using
the secret key Ks as the key of the decryption algorithm D4

(step 5304). |
25 It should be noted here that in this modification,
the encryption algorithm E4 and the decryption algorithm D4
are based on the RSA cryptosystem. However, the encryption

algorithm E4 and the decryption algorithm D4 may be based on
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the security level of the digital content service systemcan 5 be enhanced
in total by assigning.a secret key to the nenory card and assigning a-
public key to the nenory card witer and the nmenory card reader. This is
because the nenory card witer and the nenory card reader generally have
the high possibilities that their internal constructions are analyzed, 10
in conparison with the nenory card. It should be noted here that because
public key cryptosystens, such as the elliptic curve cryptosystem

achi eve the sgste g grkg¥ by utilizing discrete |logarithm questions,
publ i c keys®B véred from secret keys in 15 the public key

crypt osyst ens. 3J'@@éghé%ﬁmﬁbnp@blﬂbekdygahalsecmbenkegr@Eecgamﬁnﬂﬁﬂiﬂn
100c of the third enbodinment includes a nenory card 2000 shomm in Fltg%I 20
14, a menoryncahd wenner 3@@@rsh@ﬂnab@VPuganiﬁuQﬁﬁﬁ er

4000 shown in Fig.. 16. The ry card 2 c | ac
sel ecti on abbargyg§l§h%fyl%Qﬁ5pl e% Key Bl ?ﬂlé Egéﬁﬁgelﬁﬁén

i Sthé raw ng nmenory card

writer -300c,and, %hgu@@éé’ GRS rt%d%féc‘]:QQCk@zed, zﬁeabﬁﬂsmmeoéaﬂh tw t he
mast er key 38l 6cti on apparatus 4 - asterKey Sel ection Annaratus -v%en t he

menory cardx28@cthe pbackd Lntdhebbast eth&eyubbic sle%e& i BIPTappie atsEet he

mast er key sel ection apparatus is conpected, to t ry r a
the communi &avi sh unieWevsn oPeEABSRefdfy RAFH 2 Enenééggg'%§§Mﬁéﬂ

sel ection ageﬁrat 3 'Sfa%§9 coegted tne out31der cannot obtain the

modulo L only from the product of p and q. Therefore, even
10 i1f the outsider uncovers the secret key d prestored in the
memory card and the memory card writer, he cannot obtain the
public key e from the secret key d. This makes it difficult
for the outsider to make the counterfeit of the memory
card,
15

3.3 Another Modification of Digital Content Protection Svstem

100

In the digital ‘content protection system of the above
modification, a public key Kp and a secret key Ks are

20 obtained under the RAS cryptosystem. However, in this
modification, a secret key Ks and a public key Kp are
obtained under the message recovery signature scheme over an
elliptic curve, that is a public key cryptosystem. In this
case, the memory card 200 prestores the secret key Ks and

25 each of the memory card writer 300 and the memory card reader
400 prestore the public key Kp. The public key Kp and the
secret key Ks are determined in the manner described below.

A scalar x:is selected as the secret key Ks. The
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5to the menory card witer 300c via the comrunication unit 340 of the
menory card witer 300c and is connected to the nenory card reader 400c
via the conmuni cation unit 440 of the menory card reader 400c. After
connected to the nmenory card 200c, the nenmory 10 card witer 300c, or the
menory card reader 400c, the master key selection apparatus outputs a
password to the conmunication unit of the connected device. The outputted
password corresponds to one of a plurality of nmaster keys. 15 3.4.2 Menory

Card 200 The%cg%@% d 300g.dififtess &Fompfex NEmEY) Carvd200 dliiphde the
menory card c further includes a master Key selection unit 2i5. Oher

el enents of &hevérerdrdeteandn2d0as26har pubkspeioty Kby wittdh $dife baset pedatof
the menmory card 200. Therefore, the follow ng descriptionhpent%@%r%nothe
different aopeths oFLiMelGeHoiie SSEREEE 3PhE -nadLEr PRey St SPIRGTanle 210

prestores the l?%glt%ltrg rogygg%&gééég%urg%ﬁ‘;ggsi%}g ERARE LRl 28464 S

connect ed t oPEH on-appar at us; communi cat i on uni’t

270 receives Suor dfronkg he mpgbengkeynhsel Botd o @ppamides gndthe
out puts%t he t;'ré%e%\?ezd passm&?d to the master key selection 61 unit 215. The

master key sgbestéon digrat2k® Vend§iwhatson negreersi@y i EXCEEGH e
oy KoY Stoeinduam e ey CRBLOSPORSS SIS PARMRNAANY WY LR
described in "B message recovery signature scheme equivalent
to DSA over elliptic curves" (Atsuko Miyaji, Advances in
10 Cryptology-Proceedings of ASTACRYPT '96, Lecture Notes in
Computer Science, 1163 (1396), Springer-Verlag, 1-14) and is
not described here.
In the digital content protection system of this
modification, a separated public key generating apparatus
15 generates a public key Kp from a secret key Ks prestored in
the memory card 200 using a public key encryption algorithm,
and sends the generated public key Kp to the memory card
writer 300.
| The conversion unit 230 generates the encrypted
20 inherent key E4 (Ks,Ki) by applying the encryption algorithm
E4 to the inherent key Ki using the secret key Ks as the key
of the encryption algorithm E4. The inversion unit 321
generates the inherent key K'i=D4 (Kp,E4(Ks,Ki)) by applying
the decryption algorithm D4 tb the encrypted inherent key E4
25 (Ks,Ki) using the public key Kp as the key of the decryption
algorithm D4.
Because the public key Kp and the secret key Ks are

generated in the manner described above, enormous amounts of
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5 of the corresponding master key. The master key storing unit 210 gives a
find mark to the correspondi ng naster key. The find nmark shows that the
master key to which the find mark is given corresponds to the password. 10
The conversion unit 230 and the inversion unit 222 read the naster key to
which the find mark is assigned. ;~_a, 3 ~1 norv Card Witer 300c and enory
Card Reader 90Cc The nenory card witer 300c differs fromthe nenory 15
card witer 300 in that the menory card witer 300c further includes a

master key sgliechi n 13, Ghgkrebereat 8o0bpthle FREADEYCERE Akt i Ker
300c are re%%é%%ﬁ&gﬁf%th%egaﬁg as Ethose of the menory card witer 300. The

mast er key sh@i R@eUpubl3d3kpy elp or s tehere R0 tpl urcalist yeofy daffaerukeyso The
menory card witer 300c perforns the same operation- .as theggynoé%}card
200c.  That ic8lqHete orting @@¥¢onkemi KS 356°Re L8Py YL 15adEHo P T r Mt I Re
master key sel ection_apparatus . apd_oytpt t [ SMRE datt O t he
nmast er key ee@FF&ﬁl&#? e§%%.g$hggﬁa§%§¥£§%yB§%F§§?i%ﬁgvﬁﬁ?t¥815e¢i%%§

whi ch mast en, Key hRHeSORed tbRatlhBymasEeankay astecray vaytt318he aneesppnds
to the password. The nmaster key..:.: storing unit 313 gives a find mark to
t he correspardicngné? asasgeingey. puheld i Ry rfer KhehSRECERaC2tHeVAASEEr2R8yY to

UNi £ 311 and PneREROBY SFARCACSRr T BRI S HRGTOI F oy Fo NI (FET | nd
mark is giV%ﬁié%f”ﬁhgegﬂéymgﬁﬁgyr%%@3'fggﬁépi§é§é§aii9”hbb% MEHEIyigh
possibilities that their internal constructions are analyzed,
10 in comparison with the memory card.

It should be noted here that because public key
cryptosystems, such as the elliptic curve cryptosystem,
achieve the system security by utilizing discrete logarithm
questions, public keys can be uncovered from secret keys 1in

15 the public key cryptosystems.

3.4 Third Embodiment

The digital content protection system 100c of the

third embodiment includes a memory card 200c shown in Fig.

20 14, a memory card writer 300c shown in Fig. 15, and a memory
card reader 400c shown in Fig. 16.

The memory card 200c is placed in a master Kkey

selection apparatus that is not shown in the drawings. The

memory card writer 300c and the memory card reader 400c are

25 also connected to the master key selection apparatus.

3.4,1-Master Key Selection Apparatus

‘When the memory card 200c is placed in the master key
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card reader 400 in that the nmenory card reader 400c further includes a
mast er key selection unit 415, and perforns the sane operation as the
menory card witer 300c. 10 3.4.4 Conclusion The digital content protection
system 100c of the third enbodinent can be used to protect the contents
delivered in a plurality of service systens. For instance, the plurality
of service systens are a nusic delivery system 15 that is cooperatively run
by A, B, and C conpanies. and a novie rental systemthat is cooperatively
run by X, Y, and . Z cq nies.. E j t kStass & raadiy que
master key. seli&‘:tilr?& aa:gé%,r ues’rruatg%]%srgée%/\ll'(\g/gr%gygt@éﬁ%ig assi%ginied a mast er
20 key Mkl and the -eD¥be thenhahosystemii s0assvjactha cewhenikeyiomunithat

is different fromthe master key MKI. It-is preferable that the service
system t o w2i7oh dfhehedingintcady cemder00sr-ot ecti on system 100c i s applied
involves a |icense_organi zation, uf act ur er SEI 51 sd N &ense 25
organi zati on det er n¥RBSTPRRESSt KR¥aT Us® 71%%r%?§%psys gﬁ%,é i nt ai ns t he

confidentiality. of secret infor L Oy §UGR A% hel Remimst ertkey, uabd B4Guesa
license’to 5&0%%&%&?&% u?%?& w%g{c% manuf acturer receives a |icense from

the |icense ,63ner gafibzat capd Prdekice30 Wercks. st IFNneEHPer Pt Ehengemory
standards determ ned by the |icense organjzation, and i yve t

devi ces to usersrefderudfPfs uise Ehe %RWWW&%Q%T%ﬁRMWﬂé§.4%§ Pé éﬁ?f?%ﬁ?fyto
define conplete secugitx4 § conditions for preventing the manufacturers
fron1|eakin§qqﬁar e %é@'during t he production of devices, such as
nenory After connected to the memory card 200c, the memory

10 card writer 300c, or the memory card reader 400¢c, the master
key selection apparatus outputs a password to the
communication unit of the connected device.

The outputted password corresponds to one of a

plurality of master keys.

3.4.2 Memory Caxrd 200¢

The memory card 200c differs from the memory card 200
in that the memory card 200c further includes a master key
selection unit 215. Other elements of the memory card 200c

20 are respectively the same as those of the memory card 200.
Therefore, the following description centers on the different
aspects of the memory card 200c.

The master key storing wunit 210 prestores the
plurality of master keys.

25 After the memory card 200c is connected to the master
key selection apparatus, the communication unit 270 receives
a password from the ‘master key selection apparatus and

outputs the received password to the master key selection
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cards, menory card witers, and nenory card readers. Also, it is
relatively easy to analyze the internal constructions of nenory card
witers and nmenory card readers, in conparison 10 with nmenory cards. To
m nimze the possibility of the | eakage of the naster key, to reduce the
devi ce production cost including the selection of the master key, and to
sl ash the nmai ntenance cost of the service system the manufacturers sel ect
the 15 master keys of the nenory cards and the |icense organization

sel ects the nmstey, «eys of the nenory card witers and the nenory card
readers. To do so, three types of master key selection apparatuses are
used. The master keyheehmasteenkappaeatosisn 201iwr2lefivdskelich| Beskon
apparatus 901 for the nmenory cards, a naster key sel ecti gn apparatus 902
for the nendtey @uabtogad dis thgndagtraskey ﬁé?rgégeb‘f’?&n éBp&BﬁF%pQﬁ St or
the nenory card readers. The nuf act ur h . key I ion
appar at us 90%° a‘ﬂ}F tﬁ?essf‘f%%%s%ncg? agrﬁrz% iﬁgﬁg%%%%f?g?%g‘g%ég ]Iég)%e 28b

sel ecti pn appangidisese ok Pk dogsy not  give themto the

~manufacturers. The manufacturers produce nenmory cards which each- prestore
a plurality of mast&@hekewstamdkegl etorbne whithdlCeaipearal figdoraghster

keys using the master key selection apparatus 901. On the other, han each
of the mmr@%&@r%ﬁ??r@@%ﬁ%ﬁ%rv)gardT}Peea q rﬁ?’é‘ét%}?%"ésoﬁlp?/%agprﬁster

key selected hy the license organi i i he st el kewdsSteekget i on
appar at uses %E‘defng(eé'ofo eéggsgggaéﬁg%%ﬂg lrnagcgz)lr di ng rrec?istl%m devi ce and
password.

10 The conversion unit 230 and the inversion unit 222

read the master key to which the find mark is assigned.

3.4,.3 Memory Card Writer 300¢ and Memory Card Readex 400¢c

The memory card writer 300c differs from the memory
15 card writer 300 in that the memory card writer 300c further
includes a master key selection unit 315. Other elements of
the memory card writex 300c are respectively the same as
those of the memory card writer 300.
The master key storing unit 313 prestores the
20 plurality of master keys.

The memory card writer 300c performs the same
operation- as the memory card 200c. That 1s, the
communication unit 340 receives a password from the master
key selection apparatus and outputs the received password to

25 the master key selection unit 315. The master key selection
unit 315 finds which master key prestored in the master key
-2 8toring unit 313 corresponds to the password. The master xey, ..

storing unit 313 gives a find mark to the corresponding .
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access device prestores a plurality of master keys, the present digital
content protection systemcan be applied to a plurality of digital content
service systens. 10 Al so, because each service systemis assigned a unique
master key, even if the naster key of a service system is |eaked, other
service systens are not affected by the master key | eakage. As a result,
the present digital content protection system achieves a high security
effect. 15 3 5 ~Qurtri Enbodimer The digital content protection system

| 00d of the mg%ﬂiéh‘ s oqihgeg-nhnﬁ%gg@%%agegﬁgy Gl Gh=20Q4, k@grrggowigﬁrd

witer 300d, a nory card rea 4 The nmenory card 20 200d and the
menory card whé t £ind0fgriar £s shivven i doftgspdilds whi tiee tp@sgeondy card reader
40Cd is not shown in the draw ngs. The nenory card 200d, the nenpry_card

witer 300d, and tA@enetRIFYeEah resder 34b0and: F¢ AdspEctiel Y5 ndRar to

25 the nenory card 200, the nenor ar i feg. 300 nd. [ he. ry card
reader 400. gﬁ‘?e‘?eﬁ?ﬁ ex?a‘ﬁ‘u%rf}b'ﬂ oﬁn@%ﬁ%%%tf%ﬁg %%%)fe‘}és g‘h ﬁg éi fferent
aspects;of these el @iRNtondS Bk MVBENAE Cargh2- O The FRERT ¥h & akem300d

differs fromthe nmenory card 200 in that the nmenory card 200d further
i ncl udes a sedugt otgadey 466 orn nghami theotkmany eardnyverdednidipet footer

Al so, the 5 conversion unit 230 of the nenory card 2500d d'fferg fro ﬁge
conversi on u§13%05 of FRESREMBPY E&MGC26EM \C/i“Pré"r % e'r‘rﬁ'rti PofFeHes ry
card 200d arg, fesREELIVELY D& @RS 0S8 Yriter 300c.

10 3.4.4 Conclusion
The digital content protection system 100c of the

third embodiment can be used to protect the contents
delivered in a plurality of service systems. For instance,
the plurality of service systems are a music delivery system
15 that is cooperatively run by A, B, and C companies and a
movie rental system that is cooperatively run by X, Y, and 2
companies.
Each service system is assigned a unique master key.
For instance, the music delivery system is assigned a master
20 key Mkl and the movie rental system is assigned a master key
Mk2 that is different from the master key Mkl.
It.is preferable that the service system to which the
digital content protection system 100c is applied involves a
license organization, manufacturers, and users. The license
25 organization determines the standards of service systems,
maintains the confidentiality of secret information, such as
the master key,. and issues a license to each manufacturer.

Each manufacturer receives a license from the license
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the nenory card 200 and are not described here. (1) Subgroup Key Storing
unit 290d 10 The subgroup key storing unit 290d prestores a subgroup key
Gk that is a 56-bit bit string. Wen a digital content service systemis
run by a plurality of groups, a plurality of subgroup keys whose nunber
is equal to the nunber of the groups are generated and 15 each of the
plurality of subgroup keys is assigned to one of the plurality of groups.
The digital content service systemis, for instance, a nusic delivery

service that s, £iOQRSIAL, Mulce’ B¥vAceB, thandconéompanbeshel ntthdardase,
three subgroup” keys are 20 generated and are respectively assigned to the
conpani es. d&)efBuimest sbgn dire t 1 26dus Fhe ngemierasiinm unghd 29kt eils  fhe

subgroup key Gk fromthe subgroup key stori uni t.290d . and r S an

i nherent  kede¥dces ol t4RE Tedi The s 38, Er&'?%rﬁ?%]tg%%‘f?dz‘i%‘.”%g/h\l so, the
conversion unit 291 ener at : nst.ar med Keye by-paplerd NG urit

pr edet er m ned calcuﬂégigﬁgoﬁfég %Cﬁggd ggbgroup E%y %ikﬁand i nher ent kgy

Ki. Herg, the,pradeles dedaleuliaki @hel mantifacitnseancérombbenhéngxehasive
di sjunction (exclusive OR) expressed by the fornula give bel ow :

(Tr ansf or mednaeys =(1Sep grhoxin Keyh g ko FOR: {PmheF eheV keSS Ki FUCB #fieFeTRER

represents an exclusive disjunction. The conversjign i, t d.out pay st he
t ransf or med §@&5Ast JIEHRE %0 STohtemnit % .m?§§r§b%%g?sféﬁéuﬁ?t 236~ °

it is relatively easy to analyze the internal constructions
of memory card writers and memory card readers, in compariscn
10 with memory cards.

To minimize the possibility of the leakage of the
master key, to reduce the device production cost including
the selection of the master key, and to slash the maintenance
cost of the service system, the manufacturers select the

15 master keys of the memory cards and the license organization
selects the master keys of the memory card writers and the
memory card readers.

To do so, three types of master key selection
apparatuses are used. The master key selection apparatuses

20 are master key selection apparatus 901 for the memory cards,
a master key selection apparatus 902 for the memory card
writers, and a master key selection apparatus 903 for the
memory eard readers. The marufacturers have the master key
selection apparatus 901 and the license organization keeps

25 the master key selection apparatuses 3902 and 903 and does not
give them to the manufacturers.

The manufacturers produce memory cards which each..

prestore a plurality of master keys and select one of the
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10 In the above exanples, the conversion unit 230 reads the inherent key
Ki fromthe nedia i nherent key storing unit 220 and generates the-
encrypted i nherent key Ji by applying the encryption algorithmE to the

i nherent key Ki. Instead of these operations, in this enbodi ment, the
conversion unit 15 230 receives the transfornmed key fromthe conversion
unit 291d and generates the encrypted i nherent key Ji by applying the
encryption algorithmEl to the transformed key. 3 . 5. Card Wite, 00d_ 20
The nenory h ild\er 580 idf exsybramit RBADIMYa s €& d kWi t €81 8001

t hat the ms\(r%lrl{lira\(,:!:atlrtt w?i%tgt%%goé(()d fu%/t her rglﬁcl udes a subgr‘gt?p key storing
unit 390d amrgbpErdtersdbn Oni th89sdtdheal bendy heaiohafsitdre ureroBR1Cand t he

medi a inherent key storing unit 323 of the nenory card witer SQOd %5
di ffer fromwHERE HraNhOIRMDE \Caist FRITET BRPEGFRrOn Y hdPidtof FRY

memory card Wy d 8. 2009 2he nanedd « %aﬁi%%@@rﬁy@%n%h‘ﬂﬁ% ofadther neapry

card writer not escribed here. ubgroup Key Storing

Unit 399d The 13uhariiR e SN d NP OMidnBHIB prestores a  subgroup key Gk
that is a 56-bit bit string, |like the subgroup key storing unit 290d. 5
The subgroup key G Represeoreachn athetbabgf eRQrREyd FGHWY GRIVE SS90 s

ot descr i bEPIRID. Go¥SFe| ARSI NAL BOFA TE the Shbole, SXampree, (Ra” "
ver st on Ulediah A ARNETEARANGIAREENn keYstti bun a0l dbpui Lhero
’ a plurality of digital content service systems.
10 Also, because each service system 1s assigned a
unique master key, even if the master key of a service system
is leaked, other service systems are not affected by the

master key leakage. As a result, the present digital content

protection system achieves a high security effect.

15
3.5 Fourth Embodiment
The digital content protection system 100d of the
fourth embodiment includes a memory card 200d, a memory card
writer 300d, and a memory card reader 400d. The memory card
20 200d and the memory card writer 300d are shown in Fig. 17,
while the memory card reader 4004 is not shown in the
drawings. -
-The memory card 200d, the memofy card writer 3004,
and the memory card reader 400d _are respectively similar to
25 the memory card 200, the memory card writer 300, and the

memory card reader 400. Therefore, the following description

centers on the different aspects of these elements.
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algorithmDl to the encrypted inherent key Ji read fromthe nedia inherent
key information storing unit 320, and outputs the generated inherent key
Ki to the nedia inherent key storing unit 323. Instead of these
operations, in this 15 enbodi ment, the inversion unit 321 generates a
transfornmed key by applying the decryption algorithmDl to the encrypted

i nherent key Ji read fromthe nedia i nherent key information storing unit
320, and outputs the transfornmed key to the inversion unit 391d. 20 (3)

I nver si on UEL§%§E&§3£Q§LBQ¥515§§§1unit 391d reads a subgroup key G k from
t he subgrou y storrng unit d and receives the transfornmed key from
the inversion unit 3Rk mEherynverdi 200dimif 394 fiwn tyenaeaosy ch&di AREr ent

25 key K'i by perform ng an inverse cal cul ation of EhEF predegernine
cal cul ati on,imtfiteit ithpaemamedFd RIS C9RFERS R aHPES281dP8F ©Pne®Y

subgroup key Gk, and_ th sfo d A{wvepghgn um 91dh
finally out pit<rthe Fﬁﬁgré¥¥%PK¥§§E$iCﬁﬁwfﬁgqﬁ%gﬁ%ﬁ?%hg?%ﬁt k2§£§%or?n8

uni t 323. M@W@i&nhﬁﬁ@tﬂﬁebf&t@@ R@ndrit <323 Thednedidershérent they
storing unit 3 receives the 5 inherent key Ki fromthe inversion unit

391d and hol@sntdesiomhenent2keyoK the InEnaeEJrea? BC ReaBEReZ0BYSFRE TS
menory card reader 400d differs fromthe nenory 10 card reader i pet hat
the menory c@ﬁdﬂﬁédﬁgpﬁﬂbﬁérﬁugpﬂérar?nE??RE%t%V%H%dﬁﬁhﬁa%gyggt5&%%8 gﬁit

490d and a”1hﬂ¥%£§$§¥§ card 200 and are not described here.
(1) Sdﬁgroup Key Storing Unit 290d
10 The subgroup key storing unit 250d prestores a
subgroup key Gijk that is a 56-bit bit string.

When a digital content sexvice system is run by a
plurality of groups, a plurality of subgroup keys whose
number is equal to the number of the groups are generated and

15 each of the plurality of subgroup keys is assigned to one of
the plurality of groups.

The digital content service system is, for instance,
a music delivery service that is cooperatively run by A, B,
and C companies. In this case, three subgroup keys are

20 generated and are respectively assigned to the companies.

(2) Conversion Unit 291d
' The conversion unit 291d reads a subgroup key GjX
from thé subgroup key storing unit 2380d and reads an inherent
key Ki from the media inherent key storing unit 220.

25 Also, the conversion unit 291d generates a
transformed key by performing a predetermined calculation on
_the read subgroup key Gjk and inherent key Ki. o .

Here, the predetermined calculation is, for instance,
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unit 491d. Here, the subgroup key storing unit 490d and the inversion unit
491d are respectively the sane as the subgroup key storing unit 390d and
the inversion unit 391d and are not 15 described here. The inversion unit
421 and the nmedia inherent key storing unit 423 of the menory card reader
400d are respectively the sane as the inversion unit 321 and the nedia

i nherent key storing unit 323 of the nenory card witer 300d. Furthernore,
ot her elenments of the menory card reader 20 400d are respectively the sane
as those of .{he JRMIY; &Ar @i s {§aelof00ex318si4eQaN)at éxPheobedi Git athe
Content Prot ct- 1 on Sy t em1 OOd. The follow ng description concerns the
operati on offorZliaheidiegbkalbwcont ent protecti on system|100d. The operation
outlines in the case where the menory card 200d is placed in the nmenory
card witer 300d and in the case where the menory card 200d is placed in

t he. menory rd 9re r. 40 ; S dei/Nktihe
digital con?ﬁﬂ?nif%Y%%ﬁgg%yéyggg%#%ﬁ%ggﬁgﬁgg%ﬁﬁo%agegﬁgﬁﬁgghﬁgre? %ﬁé

aut hentd cat i g, QPea!l i-ep kb8 casexeherse vieheli semartyicrard 200d is placed
in the nmenory card witer 300d is 5 described in detail below wth

reference to Fig. 18. Note that the follow ng description centers on the
Cont ent pr ot eoti on B8t GRTERESAFHE Wk 11 1L prdtecti e LSy by 160,
e Lo PR R RO gt 2000 reace s ubgroup ke B [rom
medi a i nher gy kepvedr@iiiodg Unit 230
10 In the above examples, the conversion unit 230 reads
the inherent key Ki from the media inherent key storing unit
220 and generates the encrypted inherent key Ji by applying
the encryption algorithm El to the inherent key Ki. 1Instead
of these operations, in this embodiment, the conversion unit
15 230 receives the transformed key from the conversion unit

291d and generates the encrypted inherent key Ji by applying

the encryption algorithm El to the transformed key.

3.5,2 Memory Card Writexr 300d

20 The memory card writer 300d differs from the memory
card writer 300 in that the memory card writer 300d further
includes a subgroup key storing unit 390d and an inversion
unit 3§1d. Also, the inversion unit 321 and the media
inkerent key storing unit 323 of the memory card writer 300d

25 differ from those of the memory card writer 300. Other
elements of Ehe memory card writer 300d are respectively the

same as those of the memory card writer 300 and are not

described here.
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unit 220, and generates a transforned key H k by performng a

predeterm ned cal cul ati on on the subgroup key G k and 15 inherent key Ki.
In step S130, the conversion unit 230 generates an encrypted inherent key
El (M, H k) by applying the encryption algorithmE to the transforned
key H k using the master key M as the key of the encryption algorithmEl.
20 In step S132, the inversion unit 321 generates the transfornmed key DI
(M, El (MK, H k)) by applying the decryption algorithm-Dl1 to the encrypted

i nherent key, . El j i - asiorry key Mk as the key of the
decryption a{llgoF%rﬁowBl @e S%Itr?ggtn pr@glll?id, the inversion unit 391d reads a
subgroup key Gk fropet heusgbaipuikdiey sttooriingy uniit 3980d PERBIIE’St R
transformed key D1 =(M, El (M, H k)) fromthe  inversion unit ;23{le a‘{}ge
gener at es. hdgivgr ehey k& K< Fhay 170 derForhitng®ah iTersy car&l ation of
t he predeterm ned cal cul ati an, \A,hi.cthh 2ig':ocperfor med by the conversion unit
291d, on t BERSRPROEF KGR ald thé transformed key 01 (M, El (MK, H

k)) . 5 1In the case ere phRe e Y, 200dotsdplacedel suddmurenoey
card rehder 400d, t ggsasﬁetgaufggnt iyza%(rjlp operation is perfornmed.

Therefore, theaHdeahieation bdperttd onaina the E83E ARIEEVHRA méfor§Feard
200d is placed in the nmenory card .re%gﬁ{d 400d is naot Cgeessgglikp&ﬁj l{)@f& 10
3.5...5 onclsubgmmpwtay & gindalieidnt HBYVi'te Wstemis run by a
(2) Inversion Unit 321
In the above examples, the dinversion unit 321
10 generates the inherent key K'i by applying the decryption
algorithm D1 to the encrypted inherent key Ji read from the
media inherent key information storing unit 320, and outputs
the generated inherent Xkey K'i to the media inherent Xkey
storing unit 323. Instead of these operations, in this
15 embodiment, the inversion unit 321 generates a transformed
key by applying the decryption algorithm D1 to the encrypted
inherent key Ji read from the media inherent Kkey information
storing unit 320, and outputs the transformed key to the
inversion unit 381d.
20 (3) Inversion Unit 391d
The inversion unit 391d reads a subgroup key Gjk from
the subgroup key storing unit 390d and recelves the
transformed key from the inversion unit 3z1.
The inversion unit 391d then generates the inherent
25 key K'i by performing an inverse calculation of the
predetermined calculation, which 1is performed by the

; h
conversion unit 29id, on the subgroup key Gjk and the

transformed key.
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plurality of groups, a plurality of subgroup keys whose nunber is equal to
the nunber of the plurality of groups are 15 generated and each of the
plurality of subgroup keys is assigned to one of the plurality of groups.
This allows each group to provide its own service. The digital content
service systemis, for instance, a nusic delivery systemfor delivering
music that is 20 cooperatively run by A, B, and C conpanies. In this case,
t hree subgroup keys are generated and are respectively assigned to these

conpani es. Ther ef or g, A, B¢, 308, G, ¢0MBENLCE: AANLDT O¥E Qe S hehe OMRcBUALC
delivery services. I'n many cases, the nunmber of master keys that can be 25

prestored ineg, NEMryo ceidl medigsiniatant duey totohiengiwnied323t or age
capacity of the menory card. However, the present__digital content
protection syst efeditm Imvereste: KeheStambed Y1t addd| abl e keys by conbining

a master key and. subgroup keys.. 71 |t.sho n e : rvyhees
that are common toT%epF@F&PiﬁthFeB olip¢ gg%rgggpgéggdggéiﬁégﬁgvggeggﬁt

di gital -content egdi, 0p SYSLEM tHO H9vePsibMounibeBg1goahdoholidit shar e
added td tkm?%h%|%§$ %%%?gn? protection 5 system the sane subgroup key is

assigned to pagdrgfioupeyakti.the master key is assigned to the digital
content service system One of the added control units prohibits the
conversion unit 291d fromperformng its conversion processing and has the

conver si on ugi% iig convefg égg %% in?g@gnt key prestored in the nedia
i nherent ke i ; other of the added control units
prohi bits the inve@ﬂémhéﬁgﬁy:ﬂ%ﬁhfféﬁﬂ¢ﬁﬁ4@@@1@gffessiﬁvemstbﬁ PrBCESSI Ng
10 card reader 400 in that the memory card reader 4004 further
includes a subgroup key storing unit 490d and an inversion
anit 491d., Here, the subgroup key storing unit 490d and the
inversion unit 491d are respecﬁively the same as the subgroup
key storing unit 390d and the inversion unit 391d and are not
15 described here. The inversion unit 421 and the media
inherent key storing unit 423 of the memory card reader 4004
are respectively the same as the inversion unit 321 and the
media inherent key étorihg unit 323 of the memory card writer
300d. Furthermore, other elements of the memory card reader

20 400d are respectively the same as those of the memory card

reader 400.

3.5,4 Operation of Digital Content Protection System 100d

‘The following description concerns the operation of

25 the digital content protection system 100d.
The operation outlines in the case where the memory
card 200d is placed in the memory card writer 300d and in the

case where the memory card 200d is placed in the memory card
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and has the inversion unit 321 invert the encrypted inherent key held in
the nmedi a i nherent key information storing unit 15 320. 3 ti Fifth

~~di menr The digital content protection system 100e of the fifth

enbodi ment i ncludes a nenory card 200e, a nmenory card 20 witer 300e, and
a nenory card reader 400e. The nmenory card 200e and the nenory card witer
300e are shown in Fig. 19,, while the- nenory card reader 400e is not
shown in the draw ngs. The nmenory card 200e, the nmenory card witer 300e,

25 and the nenory. c r eLnh4008nmar 8! espaet ipedifip e liar tloe dhgmnehnry
card 200, tﬁfﬁégﬁ)gﬁggrgggﬁfter 300, gnd the nmenory card reader 400.

Therefor, t %J@A@%M%ﬁn pivisiem cet exrsi GEQ H@‘Hl@?%‘?@ﬂ?e%s‘b%ﬁ?s of
these el ements. 72 Menory gard 200e The nenory card %R erw§ {éoghghe
menory card 200 i nTheatay Qﬁ%ﬁﬁ%}Q%HQP%®® L9y e Fndt a ‘subgr oup

key storing unit 290e 2ﬂﬂ¥ﬂ .con rshogn gg%o%g$gr AL§09d hbgtér 300d is

connunlcat|d¢?mﬂﬁx card e dlf ers from that of the

menory card . G %g glgg§Q§§ legwewﬁﬁﬂD&%fe&@mdeZQﬁe Biree. rb&pecNDVely
the san® as ose 0 he menory card 200 and are not descrlbed

Subgroup KeypiStoring 4d1jliowd9ge déScThpt Som greiie Ke)Prsto ﬁgﬁfﬁrﬁnﬁgééeps

prestores a subgroup Gk that is a 56-bit, string. Wp & kg1t he
same as thatimpr estdrentiep s §HB§P568nke?e§Y%?ﬁng unI?E%%O§ andggé not

descri bed heéghtent protection system and the digital content protection

system 100.
10 In step S150d, the conversion unit 291d reads a

subgroup key Gjk from the subgroup key storing unit 2904,
reads an inherent key Ki from the media inherent key storing
unit 220, and generates a transformed key Hjk by performing
a predetermined calculation on the subgroup key Gjk and

15 inherent key Ki.

In step 5130, the conversion unit 230 generates an
encrypted inherent key El (Mk, Hjk) by applying the encryption
algorithm El to the transformed key Hjk using the master key
Mk as the key of the encryption algorithm El.

20 In step S132, the inversion unit 321 generates the
transformed key D1 (Mk,E1(Mk,Hjk)) by applying the decryption
algorithm D1 to the encrypted inherent key El (Mk, Hjk) using
the maéter key Mk as the key of the decryption algorithm
D1.

25 In step S151d, the inversion unit 391d reads a
subgroup key Gjk from the subgroup key storing unit 390d,
receives the transformed key Dl «{Mk, EL1(Mk,Hjk)) from the

inversion unit 321, and generates. the inherent key K'i by
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(2) Conversion Unit 291e 15 The conversion unit 291e first reads the
subgroup key Gk fromthe subgroup key storing unit 290e and reads the
encrypted i nherent key Ji fromthe nmedia inherent key information storing
unit 240. The conversion unit 291e then generates a transforned 20 key by
perform ng a predeterm ned cal cul ati on on the subgroup key Gk and
-encrypted i nherent key Ji. Here, the predeterm ned cal culation is the sane
as that performed by the conversion unit 291d. The conversion unit 291e

finally out pWdsrdARingS 4d ansfwrmimd key dul ddiercomfunihat i pnedatérdified(3)
Communi cation Unit 270 in the above exanples, the coLnunication., unit 270
reads the encalqpibitiatherdritctkdys Fierfficamech®ymidica ConvRRELent UnF8 Kayd,

information storing unit 240 and outputs the encrypte ' rent y di to
t he connunid%?ioﬁhgni?uéﬁéoBP t %yneg%ky a%grdggfit%?g%ﬁgggﬁeghekég o}
comuni cati o } he nmenory card reader 400. Instead of these
oper ati ons, pﬁwg%%gﬁép%ﬁ%%%inent, the communi cation unit 270 receives the

transfogmed key fromr hehe apussr Sitonrainitie 28dmomndecand p®@dt he pieaadf onned
key to the conmuni cation unit 340 of the nennré card witer 300e or.the
conmmuni cat i ohheni mezw@yof ceRe nERBAGT cAPAdr eablRP 4DBRS 13- WRRRFYCERFYD

Witer 300e The mory card witer 300e differs from.the :
witer 300 i%P?ﬁ%Fl?ﬂe e gt CEr é%ﬁ tegh§5%§%F§Htﬂgbg FEEREN:1€8Edon

operation in the case where the memory card 200d is placed in

the memory card reader 400d is not described here.

10
3.5.5 Conclusion
When a digital content service system is run by a
plurality of groups, a plurality of subgroup keys whose
number is egqual to the number of the plurality of groups are
15 generated and each of the plurality of subgroup keys is
assigned to one of the plurality of groups. This allows each
group to provide its own sexvice.
The digital conteént service system is, for instance,
a music delivery system for delivering music that 1is
20 cooperatively run by A, B, and C companies. 1In this case,
three subgroup keys are generated and are respectively
assigned to these companies. Therefore, A, B, and C
companiés can provide their own music delivery services.
In many cases, the number of master keys that can be
25 prestored in a memory card is restricted due to the limited
storage capacity of the memory card. However, the present
digital content protection system can increase:-the number of

available keys by combining a master key and subgroup keys-
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i ncludes a subgroup key storing unit 390e and an inversion 15 unit 391le.

Al so, the communication unit 340 of the nmenory card witer 300e differs
fromthe comruni cation unit 340 of the nmenory card witer 300. O her

el ements of the menmory card witer 300e are respectively the same as those
of the nenory card witer 300 and are not described here. 20 (1) Subgroup
Key Storing Unit 390e The subgroup key storing unit 390e prestores a
subgroup key Gk that is a 56-bit bit string, |like the subgroup key
storing unit 290e. Thessruhyd ob rkenedGHe qer edaar sdrivicele thbabgrsapcR@ayon 25
storing unit 390e is the sane as that prestored in the subgroup ke

storing uni ttc299e pandaild tyotoHegEPHBEd F7eY ePe GEPW&ﬂﬁ%nfEa%WﬁlQﬁ? e3%0 In

t he above exanples, the co ni gati.an unit 34 7 ecgj v t n ed
i nher ent keﬁéﬂlq%%nFPHEeBEg#Hﬁ(ﬁﬁﬁ%ﬁ? ﬁﬁ??e§70 g?étﬁgingﬁbrgﬁgﬁrﬁﬁ%g% and
out puts the encrypted,;{aharentdey dotenéhaifgedea iotmreart geytection

information storing unit 320. Instead of these operations, in this
enbodi mgnt, &, difen,CammBiagat isahqunip 349 necességnefeter aASEofFBEPkedNfr om

t he conmuni cation unit 270 of the menory card 200e.and 0 .,

transf or ned W BaSEe Fﬁyeﬁ§i&§%hﬂqeégﬁ .E?g)dﬁﬁ&efi(ﬁ$ﬁ§#%é3§%éw*ﬁg

inversion unit 391e fifst Q%?dihkhe?ﬁHQQrc&6h¢¥%ﬂ @K b&@ﬂubhessubgéoup
e

key storirm)iﬁﬁqa%QOe Rd receives transtforned key fromthe ‘
communi cati i, Ypkt- s34  Tihei £ NvEg s ONf ot BOtEotthemgyendrat epnyrrsion

enerypted ipn:oegfsn;irt(gey a‘yd bgagerghog mcg%vgrr]siig\éerggigalZCBUO| atcioonr\l,ecl):ft t Qge
10 inherent key prestored in the media inherent key storing unit

220. The other of the added control units prohibits the

inversion unit 391d from performing its inversion processing

and has the inversion unit 321 invert the encrypted inherent

key held in the media inherent key information storing unit

15 320.

3,6 Fifth Embodiment

The digital content protection system 100e of the

fifth embodiment includes a memory card 200e, a memory card

20 writer 300e, and a memory card reader 400e. The memory card
200e and the memory card writer 300e are shown in Fig. 19,

while the. memory card reader 400e is not shown 4in the

drawings.

The memory card 200e, the memory card writer 30Ce,

25 and the memory card reader 400e are respectively similar to
the memory card 200, the memory card writer 300, and the
memory card reader 400. Therefor, the following description

centers on the different aspects of these elements.
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predeterm ned cal cul ation, which is perforned by the 15 conversion unit
291e, on the subgroup key Gk and the transfornmed key. The inversion unit
391 finally outputs the encrypted inherent key Ji to the nedia inherent
key information storing wunit 320. 20 ~ 6 3 Menory Card Reader 400e The
menory card reader 400e differs fromthe nmenory card reader 400 in that

the menory card reader 400e further -includes a subgroup key storing unit
490e and an inversion 25 unit 49l1le. The subgroup key storing unit 490e and
the inversipn uniMertBde el rampectively the same as the subgroup

-.=-'"key storing unit 390e and the inversion unit 391e and are not__;:
described here. TheTsenmenpest Ford (#09e 44 fsirs Haome ey menoryscegfd2PRader

400e is the sane as .the communi cat| unit 340 of Lter
3006. | Ot her 1 duik £ B IYGES 2080 PERHEF ABGLUArS FeehRiPbiR St he
same as thosg of; fhe,, FemplohCalfl r gadehvQdioh dufis 429petat immspf tha tat
Content protection System 100e The following is a description of the '
operati on ofcorimn g el ot exto prHtiees inemesy st card 00 e Thief bpes af rom
outlines in the case where the menory 10 card 200e is placed in the nenory

card writer t300e @hdthe nABOorZzasarahefd -t h@theforat 20 T3 pReRedYin
e IR SN S B e A LT
card 200 and are not described.
(1) Subgroup Key Storing Unit 2390e
10 The subgroup key storing unit 230e prestores a
subgroup Gjk that is a 56-bit string.
The subgroup key is the same as that prestored in the
subgroup key storing unit 290d and is not described here.
(2) Conversion Unit 291le
15 The conversion unit 291le first reads the subgroup key
Gjk from the subgroup key storing unit 290e and reads the
encrypted inherent key Ji from the media inherent key
information storing unit 240.
The conversion unit 29le then generates a transformed
20 key by performing a predetermined calculation on the subgroup
key Gjk and encrypted inherent key Ji.
Here, the predétermined calculation is the same as
that pefformed by the conversion unit 291d.
The conversion unit 291e finally outputs the
25 transformed key to the communication unit 270.
(3) Communication Unit 270

Tn the above examples, the communication_ unit 270

reads the encrypted inherent key Ji from the media.inherent

13



The authentication operation in the case where the 15 nenory card 200e is
placed in the nenory card witer 300e is described in detail below wth
reference to Fig. 20. The follow ng description centers on the different
steps in authentication operation between the present digital content
protection systemand the digital content protection system 20 100. In
step S150e, the conversion unit 291le reads the subgroup key Gk fromthe
subgroup key storing unit 290e, reads the encrypted inherent key Ji from
the nedia i '&%‘é{ ante o @t M Ogtf&tli&% SAOF i PgoUARE 24@pugendtat esddpted

t ransf or ned key by perform ng the predeterm ned cal cul ation on the
subgroup key nGdeeand keryc iyiptted thehecamurkaatdion amd o it i memory
transforned key to the communication unit, 270. In_step
comuni cat i GREGhWTIZET i QFe 0o & FE 18t iyt e4y&1§%fm%ﬁ Tonvet si on
unit 29l1e, outputs t t sfor t lﬂgﬁ@ﬁgﬁﬂdyg,un&h 3405 of
the nmenory cﬁépd ﬁ??agF §gggi AJ?%#kéﬁ%e%gihgﬁ?ﬁg transforned key from the
comuni cat i %ﬂh&%_&m%& of e resmfiynceedidfOenntite 37Conmemedatd on W t
340 outputs the transformed key to the inversion unit 391le. Ip step Sl5le,
the inversi aransifor88dekegalson hehe s e NGk 2P 6nPRRe S oBYFdub key
storing unit 390e recei ves the transforned ke f NI Watp)
uni t 340, 10 TAd IpEmScareY 1 r%‘frwlﬁﬁc:telroerynt&&%n%{@bipperfor{r;%lgdﬁlgy an

i nverse cal cul ati f t pr.ed rpj : LAl LN 0N4d her Shbghanprkey
G k and trar Ibrﬁggi%gy?%?ﬁ Fﬁegﬁgsgbaﬁg?gééﬁg menory card 200e is placed
in card reader 400e.

10

3.6.2 Memory Card Writer 300e

The memory card writer 300e differs from the memory
card writer 300 in that the memory card writer 300e further
includes a subgroup key storing unit 390e and an inversion

15 unit 391e. Also, the communication unit 340 of the memory
card writer 300e differs from the communication unit 340 of
the memory card writer 300. Other elements of the memory
card writer 300e are respectively the same as those of the
memory card writer 300 and are not described here.

20 (1) Subgroup Key Storing Unit 390e

The subgroup key storing unit 39%90e prestores &
subgroup key Gik that is a 56-bit bit string, like the
subgrouﬁ key storing unit 290e.

The subgroup key Gjk prestored in the subgzoup key

25 storing unit 39%0e is the same as that prestored in the
subgroup key storing unit 290e and is not described here.
(2) Communication Unit 340

In the above examples, the communication unit 340

74



the nenory card reader 400e, the sane authentication 15 operation is
performed. Therefore, the authentication operation in the case where the
menory card 200e is placed in the nenory card reader 400e is not described
here. 6 5 Con .l s i on 20 Like the digital content protection system 100d,
when a digital content service systemis run by a plurality of groups, a
plurality of subgroup keys whose nunber is equal to the nunber of the
plurality of groups are generated and each of the plurality of subgroup

keys is assigned2 eng ehcthstd Phusadid Wwe&f Mr Qs thel Soakuadsaeaeh
group to provide its own service. In. many cases, the nunher of naster

keys that camibe 2pbestotee mempuyeneayd cafd Rsedr estypudtsedthRiecneryRESd

limted 77 storage capacity of the nenory card. However, the present

digital contigwie Tt deti Oh 59sFRmnBe A TRt HEatberm6r T8y AL ABRg

keys by combi qy Gy s ffe dy SNAINIIOP-AeYSns | ishoul o beopetadnber o
a ra

that service$ ar e ‘conmon to a pl Ity of groups can be provided

in the presaife Hdidrdlcagarhenhipr gueckbeaisyst e Teadefsometivkegt fieom
control units are added to the digital content protection system the sanme

subgroup keylis assignédatéocsacthiyt owd,) anl e FEIPEY keI~ szé)S'Jse! gAgd to
pr ohi bi t 5t 16 LR R o ATH A3t THor bertorth ot 118" Camver e on”
processing_aﬁgIﬁg%gggaégnuﬁygﬂgyléunt 230 convert the inherent key
prestored in the nedia inherent key storing unit 220. The other of the
added control unitsTpeohhbersibheunit 39le first reads the subgroup key
10 Gik from the subgroup key storing unit 390e and receives the
transformed key from the communication unit 340.

The inversion unit 39le then generates the encrypted
inherent key Ji by performing an inverse calculation of the
predetermined calculation, which is performed Dy the

15 conversion unit 29le, on the subgroup key Gjk and the
transformed key. _

The inversion unit 391 finally outputs the encrypted
inherent key Ji to the media inherent key information storing
unit 320.

20
3,6,3 Memory Card Readeyr 400e

The memory card reader 400e differs from the memory
caxrd reéder 400 in that the memory card reader 400e further
includes a subgroup key storing unit 490e and an inversion

25 unit 49le. The subgroup key storing unit 490e and the
inversion unit 49le are respectively the same as the subgroup
-'key storing unit 390e and the invexsion unit 38le and are not. .::

‘described here. The communication unit 440 of the memory.
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15 inversion unit 391e fromperformng its inversion processing and has
the inversion unit 321 invert the encrypted i nherent key held in the nedia
i nherent key information storing unit 320. 20 3.7 Sixth Enbodi nent The
digital content protection system 100T of the sixth enbodinent includes a
menory card 200f, a nenory card witer 300f, and a nmenory card reader

400f. The nmenory card 200f and the nenory card witer 300f are shown in
Fig. 21, 25 while the nenory card reader 400f is not shown in the

drawi ngs. Theg AERRAEMefas00L00§ ,tHhas armimarsy thar dopmunicateon 300, 34hd £ he
menory card reader 400f are respectively, simlar to 78 the nenory card
200, the nembey rearctywdamt BO0eant08he RERBEyeEaRENEEafér thgo MEMOLY
Therefore, the follomnng descrl tion cente n the differ &8 of
these el emeresd 5 e Aot ‘go’ﬁesﬁ‘l Cheho h} gg?dsﬁ’aﬁf 24i ft?‘%%s %r%g(rﬁr%
menory card 200 ry card 200f further includes a subgroup
key storlng'@ﬁ'y %5%? %E%rgg?@er3|on unit 291f. Also, the conversion
unit 230 of the nenory card 200f differs fromthe 10 conversion unit 230 of
the nenory card 200. Clher el enents of the nennry card 200f are
respecti vel B.tthd Omeerafs.ophede Dk G

descri bed here. (1) _Sub Storl Uni e b rin
unit 290f prestoEeLTQe %ggigﬁ up ke %&i??%?%§§% %ESgﬁ% % %#%t§$¥}§%p Thg

subgr oup ke*h%r%%%yggildg t@gts$Q@@@5%ﬂga/3ystem 100e.

The operation outlines in the case where the memory

10 card 200e is placed in the memory card writer 300e and in the
case where the memory card 200e is placed in the memory card
reader 400e are the same as those performed in the digital
content protection system 100 and are not described here.

The authentication operation in the case where the

15 memory card 200e is placed in the memory card writer 300e 1s
described in detail below with reference to Fig. 20. The
following description centers on the different steps in
authentication operation between the present digital content
protection system and the digital content protection systen

20 100.

In step S5150e, the conversion unit 29le reads the
subgroup key Gjk from the subgroup key storing unit 290e,
reads tﬁe encrypted inherent key Ji from the media inherent
key information storing unit 240, generates the transformed

25 key by performing the predetermined calculation on the
subgroup key Gjk and encrypted inherent key Ji, and outputs

he transformed key to the communicationgunit 270.

+

In step S131, the communication unit 270 recelives the
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storing unit 290f is the sane as that prestored in the subgroup key
storing unit 290d and is not described here. (2) Conversion Unit 291f 20
The conversion unit 291f first reads the subgroup key Gk fromthe
subgroup key storing unit 290f and reads the master key MK fromthe naster
key storing unit 210. The conversion unit 291f then generates a transforned
key by perform ng a predeterm ned cal cul ati on on the subgroup 25 key Gk
and master key M. Here, the predeterm ned calculation is the sanme as that

performed by the conversian saih 29ddcoRbersoBuensiion 201d, 2idpitnathy
outputs the 79 transfornmed key to the conversion unit 230. (3) Conversion
Unit 230 I n tirke ssavee e Xanpl s, t Heh e aponureires winprunin 1 2 34 ¢ exalisthe eemasy er

key Mk fromthe master key storing unit 210 and 5 ﬂfner tes(%q? enfr ted
i nherent keyand wridssl W IRE + P IeE Gy i drits it B S 1S THE Thhe ’é%‘g key

Ki using th ma S k of n i (o]
| nst ead of Sﬁ@%eééﬁéP§?¥8g§?ﬁiﬁﬁgﬁisfngéﬁigg%g,ﬁ%ﬁghwgg%%g?sFg?%ghF%h%30

recei ves thednmnsifoidtmesh keyif r 9ant batdteomtes st pansfibtm@@lkegnd getles at es
the encrypted i.nherent key Ji by applying the encryption algorithmE to
t he i nher entinviegysikin usiifg 3He t ransf ormed key as the key of the encryption

G f1ers Trom the meRory 2t ALALPL or P00 TTCTRAP AL R ooy y° ARG i | or
300f furthersubgroup key Gjk from the subgroup key storing unit 390e,
receives the transformed key from the communication unit 340,
10 and generates the encrypted inherent key Ji by performing an
inverse calculation of the predetermined calculation on the

subgroup key Gjk and transformed key.
In the case where the memory card 200e.is placed in
the memory card reader 400e, the same authentication
15 operation 1s performed. Therefore, the authentication

operation in the case where the memory card 200e is placed in

the memory card reader 400e is not described here.

3.6.5 Conclusion
20 Like the digital content protection system 100d, when
a digital content service system ls run by a plurality of
groups, a plurality of subgroup keys whose number is equal to
the numﬁer of the plurality of groups are generated and each
of the plurality of subgroup keys is assigned to one of the
25 plurality of groups. This allows each group to provide its

own service.
In. many cases, the number of master keys that can be

prestored in a memory card is restricted due to the limited
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i ncl udes a subgroup key storing unit 390f and an inversion unit 391f.

Al so, the inversion unit 321 of the nenory card 20 witer 300f differs from
the inversion unit 321 of the nenory card witer 300. O her elenents of
the nenory card witer 300f are respectively the sane as those of the
menory card witer 300 and are not described here. (1) Subgroup Key
Storing Unit 390f 25 The subgroup key storing unit 390f prestores a
subgroup key Gk that is a 56-bit bit string, |like the subgroup key

storing unitg2900ze Thesulgy aip Key memstpredridn t Howswisgnoufkayresent
storing unit 390f  is the sanme as that prestored in the subgrou

r p_ke

storing uni ldi2Q@fklandnitennoprdesctibadsyetem cg2)ipEERFsE o ?Jn?‘&m%é%fo%he
inversion unit 391f first reads the subgroup ke i Ko f S oup
key storingavsiilapder kays rté’ad’é,’“ttﬁé‘lnrga%t é’?apslge%fll\}/i(ei‘ r%}rirjl t%%@g%r*%%
storing unit 313. T LV i idq 32 ther derenakestRatransfoommedn key
by performng a preggt%P%ﬁ%é&ggéﬂgﬁ%%tloﬁ on the subgroup key Gk and the
master key Mg 10 Jieraikhe ¢f edebapsi nath chbcwratviiged sith&hsaneresent hat
performed by the conversion unit 291d. The inversigon unit 391%wkjng££¥,

out put's t he ditgiarst ornptieRby REPHETE iV eP ¥F bR uni t T228° (37 1 W sTon Uni t

cey M 1 romaaHe TRist G- Ry FEPo PRI T S5 and  gencratee i he Teherent. key
K by appl*hﬂﬂxﬁnet RCIMRel Qlbgroup key is assigned to each group, and
the master key is assigned to the digital content service
10 - system. One of the added control units prohibits the
- conversion unit 29le from performing its conversion
procéssing and has the conversion unit 230 convert the
inherent key prestored in the media inherent key storing unit
520. The other of the added control units prohibits the
15 inversion unit 39le from performing its inversion processing

and has the inversion unit 321 invert the encrypted irherent

key held in the media inherent key information storing unit

320.

20 3.7 Sixth Embodiment

The digital content protection system 100f of the
sixth embodiment includes a memory card 200f, a memory card
writer éOOf, and a memory card reader 400f. The memory carxd
200f and the memory card writer 300f are shown in Fig. 21,

25 while the memory card reader 400f 1is not shown in the
drawings.

The memory card 200f, the memory card, writer 300%,

and the memory card reader 400f are respectively similar to
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algorithm 01 to the encrypted inherent key Ji using the nmaster key M as
the key of the decryption algorithmD . 20 Instead of these operations, in
this enbodiment, the inversion unit 321 receives the transformed key from
the inversion -unit 391f and generates the inherent key K i by applying

t he decryption algorithmDl to the encrypted inherent key Ji using the
transforned key as the key of the 25 decryption algorithmDl. a.7.3 Menprv
Card Reader 400f The nmenory card reader 400f differs fromthe,.nmenory 81

card readerfgg)ﬁgmgp t Lhe MEIwr Yegar geheagercAQ0fwii ¢ hed00i ndndiesha
subgroup key storing unit 490f and an inversion unit 491f. The subgroup

key storing méndr4%Qirdandatibe 4D0verBherefioie, 40f faddordsgedesgelptipe

sanme as the subgroup 5 key storing unit 390f the inv i uni t 391f
and are not celesRHS Y the élﬁ@@?%&%?%t%rﬁa’{]d%ﬁseofe%%é%%bry card
reader 400f is the sane as the inversion unit 321 of the nenory card
witer 300f. Qther elenents of the nenory. card reader 400f are

reSpeCtgye|ngggbﬁggEuﬁgé%ggigzggfthe memory 10 card reader 400. 3 .7.4
Cp_erat I on0 gita ntent Prote .t i,gn System 100f The fgllg ng
is a description ofihhemeperatc@pdo$05frﬂ%ﬁﬁ%ﬁ%eﬂrq@bﬁFEnPeBPGVeE?rSn @95;en1
Dl aced 1 e Harh Pt 87 S0k Dand Fh LR "cACE gy S PRE B To )
card 200f !Ss{)ckgfr%? A Ehe ML Y4 car dorhRadand0bfivr ot be sais@s these
performed in the drgital content protection system 100 and are not
descri bed hefghversion unit 230 of the memory card 200f differs from the
10 convefsion unit 230 of the memory card 200. Other elements
of the memory card 200f are respectively the same as those of
the memory card 200 and are not described here.
(1) Subgroup Key Storing Unit 290f
The subgroup key storing unit 290f prestores a
15 subgroup key Gjk that is a 56-bit bit string.

The subgroup key prestored in the subgroup key
storing unit 290f 1s the same as that prestored in the
subgroup key storing unit 290d and is not described here.

(2) Conversion Unit 291f

20 The conversion ﬁnit 291f first reads the subgroup key
Gjk from the subgroup key storing unit 290f and reads the
master key Mk from the master key storing unit 210,

-The conversion unit 291f then gererates a transformed

key by performing a predetermined calculation on the subgroup
25 key Gjk and master key Mk.
' Here, the predetermined calculation is the same as
‘sthat performed by the conversion unit 291d. -

The conversion unit 291f £finally outzputs the .

79



20 The authentication operation in the case where the nenory card 200f is
pl aced in the nenory card witer 300f is described in detail below wth
reference to rig. 22. The follow ng description centers on the different
steps in authentication operation between the present digital content 25
protection systemand the digital content protection system 100. In step
S150f, the conversion unit 291f reads the subgroup key Gk fromthe
subgroup key storing unit 2901, 82 reads the master key MK fromthe naster
key storing wnids 2keq 0RILRRY ehet ke dvieansifcor ned ked30' by performing the
predet erm ned cal cul ati on"on the subgroup key G k and nmaster key M, and
out puts the (¥arsfrorareddoeyWnit 239 t he conversion 5 unit 230. In step

S130, the conversion unit 230 generates_t € enssfeye Bl
(MK', Ki) by applyinéntﬁéeeﬂé?ygt?%ﬁppaﬁ%bpgé%n1§§M¥%§gﬁ% |n£erent k%y Ki
usi ng the transf k ' t BgekpY s@b rt ke yernaomitigonral gaz 1 ® hamél .
10 In step fﬁg{gé?iﬁ%%r%%oﬁéﬁﬂit %91f r eads gﬁe subgroup key Gk from
the subgroup kayrsidy | BBeUnidc3f0fed Lehdsenhe kst €n Key ®PLYdMGt hehe
mast er key storing unit 313, generates the transfornmed ke%.Mc .bly he
perfor i ng tdrerymisdet ez ieRHC R B &9 oF1®n ‘PRETEMY 0t Koy I hng'

master 15 key M, anpd outputs the transfor ¥ wi1ba theydvedsi on.
uni t 321.il$§ﬁ¥ﬁflg?¥ eqﬁnﬁﬁ%i%ﬁyw%é)gﬁg ggng tas the%;inherent key

Ki=D1, (M'pEl(Mq Kbk) bieaep! ¥pagathensdeciyptiionsal govodbmek, t othhe
encrypted inherent key El ] ‘
conversion unit 230 receives the transformed key from the

10 conversion unit 291f and generates the encrypted inherent key

Ji by applying the encryption algorithm E1 to the inherent

key Ki using the transformed key as the key of the encryption

algorithm El.

15 3. 7.2 Memory Card Writer 300f

The memory card writer 300f differs from the memory
card writer 300 in that the memory card writer 300% further
includes a subgroup key storing unit 390f and an inversion
unit 391f. Also, the inversion unit 321 of the memory card

20 writer 300f differs from the inversion unit 321 of the memory
card writer 300. Other elements of the memory card writer
300f are respectively the same as those of the memory card
writer 300 and are not described here.

(1) Subgroup Key Storing Unit 390f£

25 The subgroup key storing unit 390f prestores a
subgroup key Gijk that is a 56-bit bit string, like the
subgroup key storing unit 290¢£.

The subgroup key prestored in the subgroup key
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20 (MK',Ki) using the transfornmed key as the key of the decryption
algorithmDl. In-the case where the nenory card 200f is placed in the
menory card reader 400f, the sane authentication operation is perforned.
Therefore, the authentication 25. operation in the case where the nenory
card 200f is placed in the nmenory card reader 400f is not described here.
3. 7, 583 Like the digital content protection system 100d, when a
digital content service systemis run by a plurality of groups, a
plurality ofsssPai@uunkeys3anpsesnufiber sameegusal that theesvobed din thee
plurality of groups are generated and each 5 of the plurality of subgroup
keys i s assigHegrowp oney o$tehing phuital399L ofngrbupdot TR EC B PRMsi @58 group
to provide i{%%eﬁ¥n serviﬁg..l y cases, the nunber of master keys that
can be pres Yo 3 Penoryt ¢ is restricted due to the linmited 10

storage capacity of gifae iHREREY ofdldit HoveYeri riherpaes et dighy abus oré gnt
protection systemcan i ncrease the nunber of available keys by conbining a
mast er key apyk sfbgmotthekeygagroutp stegul si-dvel mpt sdiheB@Ofhandsareddestifat
are conmmon to a plurality of groups can be provided in the ?igsent 15

n

digital conteriteF fettMont SRt MBS fRF SHEY tWoP bt her " th | units are
added to the digita&h%pqg%%Es?%Rt885E099kfy§ﬂgﬁlgéﬂgr§9@§ §u@gg@gpQg@ydis

assigned to each group, e naster key 1s aSsigned to the digital

Content_Sefvwﬁﬁlﬁﬁ¥ﬁi@m&mﬂamg af ptbee edelethedntaladulniiies prokihbi ssbgheu0
conversion unit 291f fromperformng its conversion processing and has the
conversi on ukgy @80 zonvere megter key Mk.

10 Here, the predetermined calculation is the same as
that performed by the conversion unit 291d.
The inversion unit 391f finally outputs the
transformed key to the inversion unit 321.
(3) Inversion Unit 321
15 In the above embodiments, the inversion unit 321 read
the master key Mk from the master key storing unit 313 and
generates the inherent key K'i by applying the decryption
algorithm D1 to the encrypted inherent key Ji using the
master key Mk as the key of the decryption algorithm DI1.
20 Instead of these operations, in this embodiment, the
inversion unit 321 receives the transformed key from the
inversion unit 391f and generates the inherent key K'i by
applyiné the decryption algorithm D1 to the encrypted
inherent key Ji using the transformed key as the key of the

25 decryption algorithm DI1.

3,7.3 Memory Card Reader 400f£

The memory card reader 400f diffexs from the.memory
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i nherent key prestored in the nedia inherent key storing unit 220. The

ot her of the added control units prohibits the inversion unit 391f from
performng its inversion processing 25 and has the inversion unit 321
invert the encrypted inherent key held in the nmedia inherent key
information storing unit Also, in the digital content protection system
100f, "84 the sane master key is prestored in the master key storing units
210 and 313. However, a public key nmethod nay be used in the nmanner

descri bed bel ddhddie Aigifaleeonten e tdond sysdder 1900 £ uSinghed t he
public key method, the nmaster key storing unit 210 of the nenpry card 200f
prestores aigefnetekey diliagrosp t hey naseeingkeni tTHS Ofemstd) arth%obHon

further includes a public_ key ener at i unit that genera a | Lc_key
fromthe t st oﬁﬁgé-keyTaéné’r FPBY ?ge\! Ot o%nﬁg‘i t&ggflf aglh&g {:ﬁ% 10
public key i,s sent. to th pr A Qhd Raadvancene kibgheu
nmenory card W‘ietr(frm%blﬂl%t ggngn%lf%;{?soﬁr!g%%\lﬁeligo encrypts contentg us?ng
the public key, s3or@n@viuath Egbodimenthed 5inkher sdicgi talitcSRfénangr srecnpdn

system 100g of" this enbodi nent includes a nenory card 2Q0g, a nennr%véard
witer 300gjesmndibed nesory cBre LaHEEF12D0YRLIThE 2teifdr - HArTEH0DY C3ahd t he

menory card witer 3 are shown in Fig.,23,.whle Jthe,memany ca¢ dergader
400g i s not EﬁﬁﬂﬁFiﬂggﬁelargb%uﬁfmioa?hgh%eﬁﬁ%%%é%%ﬁ2089, the menmory card

writer 30091mer§5‘§6t$§rcgwa/efajdbf eadpn 40041 @fén £ £SPECtihe ehymstpi tardt o
the nmenory car O, the menory card witer 300, and the nenory card
reader 400. Jdhefef ot f tde frelsbewitigedgschepshps as those of thé memory

10 card reader 400.

3,7.4 Operation of Digital Content Protection System 100f

The following is a description of the operation of
the digital content protection system 100f.

15 The operation outlines in the case where the memory
card 200f is placed in the memory card writer 300f and in the
case where the memory card 200f is placed in the memory card
reader 400f are the same as those performed in the digital
content protection system 100 and are not described here.

20 The authentication operation in the case where the
memory card 200f is placed in the memory card writer 300f is
described .in detail below with reference to Fig. 22. The
followiﬁg description centers on the different steps in
authentication operation between the present digital content

25 protection system and the digital content protection system
100.

In step S150f, the conversion unit 291f reads the

subgroup key Gjk from the subgroup key storing unit 290f%,
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centers on the different aspects of these elenents. 25 3,Q,] Menory Card
200g The nenory-card 200g diffe;r.s,fromthe nenory card 200 in that the
menory card 200g further includes a subgroup key 85 storing unit 290g and
a conversion unit 291g. Also, the encryption unit 252 of the nenory card
200g differs fromthat of the nmenory card 200. O her elenents of the
menory card 200g are respectively the sane as those of the nenory card 5
200. (1) Subgroup Key Storing Unit 290g The subgroup key storing unit 290g
prestores a ré&dthgrone neeted keyhHk Esom Ofe hhdstdd Ity istprilng sobgr @up, key
prestored in the subgroup key 10 storing unit 290g is the Eane,as t hat
prestored i rgeneradifiyr duie kX an P EBedni ke 2o0#k andPy s RRTLAREERPbel Rer e.

(2) Conversion it 2919, The canversion unit Lr r S e oup
key Gk fro‘?ﬁ?%%%eg{lpcﬁ@ ?ttolﬂrhémuﬁihte Eégégé’tr% ?‘%nggghéwﬂggg%r ent
key Ki fromﬁée&f WiBdigd PReLERE KBY EEQRE A tke?Mk' TRE theNvOhTLeR BRI t
291g then generates a transfornmed key by performng a predeterm ned

cal cul agi on @yt he3subgroup key G k and the inherent key Ki. 20 Here, the
predeterm ned cal culation is the same as that perfprqﬁg Qg t he conveﬁsion
unit 291d. Th_e convér St FHi30 20 G5 ‘Rt pirst 120 ¢FARE? bF el Rey

to the encr)g%éé§b€gg En%%%e% &Q? Eyt?ﬁ*',Ki) by applying the encryption
algorithm El to the inherent key Ki using the transformed key
Mk' as the key of the encryption algorithm El.

10 In step S151f, the inversion unit 391f reads the
subgroup key Gjk from the subgroup key storing unit 390f,
reads the master key Mk from the master key storing unit 313,
generates the transformed key Mk' by performing the
predetermined calculation on the subgroup key Gjk and master

15 key Mk, and outputs the transformed key Mk' to the inversion
unit 321.

In step 132, the inversion unit 321 generates the
inherent key K'i=D1. (Mk',El(Mk',Xi)) Dby applying the
decryption algorithm D1 to the encrypted inherent key E1

20 (Mk',Ki) using the transformed key as the key of the
decryption algorithm Dl1..

In.the case where the memory card 200f is placed in
the meﬁory card reader 400f,. the same authentication
operation 1is performed. Therefore, the authentication

25 operation in the case where the memory card 200f is placed in

the memory card reader 400f is not described here.

3,7,5 Conclusion
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aut hentication unit 250. 25 (3) Encryption unit 252 In the above exanples,
the encryption unit 252 reads the inherent-key Ki fromthe nedia inherent
key storing unit 220 and generates the encrypted random nunber S1 by
applying 86 the encryption algorithmE2 to the random nunber Rl using the
i nherent key Ki as the key of the encryption algorithmE2. Instead of
these operations, in this enbodinent, the encryption unit 252 receives the
transforned key fromthe 5 conversion unit 291g and generates the encrypted

random nunber Sl by jaepknendi§heaEnesyid ©p algertidimsk2 tean £86d, r ahdom
nunber Rl using the transforned key as the key of the encry tion,algo;ithm
E2. 10 3. 8.2 MthmiyaCacdnentese3y ifite SHIMRY £ar Ui Pierd #H$ERr9tfrom

the nenory card witer, 30Q.in that the menpry card witer 30Qg furth
incl udes a IR K& EBGHHgOHinP L SERYP a}ﬁedy an}cf*lsveerny o1 - g(r%'l tqustltg.‘e‘g

Al'so, the de&ﬁ%pgwey”gé 3 \Br%rtafi‘ié:%@rétr%g;a@eéu‘%e%bheﬁa%@@gaﬂhf 1

fromthat of e nenory car iter | ements of the nenory card
witer 3009 &f e-hé ©SPEELLVEY Yok heulsqu@umskée hosks odss hgnednboyonar dfwkheer
300. (1) -Subgroup Key Staring Unit 390g 20 The subgroup key stori uni t
390g prestorpﬁmz@lSUMQwéu@rQQQSCJkfmhﬁialkoﬁsS%aﬁht95?¥PsF?iHﬁ?VFgge*Fﬁe
subgroup key storing,unit 290g. The subgroup key prestored in the subgroup
key stoH1ufYRn?eégbﬁeis the same as that prestored in the

In many cases, the number of master keys that can be

prestored in a memory card is restricted due to the limited

10 storage capacity of the memory card. However, the present
digital content protection system can increase the numper of
available keys by combining a master key and subgroup keys.

It should be noted here that services that are common

to a plurality of groups can be provided in the present

15 digital content protection system. To do 80, two other
control units are added to the digital content protection
system, the same subgroup key is assigned to each group, and

the master key is assigned to the digital content service
system. One of the added control units prohibits the

20 conversion unit 291f frdm performing its conversion
processing and has the conversion unit 230 convert the
inherent key prestored in the media inherent key storing unit

220. fhe other of the added control units prohibits the
inversion unit 391f from performing its inversion processing

25 and has the inversion unit 321 invert the encrypted inherent

kxey held in the media inherent key informaticn storing unit

i
O L

Also, in the digital content protection system 100f,
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25 subgroup key storing unit 290g and is not described here. (2) Inversion
Unit 391g The inversion unit 391g first reads the subgroup key Gk from

t he subgroup key storing unit 390g and reads the 87 inherent key K i from
the nedia inherent key storing unit 323. The inversion unit 391g then
generates a transformed key by perform ng a predeterm ned cal cul ati on on
the subgroup 5 key Gk and the inherent key Ki. Here, the predeterm ned
calculation is the sane as that perfornmed by the conversion unit 291d_ The
i nversi on uniie 394dgefinaatby taiypuss pirdestdreansfroryted keyten kag deorypti on
unit 333. 10 (3) Decryption Unit 333 In the above exanples, the decryption
unit 333 reatsity WLQ e 3 keylowevery om PO LAEdiKEYI AREFERL MR¥yPSt ¥BRAg

unit 323 and nerat es the rando unper R | by applying the decryption
al gorithm D2% g&%é“e?ﬂﬁ@p‘f%%“?%%%%% MHer S1 15 using the inherent key

K'i as the key of the del ¥ldidhl agddithpiFredtibdeagy ofehhesf using
operations, in this enbodinent, the decryption unit 333 receives the

t ransf og ned theeyprld tdeg mpvkod| onhhenhd s SO gkands tgenerates. tt R4 Or afidbire
nunmber. R 1 by applying the decryption algorithmD2 tq the 20 _encrypted
random numbere™AE Vst REt ABOF r BREFOPABE Rey °&% Sfthee Yk ey 3t %%etﬁ%c?ggtFBn

i frers Trom e mimer ot Ea A Feaite 200 he t nar T Rec Rerory eard FeAder
400g furthergenerating unit that generates a public key from the
transformed key generated by the conversion unit 291f and the
10 public key is sent to the memory.card writer 300f in advance.
In the memory card writer 300f, the encryption unit 360

encrypts contents using the public key.

3.8 Sevepth Embodiment

15 | The digital content protection system 100g of this
embodiment includes a memory card 200g, a memory card writer
300g, and a memory card reader 400g. The memory card 200g
and the memory card writer 300g are shown in Fig. 23, while
the memory card reader 400g is not shown in the drawings.

20 The memory card 200g, the memory card writer 300g,
and the memory card reader 400g are respectively similar to
the memory card 200, the memory card writer 300, and the
memory éard reader 400. Therefore, the following description
centers on the different aspects of these elements.

25
3.8.1 Memory Card 200g

The memory-card 200y diffexrs:from the memory caxrd 200

in that the memory card 200g further includes a subgroup key
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i ncl udes a subgroup key storing unit 490g and an inversion unit 491g. The
subgroup key storing unit 490g and the inversion unit 491g are
respectively the sanme as the subgroup 88 key storing unit 390g and the
inversion unit 391g and are not described here. The decryption unit 433 of
the nenory card reader 400g is the sane as the decryption unit 333 of the
menory card witer 300g. Oher elenents of the nenory card 5 reader 4009
are respectively the sane as those of the nmenory card reader 400. 3.%..4
Operation ofs Y gidal uont epbgPreked | eanPysseon100iQ 2B f ol Rawong trs a
description of the operation of 10 the digital content protection system
100g. The opercatipahoouthined52 ot Hie awmontyecerehdORendt fEeear fravoyiats

pl aced in the nenory card witer 3009 d in.the  cas er

card 200g i§ﬁﬂ§hﬂxﬂ?@9¥¥m§?ﬁ§mﬁ?ocarggg?ﬁaaé?mﬁﬁﬁﬁ Sge%?ﬁe%§éﬂgaggﬂgﬁ%se
performed inthe digi t r tLen eR¥l ARG ye, drd
described h roeog. e %%%%%Jﬁg%f%h%pgﬁ% %ﬁ F§¥§%eggaggeMere I?{he menory
card 2099 i sop.aced in the nenory card witer 300g is described in detai
below with reference to Fig. 24. The follow ng description centers on the
di fferent st@ps Sub@uautieentStoatingn Uegdr 28506n bet ween the present digita
content protection_system and the digital .content. pr ti 00.
In step S150g, the Eaﬁve?g$%50%mi5“?@15tPé&§§ tﬁgatsu%%§§u69ﬂ%§y%§§§}F%m

the. subgr OUR ek RIPHA0 etgﬁrn' 22005 225 ¢-8ads Hike durieient key Ki fromthe
In

medi a i nher én ey ‘sto unit 220, generates the transfornmed key by
perform ng the The subgroup key prestored in the subgroup key
10 storing unit 290g is the same as that prestored in the

subgroup key storing unit 290d and is not described here.

(2) Converslon Unit 291g

The conversion unit 291g first reads the subgroup key

Gjk from the subgroup key storing unit 290g and reads the
15 inherent key Ki from the media inherent key storing unit
220.

The conversion unit 291g then generates a transformed
key by performing a predetermined calculation on the subgroup
key Gjk and the inherent key Ki.

20 Hexe, the predetermined calculation is the same as
that performed by the conversion unit 291d.

The conversion unit 291g finally outputs the
transfo%med key to the encryption unit 252 of the mutual
authentication unit 250.

25 (3) Encryption unit 232

In the above examples, the encryption unit 252 reads

the inherent.key Ki from the media inherent key.storing unit

220 and generates the encrypted random number S1 by applying
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predeterm ned cal cul ati on on the subgroup ke.y:. -Gk and inherent key Ki,
and outputs the transforned key to the 89 encryption unit 252 of the

mut ual aut hentication unit 250. In step 5135, the encryption unit 252
receives the transfornmed key fromthe conversion unit 291g and generates
the encrypted random nunber S1 by applying the encryption 5 algorithm E2
to the random nunber R using the transfornmed key as the key of the
encryption algorithmE2. In step 3151g, the inversion unit 391g reads the
subgroup keyp¥d kerdd:0pdike SURGTOUAMKEY 66 OfhéOrakddm 3A0Ger maAdS itnke the

i nherent key K'i fromthe nedia inherent key 10 storing unit 323, generates
t he transf orirede keyt bjepeKiorsi nge tdey mieddiereneePeadeupiePoAtbn ERe

subgroup key_ G k and inherent key K i, and outputs.the transfornmed k to
the decryptidRtEAIG §£. tE‘ﬁ_Sﬁ eB\p/_Té‘?FlPﬁé”de&Pyp%ﬁbﬁ uﬁf“%ogéﬁlep&ei Ggé t he
L5 transforned Koy, fogmine inmersion 1 tcR916-30d saenpiatiesy them ardom
nunber Ri by a yrng the decryption algorithmD2 to the encrypted random

nunber §1 usidwvdPeidsansfiar medlleyands gbhe risey sof théie edeoryptddnrahdomi t hm
D2. In the case where the nenory card 2009 is placed in 20 the negnr% card
reader 400g,nwheeBafid &t hePR+EbRY 0fNeoFEIRYRIN-GTs PePPoLhel. EFhetef 6PE,

the authentication _operatj.on i.n t case r he nmenqr ard 20Qg
pl aced in t?ﬁpéﬁﬁnﬂ%ﬁkﬁﬁ %eﬁﬁﬁQS'Egﬁg Fgﬂgggrgggbsfgegghépg.k%g %?kgh?he

di gi tal contgg% Ol sstd phosystem100d, when a digital content service
systemis run ?ﬂ% ﬁﬁﬁral??y of

10 r r
The memory card writer 300g differs from the memory
card writer 300 in that the memory card writer 300g further
includes a subgroup key storing unit 390g and an inversion
unit 391g. Also, the decryption unit 333 of the memory card
15 writer 300g differs from that of the memory card writer 300.
Other elements of the memory card writer 300g are
respectively the same as those of the memory card writer
300.
(1) Subgroup Key Storing Unit 390g
20 The subgroup key storing unit 380g prestores a
subgroup key Gjk that is a 56-bit bit string, like the
subgroup key storing unit 290g.
—The subgroup key prestored in the subgroup key
storing unit 3§Og is the same as that prestored in the
25 subgroup key storing unit 290g and 1is not described here.
(2) Inversion Unit 391g
The inversion unit 391g first reads the subgroup key

Gjk from the subgroup key storing unit 390g and reads the
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groups, a plurality of subgroup keys whose nunber is equal to 90 the
nunber of the.plurality of groups are generated and each of the plurality
of subgroup keys is assigned to one of the plurality of groups. This

all ows each group to provide its own service. 6 In many cases, the nunber
of master keys that can be prestored in a nenory card is restricted due to
the limted storage capacity of the nenory card. However, the present
digital content protection systemcan increase the nunber of available

keys by coMqﬁﬁggbgtnﬁgyemckeYramd@ngﬁéugakeyﬁeréﬁtl&eﬂunﬁ@kbmgnuhed
here that services that are coomon to a plurality of groups can be

provided in 32®. present digital content protection system To do so tmo

other <control units are added to the dlﬁlta| cont ent rotec%é
t he same subgroup kéVmi§n§§§S@ﬁ€du96te§8 JgFBER, 95RE*1 e?h% ?Pé

assi gned 10 Lhe i GdloSantent pastuLEen:. g&t@mcﬁgeclcsntaw@@d%@b@%@ol

uni ts pr ohi conversi on-u rom perfor mng Its conversion

processing has$ ktgﬁdcgwyeiﬁmé&bﬁwﬂEeQ3@1convert the inherent key
prestored in the nedla i nherent key storlng unit 20 220. The other of the
added control units Hemshi bies phedetaumise nCaﬁFP*égiﬁnfﬁﬁn%ﬁﬁfﬁ?ﬁ?njslts

i nver si on proceSS|n$ annggg t.he |nver5éognugnt 3 jnvert the encrypted
i nherent  key#el RETHoTHE ST Nt Eht |nTorna%|on storing unit 320.

25 3.9 Fi gnth Enmbodifent; The rdiigirt alurplwteaﬁl@r of eahilQly Sysiepuieohtbk

i transformed key to the decryption unit 333.
10 (3) Decryption Unit 333

In the above examples, the decryption unit 333 reads

the inherent key K'i from the media inherent key storing unit

323 and generates the random number R'l by applying the

decryption algorithm D2 to the encrypted random number S1

15 using the inherent key K'i as the Kkey of the decryption

algorithm DZ. Instead of these operations, in <this

embodiment, the decryption unit 333 receives the transformed

key from the inversion unit 391g and generates the random

nunmber Rl by abplying the decryption algorithm D2 to the

20 encrypted random number S1 using the transformed key as the

key of the decryption algorithm D2.

3.8,3 Memory Card Reader 400g

The memory card reader 400g differs from the memory

25 card reader 400 in that the memory card reader 400g further
includes a subgroup key storing unit 490g and an inversion

unit 49ig. The subgroup key storing unit 490g and the

inversion unit 491g are respectively the same as the subgroup



enbodi nment i ncludes the nenory card-,.200, a nenory card witer 91 300h,
and a nenory card reader 400h. These el enents are shown in Fig. 25 and 26.
r The menory card 200 of this systemis the sane as that of the digital
content protection system 100 and is not 5 described here. The nmenory card
witer 300h and the nenory card reader 400h are respectively simlar to the
menory card witer 300 and the nenory card reader 400. Therefore, the
foll owi ng description centers on the different aspects of these el enents.
10 3.9 .1 Nﬁ&gf%&%&q Wiht € 3369 harkh e Hee ndive 1edioh WhiteB9360hndi &ter sof rom
the nenory car mwitgr 300 in that the menory card witer 300h further

incl udes a ewerideah henid. 3Fheantber wdokeynithpld3 wuf ttispInensr ) gardt he
encryption unit 360 of the nenory card wiiter 300h .diffets fy e
encryption WAAFBOAOPIthe MBROSY EarF WS tBFC3BO R h §E§|§%§ﬂéflﬁ“?he

menory card witer 300 I ti TR hase ry
card witer "ERYY G )w t:errr ey 'np\l?t-}d nzlt'tbq393 Thsgsoufser ke@?i%ﬁt@ﬁﬂ?t
393 i ncf udes, ARd W davieC@espuehiacla knybsand aadthesei vBstie usenckey
froma user. The wuser key nmeans a password that is"determ.ined by each
user, is knawl adaddryy 4He user, and is inherent in the user. Also, 25 the
user key is a conbination of al phabets, nunbers, and synbols.

3.8.4 Operation of Digital Content Protection System 100g

The following is a description of the operation of
10 the digital content protection system 100g.

The operation outlines in the case where the memory
card 200g is placed in the memory card writer 300g and in the
case where the memory card 200g is placed in the memory card
reader 400g are the same as those performed in the digital

15 content protection system 100 and are not described here.

The authentication operation in the case where the
memory card 200g is placed in the memory card writer 300g is
described in detail below with reference to Fig. 24. The
following description centers on the different steps in

20 authentication operation between the present digital content
protection system and the digital content protection system

100.

in step S$150g, the conversion unit 2%91g reads the

subgroup key Gjk from the subgroup key storing unit 290g,

25 reads the inherent key Ki from the media inherent key storing
unit 220, generates the transformed key by performing the
predete mined ~calculation on the subgroup _kgyéquk and

‘. inherent key Ki, and outputs the transformed key to the
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After receiving the user key, the user key input unit 393 outputs the user
key to the conversion unit 392. 92 (2) Conversion Unit 392 The conversion
unit 392 first reads the inherent key K i fromthe nedia i nherent key
storing unit 323 and receives the user key fromthe user key input unit
393. 5 The conversion unit 392 then generates a transforned key by
performng a predeterm ned cal culation on the inherent key K i and the
user key. Here, the predeterm ned calculation is an exclusive disjunction

(excl usive ﬁqv&ﬁejb&gqyf{g%% U{%gtﬁ%ﬂgé@ilyu%@yiéaib@n 4Ritrapsfor ned

key to the n- uni cryption Unit 360 In the above
exanpl es, the encrypti jtdpid1 BH0 £g@denchpriphenernitc Kbz Krecéivast hbe
medi a i nherent key storing unit 323, divides the content read fromthe
content storirgnafivtmdd B70 freo thelcorversier waitiaPleorRendsnerarpsy,

2, 3,...) which i ha 64-A it bit Stg ¥
of encry)pt ecFl’!pérﬂl'“gFgggﬁfigﬁlaéld@F‘l (’}uglflbeéggngy %%&gggg 3‘%}?1% Q?Eg%ﬂbhy

encryption algorit to,e Rahlcal reaMeantr 10 ustsidgrhé herbnbgbenkakey
Ki as %’he kae]gg%‘fl%%%c??/p?ﬁgn aF‘gori tnhm 20 E2. Instead of these

operations, udy tdu screshosy entthé henceywot gt i ohgoni thiBeB2F ecei ves the
transformed key fromthe conversion- unit 392, divides épﬁ cont ecgt %ead
fromthe content stori®geRniSLO390 iH® ANPREPAPRL YbFT pdrtPal*Emmt ent’'S G

bl ural 1y ofS SIESHA ol Baforialt KOt B s ErofP LR ey S e TRo02 . e
encryption algord t Bn-E2; {8868 key K'i from the media inherent key
10 storing unit 323, generates the transformed key by performing
the predetermined calculation on the subgroup key Gjk and
inherent key K'i, and outputs the transformed key to the
decryption unit 333.
In step 137, the decryption unit 333 receives the
15 transformed key from the inversion unit 391g and generates
the random number R'1L by applying the decryption algorithm D2
to the encrypted random number S1 using the transformed key
as the key of the decryption algorithm DZ.
In the case where the memory card 200g is placed in
20 the memory card reader 400g, the same authentication.
operation 1is performed. Therefore, the authentication
operation in the case where the memory card 200g is placed in

the memory card reader 400g is not described here.

25 3.8.5 Conclusion

Like the digital content protection system 100d, when
a digital content service system is run by a plurality oXf

groups, a plurality of subgroup keys whose numbexr is equal to
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partial content Cusing the transfornmed key as the key of the encryption
algorithmE2. 93 3 . 9 . 2 Menory Card Ruder 400h The nenory card reader
400h differs fromthe nmenory card reader 400 in that the nmenory card
reader 400h further includes a conversion unit 492 and a user key input
unit 493. 5 Also, the decryption unit 460 of the nenory card reader 400h
differs fromthat of the nenory card reader 400. Other elenents of the
menory card reader 400h are respectively the sanme as those of the nenory

card reader tﬁ%onu%LFU%?r tggygggp&lhﬁ,pi ie 30s Thee Ussie ieyed Npnd amdr 493

receives a user key from a uSer and outputs the user key to the conversion
unit 492, Litkehtehglusen ikgy dfnpubgtdivo ¥@¥s (i) aGeigers] ore Unie ADxIThe
conversion unit 492 first reads the inherent key 15 K i fromthe nedia

i nherent keplotedity @fi 9292Psand ThdSeityde¥st FEWs SEWR) ¥ G TR CsETS key
input unit 493. The.conversion unit 392 then generates a transforned key
by perforni Y a 3FrddéCer mi ned cal cul ation on the inherent key K i and the

user key. Here, therpregdelessmided c120 Lalgdd df e dteAke)c|ilsitvecan be
di sjunction. The conversion unit 492 finally outputs the transfornmed key

to the decr piistoredi tind@0 mef®)r yDearyptiisorelgtiat 460 194:a He dt el %l es,
the -decryption unit 460 reads _25 the inherent key K i from.the di
i nher ent ~ key t9r@genFanaat tya2f, %Q/irﬁ%‘g"’f%e‘:%ﬁgrypﬁé’(‘feggﬁt’en ht.ér e%e %ér%z)tm t he

content digital content protection system can increase the number of
available keys by combining a master key and subgroup keys.

10 It should be noted here that services that are common
to a plurality of groups can be provided in the present
digital content protection system. To do so, two other
control units are added to the digital content protection
system, the same subgroup key is assigned to each group, and

15 the master key is assigned to the digital content service
system. One of the added control units pronibits the
conversion unit 291g from performing its conversion
processing and has the conversion unit 230 convert the
inherent key prestored in the media inherent key storing unit

20 220. The other of the added control units prohibits the
inversion unit 391g from performing its inversion processing

and has the inversion unit 321 invert the encrypted inherent

key held in the media inherent key information storing unit

320.

29
3.6 FEighth Embodiment

The digital content protection system 100h of this

embodiment includes the memory card- 200, a memory card writer
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storing unit 470 into a plurality of encrypted., partial contents G (i=1
2, 3,...) which is each a 64-bit bit 94 string, and generates a plurality
of partial contents H (i=1, 2, 3,...) by applying the decryption
algorithmD2 to each encrypted partial content G using the inherent key
Ki as the key of the decryption algorithmD2. |Instead of these 5
operations, in this enbodi nent, the decryption unit 460 receives the
transforned key fromthe conversion unit 492, divides the encrypted
content readsdgiom Lhe GORSY ot 04180 reddier 40DH Nt 0TRepkuUredldntentof are
encrypted partial contents G ~ (i=l, 2, 3,...) which is each a 64-bit bit
string, and sHbwyener &ies. & plancalddy of partial contents H (i=1, 2, 3,...)

o e tr ancs BhRcaamst et th 200 6F TG dromtsbn el fine ts s
using the trans a i gori .
.a. 3 t f i_.tal,. ' T | i i
a.3 Qer ﬁﬁéﬁlé?'Lnéad?gg%ﬁﬁnEogﬁghgi8r89e§¥§5§”§%9@9m Tbe £R4! owipgeis a

description opera n of Ital content protection system

100h. The ayhentigal ivdroperatd osmdry tderd asei vdwer 30 0theandretine ymemas ty 200
is placed in the nmenory card witer 300h and 20 in the case where the
nenory card 208 ireasleacddOhn arrke respecyivats FoBHEATADONT AP SMERRT ¥ af® T ds

th f dir. igital t t t ti t e 3 t
desori bed _reree it § rrdurhG BESRRYprroR Soncerne e oni ot o oere"®
outlines in éﬂ';g SESty “@&éﬁgigﬁiaﬁﬁ%}ﬁtg%d R00hs Bhagedenn ddid@mNosy

card witer int ase where the nenory card 200 is placed in
the menory cafehd eddaferdOh.

10
3.9,1 Memory Card HWriter 300h

The memory card writer 300h differs from the memory
card writer 300 in that the memory card writer 300h further
includes a conversion unit 392 and a user key input unit 393,

15 Also, the encryption unit 360 of the memory card writer 300h
differs from the encryption unit 360 of the memory card
writer 300. Other elements of the memory card writer 300h
are respectively the same as those of the memory card writer
300.

20 (1) User Key Input Unit 393

The user key input unit 393 includes an input device
such as a keyboard and receives a user key from a user. The
user key means a password that is determined by each user, is
known only by the user, and is inherent in the user. Also,

25 the user key is a combination of alphabets, numbers, and
symbols.

. After receiving the user key, the user key input unit

393 outputs the user key to the conversion unit 392.
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(1) Operation Qutline in the Case Were Menory Card 200 Is 95 Placed in
Menory Card Witer 300h When the nenory card 200 is placed in the nenory
card witer 300h, the operation in the flowhart shown in Fig. 7 is also
perfornmed. However, the different operation is 5 perfornmed in step S114 in
the digital content protection system 100h and is described below wth
reference to the flowhart shown in Fig. 27. The user key input unit 393
receives a user key from a user and outputs the user key to the conversion

unit 392 1Q2gs SRvellQbh. vhhe gonversion unit 392 reads the inherent key
K'i fromthe nedia inherent key storing unit 323, receives  the user key
fromthe user key iTipetcomver30s weierddes iast rrapdohed WEPIRAL key

performng the predeterm ned calculation op the inhere - he
user key, a#d o‘fﬁ%t@et fedig thQﬁ§FBFrTgayk§§°fbn?h%n%%c%%ﬁ%%%%?%
(step S101h). The __encr i_on i gi et rssformed key from
t he conver§P nuﬁﬁftk%gzggl?bfggshfﬁgog%ﬁfeﬁ¥ﬁﬁéad fromthe content
storing unit 370 intReacPhveasidy wiipazsl alheoeanmtad A ittgnpfogned.)
which is each a 64-bit bit string, 20 generates a_plurality of e cr%$ted
partial conteyt byFpefEaiming a predgtappig®s FRAGIEREIBACPYpEPBN AFEDTH T hm

E2 to each partial content. G using the tra med y ofq4 the
encryption éﬁ@brﬂ?hn1%&é anfd® out oL s %ﬁ%'plupi%?%y o?ﬁgengﬁigggéhﬁ%}tial

gg%m ia{:: é:%q.cm%t%wg G 1k 1 ity 340 A r(d ieth S us ikhe OR) .
unit 340 outputs the plurality of encrypted partial contents
Fi to the conmmuni cahieon aorite270onf tihe tredHdy d%#@ﬁggﬁ:,°P§Péﬁ331d§h§
10 transformed key to the encryption unit 360,
(3) Encryption Unit 360
In the above examples, the encryption unit 360 reads
the inherent key K'i from the media inherent key storing unit
323, divides the content read from the content storing unit
15 370 into a plurality of partial contents Cci (i=1, 2, 3,...)
which is each a 64-pit bit string, and generates a plurality
of encrypted partial contents Fi (i=1, 2, 3,...) by applying
the encryption algorithm E2 to each partial content Ci using
the inherent key K'i as the key of the encryption algorithm
20 E2. TInstead of these operations, in this embodiment, the
encryption unit 360 receives the transformed key from the

conversion unit 392, divides the content read from the

content storing unit 370 into a plurality of vartial contents

ci (i=1, 2, 3,...) wnich is each a 64-bit bit string, and
25 generates a plurality of encrypted partial contents Fi (i=1,
2, 3,...) by applying the encryption algorithm E2 to each

partial content Ci-using the transformed key as the key of

the encryption algorithm E2.
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(2) Operation Qutline in the Case Were Menory Card 200 Is 96 Placed in
Menory Card Reader 400h When the nenory card 200 is placed in the nenory
card reader 400h, the operation in the flowhart shown in Fig. 8 is also
performed. However, the different operation is 5 perfornmed in step S125 in
the digital content protection system 100h and is described below with
reference to the flowchart shown in Fig. 28. The user key input unit 493
receives a user key from a user and outputs the user key to the conversion

unit 492 1Wﬂ unit 492 reads the inherent key
Ki fromth T nheren ey storing unit 423, receives the user key
fromthe user key imnput membky483rdgeneariatred 08h dddifefrgr ek ey pymemory

perform ng the predeterm ned calculation on the icgherecft kqe@'Oh'}_u a{‘lﬂ t he
user key, awcgroutme@dsn HO 05 R SFhfedelsFk F3ie ST on” unit —480

(e 3o hidss SqEYRVERD; Sl n 00 SPCSIVEE sBe kEgnehoLERankeyabsom

the conver 3 t 248 S e encrypted content read from the

content, stonj,ng unit, 4LQARLG.A Rhutahbbyoof trachypbed cpadtresdeoni@its G
(i=1, 2, 3,.77)'which is each a 64-bit 20 bit string, and generates

a
plurality ofiiFadrsal feont ehts Hf thelmemozy . caydpyredsintyi Aglt he Other
decryption algorithmD2 to each encrypted par g{a cont % i i
t r ansf or ned lependgs ﬂfetlkl@y“‘@f“OFHeCGE%ﬁﬁ??gﬁ gp r?—’lf%mg%%p s?‘g‘?)éggm’ﬁ?. 25
3 9 5 Conclusion _Th sers e n%%*sr%@@e%ﬁp gecrypt the encrypted

Eltkl'l%se soeffacglf ?ﬁ;e el ves.

contents usiSTJuser Keys Therefore, the digital
content prot@ot iyye Su&demmfut irsit 493

10 The user key input unit 493 receives a user key from
a user and outputs the user key to the conversion unit 4982,
l1ike the user key input unit 393.
(2) Conversion Unit 492
The conversion unit 492 first reads the inherent key
15 K'i from the media inherent key storing unit 423 and receives
the user key from the user key input unit 453.

The conversion unit 392 then generates a transformed
key by performing a predetermined calculation on the inherent
key Ki and the user Xkey. Here, the predetermined

20 calculation is an exclusive disjunction.
The conversion unit 492 finally outputs the
transformed key to the decryption unit 460.
(3) Decryption Unit 460
In the above examples, the decryption unit 460 reads
25 the inherent key K'i from the media inherent key storing unit
423, divides the encrypted content read from the content
S storing unit 470 intc a plurality of encrypted: partial

contents Gi (i=1, 2, 3,...) which is each a 64-bit bit
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97 enbodi nent protects contents owned by the users. That is, the present
digital content protection systemprevents such contents from being
decoded by others. 5t -1.10 Ninth The digital content protection system
100i of this enbodi ment includes a nenory card 200i, a nenory card witer
300i, and a nenory card reader 400i. These elenents are shown in Figs. 29
and 30. ‘10 The nenory card 200i, the nenory card witer 300i, and the
menory card reader 400i are respectively simlar to the nenory card 200,
the menory gand witgfy3@@neandebhe pEODAYitAr dff pateridD0cohtené sdili t al
content protection systém 100. Therefore, the follow ng _descriptign
centers on (1&1the,differantbasamelvsing thesdeer¥pEAPE. aNTOTHE Fefyr 2 ar d

witer 3001 differs fromthe nenpr car citer _300.0n. e 1
card mwitereBOOieﬂGKUEéEdZBaFﬁbggdégnﬁﬁngngﬁyB?FBH Hstlégggghg gggrﬁgykey
generating unit 366. Alsg, t L4 - 360n bhe comdeddd degwnt ipesk
unit 380, -&fet8n 8HtOgtgp?nggﬁ%?€£%§%,g?%%rencryption unit 360, and the

comnﬂﬂ§atig%%fygiémﬂ of nt heh e Mefpodamednty,i tee IRArygitiifcer Brom thoe of
the nenory card witer 300. Qther 25 elenents of the nenory card mm%%%r
3001 are respeetivesl ythehet ravanomsed Hose HFORhEhReFORY °&&r-@ Wit e ' and

e A LM M= AT R S S T
generation %ﬁ¥¥ﬂ4%6)into a plurality of encrypted partial contents Gi
(i=1, 2, 3,...) which 1is each a 64-bit bit string, and
10 generates a plurality of partial contents Hi (i=l, 2, 3,...)
by applying the decryption algorithm DZ to each encrypted

partial content Gi using the transformed key as the key of

the decryption algorithm D2.

15 3,9.3 Operation of Digital Content Protection System 100h

The following is a description of the operation of
£he digital content protection system 10Ch.
The authentication operations in the case where the
memory card 200 is placed in +he memory card writer 300h and
20 in the case where the memory card 200 is placed in the memory
card reader 400h are the same as those performed in the
digital content protection system 100 and are not described
here.
| The following description concerns the operation
25 outlines in the case where the memory card 200 is placed in
the memory card writer 300h and in the case where the memory
card 200 is placed in the memory card reader 400h.

(1) Operation Outline in the Case Where Memory Card 200 Is



the file key generating unit 366. The downl oad signal instructs the
content downl oad unit 380 to download a content 5 fromthe outside as a
file. The generation signal instructs the file key generating unit 366 to
generate a file key for each file of the downl oaded contents. (2) Content
Downl oad Unit 380 The content downl oad unit 380 downl oads a content as 10
afile. Here, the file means a collection of data under a certain rule.
Wien t he downl oaded contents are nusic data, for instance, one file is

generated fai fdi 66 MindRMpidard (WIitantxgh Storing Unit 370 The content
storing unit 370 holds the "downl oaded 15 content as a file. (4) File Key

Generating Unit 366WERe fhéendmeyrygermrditd(ly isiptlages, tonthecepppry casd

generation signal fromthe control unit, 35Q, nerates a 56- bit file key
at random f ofEi§5 |30 O0bphEhyg I@Wﬁﬁh&%tﬁgﬁg@ﬁp@?r%@?%%nl%u pts’the

fille key Lo the engr YOl oyl ts A0Ran0 360c 1dsshoulst begasted dher got hat

inthis enbdd (eys are generdted at random However, the file
key geper atidigrdthidd 368, RRwp ecel #esnf idiee keygitadbmeantsert 26o¢&tion
Encryption Unit 365 The encryption unit 365 prestores an _encryption

al gori t hm ESsytdtam cofdlr asdt o DES s FhebedcPegiort kit t T865TENFEt txabiRet he
i nherent key . 99 K'i fromthe nedia '%herent key storing unit 323 and
recei ves a SiIENERF AR He Fid% léey‘ generating unit 366.

The user key input unit 393 receives a user key from

a user and outputs the user key to the conversion unit 392

10 (step S100h). ' The conversion unit 392 reads the inherent key
K'i from the media inherent key storing unit 323, receives

the user key from the user key input unit 393, generates a
transformed key by performing the predetermined calculation

on the inherent key K'i and the user key, and outputs the

15 transformed key to the encryption unit 360 (step S101h). The
encryption unit 360 receives the transformed key from the
conversion unit 392, divides the content read from the

content storing unit 370 into a plurality of partial contents

ci (i=1, 2, 3,...) which is each a 64-bit Dbit string,
20 - generates a plurality of encrypted partial contents Fi (i=1,
2, 3,...) by applying the encryption algorithm E2 to each

partial content Ci using the transformed key as the key of
the enc?yption algorithm E2, and outputs the plurality of
encrypted partial contents Fi to the communication unit 340
25 (step S102h). The communication unit 340 outputs tne
plurality of encrypted partial contents Fi to the
communication unit 270 of the memory card 200 {step S£103n).

(2) Operation Outline in the Case Where Memory Card 200 Is

96



The encryption unit 365 then generates an encrypted file key by applying
the encryption algorithmES5 to the file 5 key using the inherent key K

as the key of the encryption algorithmE5. The encryption unit 365 finally
outputs the encrypted file key to the comrunication unit 340. (6)
Encryption Unit 360 10 In the above enbodi nents, the encryption unit 360
reads the inherent key Ki fromthe nedia i nherent key storing unit 323,

di vides the content read fromthe content storing unit 370 into a

plurality ofppafdd aln QEHEN Tdd Hdader 2406k .. .) which is each a 64-bit
bit string, and 15 generates a plurality of encrypted partial contents F
(i=1, 2, 3,...) byuapepl ghagnemereneryptiGh id gdeiceimiE2the BEBATY patfial
content G using the inherent key Ki as the k of e_.encry

al gorithm Exe3 e%l%drb'f q%s%oeoét‘r’a‘?l? olrf%,tq?"ﬁ ?%'%Y%hae#gos |£rr{glﬁlt?ﬁtﬁ£g' 8
encryption un t ,360 reads, & &ANt enio,al 20, arhil i £ eseives opeiata dkey: 1 om
the file key genérati'ng unit 366, divides the read content into a
plurality ofpdafdiméd cantsyurs €12%i 3h, the 3digijahhicomtienteaphobeenlont
bit string, and generates a plurality of encrérted arti.al contents Fi

(i=1, 2, 3,.syytdyy APPhyiang tie SREFyPPPENLESoM got Fi nAPESTRECEadt’ parti al
tent G usjng .the fil y.as. the, key of th ti | gorithm E2.
conten u%cg]‘?%a&i?lh%%g?% 'ﬁl‘egc% ey o e encryption al gorithm

(7) Conr. uni ohnmuni cation unit 340 receives the
encrypted 100 fil e gy (kkenkbheiapatyRhi@n498i te36bvasnda ousput seyhérom

encrypted file key to the comruni cation unit 270. _
a user and outputs the user key to the conversion unit 492
10 (step S111h). The conversion unit 492 reads the inherent key
X'i from the media inherent key storing unit 423, receives
the user key from the user key input unit 493, generates a
transformed key by performing the predetermined calculation
on the inherent key K'i and the user key, and outputs the
15 transformed key to the decryption unit 460 (step S112h). The
decryption unit 460 recelves the transformed key from the
conversion unit 492, divides the encrypted content read from
the content stofing unit 470 into a plurality of encrypted
partial contents Gi (i=1, 2; 3,...) which is each a 64-bit
20 bit string, and generates a plurality of partial contents Hi
(i=1, 2, 3,...) by applying the decryption algorithm D2 to
each encrypted partial content Gi using the transformed key

as the key of the decryption algorithm D2 (step S113h).

25 3.9.5 Conclusion
The users can encrypt contents and decrypt the
encrypted contents using user keys set by _themselves.

Therefore, the digital content protection system of this

97



10 Me yard 200i 5 The conmuni cation unit 270 and the encrypted content
storing unit 260 of the nenory card 200i differ fromthose of the nenory
card 200. Therefore, these elenents are described below (1) Comrunication
Unit 270 10 The commrunication unit 270 receives the encrypted file key
fromthe communi cation unit 340 and outputs the encrypted file key to the
encrypted content storing unit 260 (the encrypted file key outputted to
the encrypted content storing unit 260 are shown as an encrypted file key
261 in 15 RighodRentdNSrs08BLei €8kt oAt 8NbHndd0byl Imer aads < he Eharypted
file key 261 fromthe encrypted content storing unit 260 and outputs the
encrypt ed fidres keye 261t toid e koronts et pept @i ton 4908 bt RESHBRBFY SE&Rd

reader 400i. 20 (2) Encrypted Cbntqﬂ%‘giorin Unit 260 The encrypted
content stordORFERtY DR RERY LT ier %f"e’as'-fi le key 261 fromthe
comuni cation unit 270 and holds the encrypted file key 261. The encrypted
content storing unit 260 also holds the 25 encrypted partial contents F
sent fremthe conmudicatiosdineit 270 (the encrypted partial contents- Fl

sent fromthe comunication unit 270 are shomn_as..encrx€t§g)fiIgs 262 in
Fig. 29). 101 -1_10TheMshioritatar eoReader PIOBRCFHRP NSNS cart ¥ edtleF "460i

%Bfle][ arI Lgp;r}lbhgdinn?e@tr Yin Rk %agn%gnoé}:gzo ot B3bit e AERBLY eakd Leadek
300i, and a memory card reader 400i. These elements are
shown in Figs. 29 and 30.

10 The memory card 200i, the memory card writex 3001,
and the memory card reader 400i are respectively similar to
the memory card 200, the memory card writer 300, and the
memory card reader 400 of the digital content protection
system 100. Therefore, the following description centexs on

15 the different aspects of these elements.

3.10,1 Memory Card Writer 3001

The memory card writer 300i differs from the memory

card writer 300 in that the memory card writer 3001 further

20 includes an encryption unit 365 and a file key generating

unit 366. Also, the control unit 350, the content download

unit 380, the content storing unit 370, the encryption unit

360, an& the communication unit 340 of the memory card writer

3001 differ from those of the memory card writer 300. Other

25 elements of the memory card writer 3001 are respectively the

same as those of the memory card writer 300 and are not
described here.

(1) Control unit 350
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i ncludes a decryption unit 465. Al so, the conmunication unit 5 440 and the
decryption unit 460 of the nenory card reader 4001 differ fromthose of
the nenory card reader 400. Qther elenments of the nmenory card reader 400i
are respectively the sane as those of the nenory card reader 400 and are
not described here. 10 (1) Communication Unit 440 The conmuni cation unit
440 receives the encrypted file key fromthe comrunication unit 270 and
outputs the encrypted file key to the decryption unit 465. (2) Decryption
Unit 465 15 The decmypt contudlt udod PFE@sturms: sa adeowyiiciadn sighgdr kbhih®5
that confornms to DES. Here, the relation between the encryption_ al gorithm
ES pr est or eccdntartie dawyiand @mlﬁnﬁﬁ0365daﬁHtPH§3déc99B?F6¥105IabgpgﬁnFEB

can be ex sssed I LI AL s el gik eFor e MnEaa pLehfEl e
i nherent key: SH9nidiG Whiel 428eA0046@6E6 @ Sun 1S 8N ey plosd Lbiakie akepnteam t he
communi cation unit 440. The decryption unit 465 then generates a file key
by appkyi ngrddie wlecropidiare alsgar iftilm.D5The theeentippt edghpleingdrukey
EZLPQ the_iagfrga%ggﬂg Ki as the kex pé t he gecrggtéon algo§itFn1D%.rThe
yption uHig kel ISP XA PIRS e F11% RRYIERDTEHR UebtyPt (B8 GRIt
460. each file of the downloaded contents.
(2) Content Download Unit 380
The content download unit 380 downloads a content as
10 a file. Here, the file means a collection of data under a
certain rule. When the downloaded contents are music data,
f§r instance, one file is generated for a piece of music.
(3) Content Storing Unit 370 _
The content storing unit 370 holds the downloaded
15 content as a file.
(4) File Key Generating Unit 366

The file key generating unit 366, on receiving the
generation signal from-the control unit 350, generates a S6-
bit file key at random for a file. The file key generating

20 unit 366 then outputs the file key to the encryption units
365 and 360. _

Tt-should be noted here that in this embodiment, file
keys a?e generated at random. However, the file key
generating unit 366 .may receives Iile keys from a user.

25 (5) Encryption Unit 365

The encryption unit 365 prestores an encryption

algorithm E5 that conforms to DES.

The encryption unit 365 first reads the inherent xey
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5 (3) Decryption Unit 460 In the above exanpl es, the decryption unit 460
reads the inherent key Ki fromthe nedia inherent key storing unit 423,
di vides the encrypted content read fromthe content storing unit 470 into
a plurality of encrypted partial 10 contents G (i=1, 2, 3,...) which is
each a 64-bit bit string, and generates a plurality of partial contents Hi
(i=1, 2, 3,...) by applying the decryption algorithmD2 to each encrypted
partial content G using the inherent key Ki as the key of the decryption
al gorit hm Dx'i | fiséreath ©fmddies e nhe reper &kiyosspriingt hnstedbddan@ntece hees
decryption unit 460 receives the file key fromthe decryption unit 465,
divides thea &idreypfiedt Toom evire fdde f}?etﬂnqwﬁﬁfm%tu%ltforf%- unit 470 into

lurality of ted partial cont G, (i=1_2 3...) which i h
2 Babrt bit “stri no RanaTBaNgraPas S 120 Brurd PR 47 e
(i=1, 2, 3, .p4) l&éyﬂ% %@t@iﬁé&@ﬁ;fl@%ﬁe}yﬁei%ggigbbﬂtz@a £9 eackheneiypt ed

partial content e key as" the key of the decryption

al goritdm R2y 2BsihdOchd (s aditonkey Kiigiatsalt Heorktegnto Privtecdn @nyBvse®Pm
1041 The following Is a description of the operation of the digital
content protedacmitieystiem 100i _ The aut hentication operations in the. case,

where the 103 neno card 200i is. pla in_t i Ler. 309i
and in the case vvhi%g ERET RIS uggrtd%%oflpgqglyggggﬁ?{ﬁgﬁgeV\én}é%r%@écard
reader 4001 Ane the, sy as deRe RAHiYIRGA it 34de digital content
protection system I00 and are not 5 described here. The foll ow ng
descri pti on (@&Qn&erary/mtheon Unit 360
10 In the above embodiments, the encryption unit 360
reads the inherent key K'i from the media inherent key

storing unit 323, divides the content read from the content

storing unit 370 into a plurality of partial contents Ci

(i=1, 2, 3,...) which is each a 64-bit bit string, and
15 generates a plurality of encrypted partial contents Fi (i=l,
2, 3,...) by applying the encryption algorithm EZ to each

partial content Ci using the inherent Xxey K'i as the key of
the encryption algorithm E2. Instead of these operations, in
this embodiment, the encryption unit 360 reads a content of
20 a file, receives a file key from the file key generating unit
366, divides the read content into a plurality of partial
contents Ci (i=1, 2, 3,...) which is each a 64-bit bit
string,- and generates a plurality of encrypted partial
contents .Fi (i=1, 2, 3,...) by applying the encryption
25 algorithm E2 to each partial content Ci using the file key as
the key of the encryption algorithm E2Z.
(7) Communication Unit 340

The communication -unit 340 receives the encrypted
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operation outlines in the case where the nenory card 200i is placed in the
menory card witer 3001 and in the case where the nenory card 2001 is

pl aced in the nenory card reader 400i. 10 (1) Operation Qutline in the
Case Were Menory Card 2001 Is placed in Menory Card Witer 300i Wen the
menory card 200i is placed in the nenory card witer 300i, the operation
in the flowhart shown in Fig. 7 is also perfornmed. However, the different
operation 15 is performed in step S114 in the digital content protection
system 1- OOf%gg | Se desrdrbednbel ouewybbisaf erence 365 t hed foowehast shown
in Fig. 31 recelving a generation signal, the file key generating unit
366 gener at eacayplebi fiflel bekegoatheasemmunizatd@ptst e %ile key to the
decryption unit 365. The encryption unit 365 receives the file key fromthe
file key generating- unit 366, reads the inherent key Ki fromthe nedia

i nher ent keﬁﬁib;?;ggpgggigéigbzggﬂerates an encrypted file key by applying
the encrypti € file 25 key using the inherent key K
as the gkey of the efics ypbrrihic@ad tym R 7 @rchouttiputendhe et rggiiesntil e
key to the comrunication unit .340 (step S100i). Thesﬁggngnlcatlon ungt

un

340 recei vestbhéngnenypt 260 f9F Ehceyeragm e SerPypti Fom1B2°%85°and

outputs the encrypted fil t Q..t he .communi i QR | A - 1li).
The encrypt £B8 TR ?r%G@aF§d§§%Esqﬁq? eﬁ%ﬁeé E@%%%rg%fgﬁgt%i%egkgégggﬁi%gting

unit 366, a ?kvides the content read fromthe content storing unit 370
into a5 plurality of partial contents G (i=l, 2, 3,...) whichis
(1) Communication Unit 270

10 The communication unit 270 receives the encrypted
file key from the communication unit 340 and outputs the
encrypted file key to the encrypted content storing unit 260
(the encrypted file key outputted to the encrypted content
storing unit 260 are shown as an encrypted file key 261 in

15 Fig. 29).

The communication unit 270 also reads the encrypted
file key 261 from the encrypted content storing unit 260 and
outputs the encrypted file key 261 to the communication unit
440 of the memory card reader 400i.

20 (2) Encrypted Content Storing Unit 260

The encrypted content storing unit 260 receives the
encrypted file key 261 from the communication unit 270 and
holds the encrypted file key 261.

The encrypted content storing unit 260 also holds the

25 encrypted partial contents Fi sent from the communication
unit 270 (the encrypted partial contents- Fi sent from the
communication unit 270 are shown as encrypted files 262 1in

Fig. 29).
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each a 64-bit bit string, generates a plurality of encrypted partial
contents Fi (i=1, 2, 3,...) by applying the encryption algorithmE2 to
each partial content G using the file key as the key of the encryption
algorithmE2 (step 10 S102i). The communication unit 340 receives the
plurality of encrypted partial contents FI. fromthe encryption unit 360
and outputs the plurality of encrypted partial contents Fi to the
comuni cation unit 270 of the nenory card 2001 (step S103i). 15 (2)

' q YWaape Magpry Card 2001 Is Placed in Menory
Card Reader =#t g enory card 2001 is placed in the nenory card
reader 4001, the-operatiheroky thedf rendhar #0§howa fifersFifgomg fhe ATy

perfornmed. However, the different operation 20 is perfo { 5in
the digital ceant ewederotdddt iion thas {f&f f@@‘fré’m?airéo(feesac %r%%cp(%'els%h\%pcw

reference to the flowghart shown in Fg 32;.Lhe MAYfkGAL Q1o kin 440
recei ves thé“éﬁé??ﬁt@gge?FYQF¥8§/%é%hn%q%é c%#ﬁ&ﬁigggion unit 270 and

out puts. the, ,25 ajgkgrméeée&y?tksﬁ {8 itchet alecs § pt henmenpt yA8G rdrheeader
decryptqon unit receives'the encrypted file key fromthe Oio néggtion
unit 440, reads WAEflemhérent theyekoE thenmeRery ngdfa Fadtent®%ey %orTng

unit 423, generates the file key 105 by applyirg.t d } | gowdt hm
D5 to the emdepsnéd Pﬁléhek@ﬁmBEVnﬁafﬂe¥?ﬁﬁ§Fe%Q8ke€9%'?gégg%%g®i€§ of the

decryption algorith PHE PYesnd: dit@ kewdea t400 dendyptricormeni t
460 (step S%Q¢%.é%hg%%§§rig€ion unit 460 receives the file 5 key fromthe

decryption Wid-A4AGnq diedgles the encrypted

10 (1) Communication Unit 440

The communication unit 440 receives the encrypted
file key from the communication unit 270 and outputs the
encrypted file key to the decryption unit 465.

(2) Decryption Unit 465

15 The decryption unit 465 prestores a decryption

algorithm D5 that coniorms to DES.
Here, the relation between the encryption algorithm

ES prestored in the encryption unit 365 and the decryption

algorithm D5 can be expressed by Formula 17 give below.

20
<Formula 17>
E5=crpt (D3)
The decryption unit 4€5 first reads the inherent key
o K'i from the media inherent key storing unit 423 and receives

the encrypted file key from the communication unit 440.

The decryption unit 465 then generates a file key by

applying the decryption algorithm D3 o the encrypted file
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content read fromthe content storing unit 470 into a plurality of
encrypted partial contents G (i-I, 2, 3,...) which is each a 64-bit bit
string, and generates a plurality of partial contents H (i=1, 2, 3,...)
by applying the 10 decryption algorithmD2 to each encrypted parti al
content G using the file key as the key of the decryption algorithm D2
(step S112i). .10 5 CIll~i.~"1l 15 As descri bed above, when a recording
medi um device is connected to an access device that is a nenory card

witer, each of th o J e ther ot (o] hee de% tion
authentica?%ﬁyd%3%%§.95¥ gﬁée%gggeﬁgg?grgséftaﬁg k%??ﬁ?ﬁgiive, fﬁgjaccess
devi ce encrap&grgtﬂhgbgal content 20 using file keys and wites the

Speci [ical ly. 1 he Evesicaiicn geis: s Al e ot S Epediiife 'Y
specifically, e S e r e e es
of the digital content, encrﬁgtﬁ %Eﬁ file keys using an inherent key that
has been sekPetl§ SERFYPFIRFt HB*FedBYdi ng medi um device, 25 encrypts the

files qf the,digj Lephivusyge the file keys, and sends the encrypted
file kgys aﬁ%ptﬁ%Egkggggted lfiles td the recording nedi um devi ce. The

recordi ng nedi um devitte: raseies esadpd eencjyst e Hvins ey $drd 4Gt *SRAY pt ed
106 files fromthe access device and hol ds them Al so. when . di ng
medi um devi teet hake FolEskehe L eAEPP pERE FEEER IENRS SR the esn%%p{(igﬂ{% es

[ geurnes' Phabes RGBS UrfE MR PR RLRaenine st e
the judgenmentoresyl tuhst afafio mahtye,a t pauvaeddsy of encrypted partial
10 contents Gi (i=1, 2, 3,...) which 1is each a 64-bit bit
string, and generates a plurality of partial contents Hi
(i=1, 2, 3,...) by applying the decryption algorithm D2 to
each encrypted partial content Gi using the inherent key K'i
as the key of the decryption algorithm DZ. Instead of these
15 cperations, in this embodiment, the decryption unit 460
receives the file key from the decryption unit 465, divides
the encrypted content read from the content storing unit 470
into a plurality of encrypted partial contents Gi (i=1, 2,
3,...) which is each a 64-bit bit string, and generates a
20 plurality of partial contents Hi (i=1, 2, 3,...) by applying
the decryption algorithm D2 to each encrypted partial content

Gi using the file key as the key of the decryption algorithm

D2.

25 3.10.4 Operation of Digital Content Protection Svstem 1001

The following is a description of the operation of
the digital content protection system 1001. .o

The authentication operations in the case where the
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devi ce decrypts the encrypted files and reproduces the decrypted files.
More specifically, the recording nedium device outputs the encrypted file
keys and the encrypted 10 files to the access device. The access device
receives the encrypted file keys and the encrypted files fromthe
recordi ng nmedi um devi ce, decrypts the encrypted file keys wusing an

i nherent key that has been secretly sent fromthe recording nedi um device,
decrypts the encrypted files using 15 the decrypted file keys, and

reproduces the dec 1Ly aldddt Rins tABNRAEKor{ heafhl gl t Bt e AU ENtand

protection g?@?g§1£%$£t ﬁ?‘éﬁ%%ﬁﬁhent generates a file key inherent in each
file of doyql aadedcgeat ameseanthenneypptry tdeerd i 2081 udisngekaredi L8 X «keys.
Because this nakes it difficult for third parties to_. interce s, the

files,
present di giheabryomsent neactectdH Rt acdtevas §NRSGh PSS 154 ol the

files. It should be, noted here that the .digital eRbo PLrREECiEON Hyst em
100i may bethSdi T’l?‘@ﬂtai O PRt go(%c%cglst% Sditication of Digital

Cont ent_ Protect i qn Systep 10045l oBdiing Beeek igitagnancoficehrsdiwid al
cont ent’ prgfégfggﬁ system 1001 of the first nodification. 107 As shown in

this draw ngpetheiBrnouyltaed 200thefcashernére| tiedareandrhundtt sted
generating unit 292 that generates a seed. re, the .se S [WeTH
val ue of aplagédminuiber NgR@LYs Card f”iﬂlsteﬁogﬁqlcz?ﬂdgﬁjn g:i‘-eoicfaa%]el n@%%at a.

it is preferable to use a_yalue, s j d b changesrdndd he
hour as thet§§edWaW%%yrﬁﬁﬁén@#@%bé¥¥2%g%c£an§n i mbhdky i

4001.
10 (1) Operation Outline in the Case Where Memory Card 2001 Is
Placed in Memory Card Writer 3001
When the memory card 200i is placed in the memory
card writer 300i, the operation in the flowchart shown in
Fig. 7 is also performed. However, the different operation
15 is performed in step S114 in the digital content protection
system 100 and is described below with reference to the
flowchart shown in Fig. 31.
On receiving a generation signal, the file key
generating unit 366 generates a 64-bit file key at random,
20 outputs the file key to the decryption unit 365. The
encryption unit 365 receives the file key from the file key
generating- unit 366, reads the inherent key X'i from the
media inherent key storing unit 323, generates an encrypted
file key by applying the encryption algorithm E5 to the file
25 key using the inherent key K'i as the key of the encryption
algorithm E5, and outputs the encrypted file key to the
communication unit::340 (step $100i). The communication unit

340 receives the encrypted file key from the encryption unit
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generating unit 292 generates the seed and outputs it to the communication
unit 270. After receiving the seed, the conmunication unit 270 outputs the
seed to the conmunication 10 unit 340. The conmunication unit 340 outputs
the seed sent fromthe comunication unit 270 to the file key generating
unit 366. The file key generating unit 366 receives the seed fromthe
comuni cation unit 340, generates a random nunber wusing the seed, and sets
the random nunber as a file key. 15 Note that the file key generating unit

366 may gegggaggda Lapdem eﬂgbsﬁcil?p{:@al evse XB9 tbl enkeyopanenanicignuni t

366 generateés a C|pﬂer text by applying a predeterm ned encryption

al gorithm t @nthe276eestarsi SN BL jpr editeerariamption UMHa G560 HesP iyefecati ng

unit 20 366 then reapplies the predeterm ned al gorit t he ci r,. text
dehierhe PR uafe” HBase

t o gener at ef ahet key érﬁﬁe?h?eﬁigeThéyfFFEQE€§ln eHBr uAre repeat s

this encryptjon processin y._cerfain_tj a thedinad chpbers text
as the randbhf ﬁ@ﬁ%&P. )f%?cong Nﬁéb??%gt%gﬁggﬁékfgfﬁgl9Cbntent 2

Pr ot ect,i on é!ﬁ&ﬁﬂht 0Qig ygkth&iébﬁt$A@§kcdiag&am(ﬁ,tme.digiwaﬂcbodﬁent
protection System 100i of the second nodification. 108 As shown in thi
drawi ng, theagenerg4enid 200i sofing higerasdFesca R Fudtterl FAUIES S

e SO SEAS AT A A T Ao
gener 2t s agResiles ohea e, SBg e AT e vl untiern. cimndamanuer
file key as the key of the encryption algorithm EZ (step
10 51023i). The communication unit 340 receives the plurality of
encrypted partial contents Fi from the encryption unit 360
and outputs the plurality of encrypted partial contents Fi to
the communication unit 270 of the memory card 2001 (step
S1031) .
15 (2) Operation Outline in the Case Where Memory Card 200i Is
Placed in Memory Card Reader 400i
When the memory card 200i is placed in the memory
card reader 4001, the-operation.in the flowchart shown in
Fig. 8 is also performed. However, the different operation
20 is performed in step S125 in the digital content protection
system 100i and is described below with reference to the
flowchart shown in Fig. 32.
The communication unit 440 receives the encrypted
file key from the communication unit 270 and outputs the
25 encrypted file key to the decryption unit 465. The
decryption unit 465 receives the encrypted file key from the
communication unit 44C, reads the inherent key K'i from the

- media inherent key storing unit 423, generates the ﬁile key
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It is preferable to use a value, such as tinme data, that changes by the
hour as the seed. The random nunber seed generating unit 293 generates a
seed and outputs the seed to 10 the nutual authentication unit 250. After
receiving the seed, the nutual authentication unit 250 perforns its

aut henti cati on process and outputs the seed to the nutual authentication
unit 330 via the conmmunication units 270 and 340. The authentication unit
330 receives the seed fromthe 15 conmuni cation unit 340 and qu%tfsg,dt he
seed to the file k erat.l URht 2 B66ridhe D% | o kehe gerreryatt &t 366
recei ves t R ﬁ%lo%g:t?%ed%;rgg?ﬂght hegti cation unit 330 %ener ates a
random numbgr,, uss NGy t Bige Seelle r @t ey sKt heasandenkelufbergs S§CFYPE RSy, 20

During the aut hentication processing, the digjital,_ _cantent ect i

syst em 1001a Dfoditend iD%t 2med cvéeBhaE thredﬁf%a F¥nk° p%&? od;erﬁ‘g"f?foc}lg"?‘er‘f?‘rlt
processing in steps S135 . Sl S137 i Ny dhe iRent itgat ifde
oper ation shdWn(#FeP FFhkill: aﬁlg‘el(fle i ere%ﬁtﬁ he follow ng description

centers 25 on these PSied e, 5435+ t465 enaiypdesn timet e282 woded ves
a seed® s f¥oh (HE a?n gm%neur#élgfélseed generating unit 293 and_ conbi nes the

seed S with.theehandesadunhem Rihto gemesat e SUOILIRI BGP-5 hat Oi sTA- 128 bi t
bit string. The encryption unit 252 enerat es_an_encrypted randem nunber
E2 (Ki, (RL+S)yra¥itupplyiehgiRéesn Jiagn %?@%????lm&l{EZQ%og(R%-f-S) usi 23 t he

i nherent key Ki as the ke _ ﬂte ryPtian, adgorddiurdils > Henesalbenause
(R1+S) is a"i®8lpi? %??hsgrging% hlgﬂgncrypﬁ]'on und‘lqt 252 di vi des (RL+S)
into two 64;bitoblocks apdceRerypEs (i=1, 2, 3,...) py applying the
10 decryption algorithm D2 to each encrypted partial content Gi
using the file key as the key of the decryption algorithm D2

(step S112i).

3,.10.5 Conclusion

15 As described above, when a recording medium device is
connected to an access device that is a memory card writer,
each of the devices judges whether the other device is an
authenticated device. If the Jjudgement result is
affirmative, the access device encrypts a digital content

20 using file keys and writes the encrypted digital content into
the recording medium device. More specifically, the access
device generates file keys for respective files of the
digital content, encrypts the file keys using an inherent key
that has been secretly sent from the recording medium device,

25 encrypts the files of the digital content using the file
keys, and sends the encrypted file keys and the encrypted
files to the recording medium device. The recording medium

device réceives the encrypted file keys and the encrypted
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each block. In step S136, the communication unit 270 outputs the encrypted
random nunber E2 (Ki,(RL+S)) to the decryption unit 10 333 via the

comuni cation units 270 and 340. In step S137, the decryption unit 333
generates D2 (K i,E2 (Ki,(R1+S)) by applying the decryption algorithm D2
to the encrypted random nunmber E2 (Ki, (R1+S)) using the inherent key K

as the key of the decryption algorithmD2. 15 The decryption unit 333 then
divides D2 (Ki,E2 (Ki,(RL+S)) into two 64-bit bit strings. In step S138,

the nutual aufhentjcati 59 qaide B34 holgestmdret her the random
nunber Rl ngﬁi% sé%ﬁ@ #%?n%?géone of the two 64-bit bit zgékn f

( _ %s. I t%he
conparison result 2 dcs ahkhr nhei vesordengniest IR RS of°&6\t 6 uni t

334 judges that the menory card 200 is an_authori deyvi cennbk+elOto the
mut ual aut hemtiryptednfédat keysuand 832 ?ﬁﬂﬁ%gggﬁa%£$€ﬁefﬁe%§P9bcaFd 360 is

an unaut hori zed device, If t C ri FEStH tq | seddd iy maktlepft e
mut ual auth%ﬂt?&&??&n%fglggngﬁgﬁ 3%?%’ 34 aﬁgo determines that the latter

one of .the d£$gcg§-gtagggtwggghagsths bbﬁeseegchandsoanpap§h§ﬁéi§é§@d5 to
the fil'e. kéy generating unit 366. Note that in the above nod %I%g&!%%, t he
encryption 4a@cenit I1252heofbipenenhereaRESNFRUABEF TRESHER HE S§6d S to

generate (RL+S). However, the encryption unik, q dipd dddess r amdom
nunber Rl i de¥itRo BEET¥PFFngdi® dFf F&épttﬁg sgégé% %to tvx%%sz- bit bit

Former bi i SEFPRECAR (He bed "8 T n TR G et “and conbine. Lhe Iatler. pit
string of thgyice outputs the encrypted file keys and the encrypte
10 files to the access device. .The access device receives the
encrypted file keys and the encrypted files from the
recording medium device, decrypts the encrypted file Xkeys
using an inherent key that has been secretly sent from the
recording medium device, decrypts the encrypted files using
15 the decrypted file keys, and reproduces the decrypted
files.

Tn this manner, the digital content protection system
of this embodiment generates a file key inherent in each file
of downloaded contents and encrypts the files using the file

20 keys. Because this makes it difficult for third parties to
intercept files, the present digital content protection
system achieves a high security for the files,

It should be noted here that the digital content
protection system 100i may be modified as folliows.

25 (1) First Modification of Digital Content Protecticn SYstem
1001

. N o nt
Fig. 33 is a block diagram- of the digital conten

protection system 100i of the first modification.
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random nunber RL with the latter bit string of the seed Sin the order.
(3) Third Mdification of Digital Content Protection System 10 100i In
this nodification, the downl oaded content is divided into one or nore data
bl ocks in logical or physical wunits, each data block is encrypted and is
transferred to a recording nedium and the encrypted data bl ocks are 15
transferred fromthe recording nmediumand are decrypted. During
encryption, data block keys that are unique to respective data bl ocks are
gener ated, the datandl aticwrar én eptel yptdchuisiqyg tthe umegoeydatardl ckokeys
and the inherent key obtained after the authentication processing, and the
20 encrypt efludaharbliocksidese 2 r sasfienr agmbert HeqdcordP AGCLABIMGMT B3 ng

decryption, the encrypted data bl ocks ar transferr e or di ng
medi um and SRRt 8RS ES WotE 'peg%(ef’:iedaﬁpﬁ, sﬁﬁénlgagﬁ %ég%gefrr‘é%g%% Ogéard
2001 and tpe ek W it er 1 300i;yy udges hbal ribgt bher edeyiiee tide i S
an authentigafggggggice, t he nen%r9 éard writer 3001 divides the downl oaded

contents i Nt @a@AE O thr=e miaife ploksto @enes avadua, datehblsck ikey dage .each
data bl ock, encrypts each data block using the inherent key and the dcflta
0

bl ock key ofhatlghamgegidiy Brodieuadd $EFdseEre eﬁ@?yb?%ﬁo‘ﬂa?’ﬁag?%cﬁe
e ey oo S ChLe BT e SRR e 2 S0 S M, cordhe
nmenory car d-feadak c4094nr eggives 7 .t he gpesyptetedatimdl abks $eed t hene
menory card 2001, generates data bl ock keys for respective encrypted data
communication unit 270 outputs the seed to the communicatlon
10 unit 340. The communication unit 340 outputs the seed sent
from the communication unit 270 to the file key generating
unit 366. The file key generating unit 366 receives the seed
from the communication unit 340, generates a random number
using the seed, and sets the random number as a file key.
15 Note that the file key generating unit 366 may
generate a random number as follows.

The file key generating unit 366 generates a cipher
text by applying a predetermined encryption algorithm to the
seed using a predetermined key. The file key generating unit

20 366 then reapplies the predetermined algorithm to the cipher
text to generéte another cipher text. The file Kkey
generating unit 366 repeats this encryption procesgsing Dy
certain times and uses the final cipher text as the random
number.

25 (2) Second Modification of Digital Content Protection System
1001

Fig. 34 is a block diagram of the.digital content

protection system 100i of the second modification,
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bl ocks, and decrypts the encrypted data bl ocks using the inherent key and
the data bl ock keys. Wth this construction, the digital content 10
protection systemof this nodification generates a data bl ock key uni que
to each data bl ock of the downl oaded content and encrypts the data bl ock
using the data bl ock key. Because this makes it difficult for third
parties to intercept data blocks, the present digital content protection
system 15 achieves a high security for the data blocks. 11 Tenth

El>odi ment The di gigal sganhenth RtLcdranisy st efel dinafy tbard pRéSentof
enbodi nment i ncludes a nenory card 200j, a nenory card 20 witer 300j, and
a nenory catHiseanedifDEitidhefarddeircesnciedenotd sHERACTN PHBPYHE aiSfes.

The menory card 200j secretly sends its inherent ke to the e card
writer 300 genﬁéaﬁéﬁﬁrynéhr%ig%i tlekkadgie ’ﬁl‘tfgﬁ% Wﬁ‘é?erferset%e gr?en%l{ag/hcnagr d
200] is an authorized dgyice iggnﬁgg i nt t heh inenarys3 card
200j judgesun&ﬁet%é?’thghﬁen%%édéﬁr mmlt%rq%%%? f%%fﬁ?iﬁ%ﬁﬁwized devi ce
using the. pBherankskay.s<@d.y iHedint heiod $ded nesoay ¢aitdi2@0ojvalard athe
menory card witer 300j judge that the other device 112 s an.aug#grized
devi ce, therapdomyncaper wiid ars,300) thdspiediLdrgrian: cohtRht sC A 147 renor y

card 200j. Wen the nor card 200j_is_conne tq t cad;
reader 400j [tt He R e%ﬂ%ﬁ%n??c&?@oﬁ1d%% %ffo%h?g 6§?fg$%§§gggxfhgﬁﬁghory

card 200j, the nenony cafd Wohiehs30e sé8d.then@enpiydear dundaderseto)
are respectlveP§ES|nllar to the nenory card 200, the nmenory card witer
300, and thgenerating unit 293 generates a seed and outputs the seed to

10 the mutual authentication unit 250. After receiving the
seed, the mutual authentication unit 250 performs its
authentication process and outputs the seed to the mutual
authentication unit 330 via the communication units 270 and
340. The authentication unit 330 receives the seed from the

15 communication unit 340 and outputs the seed to the file key
generating unit 36a. The file key generating unit 366
receives the seed from the mutual authentication unit 330,
generates a random number using the seed, and sets the random
number as a file key.

20 During the authentication processing, the digital
content protection system 100i of the first and second
modifications perform different processing in steps S135,
S136, Si37, and S138 in the authentication cperation shown in
Figs. 9 and 10. Therefore, the following description centers

25 on these steps.

In step S135, the encryption unit 252 receives a seed
S from the random number seed generating unit 293 and

combines the seed S with the random number Rl to generate
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menory card reader 400. Therefore, the follow ng description centers on
the different aspects of these elenents. 10 3,1 1.1 Menory card 2 0 The
menory card 200j includes a nmaster key storing unit 210, a nedia inherent
key storing unit 220, a conversion wunit 230, a nedia inherent key
information storing unit 240, 15 a nutual authentication unit 250, an
encrypted content storing unit 260, a conmunication unit 270, and a
control unit 280. The nmutual authentication unit 250 includes a random

nunber ge””@#?%ﬁ%ﬁ 221, gzsac%l‘ﬁerb_lihzo'%t'fﬁhb.255heaéﬂcr@ptﬂﬂuuahnit 252

aut henti cati unit 4. 20 The nastér key storing unit 210, the
medi a i nher gahe @) sSt 8hi Ngn eyt &20,rariuenc onuabsizonEani tR230R1 Bhi) t Hy
medi a inherent key information storing unit 240_of thﬁggggprﬁ card1:200j
are respect apglyirige SaereeasTyRbEENof HIRF IdWbr §2 c &Pd ) THEFBPord® t he

foll owi ng description congerns the i f e BRALS 21GHrithm E2.
Random NunbéPh@pﬁé‘rta{]?eryg i35 e fﬁéérg;dé%nggﬁgg??ggger aat i@né:ll}ni t 251

gener at es aHeg%ndg%ng‘ger(RBZsyh@é i S199.641 bi b1 bi $£8ing NG fenceroutynttiornt he
113 random nuibér to the communication unit 270 and the conversion unit
255. (2) Comwarsi2en diivid255 (RieStorvdositor ffit 5D lacdkst @es SR FUmRES on
f1. 5 The conversion unit 255 receives a random nunber RlL fromthe
communi cat i @@anitLoZA3, reads the inherent key Ki  fromthe nedia inherent

key storing unit 229h gggpggfféﬁléﬁé communication unit 270 outputs the
encrypted random number E2 (Ki, (R1+S)) to the decryption unit
10 333 via the communication units 270 and 340.
In step S137, the decryption unit 333 generates D2
(K'i,E2 (Ki, (R1+S)) by applying the decryption algorithm D2
to the encrypted random number E2 (Ki, {(R1+S)) using the
inherent key K'i as the key of the decryption algorithm D2.
15 The decryption unit 333 then divides D2 (K'i,E2 (Ki, (R1+S))
into two 64-bit bit strings.
In step $138, the mutual authentication control unit
334 judges whether the random number R1 matches the former
one of the two 64-bit bit strings. If the comparison result
20 is affirmative, the mutual authentication control unit 334
judges that the memory card 200 is an authorized device; if
not, the mutual authentication control unit 334 judges that
the memgry card 200 is an unauthorized device. If the
comparison result 1is affirmative, the mutual authentication
25 control unit 334 also determines that the latter one of the
two 64-bit bit strings is the seed S and outputs the seed S
to +he file key generating unit 366.

Note that in the above modification, the encryption
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a conversion coefficient QL. The conversion coefficient QL can be
expressed by Formula 18 given below. 10 <Formula 18> Qi=fl (Ki, Rl) Here,
the function fl is a one-way function. The 15 one-way function nmeans a
function having a feature that it is easy to calculate cutput values from
input values but it is difficult to calculate input values from output

val ues. The one-way function is, for instance, an encryption function. The
conversion unit 255 outputs the conversion 20 coefficient QL to the

communi cati on. unit ,27 : CQVEr sl Mo NhtmBeS ahs@ iteceailesséde samrdom
number S2 -¥¥b ? & f%h g%ﬁﬁh é% %enerating unit 251, reads the inherent
key Ki fron&éﬁ@rg@gi pglime,rem{owléwrstthngnunjrptimo,;niamc?@?emyatdéyl&ie
conversion coefficient @ by applying 25 the function f1 to the ran%pg
nunber R2 ushagraméon nhenest Rkeyniad . tWihdidoferdiTh CIerSi®R 8% an be
expressed by Fornula 19 given bel.ow. 114 <t 34 (Hpj khe
conversi on uRE® P88 IRt Lithé E&W&(sféﬁbfgég%€f %%ﬁté% & to 13[1@ mut ual

aut henti cat j.on al JURLLr 294witR) Mt yakmAut Bert iseatiingn o€orntheols eldai t
254 Thg nut%g? g%ﬁﬁént?catign control unit 254 first 10 receives th%§
conver si on goekf itienbrfBrf r amdt heordomeer sheonlaghert 5 attrtedePled

conversion coefficient 2 fromthe , , ,
random numbeg?Rl with the latter bit string of the seed S 1in
the order.

(3) Third Modification of Digital Content Protection System

10 10041
Tn this modification, the downloaded content is
divided into one or more data blocks in logical or physical
units, each data block is encrypted and is transferred to a

recording medium, and the encrypted data blocks are

15 transferred from the recording medium and are decrypted.

During encryption, data pblock keys that are unique to
respective data blocks are generated, the data blocks are
encrypted using the unique data block keys and the inherent
key obtained after the authentication processingﬁ and the

20 encrypted data blocks are transferred to the recording
medium. puring decryption, the encrypted data blocks are
transferred from the recording medium and are decrypted.

ﬁore specifically, when each of the memory card 2001
and the memory card writer 300i judges that the other device

25 is an authenticated device, the memory card writer 3001
divides the downloaded content into one or more data blocks,

1 ; i c each
generates a data block key for each data block, encrypts

data block using the inherent key and the data block key of
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comuni cation unit 270. The nutual authentication control unit 254 then
conpares the conversion coefficient @ wth the conversion 15 coefficie
Q2. if the conversion coefficient 2 matches the conversion coefficient
Q 2, the nutual authentication control unit 254 judges that the nenory

card witer

300 or to nenory card reader 400] in which the nmenory card

200 is. placed is an authorized device; if not, the nmutual 20

aut hentication control unit 254 judges that the nmenory card witer 300j
the menory cifd 4pades1 d90] hsaabeHAsather baedypded data Blwakd uad the
aut hentication control unit 254 finally outputs an authentication signal
showi ng whetgito dyhe amdr00i 25 Weard tirg temagQojcand t20 et yeRrigefeader

400) is an

Unit 270 TH@BxSnmAREEaEi ofC0Ai t 199965 ek

Ji fromthe

t he encryptéﬁ

aut hori zed device to,the contégktﬁgkéﬁgﬁgﬁﬁég%o nqﬁg-%sg% n
TRl ONGT SNt KBV 41T QIR < 1O G diid r 200 BNcb Ut P
Herert - K %0 t

ey Ji e communi cation unit 340 of the neno

card witer 300 Qfcryftdde RaEUBIlGakisonfybnt 448 ohehbeyneodry ca@d:,
reader 5 400] . The "‘conmuni cation unit 270 al so receives the random
nunber RL f rgemd et epmiatieca] onk ukietys3400bf nEPaRindiy ERFIYPRAF 12 B830j

or the comrunication unit, 440 of the nenor ard , read | u ts
the random _rhjlrﬂfé?s_/RlaPG REHE %Son ?s?Bﬁréﬁf‘;?éZ%toaf }?l‘;l%égmgjt &%{]_%qo tey
authenti cat Ii?"l. e e'r;[t %(se(b anchecIf;é)rHQ@ %.tdcq{] klé”)§. 270 further receives the

10

15

20

25

With this construction, the digital content
protection system of this modification generates a data block
key unique to each data block of the downloaded content and
encrypts the data block using the data block key. Because
this makes it difficult for third parties to intercept data
blocks, the present digital content protection system

achieves a high security for the data blocks.

3.1L Tenth Embodiment

The digital content protection system 100j of the
present embodiment includes a memory card 20073, a memory card
writer 300j, and a memory card reader 4007. These devices
are not shown in the drawings.

The memory card 200j secretly sends its inherent key
to the memory card writer 300j, the memory card writer 3003
judges whether the memory card 200j is an authorized device
using the inherent key, and the memoxry card 2003 judges
whether the memory card writer 3003 is an authorized device
using the-inherent key. Only if noth of the memory card 2003

and the memory card writer 300j judge that the other device

112

nt

or

key

ry



conversion coefficient QL fromthe conversion unit 255 and outputs the
conversion coefficient QL to the comunication wunit 340 of the nmenory card
writer 300j or the communication 15 unit 440 of the nenory card reader
400j. The conmmuni cation unit 270 al so receives the random nunber R2 from
t he random nunber generating unit 251 and outputs the random nunber R2 to
the communication unit 340 of the nenory card witer 300] or the

comuni cation unit 440 of 20 the menory card reader 400j. The

communi cation unit 27 LV €S- He @nenfV a0 v raaeftf i30iogntou@@uftisom
t he cormunib%t?%na%%il?r%%&o#&pﬁéé ?rtertré;ry card witer 300] or the

comuni cati 90gupht 44@tehtst e rewpmencand cadie20QAD0j BRABDOGPBUTETHY
conversion 25°coefficient Q2 to the nutual authenticati 8Qd89nt4'b%lj unils 254
of the nutuabrduthépt icatdcemantiad B5p.the DRI BRCERITn§®a“comminiéati on

termnation signal from the contr Jni,t ;2006 rReme@nmuni cation unit 270
termnates 531 ?HEL‘éBﬁﬁﬁﬁl &abi 838\%15{'%8%& cg%ni cation unit 340 of the
menory card witer 300j,0kokhe aeAMamiogat itire unétodgtOcatdt heiteanstdf Joar d
reader °400j . The conmunication unit 27 also receives th encl%ﬁ.ﬁ]taerd fo .
partial conggat snEi mewbere chrid=teaBer3 4007, aFef FEROSTE ¥ i ion unit
340 of the nmenory card witer 300j and outputs_th pteg panyl dne
contents Fitheo ndwowncEdpted Qont %?%?Fggcﬁﬁidt q’éééoqz?s'rﬁll'he conmuni cat i on
unit 270 furthernore rea e cr ed roRart kak ¢edlening Fiedcxiptimn
encrypted cBREEAY g?ﬁ?iﬁég@%%?tﬂgd& 268 and outputs the encrypted parti al

contents Fi _{a:Lhe ~GOMMENIGEfie@Rntniats pédl sofo ft dapemeemeayt® r eader 400j .

10
3.11,.1 Memoxry Caxrd 2003

The memory card 200j includes a master key storing:
unit 210, a media inherent key storing unit 220, a conversion
unit 230, a media inherent key information storing unit 240,

15 a mutual authentication unit 250, an encrypted content
storing unit 2860, a communication unit 270, and a control
unit 280. The mutual authentication unit 250 includes a
random number generating unit 251, a conversion unit 255, and
a2 mutual authentication control unit 254.

20 The master key storing unit 210, thg media inherent
key storing unit 220, the conversion unit 230, and the media
inherent key information storing unit 240 of the memory card
2007 are respectively the same as those of the memory card
200. Therefore, the following description concerns the

25 different elemenﬁs.

(1) Random:Number Generating Unit 251
Thé random number - generating unit 251 generates a

random number R2 that is a 64-bit bit string and outputs the
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11 2 MenorX ca d Wi t-er 300 The nenory card witer 300j includes a naster
key 15 storing unit 313, a nedia inherent key information storing wunit
320, an inversion unit 321, a nedia inherent key storing unit 323, a

mut ual aut hentication unit 330, a co=unication wunit 340, a control unit
350, an encryption unit 360, a content storing unit 370, and a content
downl oad unit 380. 20 The content download unit 380 is connected to the
outside via the comrunication Iine 10 and includes a random nunber

gener ating qg%g(ﬁglmu§¢@&nVﬁéSH9ﬁ HRbt 335uranshaionut ualit a2i Gertricathen
control unit %. The master key storing unit 313, the nedia inherent 25

key i nf or maté®mvstorémounint 2320, the inversion unit 321, the nedia
i nherent key storing unit 323, the control unit 350, the encrypt ion. unit
360, - -t he cof?ertorYe¥rsiRP MBIt 370> and the content downl oad unit. 380 are

respectively the sane as,_ 117 t.hos ft e ¢ Wiiderial0EL .
Therefore, the foll ﬁ@“&@&éﬁﬁ%tﬁ@%tcé%?% s on the different el enents.

(1) Random Number G%g'u%r atd e Adnidn 33k tThes 5 anslom wvesrber c gedenanimeonRi 331
generatés the 5 random nunber Rl that is a 64-bit bit string and outguts

the random pusheth®lcbamthécebimmnbeati @7 uniteasiio Hitl TRETEohvEFYi br
unit 335. (2) Conversion Unit 335 The conversion unjt 5 S
function fl fhom the NediRelBRRESRS ¥ﬁ%tsﬁ?5§?%rgﬁl#n2?ﬁé g%ﬁvé?é?%ﬁﬁﬁﬁit

255. The conversion_upjt i vesyt herpandomyaugben RiefFramithe Q1
communi cat i of ﬁﬂ?YeﬁﬁOSﬁr%gggf{ﬁggé%h%}entTﬁgy K| ©

can be expressed by Formula 18 given below.
10
<Formula 18>

Ql=f1 (Ki,R1)

Here, the function fl i1s a one-way function. The

15 one-way function means a function having a feature that it is

easy to calculate cutput values from input values but it is

difficult to calculate input values from output values. The
one-way function is, for instance, an encryption function.

The conversion unit 255 outputs the conversion

20 coefficient Q1 to the communication unit 270.

The conversion unit 255 also receives the random
number 52 from the random number generating unit 251, reads
the inhérent key Ki from the media inherent key storing unit
220, and generates a conversion coefficient Q2 by applying

25 the function fl to the random number R2 using the inherent

"key Ki. The conversion coefficient Q2 can be expressed by

. Formula 19 given belcw.
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fromthe nedia inherent key storing unit 323, and generates the conversion
coefficient Q2 by applying the function fl to 15 the random nunber R2
using the inherent key Ki. The conversion coefficient QL2 can be
expressed by Fornmula 20 given below <Formula 20> 20 Q 2-f1 (K i, R2)
The conversion unit 335 outputs the conversion coefficient QL2 to the
comuni cation unit 340. The conversion unit 335 al so receives the random
25 nunber Rl fromthe random nunber generating unit 331, reads the

i nher ent keXFgEhuﬁgoqgghe medi a i nherent key storing unit 323, and
generates thée conversion coefficient Q| by.,.applying the function fl to
t he random nunber Ri2sf1 ngKih®2) nherent 118 key K i. The conversion
coefficient Q1 can be expressed by Formula 21 given below. <Fornula 21> 5
Q 1=fl (Ki,R) The conversion unit 335 outputs the conversion coefficient

Q1 to the nmutual %?e%%r?@%g%{lﬁoqgﬁpé WHd Adbutdd (hHe Mddialersion

Aut henti cation Con e nutual authentication control unit 334
first ece%gg%fggqény@qskgngxgﬁﬁmghgmtdﬂﬁhén&ﬂnaﬂ&pmon@etgpénQnﬂﬁt _
335 and receives the conversion coefficient QL fromthe communication unit
340. 15 Thezmut.ual authentication control unit 334 then conpares the
conversion coefficient Q1 with the conversion

(3) Mutual Authentication Control Unit 254
The mutual authentication control unit 254 first
10 receives the conversion coefficient Q2 from the conversion
unit 255 and receives a conversion coefficient Q'2 from the
communication unit 270.
The mutual authentication control unit 254 then
compares the conversion coefficient Q2 with the conversion
15 coefficient Q'2. If the conversion coefficient Q2 matches
| +he conversion coefficient Q'2, rhe mutual authentication
control unit 254 judges that the memory caxd writer 3003 or
te memory card reader 400j in which the memory card 200j is
placed is an authorized device; if not, the mutual
20 authentication control unit 254 judges that the memory card
writer 300j or the memory card reader 4003 is an unauthcrized
device.
'The mutual authentication control unit 254 finally
outputs an authentication signal showing whether the memory
25 card writer 30037 oxr the memory card reader 4003 is an
authorized device to the control unit 280.
(4} Communication Unit 270

The communication unit 270 reads the encrypted
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coefficient QL. If the conversion coefficient Q1 matches the conversion
coefficient QL, the nutual authentication control unit 334 judges that the
menory card 200j that is 20 placed in the nenory card witer 300j] is an

aut horized device; if not, the nutual authentication control unit 334
judges tha-t the nmenory card 200j is an unauthorized device. The nutual

aut hentication control unit 334 finally outputs an authentication signal
showi ng whether the nmenory 25 card 200j is an authorized device to the

control unit _350Q. .(4 nj I QM Unib 3340 i eBTUREGati oo M ¢ 1 340
recei ves thé" ﬁEFyﬁte e§?gﬁgr£%§%k§$?39h%?on1the connunicgtion unit 270 and
outputs 118:ibhengnchypt B40i aferantpuey the teodrdypteddiahertereheykéy to
information storing unit 320. The conmunication unit 340 also re S'ves t he
random nuntibe Romfiupicekacpanbibi AtRbef HRRFERPRY TAF %%ﬁt%ﬁdg @30%¥puts

the random nunber Rl to the canmunicati uni r
200j . The c&RMUFRE aGCE IR 348 f%%he%qroec%#véégt ﬁiem%%;ﬁvg?gao%ré@égr

coeffiqﬁent4%%.fron1the comuni cation unit 270 of the menory card 200j and
out put $* t he “conver si on coefficient 10 QL to the nutual aut hentication
control unit 334 of ThBecommuinakaaibhenniicatZ’én admic BIE1VER Wohmiaiedti on

unit 340 al so receives the random nunber R2 fronhage ﬁgnnunicatlon unét
270 of the mumbdey &ar dLoPObPCaREMBURHGREIPRIPERDRAY nlTberS RBSTS™ Y he2 ™

conver si on unit 15,335 of .the puLual -auLbentheat 190 481 tndendBp card
conmuni cat i 87 10Tt >3%8 8rs& TefeiVes fhe
reader 4007 and outputs the random number R1 to the
10 conversion unit 255 of the mutual authentication unit 250.

The communication unit 270 further receives the
conversion coefficient Q1 from the conversion unit 235 and
outputs the conversion coefficient Ql to the communication
unit 340 of the memory card writer 300j or the communication

15 unit 440 of the memory card reader 400j.

The communication unit 270 also receives the random
numpber R2 from the random number generating unit 251 and
outputs the random number R2 to the communication unit 340 of
the memory card writer 300j or the communication unit 440 of

20 the memory card reader 400j.

The communication unit 270 also recelives the
conversion. coefficient Q2 from the communication unit 340 of
the meméry card writer 3003 or the communication unit 440 of
the memory card reader 4003 and outputs the conversion

25 coefficient 02 to the mutual authentication control unit 254
of the mutual authentication unit 250.
-.0n receiving a communication termination signal from

the control unit 280, the communication unit 270 terminates
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conversion coefficient Q2 fromthe conversion unit 335 and outputs the
conversion coefficient Q2 to the communication unit 270 of the nenory
card 200j. 20 On receiving a comuni cation term nation signal from the
control unit 350, the comunication unit 340 term nates the comunication
wi th the comunication unit 270 of the nenory card 200j. The conmuni cation
unit 340 al so receives the encrypted partial contents Fi (where
i=1,2,3,...) from25 the encryption unit 360 and out puts the encrypted
partial contant sofuh®chBeoRONTHN Catid ORoiuh 1238 ioh turei tedBly afr dhe200j
. 120 11 3 Menory -Card Reader 400] The nenory card reader 400j includes a
master key mdmwrngami writ®r 300dda ichhecemmukégataPdr HatFoA48t BFi hGS

unit 420, an inversion_unit 421, .medi a i nherent .key.storj i 3, a
nut ual authéW??%%Mi%ﬁrﬁnF?aﬁgé,48%80nnu i%a??@ﬂunﬁﬁ§¥l%&ofhggbgﬁﬁgo%léﬁit

450, a decryptign unjt : SEQE-AG UNIdo T On +& I @ oduchiena
unit 480, a eggljg%%raﬁﬁgn %RFt éggaTHe nmut ual aut hentication unit 430

includeg a randomnunber geserehéngorniuhidldtioa cadverditrrf 16heninemasy,
and a nutual authentication control unit 434. The naster g§¥ itoriggh%git
413, the nmedtard mereer 3&k&) and AHRYOH ROrEPETURTEC 42D “the FRUSFEI 6N
unit 421, the, nedia_inherent key, stori ni 3ot NERGENt Bl . uni t 7430,
t he decryptiloh uﬁ?taﬁ%%, %4&?%%%¥%ntc% gg?ﬁg %E??§290, F%e .15 reproduction
uni t 480,_aqgmﬁpgnpggﬁggﬁoniﬁq&t 2D FhetheeaRae i vebyist hehsamenasyphese of
the menory card reader 400 and are not described here. Also, the )
communi cati Qplatidl contents Fi from the encrypted content storing unit

10 260 and outputs the encrypted partial centents Fi to the

communication unit 440 of the memory card reader 400].

3,11,2 Memory Card Writer 3003

The memory card writer 300j includes a master key
15 storing unit 313, a media inherent Xey information storing
unit 320, an inversion unit 321, a media inherent key storing
unit 323, a mutual authentication unit 330, a communication
anit 340, a control unit 350, an encryption unit 360, a
content storing unit 370, and a content download unit 380.
20 The content download unit 380 is connected to the outside via
the communication 1line 10 and includes a random numnber
generating unit 331, a conversion unit 335, and a mutual
authentication control unit 334.
The master key storing unit 313, the media inherent
25 key information storing unit 320, the inversion unit 321, the
media inherent key storing unit 323, the control unit 350,
+he encryption unit 360, -the content storing unit 370, and

the content download unit 380 are respectively the same as

117




440, the random nunber generating unit 431, the conversion wunit 435, and
the nmutual authentication control unit 434 are 20 respectively the sane as
t he conmuni cation unit 340, the random nunber generating unit 331, the
conversion unit 335, and the nmutual authentication control unit 334 of the
menory card witer 300j] and are not described here. 25 3.11.4 operation of
Digital Content Protection System 100'1 The followng is a description of
the operation of the digital content prot_ection,;system 100j. The

operation outlines iri-the case where st he, iegpryzod2l caneér23Qrd,s phaced
in the nenn?@oﬁﬁrdptwiRQﬁ §65Frgnd8%ﬁdther case where the nenory card 200

is placed i L¥sEaf gt i bgadent408j oar ehehaisareens ehesenserf or ned
in the digi?%%bgggﬁggnt pro?ection system 100_and are not described here. 5
The aut hent { cat R@ndepeNamben GanehatsageUnhér 83the menory card 200j is

placed in the nenory card witer 300] is _descri i ehahlk rRelaw hi¥ot e
that the same aut héfté cB2RdM %&mﬁ%fi%ﬁn?gagéPéo?ﬁgE ?%gtﬁg Case where the

menory card 200Qj] is plac i e carngh f eademqdQeid andpgux sndthe
descri ed ien%é?e9uT§?rA§?h%£ %25%?%&9%%%#ation in Cégp Wher e Menory Card
200] I's Plaggdoin Meaey @ardedVicrer d6Binuiheaadehertiicat B4R opfati®h in
the case where the nenory card 200] is placed in the nenory card witer
300j is 15cdesetrished uniteBa5l below with reference to Fig. 35. Steps
5130-5134 are the sane .those.in gig. 9 and are not described here. The
conversion-mﬁDtC998eF§éQPv§§th§ Pandom nunber RL

The conversion unit 335 prestores a function £l that

10 is the same as that prestored in the conversion unit 255.

The conversion unit 335 receives the random number R2

from the communication unit 340, reads the inherent key K'i

from the media inherent key storing unit 323, and generates

the conversion coefficient Q'2 by applying the function £l to

15 the random number R2 using the inherent key K'i. The

conversion coefficient Q'2 can be expressed by Formula 20

given below.

<Formula 20>
20 Q'2=£f1 (K'i,R2)

The conversion unit 335 outputs the conversion
coefficient Q'2 to the communication unit 340.
The conversion unit 335 also receives the random
25 number R1 from the random number generating unit 331, reads
the inherent key K'i from the media inherent key storing unit
323, and generates the conversion coefficient Q'l_éywapplying

the function £l to the random number R1 using the inherent
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fromthe random nunber generating unit 331, reads the 20 inherent key K
fromthe nedia inherent key storing unit 323, generates the conversion
coefficient QL1 by applying the function fl to the random nunber Rl using
the inherent key K., and outputs the conversion coefficient Q1 to the
mut ual aut hentication control unit 334 (step S162). 25 The conversion unit
255 receives the random nunber R1 fromthe comuni cation unit 270, reads
the inherent key Ki fromthe nedia 'inherent key . storing unit 220,

generates the enver si,an.cRet il chento&d £ byi appl ¢ Ngcdhevd unctremnsdd bp the
122 randon1ﬁﬁ¥bgrlm Eé?na the 1 nherent key Ki (step S161), and outputs

t he conver sigirm@aef Rilcih@rnienQbetlowt.ne nutual aut hentication control unit
334 via the conmunication units 270 and 340 (step S163). 5 The nut ual
aut hentication control unit 334 conpares the conversion coefficient Q1

wi th the conversiqn efficient QL. If the conversion coefficient Q1

mat ches théEEGHWQFsﬁgﬁ coefficient QL, the nutual authentication control
uni t 3%5 judges thag.the;megwsypeard 200j is an 10 authorized device; if
not, the nutual authentication control wunit 334 judges that the nenory
card 200j] is an unauthorized device (step S164). The random nunber

generating unit 251 generates the random er t 16 &g on
out puts the random BQfbeFORYSIRZCP0 ?ﬂégcoﬂgg?s?% %%?tgggg J?%?Yhe -

comruni cation units 270 d, 34 St S1P6)urhBB LAY EHEI @dryrdl 3801t
recei ves th§Q%§£hﬁﬁ%ﬂﬁﬁ%?PRﬁg %ﬁ%ﬂt e conmuni cation unit 340, reads the
i nherent keyyH i

10 (3) Mutual Authentication Control Unit 334
The mutual authentication control unit 334 first
receives the conversion coefficient Q'l from the conversion
unit 335 and receives the conversion coefficient Q1 from the
communication unit 340,

15 The mutual authentication control unit 334 then
compares the conversion coefficient Q'1 with the conversion
coefficient Q1. If the conversion coefficient Q'l matches
the conversion coefficient Ql, the mutual authentication
control unit 334 judges that the memory card 2007 that 1is

20 olaced in the memory card writer 3007 is an authorized
device; if not, the mutual authentication control unit 334
judges that the memory card 2003 is an unauthorized device.

The mutual authentication contzol unit 334 finally
outputs an authentication signal showing whether the memory

25 card 200j is an authorized device to the control unit 350.
(4) Communication Unit 340

The communication unit 340 receives the encrypted

inherent key Ji from the -communication unit 270 and outputs
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fromthe nedia i nherent key storing unit 323, and generates 20 the
conversion coefficient Q2 by applying the function f1 to the random
nunber R2 using the inherent key Ki (step S168). The conversion unit 335
then outputs the conversion coefficient Q2 to the nutual authentication
control unit 254 25 via the comunication units 340 and 270 (step 5169).
The conversion unit 335 receives the random nunber R2 fromthe random
nunber generating unit 251, reads the inherent key K fromthe nedia

i nher ent ke storln n anat Set RELQNVERRELANL key
coefficient Eﬁ b d%ﬂ#?%%ggﬁgere%unctlon lto ?h% random nunber R2 using

the inherent nkgymKtiohSkeBrSh§7hnithe2o0ut ual authentication control unit
254 conpares 5 the conversion coefficient Q2 with the conversion
coef fici ent Q 2. |17Thé heommnneeat bon coeiti gfnelep #ﬁF@H€§Stﬁ€ec6ﬁVEF§?on

coefficient , the nutual ut hentj cati on control udges that
the menory BHWHQﬁWFFer Bom; © EF ﬁﬁﬁ“%@hn??géﬁng P§§ %ﬁéﬁﬁh}é ?ch the
menory card 200 | a g@k% t har d-dgMli€cat fomainit hemongal
authentlcatPBEP%Bnth E%ﬁ#+§ jgﬁggs@?hgﬁgtﬁe nenn?? c%rd.%;lter 300j or

the menory-garfleh8ageea4@0pong.an unauthori zed device (step S170), 15 3
. ._5 Conclusion As described above, like the digital content rot ctlon
system 100, the di gihel comuencaricmectingh sy4Penf UIBBRET prveit S

aut hori zed device fromtr sferrln cont e t hor i
Thi o prevenFenEBRPLARSCPRar Thavt O PROE TR dnfihabfuide iz Svise.

the memory card 200j and outputs the conversion coefficient
10 Ol to the mutual authentication control unit 334 of the

mutual authentication unit 330.

The communication unit 340 also receives the random
number R2 from the communication unit 270 of the memory card
2003 and outputs the random number R2 to the conversion unit

15 335 of the mutual authentication unit 330,

The communication unit 340 also receives the
conversion coefficient Q'2 from the conversion unit 335 and
outputs the conversion coefficient Q'2 to the communication
unit 270 of the memory card 200j.

20 On receiving a communication termination signal from
the control unit 350, the communication unit 340 terminates

the communication with the communication unit 270 of the

memory card 200j. The communication unit 340 also receives
the encrypted partial contents Fi (where i=1,2,3,...) from
25 the encryption unit 360 and outputs the encrypted partial

contents Fi to the communication unit 270 of the memory card

- 2003,
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20 been properly downl oaded from bei ng used wi thout a proper

aut hori zation. Al so, an unauthorized device cannot transfer contents to an
aut hori zed device. This prevents illegally obtained contents from being
reused. The recording nmedi um device secretly sends its 25 inherent key to
the access device using the naster key. The access device decrypts the

i nherent key sent fromthe recording nmedium device using the master key,
generates authentication information that is a random nunber, sends the

124 aut henti c3ti gn I nf or gﬁi op # Q ghe !rﬁ.or di ng medi um device, and applies
a function T on wusing the decrypted inherent
key. The recording fRdi Wendeyi éer@ppbhasrt i@ osianenélmdes on amdteat gyl i ed

by the 5 access device to the authentication information using the
i nher ent ke tcarichgs andist t k3 aud heatisat.nbe rentorkeat i B aBra kit hS §peing

function has been applied to the access, device. ..Th Vi ares
the aut hent iUedti R0 nfBr ABYEBRLOY it bt by? 442 €§§§%§§Vg§¥ &??ﬁggﬁe

aut hent% cat !uonltlo éepf of natd oy %Whgd{?ﬁi@at Eod aaeidi frgo medi dhmibd 1 E8€ion
aut hent{ cat i"6h |#foﬂna i'on generated by the access device nmatches the
aut hent i cat ii@n 4 Nfaunatd osoaenblf namt ha50; ecor dergypedoomunhe dédessa
devi ce judges that the recording nediumdevice is an authorized deyice; if
not, the accester: deloring udpes dAfr ther$RERNT MyCheldla é‘@@i’cear} ah

unaut hori zed device. The.recordi ng nedi [,uydoes, whet @SS, 6lgVi ce
is an authoﬂEﬁﬁ?EHW]c@n?% tﬁ%PSanéﬂﬁinﬁgF¥ggyéﬁﬁ0|n&ggféigghaﬁﬁﬁthé

recording Wﬁq{difq]&!aeé/i&erélﬂ@o&hﬁu@géssgendwic@agj weges Afist hercoiree 0 hen
device is an authorized

10 unit 435, and a mutual authentication control unit 434.

The master key storing unit 413, the media inherent

key information storing unit 420, the inversion unit 421, the

media inherent key storing unit 423, the control unit 450,

the decryption unit 460, the content storing unit 470, the

15 reproduction unit 480, and the operation unit 490 are

respectively the same as those of the memory card reader 400

and are not described here. Also, the communication unit

440, the random number generating unit 431, the conversion

unit 435, and the mutual authentication control unit 434 are

20 respectively the same as the communication unit 340, the

random number generating unit 331, the conversion unit 335,

and the mutual authentication control unit 334 of the memory

card writer 3007 and are not described here.

25 3.11.4 Operation of Digital Content Protection System 1001

The following is a description of the operation of
the digital content protection.system 1607 .

The operation outlines in" the case where the memory

121



20 device. Also, unlike the digital content protection system 100, the
-access device and the recordi ng nediumdevice performthe authentication
operation descri bed above using the inherent key prestored in the
recordi ng nmedi um devi ce, 25 instead of the apparatus key prestored in the
access device. Therefore, the access device and the recordi ng nmedi um
device are not required to include nenories for hol ding apparatus keys
and apparatus key information, conversion units for 125 converting the

apparat us keys i phg4t e 3PPAEALUS tHRY meidh9r Ratbonzisad BOvPraadniuntits for
perform ng inversio processing. As a result, the hardware scales of the
access devigaeantielrbe thecpenbnyg cerd U2 Uevisephaeed ebuce MRIOLY (435¢ n

the above exanples, the digital content protection _system includes,
menory car dreadesnmi30car P wile ef 3mands agh?rﬁ?mp? rggfﬁ‘gaeég‘]erﬁel—b%%e%l t he

digital content protectjon 10 syst d I gelsede rld drd hese
devi ces. Th&ORHERT (RO ST AT %%?ghtggﬁogg%%P%ﬁgs§ggen1éay only include a

menor y §ard1§{2ed A, DBODE Yo S1 Gh Wbt 85t 06n MY, aiHey ¢asé udbeae mbrpmemeryl and
a nenory card reader. %23 In the above exanples, after a necordbﬁg.nedium

15 device, wiah agoaimenor pleaed, is ddrmeBeBarto WA AcEddSedevite, Such
oS S SO LTS 9008 TEIRLY SRS TRl seauh ok st eenidia
authenticated  devige; OpLyclinb@tih Afnd hese devreesnbuignscyhaazéhegosre
is piaced in the memory card reader 400j and is not described
10 here.
(1) Authentication Operation in Case Where Memory Card 2007
Ts Placed in Memory Card Writer 300]
The authentication operation in the case where the
memozy card 2003 is placed in the memory card writer 3003 is
15 described in detail below with reference to Fig. 35.

Steps S130-5134 are the same those in Fig. 9 and are

not described here.

The conversion unit 335 receives the random number R1
from the random number generating unit 331, =reads the
20 inherent key K'i from the media inherent key storing unit
323, generates the conversion coefficient Q'1l by applying the
function £1 to the random number Rl using the inherent key
K'i, and outputs the conversion coefficient Q'1l to the mutual
authentication control unit 334 (step S1l62).
25 The conversion unit 255 receives the random number R1
from the communication unit 270, reads the inherent key Ki
from the media’inherent key storing unit 220, generates the

conversion coefficiént 0l by applying the function fl to the

122




20 connected to authenticated devices, digital contents are transferred
bet ween the recordi ng nedi um device and the access device. However, the
foll ow ng operation may be performed. When contents are sent fromthe
access device to the 25 recording nmedi um device, the access device judges
whet her the recording nmediumdevice is an authentication device and, only
if the. judgenent result is affirmative,. sends the contents to the
recordi ng mediumdevice. In this case, the recording 126 nedi um device

does not judge wether the,ac deyice i sraft audihgri zededegiree.) ,Oaniche
ot her hand,r%%%ﬂ@c%ﬁ?%ﬁFngrégggﬁte%%o%?thg reco?ding ned?un1device to the

access deVigSt'Hﬂ?sre€ﬁédia@nvérﬁﬁahuntdefEQeipmdgtemetherthﬁe BecEsd
device is ah authorized device and, only if. the judgenent r SU|tJﬁits

af fi r mati veaut hent eeat longcaptirain devtcd3detdsd tHe CHRTERE-S2“EG6™ WE access
device. In this case, the access_device does not judge whether the
recordi ng n%ﬂOuﬁﬂde@ﬂ@e(PEeanSlgé)authorized device. This. nodification is

based on the concepi, { hal.thp , guibent Esalbancehtgotanget G0 corppres
sour ce °devi ce preveﬁ%s contents that are properly downl oaded from hei ng

used Wi t houf , JOF QRATv @Kt ekl Zable@Eidbe(8) QA Lt he idbovéekarfiftREereHée "™
access device is a nenory card witer or a,nennrgaﬁard rea eﬁ.dj§%ggg,
the access cde¥fdeirmay @ubl dsf d51q HEOWERBFYORaFG W FEar  andt the menory

card reader, Mre specifically,he access, deyicentbal L daukhentsation
control unit 334 judges that the memory card 2003 is an
10 authorized device; if not, the mutual authentication control
anit 334 judges that the memory card 200j is an unauthorized
device (step S164).
The random number generating unit 251 generates the
random number R2 (stép S1.65), and outputs the random nunber

15 R2 to the éonversion unit 335 via the communication units 270

and 340 (step S51656).

The conversion unit 335 receives the random nurmber RZ

from the communication unit 340, reads the inherent key K'1

from the media inherent key storing unit 323, and generates

20 the conversion coefficient Q'Z2 by applying the function fl to

the random number R2 using the inherent key K'i (step
S168).

The conversion unit 335 then outputs the conversion

coefficient Q'2 to the mutual authentication control unit 254

25 via the communication units 340 and 270 (step S169).

The conversion unit 335 receives the random number R2
from the random number generating ‘unit 251, reads the

inherent key Ki from the media inherent key storing unit 220,
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20 the nenory card witer and the nmenory card reader is connected to the
personal conputer shown in Fig. 2 and a nenory card is inserted into the
access device. Wth the personal conputer 500, a user obtains contents,
such as nusic data, fromthe outside via the communication |ine 10 and 25
wites the contents in the nenory card through the nediation of the access
device. Also, with the personal conputer 500, the user obtains contents
from. the nmenory.. card through the nediation of the access device and

reproduces Lhe oBtained 12 CON\EMSIon (A 421 diiabgN &Pl png Lites DES

algorithn1i§ wever, any other cryptographic algorithmmay be used.

(5) The memgryceapd FRYtdSEr@N: 0Ridne dlunteIC RAr uainyOché (Magnenb- KBpyikal )
di sc, instead of a sem conductor nmenory. (6) In the above exanpl es,

di fferent inbeeeniSliedys are assigned to respective recordi ng nmedi um

devi ces. However, the present invention, nmay. be di,fi I QU5 An
inherent key is asstghetiufg? GPgﬂﬁngﬁcﬁgéfﬁ{‘di‘:ﬁ&% ) r?e%tﬁﬁ%%gv% cesE.nZ:and
anot her, | nNerent. koY L ASSbORE {dhe. RAOLARK QHRUBoAeESEoR oot FEdiams . | n
this case, the “Felor I'ng nmedi um devices in each group are assigned the
sane inherent keysr fhsocomveidihet ende iEyciienta®i gaedhto the geovprdion 15
recordi ng medi um devices in one version of a product and a

oy 15 a0s! gaed Ko e G Gup e REor ) CRstR A AT (P D Bl Her 2ot
O | naulams” Wil RGEOLY D0 EPULYELECYHETS ok FAC AP Sf
reader 4003 in which the memory card 200j is placed is an
10 ‘authorized device; if not, the mutual authentication control
unit 254 judgeé that the memory card writer 3003 or the

memory card reader 4003 is an unauthorized device (step

sS170) .

15 3.11.5 Conclusion
As described above, like the digital content
protection system 100, the digital content protection system
100i prevents an authorized device from transferring contents
to an unauthorized device. This prevents contents that have
20 peen properly downloaded from peing used without a proper
authorization. Also, an unauthorized device cannot transfer
contents to an authorized device. This prevents illegally
obtained contents from being reused.
The recording medium device secretly sends its
25 inherent key to the access device using the master key. The
access device decrypts the inherent key sent from the
recording medium device using the master key, generates

authentication information that is a random numbex, sends the
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20 Furthernore, an inherent key is assigned to the group of recording
medi um devi ces produced by a manufacturer and another inherent key is
assigned to the group of recording nedium produced by anot her

manuf acturer. In this case, the recording nmedium devices in each group are
assigned the sane 25 inherent key. (7) Wien both of a recording nedi um
devi ce and an access device that is a nenorycard witer judge that the
other device is an authorized device, the user key may be used to 128
encrypt and,deglypl Hitdichal i rrtrention ned heheranaeprdésgr Missd uh el “When

t he recording nmedium device is connected to the acc¢ess,. device, the access
devi ce receiavids spplsers key Furgriion 5tasdhe gRAER@RESCATEPPRe WEPFU A4t h

file of a digital content, and geperates_a.transf d eaedy fiihe by
perforning aspnedetia® midesd YEHeAU PO 5 udf Yas tﬁgﬂixgggéfggﬁgdisjJhction

on_the file key using!he.usgr. keyn. TR acess aglevhae enpsypss bye fiid es

using the t eyS and 10 outputs the encrypted files and the
transf oy med jkeys o GidPece r £60kHieNG uERdinM deviare. iThernetdbedi Mg imsdi Uk
device receives the encrypted files and the transforned keys fram_ the

access devi dehaneénhol sy £ hand Weadst Hae ezf e Rl AREL O dAFOFE AR hot ds

the 15 encrypted files and,the transforned .keys | panected 4 oy cACCess
devi ce t hat “ibs-ch ﬁﬁﬁbrguE%Fﬂo?egangeFﬁeE%ﬁéﬁf%?ngé Eediunl devi ce out puts

the encrypted fil&s.a0dabhe ctr ansfyrmd. chkeyachentheaadons sievie: 1 dhe
access device receives the encrypted files and the transforned keys, from
the recordi p@nerated by. the access device with the authentication
10 information sent from the recording medium. If the
authentication information generated by the access device
matches the authentication information sent from the
recording medium, the access device judges that the recording
medium device is an authorized device; if not, the access
15 device judges that the recording medium device 1is an
unauthorized device. The recording medium judges whether the
access device is an authorized device in the same manner. By
doing so, each of the recording medium device and the access
device judges whether the other device is an authorized
20 device.
Also, unlike the digital content protection system
100, the -access device and the recording medium device
perform-the authentication operation described above using
the inherent key prestored in the recording medium device,
25 instead of the apparatus key prestored in the access device.
Therefore, the access device and the recording medium device
are not required to include memories for holding apparatus

. . . -
keys and apparatus key information, conversion units for
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20 nmedi um devi ce, receives a user key froma user, generates a file key
for each of the encrypted files by perform ng an inverse cal cul ation of
the predeterm ned cal culation on the transfornmed key using the user key,
decrypts the encrypted files using the generated file keys, and reproduces
the 25 decrypted files. (8) The present invention may be achi eved by a
conput er- readable recording nediumthat records a programfor having a
conput er performthe operation of the present digital 129 content
protection égﬁtveergtﬁ{go,tﬁ@e pEsentus Nvients onmay  thee acifraRRE WY cotiput er
digital signals of such a program (9) The present invention nmay be.

achi eved byiafotmandpnssiaon neovarssash vas t8 cormuRPEACEBA EhartheI 5> 1 Hat 5
transmts the programfor. havin comnput er rfar radd he
present di gbrakessatgnt ﬁlsotaed:ﬁ%b‘?l'tsyg?‘@m%ar%%?g% t %rlgerseggﬁﬁté{ién\%bn%%i may
be achi eved by ,a separ d VS idel iawey irgiddeal r ecor di ng
medi um to tﬂ§%158nﬁ e?%§y§F§%?§$E§£ansfEﬁmqﬁfﬁfi programto the conputer
10 sysQ@n1via a communi cation channel. Furthernore, the present invention
may be a program or conputer digital signals transferred via a

communi cat i gn 1ghanhelr. MotRXiThkdé lemsodi nent s descri bed above may be conbi ned
to realize a nodified digital content pr Clyl: Qr S rotdSt paKt s
of sone enbdéi)mantsIﬂa‘;rh%ea%‘fﬁ)iwqu(?sﬁe%ﬁgz‘gkggt%d%§?¥égﬁgis%itaI Cé)ntent
protection system . hg&@ ephriNvenheaB ryasadreewfitldy, and a
.descri bed 8&5\%@ olﬁléelxarrp e%hﬁmerﬁﬁ@?e?%r ence to ac?orrpan%/i ng dr aw pgs, it
is to be noygedkatarar irensechangesesnd, the digital content protecto

10 system does not need to include all of these devices. That

is, the digital content protection system may only include a
memory card and a memory card writer or may only include a
memory card and a memory card reader.
(2) in the above examples, after a recording medium
15 device, such as a memory card, 1s connected to an access
device, such as a memory card writer and a memory card
reader, each of the recording medium device and the access
device judges whether -the other device is an authenticated
device. Only if both of these devices judges that they are
20 connected to authenticated devices, digital contents arxe
transferred between the recording medium device and the
access device. However, the following operation may be
performed.
When contents are sent from the access device to the
25 recording medium device, the access device judges whether the
recording medium device is an authentication device and, only
if the . judgement result is affirmative, sends the contents to

. . . .
the recording medium device. In this case, the recording
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20 nodifications will be apparent to those skilled in the art. Therefore,
unl ess such changes and nodifications depart from the scope of the present
i nvention, they should be construed as being included therein. 130 Wat is
clainmed is: 1 1. Adigital content protection systemthat enables a 2
digital content to be used and includes a recording nedium 3 apparatus
havi ng a storage area for holding digital content 4 information and an
access apparatus that reads information 5 fromand wites information into
the storage area, 6. the digital content RHRG! idR Seys apariadd ngs dn
accordi ng t 8 en¥ollomnng phases: "8 an aut henti cati on phase where the
recordi ng nagi-udriSedpparates secretly transmts an inherent key to the
access 10 apparatus, and the recordi ng nmedi um appar at us and tQﬁr%gqﬁﬁg 11
appar at us per f or m n@nugheagthest he@d orvhaR PR FIFRhdFent S 2 K" the

i nherent key being information that _is i &1 b3 MeRONH b aBgkh um
appar at us; &5&° @g§QCHﬁFéHF g 3ns eFOpﬁ§%e9H§§% orneé'oﬁly when the 15
recordi hg i ppaLat s andatbs acsessrappes atascdave dddisaccessfamly
authent?caggl(ﬁg%ﬂ ot her, mhgge&the access 17 apparatus either (i% ,
encrypts a dighicali zeent eaticsi ropd,heonld setr dily frgasmetTed*fAletent® key
and sends the encrypted 19 digital content to, the recordi I £
appar at us o Efi)yrmazg viee c &ihge £ e4R TERESy Pt u&lgﬁetvﬁcecgnetneaﬂgt r\g}%ﬁ%%n S
recording 21 nedium ar and [dechynt s-Ahe aMd e gighdate cand ent
22 using t h&%% eeffvggghﬁgﬁﬁifﬁd ﬂﬂherent f%y. 1 2. The digital content
protection system;ghge akhedher the recording medium device 1s an

10 authorized device.

This modification is based on the concept that the
authentication of a target device by a source device prevents

contents that are properly downloaded from being used without

proper authorization.

15 (3) In the above examples, the access device 1s a memory
card writer or a memory card reader. However, the access

device may doubles as the memory card writer and the memory

card reader. |
More specifically, the access device that doubles as
20 the memory card writer and the memory card reader is
connected to the personal computer shown in Fig. 2 and a
memory card ls inserted into the access device. With the
personal computer 500, a user obtains contents, such as music
data, from the outside via the communication line 10 and
25 writes the contents in the memory card through the mediation
of the access device. Also, with the personal computer 500,
the user obtains contents from the memory. card through the

mediation of the access device and reproduces the obtained
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2 wherein the recording nmedi um apparatus includes a 3 first calculation
nmeans, and 131 THI S SHEET HAS BEEN REPLACED t he access apparatus incl udes
a first authentication 5 information generating neans and a first

aut hentication 6 nmeans, 7 wherein while the access apparatus judges

whet her the 8 recording nedium apparatus is legitimte inthe 9

aut henti cation phase, 10 the first authentication information generating
means 11 generates first authentication information and outputs the 12
first authenti atk%n information to the recording nedium 13 apparatus, 14
the first c&°8U"Ai°6n neans receives the first 15 authentication
infornation44?enerat§stwd%ﬁbéﬁécakampMe516GMﬂrﬁﬂﬂi6agbghthmf@ﬂn%$%ﬁ.by
performng a first calculation 17 on the received first a thentniation

i nf or mat i on Hosievg tt, hen yl ® tiveire cayP HegF 2PHE AMIUIERhEFY RE tifCul at ed

authentication 19 in-formation to, the access. ap , g 20t he fag st
aut hent i cat i{Gn neanSPPud§8CWhetHe? FRE Qiﬁr%ﬁb?gﬁﬁgg%eé?hn1apparatus is

legitinnte f(rﬁ%@&eﬂﬁa-fd'rprt%tcal%Z Audentigation i nf edmmidamhanht eefdr st
cal cul ated authentication information using the secretly transmtted
24 inherent (gy. 1 3n The ditgitelexumkes, pdfEerPdh pdeamndt DA M2 2
wheretn. th%é@??ﬁgzEﬂgngégﬁgc{fgéugggo?dfggoﬂgdi%mF@é¥ﬂé§§f”‘ﬁ%ﬁ%@er?nd
the present invention may be modified as follows.
An inherent key is assigned to a group of recording

10 medium devices and another inherent key is assigned to
another group of recording mediums. In this case, the
recording medium devices in each group are assigned the same
inherent key.

Also, an inherent key is assigned to the group of

15 recording medium devices in one version of a product and
another inherent kay is assigned to the group of recording
mecdium devices in another version. In this case, the
recording medium devices in each group are assigned the same
inherent key-

20 Purthermore, an inherent key is assigned to the group
of recording medium devices produced by a manufacturer and
another inherent key 1s assigned to the group of recording
medium produced by another manufacturer. In this case, the
recording medium devices in each group are assigned the same

25 inherent key.

(7) When both of a rec¢ording medium device and an access
device that is a memory ‘card writer Judge that the other

4
. o . - o
device is an authorized device, the user key may be used
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4 the recording nmedi um apparatus includes a second 5 authentication,;

i nformati on generating neans and a second 6 authentication, neans, 132
TH'S SHEET HAS BEEN REPLACED 7 wherein while the recordi ng nmedi um
apparatus judges 8 whether the access apparatus is legitinate in the 9
aut henti cati on phase, 10 the second authentication infornmation generating
11 neans generates second authentication information and outputs 12 the
second aut hentication infornmation to the access nmedium 13 apparatus, 14

the second galcybating dBaPgpt atiiMesl tdentsanendn theamtanored chsgnibed
information, generates second calculated 16 authentication information by
perform ng pe%ewond cal culation 17 on the received second authentication

information using the 18 secretly transmtt jsnher.ent. kew, . and «QutgHy s
the second 19 cal dlheft etg‘eatﬁer‘?éarﬁqy imoer?ryi% ?(rar\r%{&i%or%%t %ot %e’cr ecor di ng

medi um 20 apparatys, .and t he.s8c0Rdvaktheatiesakison n@ars Keydfasomieet her
the 22 acc%ggeigpggg%gg’igﬁﬁegifinate fromthe second authentication_ 23

i nformation,apgd t %@@@% cal col atedkaut emt | each orf 1124 PAf of metiiddrtadsi ng
t he i nherent key. 4. The digital content protgction %gSt§”L0chr%i@h31 2
wher ei n t hecosatendi ngnvedian 2o a? us TPAPEREFSA3 oo Utfes®aSFi Fét

et ont KePSEARETERE b BTTLE THSa ar e O har | caThdes Sfiray e
disjunction, on the file key using the user key. The access
device encrypts the files using the transformed keys and

10 outputs the encrypted files and the transformed keys to the
recording medium device. The recording medium device
receives the encrypted files and the transformed keys from
the access device and holds them.

When the recording medium device that holds the

15 encrypted files and the transformed keys is connected to an
sccess device that is a memory card reader, the recording
medium device outputs the encrypted files and the transformed
keys to the access device. The access device receives the
encrypted files and the transformed keys from the recording

20 medium device, receives a user key from a user, generates a
file key for each of the encrypted files by performing an
inverse calculation of the predetermined calculation on the
transfofmed key using the user key, decrypts the encrypted
files using the generated file keys, and reproduces the

25 decrypted files.

(8) The present invention may be achieved by a computer-
readable recording medium that recoids a pregram for having

a computer perform the operation of the present digital
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6 decryption neans, 7 wherein while the recordi ng nmedi um apparatus secretly
8 transmts the inherent key to the access apparatus in the 9

aut henti cati on phase, 133 TH' S SHEET HAS BEEN REPLACED 10 the first
encryption nmeans generates an encrypted 11 inherent key by applying a
first encryption algorithmto the 12 inherent key and outputs the
encrypted i nherent key to the 13 access apparatus, and 14 the first
decryption nmeans receives the encrypted 15 inherent key and generates a
decrypt ed i nheiesnit keyobyct 16n appsyemg aAisost tdecpypseoh ahgenittiom trayt he
encrypted 17 inherent key, the first decryption algorithmbeing used to

18 decr ypt cﬁ?ﬂﬁﬁh%%ﬁﬁdg%he?%@@%F%ﬁt¢#$h%a¥l?%@n%ﬁ§r9ﬁtﬁﬁﬁh i9°&P§6@F&hn1 1

5. The digit cont o Pro 4 el

recordi ng rreG%'Um ap at J%]t:gg%b?ieri%?l het O esﬁbg}l Ps?t g.lrls% or | ng Keans
for prestorifgdsdidsiondnkaYa, arthch tde aceesmuaiipRIalids chahhel, | relatdes
a second key 6 storing neans tor prestoring a second key that corresponds
to 7 the fitsdnkeyts8thkerpiogtdie fllorsthancngptd onompunsrerryfront fide 9

i nherent key using the first key, and 10 the first decrggtlon means
decrypts théﬂﬁ%%%Qkﬁ%folﬁh?h%%ﬁ%%?tk%&ghs?%gc?ﬂéQQECBE REyLCT 8YSTRE-

digital ComﬁﬁgoPrQﬁSC£E89eﬁ¥SEﬁUEHE19haHQyLbe achieved by a separated
computer system by delivering the recording medium to the
computer system or transferring the program to the computer
10 system via a communication channel. Furthermore, the present
invention may be a program or computer digital signals
transferred via a communication channel.
(10) The .embodiments described above may be combined to
realize a modified digital content protection system. Also,
15 parts of some embodiments may be combined to realize a
modified digital content protection system.
Although the present invention has been fully
‘described by way of examples with reference to accompanying
drawings, it 1s to be noted that variocus changes and
20 modifications will be apparent to those skilled in the art.
Therefore, unless such changes and modifications depart from
the scope of the present invention, they should be construed

as being included therein.
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2 wherein the first key and the second key are the sane 3 naster key, and
4 the fist decryption nmeans decrypts the encrypted 5 inherent key using
the--'.second key that is the sane as the 134 THI S SHEET HAS BEEN
REPLACED 6 first key. 1 7. The digital content protection systemof Caim
5,-2 wherein the first key is a public key that is 3 calculated fromthe
second key according to a public key 4 determ nation algorithmof a public
key cryptosystem 5 the first encryption algorithmis an encryption 6

al gorit hm ofyre pldisitkay tsyptosystem and 7 the first decryption
algorithmis a decryption 8 algorithmof the public key cryptosystem g
wherein the first encryption nmeans encrypts the 10 inherent key according

to the encrﬁgtlon algoll_é21 cﬁ?éyﬁ%@%lgggg%gg%égyfﬁgxg%p%ﬂggngﬁgﬁfgstQe

first ké y t ist rst decryption neans
decrypts th t ddr | phepgnt;skay adeC And IR dD 4 hee ECES g | BBdium
algorit%n1o?h§ﬂg&¥€58%% I|c key cryStosysten1u5|ng the second key. 1 8. The
di gi tal 3 contgspapriecidvimsystemoigd aten S{oR whbdeng dh@l@ééoﬁgnkeytl s a
public key that is 3 calculated fromthe first ke accor% g % n

key 4 ﬁeteMﬁﬁQﬁW%ﬁ#%ﬂg®W¢tﬂﬁ1éFcésﬁeé@Péﬁ$QH%] ﬁﬁe??ﬁ 5 ﬁﬁma 8

method, (6 the first,encryptionaloariihmis, a slopaliige area,

6 the digital content protection system operating
7 according to the following phases:

8 an authentication phase where the recording medium
9 apparatus secretly transmits an inherent key to the access
10 apparatus, and the recording medium apparatus and the access
11 apparatus perform mutual authentication using the inhexent
12 key, the inherent key being information that is unique to the
13 recording medium apparatus; and

14 a content transfer phase, performed only when the
15 recording medium apparatus and the access apparatus have
16 successfully authenticated each other, where the access
17 apparatus either (a) encrypts a digital content using the
18 secretly transmitted inherent key and sends the encrypted
19 digital content to the recording medium apparatus or (b)
20 receives an encrypted digital content from the recording
21 medium épparatus and decrypts the encrypted digital content
22 using the secretly transmitted inherent key.

1 2. The digital content protection system of Claim 1,

2 wherein the recording medium apparatus includes a
3 first calculation means, and
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7 processing algorithmof the recovery signature processing 8 nethod, 9
the first encryption neans ger. _erates the encrypted 10 inherent key that
is a signature text -by applying the first 135 THI S SHEET HAS BEEN
REPLACED 11 encryption algorithmto the inherent key using the first 12
key, 13 the first decryption algorithmis a verification 14 processing

al gorithm of the recovery signature processing 15 nethod, and 16 the first
decryption neans generates the decrypted 17 inherent key by applying the
first decryption al goei thress aﬂ:@atheuencnyptl@dm ahéiest keyhenticp§iprRe
signature text using 19 the second key. The 2 i tal c -

prot ect § on SVBQQ#W%ﬁlQEzn%ﬂﬂﬁr%Zﬁﬂﬂér@Fﬁnﬁhea?%cdﬁd ﬁ%sﬁed?ﬂ 88gé?3fu§n
further . 3 includes: 4 a first master key storing neans for prestoring a 5
first nastem3&RP/group that includes a piurality of master 6 keys: and 7 a
first selection neagsehkeinSehettifige dadthed £rapeairathisoytudafest Waefchest thst er
key group as a first key, and 9 the access apparatus further includes; 10 a
second s®mst ere key ot ogi ngim@an@ fergreatdd ngt 2 129ddconatfastier Kele

group that includes a pluralii of master 12 keys, the -first master key
group ahd t ReMENF TerP: 713 group include the same plurality of
mast er 5eys and the first authentication information generating means
11 generates first authentication information and outputs the
12 first authentication information to the recording medium
13 apparatus,
14 the first calculation means receives the first
15 authentication information, generates first calculated
16 authentication information by performing a first calculation
17 on the received first authentication information using the
18 inherent key, and outputs the first calculated authentication
19 information tc the access apparatus) and
20 the first authentication means judges whether the
21 recording medium apparatus is legitimate from the first
22 authentication information and the first calculated
23 authentication informatior using the secretly transmitted
24 inherent key.
1 3. fhe digital content protection system of Claim 2,
2 wherein. the access apparatus includes a second
3 calculation means, and
4 the recording medium apparatus includes a second
5 authentication: information generating means and a second
6 authentication-means,
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14 a second. selection neans for selecting a master key 15 out of the
second naster key group as a second key, the 16 second key being the sane
as the first key, 17 wherein:- the first encryption neans encrypts the 18
i nherent key using the master key selected as the first key, 136 TH' S
SHEET HAS BEEN REPLACED 19 and 20 the first decryption nmeans decrypts the
encrypted 21 inherent key using the nmaster key selected as the second 22
key. 1 10. The digital content protection systemof Claim4, 2 wherein the
first encrypti on neansrpiaswaies ahki refcodisipgraiinukeyppgeacnat ¢adges
transforned key by performng a 4 first conversion on the inherent key

usi ng the fiwstBabgr sy Ske§ssandpgar@tates ihe LRAGLFHIELS nhkRentlRey
by applying th 6 first encryption algorithmto the transforned key, and 7
the first dé@F&ﬁﬁQﬁ?%ﬁ%ﬁ% 'ores a second 8 subgroup key that is the
same ag the first suparouched. a9cfeneisheson derryphedibhanséoerdikey by
applying the first decryption algorithmto the encrypted inherent Kkey,
and 11 geneiahes gkherdeesypteshd nhertenit ikeyt inn perfioamaitignaandldutpuessi on
operation of the first conversion operation on the 13 decrypted ,

t r ansf & ned they eI tHethekbier sibyr s0UHokBFLien1to The RYTIST EBBALBHt
protectjon systemof Claim4, 2 wherein the first encryption neans
presto}%s aa%PF§Ftu§'subgroup key, generates a cipher text by applying the

first ;4 encryptiontgabgoydddim t eatibeiarhenenhekey, @iukiganer ahes sb€ond

15 authentication information, generates second calculated
16 authentication information by performing a second calculation
17 on the received second authentication information using the
18 secretly transmitted inherent key, and outputs the second
19 calculated authentication information to the recording medium
20 apparatus, and
21 the second authentication means judges whether the
22 access apparatus is legitimate from the second authentication
23 information and the second calculated authentication
24 information using the inherent key.
1 4. The digital content protection system of Claim 3,
2 wherein the :ecording medium apparatus further
3 includes a.first encryption means and an inherent key storing
4 means fér prestoring the inherent key, and
5 the access apparatus further includes a first
6 decryption means,
7 wherein while the recording medium apparatus secretly
8 transmits the inherent key to the access apparatus in the
9 authentication phase,
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5 encrypted i nherent key by performng a first conversion 6 operation on
the ci pher text using the first subgroup key, 7 and 8 the first decryption
nmeans prestores a second 9 subgroup key that is the sane as the first
subgroup key, 137 THI S SHEET HAS BEEN REPLACED 10 generates a decryption
text by performng an inverse 11 operation of the first conversion
operation on the encrypted 12 inherent key using the second subgroup key,
and generates the 13 decrypted inherent key by applying the first
decrypijg on 14 al gothéhmitrad hendegpypbn ometest dederafide dhngidratr opirgent
protection systemof Claim4, 2 wherein the recordi ng nedi um appar at us
furtherl 3 inbeuees Xefi byt aRpyysnorinfinsaneneoyPptedtdEIo BN Fatthey 4
that is a nas%gr key, and 5 the accesaggpgaratu f,urt her includes a second
o

key 6l%t or FRGeFERNs ¥BF PESTHEHS a° RAT KRy S hal FE P e "SamdC st er

key as,the tir Kk greijnthe first encryption means prestores a
first u% SU%SF%ES %é éﬁggﬁéfaﬁgg an encrypted first key by performing 10 a

first gonversion opehrat ifdnsen dderfptSin kKepgausi ngeddievds r she Ehnatihgreadip
key, and generates the encrypted inherent key by 12 applying the first
encryptd on ahjerienitm kevt end npeperetRey 2 139 Ry 2he Lt8REEPHLed ey r RY key,

and 14 the first decryption neans prestores,a second 5 subgrg y. 1 hat
i's thelssaneaggityhélgfi %sthsu%bré{l?ﬁrpl?' ,*Oanaégﬁ’errl%?’“éns Fén %%rye&%é pgteeccg)nd
key byperforabRgnd S@SPNdhe first decryption algorithm being used to

18 decrypt cipher text generated with the first encryption

19 algorithm.

1 5. The digital content protection system of Claim 4,
2 wherein the recording medium apparatus further
3 includes a first key storing means for prestoring a first

4 key, and
5 the access apparatus further includes a second key
) storing means for prestoring a second key that cerrespeonds to

7 the first key,

8 wherein the first encryption means encrypts the

9 inherent key using the first key, and

10 the first decryption means decrypts the encrypted

11 inherent key using the second key.

1 6. The digital content protection system of Claim 5,

2 wherein the first key and the second key are the same

3 master key, and

4 the first decryption means decrypts the encrypted

5 inherent key using thessecond key that is the same as the
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17 conversion operation, which is the sane as the first 18 conversion
operation, on the second key using the second 19 subgroup key, and
generates the decrypted i nherent key by 20 applying the first decryption
algorithmto the encrypted 21 inherent key using the encrypted second key.
138 THI S SHEET HAS BEEN L REPLACED 1 13. The digital content protection
systemof Claim3, 2 wherein the first authentication nmeans includes: 3 a
third cal culation nmeans for generating third 4 calculated authentication

i nformgfionghygpendgrmng a third 5 calculation that-is the sane as the
first calculation on the 6 first authentication information using the
secretly 7 transmtted inherent key; and 8 a first conparison neans for

j udgi ng whether the 9 first cal culated authentication infqrmati.on _nmatches
the third 70 cal cuTReedlgLtRENEPREENBNPEREBFREALPOTYERE™ PF S92 et er ni ni ng

11 that_ the recordi ng nedium.appas.atus i egLti . 14, The.diLgit
cont ent? protection ¥3§F8ﬁ?oﬂﬂ&?a%%?é§ k%yhhg%ei%akﬁgﬂéé%okgyéuF ggtig%tion
nmeans ifcl udgscyd ad fOUf 1diy caheulsldpiy Meaps abebrgangr ad ng ot Key
cal cul ated authentication information by performng a fourth 5 calculation
that i st t hedsaremasathiersedgod ichic yiata euiona Heey 6 aforRlystem,
authentication-infornathggyusing t he i nherent key; a_ second.

e

7.and 8
conpari%on means foF€o $thg SHF YRGS 36 ICHdi™ht égna‘?}?h TGO T o

!'ﬁ<ﬂfWHi0“aw5%QiE%§LE&U%%@ p%glg%l%@yﬂé¥yﬁgg§y§géﬁ;ugﬁglinfornation and
j udgi ng, when’the

7 the first decryption algorithm is a decryption
8 algorithm of the public key cryptosystem,

9 wherein the first encryption means encrypts the
10 inherent Kkey according'to the encryption algorithm of the
11 public key cryptosystem using the first key that is the

12 public key, and
13 the first decryption means decrypts the encrypted
14 inherent key according to the decryption algorithm of the

15 public key cryptosystem using the second key.

1 8. The digital content protection system of Claim 35,
2. wherein the second key is a public key that is

3 calculated from the first key according to a public key

4 determination algorithm of a recovery signature processing

5 method,
6 .+the first encryption algorithm 1s a signature

7 - processing algorithm of the recovery signature processing

8 method,

9 the first encryption means generates the encrypted
10 inherent key that is a signature text Py applying the first
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11 second cal cul ated authentication information matches the 12 fourth

cal cul ated authentication information, that the access 13 apparatus is
legitimate. 1 15. The digital content protection systemof Claim14, 2
wherein the-first calculation nmeans prestores a first 139 TH S SHEET HAS
BE !V REPLACED 3 subgroup key, generates a transforned i nherent key by 4
performng a first conversion operation on the inherent key 5 using the
subgroup key, and generates the first calculated 6 authentication

i nfor maf i on dpepEsd i AYgbhethinr o thealahkathan losy theihgrsthe first

aut hentication information using the 8 transforned inherent key, and 9 the
third ¢al culksyi,on neans prestores a second 10 subgroup key that is the

same as the first supgro key, ener at rypted tr

i nhereft key by perf 8% ﬁg’sﬁZd&ﬁr 3&9& oﬁf%?)ﬁf'gﬁﬁon %f gth é‘ff%f{;g@_gon
conver $j on ey segr B8t ed dnRherentp keye ysi A t he
subgrozip key, Caefsgnrhc?og %élé%@?nt%g 'te%]}{lér/dff%:al culgt edglz;ut hentl%atl%n J

i nformpd i onpmeknday, peid ormng a calculation that is the same as the first

16 calculation on the first authentication information using the 17
decryptéd transfor m*éliel nﬁéﬁéntd%elwpvll% mmsdﬁﬁi“teélat@éntté‘rﬂ %?%?%E’E?Sn

systemof Cl.ai.m 14, rein t e-fl u nti f

genera Hé%ed’éthe’?eéf 3%3’ a?% %)?ﬁnuﬁ%e% %g%t ﬁiee%%vrp;mdnn aolté];ﬁlte}h cat| on
i nf ormgg i On1tk%n¢r§:rtﬁ:ﬁ:e%ﬁcﬂﬂ£é1@w1%y aafd 10N d iy netdromc genetakt n@3116g
nmeans generates a random nunber as the second aut hentication

19 the second key.

1 9. The digital content protection system of Claim 4,

2 wherein the recording medium apparatus further
3 includes:

4 a first master key storing means for prestoring a
5 first master key group that includes a plurality of master

. 6 keys; and

7 a first selection means for selecting a master key

8 out of the first master kev group as a first key, and

9 the access apparatus further includes:

10 a second master key storing means for prestoring a

11 second master key group that includes a plurality of master

12 keys, the first master key group and the second master key

13 group iﬁclude the same plurality of master keys; and

14 a second selection means for selecting a master key

15 out of the second master key group as a second key, the

16 second key being the same as the first key,

17 wherein..-the first encryption means encrypts the

18 inherent key using the master key selected as the first key,
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7 information. 1 17. The digital content protection systemof Caim3, 2 -
wherein the first calculation is a first encryption 3- algorithm 4 the
first cal culation nmeans generates the first 140 TH S SHEET HAS EEF N
REPLACED 5 cal cul ated aut hentication information by applying the first 6
encryption algorithmto the first authentication information 7 using the
i nherent key, and 8 the first authentication neans generates first 9.
decrypted authentication information by applying a first 10 decryption

al goritgm t @ariche first calcul ated authentication 11 information using the
secretly transmtted i nherent key, 12 conpares %he first authenticatign

informddion with thehei feirst 3deqeyPypPBd e FentECaYPER iHor PREF¥R-S48nd
j udges, . when _the 4 firs hent | Lpn..i pior i t ghes.yihesfi
decryp?%d f§%§ %ﬁgng%%tpgggénﬁgf%a |%§$‘t%§ t egéﬁgﬁ?dgﬁg\ﬁ%£i3%$éﬁ%
appar ap4is i&ebegitinate, 17 wherein the first decryption algorithmis used
to 18 decrypt a cipher text generated using the first encryption 19
algorithm 1 18. The digital content protection systemof Claim17, 2
wherein the second calculation is a second eng&y%tion 3 algoarithm, 4 the

second tal cdifati on HBE&nS gaRerarB8 ERE BECSRAT B caNEIFHt &d dthéhti cati on
|ntormapl on by appl vh0getRerREColfs e Ce ROFYYPILA e MO LI P8 NE BEEORT

aut he cation inform
3 subgroup key, generates a transformed key by performing a
4 first conversion on the inherent key using the first subgroup

5 key, and generates the encrypted inherent key by applying the
6 first encryption algorithm to the transformed key, and
7 the first decryption means prestores a second

8 subgroup key that is the same as the first subgroup key,

9 generates a decrypted transformed key by applying the first
10 decryption algorithm to the encrypted inherent key, and
11 © generates the decrypted inherent key by performing an
12 inversion opeiation of the first conversion operation on the
13 decrypted transformed key using the second subgroup key.

1 11, The digital content protection system of Claim 4,

2 wherein the first encryption means prestcores a first
3 subgroup key, generates a cipher text Dby applying the first
4 enc:yption algorithm to the inherent key, and generates the
5 encrypted inherent key by performing a first conversion
6 operation on the cipher text using the first subgroup key,
7 and

8 the first decryption means prestores a second
9 subgroup key that is the same as the first subgroup key,
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7 using the secretly transmtted i nherent key, and 8 the -.second

aut henti cati on neans generates second 9 decrypted authentication

i nformation by applying a second 10 decryption algorithmto the second

cal cul ated authentication 11 information- using the inherent key, conpares
the second 12 authentication information with the second decrypted 141
TH S SHEET HAS B': -." REPLACED 13 authentication information, and judges,
when the. second 14 authentication information matches the second
decrypi.ed icati J ti t t ASEe appar atrixse tSe 16
| egi tifr?at e, %%?%\%Jef%% n %ahecp%sbe%@\ %Zcrt%%? onwal gﬂc}ﬁ t hmi§r§g used to 18
decrypf; a cbpbenttext ogenrear etsustogve heicrcoper @hioy pii orhe e Yoked hm
1 19. The digital content protection systemof Claim18, 2 mhereén tqg
first ©al cuinheoanhekey WErd dies seqandsSUPITOBgKEYp RBF, IGRAET At BT/

transformed inherent key by 4 perforn i I st NVersEen i

i nher eht ke9e6§ﬁ’i?§efjhe“¥%e¥??gtR‘ﬁi’bg;gup&hged, irg?:dtégnefg?%s t he f}ittrg:s%tOrl
cal cul at ed .6 gg&lggﬁt keakhan dbbiobrabiorelky .appl ying the first encryption
7 al gorlthmtg the first authentication information using the 8

transforned i nherent key, and 9 the first authentication neans prestores a
second 10 subgroup key that js the sane-as the first srltjlbgrfotlg 11

key,
gener atles aldecryptBee t Rh@sFat neel F ARerBROCREYTBY pérFoFnt fig Téﬁér?’
i nversi_on operation *?fe rteq% fh:rhsét c}:%r&\&rdsiixgj‘n o diheq Jaii,p%qqgtqig y dfysdrsdrtt ed
p

i nher erft key usi ng {hé*secon subgrou
3 includes a first key storing means for prestoring a first key
4 that is a master key, and
5 the access apparatus further includes a second key
6 storing means for prestoring a second key that is the same
7 master key as the first key,
8 wherein the first encryption means prestores a first
9 subgroup key, generates an encrypted first key by performing
10 a first conversion operation on the first key using the first
11 subgroup key, and generates the encrypted inherent key by

12 applying the first encryption algorithm to the inherent key

13 using the encrypted first key, and

14 the first decryption means prestores a second
15 subgroup key that 1is the same as the first subgroup key,
16 generates .an encrypted second key by performing a second
17 conversion operation, which 18 the same as the first
18 conversion operation, on the second key using the second
19 subgroup key, and generates the decrypted inherent key DbY
20 applying the first decryption algorithm to the encrypted
21 inherent key using the'encrypted second key.
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14 key, and - generates the first decrypted authentication 15 information
by applying the first decryption algorithmto the 16 first cal cul ated

aut hentication information using the 17 decrypted transfornmed inherent
key. 1 20- The digital content protection systemof :C aim18, 2 wherein
the first authentication information 142 TH S SHEET HAS BEEN REPLACED 3
generating neans generates a random nunber as the first 4 authentication
information, and 5 the second authentication information generating 6
means ggener atgs a randodigigher castkéhe peeendravhhentsiceat odnClaim 3,
information. 1 21. The digital content protection systemof Claim3, 2
wher ei 2 t he storagewhesaihotde 8igBtaputbansihcatiopnimepndt Lo lus®s: s

generated by applying an, encr i 0 4 algorithmio a digital.content uysing
the inhkrent key, 5ath€h%5ﬁor%$%ﬁuﬂ%ﬁ+%ﬂ1 %%?ituéo?urq 7o F %?%déghbﬁg 6
out put [reans k183 M nhRA dhE JPAN Y A TIRA] WY ARPA Alritng Ta a0 LA
access apparatus have successfully authenticated each 8 other, the digital
cont ents i nf @aneiilar ibhorhtReist ehageanseas Ohandiost puslcnbathen remadthe
digital content information to the 10 access apparatus, and 11 the access
appar atus t fdtr # Sad@ Uit e # BAOTr oAniRemall @R or agendr edPrur eRGT et LY

i ncludes: 13 a_content de%%yetkonenean§m{or receiving the digital 14
content i nf GFAREFGT ol IFé FEC§r§Vn§ nmedi um apparatus and 15 generating

a decrypted digital jconthet BYmpRPl¥bAIrkans for judging whether the

9 first calculated authentication information matches the third
10 calculated authentication information and, if so, determining
11 that the recording medium apparatus is legitimate.

1 14. The digital content protection system of Claim 13,

2 wherein the second authentication means includes:

3 a fourth calculation means for generating fourth
4 calculated authentication information by performing a fourth
5 calculation that is the same as the second calculation on the
6 second authentication . information using the inherent key;
7 and

8 a second comparison means for comparing the second
9 calculated authentication information with the fourth
10 calculated. authentication information and judging, when the
11 second _calculated authentication information matches the
12 fourth calculated authentication information, that the access
13 apparatus is legitimate.

—
j—
(W3]

The digital content protectien system of Claim 14,

-2 wherein the-first calculation means prestores a first
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16 decryption-algorithmto the digital content information using 17 the
secretly transmtted i nherent key, the decryption 18 algorithm being used
to decrypt a cipher text generated using 19 the encryption algorithm and
20 a reproduction neans for reproducing the decrypted 21 digital content.
143 THI S SHEET HAS BEEN REPLACED 1 22. The digital content protection
systemof Claim3, 2 wherein the access apparatus that wites information

3 into the storage area further includes: 4 a content obtaining nmeans for
obt ai ning agdbgidlp %e§ont gahelb@@st he oukahdéprard 6imheoatent kencriyption
means for generating digital 7 content information by applying an
encryptd on gkegdortimat @ E nste cObVATNFEP iR At LBhtBhtt iﬁhp??ﬁ?%e%?%tly
transmtted 9 inherent key, and outputtin h i ghtale. e i tion
10 to the rEEPG] %eﬂ%%ﬁ#%iﬁ’p eaﬁf'usgnélg&ﬂg%égﬁgt %g‘testf&%%te ngrle%&%%%@ t he
out put ted digihal o 12,60086nt: b BECRIRLI OB, 2y23pe BT thghgal theonisanis
protection systemof CGaim1, 2 wherein when the recording nedi um appar atus
and the 3 agcessaapparahushdafse: sucoessinliloptagnhenfpcredidoraehing eifer,

5 in the' content transfer phase, the access apparatus .6 either 7 (c)
gener atées atreaasoress dabgsPéekeyy & ding a 8 digital content,

genera&Fs a data block key.for each fafa,, neans prestores a second

10 subgroup key that is the same as the first subgroup Kkey,
11 generates a decrypted transformed inherent key by performing
12 an inversion operation of the first conversion operation on
13 the secretly transmitted inherent key using the subgroup key,
14 and generates the third calculated authentication information
15 by performing a calculation that is the same as the first
16 calculation on the first authentication information using the
17 decrypted transformed inherent key.

1 16. The digital content protection system of Claim 14,

wherein the .first authentication information

[yl

3 generating means generates a random number as the £irst

4 authentication information, and

5 the second authentication information generating

6 means generates a random number as the second authentication

7 information.

1 17. The digital content protection system of Claim 3,

2 - : wherein the first calculation is a first encryption

3--. algorithm,

4 - the first calculation means generates the first
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9 bl ock, generates at |east one encrypted data block by 10 encrypting each
data bl ock using the secretly transmtted 11 inherent key and a data bl ock
key that corresponds to the 12 data block, and transfers each encrypted
data block to the 13 recording nedium or 14 (d) receives at |east one
encrypted data block of an 15 encrypted digital content fromthe recording
medi um 144 1TH S SHEET HAS [3El N REPLACEII .16 apparatus, generates a
data bl ock key for each data block, 17 and generates at |east one data

bl ock by degiyiphiing cpchuthkhareiyiRired riftandd ik hsi sppinengethet Eyrst
transmtted inherent 19 key and a data bl ock key that corresponds to the
encryptéd 2@mﬁ@@¢i@b0@&gozlthheteihheaéhrﬁétauﬁgéeklﬁé§16ﬁelbf°§mﬁ§gpéal

|l ength 22 and a physi.cal |eng h,.andd?S each encrypted data bl ock has one
of a | ofi calisi&¥ytHhre 2&3§ﬁ§“§ Bﬁ?@i@&l length. 1 24. The digital content

protectdon system of ;@ aiMlor 2 MRETS] ¢} MeToh hend £69r didrge Pede ym appaE at us
and the 3 access apparatus have successfully authenticated each 4 other,
5 in the coplentyddanshiethpheseatibe aderessnappar abys agpkyimer a7 fé¥st
generates a file key for a file of a digital 8 content $enerates an

encrypied f idestyptdiver ydard thife U9 [the & iFghFaler et FY b eahsn? 20

: Rpg;ﬁg{ i OEQ r?cr}g[}a:ﬁqr%df i Lgir%gy’thelosgcr:]geuﬁns&ea[r?srﬁf@t&@c&Yxﬂte‘%@nft:i | ge @nd

12 compares the first authentication information with the first
13 decrypted authentication information, and judges, when the
14 first authentication information matches the first decrypted
15 authentication information, that the recording medium
16 apparatus is legitimate,

17 wherein the first decryption algorithm is used to
18 decrypt a cipher text generated using the first encryption

19 algorithm.

1 18. The digital content protection system of Claim 17,

2 wherein the second calculation is a second encryption

3 algorithm,

4 the second calculation means generates the second
5 calculated authentication information by applying the second
6 encryption-algorithm to the second authentication information
7 using tﬁe secretly transmitted inherent key, and

8 the .second authentication means generates second
9 decrypted authentication information by applying a second
10 decryption algorithm to the second calculated authentication
11 informaktion- using the inherent key, compares the second
12 authentication information with the second decrypted
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11 the file key to the recording nedium or 12 (f) receives, fromthe
-recordi ng nmedi um apparatus, an 13 encrypted file of an encrypted digital
content and 14 information concerning a file key that corresponds to the
15 encrypted file, generates a decrypted file by decrypting the 16
encrypted file using the secretly transmtted inherent key 17 and the

i nformati on concerning the file key, and reproduces 18 the decrypted file.
145 THI S SHEET HAS BEEN REPLACED. 1 25. The digital content protection
system of CA{yRSth 1k Wher ainFoMert itdhe raaar di wdggeedi wneappahat useanddt he
3 access apparatus have successfully authenticated each 4 other, 5 in the
cont enti4 t r ansftererphiasas; Ldrhe iadoass tigrar a8Gshed eithBer SgCPy geRer¥PEsda

file key for a file of a digital 8. content.  generates ar r vt file by
encr yptl%/ng AL g el CaF R ngnt“ﬁémﬁit%nkey&‘@%n ﬁz?t e%c%%ggn%%%p#eéﬁ% I 5e‘gkey
by 10 _encrypting the file key using the secretly transmtted 11 inherent
key, ah thesgrlqusmatﬁeé encrypted file and the 12 encrypted file key to the
recordipg medi um opni3e(ih) Hreceiyesnd fdesribeioacaldiond timediiem appdr abus,
an 14 encrypted file and an encrypted file key that corresponds to .15 the
encrypted fidesrygener atigsher fidxt i@sndne R ryptrhgtEhesedBNentrGpYREP1I e
key using the secretly transmtted inherent 17 key, generates a decrypted

file byddecrdHI5g e encrypted 18 file using the file key, and
reproduces the decrypted file.

1 19. The digital content protection system of Claim 18,
2 wherein the first calculation means prestores a first
3 subgroup key, generates a transformed inherent key by
4 performing a first conversion on the inherent key using the
5 first subgroup key, and generates the first calculated
6 authentication information by applying the first encryption
7 algorithm to the first authentication information using the
8 tranéformed inherent key, and
9 +he first authentication means prestores a second
10 subgroup key that is the same as the first subgroup key,
11 generates a decrypted transformed inherent key by performing
12 an inversion operation of the first conversion on the
13 gecretly transmitted inherent key using the second subgroup
14 | key, and - generates the first decrypted authentication
15 informagion by applying the first decryption algorithm to the
16 first calculated authentication 4information wusing the
17 decrypted transformed inherent key.
1 20. The digital coentent protection system of Claim 18,
2 wherein the first authentication information
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1 26. The digital content protection systemof Caim24, 2 wherein the
recordi ng nmedi um apparatus generates a 3 seed froma current tinme and
outputs the seed to the access 4 apparatus, the seed being an initial

val ue of a random 5 nunber, 6 the access apparatus receives the generated
seed from = .7 the recordi ng nedi um apparatus, generates the random na, nbe
'8 fromthe seed, and sets the random nunber as a file key..., 146 TH' S
SHEET HAS BEEN REPLACED 1 27. The digital content protection system of
Gaim2d, 2 g’ﬂ%fr%it&n‘@hirh@aﬁ@e RERASE APPAT atatidridgesbubetdier thie £8rst
recordi ng ng Ium apparatus is’legitimte in the 4 authentication phase,

t he access appaeatusasdods inferfnatstomnutamant i cation 6 information to the
recordi ng medi um apparatus, 7 the recording nedi um apparatus generates a

seed from 8 a curréhe tFPEONGemtERRRtHCROHDR natt brtktiPt RO hg 9
the seed with the first authepti [ pnfo L ONs o GENET d

encryptled cBFBPRaPRBRIFESTI F géh§§%r§§?#%% %%2{%%n%?natld%&€?%?rg%u t Usi ng
t he inherent key.andnsends the encrypted 12 conbination result to the
access apparatus, the seed being an 13 initial value of a random nunber,
and 14 the access apparatus generates a decrypted seed and 15 first
decrypted authentication, informtion by dec%¥€ting thge 1.6 8n%5%p5ed

conbi nati onZfesul t TREngtThe2SetPREFPY t PARSRFTLBE 17 |Wh8Fen%_Key,’judges
mhethe& the first aut beptjcatjon sé§r58£0r£ﬁgé(Nh6§ﬁ§hQ§i§fﬁhilréﬁntent

decrypted aut hentication

3 information that is generated by applying an encryption
4 algorithm to a digital content using the inherent key,
5 the recording medium apparatus further includes an
6 output means for reading, when the recording medium apparatus
7 and the access apparatus have successfully authenticated each
8 other, the digital content information from the storage area
9 and outputting the read digital content information to the
10 access apparatus, and
11 the access apparatus that reads information from the
12 storage area further includes:
13 a content decryption means for receiving the digital
14 content information from the recording medium apparatus and
15 generating a decrypted digital content >y applying a.
16 decryption-algorithm to the digital content information using
17 the secretly transmitted inherent key, the decryption
18 algorithm being used to decrypt a cipher text generated using
19 the encryption algorithm; and
20 a reproduction means for reproducing the decrypted
21 digital content.
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19 information, and, if so, determi nes that the recordi ng nmedium 20
apparatus is legitimate, and 21 in-the content transfer phase, the access
22 generates the random nunber fromthe decrypted seed and sets
23 the random nunber as a file key. 1 28. The digital content protecti
systemof Claim1, 2 wherein when the recording nedi um apparatus and the

appar at us

access apparatus have successfully authenticated each

BEEN REPLACED 4 other, 5 in the content transfer phase, the access

appar at,us

8 a transformed key from

6-€ei t herrye (dlgi€LEI V&S ehtISSrotkeyt f60ns pst epes At OLaigeder at
%he user key and the secretly 9 transmtted

i nherent key, generwiesein By raguesd GRPATAtUs1FhedntEditeasy SRS My

digital content using the transforned 11.ke

di gi t al3 contase FéetﬁéorﬁgerQESPdﬁﬁﬁtHﬁﬁiﬁHFXSFefB (j) receives an
encryp%ed di gital contgg&ekgogggyiﬁéﬁérﬁ@gﬁgiQgrm%gggm@mm@r@tw&gital
y us

gener at*es a transf O? I'Té;

ey from

on

147 THI S SHEET HAS

es

a

and transfers the encrypted

er key inputted from an operator

and the secpebhyntlé bhanssi buedibahenaat key, and generates a decrypted

di gi tal

17 content by decrypting the encrypted digital content(%ﬁin 1
18 transformed key.alc2@teTie afiqpirtiibnreanspriftecfPBRTEYSPEM TS

2 wherein when the record

ng nmedi um apparat us_a .3 a . r.at us
have schesgpgppytaﬁﬂﬁﬂﬁmQék%b ééfﬁ’ ying an Qchpﬁtlgn %Q%$%fyﬂﬁiéﬁ

8
9

10
11
12

10
11

13

14

the obtained digital content using the secretly transmitted
inherent key, and outputting the digital content information
to the recording medium apparatus,

wherein the storage area holds the outputted digital

content information.

23. The digital content protection system of Claim 1,
wherein when the recording medium apparatus and the
access apparatus have successfully authenticated each

other,

in the content transfer phase, the access apparatus
either

(c) generates at least one data block by dividing a
digital content, generates a data block key for each data
block, generates at least one encrypted data block by
encrypting each data block using the secretly transmitted
inherent key and a data block key that corresponds to the
data block, and transfers each encrypted data block to the

recording medium, or

he

3

Tmi,

| f an )
(d) receives at least cne encrypted data block of an .

encrypted digital content from the recording medium
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4 other, 5 in the content transfer phase, the access apparatus 6 either 7
(k) receives a user key froman operator, generates 8 a file key for --a
file of a digital content, generates a 9 transforned key fromthe user key
and the file key, generates 10 an encrypted file by encrypting the file
using the 11 transforned--'key, and transfers the encrypted file and the
12 transfornmed key to the recording nedium or 148 |1i 1S SHEET HAS BEEN
LKFpLACED 13 (1) receives, fromthe recordi ng nedi um apparatus, an 14
encr ypﬁsed fil §a§gqu§ t ransforned ey, thab1 66k r rspomds kadmhelath eheeypt ed
file, tecei ?&§%3°%0ser ey froman operator, 16 generates a file key from
the uspr keypandyderdtansher medstl lokeydagendrlads y ddecypPdd ng | @y
decrypting the encrypted 18 file using the file key, and. reprogduces the
decrypted fieheryptad. dahe Bilgckansébat Bhg %?%F%E%Yoﬁr%%%*r& ¢ ERFREAC 2
wherein while the recording dj um appar at J 3 r Ss
appar atlus i ¥Vegind fat@tH }Pged(ﬁﬁﬁt hgﬁ?i gg)a&%%%gﬁgs':’qe,t\g;e%ﬂri ?%%%F%?ﬁg
nediun%appargkgsbg%gg§ second 6 authentication information to the access
appara‘hs tTie "/access apparatus generates encrypted second 8 .

aut hengj cati on i nf owratedn bwcendeypt bAgckhdasecmed o kel bat $RA"
information using a master key and sends "L--he 10 encrypted second

aut hentd cat iapwl ianfedrviseidiadn 45'dHe 3&brding 11 nedi um apparatus, and

23 each encrypted data block has one of a loglcal length

24 and a physical length.

1 24. The digital content protection system of Claim 1,

2 wherein when the recording medium apparatus and the

3 access apparatus have successfully authenticated each

4 other,

5 in the content transfer phase, the access apparatus

6 either

7 (e) generates a file key for a file of a digital

8 content, generates an encrypted filé by encrypting the file

9 using the secretly transmitted inherent key and the file key,
10 and transfers the encrypted file and information concerning
11 the file key to the recording medium, or

12 (f} receives, from the recording medium apparatus, an
13 encrypted file of an encrypted digital contenc and
14 information concerning a file key that corresponds to the

15 encrypted file, generates a decrypted file by decrypting the
16 encrypted file using the secretly transmitted inherent key
17 and the information concerning the file key, and reproduces

18 the decrypted file.
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12 the recordi ng medi um appar at us generates decrypted 13 second

aut hentication information by decrypting the encrypted 14 second

aut hentication informati on using a nmaster key, judges 15 whether the
second aut hentication informati on matches the 16 decrypted second

aut hentication information, and, if so, 17 determ nes that the access
apparatus is legitimate. 1 31. The digital content protection system of
Claim1 2 further includes an encrypted inherent; key generation 3
apparatus, 149 TH' S SHEET HAS BEEN REPLACED 4 wherein the digital content
protection systemfurther 5 operates according to an encrypted inherent
key settingjophase ®hwheigithe esctyptedronbetént kgptgmnefaCiledma@dar at us
7 generates an encrypted inherent key by encrypting the 8 inhereq% %gg
sent fromthe recordhageisdrbanappar ZEGOLERAT FeSdnds IR AU i ©

i nherent key to the recordjn dium _1 tus, di
nedi um Bppar&aRS ol WPTHR uglrﬁg‘%‘é?yp?"égc?fg]%gpg%&skgggggnﬁéag%@% he@gCh
encrypt ed ng%%§nt key 12 generation apparatus, 13 wherein in the
aut hent? cat i°oni phase, the recording 14 nedi um apparatus sends the
encrypted i nherent kaythe thateht aceasseappiestus,thindadrshcieraratus
apparatus generates a 16 decrypted i nherent key by decrypting the
encryptéed i eiehenmt 17 key secretly sent fromthe recordi ng nmedi um

apparatus and 18 judges whether the_tecording dijum @ppagat ys §sgital
legitimate 19 usinzg?h@%ﬁﬁﬁﬁ§§FeJiiﬁﬁggeg%hﬂe§$?la32. A recordinggnedium

appar atyis that,has a pIRIRAR AlRA encrypted file by encrypting the file

9 using the file key, generates an encrypted file key by
10 encrypting the file key using the secretly transmitted
11 inherent key, and transfers the encrypted file and the
12 encrypted file key to the recording medium, or

13 (h) receives, from the recording medium apparatus, an
14 encrypted file and an encrypted file key that corresponds to
15 the encrypted file, generates a file key by decrypting the
16 encrypted file key using the secretly transmitted inherent
17 key, generates a decrypted file by decrypting the encrypted

18 file using the file key, and reproduces the decrypted file.

1 26. The digital content protection system of Claim 24,

2 wherein the recording medium apparatus generates a
3 seed from a current time - and outputs the seed tO the access
4 apparatus, the seed being an initial value of a random
5 ﬁumber,

6 the access apparatus receives the generated seed from
ST the recording medium apparatus, generates the random number
8 from the seed, and sets the random number as a file key..
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2 for holding digital content information and is used in a 3 digital
content protection system 4 wherein the digital content protection system
enables 5 a digital content to be used and further includes an access 6
apparatus that reads information fromand wites information 7 into the
storage area, and 8 the digital content protection systemoperates 9
according to the follow ng phases: 10 an authentication phase where the
recordi ng medium 11 apparatus secretly transmits an i nherent key to the
access 150 THIS SHRET HAS BEEN REPLACED . 12 apparatus, and the recording
medi um apparatus and the access 13 apparatus perform nmutual authentication
using the iEerent THé Le¥ichihecoberentrkeycbeongsyatenmmati ohathaldis
unique to the 15 recordi ng medi um apparatus; and 16 a content transfer
phase, gperfornmed onklyewdim witide Ther ecoedSngPRBERERF appRF et VAL T He'e
access apparatus have 18 successfully authenti cat,ed at her; _where, t he
access 3 19 app@ 50U @i tREA WY ehRPFHE" A5 di git allec%lg?gna“g' g %neezo

using the

secretly transmtted_inher ey and sends the encrypted 21 digital
content®*to ?Hggkgééfafﬁggngg%ﬁﬁfapparatus or (b) 22 receives an encrypted

di gi tals content fromméhecteser dppgraldsnedndm apparfings avd dedrigrsidhe
encrypted digital content 24 using the secretly transmtted inherent key.
1 33. The readodinag iveditomtagpaesrasion CesiiB2PP2LA&Sei n t he recording

nEdlunprparatus 'ngﬁgdggcgkdfké'éé;iéﬁ“é%%é?ééﬁ%'H%ﬂ@%aéﬁgia seed from

8 a current time, generates a combination result by combining
9 the seed with the first authentication information, generates
10 an encrypted combination result by encrypting the combination
11 result using the inherent key, and sends the encrypted
12 combination result to the access apparatus, the seed being an
13 initial value of a random number, and

14 the access apparatus generates a decrypted seed and
15 first decrypted authentication information by decrypting the
16 encrypted combination result using the secretly transmitted
17 inherent key, judges whether the first authentication
18 information matches the first decrypted authentication
19 information, and, if so, determines that the recording medium
20 apparatus is legitimate, and
21 in-the content transfer phase, the access apparatus
22 generates the random number from the decrypted seed and sets
23 the random number as a file key.

1 28. The digital content protection system of Claim 1,

2 wherein when the recording medium apparatus and the
3 access apparatus have successfully authenticated each
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4 the access apparatus includes a first authentication 5 information
" generating neans and a first authentication 6 neans, 7 wherein while the
access apparatus judges whether the 8 recording nmedi um apparatus is
legitimate in the 9 authentication phase, 10 the first authentication
information generating neans 11 generates first authentication information
and outputs the 12 first authentication information to the recording
medi um 13 apparatus, 14 the first cal culation nmeans receives the first
151 TH S SHEET "AS BEEN [2EPLACED 15 aut hentication information,
gener at®es fid%4¥eal cul ated 16 authentication information by performng a
first calculation 17 enotBeqtecel edoisest prasgntirmatdares nfappmtious
using the 18 inherent key, and outputs the first cal cul ated authentication
19 infof maticQRreq the access apparatus, and 20 the first authentication
means judges whether the 21 recording nedium apparatus is Iegi%iga%§e£r0n1
the first 22 authetti)caeceavenf ér Beerorreand R AT

aut henti cation information using.the secre r i Lhed +R4 i gbereniykey.
1 34. The r écof-dPAgredicim SpPar at U8 o%%} g%’ﬁ%B%@' \M%ereei% the access:

appar atys ingludes 4 3eCoRferdncalicy at jenerrans, @andedctlyeteecoddynyal
medi um apparatus 1 ncludes a second 5 authentication information %enerating

means gnd a &eGend by encrypting a digital content using the transformed
| 11 key, and transférs the encrypted digital' content to the
12 recording medium, or
13 (§) receives an encrypted digital content from the
14 recording medium apparatus, generates a transformed key from
15 a user key dinputted from an operator and the secretly
16 transmitted inherent key, and generates a decrypted digital
17 content by decrypting the encrypted digital content using the
18 transformed key.
1 29. The digital content protection system of Claim 1,
2 wherein when the recording medium apparatus and the
3 access apparatus have successfully authenticated each
4 other,
5 in the content transfer phase, the access apparatus
6 either
7 (k) receives a user key from an cperator, generates
8 a file key for~a file of a digital content, generates a
9 rransformed key from the user key and the file key, generates
10 an encrypted file by encrypting the file using the
11 transformed "kéy, and transfers the encrypted file and the
12 transformed key to the recording medium, or
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6 aut hentication nmeans, 7 wherein while the recordi ng nmedi um appar at us
judges 8 whether the access apparatus is legitinmate in the 9

aut henti cati on phase, 10 the second authentication infornmation generating
11 means generates second authentication information and outputs 12 the
second aut hentication information to the access nedium 13 apparatus, 14

t he second cal cul ati on nmeans receives the second 15 authentication

i nformation, generates second calculated 16 authentication information by
perforpgng a second ¢al culatjan AbmdrnkhecEoeaingdnsacandspps hents cadh on
infornation using the 152 ffS SHEELA QED gL F N REP 18 secretly
transnig t edenekepest keye and autpatsfoiredekendthdd eFELFREWE O the
authentication information to the recording medium 2Q appar at us, a{ldr21
the setond auchomtiesht féhereaRsCpiingds Whdt¥idr &R 55°%cc¥ds Upparatis is

legitimate fromthe second authenticat] i pLor nald o and- 4 her segond
cal cul Ht ed FEPREAGSCatd oﬂldlitllkerﬁf%?%t{fg% B%?ﬁgﬂt ﬁe i nherent key. 1 35. An
accesslpppark%ggs Sl fieads iqQnmdOE ifilomyantecypiridestiafaramypoadi nt o
a storage area of” a recording nedium 3 apparatus and is_incl udeglh%{l a

di gi t alg contrante prsdiectdhen fidesketyemans! we@msidy adfe Wi rdffer W iy
digital content 6 information, 7 the digital content protection system
enabl es a

1 30. The digital content protection system of Claim 1,

2 wherein while the recording medium apparatus Jjudges

3 whether the access apparatus is legitimate in the
4 authentication phase,

5 the recording medium apparatus sends second
6 authentication information to the access apparatus,

7 the access apparatus generates encrypted second

8 authentication information by encrypting the second

9 authentication information using a master key and sends the
10 encrypted second authentication information to the recording
11 medium apparatus, and
12 x the recording medium apparatus generates decrypted

13 second authentication information-by decrypting the encrypted

14 second authentication information using a master key, Jjudges
15 whether the second authentication information matches the
16 decrypted second authentication information, and, 1f s0,
17 determines that the access apparatus is legitimate.

1 31. The digital content prbtection system of Claim 1

further includes an encrypted inherent: key generation

3]

3 apparatus,
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8 digital content to be used and includes the recording nedium 9 apparatus
and the access apparatus, 10 wherein the digital content protection system
11 operates according to the foll owi ng phases: 12 an authentication phase
where the recording nedium 13 apparatus secretly transmts an inherent key
to the access 14 apparatus,-and the recordi ng nmedi um apparatus and the
access 15 apparatus perform nutual authentication using the inherent 16
key, the inherent key being- information that is unique to the 17
recordi ng medi um appar at us;_.and,.1 C t : r&ofdmd- only
when tHe 19 recor d'hgF TrEdi U gﬁﬁgfcgtluggggghfh%gg?:éggé&gg%}gsr%ﬁsé%ve 20
successf ull ¥ %Eéé%gt%@é%&f% Qh@hcribeed thacasaeskey 168t HMipiise
appar atus erPRer a) encrypts a digital "content using the 22 secretly

t ransmig t edwheliey enthek e nanygends inhe remdy yieod 92Rediagiitcal EHREERTYD t he
recordi ng nmedi um appar atus or (bé 24 receives gn quryp%§%¢%é§;§J ont ent
fromtHe regengirages26aredDRT¥ppaHat UENEAE Hect Tt s°¥ he” Ercrypted digit al
content. 26,usin he secretly ngmitt i 1-,36rathe aacess
appar atfus ofm%f?&%r’?\%BgfeyZ \Aﬂ%e‘l? efﬁglﬁhgg:eec%!: |%%£%ﬁ§n§%%pafét us includes a
3 firsty cal guhali ofhdeapsryphdd4 ihe r@eresse appar athus kacbudésga madisim
authentication 5 information generating neans and a first auth Qtiq_tion

6 neans) 7 whereiatushi | @nd héhec ce850 appaLatiRd I Wl geEPREEM S ?ﬁg Sg “he

recordipg ”Egkﬂgb%ggaﬁ%kgieh% kg PLLIREG Joh e encrypted inherent key

12 generation apparatus,

13 : wherein in the authentication phase, the recording
14 medium apparatus sends the encrypted inherent key to the
15 access apparatus, and the access apparatus generates a

16 decrypted inherent key by decrypting the encrypted inherent

17 key secretly sent from the recording medium apparatus and
18 judges whether the recording medium apparatus is legitimate
19 using the decrypted inherent key.
1 32. A recording medium apparatus that has a storage area
2 for holding digital content information and is used in a
3 digital conrtent protection system,
4 wherein the digital content protection system enables
5 a digital content to be used and further includes an access
6 apparatus that reads information from and writes information
7" into the storage area, and
8 the digital content protection system operates
9 according to the following phases:

10 an authentication phase where the recording medium
1 apparatus secretly transmits an inherent key to the access
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9 authentication phase, 10 the first authentication infornmation generating
nmeans 11 generates first authentication information and outputs the 12
first authentication information to the recording nedium 13 apparatus, 14
the first calculation neans receives the first 15 authentication
information, generates first calculated 16 authentication information by
performng a first calculation 17 on the received first authentication
information using the 18 inherent key, and outputs the first cal cul ated
aut hentj cation__19 |nf ion o S, ap. | St
aut henizl cat ?BHaﬁégﬁg’j %‘figgéhg Eé&#e? %? rﬁ%%hgl e%%ﬁsngﬁ?r%éﬁjém%%%éat us
is |egjtimpgpbirafush®drfiorim mhitdialt fu SRl i EWE BEENs i REPEAGER e rent
aut hentication information and the first calculated 23 authentication

i nf or neit | onkagi nghée henlsexent |keyt g tnddrmasippheheht 1keyniqua7to THee
access apparatus of Caim 36, 2 wherein tge access apparatus includes a
second!S 3 cAPERFALNEnTREAHT, 2RRATATPRE ABCordi ng medi um apparat us i ncl udes

a second 5 authentjcati i.nf ' neL at iag ABaRs akh @ g8eanthd

aut hen{%i cation msanés, g%h\ﬁﬁglrteit%ra%qe%ntﬁg re&olrp%i ng medi um a%par atus j udges
8 whet{yer thecaeaesg appbinal uspparhegbt iami etha tdweres® aappenttoat itgmve
phase, 10 the second authentication information generating

18 successfully authenticated each other, wherée the access

19 apparatus either (a) encrypts a digital content using the

20 secretly transmitted inherent key and sends the encrypted

21 digital content to the recording medium apparatus ox (b)

22 receives an encrypted digital content from the recording

23 medium apparatus and decrypts the encrypted digital content

24 using the secretly transmitted inherent key.

1 33. The recording medium apparatus of Claim 32,

2 wherein the recording medium apparatus includes a

3 first calculation means, and

4 the access apparétus includes a first authentication

5 information generating means and a first authentication

6 means,

7 wherein while the access apparatus judges whether the

8 recording medium apparatus is legitimate in the

9 authentication phase,

10 the first authentication information generating means

11 generates first authentication information and outputs the

12 first authentication information to the recording medium

13 apparatus, |

14 the first c&lculation means receives the first
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11 means generates second authentication information and outputs 12 the
second authentication information to the access nedium 13 apparatus, 14

t he second cal cul ati on nmeans receives the second 15 authentication
information, generates second calculated 16 authentication information by
perform ng a second calculation 17 on the received second authentication
information using the 18 secretly transmtted inherent key, and outputs
the second 19 cal culated authentication information to the recording

medi um _ 20 apparatus,_a 21, au i i OR; ns daudgass whet her
the 2% acc &E}'é%tg}%?bggfls Jrllég?ﬂﬁ%g?ggf'r o%gtﬂﬁgagg%onglgﬁfﬁherﬁaﬁcati on 23

i nfor "Eé i on Afderiheateeandneakaut abgdbaupbenbeatg on £2dst néatamlaoiomsi ng
the inherent key. 155 TH S SHEET HAS BEEN REPLACED 1 38. An encrypted

i nherent keyrgerter ateéorp wppaf at 915 ah&henizif:ét%@édlpﬁomitdiopalusc’ﬁﬁeﬁ?e
protection system 3 wherein the digital content.pr ion 4
enabl ed8 a dilgihegiengokeEnt 289 %Léti?}ére% i 'chltu&@%%}i?%’gggr%P%%gﬁgf(?r}éédl um
appar at us havi st Qrage .are rd ' di gigl 6 content information
and an%cce&sn%%ﬁ\g‘r“éto%s%%hg?ler %acf ;%557@%#01%%&% on fromand wites
informggion into thenstanage Suehieasifathendmgiansl otaent wpeshect i B
system operating 10 according to the foll ow ng, phases: rfll angsncr%gt ed

i nher et  key eswindimg phadeuBheaRPaTtu 2 i8nck§pt et herfd™™ k&Y gererati on

apparagys g%%%ﬁ%g%i%%tion information and the first calculated

23 authentication information using the secretly transmitted

24 inherent key.

1 34. The recording medium apparatus of Claim 33,

2 wherein the access apparatus includes a second

3 calculation means, and

4 the recording medium apparatus includes a second

g authentication information generating means and a second

6 authentication means,

7 wherein while the recording medium apparatus judges

8 whether the access apparatus is legitimate in the

9 authentication phase,

10 | the second authentication information generating
11 means generates second authentication information and outputs
12 the second authentication information to the access medium
13 apparatus,

14 the second calculation means receives the second
15 authentication information, generates second calculated
~16+7 authentication information by performing a second calculation-
17 “on the received second authentication information using the-,
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13 encrypted inherent key by encrypting the inherent key sent 14 fromthe
recordi ng nmedi um appar atus and sends the encrypted 15 inherent key to the
recordi ng medi um apparatus, and the 16 recordi ng nmedi um appar atus hol ds
the encrypted inherent key 17 sent fromthe encrypted inherent key
generation apparatus, 18 wherein the inherent key is information that is
unique to the 19 recordi ng nedi um apparatus; 20 an authentication phase
where the recording nedium 21 apparatus transmts the encrypted inherent

key to,the 2 , I S pp u ReL atk-es,
decrypltsed %%&%Eé eﬁctraﬁi}%gﬁ% ec?@kg??%ggt %S?’éngr%t%élg?%ﬁgertgﬁlt i%yconzcil

t ransnjgt t ed-h1 e hH&d r oot eh =SB InFopaaativd, tbhehe2betecal tiy ngedddi um
apparatus judges whether the access 26 apparatus is an authorized

appar atus usppgrehesinhedent, key, 27 and the access apparatus judges
whet her the recording medium, K 156 THI S SHEET HAS BEEN REPLA%EE 28 b
apparatlus is an autHo?i 38GORFPANEIEE WISATd Thd R ypbades 2y e RE et key ;
and 30,.a Coggeggst%§g§f§%u£hﬁ§%£ &L QTed opl Yhuhedbhe addndecord Ndh
nedluﬁ%apparaFus a he dccess paratus have 32 successfully

aut hengsi cat ed reachn ©1 Bar , anher ehkhesaeeess <33 appateadusaethheriEayxion
encrypts a digital content using the 34 decrypted inherent key and sends
t he enmrypt edfdrgatabn 85ipgntlat inberkatr &€or-di ng medi um apparatus or (b)
receives an 36 encrypted digital content fromthe recordi ng nmedi um
apparatus 37 and decrypts the encrypted digital content using the 38

decryptied igherent Xeyiccess apparatus that reads information from and

2 writes information into a storage area of a recording medium

3 apparatus and is included in a digital content protection

4 system, |

5 wherein the storage area holds digital content

6 information,

7 the digital content protection system enables a

8 digital content to be used and includes the recording medium

9 apparatus and the access apparatus, |

10 wherein the digital content protection systcem

11 operates according to the following phases:

12 an authentication phase'where the recording medium

13 apparatus secretly transmits an inherent key to the access

14 apparatus,-and the recording medium apparatus and the access

15 apparatus perform mutual authentication using thre inherent

16 key, the inherent key being-information that is unique to the

17 recording medium apparatus; and

18 a content transfer phase, performed only when the

19 recording medium apparatus and the access apparatus have

20 successfully authenticated each other, where the access
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THIS SHEET HAs BEEN

REPLACEQ;__;_J




1 39. Adigital content protection nethod used in a digital 2 content
protection systemthat enables a digital content to 3 be used and incl udes
a recordi ng nedi um apparatus having a 4 storage area for holding digital
content information and an 5 access apparatus that reads information from
and wites 6 information into the storage area, 7 the digital content
protection nmethod conprising: 8 an authentication step where the recording
medi um 9 apparatus secretly transmits an inherent key to the access 10

apparatus, -and the recordi ng medi um appar at us andtt e _ac esl'?‘1 u131 ng{)p ratus
per f or # nut @RP3F@HENtS t& ¢ on (351 RGCEHB PN Rereit t 3> RRYTSPhe B AAet ents - key

bei ng [hfornatl i ni 1 e i Aediu@ apparadtsg and
14 a c%ﬂtentSeth%r%sly;?érs%%&ﬁrﬁper o%lﬁr)%%{]%myﬁe e(r;&{cﬁeggq5 recordi ng }ﬁ%di um
appar apis apd (tihe 1ace8sEeRPPabaltle hayeordfnguaeessinul dypau bent iogat 8o each
ot her, where the access 157 THI S SHEET HAS BEEN L REPLACED 17 appars at us
ei therzda) erceyjpes aanli gncalyptedt ehitgits hgecprEents Tt effi§ t% 1t%d

i nherent key and sends the encrypted 9 digital content,.t e i ng
medi untappaf@CisTo R PRFr 2 35 Fé‘éei‘ﬁ‘?é?yéﬁse?%‘r%yﬁneccfy&r{gﬁ é%léé“oén{ienc{ #r%?néthe
recor djng i RRAaratys 1and sde el 3 nilka-ceciat.ed digital content
22 usi%\ég; théjséfé rét?)]@y%trar?sn]ig,tsted isnherent l?ey. 1 40. A digital content
protection programthat is recorded 2 on a conputer-readabl e recording

medium and is executed in a 3 digital content protection system 4 wherein
the digital 36ont ent Theoseeeson2RpaE 2 anapl esalm 33,

2 wherein the recording medium apparatus includes a
3 first calculation means, and
4 the access apparatus includes a first authentication
5 information generating means and a £first authentication
6 means,
7 wherein while the access apparatus judges whether the
8 recording medium apparatus is legitimate 1in the
9 authentication phase,
10 the first authentication information generating means
11 generates first authentication information and outputs the
12 first authentication information to the recording medium
13 apparatus,
14 the first calculation means receives the first
15 authentication information, generates first calculated
16 authentication information by performing a first calculation
17 on the received first authentication information using the
18 inherent key, and outputs the first calculated authentication
19 information to the access apparatus, and
20 the first authentication means  judgeswhether the
21 recording medium apparatus is legitimate £rdm the first
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5 a digital content to be used and includes a recording nedium 6 apparatus
havi ng a storage area for holding digital content 7 information and an
access apparatus that reads information 8 fromand wites information into
the storage area, 9 the digital content protection program conprising: 10
an authentication step where the recording nedium 11 apparatus secretly
transmts an inherent key to the access 12 apparatus, and the recording
medi um apparatus and the access 13 apparatus perform nmutual authentication
usi ng t he inherent .14 ke the.i rent k ei i nf preati pAILRALadSq

uni que®% o tﬁél%riesnﬁ;eggrtd‘icyn% n%ﬁ?é?nggﬁggrnat Sa)s%&an%}gew a content transfer
step, performed.ankyashen tieroddatasor dsiggnediaimseppatayus-eanbsnietedcess
apparatus have 18 successfully authenticated each other, where the access
19 appay at usnaietrkat kel .encrypts a digital content using the 20 secretly
transmtted i nherent key and sends. the encrypted 21 digital content to
the recordi ng nedi um apparatus or (b) 158 THI'S SHEET HAS BEEN L REPLACED
22 receives.an encr e LglLt t SET thesgecording 23 nmedi um
apparaths an ‘decrj%ﬁé %ﬁgég%cr %gg£§?g?§a?m%onten? 24 using the secretly
transmgted inherenghkeyinl dle Acoapsit apphgatas simpakrdehati S\S%‘é?ﬂdvi a
a 2 communication channel and includes a digital content 3 protection

pr ogr am usedailcud adiigint Hleagent & protection 4 system 5 wherein the

G el content proLect) o SYALEM S0P apfa uths! LBEi0RNENL (o0 dmased

5 authentication information generating means and a second
6 authenticatien means,
7 wherein while the recording medium apparatus judges
8 whether the access apparatus is legitimate in the
9 aunthentication phase,
10 the second authentication information generating
11 means generates second authentication information and ocutputs
12 the second authentication information to the access medium
13 apparatus,
Il the second calculation means recelves the second
15 authentication dinformation, generates second calculated
16 authentication information by performing a second calculation
17 on the received second authentication information using the
18 secretly transmitted inherent key, and outputs the second
19 calculated authentication information to the recording medium
20 apparatus, and
21 the second authentication means judges whether the
22 access apparatus is legitimate from the second authentication
23 information and--the second calculated authenticatipg
24 information using thé inherent key.
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7 apparatus having a storage area for holding digital content 8
informati on and an access apparatus that reads information 9 from and
wites information into the storage area, 10 the digital content protection
program conprising: 11 an authentication step where the recording nedi um
12 apparatus secretly transmts an inherent key to the access 13
apparatus, and the recordi ng nedi um apparatus and the access 14 apparatus
perform nutual authentication using the inherent 15 key, the inherent key
being information that is unique to the 16 recording nmedi um apparatus; and
17 a content transfer step, perfornmed only when the 18 recording -nedi um
apparatus agg the agcesicappeal uanbause kysyenessituiiy spidentisatiot: each
ot her, 'wheré the access 20 apparatus either ?g) encrypts a digital content
usi ng tshe 2% seenethyat dagdmialt ednitendr protlesyr immd SYS¥@/t he encrypted 22
digital content to the recording nmedi um apparatus_or éﬁ% 23 r%p%{wg an
encryptied digital coperainftbm Heitedored HP24PReEF G 8Bpara§e and
decrypts the encrypted, digital content .159. THLS.S EEN- o RERLACED
25 Uttty { NEPSBLFEL Py LTSk T BT TG G TRES o0 TH & SHEET TS BEEN L
REPLACE‘)D medium apparatus having a sto:age area for__-holding dlgltal

6 content information and an access apparatus that reads
7 information from and writes information into the storage
8 area,
9 the digital content protection system operating
10 according to the following phases:
11 an encrypted inherxent key setting phase where the
12 encrypted inherent key generation apparatus generates an
13 encrypted inherent key by encrypting the inherent key sent
14 from the recording medium apparatus and sends the encrypted
15 inherent key to the recording medium apparatus, and the
16 recording medium apparatus holds the encrypted inherent key
17 sent from the encrypted inherent key generation apparatus,
18 wherein the inherent key is information that is unique to the
19 recording medium apparatus;
20 an authentication phase where the recording medium
21 apparatus transmits the encrypted inherent key to the access
22 apparatus, the access apparatus generates an decrypted
23 inherent key by decrypting the encrypted inherent key
24 transmitted from the recording medium apparatus, the
25 recording medium apparatus judges whether the access
26 apparatus is an authorized apparatus using the. inherent Xxey,
27 and the access apparatus judges whether the recording medium
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apparatus is an authorized apparatus using the decrypted
inherent key; and

a content transfer phase, performed only when the
recording medium apparatus and the access apparatus have
successfully authenticated each other, where the access
apparatus either (a) encrypts a digital content using the
decrypted inherent key and sends the encrypted digital
content to the recording medium apparatus or (b) receives an
encryoted digital content from the recording medium apparatus
and decrypts the encrypted digital content using the

decrypted inherent key.

39. A digital content prétection method used in a digital
content protection system that enables a digital content to
be used and inclﬁdes a recording medium apparatus having a
storage area for holding digital content information and an
access apparatus that reads information from and writes
information into the storage area,

the digital content protection method comprising:

an authentication step where the recording medium
apparatus secretly transmits an inherent key to the access
apparatus, - and the recording medium apparatus and the access
apparatus perform mutual authentication using the inherent
key, the inherent-key being information that is unigue to the
recording medium apparatus; and

a content transfer step, performed only when the
recording  medium apparatus and the access apparatus have

successfully authenticated each other, where the access
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17

18
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20
21

apparatus either (a) encrypts a digital content using the
secretly transmitted inherent key and sends the encrypted
digital content to the recording medium apparatus or (b)
receives an encrypted digital content from the recording
medium apparatus and decrypts the encrypted digital content

using the secretly transmitted inherent key.

40, A digital content protection program that is recorded
on a computer-readable recording medium and is executed in a
digital content protection system,

wherein the digital content protection system enables
a digital content to be used and includes a recording medium
apparatus having a storage area for holding digital content
information and an access apparatus that reads information
from and writes information into the storage area,

the digital content protection program comprising:

an authentication step where the recording medium
apparatus secretly transmits an inherent key to the access
apparatus, and the recording medium apparatus and the access
apparatus perform mutual authentication using the inherent
key, the inherent key being information that is unique to the
recording medium apparatus; and

a content transfer step, performed only when the
recording medium apparatus and the access apparatus have
successfully authenticated each other, where the access
apparatus either (a) encrypts a digital content using the
secretly transmitted inherent xey and sends. the encrypted

digital content to the recording medium apparatus oxr (b)
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receives an encrypted digital content from the recording
medium apparatus and decrypts the encrypted digital content

using the secretly transmitted inherent key.

41. A computer digital signal that is sent via a
communication <channel and includes a digital content
protection program used in a digital content protection
system,

wherein the digital content protection system enables.
a digital content to be used and includes a recording medium
apparatus having a storage area for holding digital content
information and an access apparatus that reads information
from and writes information into the storage area,

the digital content protection program comprising:

an authentication step where the recording medium
apparatus secretly transmits an inherent key to the access
apparatus, and the recording medium apparatus and the access
apparatus perform mutual authentication using the inherent
key, the inherent key being information that is unique to the
recording medium apparatus; and

a content transfer step, performed only when the
recording medium apparatus and the access apparatus have
successfully authenticated each other, where the access
apparatus either (a) encrypts a digital content using the
secretly transmitted inherent key and sends the encrypted
digital content to the recording medium apparatus or (b)
receives: an encrypted digital content from the recocrding

medium apparatus and decrypts the encrypted digital content
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using the secretly transmitted inherent key.
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