A SYSTEM W TH SESSI ON SYNCHRONI ZATI ON  RELATED APPLI CATI ON [ 001] This
application clainms priority to U.S. Provisional Application No.

61/ 208,016, entitled "A Master-Backup Firewall Systemw th Dynam c
Session Synchronization", filed on February 19, 2009, which is
hereby incorporated by reference in its entirety. BACKGROUND [002]
Afirewall is an int i I res designed
to prevent unauthori %g@gﬁg&@gﬁﬁ?ﬁ%g&sfﬁ&ﬁFfr%[\%{l\%g?@lg conput e?
system It is also a device or set of devices configured to permt,
deny, emBLATED ARBENGATIONr proxy all conputer traffic between
different security domai ns based upon a set of rules and other

criteria. Siﬂ St efhl?ﬁ {§I TIB E%Y}ﬁéngrlﬁr}‘t?rtc?mS.%rﬁyisioﬂglhéﬂﬂicgﬁgcﬂ'i ngbi ity

;lrevva:: m can I'rewa
st er- SRS PR W’M@Etﬁé&*’u FEFrRh eldrh itn DREIC 386500 111 e

mater SPEENRALR {)%5 %‘éﬁ%%b&ﬁ#géb' 2055, WD ety '?ﬁféﬁ.@i’%d, brerenes
call ed e Si QF fynchr oni zation. Upon a failure or abnormal
term nat'l 6h®01°Yhe master firewall, the mast er - backup firewal |l system

can automatically offload tasks fromthe master firewall to the
backup BAGEROUMNE enable the backup firewall to provide the

firewal Ib functions i nst ead of the master firewall. [003] Conventi onal
ter- f i f
the §éss?8®%t£€ it 3hTRals LRelly bRk dReasiithoqind e’ ||

sessions fro

eter. Bé%ﬁ?ﬂgb?% eerlﬁéﬁ%\irg"‘%@sé B 4 REnRARAH Borh BV B e N &5 b6 a

device or set of devices configured to permit, deny, encrypt, decrypt, or proxy all
computer traffic between different security domains based upon a set of rules and other
criteria. A master-backup firewall system, e.g., a high availability firewall system, can
include a master firewall and a backup firewall, to improve availability and stability.
When the master-backup firewall system starts up, the master firewall can be enabled
to provide firewall functions. The state tables of the master firewall can be replicated
onto the backup firewall, which is called session synchronization. Upon a failure or
abnormal termination of the master firewall, the master-backup firewall system can
automatically offload tasks from the master firewall to the backup firewall and enable the

backup firewall to provide the firewall functions instead of the master firewall.

[003]  Conventional master-backup firewall systems include at least two
solutions for the session synchronization. The first solution is to synchronize all

sessions from the master firewall to the backup firewall when the master-backup firewall
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systemis in operation. A second solution is only to synchronize sone
essential sessions but not to synchronize other sessions when the
mast er - backup firewall system is in operation. However, for the
first solution, when a session update rate is faster than the
session synchroni zation rate, the session synchronization nmay affect
t he pesysenmedsdeopdratibre Awstend salutiamnis fonlyeoal hcraysize somed:ssontin!
essential sessions may not be synchronized to the backup firewall.
For t he ssssiarabidaiotitd eymchwinéze dther sEskinewhenphatrastatbacksp fiehallisystby
| ow, redundant resources may be wasted after synchronizing sone
sessi ongs inTpesgtionhdoweser,dor hgricdtrsohitioaf wisdn aaysdiay apdate eaveris faster than
efficiency. 02-0493 2 SUMVARY [004] A conputer-readabl e nedi um

havi ng ¢engagsin-syxelishidation raxd the Seksionl sphasethtioneay affect the
conput er - execut abl e nodul es include a first session database for

st ori ng paHbimaNce ¢ essmasrbadkgafirenall Bﬁét@m@i‘dl dind BéRhGhIAdRESIoRghgen
at least two comuni cating devi ces. e conput er - execut abl e nodul es

further nbiisd Bgeheoni£aniortht baskPREABI.EFbithe SEE&S EAGtch, SWeRI1Md sédsin
the first session database according to a session update rate

i ndi cat yp8atkhgteny F1GlvePf loRe p&dUPIEN RISl Es hﬁy%@véétéébﬁeﬁ@,@éh&ﬂtzmg
dat abase during a given period of tinme and for synchronizing t

sessi 0N goheQEkEibRs.f Thd, 1€ 88dshih %&ﬁ:ﬁhﬁq&% tibR m'f'a ryiloﬁ:@ﬁéfneiénc

dat abase. 02-0493 3 BRI EF DESCRI PTI ON OF THE NGS [ 005] Featur es
and advant ages of enbodi nents of the clai ned subj ect matter wll
becone apparent as the follow ng detail ed description proceeds, and
upon reference to the drawi ngs, wherein |ike nunerals depict like
parts, and in which:
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[006] FIG 1 Aillustrates an exanple for a block diagramof a system
with dynam c session synchronization, in accordance wth one

enbodi nent of the present invention. [007] FIG 1 B shows exanpl es
of the session tables in a session database and the sessions stored
in the sesgjiiag@bl es, in accordance w th one enbodi ment of the
present invention. [008] FIG 2 illustrates an exanple for a block

di agram of a naster-backup firewall systemw th dynam c session
synchr oni zat JQ%] i i SRERYIBGIFRE2RRtTREE haxing saMpEIRT-cyeCytdle praskiastis

i nvention. ﬁl FIG 3 illustrates a flowhart of a nethod for

bui | di ng- GE ug A8t @MREISX§RYAPIR rHodidessinsiyde  HishsessiomdalabaadiPhce
with one enbodi nent of the present  jnvention. [010] FIG 4

i | | ust r at 89159 fMYHRIRF88SigRS é"q@tﬁad”fPBT‘aWn@Fﬁ*@?ﬁ”ﬂPn@et‘g%%% b rRast fiyem
a first session database to second sessi on dat abase, .in accordance
with one CEMBWHICREM GVFRe pH\?s@H‘F‘pP‘ﬁ(/@‘ﬁqUEﬁ?'e ['U‘iciﬂ'eqzlf@h% include a

illustrates a flowchglrt of nmet hod f or sessions from

S roni zin

a master FPHERNET PP§EPIS e %Eil%‘”9|ar%‘w‘ﬁ§|°ﬂf°f1¥ §tt5@r°>5'8 CRIA2P$ PesRATING

tem accor danc e enbodi nent of .t he prese nventi_on.

05 ba0s 4 e S PRt e BRCEHD S BrBPen oL Soq e Gage i des fiat
detail to t eegbtg ts of t he ﬁsqr{ |nv$t|on hW"lethg .

i nvent i on WY9" BQEEC ‘i’rﬂfégdai%"eé‘o%‘?l? c 't HE M58 HEnteSSION t

wll be u?derﬁt? t hat Qey ar.e not intended ¥ limt the invention
to rom t Irst session databaseé to a second session database.
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t hese enbodi ments. On the contrary, the invention is intended to
cover alternatives, nodifications and equival ents, which nmay be
included within the spirit and scope of the invention. [013]
Furthernore, in the followi ng detail ed description of the present
inventi O”BH?E'WE@@RIWRMUFCT?WAV? ,\q? set forth in order to
provide a thorough understanding o e present invention. However,
it will be reco nized by one of ordinary skill in the art that the
present invefQ%n Fegiuses prdadvaniageqot %é‘?d"ﬁ“ﬁé@é’f thgydaimed subisehi | s.

I n ot her mstances wel | known net hods, procedures, conponents, and
circuits Maer wlibeseas apeaent geine; f?."Od@%@aqieta'é@e deserntion preResEs < | y
obscure ects of th present invention. %014 Some portions of the
detail ed HBS’&F‘? fefenemi T\/\ﬁld@wf’gﬁ MERreln Bk piaaeialsepPigt fike eares apg in which:
procedures, |ogic blocks, processing and other synbolic

represent ati (oos] ofFl@pek dlusieatss an egahple hortzshiveld diagram Gfg)diced wienory.
These descriptions and representations are the neans used by those
ski | | ed i dytdmicdasslorpsyorcasizagom it acdovdante withefhkegitbodirhant 0o thegyeddme
substance of their work to others skilled in the art. In the present
appl i cati owentdorpr ocedure, |ogic bl ock, process, or the like, is
conceived to be a self-consistent sequence of steps or instructions

| eading to agd?ﬁf' r%‘?er?é hdws & pléé&ﬁ otnthEIS Erﬁé“éé%s‘i&#’x{a?ﬁa%bca'

mani pul ation phyS|ca quantities.

necessari Ly 1 @38i0AY fé& Mﬁ géégenttaﬁeé a&&frdcﬂ B it d&.@c o dgfg%n%%' c

02-0493 5 signals capa elng store transferre

conpar ed, 4 e mani pul ated in a conput er system [015] It
shoul d be borne m%ﬁﬁ‘ however, that all of these and simlar terns

[008]  FIG. 2 illustrates an example for a block diagram of a master-backup
firewall system with dynamic session synchronization, in accordance with one

embodiment of the present invention.

[008]  FIG. 3 illustrates a flowchart of a method for building-up and update
sessions in a session database, in accordance with one embodiment of the present

invention.

[010] FIG. 4 illustrates a flowchart of a method for synchronizing sessions
from a first session database to a second session database, in accordance with one

embodiment of the present invention.

[011]  FIG. 5 illustrates a flowchart of a method for synchronizing sessions
from a master firewall to a backup firewall in a master-backup firewall system, in

accordance with one embodiment of the present invention.
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are to be associated with the appropriate physical quantities and are
merely convenient |abels applied to these quantities. Unless
specifically stated otherwise, the follow ng discussions refer to
the actions and processes of a conputer system or simlar

el ectroni g ryBi_ot? t hat mani pul ates and transforns data

r epr esent e&eﬂ\ physi cd#ﬁ l{f\}ﬁ\{(‘act ronic) quantities within the conputer
systemls registers and nenories into other data simlarly
represented #2phydiaieEneiaiitrion kesmade i detaite the empodisentsyathem
menories or registers or other such information storage,

t ransmi ssiPgentingniignayVidevhe syentiop gl beapeiibag it @OWW pid theer ei n
may be discussed in the general context of conputer-executable

i nstruct i §ALOLIEENE, ﬁgw'd)he ypaerstog thad they s neldptendedisl lEnihidgiuentiaiuién
as program nodul es, executed by one or nore conputers or ot her

devi ces. @ﬂﬁéﬁﬂlh%"%ﬁ%g@ﬁﬁﬁ‘mﬁﬂ% T'?%’EY?JH'@”I‘%'& qnﬁgg to Vg RigrRAtives.
obj ect s, corrponents data structures, etc. erform parti cu4
tasks or ASHISAYANS angaauivalans RIS Pakke ided VB'%‘E herpandoPpR g ity
of the program npdul es nay be conbined or distributed as desired in
various etffolYSmiRfs. [017] By way of exanple, and not linitation,
conput er-usable nmedia nmay conprise conputer storage nedia and
conmuni cat i oo TBpdi &urtGenmure gin tisd llagag dordedidesteiptistesf thopaisehte and
nonvol atil e, renovabl e and non-renovable nmedia inplenented in any
met hod or irveativ hogerdusrspstitic dgeilDirei sef fortimit baler Bumhvids a thorough
conput er -readabl e i nstructions, data structures, program nodul es or
ot her dat ander€anpupef et mesars invediian. | Hotevde st wil be résogniaed by wneéetl t o,
random access nenory (RAM, read only nmenory (ROM), electrically
erasabl e prdahgaraskitib e BAhatdBe PEIBniGnvention may be practiced without these

specific details. In other instances, well known methods, procedures, components,
and circuits have not been described in detail as not to unnecessarily obscure

aspects of the present invention.

[014] Some portions of the detailed descriptions which follow are presented
in terms of procedures, logic blocks, processing and other symbolic representations
of operations on data bits within a computer memory. These descriptions and
representations are the means used by those skilled in the data processing arts to
most effectively convey the substance of their work to others skilled in the art. In the
present application, a procedure, logic block, process, or the like, is conceived to be
a self-consistent sequence of steps or instructions leading to a desired result. The
steps are those requiring physical manipulations of physical quantities. Usually,

although not necessarily, these quantities take the form of electrical or magnetic
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(EEPROV), flash nenory or other nenory technol ogy, conpact di sk ROM
(CDO- ROM, digital versatile disks (DvVDs) or other optical storage,
magneti c cassettes, nagnetic tape, nagnetic di sk storage or other
magneti c storage devices, or any other nediumthat can be used to
st or e t hesigeslscepablebbbeing stored, fradSrr&h mombined! ¢ommpared|i amdadinereisbody
conput er -readabl e instructions, data structures, program nodul es or
ot her dat manipulaterbidid eireplitelatyatesi.gnal such as a carrier wave or

ot her transport nechani sm and includes any information delivery.

media. The tayE) " MRoakat SithenihBB3how c{gsmgm% foaL ahdmBpngoe

or nore of characteristics set or a nanner

encode | NG/ il ABodishehNitn i ABAbor g“@ﬁégﬁﬁﬁ@éﬁd B . i red

limtati on, comruni cation nedl a I'a suc

net wor k OEorq}e‘hPeﬁ i‘a%i%%%pwl@%ééeoﬂ#anm ‘Mrﬁ% %’Pémﬂ&?ﬂ};%&aﬁé@&he

acoustic, radio frequenc rared an her ess ne

Conbi nat i mésfolldﬁlnéai%c@aotnl&%@pfbvtﬁe %B%Hs%n@'p?&e@?ei&%l Sl Eieﬂw,t he

scope of conputer-readable media. A network system wi

dynam c sgs§ii SYREMORiFAlhgactise, Qhﬁ%é?ﬁﬁﬂates ARG BRIy St em can
include a first network devicé functioning as a master and a second

net wor k deagrésentadng pr@@lcﬁg(eﬁa‘étrénl@?&]ﬂﬁﬁtlé&fwzﬁmethfe' doﬂpufh@ts%‘céﬂﬁ ﬁ%ﬁisﬁe‘?s

in one enbodinent. For exanple, the network system can

nast er - bagkdimehidrigeWwiHtd othey ah@MNBirhitehWebrBSeredBS bWsaJa! gmhés @lﬁqn the
backup firewall. The first network device can include a first

sessi on dagrapasesyis@im sicPidride oY addiaes or YR sedh isRKALRIISsthiage, Provi di ng
interactive 1 nformati on exchange between the first networ devi ce and

ot her net wandmigsivm 6€Gispl8y Bevicds. conputer or a router in a network. The
second network device functioning as the backup of the first network

device inc| uﬂJeI%] a Embodiments described herein may be discussed in the general
context of computer-executable instructions residing on some form of computer-
usable medium, such as program modules, executed by one or more computers or
other devices. Generally, program modules include routines, programs, objects,
components, data structures, etc., that perform particular tasks or implement
particular abstract data types. The functionality of the program modules may be

combined or distributed as desired in various embodiments.

[017] By way of example, and not limitation, computer-usable media may
comprise computer storage media and communication media. Computer storage
media includes volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as
computer-readable instructions, data structures, program modules or other data.
Computer storage media includes, but is not limited to, random access memory

(RAM), read only memory (ROM), electrically erasable programmable ROM
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second sessi on database to backup the sessions fromthe first session
dat abase of the first network device. In one enbodi nent, a session
synchroni zati on controller 02-0493 7 can dynam cally adjust the
session synchroni zation fromthe first network device to the second
net wor k déFFRBONGFstintrineny oa othes gieororuisdbnaogyacempéctidiak ROMIED-
network device. In one enbodi nent, the session database and the
sessi on sy digitalaerssdle diglhst (PYDsper ether endicaloiyage magtedc cagsieles,

modul es residing on a conputer-readable medium [020] FIG 1 A

i 11 ust r at ¥gaeli gk, raagnpliaMiskisterags ot @herroaguelc sior IGS, @e¥Yi on
synchroni zation, in accordance with one enbodi nent of the present

i nvent i onOtherenediyst biat aooe Ve ladiase e desied pdergatiRndevi ce 102, a
second network device 112, and a session synchronization controller

108. The fir sd1apet \Gkmatavate® mddiz c&RrBmbsRCEdriilutdSead4ms Iefru@ndst he
second network device 112 can function as 'a backup of the first

net wor k- desiaGruciufes) BRgedr @ diRstor oer Wa iRk neodibE datBafdhaPéuchtdia
net wor k devices 102 and 112 can include a router. Alternatively, each

of the nehwer kadeyi @rsr tldhdpam thebhznisdant Molusde ady iriférevibh defv@al]
When the system 100A starts to work, the first network device 102 can

be enabl eehdd. pRef o mbsulgted idgtm@grfaunﬁéér@rassi?rmrthaﬁmgﬁh@ or inbrd drets
first network device 102 is a firewall, the first network devi ce can

function tearpterstits sen@uiHaaged muck aetdnren s e eds ifformation ipihker
systemor a router. The first network device 102 can establish

sessi ons bkignal. Byssayost edatnplzaand hodimiktisesohmnudicadion ateeta iadludes wired
interactive information exchange, e.g., a conversation or a
di al ogue, rleeitaeeh dswowiesd mEwerk @ aliruinvical ¢angectiawvi aeswirdlnsd inedia such
enbodi nent, the sessions established in the session
as acoustic, radio frequency (RF), infrared and other wireless media. Combinations
of any of the above should also be included within the scope of computer-readable

media.

[019] A network system with dynamic session synchronization is disclosed.
The network system can include a first network device functioning as a master and a
second network device functioning as a backup of the first network device, in one
embodiment. For example, the network system can be a master-backup firewall
system including a master firewall and a backup firewall. The first network device
can include a first session database for storing various types of sessions for
providing interactive information exchange between the first network device and
other network devices, e.g., a computer or a router in a network. The second
network device functioning as the backup of the first network device includes a
second session database to backup the sessions from the first session database of

the first network device. In one embodiment, a session synchronization controller
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dat abase 104 indicate the interactive information exchanges between
the first network device 102 and one or nore network devices, e.g.,
a conputer or a router, in comrunication with the first network
device 102. The sessions can be established at a certain tine in the
sessi on databwpsmitdy saiudt thediekeied sprchtanizatidofmm the fisst hatwerk dévies toi n
one enbodi nent. The sessions can be classified into several types

02- 0493 8 thegdcadd netwobudevigesagrotding toia sassion uptiatansiei of dedirsionatvers|
protocol (TCP) sessions, user datagram protocol (UDP) sessions,

i nt er net ¢evite.oln aresyaipslipentt hesksgioONEpbazeezki the sessial sinchronization
sessions, etc. Additionally, an identification attribute and an

updat e at ceimiieecast bee@npyeseiasHiablenmpiules sigingi an a pempdskiegdable

dat abase 104, in one enbodinent. [022] The identification attribute
of a sessimafitan be used to identify the session. In one enbodinent,
the identification attribute of a session can be set to a unique

val ue. As sugdnot hg-|Geps 10888 a Bfck driatdrh bed spiemridoARvithalyhBidini que
identification attribute. [023] The update attribute of a session is

confi gur ededdod SiFchRdhRafion, GPEE@RARE WY orbaipdPiert BEtheensdepn. The
update attribute can indicate whether a session is newy created,

modi fi ed, idvehiibrt oM sy8ferh 880D REIIAEY AGFN ABIWLAIddVIEIT 0 @ ses@wshawork
dat abase to another, etc. In one enbodi mrent, when a session is newy

created deeiibg 11 anaresaationsyndhrbfigationcahtraiizt W08 K Thefiisteetbok davive
session can be stored in the session database 104 with an

i denti fi cabpean alnkhidrbad & niiRwrradahdisdcgre nevarugeviced! Encanpidadiion as a
attribute having a value Vc. Wien a session is nodified in the

\S/ &Ssi on dahahmss tHddst hdi@otkuibaice, atdneidmboginan. Be welyarhgrample, eachalfue
When a
the network devices 102 and 112 can include a router. Alternatively, each of the

network devices 102 and 112 can include a firewall.

[021]  When the system 100A starts to work, the first network device 102 can
be enabled to perform its designed functions. For example, if the first network
device 102 is a firewall, the first network device can function to prevent unauthorized
electronic access to a computer system or a router. The first network device 102
can establish sessions in a session database 104. A session indicates an interactive
information exchange, e.g., a conversation or a dialogue, between two or more
communicating devices. In this embodiment, the sessions established in the session
database 104 indicate the interactive information exchanges between the first
network device 102 and cne or more network devices, e.g., a computer or a router,
in communication with the first network device 102. The sessions can be
established at a certain time in the session database 104 and modified or torn down

at a later time, in one embodiment. The sessions can be classified into several types
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session is torn down or need to be deleted fromthe session database
104, the wupdate attribute of this session can be changed to a val ue
VD. When a session is synchronized fromthe session database 104 to
t he session database 114, the wupdate attribute of the session can be
changed t dncludingl, et arRinopimidartlo, tratsmissiars¢antrol pratachl ([TEE) apskiors, user
attributes Vc, VMor VD stored in the session database 104 indicates
t hat the detagrasmpraienok (W) dsseians,iniemed ooniod messagetietoseld K Nm)

dat abase 104 to the session database 114, while the sessions with

t he updat gesgiansi mutticasigessions @td. nAdditionalhz a0 4deditificatien sitdbputd andisase 104
i ndi cates that the sessions have been synchronized fromthe session
dat abase update@itiipide obeativspsgignapade storad inithe sersiandriaharentod, howe] | f
the first network device 102 becomes unavail abl e, for exanple, due

to a work eM@Ppinest.error, schedul ed down-tine, or an abnorma

term nation, the system 100A can automatically offload tasks from

the first nefouk dewiigehtdifdioh@uitibee 86 BskioMEIVES kscdrsiidatiddBe and
enabl e the second network device 112 to provide simlar functions

i nstead okeddigh. flhlonb efftiodmndnt daY ideetiflddof baviduey ef a sadfN. cahle segsa ons
in the session database 114 are the replications of the sessions in

the sessi @Rigdaivalnas@s sled, thé Besdie @imedbemiibd abéb28ihg Ruthengiduee
operation of the first network device, the session synchronization

cont r ol | eidehfifcagiymatifimnéze the sessions in the session database 104
into the session database 114 (session synchroni zation) according to

Csars on o B B ML SR B R Bl oo o

seestons el Bhad st HRRsue MR e Yo i
session is newly created, modified, torn down, or has been synchronized from one
session database to another, etc. In one embodiment, when a session is newly
created during the operation of the first network device 102, the session ¢can be
stored in the session database 104 with an identification attribute having a unique
value and an update attribute having a value V¢. When a session is modified in the
session database 104, the update attribute can be changed to a value V. When a
session is torn down or need to be deleted from the session database 104, the
update attribuie of this session can be changed to a value Vp. When a session is
synchronized from the session database 104 to the session database 114, the
update attribute of the session can be changed to a value Vn. As such, the sessions
with the update attributes V¢, Vi or Vp stored in the session database 104 indicates

that the sessions have not been synchronized from the session database 104 to the

session database 114, while the sessions with the update atiribute Vy stored in the
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nodi fied in session database 104, or deleted fromthe session

dat abase 104 during a certain period. In one enbodi nent, the session
synchroni zation controller 108 can select updated sessions, e.g.,
sessions with the update attributes Vc, VMor VD, in the session

dat abase $@sbidredadabase tOMangicates thai the seksivtehaedsicosynerovzeat ingm the t he
session update rate of the first network device 102, and synchroni ze
t he sel ectesbiorsdmalasrs! Ortothe $assopsiiabaseldl 4bmsee ¢dbodienhe sessi on
dat abase 114 according to the update information. In one enbodi nent,

the update i matd ; 1 | !
dent 11 cat | Mok t A0 HERRetA ﬂ%&l?p%%ecg?teg P 3‘%éé'gb!%7§far%/ﬁﬁ%é'g%eof
the sel ectedwoASHIGBRrroF, ,cEQ&JIé@B«ﬁ:gn—’Eiﬁ%, cﬁ}rdn]?e[HnBPrﬁé t%iﬁﬁ%n?@%%&&@%

can be determined according tot types of the sessions. By way of

exanpl e, tHEa Bah Qlitbbiaf8alffoidad IR faoﬂ?t;]—.%@s? ﬁéQvo'?@aé\}it%‘ $02 fotfe Y¥nd

sessions, the nulticast Sessions and the other sessions can conform

to a descapflioRgddVide] 12, HaneKahle td & cBhd AEMohESaWe 11280 IRSBILEMIIAT €
not limted to the exanpl es descri bed above and can be determ ned by

the users @l inétBad® BEthE HRA LRI dedidte! ZREAI008 HYNShTRBIsEdib N the
controller 108 can select one or nore types froma plurality of

session t ¥@@$or?@é¥@cﬁa@.ienlg 4te EH%BreFﬁ:%%bﬁH\of tH@Qé’ésﬂ)nFsaﬁ _ﬁheQJesEiBﬁf dhiab&ée
net wor k device 102, and then select the sessions with the selected

types froApdheosesmbelinitatabase 104, Subsequently, the session
synchroni zation controller 108 can synchroni ze the sel ected sessions

o e SoRr BRI e Rl BesRe of e

cmbod ment iR on SoeEr b PinghEn 42t st @i Bitenn B Gpras, 0s

control | efnto1 9189 session database 114 (session synchronization) according to a session
update rate of the first network device 102. The session update rate of the first
network device 102 indicates the number of sessions updated in the session
database 104 during a certain period, e.g., the total number of sessions created or
modified in session database 104, or deleted from the session database 104 during
a certain period. In one embodiment, the session synchronization controller 108 can
select updated sessions, e.9., sessions with the update attributes V¢, VY or Vp, in the
session database 104 based on the priorities of the sessions according to the
session update rate of the first network device 102, and synchronize the selected
sessions from the session database 104 to the session database 114 according to
the update information. In one embodiment, the update information can include, but
is not limited to, the identification attributes and the update attributes V¢, Vu or Vp of

the selected sessions. Furthermore, the priorities of the sessions can be determined

according 1o the types of the sessions. By way of example, the priorities of the TCP
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conpares the session update rate of the first network device 102 with
one ore nore predeterm ned thresholds and sel ect sessions with types
sel ected according to the conparison fromthe session database 104.
By way of exanple, if the session update rate of the first network
devi ce 102essionsi thiedDP Isassi@nst thestulpcast ed¢ssiomsmed thd dihessessidns eaqy. ,
30000 sessions/s, the session synchronization controller 108 can

sel ect t heoM@M §e3 desreading@nddrhélosessi, U1 matitdscsiehd 8dssidrs aréeotsessi on
update rate of the first network device 102 is |ower than the first
pr edet er miméed tothe shainglebulescriiedabpva archcan isedeiachiped e therusersed

t hreshold, e.g., 20000 sessions./s, the session synchronization

cont ol | e 1fpef an 136h e ehoblfcF RS EaSIcASnanth L Ry 5RTSbgRay from

t he session base the sessi terate o i rst

network deyibenelf#ndrd éylpfé‘é"?lroni Qgpﬁ%tﬁgﬁﬁggg H@Fgﬁ@%&gﬁb ‘Prggwgg%‘sﬁéﬁo' d

but higher than a thir pr edet

sessi ons/ §pgdthats % fHeH st HERGAH QRIiEEH bE hndGREH fé?é&t?ﬁe d8imanimehect
the TCP sessions, the UDP sessions and the nulticast 02-0493 11

sessi ons Lgpel ipe39ori PR sdatighagBnadtiod fsddieq&enyi A sHegat e rate of
the first network device 102 is lower than the third predeterm ned

t hr eshol dgyddAfor§R%i8h @BntrANEHE B4 Sich@RizZe A EQbdied sddbreanoded ect the
TCP sessions, the UDP sessions, the nulticast sessions and all the

ot her sessgbiish d4tamasehs 45 essdueR, Hatypaase nlfther bB8keldera\WREsiokdén
predeterm ned threshol ds and which type of the sessions can be

sel ect ed geegfudicadiyh8midafy SQIBRHAG FORe BBSIREIpdaREr3€66the firsi RERfopk I at e
and the predeterm ned thresholds are not limted to the exanpl es

descri beddahey eoantlons amb¥aimenaiccording to different system
t hroughput capabilities. [029] In one enbodi nent, the sessions can be

Soes R fdy?']’ esm%)gndé g%bodiment, the session synchronization controller 108
compares the session update rate of the first network device 102 with one ore more
predetermined thresholds and select sessions with types selected according to the
comparison from the session database 104. By way of example, if the session
update rate of the first network device 102 is higher than a first predetermined
threshold, e.g., 30000 sessions/s, the session synchronization controller 108 can
select the TCP sessions from the session database 104. If the session update rate
of the first network device 102 is lower than the first predetermined threshold but
higher than a second predetermined threshold, e.g., 20000 sessions/s, the session
synchronization controller 108 can select the TCP sessions and the UDP sessions
from the session database 104. If the session update rate of the first network device
102 is lower than the second predetermined threshold but higher than a third
predetermined threshold, e.g., 10000 sessions/s, the session synchronization

controller 108 can select the TCP sessions, the UDP sessions and the multicast
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session table in the session database 104 according to the session
type, e.g., TCP, UDP, multicast, ICW, etc. For exanple, the TCP
sessions can be stored in a TCP session table; the UDP sessions can
be stored in a UDP session table; the nulticast sessions can be

st or ed i nsessiistiiccmite ssesioh datababé £04.alhthet dessibCvpdate sate @hthedast be
stored in an ICWP session table. Simlarly, the identification

at tri but e natwdri teviegted is lowarttharbilmeghiof predethrmsiesd troesholth theesessioned

wi th each session in the corresponding session table, in one

enbodi mensynchimizatinbepnisdller he8 sessdleri theabCR sessichs the UBE ssésiong, jhees
are not limted to the exanples descri bed above and can be varied in
di f f er ent MulijsRFiceskions ang eBlile dthad segsisiondhasessichaatabass 164. t he
session tables in the session database 104 and the sessions stored

n the sessi gpg] ablfivevbh 1A GREGRARRAAHESRNR én‘afmai B0t Bk sklons

present invention. In the exanples 1008 of e session

dat abase 1pé gg;bagg%cc@fdﬁgl?o %%Scﬁin%n%@f%@(wégﬂihe %SH@R{“EE%%I | n(ﬂt”ebl €

104 2, and a nulticast seSsion table 1043. A session udes

contents efe stodten@ntd tHeFBIRNTe nblifnitedantid é%dl%é&bhtﬁéd%ﬁc% 2ARd
update attributes of the corresponding sessions. 02-0493 12 [031] As

descri bed cfarﬁlvér?'a@&ér@iﬂifgtt@ diffefant $fsterh IRoB QS @apaByMES T ONi zat i on
controller 108 can select the session types by conparing the session

dat t the f t devi ce 102 th one or nore
et er o melzgh: nd and nePRmiRL A iRn 6o o Flored B AekrrapEEinDoB of

G o gkl Se@éhﬁ%ﬁ@;&@@%ﬁ&ﬁ%@?{%&&@ . el
first net W]J,( mu?t}é:lagte [('JT\(I]g \e'¥|c.t IEOIQ gfan?ﬁle,qﬁe ‘?’CBrseegggr?sr (ggmnbe stored ina TCP
session table; the UDP sessions can be stored in a UDP session table; the multicast
sessions can be stored in a multicast session table; and the ICMP sessions can be
stored in an ICMP session table. Similarly, the identification attribute and the update
atiribute of each session can be stored with each session in the corresponding
session table, in one embodiment. The number of the session tables and the
session types are not limited to the examples described above and can be varied in

different applications.

[030] FIG. 1B shows examples 100B of the session tables in the session
database 104 and the sessions stored in the session tables, in accordance with one
embodiment of the present invention. In the examples 100B of FIG. 1B, the session
database 104 includes, a TCP session table 104_1, a UDP session table 104 2, and
a multicast session table 104_3. A session table includes contents of different
sessions, the identification attributes and update attributes of the corresponding

sessions.
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t hreshol ds. [032] By way of exanple, if the session update rate of
the first network device 102 is higher than a first predeterm ned
threshol d, the session synchronization controller 108 can sel ect the
TCP session table 1041 fromthe session database 104. If the session
updat e rate 31 he Asidesecrivastinvelrtianetoi[dG. 1482h¢ sessiapveynchironiaatidre fir st
predeterm ned threshold but higher than a second predeterm ned

t hr eshol dconirplies 8k eamsalga thir eassioattynns yeempatingihelsg8sioanpdake eate of he
TCP session table 1041 and the UDP session table 1042 fromthe

sessi on di#tedivaldwtwok deyvice 18 with ngios mane gedetarmined dfirestdds, i ene
network device 102 is lower than the second predeterm ned threshold
but hi gheemMPRdimeat.t iithe eparaples dPOB ALHIG: A Bethrsieasion Rencheanidagan
synchroni zation controller 108 can select the TCP session table
104_1, theonjgter tQ&earnseiedsne ol mwpe saigiontiablesiby Feraearingdse pessiarabl e
1043 fromthe session database 104. [033] Once the session tables
are sel ectBepte r3ie ok hedirgmedyerk iewae 282 wWEh one 6hMoss Predetersinedn f urt her
sel ect the sessions with the update attributes Vc, VMor VD in the
sel ect ed BeHIOH$ t abl e(s), and synchronize the sel ected sessions from
the session database 104 to the session database 114 according to

the identifi qege] on Byatdy dfeh@plednthd ssivpdptigteatierdt My st dtwbire
sel ect ed sessions. Mreover, the session synchronization controller

108 can ddbwteithie righee tapith Brebpreaaemihéd tHréehold) daf f:ssgd- 0493 13
attribute VD fromthe correspondi ng session tables and change the

updat e at syrdbrdnézatiootottheler 63 caf sdldne tiseTGR seskicembdieotts_tl drowathee VN

in the correspondi ng session tables. [034] In one enbodinent, if the

updat e at besdinrt gatalfase 19dl dicthe desshmsumiate ratd biche first network device 102 is
lower than the first predetermined threshold but higher than a second predetermined
threshold, the session synchronization controller 108 can select the TCP session
table 104_1 and the UDP session table 104_2 from the session database 104. If the
session update rate of the first network device 102 is lower than the second
predetermined threshold but higher than a third predetermined threshold, the session
synchronization controller 108 can select the TCP session table 104_1, the UDP

session table 104_2 and the multicast session table 104 _3 from the session

database 104.

[033] Once the session tables are selected, the session synchronization
controller 108 can further select the sessions with the update attributes Vg, Vi or Vp
in the selected session table(s), and synchronize the selected sessions from the
session database 104 to the session database 114 according to the identification
attributes and the update attributes of the selected sessions. Moreover, the session

synchronization controller 108 can delete the selected sessions with the update
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sessi on database 104 has the value Vc, the session synchronization
controller 108 <can store the replication of this session with the
sanme identification attribute in the session database 114. If the
update attribute of a selected session in the session database 104
has t he valtieuty/Mp fiohetheaosiesppreinuciessin tilésandoeihange tHearpdaBattipntesook
up a correspondi ng session in the session database 114 with the sane
i denti fi caf therrestaf thd $rieced sgasiomodd Falug Ne ircibe cegpspuiiding ssesish tafles.
accordingly. If no session with the sane identification attribute is

found in t he(g%%i; inQH oR@LAPRE ekt 45 thé 'E]Fda?:@ %ﬁii@.ﬂe ofY 36RERAIE %@{Hﬁrée

i
controller 1 store the replication o IS session wt

same ide '%Eé&ér?ééth?ébgﬁ@rﬂé%"lﬁg vhile M 8he 8eSdigNs\HRhRR#GorL ddhtroliér ‘Fd%e4

update attribute o sel ected session in the session database 10

has the vahygioMihelrBBlicaBES bORis sEHER WRR HddnAdide Rtichfdn StribLESinaRd
| ook up the corresponding session in the session database 114 with

the sane isdeidd dateBddeon At thbRikiste ANBuE Rk 8lsBIcbiE s2esibeAABERETN
session fromthe session database 114. [035] By way of exanple, if

the TCP seafibass | @Phes Hadhiend,, thesddoidn syRsomsationRotrdik4 208680 look
sel ected according to the session update rate of the first network

devi ce 102p st diRreBESHiiRIcdusidnlin o1t statibn datentd 014 @ith HeSernidsstfiestion
sessions Wwth the update attributes Vc, VMor VD, that is,

sessi oNn_i attfieRs, M rodifAES koegbondiBg $86ih Sccofdidly.ONnnd sedeich with the
session-8, fromthe TCP session table 1041, and select sessions with

t he updat gambtiddritifitn\@ribMMiofoul®in thbabsdien dateadeont42thesmssibon 3,
session_4, session-5, session-8 fromthe UDP session table 1042. The

sessi on  syfHASOAEdACoAToIREN DS ohh etbrelB8 replivatiymathitio sezstor hith el saateed
sessions into the session database 114. 02-0493 14
identification attribute in the session database 114. If the update attribute of a
selected session in the session database 104 has the value Vp, the session
synchronization controller 108 can look up the corresponding session in the session

database 114 with the same identification attribute, and delete the corresponding

session from the session database 114.

[035] By way of example, if the TCP session table 104_1 and the UDP
session table 104_2 are selected according to the session update rate of the first
network device 102, the session synchronization controller 108 can select sessions
with the update atiribuies Ve, Vi or Vp, that is, session_1, session_3, session_4,
session_B, session_7, and session_8, from the TCP session fable 104_1, and select
sessions with the update attributes V¢, Vm or Vp, that is, session_2, session_3,
session_4, session_5, session_8 from the UDP session table 104_2. The session
synchronization controller 108 can synchronize the selected sessions into the

session database 114,
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[ 036] Furthernore, the session synchronization controller 108 can
delete the selected sessions with the update attribute VD, that is,
session-3 and session-8, fromthe TCP session table 1041 and del ete
the sel ected sessions with the update attribute VO, that is,
session_5, f[@86]t hdudbernamssthemsessidyl syntBebn2atiokdchriiotheralU8ycantdetete the
sessi on synchroni zation controller 108 changes the update attri butes
of the seslstiedstssiceswilviiedipdaesairionted/p, thatliss esssionn 3 Andsessien_BCP
session table 1041 to value VN, and changes the update attri butes of
t he sessi fmrthe J€Fs3asniod takied§4 ohant deletn dhassaiaitethsesBiang WithéheDpate
session table 1042 to value VN. [037] If the first network device 102
beconmes u@atikite ¥b) iBat ik osesaivanpl feom thed DR sessiandiaklef 191 &r atditiprslly, the
schedul ed down-tinme, or an abnornal term nation, a failover node
occurs andesdien syyshionizatorcomreller Ti8xiangesske updamattieutes psihenet wor k
device 102 to the second network device 112 and enabl e the second
net wor k dee$i@n_119easipn_pr ssERe_GANdeepeianiny thaihePisspwon iablec o610 t he
first network device 102. Wien the second network device 112 starts
t o oper at ¥aluadvean efangrs the yastatealirRytas of EiF 185510022, sepfiRn sk 84
synchroni zation controller 108 can be used for controlling session
synchr oni 28€ £e$8idn.&rin theeUBBSepgian Hbleaiids 8 ta Yalug YNt he sessi on dat abase
104. [038] Advantageously, the session synchronization can be

adj usted dyngg) calif te #itt AEENONY dékcd T2 sRBRIce UnERdiabe, forbramMb edusa
session update rate is relatively high, a first set of sessions with

rel ativel yo Aiv@hk Riireldridr &&hedfied dowhi fihe[6an gepshairteminativonhe failover
synchroni zed from one session database to another, e.g., fromthe

sessi on daiceareurbQhdite biterd 890A@AN diloat &aks b th¥lfien ntherisdssdeon
update rate is relatively low, resources nmay be used to synchronize

ot her sesgipRStheegond hétdork dRicend 2randténabigtihes essindmehwark dddi¢ il tihta o
the TCP sessions, in one enbodi nment.
provide corresponding functions instead of the first network device 102. When the
second network device 112 starts to operate instead of the first network device 102,
the session synchronization controlier 108 can be used for controlling session

synchronization from the session database 114 to the session database 104.

[038] Advantageously, the session synchronization can be adjusted
dynamically according to the session update rate. When a session update rate is
relatively high, a first set of sessions with relatively high priorities , e.g., the TCP
sessions, can be synchronized from one session database to another, e.g., from the
session database 104 to the session database 114. When the session update rate
is relatively low, resources may be used to synchronize other sessions, e.g., the
UDP and multicast sessions in addition to the TCP sessions, in one embodiment.
Thus, the efficiency of the session synchronization between the session database

104 and the session database 114 can be improved.
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Thus, the efficiency of the session synchronization be

sessi on database 104 and the sessionydatabase 114 cantﬁgePn;?gved
02-0493 15 [039] FIG 2 illustrates a block diagramof a .
mast er - backup firewall system 200 with dynanmi c session

synchroni zat ijggb] | IFI6C2 AlugRares awidd diyears wba diastanbackup firawapsyséasnt
invention. Elenents |abeled the same in FIG 1A have simlar

f unct i ons oo RlitedyRain® stesionispeshronizationtin matdrdancsi with Fe@migdimpaiad] | n
one enbodi nent, the master-backup firewall system 200 includes a

mast er fi ngyBlebeGRvention aElkaktniabélee wal danlin FIQnbh hatesimiatiBpctisagkup
firewall system 200 starts up, the master firewall 202 can be

enabl ed t gl o ddaspabEdiacombthatiac e §1G.MtA9 a network, e.g., a | ocal
area network or a wide area network, but permt aut hori zed

communi cat | onga i t Mg AE Aoty fnldlterABpRERkl ojdidth 200 Moass af

firewall 202, rons e In the master firewall 202 can

be synchroni ?Zt%rﬁﬁr?‘!"% Q(%zrt]g\?d b Bi& c ffifré\ﬁﬁ ol e heessdtétbackup firewall

synchr oni Z5¢% € nmas irewal | 202 becones unavail abl e

through a m{eh%@iggﬁgéﬁrtﬁé?buagiséf”r?ﬁ?éi\#ﬂll%a%%eténﬁﬁled% biabk uednicorrad

term nati off; -bac irewal | system 200 can automatically

of fload tasks fr gog%{:b%&g/oﬁ?r%é%? [o'céleéll‘@é hetd@dk &r@ Wide dpackatpofid, bewysdrinit212

acCpss in
and enabl TR _ 212 to provide the firewall functions

| nstead of o A% RSh i id2UR Wit? 8% nehkk] Dufin@0e dpabaidnrap it madter

master fir® inc es a session database 204 for storing

various types pbosessl S WelibRshadas Bid rhestei firewall 202 can besyrch@nized
The master ]SI revva?’l %%)%%?)urther i ncl udes a session synchronsi[ zati of A

controller.?oo f i i : : .
lin Qb FORERA bl 9Ges868 bithfniationnilizhe nestdr ficewalR92
master fi rewatﬁ[a %Edbto t he b%ckup fwbewall 2?2 according to a
sessi on upgat &, dsatevaifaotd@rdRmteworkifsiRyabhor?8heduled down-time, or an
abnormal termination, the master-backup firewall system 200 can automatically
offload tasks from the master firewall 202 to the backup firewall 212 and enable the

backup firewall 212 to provide the firewall functions instead of the master firewall 202.

[041]  In one embodiment, the master firewall 202 includes a session
database 204 for storing various types of sessions such as described in relation to
FIG. 1A. The master firewall 202 further includes a session synchronization
controller 208 for controlling session synchronization from the master firewall 202 to
the backup firewall 212 according to a session update rate ot the master firewall 202.
More specifically, the session synchronization controller 208 can select sessions
updated in the session database 204 and synchronize the selected sessions into the
backup firewall 212. As described in relation to FIG. 1A, the updated sessions can

include the sessions created, modified or torn down in the session database 204.
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More specifically, the session synchronization controller 208 can
sel ect sessions wupdated in the session database 204 and synchroni ze
the selected sessions into the backup firewall 212. As described in
relation to FIG 1 A the updated sessions can include the sessions
creat ed, Thditfpeemhdomuntber of thewweldctedt deesisessarore adjtisibasegnaiidally 02- 0493
16 The type and nunber of the sel ected sessions can be adjusted
dynani cal lagcordiog to thersgssion upheats esieiobtheupakatrdire\wale2ad. t he nast er
firewal | 202. [042] I n one enbodi nent, the backup firewall 212

session dat 2o gﬁér?mﬁ”?‘ﬁl‘f £ P2 BB 1My SRR Beselapy o e
sessi on Sﬁﬁ%ﬁﬁ%‘éﬁ?@o ?{3%@5 fle seegs@rqégffrcgrﬂrth% %}e%%%h"daf%a%@%m The

repI ications o SEess| ons € Ses

tasi on deranBaL A A R B nde i PP BBl 21
202 can bR BN 0 4RI tifho Ll ERURHL HEINEL bomsobpupen A ocal

area network and a W area networ sw tch

222. Duri pgntkdher SREAR litihte &Hé%e’é%z’%é RAMth& YOG Qi Z5Hsb @4, cONtrol | er

208 can select sessions wt update attributes Vc, VM or VD in
the session _database 204 based on the priorities of the sessi ons

accordi ng tol®43& deers sRbodment theymastst firewall 482 £ Pe pRaRied fo revide and

send t he Eﬂ‘?pl i c jons of the selected sessions wth the ucgdat e

i nformat i tr8w‘f‘ %‘”BWLP&TW?WP' epneyprisG ot éwlfc%%%ﬁf* diMde i on.

I n one enbodi updat ormati on can include, but is not

e tedt Breairmons AT iEh Bababbirg e apettin h %Sam SIGPRIZBIE

Vc, VM or sel ect ed .sessj,ons. djnrelatjon to

Fa a eRerder %@% e S?%Or@e@b b5 urtde SR8 R P o B8 i g

to the t yegsSS|c§)r1f database ! basad of ont nhe priorifies oﬂhe sessmnsyaccordlng fo the
session update rate of the master firewall 202, and send the replications of the
selected sessions with the update information to the backup firewall 212 for session
synchronization. In one embodiment, the update information can include, but is not
limited to, the identification attributes and the update atiributes Ve, Vu or Vp of the
selected sessions. As described in relation to FIG. 1A, the priorities of the sessions
can be determined according to the types of the sessions, in one embodiment. By

way of example, the priorities of the TCP sessions, the UDP sessions, the multicast

sessions and the other sessions can conform to a descending order.

[044]  In one embodiment, the session synchronization controller 208 can
periodically check the session update rate of the master firewall 202 and determine
the types of sessions to be selected according to the session update rate of the
master firewall 202. For example, the session synchronization controller 208 can

select one or more session tables in the session database 204 accerding to the
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way of exanple, the priorities of the TCP sessions, the UDP sessions,
the multicast sessions and the other sessions can conformto a
descendi ng order. [044] In one enbodi nent, the session

synchroni zation controller 208 can periodically check the session
updat e r asessidn yhtateede efthé imastelfitev2i202n @ndetiter typeeof thhsessgigpasio b
sessions to be selected according to the session update rate of the
mast er fi selasit apDdetefoined feanpbrge thhsessigsiables symsdieaied)z tiei seasion
controller 208 can select one or nore session tables in the session
dat abase 2@%hznizstidn ngntralet AGS cPUBNGelRt heseissinnspiiatie umlate of t he
master firewal 1202. Once the types of the sessions to be selected
are det er aitfiadeq ¥c.g/m, COMo & thhselostedisensiomisibieds)anrd saridareplindtiong tfghe
session synchronization controller 208 can further select the

sessi ons @plepied kessignsavith thacorpspandingvdgntification @itries and hpdatel ect ed
session table(s), and send replications of the selected sessions
with the edibeionte pessidesnchicoiationcantroligniBe Acaerdinglyd Htessession
attributes to the session synchronization controller 218.

Accor di ngBynchfgiizasign §P@FP”9§¥?&¢#%WG@@ thersoesrangingsessions ivdhe agrsinne
the correspondi ng sessions in the session database 214 accordln? to
the i dent PRiaBA%S it arcordingiodse ideatiigadon piiubessand the wpdategitribytaa o

sel ect ed seSS|ons I n addition, the session synchronization

cont rol | efeXpipciessesgiongt i adelitioneihesession swyhEmizaliph RontrRierBfkeas
attribute VD fromthe session database 204, and change the uPdate
attri but eSelgie thpgelegled sspsipnwiliihedpdatesiisisiiont fram ihee'sewan@é aPRSY n
t he sessi on dat a §Base 204. 045 I f the master firewall 202 becones
unavai | abFg*aqa 6?9%”\%%99 teradiripies céegpst A dretalcier BRARIPNE S or an

Fai | over HOHE nihoTREtEn SBRBRHDA4 r oal | System 200 can offl oad
[045]  If the master firewall 202 becomes unavailable through a work

failure/error, scheduled down-time, or an abnormal termination, etc., a failover mode
occurs. During the failover mode, the master-backup firewall system 200 can offload
tasks from the master firewall 202 to the backup firewall 212. Steps of offloading
tasks from the master firewall 202 to the backup firewall 212 include synchronizing
the sessions from the session database 204 to the session database 214, in one
embodiment. A timer 206 can be triggered when the failover mode occurs, in one
embodiment. The session synchronization controller 208 can synchronize the
sessions from the master firewall 202 to the backup firewall 212 according to the
priorities of the sessions until the passed time from the beginning of the failover

mode reaches a predetermined maximal time.

[046] In one embodiment, the session synchronization controller 208 can first

select a set of unsynchronized sessions with the highest priority from the session
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tasks fromthe master firewall 202 to the backup firewall 212. Steps
of offloading tasks fromthe master firewall 202 to the backup
firewall 212 include synchronizing the sessions fromthe session
dat abase 204 to the session database 214, in one enbodinment. A tiner
206 can bedatabagm2i4edTivehersyhtieohiaed sessionsede inntcertiss ségsicosavhich have
enbodi nent. The session synchroni zation controller 208 can

synchr oni net idem sysetgsniaed fromdhe tiasteméistveat! 20 tethal dacR(Pfirewall BE2, lmag kup
firewall 212 according to the priorities of the sessions until the
passed ti the $aseions vgh begupdate gitrifutésh\é, Vai biover Thenzebeionesgcdtesnization
predeterm ned maximal tinme. [046] In one enbodi nent, the session
synchr oni zantiraiar 2¢fhtaro$dnerthe eplications iof e sebetedlctessiosewitivfhe
unsynchroni zed sessions with the highest priority fromthe session
02- 0493 18omegpabdisg idkdMificaline atirisytes Andupdedelatrésddsanshe sgssiancl ude t he
sessions which have not been synchronized fromthe master firewall
202 to theyirhekugatibh cemedlier 212, Aecogdingly tthe sessingi synshrahizatiarheonirp kit e
attributes Vc, VM or VO. The session synchronization controller 208
can send Eh&carppdaatheosessions imibe session ealakases] Igrascoiding tole
corresponding identification attributes and update attributes to the
session #entfinedan althues evhiheslrfale atitiButepetibrdelegiog sessiens 8% fi.
synchroni zation controller 218 can ugdat e the sessions in the

sessi on d#tegrasiens vith feciglesi §riedy che de syeahorfizaddtare Hheapasteniirewall and
the update attributes of the selected sessions. As such, the

sessi ons ®PZ K hRdapkyHEsyabeidrity can be synchroni zed fromthe
master firewall 202 to the backup firewall 212. [047] After the

sessions W t p47ne hirghetscRsibns irvttb(tr@ﬁﬂ%ﬁ&ﬂ?ﬁﬁ@ﬁéﬁ@&%&ﬁ@ﬁﬂzé@&omffﬁ@t er
firewal | 202 to the backup firewall 212, if the passed time fromthe
begi nni Ngmaster firewall 202 to the backup firewall 212, if the passed time from the beginning
of the failover mode still does not reach the predetermined maximal time, the session
synchronization controller 208 can select a set of unsynchronized sessions with a

next priority from the session database 204. Similarly, the selected sessions can be

synchronized from the master firewall 202 to the backup firewall 212.

[048] The session synchronization controller 208 can continue to
synchronize the sessions from the master firewall 202 to the backup firewall 212
according to the priorities of the sessions until the passed time from the beginning of

the failover mode reaches the predetermined maximal time.

[049] In one embodiment, the priorities of the sessions can be determined
according to the types of the sessions. By way of example, the priorities of the TCP
sessions, the UDP sessions, the multicast sessions and the other sessions can
conform to a descending order. As such, when the failover mode occurs, the

session synchronization controller 208 can select a session table with the highest
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of the failover node still does not reach the predeterm ned naxi nmal
time, the session synchronization controller 208 can select a set of
unsynchroni zed sessions with a next priority fromthe session

dat abase 204. Simlarly, the selected sessions can be synchronized
from the pdsitefrofm thesasdior?ORabaset 204, bac kiwpTEP sevsibn table? . THeOAS oA he
session synchroni zation controller 208 can continue to synchronize

t he sessi epchfordaativheontedieef08 careseddt RO skions ith tiaclqoatd aitribagdd V212
according to the priorities of the sessions until the passed tine
from t he BMagomvi ngheteletthe séssidrotable, amtisemighe hadicativas pf tretedratadhed
maxi mal time. [0491 In one enbodinent, the priorities of the sessions
can be desessmnserth the core$pogding iddrdifitatipe sttobutehend edkte akribuBys walye of
exanple, the priorities of the TCP sessions, the UDP sessions, the
mul t i cast sssdmi symsh@nitatitrecarttioder Z18s Fconslinghn theczmstion sytahranization
descendi ng order. As such, when the failover node occurs, the

sessi on syonttlen? thcaroupdatmthesiebgonLi0 8he sessiel databaae 44 acomdinglhd the
with the highest 02-0493 19 priority fromthe session database 204,
e.g., theidpoificatien atibutehan thehpdgiesdlribuies si/iesebricdaessinng ohs swihl er
208 can select the sessions wth the update attributes Vc, VM or VD
i n the selhscgasgionessihe seleaisdsession tabénehnt becsyinelvionizad fromsthe maskas

sel ected sessions with the corresponding identification attributes
and updat 8rexall 20Big the ha@kwm&rewgggggon synchroni zation control |l er 218.
Accordingly, the session synchronization controller 218 can update

the sessions[agn] t Na#eeie bl SRapAs A RO ES: P%ﬁt?aﬁé@nchronized
identification attributes and the update attributes of the selected

Sessi ons. frHf thdeihster fiRvAIGRDIt0Afe batklp Brevlli 24 afiha@asidtihahbm than be
synchroni zed fromthe master firewall 202 to the backup firewall
212. beginning of the failover mode still does not reach the predetermined maximal time,

the session synchronization controller 208 can select another session table with a

next priority from the session database 204, e.g., the UDP session table. Similarly,

the sessions with the update attributes Vg, Vi, or Vp in the selected session table

: can be synchronized from the master firewall 202 to the backup firewall 212.

[051]  The session synchronization controller 208 can continue to select other
session tables according to priorities of the session types from the master firewall
202 and synchronize sessions with the update attributes V¢, Vi, or Vp in the
selected session tables from the master firewall 202 to the backup firewall 212 until
the passed time from the beginning of the failover mode reaches the predetermined

maximal time.

[052] When the passed time from the beginning of the failover mode reaches
the predetermined maximal time, the master-backup firewall system 200 can enable

the backup firewall 212 to provide the firewall functions instead of the master firewall
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[050] After the selected sessions with the highest priority are

synchronized fromthe master firewall 202 to the backup firewall
212, if the passed tinme fromthe beginning of the fail over node
still does not reach the predeterm ned maximal tine, the session

synchroni zep.i A8 sGEH) tidmaster-BOSkupaReveR &elerPPOU GRY uthies Hetivallaiié e W t h
a next priority fromthe session database 204, e.g., the UDP session

tabl e. Si padoarde¥ mort kFicRPEF tosimcMiohizetiesdtdate attributes Ve, VM or
VD in the selected session table can be synchronized fromthe naster

fsiyé?e:\r,\\?lolni ot (ijd&?fl ggw%%g%ag%@ef@r?haﬁgﬁg ?fﬁh_%%l%oeleﬁggifgaﬁﬁﬁ?}e m8gL on
i reval ?Cﬁ%&@'"%ﬁaf‘@? I‘é%"ﬁ%ﬁ%@%ﬁ?%&@%f%ﬁgfﬁ@ﬁ'fﬁf"%”@?ﬂﬁﬁ%a%%%ﬁﬁ20%85@@%I‘”VC,
\Y/ VD i n. . i '

tz)g/lz_ Lo ¢ ne Bnmof B BahFT S E3H Ao B il 18Rt RS Fowed
(e | oo sTrigilrine Res AT bR toT _%??ﬁﬁ%f%%%ﬂ*ﬁ%ﬂﬁ@%ﬁg Pt TRe.
firoun | SoSi B AR aRT B8 PR B b sBRsort SR 1 0GB 10
202, o sagrior RERIERTe bRE B3GR BP% Llmb 25In oo RepcTIrel,

avai | abl el’g]he{ tﬂéé%ﬁg% ﬁr%%\:aﬂ%ﬁ? b%f:%&éz%ﬁ\)a}faﬁlé’. RY 9G4, Bpﬁaﬁﬁc%Q&iéﬁSSi ons.

[ 053] We Kup firewa starfs to opefate instead of the

master f birﬁéﬁ?drhza%pﬁ frohhtﬂe%%élﬁquﬂe\ﬁéflf‘%ﬁ RB1he& ﬂ{a%@?;i:“e%il@@b l8f a%il)%ecan
n sync ackup

be used for controlling sessi roni zation fromthe

firewal | 2d8aidy tAWROIES IR infdrliBNA destHiSed inBhdTbdrédi ¥ a LPGeRGRGh@Ry a

synchr oni zatleon'cont F@ﬁer 20§ can ebe useg to synchronPéz{e t he i
master firewall and a backup firewall, the invention is not so limited; it can also be

used in master-backup firewall systems including more than two firewalls.

[054] FIG. 3 illustrates a flowchart 300 of a method for establishing and
updating sessions in a first session database, e.g., the session database 104 in FIG.
1A or the session database 204 in FIG. 2, in accordance with one embodiment of the
present invention. FIG. 3 is described in combination with FIG. 1A. Although
specific steps are disclosed in FIG. 3, such steps are examples. That is, the present
invention is well suited to perform various other steps or variations of the steps
recited in FIG. 3. In one embodiment, a computer-readable medium having stored
therein computer-executable instructions that, if executed by a computer system,

cause the computer system to execute a method shown in flowchart 300.

[058]  In block 302, the system staris to operate and multiple sessions are
established. In block 304, if a session is created, the session can be stored with an

identification attribute having a unique value and an update attribute having a value
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sessions fromthe session database 214 to the session database 204
according to a session update rate of the backup firewall 212. A
timer 216 can be triggered when the backup firewall 212 becones
unavai |l abl e. As such, dynam c session synchronization fromthe

backup fi yewRdhe cdAdspcohdirtescdBioh @dbld bl th¥Mlsk s@ddbriditaidss Achdingdh v ed.
Al t hough the invention is described in the context of a system

i ncl udi ngs@ssidMgHE (biddik 3eR! Oitrendisa, thaabwehdr 3 ek to bldek 'Bosr.eef Wapof s
not so limted; 1t can also be wused in master-backup firewal

systems i Bgdmisle O TOPIRstiBABak BB sforécPinal TOP sb&idH tableGa UDP $dsdminlcahes a
flomchart 300 of a nethod for establishing and updating sessions in
a first spssioast Mat BhRSRssiEn thble; BNRUISESS badsidhadadbRsRord@4h & mullcest 1A
or the session database 204 in FIG 2, in accordance with one

enbodi mentesionttaBle; AMESECMP BESIIBN 6 sédslon With @hélagsy cdresk stored in a
conbination with FIG 1 A Although specific steps are disclosed in
FIG 3, sushespbapagaessiexaprl.es. That is, the present invention is
wel |l suited to performvarious other steps or variations of the steps

havi %Sdzi or elf5%] et PBR SRR AR SRR s R sh g HERE B 1T
et hod Shestar A BheRis bt st PR PR RERI s LR ©
Starts t0,AReRALANALHh bhRLE AERHANTAR e 051 ARbUSIRS: obBrhLos:

304, if a'session Is created, t ession can

i dentificat i i a uni que value and an update

attri but eﬂ ‘g%rqlgé&g %Fﬁgbmggb?;%% 21 Vc in the correspondi ng session
table of the first session database according to the session tP/pe
(bl ock 306). [@&her Wi Block B i3 erasivars t%mdo‘g@gbe flovehasciO03w®s t@plogly
of exanple, a TCP session can be stored in a TCP session table; a
UDP sessi 8h4-cBfperwise, the flowchart 300 returns to block 304. In block 314, the session

can be reserved in the first session database for session synchronization and the

update atiribute of this session can be changed to the value Vp.

[058]  FIG. 4 illustrates a flowchart 400 of a method for synchronizing
sessions from a first session database to a second session database, e.g., from the
session database 104 to the session database 114 in FIG. 1A, in accordance with
one embodiment of the present invention. FIG. 4 is described in combination with
FIG. 1A, FIG.1B and FIG. 3. Although specific steps are disclosed in FIG. 4, such
steps are examples. That is, the present invention is well suited to perform various
other steps or variations of the steps recited in FIG. 4. In one embodiment, a
computer-readable medium having stored therein computer-executable instructions
that, if executed by a computer system, cause the computer system to execute a

method shown in flowchart 400.
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be stored in a UDP session table; a nulticast session can be stored
in a nulticast session table; and an I CVP session or a session with
other type can be stored in a correspondi ng session table. [056] In
bl ock 308, if the session is nodified during the operation, the

session can hesopodild bRk 402,!the sfdiét 108A $tHre Mo ddtana s cra0a! 1k BESsion
and the update attribute of this session can be changed to the val ue

VM i n bl oeincBidhizafbheomtrsier 10$enecks acdeasibn 3P0ate 0ge of thedhrotatetwdrk .
[057] In block 312, if a session is torn down, the flowhart 300 goes

to bl ock davide 1@.hierblckeiost the deksive brichraRtioetomirsiet C0E0Cde!s204. | n
bl ock 314, the session can be reserved in the first session database
for sessi apd=tyd edestorisz agi, @ossime witrethe wpdateatigbiites Wdl By of Vi, Hicen hessi on
can be changed to the value VD. [058] FIG 4 illustrates a flowhart
400 of a fiest besdidnatatsyasehe.gnitii sepsios elatbans 104, asad bn tad priveiges ofithe
dat abase to a second session database, e.g., fromthe session

dat abase #ésbidns dcherdggsisititnsetaioahpslatelrd of theHirG nebworkideveeaoedance
with one enbodi ment of the present invention. FIG 4 is described in

teps are di LDsed e pfpodient 8D sthofomZAUSARORERERT [ S e
Dartari onctEphh AR IES of SRS REEAG! MRt e Sholid Pl
conput er-eﬁﬂe@@%ﬁe{w& aons@wgpir%ﬁ 1l ﬁu"e%%'s&oﬁ%?ﬂ?&htr&ﬂza%ﬁ%ﬁt?&?ﬂef?

i nstructions execut ed OITpUt er system cause

conput er TeYal
22 [059] I E?‘E‘éék‘@°‘%?%§°r§§%%§?ﬁ%‘8§ S R T A

the sessi @ session update rate of the first network device 102. Once the types of the
sessions to be selected are determined (e.g., once the session tables are selected),
the session synchronization controller 108 can further select the sessions with the
update attributes V¢, Vi, or Vp and the identification atiributes from the selected

session table(s).

[061]  In block 408, the session synchronization controller 108 can
synchronize the selected sessions in the second session database, e.g., the session

database 114, according to the corresponding update attributes.

[062] In one embodiment, if the update attribute of a session is the value Vg,
the session synchronization controller 108 can store the replication of this session
with the same identification attribute in the session database 114. If the update
attribute of a session is the value Vy, the session synchronization controller 108 can
look up a corresponding session in the session database 114 with the same
identification attribute and modify the corresponding session according to the current

session. If no session with the same identification attribute is found in the session
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synchroni zation controller 108 checks the session update rate of the
first network device 102. In block 406, the session synchronization
controller 108 can select wupdated sessions, e.g., sessions wth the
update attributes Vc, VMor VD, fromthe first session database,

e. g., thedagpatont4aiadbasonidichrbaiggitbnaonirbier 108 ean bicesthefrepilkation of
sessions according to the session update rate of the first network

devi ce 10%his €38N With o ddemiicedionamttibute frethe @gsdiomdstubady pil. 26theon
controller 108 determ nes the types of sessions to be selected

accor di ngupdate agrisers of asesgisltakehs adlee Vefthe besdiar sinchehimatidn cewote
102. For exanple, the session synchronization controller 108 can
sel ect one08camok updaiss canedpabtiieg sessidrnia tleessssion ditdtabaded W4 the
according to the session update rate of the first network device
102. Oncestine idgritisation atthibute sasbkdaidets theocdespehdiad sebsnerahe thersessiead
(e.g., once the session tables are selected), the session

synchr oni database tohtrol |l er 108 can further select the sessions with
the wupdate attributes Vc, VM or VD and the identification

i b f h | :
the'saoston Sy ShPELFRL s SERE PIrtRlsea - LRl 8 hophhe

t he session can synchronize t

sel ect ed sgastaiisd dhsbRRe WA BLSLASLABUIAY2REATne Sedion dfia3esBlon

dat abase according to the correspondi ng update attri es. [062]

I n one e”ﬁﬁ&'%ﬁﬁﬂethéBRHQE_a‘ttﬂgff}b@o%Errésl?:éfﬁe%fele%teﬁes%éisieﬁs {ostht Raiuyalue

Vc, the session synchroni zation controller 108 can store the

replicati gnnefsebdbSd8888dPLHa. W th the same identification attribute
in the session database 114. If the update attribute of a sessionis

the value VM_the session synchronization controller 108 can | ook up
a corr espondi®ff! seddion liuptritee adlawshashoQfhef yRewod 1of sypetHORiRBY same
identification attribute %nd di fB/ E(he ,cor[esgondi n% sessjon

accor di ng SEF'UH rqim, g easgter firewall to a backup firewall in a master-backup firewall

system, e.g., the master-backup firewall system 200 in FIG. 2, in accordance with
one embodiment of the present invention. FIG. § is described in combination with
FIG. 1A, FIG. 2 and FIG. 3. Although specific steps are disclosed in FIG. 5, such
steps are examples. That is, the present invention is well suited to perform various
other steps or variations of the steps recited in FIG. 5. In one embodiment, a
computer-readable medium having stored therein computer-executable instructions
that, if executed by a computer system, cause the computer system to execute a

method shown in flowchart 500,

[065] In block 502, the master-backup firewal! system 200 enables the
master firewall 202 to provide firewall functions between a LAN switch 220 and a
WAN switch 222. The backup firewall 212 can backup the sessions of the master

firewall 202 during the operation of the master firewall 202.
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session. If no session with the sane identification attribute is
found in the session 02-0493 23 dat abase 114, the session
synchroni zati on controller 108 can store the replication of this
session with the identification attribute in the session database

114. 1f the joHfat e, plobk EBAItRe ﬁfast%r %ﬁé@pqme\hﬁl $yBRnY 8bdEarVEheckhe
sessi on synchroni zation controller 108 can look up the corresponding

sessi on i QhkiMr §¢8RVeNo@ataneSBrelid Ao Wiloled MRich I IBate SBBIMSdt&akb AN
attribute, and delete the correspondi ng session fromthe session

dat abase dddis 13fHIe E&pr‘%b@l@‘fhé‘ﬂ@waﬁ AR cBERS RN ASREOM b8 loWock 506.
control ler 108 can delete the synchronized sessions with the update

attri but e oyfriviseMnchRweRSS 5OM 5@41@@&% 5]1Q4,|n biRBKl5Gd angedsihp updat e
attributes of the rest of the seI ected sessions to the value VN in

the sessi apnhdhadrialaish cdffollel B0 Lattiack tnd ddsdphiptigs ratel df aviciaster 500 of

a nmethod for synchronizing sessions froma master firewall to a

backup fi igs@lil2obn IrRbIaBe 568, tRasdddpnfdyhemBhikatiopdhefer 208 can b&lEct
mast er - backup firewall system 200 in FIG 2, in accordance with one

enbodi menip@itedl BEsIUIRS 1L, seB¥iem withtheFpGateatiriButde Skl VRed Vv Mrom the
conmbination wwth FIG 1 A FIG 2 and FIG 3. Al though specific

st eps ar entfisteiase 202 dakéd ob thespiiitieS bieths sassioraxrapldes) to Thagedsn t he
present invention is well suited to performvarious other steps or
vari at i onsip@dtetrdte of trepaasteciirewdl 202, AGe specificallyndeaabsion srhrondzation
conput er -r eadabl e medi um havi ng stored therein conputer-executable

i nstruct i eostrolleh208 sélécte ¥ecuddatkdresaionoimutiies fisysdssion datatmee tde., the
conput er systemto execute a nethod shown in flowhart 500. [065] In
bl ock 502 sesdien daatase-d0dak tie Mastendrlelvab282.em 200 enabl es t he

[067] In one embodiment, the session synchronization controller 208
determines the types of sessions to be selected according to the session update rate
of the master firewall 202. For example, the session synchronization controller 208
can select one or more session tables in the session database 204 according to the
session update rate of the master firewall 202. Once the types of the sessions to be
selected are determined (e.g., once the session tables are selected), the session
synchronization controller 208 can further select the sessions with the update
attributes V¢, Vi, or Vp and the identification attributes from the selected session

table(s).

[068] In block 510, the selected sessions can be synchronized from the
master firewall 202 to the backup firewall 212 according to the corresponding update
attributes and identification attributes. In block 512, the session synchronization

controller 208 can delete the synchronized sessions with the update attribute Vp from
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master firewall 202 to provide firewall functions between a LAN
switch 220 and a WAN switch 222. The backup firewall 212 can backup
the sessions of the naster firewall 202 during the operation of the
master firewall 202. 02-0493 24 [066] In block 504, the

rnast er - bakdtasibh vawdhbe §M§ tein cA4R &ﬁﬂ@ ﬁt%kattn%'t% Rethededid kRVeEr

occurs. If there is no failover, I cat es master firewall

202 is aV§éEbé‘t’éH%e§é?oﬂt@‘fh@@al&é‘@ fir {hﬁ‘@@ééioﬁ yReba g the flowchart 500
goes to block 5 herwi se, the flowhart 500 goes to bl ock 514.

In bl ock 506 ESSI on %% hronl zation controller 208 can check

t he session Lﬂ?@it e?'i‘ Bloek g4 falae doderqerwgatnich gislicates tHRJRR megier
Sess one. vl 208 bBGorBR UTRAIH oy pRete. 206 10 B feBi ke A crenogylod

fromth f based an th t f th
accor di ng PaTITE g%é@“@wrm&ﬁw@%ﬁ% el s e e q%u;ggs' o

el ecty t R CHITE TS PestaRy %%F%%‘éi%?érfr‘é‘%ées@gogﬁ§§ir°'ég GO g
enbod nenPaouRaISEd Fﬁvaﬁe PR o ML I e %p%
oo BT BB Bech B5LEET ] ASS e BT o
?%”fEL°22§@?%%”ﬂd&f’ea%%e§'ef*°%%%ﬁ% el g"c‘ﬁ"ﬁgp"%é@@%Fﬁﬁ(ﬁﬁ‘ﬁ%é%%aé"gegofs
the mast ey IBEB{SJ? IIn% %ké%ct%etslags@ﬁ/ %h%fmztaﬁgn ét%en%%;llgpzct)stcan s%llec(t:?e d),

sel ect ed are erm ne once € Sesslion es dre se

the sessigp %%ﬁ%&h%*z{eﬁtéegg?rﬁfﬂﬁﬁ el iﬁéhe%e? |oq'ﬁ\}]fr(glﬂdﬁé]§%fsﬁnﬁl Fidpakhe

sessions Wt tes

I dentificap) Bf‘th@trﬁéétg)r%(ﬁﬁalréﬁn'ltr{%%r@%&%rﬁgedssee%@bﬂgcan include the

sessions which have not been synchronized from the master firewall 202 to the
backup firewall 212, e.g., the sessions with the update attributes V¢, Vi, or Vp. In
block 522, the selected sessions can be synchronized from the master firewall 202 to

the backup firewall 212.

[070]  After the selected sessions are synchronized from the master firewall
202 to the backup firewall 212 (block 522}, if the passed time from the beginning of
the failover mode still does not reach the predetermined maximal time (block 516),
the session synchronization controller 208 can select a set of unsynchronized
sessions with a next priority in the session database 204 for the session
synchronization. As such, the session synchronization controller 208 can continue to
synchronize the sessions from the master firewall 202 to the backup firewall 212
according to the priorities of the sessions until the passed time from the beginning of

the failover mode reaches the predetermined maximal time.
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table(s). [068] In block 510, the sel ected sessions can be
synchroni zed fromthe master firewall 202 to the backup firewall 212
according to the correspondi ng update attributes and identification
attributes. In block 512, the session synchronization controller 208

can del et o L8072y "hEREK % IPREBLOOS i Hoh i bATHS, BLHEHAMLS HBke

from 02-049 t he sessi on n e update
fhe soss: retist I freddiaingd el Rtk ofle SERH- BB I LAR Yl 2401 11
occurs, WALG Bnéﬂ?&"crfea&a*‘cﬁué h%ﬁuah Beo E@@Fg fde Tiﬁé fireWa }ungf?c?ns%&ﬁé@éf the
unavallable for exa ue to a allure error edul ed

down- ti mma%fer%%vﬁiﬂ%’é@l’oclﬁ E50N TEhIL, thre%sél?ﬁ?fror%% ﬁovg?%réﬁdll%gr ed

to count a passed tine fromthe begi'nning o he fal

(bl ock 5143, BedyhdreoriBst Blihe mgiéwnrewan@mﬁll system 200 can start to
of f|l oad tasks fromthe master firewall 202 to the backup firewall

212. In block 516, if the passed tinme fromthe begi nning of the

fail over md&@@bes ﬁ?ﬁ?rdf'@gpﬁ"ﬁ’oﬂﬁn@@&@@ﬁ‘?@@n%‘% P PrespRt Inygpdion

fl omchart 500 goes to bl ock 5%8 In bl ock 518, si on

synchr oni PEVIdSIR RIWPHOTYSIEM Wik d¢ %"'E éP%%Q” o ”CE@P‘ZG?OQJQE%'EEHWBW zed
sessions with th hest priorijt he session dat aba 204 of
g R ES L Sﬁﬁ@ouﬁ art B eiobo SRR FeeS bR i G0de t he
e on ch . ha t been ron d f t i |
205t ot MRt e Phangae bRyt st Ao BTt g TR cng il
attri but Vi k th | : b
Synchr oni 2etcRIbTAsR JAbesF e glie P ADGoRE EFEH SRR e b
212. [070] ALLEL HhenSRbACH SR RIRLANSUALSa SYRRNE PR FESe 69Tt o

master fi

session from the first session database according to a session update rate indicating
the number of sessions updated in the first session database during a given period
of time and for synchronizing the selected session from the first session database to
the second session database. As such, the system can utilize the available

resources more efficiently to perform session synchronization.

[073]  While the foregoing description and drawings represent embodiments
of the present invention, it will be understood that various additions, modifications
and substitutions can be made therein without departing from the spirit and scope of
the principles of the present invention as defined in the accompanying claims. One
skilled in the art will appreciate that the invention can be used with many
modifications of form, structure, arrangement, proportions, materials, elements, and
components and otherwise, used in the practice of the invention, which are
particularly adapted to specific environments and operative requirements without

departing from the principles of the present invention. The presently disclosed
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202 to the backup firewall 212 (block 522), if the passed tine from
t he beginning of the failover node still does not reach the
predeterm ned maxi mal time (block 516), the session synchronization
controller 208 can select a set of unsynchronized sessions with a

next pri ogdbyginBnishie BRFSHR ot RPEI88redGtal RispiiS a8 ABSI&Ve and not
synchroni zati on. As such, the session synchronization controller 208

can conti R ireBnidHios BEmlY MitfcatdPB) theppBsdeS cldimseinal |
202 to thgagmhﬁhg§¥$$%§a 292 gccorglng tgggLe pPFgrltleS of the

Sessi ons BFr'lé al Q@Jl%@ﬁt@daﬁdﬁ&hﬁnﬁ@dﬂdtﬁ@f&é&hﬁ@ﬁé@:n@fon the failover
node reac es tq1 redeterm ned maxi mal tine. 02-0493 26 [071] In

bl ock 516, if the passed tinme fromthe begi nning of the failover node
reaches the predeterm ned maxi mal tine, the master-backup firewall
system 200 can enable the backup firewall 212 to provide the
firewall functions instead of the master firewall 202 (block 520).
Simlarly, the sessions fromthe backup firewall 212 can be
synchroni zed to the master firewall 202. [072] Accordingly,

enbodi ments in accordance with the present invention provide a
network systemw th dynam ¢ session synchroni zation. The network
systemincludes a first session database for storing nultiple
sessions indicating information interchanges between at |east two
comuni cati ng devices, and includes a second session database for
backi ng up the sessions stored in the first session database. The
network system further includes a controller operable for selecting a
session fromthe first session database according to a session update
rate indicating the nunber of sessions updated in the first session
dat abase during a given period of tinme and for synchronizing the

sel ected session fromthe first session database to
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t he second sessi on dat abase. As such, the systemcan utilize the
avai l able resources nore efficiently to perform session

synchroni zation. [073] Wile the foregoing description and draw ngs
represent enbodi nents of the present invention, it will be

under stood that various additions, nodifications and substitutions
can be made therein wi thout departing fromthe spirit and scope of
the pri fEAPVISs of the present invention as defined in the
acconpanying claims. One skilled in the art will appreciate that the
inventi Qihf A cIBEdesied W th many nodifications of form structure,
arrangenent, proportions, nmaterials, elenents, and conponents and

ot herw ge, R%Sgwgh{brﬁgéd&ﬂ@ﬁ{ei Bhvih§ omBURREKOELIaMB InSdHAELcomprising:

particularly adapted to specific environnents and operative

requi r ement ;sr%w‘rstt ggggqo,% p@agagé {bggiec;ém@&t Z@g%gfgid?%ia?éi&% Abickity REGHRAbN

i nvention. e presen ISC 27 enbodi nents are

t her ef ' j al=Y; I} trati d not
oot b ol TE e e SRARRASE B Mt st it e by ihe

For egoi ng. debepTEsRPORbIe s R5eFH AN N fop 3P0 PLasglic@tadye, "
Compr i SPRETENG to & 2EoHTRRAE Atk FCR T TR ARG R s i sai
commun B PreaLonaae’® GRS BRar BotBa P AR/ DR ERng AT S
pdat o TRTGSHRATRAFTIR CREORRE COR Coeer N At ed in aid
10
2. The computer-readable medium of claim 1, wherein said controller selects said

session from said plurality of sessions stored in said first session database based on

priorities of said plurality of sessions.

15 3. The computer-readable medium of claim 2, wherein said priorities are determined

according to types of said plurality of sessions.

4. The computer-readable medium of claim 1, wherein said first session database
further stores a plurality of update attributes corresponding to said plurality of sessions,
20  wherein said update attributes are configured to indicate respective statuses of said

plurality of sessions.

02-0493 29



first session database during a given period of tine and for
synchroni zing said session fromsaid first session database to a
second sessi on database. 10 2, The conputer-readabl e nediumof claim
1, wherein said controller selects said session fromsaid plurality
of sessions stored in said first session database based on

prioritges 'ﬁ{e %&t&kfﬁa@hb@’m@éiuﬁ%%ﬁ%% whereln sdid@ohfbiHselecteai@bl e

medi um of cl al erein salrd priorities are determ ned according
to typeg.of S I 3ok LR Stirichte T8 BRI SsslonasiaiiRe.
medi um g?é%(': na@r%%?g%gétlé%osglng Irst slessi on database further
stores a plurality of update attributes corresponding to said
plurality of sessions, 20 wherein said update attributes are
configured to indicate respective statuses of said plurality of

Sessi ong. ?ﬁiegécﬁﬁP%t?r—%adEBre GEHRHE S cididas AiHePeiBEidBnabIe synbhrénizes

wherei n sa er selects said session based on a

corresp i i ifd | i 5§ibn datadaese. 6.
The gon%%ﬂ ésrgg?lggﬁrghfse%néﬁtg%éﬁ?ﬁ ?:?[g}jﬁ?%ﬁ %%?ée%oﬁg?gi d controller
synchronizes; i i b irst session database to said
second ?8%‘%?'8% t‘%gtcgf)%gééﬁcg@%gé%{%gﬁb%ﬂg' correspondi ng update
attribute. 7. The conputer-readable nmediumof claiml1l, wherein said
controller conpares said session update rate to a plurality of
predeterm ned thresholds, and selects said session 10 fromsaid .
first s@ssi ohe dampbisecadabl diedigm of daimd! .cdgsaipisastcongrollgrgompares said
conput er -readabl e nedium of claim1l, wherein said controller selects
at | easkessieupgaie rétedmatyettysf peedeterplingchinresiiolss. aed s¢laEs saKdRsaPAg
to said session update rate, _

10 from said first session database according to said comparison.

8. The computer-readable medium of claim 1, wherein said controller selects at least
one type from types of said plurality of sessions according to said session update rate,

and selects said session with said at least one type.

15
9. A computer system comprising:

A computer-readable medium having stored therein computer-executable
instructions that, if executed by said compuier system, cause said computer system to
execute a method, said method comprising:

20 storing a plurality of sessions indicating information interchange between

at least two communicating devices in a first session database;
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and selects said session with said at |east one type. 15 9. A

conput er system conprising: A conputer-readabl e nmedi um havi ng stored
therein conputer-executable instructions that, if executed by said
conput er system cause said conputer systemto execute a nethod,
said nmethod conprising: 20 storing a plurality of sessions indicating

(nformatl on | Nt eLRANAP, BELUEE RomAlaid A3PLedsI desBELE ARbIAM Way | ces

ina first session 493 30 selecting a session fromsaid

first sessian dahaAse ARCAAMAG 1R rAmirSPLARIIRIRRAhSaldWical | ng

t he nunber ons upd first session database during

a given period .of tine: 2 Sal ession fromsaid
first sessi osr?sa'gpg%g%gs?@ﬂgngé%%%%gg%gﬁ%hgr&%t abase. 10. The
computer systemof claim9, wherein said nethod further conprises:

sel ecting said segsituonizingrsaishsessigindram seig fisst sgasian gatabess iea sprPndh o
first session database based on priorities of said plurality of
sessi ons. 1GetdionHatalbmseput er system of cl ai m 10, wherein said nethod
further conprises: determning said priorities according to types of
said plurality of sessions. 12. The conputer systemof claim9,
wherein said nethod further conprises: 15 storing a plurality of
updat e gt rifet®speer syesenofclagn Bowbeieth pdid methad/fustheseBpPdies: i n
said first session database, wherein said update attributes are

configured ts?eléc?i%%%}de session from said plurality of sessions stored in said first session

database based on priorities of said plurality of sessions.

10

11. The computer system of claim 10, wherein said method further comprises:
determining said priorities according to types of said plurality of sessions.
12. The computer system of claim 9, wherein said method further comprises:

15 storing a plurality of update attributes corresponding to said plurality of sessions
in said first session database, wherein said update attributes are configured to indicate
respective statuses of said plurality of sessions.

13. The computer system of claim 12, wherein said method further comprises:
20 selecting said session based on a corresponding update attribute from said first

session database.
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respective statuses of said plurality of sessions. 13. The conputer
system of claim 12, wherein said nethod further conprises: 20

sel ecting said session based on a correspondi ng update attribute from
said first session database. 02-0493 31 14. The conputer system of
claim12, wherein said nethod further conprises: synchronizing said
session, fr sai t { onEREss:0N

dat abas1e):’ aﬁgqg rcg)l"ﬂ)éj t%%@ﬁ?f%‘g@gﬂ%i vﬂg@%@dsg{ﬁ eﬁgttrﬁj ?gﬁ@{t gﬁ?S. The
computer systemof claim9, wherein said nmethod further conprises::
conpari ng saydclwesigingrsaitheieasion fere saisl iisigiassianidaiabsse 5p é%l‘@tS@P%"cﬁed

t hreshol ds; and selecting said session fromsaid first session

dat abasgsamaatatiragetasceaiing tocoagreespeooding Lda.. attrketeconput er syst em of
claim9, wherein said method further conprises: selecting at |east
one type froma plurality of types of said plurality of sessions
according to said session update rate, and selects said session with
sai d_at | east one i ; bShiEesa first
et vy k! Steu ect aputeY tory BL i B, b R e YR RRTREbhpees
information interchange between said first network devjce and Gy
communi cat i ngnmringesaichsessoonebdate w@ie ko @ elraldy @mrsﬂﬁf&rwegéfﬂras?? Pt

net wor k devi ce and operable for

and
selecting said session from said first session database according to said
comparison.
10
16. The computer system of claim 9, wherein said method further comprises:
selecting at least one type from a plurality of types of said plurality of sessions
according to said session update rate, and selects said session with said at least one
type.
15

17. A network system comprising:

a first network device for storing a plurality of sessions indicating information

interchange between said first network device and a communicating device;

a second network device coupled to said first network device and operable for

20 functioning as a backup for said first network device; and
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20 functioning as a backup for said first network device; and 02-0493
32 wherein said sessions are synchronized fromsaid first network
device to said second network device according to a session update
rate indicating the nunber of sessions updated in said first network
device during a given period of tine. 5 18. The network system of

claim 17, WhGLSLN SO Sdldlad SINGHINERYGR LRIMSE RNk ddTRs Bsaid

firewall I'n sard secon evi ce conprises a backup

fi Il . 9. .Th ' 7 j: [ i

net wor kea5e0f etk GRFEEHCa B R fesRrldtaS mia IR, el bt
based ioriti .Of i d pl | i : I ] di

car o sesasspdaEs i spll iy R deee I oy A "aner el n

said priorities are deternm ned according to types of said plurality
of sessions. 15 21. The network system of claim 17, wherein said
first network device stores a plurality of update attributes

a1 rfbutts oA Seretlof b 7 uf e e E B dotiRrRics

a
attr 0 1 ndi e respective statuses of said

I it f . [ 22, 1k aj '
Cai'a 1| e e R B e R B O3 e e S BT oS o

correspondi ng update attribute and sends said session with said
correspondi ng update attribute to said second network device. 02-0493
33 23. The network system of claim 21, wherein said second network

atribulg: rofevifk SrFne) BRfrehlbRh 4 B e RTRARMEGoREER T,

\?\EL\A\D;k]sg.??s'\{cim(;@?n%%%élﬁ?aﬁigya?%e%éigﬁm% Pﬁg\ébe&‘? bﬁorﬁ%%%f %Ei'a?pﬂuriaﬁtyto”f Leggsad

10 according to said session update rate.

20. The network system of claim 19, wherein said priorities are determined according

to types of said plurality of sessions.

15 21. The network system of claim 17, wherein said first network device stores a plurality
of update attributes corresponding to said plurality of sessions, wherein said update

attributes are configured to indicate respective statuses of said plurality of sessions.

22, The network system of claim 21, wherein said first network device selects said
20 session based on a corresponding update attribute and sends said session with said

corresponding update attribute to said second network device.

02-0493 33



system occurs; and a controller coupled to said tinmer, wherein said
controll er synchronizes said sessions fromsaid first network device
to said second network device according to 10 priorities of said
sessions until the passed tinme fromthe beginning of said fail over
node reaches a predeterm ned maxinmal tine. 25. The network system of
claim17, wherein said first network device conpares said session
update rate to a plurality of predeterm ned threshol ds, and sel ects

sai d session 15 according to said conparison. 02-0493 34
23. The network system of claim 21, wherein said second network device backs up

said session according to a corresponding update attribute.

5 24. The network system of claim 17, wherein said first network device comprises:

a timer, wherein said timer is triggered when a failover mode of said network

system occurs; and

a controller coupled to said timer, wherein said controller synchronizes said
sessions from said first network device to said second network device according to
10 priorities of said sessions until the passed time from the beginning of said failover mode

reaches a predetermined maximal time.

25. The network system of claim 17, wherein said first network device compares said
session update rate to a plurality of predetermined thresholds, and selects said session

15 according to said comparison.
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