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5 Field
Embodiments described herein relate generally to
an authentication federation system and an ID provider
device.
Background

10 . Along with the increasing dependence of society,
economy, and living on on-line services, identity
management for managing information regarding
individuals and organizations is becoming increasingly
important. Identity management is a technique that

15 facilitates security and convenience of information
regarding individuals and organizations in various
services and systems and manages the whole life cycle
of an identity from registration to changes and
deletion.

20 Here, the term identity relates to all information
that specifies an individual, a group, or an
organization/company under certain circumstances, and
includes an identifier, credentials, and attributes.
The identifier is information to identify the identity,

25 and corresponds to an account or an employee number.
The credentials are information that indicates the

properness of certain information contents, and are,



The credentials are information that indicates the properness of certain
information contents, and are, 2 for exanple, a password. The attri butes
are information that characterizes the identity, and indicate, for exanple,
a nane, an address, and date of birth. Single sign-on (hereinafter
abbreviated as SSO) is known as an exanple of a technique that uses such
identity managenent. The SSO is a techniqu2 that allows a plurality of
applications and services to be used by one authentication procedure. In
many cases, 10the SSO i ntegrates authentications provided in a plurality of
applications i nfar S:egiEl dormi pa Ssuedr&s arhé ndtanebuBaés oaee conpany. In this
case, the SSO is generally enabled by a nethod that includes an

aut henti cati on iteSuinatipra HIEP cookaetsoi témtthdeidSaut hentérdti on resul t
i s shared anong the applications. Such SSO net hods have been independently
manuf actur ed byirsdisialr i ni@gretaeml €.519 Vamnelor 3 ordar gels evar@ 92beoPs as
access nmanagenent products. Recently, there has been a demand for a SSO
anong 20di f f er étT dbmai ns (hereinafter also referred to as cross domai ns)

across the single dogprin, This is attributed to outsourcjing res ing from
for exanple, t%eiln%iﬁé&?oﬁl%?_ﬂ%ré%?r%?n%gﬁﬁﬁn?ggfeﬁ%@Fggagseg%éksgﬁn

and sof twar e asg,ser] o8, (a5 L o £ET G0 236k Ot £OTRUL T Bgcn For

exanpl e, one a age o
identity management. The SSO is a technique that

allows a plurality of applications and services to be
used by one authentication procedure. In many cases,
10 the SSO integrates authentications provided in a
plurality of applications in a single domain such as an
intranet at one company. In this case, the SSO is
generally enabled by a method that includes an
authentication result in a HTTP cookie so that the
15 authentication result is shared among the applications.
Such SSO methods have been independently manufactured
by system integration kSI) vendors or middleware
vendors as access management products.
Recently, there has been a demand for a SSO among
20 different domains (hereinafter also referred to as
cross domains) across the single domain. This is
attributed to outsourcing resulting from, for example,
the integration or merger of companies, overseas
expansion, and software as a service (SaaS) in emerging
25 cloud computing. For example, one advantage of SaaS 1is
its on-demand availability.

'~ However, there have been many problems in sharing



its on-demand avail ability. However, there have been many problens in
sharing an authentication result in the case of cross-domain SSO There
are two main reasons for this. One reason is that the use of the HITP
cookie is limted to the single donmain so that an authentication result
cannot 5be shared anong domains by the use of the HITP cookie. The other
reason is that the SSO net hod of an access3managenent product used for each
domai n vari es anbng vendors so that the sinple introduction of the nethod
is inmpossible and additional neasures need to be 10prepared. There
has been an i ncdreasitige feneadi borré el st andandi zaké o8rokrbbe-85&xta sol ve
the af orenenti oned problens. One exanple of a standard techni que that neets
the demand i s &3ecurThgrasseettwon matkupedSbangiaget(BAM. ) odevekaped by a
non-profit organi zation called O ganization for the Advancenent of
Structured | nforsathanh Standse dsf (ONSI B TP SAbkis asspemifedatbonhehat
defines how information regardi ng authentication, approval, and
20attributes asSyitdie a3013 BasHP sshdh/rRcRIVIAYE bt BSSEst egpresSed, and
is systemmaticall rescribed to enapl e varjous package forns _dependi ng on
purposesE?A nai %%H%W?%%sd?Wﬁ%%sp%YtEheaﬂg?d%ﬁtF?? BF5Yi gepkie-

(hereinafter abhreviated as_ |dP and referred as_an 251D provider), a
service providgguiﬁagg?%af?%ﬁon is that the S§8 method o% ag access

management product used for each domain varies among
vendors so that the simple introduction of the method
is impossible and additional measures need to be

10 prepared.

There has been an increasing demand for the
standardization of the SSO to solve the aforémentioned
problems. One example of a standard technique that
meets the demand is a security assertion markup

15 language (SAML) developed by a non-profit organization
.called Organization for the Advancement of Structured
Information Standards (OASIS).

SAML is a specification that defines how

information regarding authentication, approval, and

20 attributes as well as transmission/receiving procedures
is expressed, and is systematically prescribed to
enable various package forms depending on purposes. A
main body comprises three parts: an identity provider
(hereinafter abbreviated as IdP and referred to as an

25 ID provider), a service provider (hereinafter
abbreviated as SP and referred to as a service

provider), and a user. The service provider trusts an



abbreviated as SP and referred to as a service provider), and a user. The
‘service provider trusts an authentication result issued by the |ID provider
to enabl e the SSO In general, the following two points need to be
considered to start SSO based on SAML. The first point 5is to build a
circle of trust through information exchanges and consensus building in
busi ness and techni cal aspects between thedservice provider and the ID
provi der. The second point is that one user has an individual account for
each service provider and these 10i ndividual SP accounts are previously
federated with 3heheccoontiofl tdeulD pssuedeby The B8(pcammnderbeostart ed
before the building of a circle of trust and the previous account
federation are Prephe edhe AF$@r these preparations, the SSOis enabl ed by
15t he foll ow ng procedures (1L to (6%. Here, the procedures for the SSO
perfornmed through a ¥bIBrehRer &re desiprhedE. two points) nerd §SePerequest s
the provision of a service fromthe rvi ceprovider. 20 As the service
provi der has not°Yet %ﬁ?%e?ﬁi%%?%ﬁ %ﬁ@ PRard 3R %%hent%%%tfbﬁsFeaaégF i's

transnitggd to the %g%g{ﬁyigegiyifetgg ygbspr @?géﬂﬁf%ﬁggféégéﬁn(B) The I D

provi der au;hen%?c% : e user by sone mea _ _
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and defines a systemthat conveys the authentication assertion to the
technical aspects between the service provider and the

ID provider. The second point is that one user has an
individual account for each service provider and these

10 individual SP accounts are previously federated with
the account of the ID provider. The SSO cannot be
started before the building of a circle of trust and
the previous account federation are prepared.

After these preparations, the SSO is enabled by

15 the following procedures (1) to (6). Here, the
procedures for the SSO performed through a Web browser
are described.

(1) The user requests the provision of a service
from the service provider.

20 (2) As the service provider has not yet
authenticated the user, an authentication request is
transmitted to the ID provider via the Web browser of
the user.

(3) The ID provider authenticates the user by some
'25 meéns, and creates an authentication assertion. SAML
does not define the authentication‘means, and defines a

system that conveys the authentication assertion to the



service provider. The authentication assertion includes information on the
ki nd of authentication neans and on how credentials are created, in order
for the service provider to judge whether an authentication 5result can be
trust ed. (4) The 1D provider returns the authentication result
including the created authentication assertion to the service provider via

~the Web browser of the user. 10(5) The serwi ce provider determ nes whether

to provide the service in accordance with the authentication result from
the 1D provider. (6) The user receives the provision of the service

fromthe servicgepyovédgfoviedhus, Thhea56Rehasedt98nt ResSAMoal | ows the
user to use a plurality of services by one authentication procedure in the

| D provi der w thediuaddi ihooahatubheohi caki Riingr oceducasntAtapiesent, to
ensure cross-domain interoperability, the m ddl eware vendors 20whi ch have
packaged t he i ndéansluahd SSO et hodedantyabat athecsabeedf accesdemamfiagenent
products in which an I D provider/service provider function of the SAML is
packaged, and theeapprviatipnovodeusFaessduebwberhbtesni aAukhEohich&éiservice
provi der function of the SAM. i s 25packaged. The SSO based on the
SAML is ohly theESSpte"CaP PRetidehefty which is a part of the whole life

cycle of the 6 identjyy,Asfescribad aboye, when the 33Qks,2han e

result including the created authentication assertion
to the service provider via the Web browser of the
user.

10 (5) The service provider determines whether to
provide the service in accordance with the
authentication result from the ID provider.

(6) The user receives the provision of the service
from the service provider.

15 Thus, the SS0O based-on the SAML allows the user to
use a plurality of services by one authentication
procedure in the ID provider without additional
authentication procedures. At present, to ensure
cfoss—domain interoperability, the middleware vendors

20 which have packaged the individual SSO method carry out
the sale of access management products in which an ID
provider/service provider function of the SAML is
packaged, and the application to business Web services
in which the service provider function of the SAML is -

25 packaged.

The SSO based on the SAML is only the “use” of the

identity which is a part of the whole life cycle of the



accounts need to be federated. For the account federation, a technique is
required to conprehensively federate the managenent of the registration,
changes, 5del etion, reissuance, and suspension of the identity between the
service provider and the |ID provider. Account provisioning is known
as a technique to automate the registration, changes, deletion, reissuance,
and suspension of the identity. One such 1@standard technique is a service
provi sioni ng markup | anguage (SPM.). In the nmeantine, there is known
a data processing system which dynam cally conducts account federation as a

part of the SSQddrmtpe condidsonibed Wibehe | hehdbatins eprnt i oneta aceaqunt
federation is not prepared. In general, an error occurs if the SSOis
started w t houtacayuracs awdd of o tihe fis@sriegd st eFed thethecserivi ce provi der,
that is, wthout account federation. However, this data processing system
can. 20dynani calfedemtdumt, axcoeritnigder s i vegasred paetcofiptdigei3sOreven in

t he af orenentioned condition. Specifically, after the service provider has
recei ved a serigteralgudshe framaenrensert fhe | segheekadion, tohan@eher t he
service prOV|der has i nformation sufficient 25 to register the account of
t he user. Afterqﬁﬁ$%9&mk¥e%$%9%%ﬁ%1c%n%r%w$ﬂ%$s%%ﬁu%gt%h%sé?e%E%FYbutes
fromthe ID pr%yldeénzyﬁithe IE)grOV|der PrOV|de§ tPS desir d 7

e service provider and t provi
Account provisioning is known as a technique to
automate the registration, changes, deletion,
reissuance, and suspension of the identity. One such
10 standard technique is a service provisioning markup
language (SPML).
In the meantime, there is known a data processing
system which dynamically conducts account federation as
a part of the SSO from the éondition in which the
15 aforementioned account federation is not prepared. In
general, an error occurs if the SS0 is started without
any account of the user registered in the service
provider, that is, without account federation.
However, this data processing system can
20 dynamically conduct account federation as a part of the
SSO even in the aforementioned condition.
Specifically, after the service provider has received a
service request from the user, it is checked as to
whether the service provider has information sufficient
25 to register the account of the user. After the check,
the servicé provider requests user attributes from the

ID provider, and the ID provider provides the desired



user attributes to the service provider. Accordingly, the data processing
systemregisters and federates the accounts in the SSO process. Citation
Li st S5Patent Literature Patent Literature 1. Jpn. PCT Nati onal
Publ i cati on No. 2008-538247 Non Patent Literatures Non Patent Literature 1:
"Assertions and Protocols 10for the OASIS Security Assertion Markup
Language (SAM.) V2.0", QASIS Standard, 15 Narch 2005,
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Summary of Invention
The data processing system described above has no
20 problem in general because the processing demands in
requesting and providing user attributes necessary for
the registration of the accounts of the individual
users are light, and a large volume of previous
processing for a large number of users is not required.
25 However, according to the examination by the
preseﬁt inventor, there is room for improvement, as

described below.



8 When a conpany uses a service provided by the service provider, an
information system (1S) departnent generally perfornms account registration
and federation for the service provider. The IS depart nent
collectively perfornms a | arge volune of previous processing for a | arge
nunber of users belonging to the conpany, or conducts a procedure through a
fl ow of approval in accordance with a tim ®8g given by a user and then

regi sters and federates the 1l0account of the user. Here, the forner
previ ous processing does not require account registration and federation in
the process of the SBtkenaadchapahheuetere merrekat peapvtidetheydaha
processi ng system 150n the other hand, the latter approval flowis
conducted not oméyviheopghviderusen bofoamsdiohr eughemariySpedpbertimrokudi ng
the superior in each |ayer of the organizational hierarchy to which the
user bel ongs and@epebpleyi pepforne epeAPURARdreSiabpakiaenesd TRASr20iequires
much time and effort. Mreover, the IS departnent does not collectively
performthe prebPbutPprdREEEFAGPIPEAEERg to nanual operations that are

burd , inefficient, [ i For, I it t i bl
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referabl e tha e Yol r r a
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obj ect of the present_lnventlgn to provide an authentication federation
system and an | £, pseyhdersdeyi e &%ﬁﬁ@b@loindgéééﬁhaheg whehher ttipgrmt

service use in a nonmanual manner en perform ng account registration and
federation in thevenoegss @et hen®Skhen registers and federates the

10 account of the user. |

Here, the former previous processing does not
require account registration and federation in the
process of the SSO, and has therefore no relation to
the data processing system.

15 On the other hand, the latter approval flow is
conducted not only through the user but also through
many people, including the superior in each layer of
the organizational hierarchy to which the user belongs
and people in procurement and IS departments. This

20 requires much time and effort. Moreover, the IS
department does not collectively perform the previous
processing, ieading to manual operations that are
burdensome, inefficient, and inconvenient. For
example, it is not possible to take advantage of the

25 readily available SaaS.

It is therefore preferable that the system which

performs account registration and federation in the



- 10An aut hentication federation systemof an enbodi ment conprises an ID
provi der device which is configured to performlog-in processing for a user
term nal operable by a user and which has a first nenory, and a plurality
of service provider devices 15which are configured to transmt service data
to the user termnal when the log-in processing is successful and which
have second nenori es. A user attributee information storage neans of
the I D provider device stores pieces of user attribute 20information in

whi ch item nanes of user attributes to identify the user are associ ated
with item val uesrofetbecfiseneastoi buhpsisébeai seamNages skRckydecathbkeast a
user IDto identify the user. A service usage storage neans of the ID

provi der 25devi detstwoiessthectuser tb, parseétrviseevprevuder ihDa abdmsanwilce
usage in association with one another. The service provider ID serves to
identify each ofhanher.10 service provider devices. The service usage
indicates a service in use showm ng that the transm ssion of the service
data is permtted, oftal8efDieeIBRbsed ShewPHgSERAt INNENtAgASHOssi on of the

service tais not,permtted. _ A policy storage neans of the_ID
providerqgevicep§?6+§% %?e%%%h%?tbSFF&9giﬁFSgﬁﬁFFBH PYPLERcANEerDi &R

provider |ID. Th rgg{ig _ég&oggatgon igdgga&8§e§mgser tohgggn1t_e service
provi der deV|ce8|den?|¥|ed by t%epiBserV|ce prOV|8éPgIB I 5§r Ptted to
transnit the permit service use in a nonmanual manner when
performing account registration and federation in the
process of the §$80.

10 . An authentication federation system of an
embodiment comprises an ID provider device which is
configured to perform log-in pfocessing for a user
terminal operable by a user and which has a first
memory, and a plurality of service provider devices

15 which are configured to transmit service data to the
user terminal when the log-in processing is successful
and which have second memories.

A user attribute information storage'means of the
ID provider device stores pieces of user attribute

20 information in which item names of user attributes to
identify the user are associated with item values of
the user attributes. The item names include at least a
user ID to identify the user.

A service usage storage means of the ID providef

25 device stores the user ID, a service provider ID, and
service usage in association with one another. The

service provider ID serves to identify each of the



service data. An item nane storage neans of the |ID provider device stores
sone of the item nanes of the user attributes in the user attribute
information in 15association with the service provider |ID. A key
storage neans of the ID provider device stores a signature generating key
for the ID provider device. The ID provider device outputs a user

20aut henti cation request including the addfgss information for the user
terminal in an authentication federation request in response to the

aut henti cati on federation request which is transmtted fromone of the

service provi dege gevieesrandquhi govineludesnthges6t ¥LC8s2gRr 9Mbder LD for
the service provider device and the address information for the user

termnal. The ID psovideridevbeespeningmehbogthl proaemssBgonldrt @nkransmt
a log-in request to the user termnal 1n accordance with the address :
information forséheidusedater s npérnittbe, oot pat suset cauthepttdcahbaetiing
request, and authenticates a user |ID and user authentication 5information
received from ttieauseneteransmlssnoacedbr thaceewtihet Hetasés hbDtand t he

reference information in the user attribute information storage neans.
5 permitted.

A policy storage means of the ID provider device
stores pieces of policy information for each service
provider ID. The policy information indicates a user

~to whom the service provider device identified by the
10 service provider ID is permitted to transmit the
service data.

An item name storage means of the ID provider
device stores some of the item names of the user
attributes in the user attribute information in

15 " ‘association with the service provider ID.
| A key storage means of the ID provider device
stores a signature generating key for the ID provider
device.

The ID provider device outputs a user

20 authentication request including the address
information for the user terminal in an authentication
federation request in response to the authentication
federation request which is transmitted from one of the
service provider devices and which includes the sefvice

25 provider ID for the service provider device and the

- address iﬁformation for the user terminal.

The ID provider device performs log-in processing



The I D provider device outputs a policy evaluation 10request including the
user ID used in the log-in processing and the service provider IDin the
aut henti cati on federation request when the log-in processing is successful.
The 1D provider device reads the user attribute 15information fromthe user
attribute informati on storage neans in accordance with the user IDin the

out put policy eval uation request. The11 D provi der device reads the
policy information fromthe policy storage neans in accordance 20with the
servi-ce provider IDin the output policy evaluation request. A

transm ssion pegRl §shABmii WGl NgyTRANS Bf ke tLDLREOVIsEer +deWie& 1) udges
whether to permt the transm ssion of the service data in accordance with

25 whet her the geadrusfteaiithbuhe habeeest ieamorihe ibnndoef t3er ises to be
used by the user, the operation to be perforned for a service by the user,
and envi ronnent aérmigatondi thensueputhesesenufaentheaexeautrieamesft ,a aser vi ce
conformto the read policy information and in accordance with whether the
use charge in thetheoéivetdease vhargéDr epdyusenf entrbensithé iwpper |im t
val ue of 5the use charge indicated in the read policy information.
The | D pravi derigéoreatéanpueseavpsl fepnethkuasesnteepiyalnénudi ng t he
judgnent result to a transm ssion source_of the Eolicy eval uation request.
accordance with the user ID and the reference :
information in the user attribute information storage
means.
The ID provider device outputs a policy evaluation
10 - request including the user ID used in the log-in
processing and the service provider ID in the
authentication federation request when the log-in
processing 1is successful.
The ID provider device reads the user attribute
15 information from the user attribute information storage
means in accordance with the user ID in the output
policy evaluation request.
The ID provider device reads the policy
information from the policy storage means in accocrdance
20 with the service provider ID in the output policy
evaluatidn request.
A transmission permission judging means of the ID
provider device judges whether to permit the
transmission of the service data in accordance with
25 whether the read user attribute information, the kind

of service to be used by the user, the operation to be

performed for a service by the user, and environmental



10The 1D provider device outputs an account ‘federation request i ncluding
the user ID and the service provider IDin the policy evaluation request
when the judgnent result in the policy evaluation reply indicates

perm ssion. 15The I D provider device reads sone of the item nanes of the
user attributes fromthe item nane storage neans in accordance with the
service provider IDin the output account federation request. The ID
provi der device acquires user attribute 20partial information conprising
item nanmes corresponding to sone of the item names and item val ues

associ ated withcbhaitteAsNaMesheNubBe User takl bikBELE iopf oMl ise+ike udi ng
the user I D corresponding to the user IDin the user attribute information

storage neans inodbaemordanne wehd polecof ihlferimbeonaaes timat have been
read and the user ID in the account federation request. The ID provider
devi ce adds an accoudtncé&3wiehi sheaheenthesusecthamgieo inhhe hac qeickddedser
attribute partial information to create an account federation request
message. The | Dipeovhdegedeepés cerafismints tohéhacuppetr Sfiaddr akiloe équest
message to the service provider device which is a transni ssion source of

the account fedkP&tP8f rFeghest indicated in the read policy

information.

The ID provider device outputs a policy evaluation
reply including the judgment result to a transmission
source of the.policy evaluation request.

10 _ The ID provider device outputs an account
federation request including the user ID and the
service provider ID in the policy evaluation request
when the judgment result in the policy evaluation reply
indicates permission.

15 The ID provider device reads some of the item
names of the user attributes from the item name storage
means in accordance with the service provider ID in the
output account federation request.

The ID provider device acquires user attribute

20 partial information comprising item names corresponding
to some of the item names and item values associated
with the item names in the user attribute information
including the user ID corresponding to the user ID in
the user attribute information storage means in

25 accordance with some of the item names that have been
read and the user ID in the account federation request.

The ID provider device adds an account



The 1D provider device outputs an account federation reply indicating

regi stration conpletion 10when the service provider device which is a
transm ssion destination of the account federation request nessage reports
the registration conpletion including the service provider ID of the
service provider device and the user IDin the user attribute 15parti al

i nformati on. The I D provider device ypdates the service usage in the
servi ce usage storage nmeans fromthe service unused to the service in use
in accordance with the service provider ID and the user ID included in the

20regi stration gegpkethpnohnihhe-QutpHh aeceHat stederall aRekeRkY¥ribute The
| D provi der device outputs an authentication federation execution request

i ncluding the sgavtcelpiaybephtibnand theatsernl BcBehydeddeathen
25regi stration conpletion in the output account federation reply. The ID

provi der devi cerégseaes masadyhentication 14 federation |ID shared between
the service provider device identified by the service provider IDin an
aut henti cati on feder@hfohDersoutiden deyuest taadsthié sl Dher egicdaintdevi ce in

response to the_authentication . .
5 federation request message to the service provider

device which is a transmission source of the account
federation request.

The ID provider device outputs an account
federation reply indicating registration completion

10 when the service provider device which is a
transmission destination of the account federation
request message reports the registration completion
including the service provider ID of the service |
provider device and the user ID in the user attribute

15 partial information.

The ID provider device updates the serVice usage
in the service usage storage means from the service
unused to the service in use in accordance with the
éervice provider ID and the user ID included in the

20 registration completion in the output account
federation reply.

The ID provider device outputs an authentication
federation execution request including the service
provider 1ID and the user ID included in the

25 registration completion in the output account
federation reply.

The ID provider device issues an authentication



5f ederati on execution request, and wites the authentication federation ID
and the user IDin the authentication federation execution request into the
first nmenory in association with each other. The | D provider device
~generates a digital 10signature based on the signature generating key for
an assertion body including the issued authentication federation ID and the
name of an authentication nmethod for the Ipg-in processing, and creates an
aut henti cati on assertion including the assertion body 15and the digital

si gnat ur e. The I D provider device transmts an authentication

federation repl yeddehtidbngrbhensreat sdtauthephkcabi-oncasgentiaart o the
service provider device which is a transm ssion source of the

aut henti cati on dedecatiaanl0regaesty. the serfAivsepratttebute parthal
information storage neans of, each of the service provider devices stores
the user attri batehparicationfdedatabnoandxanufPosi dequset &Bdi hhe ID
association with each other. Sone of the item nanes 25and item val ues of
the user attriberesidertdeviseriatresboneei nborhat sonhéentinetiser attribute
i nformation storqge means are associated with one another in the 15 user
attribute partiBFIehtbt PRt PBRACUTheN SPegP88tusePd| BréepsesSifo identify the
user in the service provider device. A verificatjon policy_storage nmeans of
each of the SectYTee ptovragP HeUrtat ehofBs2df GUThBAET caPiof abSerti on
veri fication p."é&@(eh{‘féé'gi,é‘g %QﬁePQPEORf&Qﬁ?&?ﬁ”%éé@é%@”iﬁ%@h%\%ﬁf or the
| 0g-in processing to perm he transm ssion o e Service data wien the
first memory in association with each other.
The ID provider device generates a digital
10 signature based on the signature generating key for an
assertion body including the issued authentication
federation ID and the name of an authentication method
for the log-in processing, and creates an
authentication assertion including the assertion body
15 and the digital signature.
The ID provider device transmits an authentication
federation reply including the created authentication
assertion to the service provider device which is a
transmission source of the authentication federation
20 request.
A user attribute partial information storage means
of each of the service provider devices stores the user
attribute partial information and an SP-side user ID in
association with each other. Some of the item names
25 and item values of the user attributes in the user

attribute information in the user attribute information

storage means are associated with one another in the



| og-in processing is successful, and a signature 1O0verification key
corresponding to the signature generating key. Each service data
storage neans of each service provider device stores the service data. Each
of the service provider devices judges 15whether a service request includes
the authentication token in response to the service request fromthe user
termnal, and transmts the authenticationsoken and the service data in
the service data storage nmeans to the user term nal when the service
“request includes the 20authentication token, or transmts an authentication

federation requesériactudbigetbereesvi cerpraytden. | Dreé thessgeviiser
provi der device and the address information for the user termnal to the ID

provi der devi ceIhhearthe serivdeetifguesé dees notthackedeitbeprovider

aut henti cati on 25t oken. Each of the service provider devices issues a
new SP-si de usedevixrehen receiving the account federation 16 request
message, and registers the issued SP-side user |ID and the user attribute
partial information Pnvehtfacablar Pedéfdt FbArpequesenfessagechnothéhaser

attribute partial information storage neans in 5association with each
other. Eath of THEYSF VPERVHTSYi YRY.cRYi Te_TPRpdR t3uLAPREFCRREOD

registration, registration coppletion ingludin he, user. IDin th
regi stered useraaﬁ?¥?b%?ev%5}f$%?t}%?o?%gf?%nlgﬁ%u$h%gsép9iE%m5r8§iﬁ%r | D
in the authentication method for the log-in processing to
permit the transmission of the service data when the
log-in processing is successful, and a signature
10 verification key correspondihg to the signature
generatiqg key.
Each service data storage means of each service
provider device stores the service data.
Each of the service provider devices judges
15 whether a service request includes the authentication
token in response to the service request from the user
terminal, and transmits the authentication token and
the service data in the service data storage means to
the user terminal when the service request includes the
20 authentication token, or transmits an authentication
federation request including the service provider ID of
‘ the service provider device and the address information
for the user terminal to the ID provider device when
the service request does not include the authentication
25 token.
Each of the service provider devices issues a new

SP-side user ID when receiving the account federation



10service provider device to the ID provider device which is a transm ssion
source of the account federation request ,nessage. Each of the
service provider devices extracts an authentication federation ID fromthe
aut henti cation 15assertion in the authentication federation reply in '
response to the authentication federation reply fromthe |ID provider
device, and wites the extracted authenticagion federation ID and the user
IDin the registered user attribute partial information into the 20second
menory in association with each other. Each of the service provider

devi ces verifiesethesauhbesigept hinn pBEhedepanenandstheqdisgi-tabiesiugaat ure
in the authentication assertion in accordance with the authentication

met hod nanme andIbhengi ghatuser28veribucat pentkey iLiAfbbraaubhetnhi eaki on
assertion verification policy. Each of the service provider devices issues
~an 17 authenti&atdonttbkearandow reggeshemaathgat ivathenuseken into the
second nmenory in association with the authentication federation |D when al
the verificati oRtFE5RRES RRBthRrbpeRfoBEAEhOBf Sthtager WEaespibvi der devi ces
out puts a service execution request including the witten authentication
token and®t he uRBFOFPRMHPREN"1ENa836Ri aEBB Wi th the authentication token in

t he second nenory vig tge fuﬁgentication fede&atign . D. 10Eachtof t he
service provider devi'tgd Prah8fi P§TYHES PrOViGer devices reports,

after the registration, registration completion
including the user ID in the registered user attribute
partial information and the service provider ID in the

10 service provider device to the ID provider device which
is a transmission source of the account federation
request_message.

Each of the service provider devices extracts an
authentication federation ID from the authentication

15 assertion in the authentication federation reply in
response to the authentication federation reply from
the ID provider device, and writes the extracted
authentication federation ID and the user ID in the
registered user attribute partial information into the

20 second memory in association with each other.

Each of the service provider devices verifies the
authentication method name and-the digital signature in
the authentication assertion in accordance with the
authentication method name and the signature

25 .verification key in the authentication assertion
verification policy.

Each of the service provider devices issues an



aut henti cation token in the service execution request and the service data
in the service data storage neans in accordance wth the output service
execution request. 15Brief Description of the Draw ngs FIG 1is a
schemati c di agram showi ng an aut hentication federation systemand its

peri pheral ‘configuration according to a first enbodinent; FIG 2 is a
schematic diagramillustrating an | dP 20uskEr repository according to the
enbodinment; FIG 3 is a schematic diagramillustrating a service usage-data
store according to the enbodinent; FIG 4 is a schematic diagram
dllustrati ng amatidrentcaat oront §leceratd onr poes cyhst anthactocdingnt o t he
~25enbodi nent ; FIG 5 is a schematic diagramillustrating an SP user
setting rul e storkeracoorai e t 9e¢died endrodi vrehl ; as38ckaGLlos With tkhematic
diagramillustrating a tenporary storage unit according to the enbodi nent;
FIG 7 is a schardhekt ialgramm Fedensatben nfP anhanit heht Fat Yohl 3seELPBNn

according to the enbodinent; FIG 8 is a schematic diagramillustrating a
results are proper.

5 Each of the service provider devices outputs a
service execution request including the written
authentication token and the user ID which is
associated with the authentication token in the second
memory via the authentication federation ID.

10 Each of the service provider devices transmits the
authentication token in the service execution request
and the service data in the service data storage means
in accordance with the output service execution
request. |

15 Brief Description of the Drawings

FIG. 1 is a schematic diagram showing an
authentication federation system and its peripheral
configuration according to a first embodiment;l

FIG. 2 is a schematic diagram illustrating an IdP

20 user repository according to the embodiment;

FIG. 3 is a schematig diagram illustrating a
service usage data store according to the embodiment;

FIG. 4 is a schematic diagram illustrating an
authentication federation policy store according to the

25 embodiment;

FIG. 5 is a schematic diagram illustrating an SP

user setting rule store according to the embodiment;



trusted IdP store according to the enbodinent; FIG 9 is a schematic

diagramillustrating an SP user repository according to the enbodi nent;
FIG 10 is a schematic diagramillustrating a 10service data store
according to the enbodinent; FIG 11 is a schematic diagramillustrating a
usage store according to the enbodi nent; FIG 12 is a schematic
diagramillustrating a tenporary storage umgt according to the enbodi nent;
15FIG 13 is a schematic diagramillustrating a verification policy store

according to the enbodinment; FIG 14 is a schematic diagram show ng an

overview of overall ppelati 08 aC6€h&hAYitOqt AgrefbediBRtatkhg al5 is a
sequence di agram showi ng a process 20fl ow of user authentication according

to the enbodi nendnmpdtixy 16t bBage bhock diagrammghowi tge asmpsanpkatof
conponents necessary for processing in the user authentication according to
t he enbodi nent ; FIG. 7 is a schematic diagram illustrating an
authentication assertion éccording to the embodiment;
5 FIG. 8 is a schematic diagram illustrating a
trusted IdP store according to the embodiment;

FIG. 9 is a schematic diagram illustrating an SP
user repository according to the embodiment;

FIG. 10 is a schematic diagram illustrating a

10 service data store according to the embodiment;

FIG. 11 is a schematic diagram illustrating a
usage store according to the embodiment;

FIG. 12 is a schematic.diagram illustrating a
temporary storage unit according to the embodiment;

15 FIG. 13 is a schematic diagram illustrating a
verification policy store according to the embodiment;

FIG. 14 is a schematic diagram showing an overview
of overall operation according to the emboaiment;

FIG. 15 is a sequence diagram showing a process

20 flow of user authentication according to the
embodiment;

FIG. 16 is a block diagram showing an example of
components necessary for processing in the user
authentication according to the embodiment;

25 FIG. 17 is a sequence diagram showing a process
flow of authentication federation policy evaluation

according to the embodiment:;



25FI G 17 is a sequence diagram showi ng a process flow of authentication
federation policy evaluation according to the enbodi nent; 19 FI G
18 is a block diagram show ng an exanpl e of conponents necessary for
processing in the authentication federation policy evaluation according to
the enbodinent; S5FIG 19 is a sequence di agram showing a process flow of
account federation according to the enbodi hent; FIG 20 is a block
di agram showi ng an exanpl e of conponents necessary for processing in the
account federation according to the embodinent; 10FIG 21 is a sequence
di agram showi ng a prstesslgl ow af bauthedt bgabimoshbadagabinor xaggarediotg t o
t he enbodi nent; FIG 22 is a block diagram show ng an exanpl e of
conmponent s necessapynéntspnecessang fortheot®asihgntncaheon federation
according to the enbodi nent; - FIG 23 is a schematic diagram
illustrating a uskgensierelaecbedepgtionarsetorndevabodtirent aCEPEIing is a
schematic diagramillustrating a service usage store according to the
enbodi nent; 20Ft® ths ¢rPadLBARFati ¢ diagramillustrating a usage store
: ; . Can
accordlnqito a thlrdF?g?O?bHEQté geguence diagram showing a process
flow of account federation according to the embodiment;
FIG. 20 is a block diagram showing an example of
components necessary for processing in the account
federation according to the embodiment;
10 FIG. 21 is a sequence diagram showing a process
flow of authentication federation according to the
embodiment;
FIG. 22 is a block diagram showing an example of
components necessary for processing in the
15 authentication federation according to the embodiment;
FIG. 23 is a schematic diagram illustrating a
usage store according to a second embodiment;
FIG. 24 is a schematic diagram illustrating a
service usage store according to the embodiment;
20 FIG. 25 is a schematic diagram illustrating a
usage store according to a third embodiment; and
FIG. 26 is a schematic diagram illustrating a
service usage store according to the embodiment.
Detailed Description
25 Hereinafter, embodiments will be described with

reference to the drawings. The embodiments are based

on the assumption that a circle of trust is already



FIG 26 is a schematic diagramillustrating a service usage store according
to the enbodi nent. Detailed Description 25Herei nafter, enbodinents wll be
described with reference to the drawi ngs. The enbodi nents are based on the
assunption that a circle of trust is already 20 established between an ID
provi der and a service provider, that a user belongs to an organi zation of
the 1D provider, and that an authenticatiofd federation policy is previously
. defined. Each device can be enbodi ed by a hardware configuration, or a

. conbi nati onal configuration of a hardware resource and software. As the

sof tware of t hessoaiblinstte drizd twont i gur B i pnovader ogndnawhechics previ ously
installed in a conputer of a corresponding device froma network 10or a
storage nmedi umpRERY Wi ch bl @suttle Pehenydnso ornt pEIedE FeSpendPhgtievi ce
is used. <First Enmbodinent> FIG 1 is a schematic diagram show ng an

aut henti cati on FROBFAIHN syFt@ntantl 27 sa‘b‘é?‘?%ﬁé‘?%l‘i%cg‘ﬁ@?ﬁﬁé? on

according to the fjrst, enbodi ne are sche tlc di agr ans
illustrating réﬁ&ﬁ?¥n%?ﬁf%ﬁ%ﬁ%ﬁ%%%sd%%l%?%ragéaﬁgl%@Véﬁﬁo?ap °to the -

enbodi ne i s .authenticati,on federatlo S onpriges an | D provider
devi ce 28% mhldﬂMDé% ﬁgﬁ?%rn13%fog I %?%gé %l%gl?%fng u%er terminal 100

operabl e by a combinational configuration of a hardware resource and
software. As the softwafe of the combinational
configuration, a program which is previously installed
in a computer of a corresponding device from a network
10 or a storage medium and which enables the functions of
the corresponding device is used.
<First Embodiment>
FIG. 1 is a schematic diagram showing an
. authentication federation system and its peripheral
15 configuration according to the first embodiment.
FIG. 2 to FIG; 13 are schematic diagrams illustrating
repositories and stores or storage units according to
the embodiment. This authentication federation system
comprises an ID provider device 200 which can perform
20 log-in processing for a user terminal 100 operable by a
user, and a service provider device 300 which can
transmit service data to the user terminal 100 when the.
log-in processing is successful. Although there area
multiple service provider devices 300, one service
25 provider device 300 is only shown here.
Here, the user terminal 100 has normal computer

functions to be able to communicate with the ID



user, and a service provider device 300 which can transmt service data to
the user termnal 100 when the log-in processing is successful. Although
there area nmultiple service provider devices 300, one service 25provider
device 300 is only shown here. Here, the user term nal 100 has nornma
conputer functions to be able to communicate with the ID 21 provider
devi ce 200 and each of the service provideri devices 300. For exanple, the
user termnal 100 has a function of transmitting a service request to the
service provider device 300 in response to a user operation, a function of
perform ng | og-proprdEesse ncder oeesind heat) Provhdesedevteep260iasd t he
user termnal 100, a function of receiving service data fromthe service
provi der devi cele800;eaaniD@. f uhct iexamgple epriveucsay téemiegei Ved sesvace
data when a CPU 1l0executes a service use application program previously
stored in a nenomgction of Theanfnptovieer slevyiee 200dunastges the identities
of users. The ID provider device 200 conprises an |dP user repository 201,
a servi ce usageSstore mv%ﬁﬁﬁ%ﬂ%tﬁ%ﬁ%nr?%@%%%i% Ppobfey store 203,

an SP user setting rule store 204, at orary storage unit 205, a ke
Storage Ghit 26BCHHHIGD At HUNT L | O TOUEP LRI TR HAFTiRorrogResing

aut henti cati on .f ti dling. unit,208 ut hent. cation federation
beecq%e% tﬁpezgg? prO\gléje{ (ﬁ}g,avu:ea?(go’;l LRgMp&alL s

. . . I .
pol i cy eval uation 20uni and an account  provi sioninhg unit 210.

Here, [dentity Jduordmlion (Neralfalisr Je7ALLen, 10, aseriipel ELLT BpLR

information") regarding the user an organi zation in _
provider devi ca0Qds;1Qcaiesyifest@etdd mohe d6 yseinseposispry 201

25Specifically, pieces of user attribute information 20la
reproducing the received service data when a CPU
10 executes a service use application program previouély
stored in a memory.

The ID provider device 200 manages the identities
of users. The ID provider device 200 comprises an IdP
user repository 201, a service usage store 202, an

15 authentication féderation policy store 203, an SP user
setting rule store 204, a temporary storage unit 205, a
key storage unit 206, an IdP authentication federation
unit 207, an authentication federation handling unit
208, an authentication fedération policy evaluation

20 unit 209, and an IdP account provisioning unit 210.

Here, identity information (hereinafter referred
to as “user attribute information”) regarding the user
of an organization in which the ID provider device 200
is located is.stored in the IdP user repository 201.

25 Specifically, pieces of user attribute information 20la

are stored in the IdP user repository (user attribute

information storage unit) 201. As shown in FIG. 2,



are stored in the 1dP user repository (user attribute information storage
unit) 201. As shown in FIG 2, 22 itemnanmes of user attributes to
identify the user are associated with itemvalues of the user attributes in
the user attribute information 20la. The item names include a user IDto
identify the user, the nane of the 5user, the position of the user, the
post of the user, address information for 2he user termnal, and reference
information which is referred to during the log-in processing of the user.
The user attribute information 20l1a is an 10aggregati on of information that

characterizes ingéniduabsi of onsati bt rExagpbesooidéhei Bgethat bskbutee

i nformati on 201a i nclude the nane of the user, the position of the user,

t he post of theasisecjatddresshi nfenmatioasfof the user hetmibatesand
reference 15information which is referred to during the | og-in processing
of the user. HowWewewserhetusépubetinbotrmathbordbieon 2Bdaitsmnoambesnit ed
thereto, and may further include any item nanme and item place; for exanple,
a tel ephone nunbeflafd fwoiReEAgIRtEP eld2DRLfHOLER AspassbednpBeusédths t he
reference information which is . referred to during the | og-in processing of
the user in the”%ﬁ%seﬁ?eeﬂ%%ﬂ?h%%t?ftﬂﬁer%?%FenEgeiﬂ?%?nﬁ?iBﬁeigsﬁét

limted thereto<§%g Y. for.exapple,, bionetrjic authentication
i nformati on 25sUc %%gthgg?f%%%}%?in ro¥h?h%5%5e ?rmlnaf’Tﬁ%gservice usage

store 202 is refersed Lo fxomihe; aythenticati pocfedesatyon, polLcyne

eval uation unit
log-in processing of the user.

The user attribute information 20la is an

10 aggregation of information that characterizes
individual information. Examples of the user attribute
information 20la include the name of the user, the
position of the user, the post of the user, address
information for the user terminal, and reference

15 information which is referred to during the log-in
processing of the user. However, the user attribute
information 20la is not limited thereto, and may
further include any item name and item place; for
example, a telephone number and working state.

20 Although a password is used as the reference
information which is referred to during the log-in
processing of the user in the present embodiment, the
reference information is not limited thereto and may
vbe, for example, biometric authentication information

25 : such as the fingerprinf of tﬁe user.

The service usage store 202 is referred to from

the authentication federation policy evaluation unit



23 209, and the usage of a service is stored therein. Specifically, as
showmn in FIG 3, a user use nanagenent table 202a and a use count

managenent table 202b are stored in the service usage store (service usage
Sstorage unit) 202. The user ID, a service provider ID (SP(1) to SP(N)),

and service usage are witten in the user use managenent table 202a in
association wi-th one another. The service pyovider ID serves to identify
each of the service provider devices 300. The service 10usage indicates a
service in use showing that the transm ssion of the service data is
permitted, or a28efvase tiwsesaghoyfng tbatitbeisr apspegsitparefint he service
data is not permtted. The service usage is not limted to the service in
use and the ser$peeifiboalbed, asanshomy inckFDde, 3f o& exanplee maseyemnest
suspended that responds to a suspension request received fromthe user

term nal 100, anabbbe 2@7wizred useusadedunhananagpoads tabaeug8B2bemmenati on
request received fromthe user terminal 100. Wien the current 20use count
has exceeded anstpped innthevagrelcehesagevseerasésendedenayapacl ude a case

in which the ID rovi der deV|ce 200 has invalidated the use of an idle
user. Moreover,Sa3T3fowith F & - 3, TRe yd8eEoliit AnBCBRIGPPRFOTIARE VAl ue of

t he use count a t Ee 25use count nana enent ta %% 202b
associ ati on mﬁtL§e§%L o?h%%PNﬁ'e u@% 2ount” 7T Thé  ho lethged

services shown de£h&sé%ﬁgﬁggéﬁéﬁgetégléhfoyge{nuggsociation with one-

another. The service provider ID serves to identify
each of the service provider devices 300. The service
10 usage indicates a service in use showing that the
transmission of the service data is permitted, or a
service unused showing that the transmission of the
service data is not permitted. The service usage 1is
not limited to the service in use and the service
15 unused, and may include, for example, a service
suspended that responds to a suspension request
received from the user terminal 100, and/cr service use
ended that responds to a use termination request
received from the user terminal 100. When the current
20 use count has exceeded an upper limit value, the
service use ended may include a case in which the ID
provider device 200 has invalidated the.use of an idle
user. Moreover, as shown in.FIG. 3, a use counf and an
'upper limit value of the use count are written in the
25 use count management table 202b in associétion with
each other. The use count indicates the number of used

services shown by the service usage in the user use



24 managenent table 202a. The authentication federation policy store
203 is referred to fromthe authentication federation policy evaluation
unit 209, and an authentication federation 5policy is stored therein.
Specifically, as shown in FIG 4, a plurality of authentication federation
policies (policy information) 203a (203aA, 203a3, 203aC, ...) are stored in
the authentication federation policy store2{policy storage unit) 203 for
each service 10provider I D. The authentication federation policies 203a
indicate the positions and posts of the users to whomthe service provider
devi ce 300 identafid@emdytthebsergoee.provider IDis permitted to transmt
the service data. 15The authentication federation policies 203a may further
‘include a dynam c poTheyagehgntifd4fioh €CetlrrEkGon4poflacyt keomenBOB dofs
services used and the total of usage-based rates, in addition to static
policies (e.g.,r¢figrred[Bp Bfom theRihhenGicayipor federaoposi pPdasyand
posts of the users, , Here, the policy generally indicates an,
aggregation of 2CRESITHPTi¢HitoAlPti 8Rd #hatuBBENRECRROOPsEBFBERT1€EN

erformwhi ch operation (action). for which_systemresource esour.ce
P s BBy o0 PN i Bt SORRL TP TLgnaEt: SROARG Br

obl i gati on condjtion, arg gl 5. ppt}onal Ly Aghineg: 1 EQ £XBURL g, egar ding

policies (policy information) 203a (2032A, 203aB,
203aC, ...) are stored in the authentication federation
policy store (policy storage unit) 203 for each service

10 provider ID. The authentication federation policies
203a indicate the positions and posts of the users to
whom the service provider device 300 identified by the
service provider ID is permitted to transmit the
service data.

15 The authentication federation policies 203a may
further include a dynamic policy (e.g., [4] of C in
FIG. 4) for the number of services used and the total
of usage-based rates, in addition to static policies
(e.g., [1] to [3] of A to C in FIG. 4) for the

20 positions and posts of the users.

Here, the policy generally indicates an
aggrégation of accessibility conditions that define who
(subject) can perform which opération (action) for
which system resource (fesource) (i.e., permission or

25 rejection). An environmental condition and an
obligation condition are also optionally defined.

For example, regarding each element of the



25 aforenentioned policy, a nane, a post, or a position corresponds to the
"subject". A service provider ID or URL corresponds to the "resource". The
start of use or resunption of use corresponds to the "action". The IP
5address of the user nmaking a demand and the period or tine that permts
access correspond to the "environnental condition"”. The "obligation
condition" is the work inposed by the authgntication federation handling
unit 208 in perform ng authentication 10federation in response to the
result of policy (access permtting condition) evaluation, For exanple, an

instruction is éﬁ@t@deﬁ@ibﬂeanﬁélieg,rgqggﬁé,erpége,"59%856%&&9%“ a new
user" but ensure the "deletion of the ID of the idler" (e.g., [obligation

condi tion] 150fcdAtesbpolds nt&l €hedysubject”As BhewhviBeFhbGovided WDEHY
setting rule 204a is stored in the SP user setting rule store (item nane
storage unit) 20RL. Sonecgportie todemhaanessolirtb®. ustheattarbub€susn bvhe
user attribute information 20l1a 20stored in the 1dP user repository 201 are
witten in the Issunpleionngf ruse odpespondsotpathen™acthonfie sBhei e

provi der 1D. The tenporary storage unit (first menory) 205 is a

t enpor ar y° menor3ASERHS a’f at RAM S FHrnakang| @, dagagdoand26ha” FrGLog, oan

aut hentication federation ID and a user ID are stored in the tenporary

storage unit 205Th HEBoFPaETHhS v tReRAcROBERBPONA2EC the A sjgnature

generating key for _the ID provider.devige 200 is ored.in the key storage
ot 206, as 1 he e brorirebE Ener B hivhay . Toe! SoRbeufhi e sofgston

is the work imposed by the authentication federation
handling unit 208 in performing authentication

10 federation in response to the result of policy (access
permitting condition) evaluation. For example, an
instruction is issued to ‘permit the request for the
“registration of a new user” but ensure the “deletion
of the ID of the idler”’ (e.g., [obligation condition]

15 of [4] of B in FIG. 4).

As shown in FIG. 5, a user setting rule 204a is
stored in the SP user setting rule store (item name
storage unit) 204. Some of the item names of the user

“attributes in the user attribute information 201a

20 stored in the IdP user repository 201 are written in
the user setting rule 204a in association with the
servicé provider 1ID.

The temporary storage unit (first memory) 205 is a
temporary memory such as a RAM. For example( as shown

25 in FIG. 6, an authentication federation ID and a user
ID are stored in the temporary storége'unit 205 in

association with each other.



for exanple, a secret key of a pair of public and 5secret keys in a public
key encryption nethod. The 1dP authentication federation unit 207
has a single sign-on ID provider function. Specifically, the I1dP

aut hentication federation unit 207 has, for exanple, the follow ng
functions (f207-1) to (f207-4): 10(f207-1) A function to performlog-in
processing to transmt a log-in request td®2éhe user termnal 100 in
accordance with address information for the user termnal 100 in a user

aut henti cati on request output fromthe authentication federation handling
unit 208, 15and aut hensigateune ugsenet®dtand ksegr fant heat [Dapirorniderf or mati on
received fromthe user termnal 100 in accordance with the user ID and the
reference infordation 200 the $Pregeinreposkenryt@ddge (RROT- 2D6A fBacti on
to issue an authentication 20federation | D shared between the service

provi der devi cerBDOSIRMEVIF FLBHL A HENG kGY celpr bYi BeFsiblentanuse,

aut hentication {ederahﬁgﬂ execution request and the | D provider device 200
in response to t%e SRAPRMRI catT T ¢ ede? ¥t Pond ekttt PEnPrRYUESE fr om t he
authenti%@tion 25federation.hand|ing. and. wite aut henti cati on

it 208 th
federati Gh | D @it GeEr b 1 PiRe- GuEREntT E5lh oho? EFiTon executi on
request into the  27rkemosafye SLOE A0 VD)L <209 1P BSSORLA! b Wathaeac

ot her. (f207- unction to genera I gl Si ghat ure based on

the signature genesalifg;key, i the keye st BEAGE NIt 2061 P a0 gsSepLi on
body including the issued authentication federation |ID and the nane of an

aut henti cati on reet hogc Koyt 1 drec 1 09-F U PFOELSS | BYi ¢ apoly Creaf efan
aut henti cati on assertion 207a including the assertion body and the digital
signature, as showplde, the following functions (£207-1) to (£207-4):
10 (£207-1) A function to perform log-in processing
to transmit a log-in request to the user terminal 100
in accordance with address information for the user
terminal 100 in a user authentication request output
from the authentication federation handling unit 208,
15 and authenticate a user ID and user authentication
"information received_from the user terminal 100 in
accordance with the user ID and the reference
information in the IdP user repository 201.
(£207-2) A function to issue an authentication
20 federation ID shared between the service provider
device 300 identified by the service provider ID in an
authentication federation execution request and the ID
provider device 200 in response to the authentication
federation execution request from thé authentication
25 federation handling unit 208, and write the

authentication federation ID and the user ID in the

authentication federation execution request into the



10FIG 7. : (f207-4) A function to transm-t an authentication
federation reply including the created authentication assertion 207a to the
service provider device 300 which is a transm ssion source of an

aut henti cation 15federation request. - After receiving the

aut hentication federation request fromthe service provider device 300, the
aut hentication federation handling unit 2087 handl es a series of processing
conprising policy eval uation 20processi ng, account federation processing,
and | D provider authentication federation processing. The authentication

federation handtémgotaty 208rdgs,uhot exanpheastbeibelbawvnghf gaehi ons
(f208-1) to (f208-5): (f208-1) A function to output a user 25authentication
“request includioghéhe address information for the user terminal 100 in an
aut henti cation federation request to the IdP 28 authentication federation
unit 207 in response(fa07he) alit hentttani bn Gederateon dégd&stl which is
transmtted fromone of the service provider devices 300 and whi ch includes
the service provigRRtereforseReoRectle ceigprbyrdegedeypEéngobesndnt hee

address information for the user rmnal 100. (f208-2) A function to
out put aE%oIiggk%¥afﬁ%f?%% Y%hﬁe%é iﬁ%Fuﬁ?n@s§ﬂéth§%rbPﬁVU%ESEPHlPHe | 0g-in
processi ng and the servigeagrovider IDin tggréga“thf8t588t£ n federg%ion

request to the %5?h%%??%atlo%hentlcatlon te +on S hame
an authentication method for the log-in processing, and
create an authentication assertion 207a including the
assertion body aﬂd the digital signature, as shown in
10 FIG. 7.

(£207-4) A function to transmit an authentication
federation reply includiﬁg the created authentication
assertion 207a to the service provider device 300 which
is a transmission source of an authentication

15 federation request.

After receiving the authentication federation
request from the service provider device 300, the
authentication federation handling unit 208 handles a
series of processing comprising policy evaluation

20 processing, account federation processing, and ID
provider authentication federation processing. The
authentication federation handling unit 208 has, for
example, the following functions (£208-1) to (f208-5):

(£208-1) A function to output a user

25 authentication request including the address

information for the user terminal 100 in an

authentication federation request to the IdP



federation policy evaluation unit 209 when the | og-in processing by the IdP
aut hentication federation unit 207 is successful. (f208-3) A function to
out put an account 15federation request including the user ID and the
service provider IDin the policy evaluation request to the IdP account
provi sioning unit 210 when a judgnment result in a policy evaluation reply
received fromthe authentication federati &8 policy evaluation unit 209

20i ndi cat es perm ssion. (f208-4) A function to update the service
usage in the service usage store 202 fromthe service unused to the service
in use in accoradarteentidcdtidre Sedorgeipnovnider20D andrébpeonser tbDehacl uded
in registration 25conpletion in an output account federation reply.

' (f208-5) A funciitUreniol cat pon , fe¢de taei duPreguhent woathonsf edenanibhedni t

207, an authentication 29 federation execution request including the

servi ce provi defrem arrl ehetheeserpi¢achudedden daeicegi 0P aandnwidabl eti on
in the account federation reply output fromthe I dP account provisioning
unit 210. 5The HEHEIRT CEt oreFetie? RTORIPoTi E) E9BI LBEI BATUAFE 209

pert orm 901 Lo, velyali on Ln, sogerdance, wib e proviously detined,
to the policy gyalyatign reguest fromthe authentication

(f208-2) A function to output a policy evaluation
request including the user ID used in the log-in
processing and the service provider ID in the

10 authentication federation request to the authentication
federation policy evaluation unit 209 when the log-in
processing by the IdP authentication federation unit
207 is successful.

(£208-3) A function to output an account

15 federation request including the user ID and the
service provider ID in the policy evaluation request to
the IdP account provisidning unit 210 when a judgment
result in a policy evaluation réply received from the
authentication federation policy evaluation unit 209

20 indicates permission.

(£208-4) A function to update the service usage in
the service usage store 202 from the service unused to
the service in use in accordance with the service
provider ID and the user ID included in registration

25 completion in an output account federation reply.

(£208-~5) A function to output, to the IdP

‘authentication federation unit 207, an authentication



10f ederation handling unit 208. The authentication federation policy

eval uation unit 209 has, for exanple, the followi ng functions (f209-1) to
(f209-4): (f209-1) A function to read the user attribute information
201la fromthe 1dP user repository 201 in 15accordance with the user IDin
t he policy eval uation request output fromthe authentication federation
handl i ng unit 208. (f209-2) A functi®dn to read the authentication
federation policies (policy information) 203a fromthe 20aut hentication
federation policy store 203 in accordance with the service provider IDin
the policy evalfsdd ot 1 @fuesécout put réqoast henauthenyi caéi oariederati on
handling unit 208. (f209-3) A transm ssion perm ssion judgnment 25function
to judge whet hggrdwiger nfib dhe thanssessibniwnéltded senviee data in
accordance with whether the position and post in the read user attribute
30 i nformati on X0 cort bpim conp het porzi 11 ophandcpostt | hellent edon nrehéyr ead
authentication federation policy 203a. (f209-4) A function to_ output the
pol i cy 5eval uatQWPitepf 5om n'%:fll%df% POV RE gPEPY 1 § B R t Wi Re210.

5 The authentication federation policy evaluation
unit 209 performs policy evaluation in accordance with
the previously defined authentication federation
policies 203a and the service usage in response to the
policy evaluation request.from the.authentication

10 federation handling unit 208. The authentication
federation policy evaluation unif 209 has, for example,
the following functions (£f209-1) to (£f209-4):

(£209-1) A function to read the user attribute
information 20la from the IdP user repository 201 in

15 accordance with the user ID in the policy evaluation
request output from the authentication federation
handling unit 208.

(£209-2) A function to read the authentication
federation policies (policy information) 203a from the

20 authentication federation policy store 203 in
accordance with the service provider ID in the policy
evaluation request output from the authentication
federation handling unit 208.

(£209-3) A transmission permission judgment

25 function to judge whether to permit the transmission of

the service data in accordance with whether the

position and post in the read user attribute



aut hentication federation handling unit 208 which is a transm ssion source
of the policy evaluation request. The 1 dP account provisioning unit
210 executes account provisioning for the service provider device 10300 in
response to the account federation request fromthe authentication
federation handling unit 208. The IdP account provisioning unit 210 has,
for exanple, the follow ng functions (f2103d) to (f210-5): (f210-1) A
function to read sone of the item nanes 150f the user attributes fromthe
SP user setting rule store 204 in accordance with the service provider ID
in the output atedupnhatederatiancoequest to( t2&0pdpiAibunahbopok@ acquire
user attribute partial information conprising itemnanmes correspondi ng 20to
sone of the itemdapgesedndni tkem vahdesuabsotiakedon fhdehetibenprdiey in
the user attribute information 201a including the user ID corresponding to
the user IDin 2%éatldP user repository 201 in accordance with some of the
item names that have been read and the user ID 25in the account federation
request . (f216£399a4) uAcfiBAtipnada aHtREEOGRE PE4iLsHrati on

instruction to the_acquired user attribute partial 31 infornmation to
croat e ar accouRts FoRBIaT; bRbLBqinel intdaghe Judoment; 58504] Kot GRELI on to

transmt the acgounl,feder Al OB AEALESLn "RIRAIENL Ol DE SBEVIRECR QY der

transmission source of the policy evalﬁation request.
The IdP account provisioning unit 210 executes
account provisioning for the service provider device
10 300 in response to the account federation request from
the authentication federation handling unit 208. The
IdP account provisioning unit 210 has, for example, the
following functions (£210-1) to (£210-5):
(£f210-1) A function to read some of the item names
15 of the user attributes from the SP user setting rule
store 204 in accordance with the service provider ID in
the output account federation request.
| (£210-2) A function to acquire user attribute
partial information comprising item names corresponding
20 to some of the item names and item values associated
with the item names in the user attribute information
20la including the user ID corresponding to the user ID
in the IdP user repository 201 in accordance with some
of the item names that have been read and the user ID
.25 in the account federation request.
(£210-3) A function to add an account registration

instruction to the acquired user attribute partial



device 300 which is a transm ssion source of the account federation
request. (f210-5) A function to output an account federation reply
indicating the registration conpletion to the authentication federation
handl i ng unit 208 when 10t he service provider device 300 which is a
transm ssi on destination of the account federation request nessage reports
the registration conpletion including the 3ervice provider ID of the
service provider device and the user IDin the user attribute parti al

i nformati on. 15Meanwhil e, the service provider device 300 provides services
used by the useinfandacooprtsesraateushedctdinst pe@e38tioanrSRubser
repository 302, a service data store 303, a usage store 304, a tenporary
storage unit 30Bessagerification policy store 306, an 20SP aut henti cation
federation unit 307, a usage providing unit 308, an SP account provisioning
unit 309, and a servi&él@dath Bomwnakéani ba thepsBid. the acAgushown in FIG
8, an IdP |ist %ID provi der Iist% 301a congrising alist of ID providers ID.
to identify 25the¢ERpoRi HRIUGRYI BRS2002| sOstbpederHiERePEPUSEEE | P store

301. ldentity informati for the user using service 32 data transmtted
by the setvice daHTo rWQ%ﬁ?ohsuﬂi?r%ﬁﬁm?§5§?%r§8UFﬁetﬂg 8PCuser

repository 302.ag%gﬁﬁéhgééé%%%é?%§£$¥¢%%@.FIG. 9, user attribute partial

i nformati on 302a an are stored in the SP user

repository (user attyipysespagtghct AT PBLLAPLSEOLAIEHBLAL 302 in
assocli ation _
federation reply indicating the registration completion
to the authentication federation handling unit 208 when
10 the service provider device 300 which is a transmission
destination of the account federation request message
reports the registration completion including the
service provider ID of the service provider device and
the user ID in the user attribute partial information.
15 Meanwhile, the service provider device 300
provides services used by the user, and comprises a
trusted IdP store 301, an SP user repository 302, a
service data store 303, a usage store 304, a temporary
storage unit 305, a verification policy store 306, an
20 SP authentication federation unit 307, a usage
‘providing unit 308, an SP account provisioning unit
309, and a service data.communication unit 310.
As shown in FIG. 8, an IdP list (ID provider list)
301la comprising a list of ID provideré ID to identify
25 the iD p;ovider device 200 is stored in the trusted IdP

store 301.

Identity information for the user using service



Wi th each other. In the user attribute partial information 302a, sone of
the itemnnanes and item values of the user attributes in the user attribute
10i nformati on 20l1a of the I1dP user repository 201 are associated with one
anot her. The SP-side user ID serves to identify the user in the service
provi der device 300. As shown in FIG 10, service data 303a is stored 15in
the service data store 303. The service daia 303a is any data transmtted
to the user termnal 100 as an object of service provision (service data
transm ssion) by the service provider device 300. As shown in FIG 11, a
user use nmanagedetd tadbhem?20884apbantha siseviodntiatanagemenichabba 304b are
stored in the usage store 304. The user ID and service usage are witten in
t he user use nahbQenenstoadd eiB30diaci HPasseci a¢poniwptih 8a2h ot her. The
service usage indicates a service in use show ng that the 25transm ssi on of
the service datIP<S0BhEi¢alpher nestedownria EEFvi Be unasedtshokilhg that the
transm ssion of the service data 303a is not permtted. A use count and an
33 upper limt RAfuk2bfipfernablienunb2arandr fbt 8R-FhdehesaselBodke
nanageneg% table 304b jn qisociation with each other. The use count

t

i ndi cat es’ t he nirbET of * uSed 28rYTREs” SRSRA-BYYt hBS§Er GFEE BEEGe in the

user 5nanageneq&a}@PAf'information storage unit) 302 in association
with each other. 1In the user attribute partial
information 302a, some of the item names and item
values of the user attributes in the user attribute
10 information 20la of the IdP user repository 201 are
associated with one another. The SP-side user ID
- serves to identify the user in the service provider
device 300.
As shown in FIG. 10, service data 303a is stored
15 in the service data store 303. The service data 303a
is any aata transmitted to the user terminal 100 as an
object of service provision (service data transmission)
by the service provider device 300.
As shown in FIG. 11, a user use management table
20 304a and a use count management table 304b are stored
in the usage store 304. The user ID and service usage
are written in the user use management table 304a in
association with each other. The service usage
indicates a service in use showing that the
25 transmission of the service data 303a is permitted, or
a service unused showing that the transmission of the

service data 303a is not permitted. A use count and an



The tenporary storage unit (second nenory) 305 is a tenporary nenory such
as a RAM For exanple, as shown in FIG 12, an authentication federation ID
extracted fromthe authentication assertion 207a, the 10user ID in the

regi stered user attribute partial information 302a, and an issued

aut hentication token are stored in the tenporary storage unit 305 in
association with one another. As shown in H G 13, an authentication
assertion 15verification policy is stored in the verification policy store
306. The aut hentication assertion verification policy includes the nane of
an aut henti cat igpewet hixthi £ ofalde dOGhd PsOCESShN0at® PLIBLEENt DA the

transm ssion of the service data 303a when 20the | og-in processing is
successful , andise stgnat unenygsmdn € at dlohe ke§4lcoi m espoodi agidon whehsi gnature
generating key for the ID provider device 200. As the signature
verification kegach totilzepossiin eusd ezent f ondexangs efha pubbér &kE€yuseda
pair of public and secret 25keys in the public key encryption nethod.

The SP aut hent iRV OET cefer'at i i e tSBO71 GRIsSUB2S¢ Nk et B¢ gus®h servi ce
provi der function. 34 Specifjcally, the SP authentication federation unit
307 has, Xor e%%ﬁﬂﬂ%‘?meirhg $¥Ptowi ng functions (f307-1) to (f307-5):

(f307-1) A function fﬁ j udge mhethe{ a servicg Qequest includfs bge.

aut henti cation token in ?%@%%ﬁ%%yt% thadselltte ?%ﬁ%@gtm?m8ﬁ¥ hg séP

term nal 100, @%él&%%[s%}% r&é}go%gg]%%git%gté%A&okepogn%ix%rgﬁlésmﬁrgisce dat a

303a_in t he service tore the user term na en t he
service requestsidigl udesridie fhauthentdcati oRat PkeNFeQEri£pHSMH an

aut henti cati on federation request including the service provider |ID of
extracted from the authentication assertion 207a, the
10 user ID in the registered user attribute partial
information 302a, and an issued authentication token
are stored in the temporary storage unit 305 in
association with one another.
As shown in FIG. 13, an authentication assertion
15 verification policy is stored in the verification
policy store 306. The authentication assertion
verification policy includes the name of an
authentication method for the log-in processing to
permit the transmission of the service data 303a when
20 the log-in processing is successful, and a signature
verification key corresponding to the signature
generating key for the ID provider device 200. As the
signature verification key, it is possible to uée, for
example, a public key of a pair of public and secret
25 keys in the public key encryption metﬁod.

The SP authentication federation unit 307 has a

single sign-on service provider function.



the service provider device 300 and the address information for the user
termnal 100 to the ID provider device 200 when the service request does
not 15i ncl ude the authentication token. (f307-2) A function to
extract an authentication federation ID fromthe authentication assertion
207a in the authentication federation reply in response to the

aut hentication federation reply fromthe |4y provi der 20device 200, and
wite the extracted authentication federation ID and the user IDin the
regi stered user attribute partial information 302a into the tenporary

storage unit 30§pédiassaTlRf i OReWsbha@BEBNOL BB iohf 8848k tAoKelhfiicabion
function to verify the 25authentication nethod nane and the digital

- signature in theaayt hentéeécanpda, asker todbokdig Funactongdaneeow-ih the

aut henti cation nethod nane and the signature 35 verification key in the
authentication &63@eftdbn verification policy in the verification policy

store 306. (f307-4) A function to-issue an authentication 5token and wite
t he aut hentication t6kéh’rht oAt henceipor apyJjsdeeagbebhet 305erNigssoci ati on
with the authentication federation ID when all the verification results are

proper. (¥307-55°R¢hctRohides ottpuiuteartheasipyi Eekaat 4n response

to the service request from the user terminal 100, and
transmit the authentication token and the service data
303a in the service data store 303 to the user terminal
100 when the service request includes the

10 authentication token, or transmit an authentication
federation request including the service provider ID of
the service provider device 300 and the address
information for the user terminal-100 to the ID
provider device 200 when the service request does not

15 include the authentication token.

(£307-2) A function to extract an authentication
federation ID from the authentication assertion 207a in
the authentication federation reply in response to the
authentication federation reply fromrthe ID provider

.20 device 200, and write the extracted authentication
federation ID and the user ID in the registered user
attribute partial information 302a into the temporary
storage unit 305 in associlation with each other.

(£307-3) A verification function to verify the

25 authentication method name and the digital signature in
the.authentication assertion 207a in accordance with

the authentication method name and the signature



10comuni cation unit 310, a service execution request including the witten
aut hentication token and the user ID which is associated with the '

aut hentication token in the tenporary storage unit 305 via the

aut hentication federation ID. 15The usage providing unit 308 searches the
usage store 304 in accordance with the user ID included in a usage

transm ssion request and transmt service 3sage obtained by the search in
response to the usage transm ssion request fromthe authentication
federation 20policy evaluation unit 209 of the ID provider device 200. The

SP account provy&i DR &t 1 tkSPIipethor aBrREAOUBL Lt DHAVESEeRtAEnf or the SP
user repository 302 in accordance with an account provisioning request

25(account fedevatibicaeipesporesgage)theceeveditaomvhhpol dByaseoust
provisioning unit 210 of the ID provider device 200. Specifically, the SP
account provisib®6ng 36 unit 309 has, for exanple, the follow ng functions
(f309-1) and (f309- (13 -1) A function to i ssue a new SP-side
user |D when rece|V|h§3%ﬁ At cBbuhtnfEbderatPohSFEguaBt 2REESAFECRESANt he | P
account provisioning unit 210 of the ID provider device 200, and register
the issued SP-stefeesard I'F e Ehe %%%?e%ﬁ%??Bh?% bakenafnEAf bRRat i on 302a

th t fed t t t he SP 302
aSso0tat| on wi {1 BREEE BY NBTS A0 1406: 23 O HhnCTran: EbiPepBILr BFTel the

authentication federation ID when all the verification
results are propef.

(£307-5) A function to output, to the service data

10 communication unit 310, a service execution request
including the written authentication token and the user
ID which is associated with the authentication token in
the temporary storage unit 305 via the authentication
federation ID.

15 The usage providing unit 308 searches the usage
store 304 in accordance with the user ID included in a
usage transmission request and transmit service usage
obtained by the search in response to the usage
transmission request from the authentication federation

20 policy evaluation unit 209 of the ID provider device
200.

The SP account provisioning unit 309 performs
account provisioning for the SP user repository 302 in
accordance with an account provisioning request

25 (account federation request message) received from the
IdP account provisioning unit 210 of the ID provider

" device 200. Specifically, the SP account provisioning



registration, registration conpletion including the user IDin the

regi stered user attribute partial information 302a and the service provider
IDin the service provider device 300 to the ID provider device 15200 which
is a transm ssion source of the account federation request nessage.

The service data conmuni cation unit 310 has a function to transmt the

aut hentication token in the service executdi%n request and the service data
303a in 20the service data store 303 to the user termnal 100 in accordance
with the service execution request output fromthe SP authentication

f ederati on uni tun3@7.30extas ,t hieo wEsraaty lon, dfhe hieo alutvhient | batdoiorfeder at i on
system havi ng the above configuration is 25described with reference to FIG
14 to FIG 22. (H®Fd) amichg i3qA=hation is in a system environnment that
enabl es the SSO between the I D provider devjce 200 and 37 the service
provi der devi ce 300, (TP stlard STHREH QP dondi TF0h § M ahi Th T HeS aetdtint P of

t he user belon% ng to an organi zation of an, 1D provider is not registered
in the service ﬁéﬁﬂﬁﬁﬁe%ﬁ%ﬂ EBAFCIH T H LT T I T ited" He  User has
made a service request ther the 1D provide Vi 0 i sf{es the
aut hent i gati on f;rggle&gﬁ ofr,:'!ﬂf;oﬁclCccfuengC a\Pllssl?rhld’ggegsulIf%ﬁg Cf%aép}#%vil[ger

devi ce 200 satinijasidh&Apthentd atd A fefedadl onPoldSias 203844 he

account of the user is registered in 10the service provider device 300. As
a result, the $8Qr ID and the user attribute partial information 302a

in the account federation request message in the SP

user repository 302 in association with each other.

10 (£309-2) A function to report, after the
registration, registration completion including the
user ID in the registered user attribute partial
information 302a and the service provider ID in the
service provider device 300 to the ID provider device

15 200 which is a transmission source of the account
federation request message.

The service data communication unit 310 has a
function to transmit the authentication token in the
service execution request and the service data 303a in

20 the service data store 303 to the user terminal 100 in
accordance with the service execution request output
from the SP authentication federation unit 307.

Next, the operation of the authentication
federation system having the above configuration 1is

25 described with reference to FIG. 14 to FIG. 22. The
following explanation is in a system environment that

enables the SSO between the ID provider device 200 and



"~ between the ID provider device 200 and the service provider device 300 is

performed, and the service data 303a is transmtted fromthe service

provi der device 300. An exanple of this typical processing is 15descri bed.
Next is an explanation of the followng parts shown in FIG 14: user
authentication in step ST10 (ST11 to ST18), authentication federation
policy evaluation in step ST20 (ST21 to ST27), account 20federation in step
ST30 (ST31 to ST37), and authentication federation in step ST40 (ST41 to
ST49). In the processing of the user authentication in step ST10, a
service requestthes $eanboe tpecvidet hdesecyi 80 provddetadeyi wetB08 fromthe
user term nal 100, 25and the |ID provider device 200 authenticates the user
on behal f of theowsdivier pnoviden devizecd@itiof atitends¢ opelonghnghtohe
account of the user belonging to 38 the organization of the ID provider is
not registered 3t QFEABEZYE LN ppbvanlet D deveeeds00t s Mgequeateteradr am in
FIG 15 and a schematic diagramin FIG 16 are used in the follow ng

expl anati on. ?P%t%ﬁFYﬂQQ.p%@%ﬁ@%@rd%ﬁé@%tégothe1®5%¢l%e?%?ﬁbP1QU0 to use
a service at th ser Vi ce rovi der device 300, The user term nal 10

transnmits a ser ?Qe?%ﬁ T2 F HePLRr i %r$+%%lﬂ%?uﬁ%91c% %EQQFnthe
accor dance W th dg %5§éé”boé §%€1s§ §ﬁep£€¥ﬂg§{ devige 10300,

the SP authentlcatlon 1'on- uni charge 0 access nanagenent

cat C.hes the sery, &&5@%’1’?3&011@. §]a S£ L?J%atl Onl§e%}gra 8 %Po&b?er

service r equest romt ser aut uni
device 200 satisfies the authentication federation

policies 203a, the account of the user is registered in
10 the service provider device 300. As a result, the SSO
between the ID provider device 200 and the service
provider device 300 is performed, and the service data
303a is transmltted from the service provider device
300. An example of this typical processing is
15 described.
Next is an explanation of the following parts
shown in FIG. 14: user authentication in step ST10
(ST11 to ST18), authentication federation policy
evaluation in step ST20 (ST21 to ST27), account
20 federation in step ST30 (ST31 to ST37), and
authentication federation.in step ST40 (ST41 to ST49).
In the processing of the user authentication in
step ST10, a service request is transmitted to the
service provider device 300 from the user teﬁminal 100,
25 and the ID provider device 200 authenticates the user
on behalf of the service provider device 300 in a

condition in which the account of the user belonging to



15307 judges whether the service request includes an authentication token.
For exanple, when the service request fromthe user is an HITP request, it
is ascertained that the presence of the authentication token issued by the
service provider device 300 is 20present in a cookie included in the HITP
request. . If the presence of the authentication token can be
ascertained, the service provider device 38® provides the user with the
service requested by the service request. That is, if the SP authentication
federation 25 unit 307 judges that the service request includes an

aut henti cati on tbkeorgahezseivncefdaha tDnpuavéderohsunbt 3#Gikramsnits the
aut hentication token and the 39 service data 303a in the service data
store 303 to thenuske servinal pi00idSpedevical BYO.t hd SPgaahbentliegtriamn
federation unit 307 outputs, to the service data comunication unit 310, a
servi ce executibn Féﬁuegi S cd usirhgne hecadi Aenaincani BAGt okénara thed

servi ce request and the user |ID which is associated with the authentication
token in the tehPobafyfetbPuyRIuprPL308ELPA: t he aut hentication federation

ID. Ont th h i i i udged that the 10 i | t

el oes o anthenc T PSP, Shuhe LHEo8Eeinobet B For Ren u o derena sT13
d ST14 ] i t 1) i . |
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user belongs, theySP dpautdenticani o f eger abLaln ot 5304 ¢ads r il L he

to the service provider device 300 in accordance with
the user operation. In the service provider device

10 300, the SP authentication federation unit 307 in
charge of access management catches the service
request.

In step ST12, in response to the service reguest
from the user, the SP authentication federation unit

15 307 judges whether the service request includes an
authentication token. For example, when the service
request from the user is an HTTP request, it is
ascertained that the presence of the authentication
token issued by the service provider device 300 is

20 present in a cookie included in the HTTP request.

If the presence of the authentication token can be
ascertained, the service provider device 300 provides
the user with the service requested by the service
request. That is, if the SP authentication federation

25  unit 307. judges that the service request includes an
authentication token, the serviceldata communication

unit 310 transmits the authentication token and the



trusted IdP store 301, the IdP list 30la showing a list of ID providers
with which circles of trust are previously established, and transmts the
IdP list 30l1a to the user termnal 100. The IdP |ist 30l1a may be 20call ed
an I D provider list. In step ST14, the user term nal 100 displ ays
the IdP |ist 30l1a received fromthe service provider device 300, and
pronpts the user to select its ID provider3g The user term nal 100 then
transmts the selected ID 25provider IDto the service provider device 300
in accordance with the user operation. Steps ST13 and ST14 are onmtted when
the sel ection ofednidd qutViZ@ra 40 tise Usiecessatiytaf otoexappBetowbra the
service request includes the specification of an |ID provider or when the
service provi dersatevieen B30 o0 §. f etiesat £scai i, tbieel EPpaotvhdetidevior 200
of one ID provider. 5In step ST15, in accordance with the ID provider 1D
recei ved from tfrdesariererymial 3A00Qutpiet servd cehproerderedeastee 300 nakes
an aut hentication federation request to the ID provider device 200
identified by t¥RMBRIFDEFerudD: 10+ ht sSeh%ECe t précaut hent Fearesh

10f eder atj on reguest || e directly transnmtted tp the I D provider device
200 from= he se]rq?ﬁjc%dlﬁ}%vngeeralﬂ%hv‘?% %@O%rt%?/“bjenﬁ%ﬁsﬁ??‘féﬂevi a the

user termnal 100 in agﬁ%“{ﬁ%“ﬁﬁkr e%h%%wg%gg%%gqéig@é&oQi{ﬁdgg tion

. e e
request nay InCIiU e% e Sservice provi der service provide

device 300 and 1 he, Afddr&ss; dNTO5EBL T A0 {00 {OG058Fy 1 EE0E0EL 19P: 305
| via the authentication federation ID.
On the other hand, when it 1s judged that the
10 service request includes no authentication token, step
ST13 is performed. When steps ST13 and ST14 are
omitted as described later, step ST15 is performed.
In step ST13, in order for the user to select the
ID pfovider to which the user belongs, the 8P
15 authentication federation unit 307 reads, from the
trusted IdP store 301, the IdP list 30la showing a list
of ID providers with which circles of trust are
previously established, and transmits the IdP list 301la
to the user terminal 100; The IdP list 30la may be
20 called an ID provider list.
In step ST14, the user terminal 100 displays the
IdP list 30la received from the service provider device
300, and prompts the user to select its ID provider.
The user terminal 100 then transmits the selected ID
25 provider ID to the service provider device 300 in
accordance with the user operation. Steps ST13 and

ST14 are omitted when the selection of an ID provider



In step ST16, the authentication federation handling unit 208 of the ID
provi der device 200 intercepts the nmessage addressed to the |ID provider
20devi ce 200. The authentication federation handling unit 208 anal yzes the
nmessage. \Wen ascertaining that the nessage is an authentication federation
request, the authentication federation handling unit 208 starts the
processing for authentication federation, &hd 25 transmts, to the IdP

aut henti cation federation unit 207, the authentication federation request
including the address information for the user termnal 100 in 41 the

aut henti cati on fedenatd¢easmsaeguettr dNmmplée, i shascent asaeditbatetihest
nmessagei s a nessage other than the authentication federation request, the
servi ce provi demdedes 309 seecbhsratson hef nesshgeptovadédest redeaddr ess

t hrough the internediatjon of the authentication federation handling unit
208. | n StepE™Mice ipreesionstefca dseroaly heepderatednvieyubse, the
| dP aut henticatjon federation unit %07 erforns |log-in processing for the

i denti fication GhdTALO Lk HENYTcats h %f ?he tRePTPhtA%Eordance with the

user authentication yequest. this | 0g-i rocessin t | dP_.
authentiggtion feder%?i%%e%n%%P307l?r%%s%%?%gﬁel%b?h g%auggtpf8vfﬁ$ruser

terminal 100 i mpccoiance Woh @fdress, | AL ofgd or cfbe-userLer i nal

100 in the 15out put user au tion request, and authenticates the user

I'D and user authenfidfat i@y idd OSeRihONE e yechdfomihe MseLqd grpingl 100
in accordance with the user ID and the reference information in the 1dP

user repositorya20bs2Ud sHeprdidSvider | o aed hent | cadhonr fedepat e unit
207 reports, to the authentication federation handling unit 208, a nessage
of user aut hentitgtdcon danpiit i am ittel sidiage 1 heheiseithéhtusestiont he |1 og-in
processi ng and the successful authentication when the
10 federation request may be directly transmitted to the
ID provider device 200 from the service provider device
300, or may be transmitted via the user terminal 100 in
a redirected manner. The authentication federation
request may include the service provider ID of the
15 service provider device 300 and the address information
for the user terminal 100.
In step ST16, the authentication federation
handling unit 208 of the ID provider device 200
intercepts the message addressed to the ID provider
20 device 200. The authentication federation handling
unit 208 analyzes the hessage. When ascertaining that
the message is an authentication federation request,
the authentication federation handling unit 208 starts
the procéssing for authentication federation, and
25 transmits, to the IdP authehtication federation unit

207, the authentication federation request including

the address information for the user terminal 100 in



25l og-in processing in step ST17 is successful. Consequently, the user
aut hentication in step ST10 (ST11l to ST18) is finished. 42 In the
aut henti cati on federation policy evaluation in step.ST20, the service
usage, the user attribute information 20la, and the authentication
federation policies 203a are used as input values to performthe
S5aut hentication federation policy evaluatiddn after the end of the user
aut hentication, and the service request fromthe user is permtted. A
sequence diagramin FIG 17 and a schematic diagramin FIG 18 are used in
the foll ow ng eptyd anatheort 1 d0d irorst ST ot e @uid drent i Wadm oht f esler ati on
handl i ng unit 208 anal yzes the nessage of user authentication conpletion
received in st @SS irmd Eederthe meeddrde the 4 o sIRPE 0TETST Nghds
successful. Wien the |l og-in processing is successful, the 15authentication
f eder ati on handihguiHian 2o Giapuiederat 1dre 2RAURTR cds ofefelef at i on
policy evaluation unit 209, a policy evaluation request for the service
request from t RFULEIST HRY 5 i38P ARLIARIBIC T dtedteitrItde’ R he user 1D

ired_in th . t 20ST17, that i the | dP t of th
oar | and the SERARE VISR HB IR Hel U HSATASAT 0P T o SEF on r equest
The aut henti catalhuocrhéneﬁdie iloqu%%q{%&go#%ennﬁ)ﬁl# itlgrﬁifce)iddéapt s information

necessary for the evaluation e aut Ica eration policies
203a through In step ST17, in response to a user authentication

request, the IdP authentication federation unit 207
performs log-in processing for the identification and

10 authentication of the user in accordance with the user
authentication request. In this log-in processing, the
IdP authentication federation unit 207 trénsmits a log-
in request to the user terminal 100 in accordance with
address information for the user terminal 100 in the

15 output user authentication request, and authenticates
the user ID and user authentication information
received from the user terminal 100 in accordance with
the user ID and the reference information in the IdP
user repository 201.

20 In step ST18, the IdP authentication federation
unit 207 reports, to the authentication federation
handling unit 208, a message of user authentication
completion including the user ID used in the log-in
-processing and the successful authentication when the

25 log-in processing in step ST17 is successful.

Consequently, the user authentication in step ST10

(ST11l to ST18) 1is finished.



steps ST22 to ST25. In step ST22, the authentication federation policy 43
eval uation unit 209 reads the user's service usage fromthe service usage
store 202 in accordance with the user ID and the service provider IDin the
policy evaluation request. However, step ST22 is omtted in the case of
5static policy evaluation described |ater. This also applies to step ST23.
Here, the service usage store 202 manages 42w information groups shown in
FIG 3. For exanple, as shown in the upper part of FIG 3, information
10regardi ng the usage of one or nore service provider devices 300 with

whi ch the | D provi deIndehéceullOnt edetabrsfodeaatisen pasisyi svallasedonFor
exanpl e, regarding a record in which the user IDin FIG 10 is user 0020,
SP(1) indicatesim serwiTE Unusted, s&P(Lye 15sage cehesuaeseavtcébiineuse,
SP(3) indicates a service suspended, and SP(N) indicates service use ended.
As shown in thelnbwerapben H1ld G@nQ, theeantintetiofit bger §edesragieach
service provider device 300, and the upper Iimt value of the nunber of
users who can (RRLIFHLS 24532 iR PFevi derLRYT ce2B00sake BEBFedMf bPeeach
service provider device 300. In, the esent enbodinent, with
reference to FW%Eégﬁnﬁ%c?%l%%sﬂ%%%r??bﬂ?n%gibﬁyt%%?fﬁﬁglﬁge?fFfFiEhﬁser
0001 and that t servi.ce ovi der, devi ce, 300 25requested by the user.is
SP(1) o S S, i ANRERT CRE TSN 1 BT oreOF £ oyt BHFTAL | on

unit 209 aCQUirf?bﬁr%%éﬁﬁgg%tﬁ%tgg%ﬁ§f%§d. A sequence diagram in

FIG. 17 and a schematic diagram in FIG. 18 are used in
the following explanation.

10 In step ST21, the authentication federation
handling unit 208 analyzes the message of user
authentication completion received in step ST18, and
ascertains that the log-in processing is successful.
When the log-in processing is successful, the

15 authentication federation handling unit 208 outputs, to
the authentication federation policy evaluation unit
209, a policy evaluation request for the service
request from the user. The policy evaluation request
includes the user ID acquired in the process of step

20 ST17, that 1s, the IdP account of the user, and the
service provider ID in the authentication federation
request.

The authentication federation handling unit 208
then collects information necessary for the evaluation

25 of the authentication federation policies 203a through
steps ST22 to ST25.

In step ST22, the authentication federation policy



44 managed by the service provider device 300 fromthe usage providing unit
308 in accordance with the user IDin the policy evaluation request.
However, step ST23 is not performed in the case 5where services of all the
ot her service provider devices 300 other than the service provider device
300 desired by the user are not used as in the present enbodinment. Wth
reference to FIG 3, a record having a uset31D user 0001 corresponds.
10Step ST23 is performed in the cases of user IDs user 0020 and user 1000
in FIG 3. These cases occur when not only information at the ID provider
but al so i nf or rata ue teragedi at 20 heresdier tservsee’ pr sgrdecedesbges £ 86f
shoul d be included as an eval uation index 150of the authentication
federation pol ity 203avicn exagpl stofethe2i bhoaomdrdanmanaged ahet heeot her
service provider devices 300 is a charge inposed when the user uses a
service, that I8} andisHiR-RseHCe apeovIHes, IPheni kherpation ehaluehanges

with tine is also included as 20an evaluatlon i ndex of the authentication
~ federation poI|Eﬁ%%?%ﬁkki@?¥%¥%&desﬁ?ﬁa%T% at®eBiEbAtr 6N FRedGAARI €L policy
: evaluath?) of the service use nanl acce?s control,

oy e L R e e L et Fas o e e o P fS e 200 e

current use co r its upper limt value nmay be managed. In
step ST24, the%gﬁiﬁ H?Iégt%% d%ratlon policy 45

Here, the service usage store 202 manages two
information groups shown in FIG. 3. For example, as
shown in the upper part of FIG. 3, information

10 regarding the usage of one or more service provider
devices 300 with which the ID provider device 200
federates on a user basis 1s stored. For example,
regarding a record in which the user ID in FIG. 10 is
user 0020, SP(1l) indicates a service unused, SP(2)-

15 indicates a service in use, SP(3) indicates a service
suspended, and SP(N) indicates service use ended. As
shown in the lower part of FIG. 3, the number of users
using each service provider device 300, and the upper
limit value of the number of users who can use this

20 service provider device 300 are stored for each service
provider device 300.

In the present embodiment, with reference to
FIG. 3, 1t is assumed from now on that the user ID is
user 0001 and that the service provider device 300

25 requested by the user is SP(1).

In step ST23, the authentication federation policy

evaluation unit 209 acquires the usage by the users



eval uation unit 209 reads the user attribute information 20l1a fromthe IdP
user repository 201 in accordance with the user IDin the policy evaluation
request. In the present enbodi ment, the user attribute 5infornation is as
shown in FIG 2. In step ST25, the authentication federation policy
eval uation unit 209 reads the authentication federation policies 203a from
the authentication federation policy stored203 in accordance wth the
service provider IDin 10the policy evaluation request. In the present
enbodi ment, a first authentication federation policy (policy for the use of
the SP(1)) 203aterassedilayethad sdrAice Pr&ridersdeehdead30a seamchheesul t
anong the authentication federation policies 203a in FIG 4. 15In step
ST26, when perfwsagagetéreidimgienpol 3¢y ewahaadroanceheinbt heat ieati dh
federation policy evaluation unit 209 judges whether to permt the

transmi ssion of1h Hg'@ Pt £@Y daYal BOBEOR nragedflance with whet her the
position and post in the user 20attribute information 20la read in step
ST24 conformto the PO¥PYEBn 8RBPposSE3i i BateBerhotRedalifhERE E46FoN

fed ti l'icy 203 d i t ST25. wh t he. i i
vl Uat | oh {hat"IEES THE CETUI &b Tbhge T roEiep 15518 BEFTbrkBd. 25pol | oy
eval uation is perforgediéd Gesor dance WLN-LDE! SETYLGe: NSpOse LbE YsE!

attribute information 201a, and the authentication federation policy 203aA
acquired in 4&ys8iensq P22 hSTber 3 SIP- used as in the present

embodiment. With reference to FIG. 3, a record having
a user ID user 0001 corresponds.

10 Step ST23 is performed in the cases of user IDs
user 0020 and user 1000 in FIG. 3. These cases occur
when not only information at the ID provider but also
-information managed at the other service provider

- devices 300 should be included as an evaluation index

15 of the authentication federation policy 203a. An
example of the information managed at the other service
provider devices 300 is a charge imposed when the user
uses a service, that is, a usage-based rate. Thus, the
information thét changes with time is also included as

20 an evaluation index of the authentication federation
policies 203a to enable dynamic access control (=
dynamic policy evaluation) of the service use by the
user. For the dynamic access control, not only the
aforementioned usage-based rate but also, for example,

25 the current use count of a service and its upper limit
value may be managed.

In step ST24, the authentication federation policy



Policy evaluation of the use of the SP(1) shown in the authentication
federation policy 203aA is described by way of exanple. Service use
conditions [1] to [4] 5are previously defined in the authentication
federation policy 203aA ([4] is not defined in the case of the static
policy evaluation), and it is ascertained as stated below that the
col |l ected service usage and user attributetinformation 20la satisfy al

t hese service 10use conditions. A service request fromthe user is :
permtted accordingly. [1] of the authentication federation policy
203aA: The aut herdliwatian dreterai9 are pdd | clye 208ar | andi cabeset hat t he
departnent to which the user belongs is X. In 15the neantinme, as shown in
FIG 2, the deparfomemtion vi0ldh fthen uslkee beEf ongsrirepdeiugey aliributes is
an "X departnent”. Therefore, the condition of [1] in the authentication
federation pol iasc@0¥nis whth sthediser ID if hefpehcauthahtaea®hon
federation policy 203aA: 20The aut hentication federation policy 203a

i ndi cat es that ¥98'%¥et i o 'Rt ehe €RRYIHRE Bhgsthe W§e¥na¥5519%5ﬁtine,

as shown _in FIG_2, the departnment to whic he, user bel ongs in the user
attributés is amfwz("rs‘%%ﬂ%’h"l.s ﬁ%r%}?%"f%,”fh}glébn%lition of [2] in the

25aut henti cation fedfgaéégn ?Pﬁéfgbﬁgi?uﬁﬁeégi%%%l§9'f%deraFé§§18§iiE9e

aut henti cati on federation %o e € au ntication ion

policy 203a indlgafese il A 30 ROSHs Ofnd NG s+ 1 SaeAYRI £EQe PE+ Nbgher
“than Z. In the neantinme, as shown in FIG 2, the post of the user is a "Z

post”. Thereforg;1ihfe£0onshid i OFoRftiS] abthéhe akt hent Feadd +oPidedesat tpn
policy 203a is satisfied.
store 203 in accordance with the service provider ID in

10 the policy evaluation request. In the present
embodiment, a first authentication federation policy
(policy for the use of the SP(1l)) 203aA associated with
A in FIG. 4 is read as a search result among the
authentication federation policies 203a in FIG. 4.

15 In step ST26, when performing the static policy
evaluation, the authentication federation policy
evaluation unit 209 judges whether to permit the
transmission of the service data 303a in accordance
with whether the position and post in the user

20 attribute information 20la read in step ST24 conform to
the position and post indicated in the authentication
federation policy 203a read in step ST25.

However, when the dynamic policy evaluation that
uses the service usage in step ST22 is performed,

25 policy evaluation is performed in accordance with the
service usage, the user attribute infofmation 20la, and

the authentication federation policy 203aA acguired in



5[4] of the authentication federation policy 203aA: The authentication
federation policy 203a indicates that the nunber of accounts being used is
not beyond the upper limt value. In the nmeantinme, as shown in FIG 3, the
use counts of the service is 10, and is not 10beyond an upper limt value
of 100. Therefore, the condition of [4] in the authentication federation
policy 203a is satisfied. As descri ded above, the collected service
usage and user attribute information 20la are used to perform 15t he

aut henti cati on federation policy evaluation fromthe service request from
the user in accoreancITaf t I8Tde previdiBsdy defi ned aut hentication
federation policy 203a. If it is ascertained that even one of the

af orement i oned condikdébisy isvabiatshen séf ethe thee reSuthe 20Bf 11 hehown in

authentication federation policy evaluation is rejected. In step
ST27, the aut hertd cattifom Flehdriat ofe gl a e vee ListY o0 3a t 1 209 Dk poes, to

t he aut hentication federation handling unit 208, a.polic val uat |
25resul t coan?ﬂrﬂf%fﬂ§jqﬁﬁﬂﬁ%ﬁir _ qu?l%ﬁ%xf%ﬂéiitﬁpé E%fi%? t@glyatipn
repl . Sanseduent v, Liie, Authentd £aL of, feder 2,00, PRLL CYon B SYRLURAON 11
policy 203aA ([4] is not defined in the case of the
static policy evaluation), and it is ascertained as
stated below that the collected service usage and user
attribute information 20la satisfy all these service
10 use conditions. A service request from the user is
permitted accordingly.
[1] of the authentication federation policy 203aA:
The authentication federation policy 203a indicates
that the department to which the user belongs is X. 1In
15 the meantime, as shown in FIG. 2, the department to
which the user belongs in the user attributes is an “X
department”. Therefore, the condition of [1] in the
authentication federation policy 203a is satisfied.
[2] of the authentication federation policy 203aA:
20 The authentication federation policy 203a indicates
that the section to which the user belongs is Y. 1In
the meantime, as shéwn in FIG. 2, the department to
which the user belongs in the user attributes is a “Y
section”. Therefore, the condition of [2] in the
25 authentication federation policy 203a is satisfied.

[3] of the authentication federation policy 203aA:

The authentication federation policy 203a indicates



In the account federation in step ST30, an account of the user is created
for the SP user repository 302 of the service provider device 300 in
accordance with 5the policy evaluation reply obtained by the authentication
federation policy evaluation (when the perm ssion of the transm ssion of
the service data is indicated). This enables the account federation between
the 1D provider device 200 and the servicel7l0provi der device 300 necessary

. as preparations for the SSO A sequence diagramin FIG 19 and a schematic

diagramin FIG 20 are used in the follow ng explanation. In step ST31, the
aut henti cati on fredertdte @rdiShandihequser ti208qehecks dhehpghecytiewal Bati on
~result included in the policy evaluation reply output in step ST27. Wen
.~ pernmitting the Berlicengayuess, ahestmmmein i EBEi o, federpesonohandéi ng unit
208 asks the IdP acqount\provishpni&g}unit 210 for an account 20federation
request incl udidffh HeS ser? I Shd t e &g 475 prlowvi eerdipionm ehelpblivy
eval uation request. Wen the policy evaluation result indjcates the
rejection of tHESAWAEE Uit 1GTATHMN Ot Hey sef ¥4 cbS uset i3t iedort ed
t Jth t inal 100._1n 25th I h h th | i
(0] e user erm na . exa e. sno ere e pollc
evaluatigh result indicatlest %r%?gé?%%?g%ﬁho%tgggegﬁﬁﬁo?opggéﬁyt%g?a?oklOM/
are descrlbed'The authentication federation policy 203a indicates
that the number of accounts being used is not beyond
the upper limit value. 1In the meantime, as shown in
FIG. 3, the use counts of the service is 10, and is not
10 beyond an upper limit value of 100. Therefore, the
condition of [4] in the authentication federation
policy 203a is satisfied.
As described above, the collected service usage
and user attribute information 20la are used to perform
15 the authentication federation policy evaluation from
the service request from the user in accordance with
 the previously defined authentication federation policy
203a. If it is ascertained that even one of the
aforementioned conditions is not satisfied, the result
20 of the authentication federation policy evaluation is
rejected.

In step ST27, the authentication federation policy
evaluation unit 209 outputs, to the authentication
federation handling unit 208, a policy evaluation

25 result comprising the judgment result in step ST26 as a

policy evaluation reply.

Consequently, the authentication federation policy



49 In step ST32, the IdP account provisioning unit 210 reads the
user setting rule 204a fromthe SP user setting rule store 204 in
accordance with the service provider ID (e.g. SP(1)) in the output account
5f ederati on. For exanple, when an account is registered in the service
provi der device 300, the user setting rule 204a includes item nanes of the
necessary user attributes (some of the ité® nanes of the user attributes)
required for each service provider device 10300. Here, it is assuned that
the 1dP account provisioning unit 210 reads sone of the item nanmes of the
user attribut esvasl uate arsem setan figf 23Ul SDUato ST27) jg LiebsmTd33, the 1dP
-account provisioning unit 210 acquires necessary user attribute information
(user 15attribute pak?idre iFFeRwRE i B EdRPR sthgS iR halesaRo?FESPBhdi ng

to some of the item nanes and item val ues ociated with the ite anmes in
the user attri ﬂﬁetrH%f‘b?r%tli%rFrﬂ?ltae rllth{ld&i% %%eu%%%\r,\é?&?%ﬁ?{é%pgggi ngstlo

the user IDiInt | dP._user reposi.tor 01. i ccor i of the
i tem names t hat®have been read in s ee% %Eljé?c%n%&?h%n u%cggﬁe?ﬁx\%‘%gtigggccount
federation requsal .o1icy eddl SeRST34 1§ Moot 4R &E00HNLPI OVi Si oni ng uni t
210 adds%an account T elg(fyster aa{thi onteJi nst%ﬁ:t% on to I%he‘:hgz)sg»acqui red user

attribute partigleddfordmiin tQisrfatdn afo BEEPURta T eder & | pih&eaiest
nmessage. For exanple, the I1dP account provisioning unit 210 associ ates the

50 kind of operg@idnoindibrd hef SPhaisefanaposs 1o Yo B02havi sdrihiee usetaaisri bute
partial information acquired in step ST33 targeted by the operation in
accordance w t hirah cperdit i orThig errfaclee Dpemedatooutte Prddizt bynt he SP
between the ID provider device 200 and the service
10 provider device 300 necessary as preparations for the
SSO. A sequence diagram in FIG. 19 and a schematic
diagram in FIG. 20 are used in the following
explanation.
In step ST31, the authentication federation
15 handling unit 208 checks the policy evaluation result
included in the policy evaluation reply output in step
ST27. When permitting the service request, the
authenticatibn federation handling unit 208 asks the
IdP account provisioning unit 210 for an account
20 federation request including the user ID and the
service provider ID in the policy evaluation request.
When the policy evaluation résult indicates the
rejection of the service use, the rejection of the
service use is reported to the user terminal 100. In
25 the example shown here, the policy evaluation result

indicates permission, and steps ST32 to ST37 that

follow are described.



5account provisioning unit 309, and thereby creates an SP account

- federation request nessage. As the account of the user is not registered in

t he service provider device 300 in the present enbodi nent, account
registration is specified as the kind of operation. 10Iln step ST35, the IdP
account provisioning unit 210 transmts the created SP account federation
request nessage to the service provider deypce 300 which is a transm ssion
source of the account federation request. The SP account federation request
nessage i s received 15by the SP account provisioning unit 309 in the

service provider deviges86f.ST32, thknigbepcSddbr pheviBiaeGeuntunit
provisioning unit 309 newy issues an SP-side user ID (user ID at the

service provi dezldeveees300¢ useacsetdangeruith2the recsri ved SP 28aecount
federation request nessage, and registers the SP-side user ID and the user
attribute partia¢thingnanionsBora 204t he accondantedwiahi bher eguestenessage
in the SP user repository 302 in association with each other. After the
regi stration, tRéOEFd?5a£@o&ﬁtgpr%BK§?bniﬁgthﬁiPUBEQtré66PP§tregistration

conpletion including the user IDin the registered user attribute partial

i nf or mat idn 302§?%ﬁ afh%nserE?EeeX%%pb?ovwg%P D PACPHBEs&PVFEELFFGYFder

device 300 to the | D provider devicg 208 whi ch '8 a Bransnissi n.source of
Prarddst. devred 30 ek :

Lvice PI ¥°Sh8®F&gi St rati on.

1 e Se 1 vic
t he account federafion Fequest® nmessage. %p

completion is repprtsgydt Pntigad 9P; AGHOHIh BT 8¥1 BhONHBGYDLE 218N the 1D

attributes (some of the item names of the user
attributes) required for each service provider device

10 300. Here, it is assumed that the IdP account
provisioning unit 210 reads some of the item names of
the user attributes as the user setting rule 204a.

In step ST33, the IdP account provisioning unit

210 acquires necessary user attribute information (user

15 attribute partial information) comprising item names
corresponding to some of the item names and item values
associated with the item names in the user attribute
information 20la including the user ID corresponding to
the user ID in the IdP user répository 201 in

20 accordance with some of the item names that have been
read in step ST32 and the user ID in the account
federation request.

In step ST34, the IdP account provisioning unit

210 adds an account registration instruction to the

25 acquired user attribute partial information to create
an account federation request message. For example,

the IdP account provisioning unit 210 associates the



provi der device 200. In step ST37, the 1dP account provisioning unit
210 outputs an account federation reply indicating the registration
conpletion to the authentication 10federation handling unit 208 when the
regi stration conpletion is reported. Consequent |y, the account
federation in step ST30 (ST31 to ST37) is finished. In the authentication
federation in.step ST40, the 15aut henticati®mn federation, that is, the SSO
is perforned between the I D provider device 200 and the service provider
device 300 after the end of the account federation. A sequence diagramin
FIG 21 and a sSchedratf coghk gt aon i in RiKe 2P aser usedos htdhe 202 ol omi ng

expl anat i on. In step ST41l, the authentication federation handling
unit 208 anal yzZes: tumeer estut tibhuce urket il t hef acgauhen f edevatédnineptgp
reported in step ST37. If the result is not problematic, the authentication
25f eder ati on handld rigp 0GR te @08y gt @Re kel @r Vi cRCERBERNER YhENsahvi ce
usage store 202 fromthe service unused to the service in use in_accordance
with the servi BRI fIFamPemy usertid Pkl tedayi iheedPstrati on

conpletiqn in the output account. feder ti? reply.. As result, in_ the
Service tsage STTETHORTIHES ULAGE o the wor vitd DhOUTaercHE9tes 300
requested by the usel,als £hANGSd 1 oA Des SeRYLSE UNUSRY {0 thESGRYI ce In
of the user is not registered in the service provider
device 300 in the present embodiment, account
registration is specified as the kind of operation.
10 In step ST35, the IdP account provisioning unit
210 transmits the created SP account federation request
message to the service provider device 300 which is a
transmission source of the account federation request.
The SP account federation request message 1s received
15 by the SP account provisioning unit 309 in the service
provider device 300.

In step ST36, the SP account provisioning unit 309
newly issues an SP-side user ID (user ID at the service
provider device 300) in accordance with the received SP

20 account federation request message, and registers the
SP-side user ID and the user attribute ‘partial
information 302a in the account federation request
message in the SP user repository 302 in association
with each other. After the registration, the SP

25 account provisioning unit 309 reports registration
completion including the user ID in the registered user

attribute partial information 302a and the service



use. ' In step ST42, the authentication federation handling unit 208
outputs, to the IdP authentication federation unit 207, an authentication
federati on 10execution request including the service provider ID and the
user IDincluded in the registration conpletion in the account federation
reply. In step ST43, the IdP authentication federation unit 207
i ssues an authentication federation |ID sha&fled 15between the service
provi der device 300 identified by the service provider IDin an
aut henti cation federati on execution request and the I D provider device 200
in response to ghevizidghel i Ccattlon edeiat i pnoekeent deniceqi@dtioandew it es
the authentication federation ID 20and the user IDin the authentication -
f ederati on execih iprviapresievine 2He wehpor b3 ya st vaagel smi on 205uipe
association with each other. In step ST44, the IdP authentication
federati on uni toR0herazgesntanfedsertion lbwoyeﬁi‘hcm@%ﬁi@@et he issued 25
aut henti cati on federatl on | D and the nane of an authentication nethod for
the log-in proc®&Sig Ferkor e i 1P &t Tpr BT W%%‘Pl%th%n%?%%ﬁ%ﬁ 53

federatiqn unlt 2 al enerates a di ltal si gnat u base

si gnat ur € generdt ?Er{be k%é/)P gan SR N Y Ui éf%r“f he %s% rti on
body. The IdP eg@datlon un|t 207 further creates the

5aut henticatio asser L?ié}é\g]on@?é ncl udi ng the assertion body and the digital

signature. In step ST37, the IdP account provisioning unit
210 outputs an account federation reply indicating the
registration completion to the authentication
10 federation handling unit 208 when the registration
completion is reported.

Consequently, the account federation in step ST30
(ST31 to ST37) is finished.

In the authentication federation in step ST40, the

15 authentication federation, that is, the SSO is
performed between the ID provider device 200 and tﬁe
service provider device 300 after the end of the
account federation. A sequence diagram in FIG. 21 and
a schematic diagram in FIG. 22 are used in the

20 following explanation.

In step ST41, the authentication federation
handling unit 208 analyzes the result included in the
account federation reply reported in step ST37. If the
result is not problematic, the authentication

25 - federation handling unit 208 updates the service usage
in the service usage store 202 from the service unused

to the service in use in accordance with the service



In step ST45, the IdP authentication federation unit 207 transmts an

“ authentication federation reply including the created authentication

assertion 207a to 10the service provider device 300 which is a transm ssion
source of an authentication federation request. This authentication
federation reply is received by the SP authentication federation unit 307
of the service provider device 300. 15In si2p ST46, the SP authentication
federation unit 307 extracts the authentication federation ID fromthe

aut henti cation assertion 207a in the authentication federation reply in
~response to thewecbider Iedendtilom weptyIDabdcimdedsinheegxstagtédn

aut henticati on 20federation ID and the user IDin the user attribute
partial infornedéran SOPen rbyi sheredtput t hAecSMustedeepbsdnorgr302 i Asstep
ST36 into the tenporary storage unit 305 in association with each other. In
step ST47, the SF&Rthenti®ations¢Ederat PoRISSEHPES 3092 vetiei BS2gReOE

t henti cati t hod d the digital sjgnat in.the authenticati
asserti on 207a V1 aUCHF tance: W HHEE S Bt e ¥ CATH GRS HERHOY hafie =84 and

the signature verification-key in the authentication assertion verification
ol 1 Gy The SP UtTHEURTERt S BT FElfer 30T DRI 507 udghs FPom Ehen
authentication agsertion 207a issued by the ID provider 5device 200 whet her

the verification result by the ID provider device 200 can be trusted, and
determ nes whether tpnpetsptsthe, trrasahcabApiehcibg sequtgeidata (service

provision) to the user. In the present enbodinent, all the verification
results are regai®rling unit 208 outputs, to the IdP authentication
federation unit 207, an authentication federation
10 execution request including the service provider ID and
the user ID included in the régistration completion in
the account federation reply.
In step ST43, the IdP authentication federation
unit 207 issues an authentication federation ID shared
15 between the service provider device 300 identified by
the service provider ID in an authentication federation
execution request and the ID provider device 200 in
response to the authentication federation execution
request, and writes the authentication federation ID
20 and the user ID in the authentication federation
execution request into the temporary storage unit 205
in association with each other.
In step ST44, the IdP authentication federation
unit 207 creates an assertion body including the issued
25 authentication federation ID and the name of aﬁ

authentication method for the log-in pfocessing

- performed in step ST17. The IdP authentication



10as proper, and the perm ssion of the transm ssion of the service data is
det er m ned. In step ST48, the SP authentication federation unit 307
i ssues an authentication token and wites the authentication token into the
tenporary storage unit 15305 in association with the authentication
federation I D when the permssion is determned in step ST47. In
step ST49, the SP authentication federati d® unit 307 outputs, to the
service data comruni cation unit 310, a service execution request including
the 20witten authentication token and the user ID which is associated with
t he aut henti catfede takiesh iunithe G enpbsaryersd oatage aindigBOsl vsaghdeure

aut hentication federation ID. In accordance with the output authentication
token, the serasedan twmadroation @Suniat 319 kewnnsmi the t key

aut hentl cation token in the service execution request and the service data
303a in the serstceagmtinist ot@d 303 the resepetriorrbedal 100 188 As
descri bed above, according to the present epbodiment, the authentication

f ederati on hancﬂ‘i‘ﬂbe‘h‘?ﬂcfatﬂ%‘ prefe Rl o Wikkt I%??)r%‘%ﬁté‘?rd%w%%e§oﬁh

i ntercepts the authenti cat tion federation uest. fromthe serV| ce, br ovi der

device 300 in rae‘étdber%tel‘f% 1He 3T Y e%éje%t“??]owjtrﬁ% Wierdt et he“Ler vi ce
provi der devi Cgﬁg&? ar?cﬁ‘%ﬂé‘dcgli f Qf%ﬂ@éfé’n of the transm ssion of the

service data 3 n accor dan e previously defined authentication

federation policy 208a. é’%[g“sﬂs 10t§e1y@segum@ﬁtwstmﬁnﬁgaé?aemohs
permtted, the user attr te informati-on 201a managed I n the D provider

device 200 is usetk toTredd st ACLOUitdnt Neatises fodeifeiSP Heply
repository 302 nmanaged in the service provider device 300. The | D provider
device 200 and including the created authentication assertion 207a to

10 the service provider device 300 which is a transmission
source of an authentication federatioh request. This
authentication federation reply is received by the SP
authentication federation unit 307 of the service
provider device 300.

15 _ In step ST46, the SP authentication federation
unit 307 extracts the authentication federation ID from
the authentication assertion 207a in the authentication
federation reply in response to the account federation
reply, and writes the extracted authentication

20 federation ID and the user ID in the user attribute
partial information 302a registered in the SP user
repository 302 in step ST36 into the temporary storage
unit 305 in association with each other.

| In step ST47, the SP authentication federation
25 unit 307 verifies the authenticaéion method name and

the digital signature in the authentication assertion

207a in accordance with the authentication method name



15t he service provider device 300 then each perform conventi onal

aut hentication federation processing, and a desired service is provided to
the user fromthe service provider device 300. Therefore, even if the
account of the user is not 20registered in the service provider device 300,
the perm ssion of the transm ssion of the service data 303a is
automatically judged by the service requesi4d fromthe user, that is, by the
timng of the execution of the SSO in accordance with the authentication
federation 25policy 203a previously defined at the I D provider device 200.
Consequent |y, szaddEss sieyvattereseecafi bet psovkeeditothde user in a
nonmanual manner w thout the 56 need for nuch tine. In service use

provi ded under authetridattoh edvseonhentveuchiestioe poteepet , ThheSP
processing flow fromthe application of service use to single sign-on 5is
aut omat ed i n ackWriRMeECah 1or t Frdpravi Qustyide?? hetivdge i E€CTsE ol i cy and
- the usage of the service, so that the user_cap snoothly start service use.

<Second Enbodi rédfitientication asseriygn 207 £3R0AY R¥bbAF mbRt PTSVHESEri bed
W th 10resfer encc?exglocet k?O(?fv%‘eet gltitneedvg£§¥\ig§§ion result by the ID
provider device 200 can be trusted, and determines
whether to permit the transmission of the service data
(service provision) to the user. In the present
embodiment, all the verification results are regarded
10 as proper, and the permission of the transmission of
the service data is determined.

In step ST48, the SP authentication federation
unit 307 issues an authentication token and writes the
authentication token into the temporary storage unit

15 305 in association with the authentication federation
ID when the permission is determined in step ST47.

In step ST49, the SP authentication federation
unit 307 outputs, to the service data communication o
unit 310, a service execution request including the

20 written authentication token and the user ID which is
associated with the authentication token in the
temporary storage unit 305 via the authentication
federation ID. In accordance with the output
authentication token, the service data communication

25 unit 310 transmits the authentication token in the
service execution request and the service data 303a in

the service data store 303 to the user terminal 100.



The second enbodinent is a specific exanple in which step ST23 according to
the first enbodinent is perforned. In the exanpl e described here, the user
of the user term nal 100 which has transmtted a service 15request is
~already using various other service providers and newl y uses anot her
service provider. In this case, in step ST23 according to the first
enbodi nent, the charge for the use of eachbService provider being used by
the user is used as an index of 20the authentication federation policy

eval uation, and an upper |imt value of the use charge is previously
defined for the aut hesntdeattdped eglevad) oacpokdtyg203athe. grespdl of Cin
FIG 4). As aresult, the new use of another service provider is rejected.
25Accor di ngly, embahomntn fha apdenthecashge SederaBidnofiandéiservnte
provi der device 300 stores the user |ID and the use_charge accunul ated for
the service in 287 REXViG¢ed hin gy 1R ePhanageredtviadl 20804atehacaBEsci ati on
w th each other. The usage providing unit 308 has a function to
search the usadd'StHH e S0 FHCHER o APERT PR T EHECBS e THRD- PR 8SH¥ECBhar ge

t i i t . th h t i i t
(ransit 59 on " SeSL L EsPOnSd LN, USs chol ge (Lans sl on oSt
| D id devi i di dth

D provider dov oy 200, 4. STAO%, I 2Pl BELYAIDD dryee, changeega e

devi ce 200, onejplgddie ithentd cafdon, oot al oROLLELRSo 2088, T 0 the
aut henti cati on Tederation policy store 203 indicates, In association with
the service praddercd Riatd€303a in accordance with the previously
defined authentication federation policy 203a. When it
10 is judged that the transmission is permitted, the user
attribute information 20la managed in the ID provider
device 200 is used to create an account of the user for
the SP user repository 302 managed in the service
provider device 300. The ID provider device 200 and
15 the service_provider device 300 thén each perform
conventional authentication federation processing, .and
a desired service is provided to the user from the
service provider device 300.
Therefore, even if the account of the user is not
20 registered in the service provider device 300, the
permission of the transmission of the service data 303a
is automatically judged by the service request from the
user, that is, by the timing of the execution of the
SSO in accordance with the authentication federation
25 policy 203a previously defined at the ID provider

device 200. Consequently, seamless service use can be

provided to the user in a nonmanual manner without the



15positions and posts of the users to whomthe service provider device 300
identified by the service provider IDis permtted to transmt the service
data 303a, and the upper |imt value of the use charge to the user (e.g.,
[4] of Cin FIG 4). 20The authentication federation policy evaluation unit
209 further has a function to transmt the use charge transm ssion request
including the user IDto the service provider device 300 identified by the
service provider IDin accordance with the user I D and 25the service
provider IDin the policy evaluation request transmtted fromthe

- aut henti cation heeér &vronubandimag unit 208, and receive the use charge

reply 58 including the user ID and the use charge fromthe service

provi der device 300. ITheeretetvedeupeorhdedeundgrbe wisttrebuitetio t he user
use managenent table 202a in the service usage store 202 in association
with the Suser $BaReNTRt serGhcas prloi dekerDehs ShewarpaeFpGng241okut does

not necessarily_have to be witten. The af orenenti oned transm ssion
perm ssi on j udghEt® FumciPBhieftiee afit eRYicat eR Fedetagisnspeniey

| uat i it, 209 f ti t when, t 10 iti t f
The. user & and (o TRRGReF T 11 VAT TR 7t RV bes. ERar GEo4F 6UPhel JARGTFH t he
thenticati i { 2 d t Lcati
Federat i on pol 185" ol of 208 | totie” whet oy T6oRer i E 1T heot Finat o0 on of

the service datg, 153032 iife ACEOK dANGSE M b hshpt her {heepgsktion and post in
the user attribute information 20l1a read fromthe 1dP user repository 201

conformto the positkgacand pastdimdheated in the read policy information
and in accordance with whether the use charge in the use

Next, the second embodiment is described with
10 reference to the aforementioned drawings.

The second embodiment is a specific example in
which step ST23 according to the first embodiment is
performed. 1In the example described here, the user of
the user terminal 100 which has transmitted a service

15 request 1is already using various other service
providers and newly uses another service provider.

In this case, in step ST23 according to the first
embodiment, the charge for the use of each service
provider being used by the user is used as an index of

20 the authentication federation policy evaluation, and an
upper limit value of the use charge is previously
defined for the authentication federation policy 203a
{e.g., [4] of C in FIG. 4). As a result, the ﬁew use -
of another service provider is'rejected.

25 Accordingly, as shown in FIG. 23, the uéage store
304 of the service provider device 300 stores the user

ID and the use charge accumulated for the service in



- 20charge reply received fromthe service provider device 300 conforns to
the upper Iimt value of the use charge indicated in the read policy
information. Here, in the present specification, whether to permt the
transm ssion of the service data 303a is not 25only judged in accordance
with the position and post indicated in the read policy information as
descri bed above but may al so be judged in atcordance with whether 59 the
read user attribute information, the kind of service to be used by the
user, the operation to be perfornmed for a service by the user, and

envi ronnent al coseliin oantse afsdéheussanafagendret exalcld | dddof ia service
5conformto the read policy informati on and in accordance with whether the
use charge in tdesecic iy wiseh cdrelyeotlepty conforns to the upper limit
val ue of the use charge indicated in the read 80| icy information. 10Next,
the operation of thel2@ithedd¢ cRiPbohdirderatt odl8yBREnfhAVNAGIPAetabove
~configuration is descr.ibed naingg?mﬁth'é ference t w, the

FIG 17. No
user authentication nt}_%? PSS %Tl%?c?gg?)%?? o‘f”rrE}a_ HRe JBSEFi bed
chovel 1810 ey eycaton Letrat on el oy syl on, B aigp, ST20.

step ST2T (policy ev i on r'eques P Service

usage) are then jperfor Bk a5 deserdpeds 8bOVeequest including the user
ID from the ID provider device 200, and transmit, to
the ID provider device 200, a use charge reply
including a use charge and the user ID obtained by the

10 search.

Meanwhile, in the ID provider device 200, one of
the éuthentication federation policies 203a in the
authentication federation policy store 203 indicates,
in association with the service provider ID, the

15 positions and posts of the users to whom the service
provider device 300 identified by the service provider
ID is permitted to transmit fhe service data 303a, and
the upper limit value of the use charge to the user
(e.g., [4] of C in FIG. 4).

20 The authentication federation policy evaluation
unit 209 further has a function to transmit the use
-charge transmission request including the user ID to
the service provider device 300 identified by the
service provider ID in accordance with the user ID and

25 the service provider ID in the policy evaluation
request transmitted from the authentication federation

handling unit 208, and receive the use charge reply



In step ST23, the authentication federation policy 20eval uation unit 209
transmts a use charge transm ssion request including the user IDto the
service provider device 300 identified by the service provider IDin

accordance with the user ID and the service provider ID in the
policy evaluation request transmtted fromthe 25authentication federation
handl i ng unit 208. The usage provi did¥g unit 308 of the service

provi der device 300 searches the usage store 304 in 60 accordance with the
user IDin the use charge transm ssion request, and transmts, to the ID
provi der devi cani@dianqsheharge Iepnd itod e gclause Themgenand t he user
| D obtai ned by the search. 5The authentication federation policy eval uation
unit 209 of theauyigrcowahsri drayidey oD T:Eei VERS tIRCYSEEEha?gechaply. Step
ST24 (search for the user attribute information 20la) and step 5T25 (search
for the 10aut h&MY &ft i"or FeierdtiorF oI YL 2032 "R Heetor kel as2 @elcri bed
above. However,, tQ&TauthenIication federalﬁ&y POlng 203a, | ncl udes the
upper linit valide et%ﬁ§%kﬁ?(ﬂﬁﬁ%ﬁ15tore n associlation with the

5 user ID and the service provider ID as shown in
FIG. 24, but does not necessarily have to be written.
The aforementioned transmission permission

judgment function of the authenticaﬁion federation
policy evaluation unit 209 has a function tc, when the

10 positions and posts of the users and the upper limit
value of the use charge are included in the
authentication federation policy 203a read from the
authentication federation policy store 203, judge
whether to permit the transmission of the service data

15 303a in accordance with whether the position and post
in the.user attribute information 20la read from the
IdP user repository 201 conform to the poéition and
post indicated in the read policy information and in
‘accordance with whether the use charge in the use

20 charge reply received from the service provider device
300 conforms to the upper limit value of the use. charge
indicated in the read policy information.

Here, in the present specification,lwhether to

permit the transmission of the service data 303a is not

25 only judged in accordance with the position and post
indicated in the read policy information as described

above but may also be judged in accordance with whether



In step ST26, when the positions and posts of the 15 users and the upper
limt value of the use charge are included in the authentication federation
policy 203a read fromthe authentication federation policy store 203, the
aut henti cati on federation policy evaluation unit 209 judges whether to
permt the transm ssion of 20the service data 303a in accordance with

whet her the position and post in the user ®tribute information 20la read

. fromthe 1dP user repository 201 conformto the position and post i ndicated
in the read policy information and in accordance w th whether the use
25charge in t hechserehdrgeer ept yr ileces vedr b roat Lt be, SErwi rengr eyi der devi ce
300 conforns to the upper limt value of the use charge indicated in the
read policy 6lser¥beeratd dme used by Prloeesseéng thme sopprST23n( pol bey

eval uation reply), the account federation in step ST30 (ST31 to ST37), and
t he aut henti catRORtPEMRE af¢ore | Te BT bpe STMOtiSTUder o SST4ORvi hanméothbw ar e
performed as described above. As _descri bed above, according to the
present enbodi MEMRITEHN Dt hi g oicdF PR Ehansneeerbpn oPft AeSSEVYFee data

can al so .be judged.in accordance wth the use charge to the user, in

addi tion o theégoarbf\/%tlﬁ”t1 }goeot[f%e 15%?4\”6%?%1%360%)?%??@3? Cth&"Fi +8t enbodi ment.
Thus, the auth i i f i licy 203a s introduced, and the
dynanicalIy_chgﬁg%ﬁgﬁéﬁgif@gﬁﬁggggnﬁgﬁdgéd %?et$%9 %?p+%v?%%rf%%9f833200

T e ser 5 e SRR OO o o, B St oo
control of servire wse.cHdr@ddiddmtdd thecfd rsiaenbodiapnt, a service
information.

10 Next, the operation of the authentication
federation system having the above configuration is
described mainly with referehce to FIG. 17.

Now, the user authentication in step STlO (ST11 to
ST18) 1is performed as described above.

15 In the authentication federation policy evaluation
in step ST20, step ST21 (policy evaluation request) and
step ST22 (search for service usage) are then performed
as described above.

In step ST23, the authentication federation policy

20 evaluation unit 209 transmits a use charge transmission
request including the user ID to the service provider
device 300 identified by the service provider ID in
accordance with the user ID and the service provider ID
in the policy evaluation request transmitted from the

25 authentication federation handling unit 208.

The usage providing unit 308 of the service

provider device 300 searches the usage store 304 in



can be snoothly used, and convenience is thereby inproved. Conversely,

- wasteful service use is not 20preferable for profit-oriented organi zations
- such as conpanies. It is therefore preferable to provide a structure to

dynam cally and flexibly control the managenent of use in accordance with

the service usage at the user or organization |level. The present

25enbodi nent and the third enbodi nrent enabf® an authentication federation

system conpri sing such a structure. 62 <Third Enbodi nent > Next, the

third enbodinent is described with reference to the aforenentioned

drawi ngs. The taccdreabodi webh tseanstherDspacthecusxagphegbi n which step

ST23 according to the first enbodinent is perfornmed. In the exanple

descri bed here,ttaessesvice pegueder dedi tceaBbffitecetvesha mBwpseriidee

request when the nunber of users using services has reached the upper limt

val ue. 10That idevide 8@, counseofhaheeseeplreipebvildes fsugsedhasgan i ndex

of the authentication federation policy evaluation, and additional

condi ti ons for @M@ E%%ru%%ﬁn¥Dmﬁ%gaé&%@eﬁynbh?héeﬂﬁﬁér linit value are

proovi ously defined for the authenticalion federalion, 15policy 2038 (e o

unit 209 of the ID provider device 200 receives the use
charge reply.
Step ST24 (search for the user attribute
"information 20la) and step.ST25 (search for the
10 authentication federation policy 203a) are performed as
described above. However, the authentication
federation policy 203a includes the upper limit value
of the use charge.
In step ST26, when the positions and posts of the
15 ~users and the upper limit value of the use charge are
included in the authentication federation policy 203a
read from the authentication federation policy store
203, the authentication federation policy evaluation
unit 209>judges whether to permit the transmission of
20 the service data 303a in accordance with whether the
position and post in the user attribute information
20la read from the IdP user repository 201 conform to
the position and post indicated in the read policy
information and in accordance with whether the use
25 charge in the use charge reply received from the
service provider device 300 conforms to the upper limit

value of the use charge indicated in the read policy



defined additional conditions are as follows: If there is an idle user
“managed in the I D provider device 200, the account of the idle user nmanaged
in the service provider device 300 is deleted or invalidated, and an
200bl i gation condition for the registration of the account of a new user is
defined (e.g., [obligation condition] of [4] of Bin FIG 4). Thus, the
aut hentication federation policy 203a conpélses the obligation condition
that a vacant space resulting from 25the invalidation of the account of the
idle user is allocated to the account of the applicant user when the use
count has exceefleflothetupper limt value. This 63 allows quick start of
service use according to need that suits the usage in the ID provider even
if the use count hasPerceededgt ie apper STRiti t(pealicy. evaloaféonwaegdy)one of
the authentication 5federation policies 203a in the authentication
f ederation polithesaoreund3feddreaies, innsaspoélali sATWLt Kot RE3der vped
provider 1D, the positions, and posts of the users to whomthe service
provi der deV|cet§©03PHEﬁFF¥F%HlBQ fﬁ€e§@F%PEelﬁr5§FHe§Tﬁ9 i(STA&rfPtted to

predet or nf ned- o 11 BhgBre bef POCFT BHFt RE- T AEPotare GF aga™td. eﬁ?fs?iiéﬁ? ]
anong the users mhen % §698995590£b8§8rsagggr§x§§e?§dtkge fimt
at’| trri

val ue, and the invalil on o he usef a partl ornatlon

302a for the Pr EREO4 i Haft (€h9 per#4L895n oEntEéGtrﬂ%smIggl Hug?eEh@f

users" referred to here neans a val ue equal to the "current use count” in
the service usagersteeedz202. cACoIdbnglY;uage8hounathokbncd5withetusage

store use charge té the user, in addition to the advantageous
10 effects according to the first embodiment.

Thus, the authentication federation policy 203a is
introduced, and the dynamically changing service usage
managed at the ID provider device 200 and the service
provider device 300 is handled not on a user basis but

15 on an ID provider basis. This enables strict
authentication federation and control of service use.

In addition, in the first embodiment, a service
can be smoothly used, and convenience is thereby
improved. Conversely, wasteful service use is not

20 preferable for profit-oriented organizations such-as
companies. It is therefore preferable to provide a
structure to dynamically and flexibly control the
management of use in accordance with the service usage
at the user or organization level. The present

25 embodiment and the third embodiment enable an
authentication federation system comprising such a

structure.



20304 of the service provider device 300 stores, in the user use managenent
tabl e 304a, |ast use date information including the user ID and the | ast
use date that indicates the |ast date of the transm ssion of the service
data 303a, in addition to the stored contents 25descri bed above. The
usage providing unit 308 has a function to transmt the | ast use date
information in the usage 64 store 304 to é¢he ID provider device 200 in
response to a | ast use date transm ssion request fromthe | D provider
devi ce 200. Meanwhil e, the authentication federation policy 5eval uation
unit 209 of the I D peoMiderredByieRer09 has, in addition to the
af orenenti oned functions, a function to read the use count and the upper
limt value fromtheNsetyi tReushgedseémbed2i@ntniacaesdanpedwwtiiht heservi ce
provider IDin a policy evaluation request 10output fromthe authentication
f ederati on handféfgremie 208thandferémectionetodtawnsgst the | ast use date
transm ssion request to the service provider device 300 identified by the
servi ce provider |D Theatkbrdapnseodinanthéssapgiberppperdéicl Bxpaptlke

out put policy 1beval uati on request and receive the |ast use date ,
i nformatidn frohf t'HLSRrITeR PFovi Yeroudvieet 0B TherFecePhed I "gEE dSe

d i nf i b i i h ble.202a i
the servi ce usage STOTE 20257 e S CORPE F brotr ChiTRE USBF” | DIAnRoFRACS
20service prov'ﬁ%%viééﬁsdéyfgg 5@0F}é%eggesbgtng86§e99icgegga§gg£|%hggve to

be witten.
the number of users using services has reached the

upper limit value._

10 That is, the use count of the service provider is
used as an index of the authentication federation
poliéy evaluation, and additional conditions for the
user count when exceeding the upper limit value are
previously defined for the authentication federation

15 policy 203a (e.g. [4] of B in FIG. 4). The previously
defined additional conditions are as follows: If there
is an idle user managed in the ID provider device 200,
the account of the idle user managed in the service
provider device 300 is deleted or invalidated, and an

20 obligation condition for the registration of the
account of a new user is defined (e.g., [obligation
condition] of [4] of B in FIG. 4). Thus, the
‘authentication federation policy 203a comprises the
obligation condition that a vacant space resulting from

25 the invalidation of the account of the idle user is
allocated to the account of the applicant user when the

use count has exceeded the upper limit value. This



~~ The af orenentioned transni ssion per m ssion judgnment function of the

aut hentication federation policy evaluation unit 209 has a function to,
when the 25positions and posts of the users, the presence of a user who has
passed a predeterm ned or |onger period when the upper Iimt value of the
use count is 65 exceeded, and the invalidation of the user attribute
partial information 302a for the present usgr are included in the

aut henti cation federation policy 203a read fromthe authentication
federation policy store 5203, judge whether to pernmt the transm ssion of

t he service datal BO3a quiakcstdancer wséhvibet iee tbeopashyi 08 asddpost in
the user attribute information 20l1a read fromthe |IdP user repository 201
conformto the posttsontanthpossagadicated [D pheviead &0aut héntheatisen
federation policy 203a and in accordance with whether the [ast use date in
the | ast use dateunhfbasaeckorcdedethveduppem Lheisevelee. provi der device 300
by transmtting the |last use date transm ssion request to the service

provi der device 300 %ﬁeﬁtbﬁé vWeedspconnt ofehbef ppRPEREisaEkPBe usage store

202 has exceeded the up imt value read fromthe service usage store
202 confatmto ?%%eﬁ?Eﬂg ePﬂ%h%He%egg%ﬂ A Fh% ?%Eﬁeaﬁ%ﬁ%E%PEatlon

federation poli t he, operation_of

. : fg 203 5 b io er ?a I t a on
authenti cati on federarton f%g fle 3%69% edhf FJurarPohars
gﬁfﬁ;h??gagﬁbﬂllhygighés§§%$?%$fﬁp? §§ﬁ8¥ fst%%r?%?%%dégg §§§2PPBE8 above.
25 n the authend# caté ons & £4EF AL108M POAL CYe BYBLYALEQP  der device 300

identified by the service provider ID is permitted to

10 transmit the service data 303a, the presence of a user

who has passed a predetermined or longer period from
the last date of use to the present among the users
when the number of users has exceeded the upper limit
value, and the invalidation of the user attribute

15 partial information 302a for the present user (e.g.,

[4] of B in FIG. 4). The “number of users” referred to
here means a value equal to the “current use count” in
the service usage store 202.

Accordingly, as shown in FIG. 25, the usage store

20 304 of the service provider device 300 stores, in the

user use management table 304a, last use date
information including the user ID and the last use date
that indicates the last date of the transmission of the
service data 303a, in addition to the stored contents

25 described abeve. 

The usage providing unit 308 has a function to

transmit the last use date information in the usage



in step ST20, step ST21 (policy evaluation request) and step ST22 (search
for service usage) are then perfornmed 66 as descri bed above. In step ST22,
the use count and the upper limt value are read fromthe service usage
store 202 in accordance with the service provider IDin a policy evaluation
request. 5In step ST23, the authentication federation policy evaluation
unit 209 transmts a |last use date transm 6&ion request to the service
. provider device 300 identified by the service provider ID in accordance
with the user ID and the service provider IDin the 10policy evaluation
request output ftornetBedauvbhenti ratpoovieader aeivoaehandl ing redibbn2@8roThe
usage providing unit 308 of the service provider device 300 transnits the
| ast use date iafbasttusa datéherasagésstioner8deso fheml Bhpr adi der
15device 200 in response to the |l ast use date transm ssion request.
The aut henti catboaviederdevonepdPPey eval uation unit 209 of the I D provider
devi ce 200 receives the last use date information. 20Step ST24 (search for
the user attribute iMe8Pwatien ECEa?U5ﬁ6n§ﬂéBt$T25fégééﬁ@hopopotH@Y

.'.authentlc tion federation polic 03 re t hen erfor d. as i bed
above. ver, eYﬁguﬁﬁfﬂ%nﬁPﬁﬁtggﬁ ﬁt?Bnp58 ?rz §¥lFﬁdg§§t 8S7in

25aSSOCIatI0n h e, servjce rov der t he sitions and posts.of the
users to whom t é sé?%?%gnp#%vF er 85?%%n568ne8e9 h |e8n5y ?h§u§8§§|ce

provider IDis to read the use count and the upper limit value from
the service usage store 202 in accordance with the
service provider ID in a policy evaluation request
10 output from the authentication federation handling unit
208, and a function to transmit the last use date
transmission request to the service provider device 300
identified by the service provider ID in accordance
with the service provider ID in the output policy
15 evaluation request and receive the last use date
. information from the service provider device 300. The
received last use date information may be written into
the user use management table 202a in the service usage
store 202 in association with the user ID and the
20 service provider ID as shown in FIG. 26, but dééé not
necessarily have to be written.

The aforementioned transmission permission
judgment function of the authentication federation
policy evaluation unit 209 has a function to, when the

25 positions and posts of the users, the presence of a
user who has passed a predetermined or longer period

when the upper limit value of the use count is



67 permtted to transmt the service data 303a, the presence of a user who
has passed a predeterm ned or |onger period fromthe | ast date of use to
the present anobng the users when the nunber of users has exceeded 5 the
upper limt value, and the invalidation of the user attribute parti al
information 302a for the present user (e.g., [4] of Bin FIG 4). In step
ST26, the authentication federation policyg®gval uation unit 209 determ nes
whether to permt 10federation in accordance with the authentication
federation policy indicated by 203aB in FIG 4. If the positions and posts

of the users, t&ecps@sencen@f theUsetaWh@abasnpassedeaupeedatertibaed or
| onger period when the nunber of users has exceeded the upper limt

15val ue, and theartwal i tatdéomadiohhBoBsefoat thebptespatt lakri ater mati on
302a for the present user are included in the authentication federation
policy 203a reatn¢loned hin aubbeatibant dnateder &edenapobhcpostoye2203,
whether to permt the transm ssion of the service 20data 303a is judged in
accordance wi t hrodet Fepmt hiee padthephliandiposfefdarahéonseplacr pbatre
information 201a read fromthe | dP user re ositorgﬁZOl_conforn1to t he

posi tion And postsi ntifidt e ehet P RETELE hEREI ERRT BRIP4 AP 0h ol i cy
203a and in accordance 25w t ether the last use date jn_t | ast use
date |nformati ohts CEGT VAR T r R e e Seror E8eBrbv bR HBGFEEX3b6by
transmtting t&?%%gé%%ﬁ‘s ﬁ;&gs FANSPhLEsLoD, 8BLEAYER 1L LAG 8R! ce
provi der devic en use
20la read from the IdP user repository 201 conform to
the position and post indicated in the read
10 authentication federation policy 203a and in accordance
with whether the last use date in the last use date
information received from the service provider device
300 by transmitting the last uée date transmission
request to the service provider device 300 when the use
15 count read from the service usage store 202 has
exceeded the upper limit value read from the service
usage store 202 conform to the predetermined period in
the read authentication federation policy 203a or a
longer period.
20 Next, the operation of the authentication
federation system having the above configuration is
described mainly with reference to FIG. 17.
Now, the user authentication in step ST10 (ST1ll to
ST18) is performed as described above.
25 In the authentication federation policy evaluation

in step ST20, step ST21 (policy evaluation request) and

step ST22 (search for service usage) are then performed



count read fromthe service usage store 202 has exceeded the upper limt
val ue read fromthe service usage store 202 conformto the predeterm ned
period in 5the read authentication federation policy 203a or a | onger
period. In step ST27 (policy evaluation reply), the authentication
federation policy evaluation unit 209 returns an evaluation result with an
obligation 10condition that "the SP accoun¢6of the user who has used no
services for over half a year is invalidated" fromB[4] in the

aut hentication federation policy 203a in FIG 4 to the authentication
federati on handis ngeswiib@88abavaddi thostep bhe2petAesssencguvenaby the
15aut henti cation federation policy evaluation unit 209. At the sane tine,
the user |ID of the wseertbibeti vyabédatedresdaksomasbegnedvtioet heage

eval uation result. Processing in the account federation in step ST30
(ST31 to ST37) sieire he0Zutheattendanpefedehathensenv2ost pposider(SP41int o
ST49) that followis perfornmed as described above. As a condition is

i ncl uded as the? vl @Y i dnateatienofeguestut henticati on federation policy

in the present enbodinent, the follown rocessing i dded . to step ST33
(search fbr the userI§5§F?PiBagé'iEP%rﬁgFBSHfl&ﬁalgpe%e%?§&t€PPaﬁ§ﬁF§§ion

of SP account feger ati oty rSQessogeEsaYehs ¢ B LS1astN,8LeR,$133, the IdP
account provi sioning
transmission request to the service provider device 300
identified by the service provider ID in accordance
with the user ID and the service provider ID in the

10 policy evaluation request output from the
authentication federation handling unit 208.

The usage providing unit 308 of the service
provider device 300 transmits the last use date
information in the usage store 304 to the ID provider

15 device 200 in response to the last use date
transmission request.

The authentication federation policy evaluation
unit 209 of the ID provider device 200 receives the
last use date information.

20 Step ST24 (search for the user attribute
information 20la) and step ST25 (search for the'
authentication federation policy 203a) are then
performed as described above. However, the
authentication federation policy 203a indicates, in

25 association with the service provider ID, the positions

and posts of the users to whom the service provider

device 300 identified by the service provider ID is



69 unit 210 searches for attribute information necessary to invalidate the
account of the user to be invalidated, in addition to the user attribute
information. In step ST34, the I1dP account provisioning unit 210 creates an
account federation request nessage with an account update instruction to
i nval i date the account of the user to be invalidated as well as user
attribute partial information and an accougt registration instruction for
t he user. 10As descri bed above, according to the present enbodi nent, in
addition to the advantageous effects according to the first enbodi nent, an
obligation condpérmpttbatta vasaphigspaee sesultengatrososhe iheal i dation of
the account of the idle user is 15allocated to the account of the applicant
user when the useesennt bésaexseedeHot hesuppeseli a predktuerminadded to t he
aut henti cation federation policy 203a. This configuration allows a quick
start of servickougerthatrisdi fsomhehasageti datheofDuprotidéheepaersiehtt he
use 20count has exceeded the upper limt val ue. In the configuration
accordi ng to ata2neBgt tbaeusershehenrbblrnmerinbedesér Pbedsabaveexrcheded

aut hentication federation_policy store 203 and, the_authentication
federati oh poIiE?eeVBPEEt%EﬂlEnYFl?EQ are prévindaligassprupll Fig gper

of tho users 1o AROHPERS BBFUEb BAT B08AC"S Jper o PEoBRBo b T AnaNFEL od
Zgrs{gestoreq i?etgflaﬁgpeg%igaghop &gdg;@tion policy store 203 for each
provi der "I D." The  aut henticatron féderation policy evaluation unit
209 judges whether tenpgegpt sthe, tEaRSALSPLARiCELEBE federation policy
evaluation unit 209 determines whether to permit
10 federation in accordance with the authentication
federation policy indicated by 203aB in FIG. 4. If the
positions and posts of the users, the presence of a
user who has passed a predetermined or longer period
when the number of users has exceeded the upper limit
15 value, and the invalidation of the user attribute
partial information 302a for the present user are
included in the authentication federation policy 203a
read from the authentication federation policy store
203, whether to permit the transmission of the service
20 data 303a is judged in accordance with whether the
position and post in the user attribute information
20la read from the IdP user repository 201 conform to
the position and post indicated in the read
authentication federation policy 203a and in accordance
25 with whether the last use date in the last use date

information received from the service provider device

300 by transmitting the last use date transmission



5service data 303a in accordance with whether the position and post in the
read user attribute information 20l1a conformto the position and post
indicated in the read authentication federation policy 203a. It is thereby
possi ble to determ ne whether to 10permt service use in a nonnmanual nmanner
when perform ng account registration and federation in the process of the
SSO. In addition, a conventional daf@® processing systeminvolves the
task of checking that a service provider 15does not hold information
sufficient to register an account and requesting deficient user attributes
froman | D proviegiiesTheo ctieeksandi ceqpuestiace daniatél gopewhennetde aet he
ot her hand, in the configuration according 20to at | east one of the

enbodi nent s, theoant hemad chtorontiedeearion pohgeys08a £82phewi ously
stored, so that the conventional nmanual check and request are elim nated.
The method desce¥®eeded the wpbodi hERLt cuplapssedd DEeMokbE FAr#Eiseor age
medi um such as a magnetic dISk (floppyTM di sk, hard disk, aqr the like), an

optical disk (CEERER SEME #f2 t%%“f?k%)to at haghesde bprnearddpskiod1in( vy ,

or 3 semgonduct or NEnpry, as. 2 PLOOTAM ¥OLEN, €81, b, £XEGubEY, by, a, conput er

longer period.

In step ST27 (policy evaluation reply), the
authentication federation policy evaluation unit 209
returns an evaluation result with an obligation

10 condition that “the SP account of the user who has uséd
no services for over half a year is invalidated” from
B[4] in the authentication federation policy 203a in
FIG. 4 to the authentication federation handling unit
208 in addition to the permission given by the

15 authentication federation policy evaluation unit 209.
At the same time,_the user ID of the user to be
invalidated is also assigned to the evaluation result.

Processing in the account federation in step ST30
(ST31 to ST37) and the authentication federation in

20 step ST40 (ST41 to ST49) that follow is performed as
described above. As a condition is included as the
evaluation resulf of the authentication federation
policy in the present embodiment, the following
processing is added to step ST33 (search for the user

25 attribute information) and step ST34 (transmission of
Sp acéount federation'request message) .

First, in step ST33, the IdP account provisioning



As the storage nedium any configuration which is a conputer-readabl e
storage nediumin which a program 5can be stored nay be used regardl ess of
a storage format. An OS (operating system which operates on a
conputer on the basis of an instruction of a programinstalled fromthe
storage nediumin the conputer, 10 database nmanagenent software, and MN
(m ddl eware) such as network software may &xecute a part of the processes
to realize the enbodi nent. Furthernore, the storage medi um accordi ng
to the present invention includes not only a nmedi um 15i ndependent of a
conput er but alswit 310rsgerards ufivt nawbt ChuBe pingoamnat t ansnetkedathr ough a
LAN, the Internet, or the like is downl oaded and stored or tenporarily
stored. The nunberinfakidaagethediacosnnodf| thetedetotonee 20A case in

whi ch the process in the enbodinment is executed froma plurality of nedia
is included in imeakidated nedi addbcton diagthe wherpaesehbutavention. Any
medi um configuration may be used. A coq?uter according to the present
invention is 25t®f@XeRUt@ t hel proeeRseE34n the EABOAFAERWES on the basis of

i i r hav
E:gﬁf ng(lj?r imoflt (;ég%v%%]i%amsepté);%gft r‘rgfib ucgnre;r{]ees ngpgégouggyfegegagg n

request message with an account update instruction to
invalidate the account of the user to be invalidated as
well as user attribute partial information and an
account registration instruction for the user.

10 As described above, according to the present
embodiment, in addition to the advantageous effects
according to the first embodiment, an obligation
condition that a vacant space resulting from the
invalidation of the account of the idle user is

15 allocated to the account of the applicant user when the
use count has exceeded the upper limit value is added
to the authentication federation policy 203a. This
configuration allows a quick start of service use that
suits the usage in the ID provider even if the use

20 count has exceeded the upper limit value.

In the configuration according to at least one of
the embodiments described above, the aﬁthentication
federation policy store 203 and the authentication
federation policy evaluation unit 209 are provided. A

25 plurality of authentication federation policies 203a
indicating the positions and posts of the users to whom

the service data 303a is permitted to be transmitted



apparatus constituted by a personal conputer or a systemin which a
plurality of apparatuses are connected by a network. A conputer in each
~enbodi nent includes not only a 5personal conputer but also an arithmetic
processi ng apparatus, a mcroconputer, or the like included in an

i nformati on processing apparatus. The conputer is a generic nane of an
apparatus and a device which can realize the functions of the present

i nvention by a 10program Wil e certain enbodi mnents have been

descri bed, these enbodi mrents have been presented by way of exanple only,
~and are not intersledtdpoedi thtthdeastopet Otatheni pyesthonsn podeeg, the
novel enbodi nents descri bed 15herein may be enbodied in a variety of other
forms; furthernererevaldd ofisr omdsisi sasyisabstovitieonsDandTobanges in the
form of the enbodi nents described herein nmay be nmade without departing from
the spirit of tdethenehtabhen Tedenztbopangihgyceabhsabhdnt heit 209
20equi val ents are _intended to cover such fornms or nodifications as would
fall within thel$¢dpe UWhetRprrie BerPhe FhoehtpBpBissygnCpA) MBS 1. An

t henticati fed ti h terized b | Si ng; | D
pr ovi der Hevi Ce" ST £ 185 £onTH Gor b ToCpErFor 165t | RRBFBEBSEPR for a

suser terninal gperaple byqgysers and uhichyhas.p LLgstpgegory; and a

plurality of service provi devices which are confrgured to transmt

service data Lo dhenserod e gl nalodbent e L0G-P0s B 05RSSh oS, successt Ul

. Q
and whi ch have second nenories, 10t D provid device conprising
indicated in the read authentication federation policy

203a. It is thereby possible to determine whether to
10 permit service use in a nonmanual manner when
performing account registration and federation in the
process of the SS50.
In addition, a conventional data processing system
involves the task of checking that a service provider
15 does not hold information sufficient to register an
account and requesting deficient user attributes from
an ID provider. The check and request are manually
prerformed. |
On the other hand, in the configuration according
20 to at least one of the embodiments, the authentication
federation policy 203a is previously stored, so that
the conventional manual check and request are
eliminated.
The method described in the embodiment can also be
25 stored iﬁ a storage medium such as a magnetic disk
(floppyTM disk, hard disk, or the like), an optical

disk (CD-ROM, DVD, or the like), a magneto-optical disk



" user attribute informati on storage neans for storing pieces of user
attribute information in which item nanes of user attributes to identify
the user are associated with itemvalues of the user attributes, the 15item
nanes including at least a user IDto identify the user, service usage
storage neans for storing the user ID, a service provider ID, and service
usage in association with one another, thelservice provider ID 20serving to
- identify each of the service provider devices, the service usage indicating
a service in use showing that the transm ssion of the service data is
- permitted, or a(Me@ryice ansseidcshdwttigrthatotheasranspogsamnwhfchheaservice
~data is not permtted, 25policy storage nmeans for storing pieces of policy
i nformation forbeachesered dey pz ovdmpnteD, anthedpot reyutafior mati on i ndi cating
a user to whomthe service 74 provider device identified by the service
provider 1D is permi®felih¢ostehngai nedhemseppycecdaiguration whiem dane

storage neans for storing sone of the itemnanes of the user attributes in
the user attriFUteBRYWFDF MeRFOMC1H AsLHRIA TR Wit bt ol Skr i BEOPFBVI der

D, 5 can be stored may be used regardléss of a storage

format.

An OS (operating system) which operates on a
computer on the basis of an instruction of a program
installed from the storage medium in the computer,

10 database management software, and'MW {(middleware) such
as network software may execute a.part of the processes
to realize the embodiment. |

Furthermore, the storage medium according to the
present invention includes not only a medium

15 independent of a computer but aléo a storage medium in
which a program transmitted through a LAN, the
Internet, or the like is downloaded and stored or
temporarily stored.

The number of storage media is not limited to one.

20 A case in which the process in the embodiment is
executed from a plurality of medié is included in the
storage medium according to the present invention. Any
medium configuration may be used!

A computer according to the present invention is

25 " to execute the processes in the embodiments on the
basis of the program stored in a'Storage medium. The

computer may have any configuration such as one



key storage neans for storing a signature generating key for the ID

provi der device, neans for outputting a user authentication request

10i ncl udi ng the address information for the user termnal in an

aut henti cati on federation request in response to the authentication
federation request which is transmtted fromone of the service provider
devi ces and which includes the service pro¥2der ID for the 15service

provi der device and the address information for the user term nal,

means for performng log-in processing to transmt a log-in request to the
user term nal iappecdrdancenskiitutbe addaessrsofial mabipnteor orhe user
termnal in 20the output user authentication request, and authenticate a
user | D and usesyauthehti¢ai¢onai plorabitpnof eepboedtipem ahe user term nal
in accordance with the user ID and the reference information in the user
attribute inforfRRrRCed oPage PEHEARK. nmeans for outputting a policy
eval uation request including the user ID used in the |Log-in processing and
75 the service providefoTPrFRTt kR S8FHeRTPELLMERTT éBELHERSNNPEQRESY Fhen
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B apparatus, a microcomputer, or the like included in an
information processing apparatus. The computer is a
generic name of an apparatus and a device which can
realize the functions of the present invention by a

10 program.

While certain embodiments have been described,
these embbdiments have been presented by way of éxample
only, and are not intended to limit the scope of the
inventiohs. Indeed, the novel embodiments described

15 herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their

20 equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

of the inventions.



accordance with the user IDin the output policy evaluation request,

means. for reading the policy information fromthe policy storage neans in
accordance with the service 10provider ID in the output policy eval uation
request, transm ssi on perm ssion judgi ng neans for judging whether to
permt the transm ssion of the service data in accordance with the read
user attribute information, the kind of setr¥ice to be used by the user, the
150peration to be perforned for a service by the user, and environnental
conditions of the user for the execution of a service conformto the read
policy information, neans for outputtCng a poM &y evaluation reply

20i ncluding the judgnent result to a transm ssion source of the policy

eval uation request, 1. Anneahkefibicatiputfedgraniaocevnatefmederation
request including the user ID and the service provider IDin the policy
eval uati on requdsragiesr1ded | dgpempriesadt 28 ADt heopbiieEydevaraati on
reply indicates perm ssion, . means for readi ng, sone of the item nanes
of the user attW#ﬁﬁHe%?f??ﬁﬁ%%&???eﬁ?n%%%fgf%ré@%‘h@aﬁ%oFﬁss?BgaEEBraance

ith th [ id IDint t put t f t]
means. forS acqui 11 USE B rPRIASOparoral FAF or Rati DA CAMBFFSF ng.FEbim

hames corresponglig: {0 soHe, 591,408 L o0 N8P 200, LLENLYR! Ess asoc at ed

which are configured to transmit service data to the
user terminal when the log-in processing is successful
and which have second memories,
10 the ID provider device comprising
user attribute information storage means for
storing pieces of user attribute information in which
item names of user attributes to identify the user are
associated with item values of the user attributes, the
15 item names including at least a user ID to identify the
user,
service usage storage means for storing the user
ID, a sérvice provider ID, and service usage in
associlation with one another, the service provider ID
20 serving to identify each of the service provider
devices, the service usage indicating a service in use
showing that the transmission of the service data is
permitted, or a service unused showing that the
transmission of the service data is not permitted,
25 policy storage means for storing pieces of policy
information for each service provider ID, the policy

information indicating a user to whom the service



.itemnpanes in the user attribute information including the user ID
corresponding to the user IDin the user attribute information storage
means in accordance with some of the item nanmes that have been read and the
user 101D in the account federation request, means for adding an
account registration instruction to the acquired user attribute partial
information to create an account federationdrequest nessage, 15neans for
transmtting the account federation request nessage to the service provider
device which is a transm ssion source of the account federation request,
means for outpupténgdan aecodsat ifledet at eanbyephy 20irndceapirbgitegi sbrati on
conpl eti on when the service provider device which is a transm ssion
destination of iwepacrcounedfedetatnsnitegbestemessagdareports the

regi stration conpletion including the service provider ID of the service
provider device and themuBere| BEPRagst heansefoat sEPbing pamei af the

i nformation, means for updating the service usage. in the service usa e
storage neans fofthameer9f ckiainises ?Btr7?uFﬁ§ $BryPBeUupArygktipbute

accor dan with the service provider |ID and . the user ID included in the
regi stratd on cohpt@fPdHh ¢H %ﬁea%%?ﬁh?téBEoﬁhFhfEB%rﬁ?FBﬁc?eBF9Vl§ﬁ§ans for
“outputting an hentication federation execution request including the
service provider 1D and the user ID included in the registration conpletion

in the output accounke§eg€59558nmé§9£yfor storing a signature

generating key for the ID provider device,
means for outputting'a user authentication request
10 including the address information for.the user terminal
in an authentication federation request in response to
the authentication federation request which is
traﬁsmitted from one of the service provider devices
and which includes the service provider ID for the
15 service provider device and the address information for
the user terminal,
means for performing log-in processing to transmit
a log-in request to the user terminal in.accordance
with the address information for the user terminal in
20 the output user authentication request, and
authenticate a user ID and user authentication
information recéived from the user terminal in
accordance with the user ID and the reference
informétion'in the user attribute information storage
25 means, 7
means for outputting a policy evaluation request

including the user ID used in the log-in processing and



means for issuing an authentication federation |ID 10shared between the
service provider device identified by the service provider IDin an

. authentication federation execution request and the ID provider device in

response to the authentication federation execution request, and witing

t he authentication federation ID 15and the user ID in the authentication
federation execution request into the firsi5nenory in association with each
ot her, means for generating a digital signature based on the
signature generating key for an assertion body 20including the issued

aut henti cati on tedesatvoboe | xraniddéheIhame oheaauahéhebtkeabhon net hod for
~the log-in processing, and creating an authentication assertion including

t he assertion bbelyenaditvhereigeésal wsegnahar épgand Rboeanssifigrisransmitting
an aut hentication federation reply including the created authentication
~assertion to theugeessEel provider device which is a 78 transm ssion source
of the authentication federation request, the service provider device
conpri sing user attrPBAPe paFt FaRdiREoERRt FERTsPOEABURBaAEIBFBATEPEN i Ng

th tt b t t | f SP- d
asgog?giﬁgn &;t gac ro;% eénaorna%¥9$hggg?gﬂ?ﬁéﬁ§;sgﬂggg?eﬂ?eﬁFuég of the

user atiri but es,f L sy o LEADUSELLNE B TR LRD LRche ogicyt tribute

i nformation stor age neans
evaluation request,

means for reading the policy information from the
policy storage means in accordance with the service
10 provider ID in the output policy evaluation request,
transmission permission judging means for judging
whether to permit the transmission of the service data
in accordance with the read user attribute informétion}
the kind of service to be used by the user, the
15 operation to be performed for a service by the user,
and environmental conditions of the user for the
execution of a service conform to the reéd policy
information,
means for outputting a policy evaluation reply
20 including the judgment result to a transmission source
of the policy evaluation request,
means for outputting an account fedefation request
including the user ID and the service provider ID in
the policy evaluation request when the judgment result
25 in the policy evaluafion reply indicates permission,
means for reading some of the item names of the

user attributes from the item name storage means in



10associ ated with one another in the user attribute partial information,
the SP-side user ID serving to identify, the user in the service provider
devi ce, verification policy storage neans for storing an

aut henti cation assertion verification policy including 15the name of an
aut hentication nethod for the log-in processing to permt the transm ssion
of the service data when the log-in processtng is successful, and a
signature verification key corresponding to the signature generating key,
20servi ce data storage neans for storing the service data, means for
j udgi ng whet heraacsedance vegeshei setutes phevadehehbi tattba dokentin
response to the service request fromthe user termnal, and 25transmtting
t he aut henti cat?errdbkehedprathenseeqiedtdata in the service data storage
means to the user term nal when the service request includes the 79

aut henti cati on tokenme%ﬁstF@ﬁsﬁ?ﬂ?ﬂﬁgnanuéﬁFhéhFFéQPFanﬁéaéﬁét|on request
i ncludi ng the service provider of the service provider device and the

addr ess i nf or mat T oW Td 1?%e¢%@%Flfé?%1h%?m BRERR FOFpFORPAer"devPcECRRen

Sthe seryj ce reguegh, does, NelnOcLge; Lhe authenticalionc Lakelin the

item names in the user attribute information including
the user ID corresponding to the user ID in the user
attribute information storage means in accordance with
some of the item names that have'been read and the user
10 ID in the account_federation request,
means for adding an account registration
instruction to the acquired usér attribute partial
information to create an account federation request
message,
15 | means for transmitting the account federation
request message to the service provider device which is
a transmission source of the account federation
request,
means for outputting an account federation reply
20 indicating registration completion when the service
provider device which is a transmission destination of
the account federation request message reports the
registration completion including the service provider
ID of the service provider device and the ﬁser ID in
25 the user attribute partial information,
means for updating the service usage in the

service usage storage means from the service unused to



means for issuing a new SP-side user |ID when receiving the account
federation request nessage, and registering the issued SP-side user ID and
‘the user 10attribute partial information in the account federation request
nmessage in the user attribute partial information storage neans in
association with each other, means for reporting, after the registration,
15 registration conpletion including the user IDin the registered user
attribute partial information and the service provider IDin the service
provi der device to the ID provider device which is a transm ssion source of
- the account fedaratseatwieguastusessagesc@tdEans & oth exhe asérngcan

aut hentication federation ID fromthe authentication assertion in the

aut henti cati on gederddr oD rapd ythae usspohBeinol tded alm helméi cat i on
federation reply fromthe ID provider device, and witing the extracted
aut henti cat i on DBfetferalion FORIREIR Usethe DPiFPEheaeegiRE er ed user
attribute partial information into the second nenory in association with
each other, 80federatigR ¥eRkhYion means for verifying the authentication

t hod d the digital signature in the authenticati ion i
accordanch with  he SUTHENLP Sl Or Het o Ran: ARALL REELPGnararEaion ||

verification k?é’xéébéih&% %‘é{lﬁé‘ét‘t Pﬁ%éf@iﬁée{ﬁ of yerifi 95479{9 PO{[bCX d
means for issuing an authentication token’and witing the au Rent T cation
token into the ry. i atyi on. . aut i Lon.
federation ID 1%%2{]@%;' th%név%cl?%ﬁgﬁ ia%ﬂn&r%s %?%E%%e&gr%%gé%g@%ﬁ lrrlne‘
for outputting @heseswi e eXeEIMAON BAUSE o n_@éyﬂ}i,,ng the witten

aut henti cation token and the user ID which is associated with the :
aut henti cation tokemédns heosetongi mendr yavtieehbecaut bentégatbonohiedprati on
| D,

ans

10 shared between the service provider device identified
by the service provider ID in an authentication
federation execution request and the'ID provider device
in response to the authentication federation execution
request, and writing the authentication federation ID

15 and the user ID in the authentication federation
execution request into the first memory in association
with each other, .

means for generating a digital signature based on
the signature generating key for an assertion body

20 including the issued authentication federation ID and
the name of an authentication method for the log-in
processing, and creating an authentication asseftion
including the assertion body and the digital signature,
and

25 _ means for transmitting an authentication

federation reply including the created authentication

assertion to the service provider device which is a



15and means for transmtting the authentication token in the service
execution request and the service data in the service data storage neans in
accordance with the output service execution request. 202. The
aut henti cati on federati on systemaccording to claim1, characterized in
t hat each of the service provider devices further conprises
~use charge storage neans for storing the user |ID 25and a use charge

accunul ated for the service in use in association with each other,. and
means for searching the use charge storage neans 81 in accordance with the
user IDin a useramemges icransyasss onf regeiestthent esponse fedéhetuse charge
transm ssi on request including the user ID fromthe ID provider device, and
transmtting, t@I¥estD provider 5device, a use charge reply including a
use charge and the user |ID obtained by the search, one of the pieces of
policy information iR ce@esice PERSHEFHAL FONLGRt BORRBISERG| ce provider 1D,
t he environnental- conditions of the us o, whom t he 10servi ce provider

device identified by'The %%?9%%%t%r%®¥§£?ilEPF%rB%Fh??téﬁofﬁg?r RSATt the
service %at a, afr'odr tshceofliprpgert}lé naé[ef/aaly@r%u%eréjrsteiacfalrrggo}rga :pgn USES

an SP-side user ID in association with each other, some
0of the item names andlitem values of the user
attributes in the user attribute information in the
user attribute information storage means being

10 associated with one another in the user attribute
partial information, the SP-side user ID serving to
identify the user in the service provider device,

verification policy storage means for storing an

authentication assertion verification policy including

15 the name of an authentication method for ﬁhe log-in
processing to permit the transmission of the service
data when the log-in processing is successful, and a
signature verification key corresponding to the
signature generating key,

20 service data storage means for storing the service
data,

means for judging whéther a service request

includes the authentication token in response to the
service request from the.user'terminal, and

25 transmitting the authentication token and the service
data in the service data storage means to the.user

terminal when the service request includes the



- the ID provider device further conprises 15nmeans for transmtting the use
~charge transm ssion request including the user IDto the service provider
device identified by the service provider
and the service provider IDin the output policy evaluation request, and

IDin accordance with the user

I D

receiving 20the use charge reply' including the user ID and the use charge

fromthe service provider device, and 79the transm ssi on perm ssion

j udgi ng nmeans judges whether to permt the transm ssion of the service data

in accordance with whether the read user attribute 25i nformati on,

of service to beutkedtbyathenusekent heropenatimonttagbenpautaenmedchenoa

service by the user, and the environnental conditions of the user 82 for
the execution ofedesetioceregnést miholtiénpgeatepekireycenpaoratieen Iandfi n
accordance with whether the use charge in the received use charge reply

t he ki nd

conforns to thetﬁ©pé?rV1ﬁ¢tpngy@eéfd@ﬁécaséndhéhgeaddGE§atedfpmmath@nread

policy information. .

according to clé?ﬁ1ihec%%?écF%FWiéﬂl Rot hAe 6HepéPVﬂﬁérpﬁé€é§eoWhﬁ6I|cy

i nformation |nd£cates in_associa n wth_the rV|gE provi der t he
ug ?ng €

10envi ron
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20
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The aut hentication federation system

CBnarETone BPILRECLSEPSt BoRnoRT AehERT 12 s0n
token,

means for issuing a new SP-side user ID when
receiving the account federation request message, and
registering the issued SP-side user ID and the user
attribute partial information ir the account federation
request message in the user attribute partial
information storage means in association with each
other,

means for reporting, after the registration,
registration completion including the user ID in the
registered user attribute partial information and the
service provider ID in the service provider device to
the ID provider device which is a transmission source
of the account federation request message,

means for extracting an authentication federation
ID from the authentication assertion in the
authentication federation reply in response to the
authentication federation reply from the ID provider
device, and writing the extracted authentication
federation ID and the user ID in the registered user

attribute partial information into the second memory in

association with each other,



service provider device identified by the service provider IDis permtted
to transmt the service data, the presence of a user who has passed a
predeterm ned or |onger period fromthe | ast date of use to the 15present
anong the users when the nunber of users has exceeded the upper limt
val ue, and the invalidation of the user attribute partial information for
t he present user, each of t8e service provider devices
further 20conpri ses | ast use date storage neans for storing | ast use
date information including the user ID and the |ast use date that indicates
the last date of thevéransmssonmednshtosevertéydagathand 25nmeans for
transmtting the last use date information in the | ast use date storage
means to the | Byrhenitderatdewt ceetiod espomsand otle | dsgitge dhgeatgge in
transm ssion request fromthe | D provider device, the |ID provjder device
further conprisies authentigafben (ATSBuMP! stbragechdansef bEtst BRfng, in
association with one another, the service provider |D, a user count which
i ndi cates the RSN OFCHetUt BIERRB I THOWIR Byt R ReS $21FFeESusage associ at ed
with the ervice:$r€yiq9r I and.mhéch istﬁqggl tQ.the ngg?ggoof t he users,
and an upper |iMt Vit Bt TRe Hae Touhti et cakbaRs®FoF  Felfi ng the use

count and the qﬂ%ﬁfﬁiéé@foﬂﬂé&fiéron‘the servi ce usage storage neans in
accordance with € service provider 1D in the output policy eval uation

request, and nRafSs f -t rans Mgt hngatibechastaUsendabrehr aRgM ssion
request to the service provider devicCe identified by the service provider

| D in accordanceritmd htHdesseam tcprf Dyvh deskeé® intdhehér aasohiit @dmpeli cy
- evaluation request, and receiving the |ast use date information fromthe
"~ service providein deyd@e,ataiwh with the authentication federation ID
10 when all the verification results are proper,
means for outputting a service execution request
including the written authentication token and the user
ID which is associated with_the authentication token in
the second memory via the authentication federation ID,
15 and
means for transmitting the authentication token in
the service execution requesﬁ and the service data in
the service data storage means in accordance with the
output service execution request.
20 2. The authentication federation system according
to claim 1, characterized in that
each of the service provider devices further
comprises
use charge storage means for storing the user ID
25 and a use charge accumulated for the service in use in

associaticn with each other, and

means for searching the use charge storage means



"~ the transni ssion pernission judgi ng means conprises means for judgi ng
- whether to permt the transm ssion of the service data in accordance wth
whet her the read user attribute information, the kind of service to be used
by the user, the operation to be performed for a service by the user, and
. the environmental conditions of the user for the execution of a service
conformto the read policy information in 8B4 the case where the read
policy information includes the presence of a user who has passed the
predeterm ned or l.onger period when the upper limt value of the use count
of the user is Bxceededlarmnd vhehi nval udati o0 of 5t heeuskargetri bute
partial information for the present user, and in accordance w th whether
the | ast use dateansmipeiomsredgestaie rafpenati ba tkeeiitvedchaoget he
service provider device by transmtting the |ast use date transm ssion
request to the SERRFRESHroOVi BeIUADHencEuUIRRE Fhe wsercbbnfrepealhfr &M t he
servi ce usage storage neans, has exceeded the upper limt value read from
t he service usé”gﬁﬁﬂieﬁt ?%b%ene%%g CoRf Sht E oM e hetPr DBt EPnPREYULEBEI od i n

t he read oIicxjinfornation or. a_longer. perio 15nmeans. for :

, d
transnitting, to fhe sefvice provide e%%@ib@?g%ﬂ§$ﬂvalFﬁﬁtFBﬁrgﬁqﬁﬁgt
including the user |0 of hhe user whi thé géggﬁﬁn the judgnent and which

' has passed the predeterm ned period of Tonger eh the judgnent result
- indicates permssionon204r Mel P OEOYI dETdeYE eiM@%F@aE§oﬁOTBHQBB%§StO

performlog-in processing for a user term nal Opera y a user and which

- has a first men yasddeid D @f ovidercevi ey bek ngr&enké gur gd £Qe cOMuNi cat e

with a plurality of service provider devices, the service provider
25devi ces bei ngroonforgusreth I océndisivhs sef vike deéa to Lhemuses term nal
when the log-in processing is successful in the ID provider device and
havi ng décond service provider device identified by the service
provider ID is permitted to transmit the service data,
and the upper limit value of the use charge to the
user,
the ID provider device further comprises
15 means for transmitting the use charge transmission
request including the user ID to the service provider
device identified by the service provider ID in
accordance with the user ID and the service provider ID
in -the outpﬁt policy evaluation request, and receiving
20 the use charge reply“inciuding'the user ID and the use
charge from the service provider device, and
the transmission permission judging means judges
whether fo permit the transmission of the service data
in accordancé with whether the read user attribute
25 information, the kind of service to be used by the

user, the operation to be performed for a service by

the user, and the environmental conditions of the user



85 nenories, the ID provider device characterized by conprising: user
attribute informati on storage neans for storing pieces of user attribute
information in which 5 itemnanes of user attributes to identify the user
are associated with itemvalues of the user attributes, the item nanes
including at least a user IDto identify the user, service usage storage
means for storing the user 10l D, a servicesprovider |ID, and service usage
in association with one another, the service provider ID serving to
identify each of the service provider devices, the service usage indicating
a service in useoshomengxébatibheotransarsstencehrbbf servheerdaba i s
15permtted, or a service unused show ng that the transm ssion of the
service data ispobicpeiniotmation and pol acgostianagewireAnghtahest ahieng
pi eces of policy information for each service provider ID, the policy
i nformati on i ndigat ¢hgreavinohhenratetvadi tsenshatgae 20pdgr coofwhom the
servi ce provider device identified by the service provider IDis pernitted
to transmt thetRerypeerdht@it value ofehlfaHEcsEBrage #BdhsaE8E dPoring
some of the item nanmes of the use%?attrlbutes in the user attribute

25i nf or i on i N"asERRT PP bh Wi 1T PFB25LPYt ce provider 1D,

3. The authentication federation system according
to claim 1, characterized in that
one of the pieces of policy information indicates,
in association with the service provider ID, the
10 environmental conditions of the user to whom the
service provider device identified by the service
provider ID is permitted to transmit the service data,
the presence of a user who has passed a predetermined
or longer period from the last date of use to the
15 present among the users when the number of users has
exceeded the upper limit value, and the invalidation of
the user attribute partial information for the present
user,
each of the service provider devices further
20 comprises
last use date storage means for storing lést use
date information including the user ID and the last use
date that indicates the last date of the transmission
of the service data, and
25 means. for transmitting the last use date
information in the last use date storage means to the

ID provider device in response to a last use date



" key storage means for storing a signature 86 generating key for the ID

provi der devi ce, nmeans for outputting a user authentication request

i ncluding the address information for the user termnal in an

aut henti cati on federation request in response to the authentication
federation request which is transmtted fromone of the service provider
devi ces and which includes the service progazder ID for the service provider
device and the address information for the user term nal, 1O0nmeans for
performng log-in processing to transmt a |log-in request to the user
terminal in accordaseeswibh tbeuaddr €ssmi nher 1ot pebviaert Heviser term nal
in the output user authentication request, and authenticate a user |ID and

“user authentication tBenfidr pabvaderedeivied fuemhthe coseritsesn nal in

accordance with the user ID and the reference information in the user
attribute informtiofesvdragesreansntmeansaer meangutfoirngtarpolicyn

eval uation request 20including the user ID used in the | og-in processing
and t he serV|ceaﬁF%QiﬂEFO?EW%%htﬁ@eaﬁPHEH?FcaPP%nSFéHéPStPéﬁvﬁéaﬁe§P when

t he | og- |% proce55|$g i s successful, nmeans for readlng the user attribute
n e a

~informati 25ff NP EheCOLRF YREFDbuPE: FAESF nhEE oRUEPE §& RBANSCRR
accordance with,thg 4sel, 15,1 Prihg. 091 RUL ROLLCY E¥al yaLtlon, LRAYRST.

service provider ID and which is equal to the number of
the users, and an upper limit value of the use count,
means for reading the use count and the upper
10 limit value from the service usage storage means in
accordance with the service provider ID in the output
policy evaluation request, and
means for transmitting the last use date
transmission request to the service provider device
15 identified by the service provider ID in accordance
with the serviCe provider ID in the transmitted policy
evaluation request, and receiving the last use date
information from the service provider device, and
the transmission permission judging means
20 comprises
means for judging whether to permit the
transmission of the service data in accordance with
whether the read user attribute information, the kind
of service to be used by the nser, the operation to be
25 performed for ;.service by the user, and the
environmental conditions of the user for the execution

of a service conform to the read policy information in



- service provi deTOYE i

87 means for reading the policy information fromthe policy storage
. means in accordance with the service provider IDin the output policy
~eval uation request, transm ssion perm ssion judging neans for judging
~S5whether to permt the transm ssion of the service data in accordance with
whet her the read user attribute information, the kind of service to be used
by the user, the operation to be perforned4or a service by the user, and
environmental conditions of the user for 10the execution of a service
conformto the read policy information, means for outputting a policy
“eval uati on replyhe nchseli wigetbet hedgemdtpoesayt ihboamat anosnissiliodesouhee of
. the policy evaluation request, 15nmeans for outputting an account federation
-request includipgesércasef aDiaed wvhe kasvpeespdovhdepre@etarnheegobrcy
eval uati on request when the judgnent result in the policy evaluation reply
".indicates perm NI BReahdfBReR Ble n@p@%ﬁelbml*ﬁhéaw@n@ﬁaﬁbg Bfet he
-20user attributes fro ﬂ@ item nane storage neans jn accordance with the
oﬁ?%ﬁtl%c%%%%?d %de?%?lBHeréﬁﬁééfdatlon Reans

f ttribut tial f t
corr esponti ng 15 &R D501 CLHITT cRf Retbe. BRt-TTERTURI (36 Ha8obr LR i  h

the item names jdefneapsel, ALLL P ECL n&%ﬁ%w@hw%ﬂgl 095t hgsUsghebD

corresponding to the user e user
in the last use date information received from the

service provider device by transmitting the last use
date transmission request to the service provider

10_ device when the use count read from the service usage
Storage means has exceeded the upper limit value read
from the service use count storage means conform to the
predetermined period in the read policy information or
a longer period, and

15 means for transmitting, to the service provider
device, an invalidation request including the user ID
of the user which is used in the judgment and which has
passed the predetermined period or longer when the
judgment result indicates permission.

20 4. An ID provider device which is configured to
perform log-in processing for a user terminal operable
by a user and which has a first memory, the ID provider
device being configured to communicate with a plurality
of service provider déevices, the service provider

25 - devices being configured to transmit service data to
the user terminal when the log-in processing is

successful in the ID provider device and having second



88 attribute informati on storage nmeans in accordance with sone of the item

- nanmes that have been read and the user IDin the account federation
request, neans for adding an account registration 5instruction to the

- acquired user attribute partial information to create an account federation
‘request message, means for transmitting the account federation request

message to the service provider device whi&h is 10a transm ssion source of

t he account federation request, means for outputting an account

- federation reply indicating registration conpletion when the service

provi der devi ceneviwrhess ahér absprosider désvioat cbarattdbi hedabgount
federation request nessage reports the registration conpletion including
the service prowwmerishef the service provider device and the user IDin
the user attribute partial information, nmeans for updating the service
usage in the 20serviégetisafersPotagenhieaR3tiPBnFEAE2g8r FPEBSuhf@Sed to the
service in use in accordance with the serviceEgrovider | D and the user 1D

i ncl uded in tkmf?%ﬁﬁ%?r%i?%%sc%ﬁpT%$¥oﬁtFﬁl?ﬂ oh?ﬁﬁfm%EtBGn%nfgaéFQtion
ool Zaeens [ory oupul 1hP0.BN siLfenteel o0 (adetat omeretutione |
registration CQQ?%@EiQ@e&nwith item values of the user attributes, the
item names including at least a user ID to identify the
user,
service usage storage means for storing the user
10 ID, a service provider ID, and service usage in
association with one another, the service provider ID
serving to identify each of the service provider
devices, the service usage indicating a service in use
showing that the transmission of the service data is
15 permitted, or a service unused showing that the
transmission of the service data is not permitted,
policy storage means for storing pieces of policy
information for each service provider ID, the policy
information indicating environmental conditions of a
20 user to whom the service provider device identified by
the service provider ID is permitted'to transmit the
service data,
item name storage means for storing some of the
item names of the user attributes in the user attribute
25 information in association with the service provider

ID,

key storage means for storing a signature



89 the output account federation reply, means for issuing an
~authentication federation |ID shared between the service provider device
identified by the service provider IDin an authentication 5federation
execution request and the I D provider device in response to the

aut henti cation federation execution request, and witing the authentication
federation ID and the user IDin the authegdication federation execution
request into the first nmenory in association 10with each other, nmeans
for generating a digital signature based on the signature generating key
for an asserti ofiehotlyt imgl kisly nfoit hehé sSsnedraui bent deattop federation I D and
~ the nane of an authentication nethod for the |og-in 15processing, and

" creating an aut hentimatnonfassentpontingl adiagrt hethsseithvnobodypgardtt he
digital signature, and means for transmtting an authentication
federation replin¢heding nghe heddress ednborhehipeatPontRoassert rormidathe
service provider device which is a transm ssion source of the

aut henti cati on ¥Rde? at PR ebeRston whefer At eaRhT®FUERE sBr YFEROPPEVFAer

Vi j her rvi r i ncl .
de ces hydges t gtagkhghgféatfgh Fg&g?gtiog ggggeg@ewhlch is

transmitted from one of the service provider devices
and which includes the service provider ID for the
service provider device and the address information for
the user terminal,

10 means for performing log-in processing to transmit
a log-in request to the user terminal in accordance
with the address information for the user terminal in
the output user authenticétion request, and
authenticate a user ID and user authentication

15 information received from the user terminal in
accordance with the user ID and the reference
information in the user attribute information storage
means,

means for outputting a policy evaluation request

20 including the user ID used in the log-in processing and
the service provider ID in the authentication
federation reguest when the log-in processing is
successful,

means for reading the user attribute information

25 from the user atﬁribute information storage means in

accordance with the user ID in the output policy

evaluation request,



25aut henti cati on token in response to the service request fromthe user
“termnal, and transmts the authentication token and the service data in
-the 90 service data storage neans to the user term nal when the service
request includes the authentication token, or transmts an authentication
federation request including the service provider ID of the service
S5provi der device and the address informati®n for the user termnal to the
| D provi der device when the service request does not include the

aut henti cation token, -issues a new SP-side user |ID when receiving the 10
account federation raguast feessagaingndheegostiers inFe rirssuesd IPow dacuser
I D and the user attribute partial information in the account federation
request messagepohiagsstoabgenmeahh éachcabhdanceepaths thaf kerviike
registration, registration 15conpletion including the user IDin the

regi stered userpapvidgut &€Dpant rhe pPntprhappéacandveheaservi cegpesti,der | D
in the service provider device to the |ID provider device which is a

~transmni ssion source bF2PABLIgELBONPerBAEFAPR 0N VAGENEsMeRBSsdQE, J206iNact s

an autheq%ication federation I D fromthe authentication assertion in the
C

aut henti cation Y33ePati bh Pepryti hFe5poRsE:£5:PReCaut REnfPEdtrendata

eder st on o8 Yo A0 HIRLD HEBKL U8R LREYLER, PRAaMELLES L0 Brb et o

attribute partifﬁformation, the kind of service to be used by the
user, the operation to be performed for a service by
the .user, and envirpnmental conditions of the user for

10 the execution of a service conform to the read policy
information,

means for outputting a policy evaluation reply
including the judgment result to a transmission source
of the policy evaluation request,

15 means for outputting an account federation request
including the user ID and the service provider ID in
the policy evaluation request when the judgment result
in the policy evaluation reply indicates permission,

means for reading some of the item names of the

20 user attributes from the item name storage means in
accordance with the service provider ID in the output
account federation request,

means for acquiring user attribute partial
information comprising item names corresponding to some

25 of the item names and item Valﬁes associated with the
item names in the user attribute information including

the user ID corresponding to the user ID in the user



information into the second nenory in association with each other, and then
verifies the authentication nethod 91 nane and the digital signature in
t he aut hentication assertion in accordance with the authentication nethod
nane and the signature verification key in a previously stored
aut henti cation assertion verification policy, and I ssues an
aut hentication token and wites the authem8&cation . token into the second
menory in association with the authentication federation ID when all the
verification results are proper, and then 10outputs a service execution
request includiagttiheuieiinforaat hemtscataga meken andatherdsetel Diwvhich is
.associated with the authentication token in the second nenory via the
aut hent i cati on s@ueraf i one | Dremndaneanshdt sheahe haeheneadasndnthekeneirn t he
servi ce 15execution request and the previously stored service data to the
user ternminal i¥P abtorianeeconnh fedevatpor seavese, execution request.

means for adding an account registration
5 instruction to the acquired user attribute partial
information to create an account federation request
message,
means for transmitting the account federation
request message to the service provider device which is
10 a transmission source of the account federation
request,
means for outputting an account federation reply
indicating registration completion when the éervice
provider device which is a transmission desfinatioﬁ of
15 '~ the account federation request message reports the
registration completion including the service provider’
ID of the service provider device and the user ID in
the user attribute partial information, |
means for updating the service usage in the
20 service usage storage means from the service unused to
the service in use in accordance with the service
provider ID and the user ID included in the
registration completion in the output account
federation reply,
25 means for outputting an authentication federation
execution request including the service provider ID and

the user ID included in the registration completion in
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the output account federation reply,

means for issuing an authentication federation ID
shared between the service provider device identified
by the service provider ID in an authentication
federation execution request and the ID provider device
in response to the authentication federation execution
request, and writing the authentication federation ID
and the user ID in the authentication federation
execution request into the first memory in association
with each other,

means for generating a digital signature based on
the signature generating key for an assertion body
including the issued authentication federation ID and
the name of an authentication method for the log-in
processing, and creating an authentication assertion
including the assertiqn body and the digital signature,
and

means for transmitting an authentication
federation reply including the created authentication
assertion to the service provider device which is a
transmission source of the authentication federation
request,

wherein each of the service provider devices

judges whether a service request includes the
authenfication token in response to the service request
froh the user terminal, and transmits the

authentication token and the service data in the
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service data storage means to the user terminal when
the service request includes the authentication token,
or transmits an authentication federation request
including the service proVider ID of the service
provider device and the address information for the
user terminal to the ID provider device when the
service request does not include the authentication
token,

issues a new SP-side user ID when receiving the
account federation request message, and registers the
issued SP-side user ID and the user attribute partial
information in the account federation request message
in association with each other,

reports, after the registration, registration
completion including the user ID in the registered user
attribute partial information and the service provider
ID in the service provider device to the ID provider
device which is a transmission soﬁrce of the account
federation request message,

extracts an authentication federation ID from the
authentication assertion in the authentication
federation reply in response to the authentication
federation reply from the ID provider device, and
writes the extracted authentication federation ID and
the user ID in the registered user attribute partial
information into the second memory in association with

each other, and then Qerifies the authentication method
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name and the digital signature in the authentication
assertion in accordance with the authentication method
name and the signature verification key in a previously
stored authentication assertion verification policy,
and

issues an authentication token and writes the
authentication token into the second memory in
association with the authentication federation ID when
all the verification results are proper, and then
outputs a service execution request including the
written authentication token and the user ID which is
associated with the authentication token in the second
memory via the authentication federation ID, and
transmits the authentication token in the service
execution request and the previously stored service
data to the user terminal in accordance with the output

service execution request.



