;yze3e| "y6T"PT"28 June 2004 SPECI FI CATI ON ELECTRONI C | NFORMATI ON | NQUI RI NG
METHOD BACKGROUND OF THE | NVENTI ON Technical Field The present invention
relates to an inquiry nethod for confirmng that contents of both concerned
parties are the same when the concerned parties store the satfeJenegdpénic
information in the case of electronic information exchange or el ectronic
commer ce. Background Art Because mangpe@rputArsORre connected to a

comuni cation network to Forma system the electronic infornmation stored
in a conputer’s externg| Fgiig@ELCINFID RMAT I DA (NDLIRINEVIIET HBY be accessed
and falsified by a third party through a channel. Mreover, the information
may be falsified due to not only the intention of a third party, but also
any accident. Furthernore, it is possible for a concerned party to falsify
or forge imioxmetDNDTherRiENRYVENTIRY be sonetinmes necessary to confirm
whet her the recorded el ectronic information keeps a genui ne information For
exanple, in the case of electronic commerce, it is requested according to
necessity to confirm whet her recorded contents held by transactors coincide
wi t h each idmerical elgnow whet her pi eces of electronic information owned by
both concerned parties are the sane, it is necessary only to exchange and
conpar e pi eces Tfe phesgreciavdesorelrekiteond can dorivatriatnod Howeoefirmirye that he
secrecy of information is requested, it is not preferable to supply the
whol e el eciontenite df botA8cahoren20 Parties aredhé came wiherhtenebnbecadspeartihe
possibility that the information | eaks out to a third party increases.

Mor eover, storef &ie |sandetdeoiropict idogeativmendbe ofseldceteotionid miformatioon, it
is possible to make a neutral third party such as a notary public or an

aut hent i cabicbhanpeamealecttand chetmems. concerned parties. However, if the
concerned parties exchange all pieces of information with the notary public
or the like, the information may be stolen in the mddle of a channel. '
Moreover, there are di sadvantages that the information content handled by
t he not ar yB3gskbround Acr eases, a | arge channel capacity. high throughput, and
| ong processin% time are requested, and particularly, the equipnment cost
junps up or thEesanbemMmany 608 BIRBAESCHNGCERT Eya@MMUBKAtIOA WO {he
case of the authentication bureau or a data base center which nust
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recorded-electronic information keeps a genuine information. For example, in
the case of electronic commerce, it is requested according to necessity to
confirm whether recorded contents held by transactors coincide with each
other. To know whether pieces of electronic information owned by both
concerned parties are the same, it is necessary only to exchange and compare

pieces of the recorded electronic information. However, when the secrecy of

information is requested, it is not preferable to supply the whole electronic



The inquiring source receives the information block to be transmtted and
the splittinglselecting data, splits the electronic information file
recorded by the inquiring source as shown in the splittingl &ctlﬁﬁggata,
repl aces portions 28 June 2004 corresponding to transmtt ion
el enent s, earran es and units the rtions. in ac dance with th
splitting/ SEPERE} @t9é15h3W5%§W@ éngﬁémsﬁ$HVh§F§q éBﬁfEﬁW?”'SﬂESPH&reby
conpl et es ollﬁt on., The above disclosure nethod is safe and requires only
a smal | chihANE 5L 1§%58E3use only a snall part of electronic
information is e e he
EE&%@&%fﬁ$féﬂydﬁggﬁHﬂeth né@é .é@cﬁQ$CQﬁgﬁn%lo

above net hod, eco el ect C |n ormation I's sup

channel . ThelehaLgpeher, 5 0 1RG5 h HBETRLER Y, N RARUALLIRS or an

|nfornat|oh i NCreases conge 1 on o hannel s easily

occurs. MdLEQy ertlt:a ?unc fand‘] Betv&éer?gf]%qggmé% S 0SEBwRVER! h:ogheof

appl yi ng a“sunia o an origin ocunent, generating and

entering fi:gﬁ& gg&s %fxeﬁ & 0. piBRek BPln'f@rHélgmt»@ghfthé%téﬂ*}/@%l% or

i nformation WI sunmar |nf ormati on generated by applying the sane

summary fu Wé‘ g lﬂ;]é}'ﬁpc%i%%ag%ebgto@ﬁfre@?e YR &F .3 LRakhE. aasfdfert he

met hod di sclosed in t ove document, summary functions to be applied to

a docunent yand @*’e‘ Els%@baﬁﬁg\égeﬂﬁ%t /e idRendadn athtéMusandiBE Y IRAIAbtary
information to btai ned”i s generated in accordance with the same portion

in the origipm AerddERRt gVeigel cRRRh¥I RGphbRy, Slﬂi‘@wrbhréb?miutonammn_wntgl nes.
Therefore, when a portion not relating to the summary information is

falsified ppcesbigsiimiecati igupsrddy anidt parsiculaRpstiebéquibmetetoast juhps ppr t i on.
Furt hernore, the docunent "JP, 11-275511, A" discloses a nethod of

det ecti ng anthalmirkbsabf ausymsp i subgctethye adagsricior dnnthiey tesd exfgthle

bl ocks every field, applying a predeterm ned operation to the blocks in the
| ongi t udi nalitheintiestidroburgaacor di dgtat baselcontes vitricha rsusir Ggemumdisde twitfegher
with the image data as n-byte-length falsification detecting data, applying
t he sane oécétustonierst he recorded i mage data, conputing falsifcation
detecting data, and perform ng collation. 2a 28 June 2004 However,

because t he f al Eiéneteei otheleperadnig inadoobek#EI BRI yPAg elpetranife
function to image data recorded in a storage nedia always results in the
same dat a @f¥eatieon hequiss e msFtheg; §aﬁﬁbl|¢ocpf £08kmingd Wt’ﬁt@?f i B RYtyRlrty

can alter recorded contents. Disclosure of the Inyentj
information contents coincide with each other by exc anglng only some pieces

of information through PCT/JP00/00121.

In the case of the inquiry method disclosed by the present inventor, an
electronic information file recorded by an inquired destination is split into a
plurality -of information elements, some elements are selected out of the spilit
information efements and transmitted to a inquiring source. In this case,
splitting/selecting data including a method for splitting information into
information elements and a method for forming an information block to be
transmitted is generated and transmitted.

The inquiring source receives the information block to be transmitted and
the splitting/selecting data, spiits the electronic information file recorded by the

inquiring source as shown in the splitting/selecting data, replaces portions

[



The present invention is made to provide an electronic information
col l ati on nmet hod capable of confirmng the identity of information in both
parties only by exchanging very small anmount cf infornmati onb%%'%&lou?
exchanging all the shared information by assum ng that the rE)ea 9%5

exchang the sha ! ) ass _ :
venti on Lo eranE s Bpoe it HrBimadtion ierRofl, 3RafShath it sARESAE
securel y PgMigH the dcdsatdrcs obi Nordtel BdIgEHEBIG DYaEhanGiARAdRe tne

informations to be exchanged every inquiry. "An el ec roni ¢ i nfornation
I nquiry mejageh&iort B6ntBhes @Rl theNRlddRlfestcdtiBRD for an inquiring source
to obtain information froman inquired destination and confirm whether the

el ectroni ¢ i nf oTREERNBEEst: tndehdd Uk afengnd PadGfd Sniyhe shEcRgnidie

i nformati on owned by the inquired destination, in which the inquired

desti nati ogagadiy BetaReonly agheall phoratatiécrordt emenhatids negpbeséd apitbe
information in accordance with a cutting procedure to be deci ded whenever
recei vi ng @mnmeui Hpwaenesadres thieacaast ef tret Bbovenhosthad | @marndf eedorogd
characteristics of cut information elenents, and transmts the

char act er i @ectoniefiofomatation isadpplied torggciprrowddurl beraiérer, métaindrantdingmeuch

i nquiring source , and the inquiring source receives the characteristic

i nf or mat i onfambtione the tamgupt cfethfpenatidror teathicortanpenidiedt dwrehsgncard i stic
i nformati on based on the sane al gorithm about information el enents obtained
by cutti ngcangesigef shennels gasdnochersel ectroni ¢ i nformati on owned by the
inquiring source based on the procedure infaormation, contrasts the

gener at ed char d¢PEVESi ¢ rdFREN lonFw { r23RB4Ehdt afisisssi @ imetdrraef on
received fromthe inquired, destination, .anP t hereby confirnms the identity
bet ween t FREPRY'EEtF SHITEP I fﬁ‘r"ﬁﬁ?ri‘ & e $laa ﬂ‘EﬁHFF?Wé 9§6GrINgzand 2RGIRE 2004

and the electronic inf.o&)mat'.on in the. in desti nation.. Tho
et r

i . h h .
o or et RSt sinBabl iR eHSE ERroBei RSl RE o TEoRRaEadth o say
t hat i_nforrrati n can be.transrritted i ccord'ance with a nethod ,of ..
" ecor di ng SRETA BT Y BT R e ierg e HRERRPRING tEma G St e Hsdh DRton
Char acterlt tdeﬁg%r}ﬁgﬁgﬁi%gghgg%m an attri bute based on the data in each

informatio s a hash value or check sum It is preferable

that an al gori tyg L QL ng. EhaKBCYERSHL ANLAIIRLON | 3Bod pidyblupihavi ng

a collision resistance, that i's, an algori or obtainirng one peculiar

val ue 11 0rQ 0 Atanualite o 1a LOGIEATE Pl e Ui o IR ANafenau 1y

met hod of the priesent 1 nvention, however, becau erent portion is
cut every dduid Yand this wenNecessatYinfeimabnatgd bbfaihed iavgefers®sy isevere
collision resistance. Particularly, by putting results purpoSing a
pl ural ity aakorddriyenatth dhe elaenee poaidrogeteesrigingl disdungeithevardl appifiaglies i stic
information, safety is further inproved. An electronic information inquiry
met hod of sthenprefendttionnwanyittmespl Thercdbrectwham a pofionmmbt @ating ¢ the
el ectronic information elenents in accordance with a nmethod new y deci ded
every i nquiummaseinéeisatpar ts fafsiferd by la fafsifidading daotymittis ompek sibentcs detf@easur es
attributes of sel-ected information elenents, and fornms characteristic
i nformati dne asrterm. aggregate of the neasured attributes. It is allowed that
an inquired destination sends only the characteristic information thus
obt ai ned and t Heirtilsorereuthd npcprerddivlPe fi1nd drodt iAndiseleaesi agemethady of
source. Therefore, the anobunt of information to be conmuni cated necessary
for an i ndlatestingandalsifaadion Bneplitting dmaan leés tpyn-byteelgrase binakssavened
electronic infornmation data to a channel . o

field, applying a predetermined operation to the blocks in the longitudinal

direction, recording the blocks in a storage media together with the image data
as n-byte-length falsification detecting data, applying the same operation to the
recorded image data, computing falsification detecting data, and pérforming

collation.
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28 June 2004 tvloreever; when the sane electronic information is inquired,
different information is fornmed because different portions are sel ected
every inquiry. Therefore. even if electronic information cagﬁgz fa&g@iied
in accordance with the past characteristic information. bec Uhg

i npossi ble to Mﬂe&&?bé@é@éﬁwé%%iﬂ@aﬁenH%féétﬁ@%a??'o??éiﬁgdfo%ap}é)@ﬁ%?’gé%ce

inquiry, the same characteristic information 15 not tornged

with fal sisfaineéif@ﬁgt@w@tihgac-jggggétag@wra@d ik ¥terabE R edit @aygr}egbﬁgﬁrgﬁ{e]é tC o

information inquiry net t he present invefntion nmakes it "possi

very saf elsuneahid Bsohip thdediiset of ys Afghed N skiNed famificaam) e dest bnat i on
and inquiring source share the sane information and exchanging very smnall
amount of resdrdedaiondentsTherefore, it is enough to use only a snmall channel
capacity or a |l ow throu?hput. of arithnmetic unit for collation. Particularly
in the casPissfosueafdhaizeation such as aut hentication bureau having a | ot
of pieces of information to be inquired and a |lot of inquiry frequencies,
it is possible tlespigsent ynveetiaus prae A dionisice &se elemrate oofdrpationl n
the case of the cutting procedure, it is also allowed to split electronic

i nf or mat i ofP!|aiCH raeﬁhcaf? appalie s qonpfiohimgt therdeniéwehiaformater o 8atitpatiesh a
splitting/selecting algorithmusing an argunent to be deci ded whenever an

i nqui red dedlyibya@rorndteveessEal iampintyfangryaties widwet gxcingr@ng ifldhaat i on
el enents out of ,s#olit information el enents. An arqunent is the data used
for a splittaRE/REIBSIPAEYAFET PAMNAGPE SOMRRETISS NAYS the Same Indaraatigrent
out of electrongc,i nforrrﬁti on. An i ?,cthl;e%ri n% source can al sg extract the
same portion odt@YFular¥ct foam obisH S PEEOY TYBPHOT Ay PIRETR AneSISFGRMENt to
the sanme algorithm. An.ingujred destination generates the characteristic
i or mat i JAEPRAHEAL FAY Y RESER, G BPIe reTBVaRwRl ot WP &1 e ruroie

mat i,on and an arqgunent to an

?Rgg}e P;[ ngj[ Og%@fng%ﬁt:na"il‘aﬁ?ﬁ%% %‘%g@ﬁﬁ@%&%%%ﬁﬁ?rﬁ'—w&ds%\{ﬁ%_é” Bei ves the
Cha o s ASPTRETo M RTRRD ORBPACRC R SERRLBTMANTY
by Spl 1t 1ng e LA o o8 ERu ey R b Y o o Rufeg et e

I nquiring &¥irnf UMk the tdIectrdIAE AobRhL RGN Bvﬂn@ﬁgﬁ'mte' ﬁtBHfrirﬁ.gtéﬁler%“ reng

source with the characteristic rnformation received fromthe rnquire

destinati qRe gide tAreERDYNBARELISMDWRR byeRkl hyuhed Vt?e%’i‘inéhc?n,efne%ﬁ&ﬂ!tﬁe
information in the inquiring source and the electronic information in the
i nqui red degdirstatesnatidieButdsh o oflgerel ihfifridtioRdeiameitd BB bledtionic
possible to extract the electronic information common to the both parties
by transmitformgtionliy dberdagesrenth albatiebopcetibey €0 ithe decRiddantagevehat it -
is enough to transmt very small anount of information fromthe inquired
desti nat i oaceivinghe annquinqiing sgememtedbraravacteristic eliefdrmation | Mdicaratg on
inquiry nmethod of the present invention can be not only used for concerned
parties techeonftershiashef i déninfaryndiernweampitec esdotraekettsr tei chiandaernstid on
but al so used to-confirm Wether the electronic information of its own
changes by"fBfEdtiensand s trrerediiconfamaiber igetheonausingesaurae . and the

aut henti cati on bureau and usjng the authentjcation bureau a5 an inquired
dest i nat i GHIHURE hePWiste, EREREaCthBNTRaPRISHISHAL INdorMAHEN rdNdrehBo#UBNG: he
present inventiaon.c n{r%ﬁi used to ormneutral and ;}g}‘rer det erm nation

by ki ng PHIAT CATBH OBy P At AP ASTEr TR 0198 TG ORas SE et eaMgar L1 es
owned by’ ERET BRI HRAR HiEPab SRR ReF e farirE<Re Gare Rerias Qe 1y
e ol ol FSEeR B L o BB VI B S e
aut hent i Cateh AR M 8% frasts the generated characteristic information with the
characteristic information received from the inquired destination, and thereby

cenfirms the identity between the electronic information in the inquiring source
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28 June 2004 sends the cut information for deciding an information
splitting/selecting nethod to the both parities concerned. Each concerned
party cuts out an information el enent out of the el ectronic jnfor Lon
stored by the concerned party in accordance with cut infor rmdidq‘élﬂf‘engéb%s t he
characteristic information on the information elenment. and sends the
characteristic information to authentication bureau. The authentication
bureau can determ ne whet her pieces of the electronic information stored by
the concepRgdhpasibtesniarigfdr@tisane thy iexamddtagirvehheTHRLgsesfRation
characteristic information obtained fromthe concerned partfies are the
same. Thuganide trsngadsidahecigh edhaiumicniosbjteshibygiedet®BAY MRdt iBfbreN@BnWhen
opi nions of concerned parties are different fromeach other by naking

aut hent i cagn de thansaittestiamdcbetansenwitihe metBpd uf irecprdingethieddfcomadtios ipraesent
invention, it is possible to performan accurate determ nation by

exchangi ngtoveg§ mamh lardnsrndtingthe miediurat i on. Moreover, a nethod of the
present invention can be applied to an electronic check or a clinical

chart. For exarp@ctedsic fermasionoshows @ppaiirétlite basededrdhe date islesck, a
client and a bank store the same el ectronic check information, and the
client us@mplaeRieriteushasia hastavaluetargheskisumor 't BPRIHEPS he shop at

i ormat + S o ek, Rl At kB S g B rR o e A S 11
N Lon _ o i CreheT T e y
2eFe&“”;epa@tfﬁgbrf%ﬁ'gﬁqa@%?ﬁﬁ#c%é?%éé@ﬁn'gF%rﬁoq't%pﬁ{ﬁ%%e%?ﬁc%gléﬁé‘%%ﬁé‘mguEem
selects D . ¢ intorm oEhas ,
the shop 2o e SRCoPLER AR LR PRI A Pl ﬁs%&osﬁ%ff@%ﬂsf om
h | H H 3 . 1 .
I e R e i e Ty S T R A
the el ememisedtissint M8r ar?BIGMMEM2 A0 ENALAGRE! Itbfe | IRIER! IRk Rge! ved

fromthe bank to confirmthe genuineness of t'he electronic che
i s possi ubénmla#@e_b@np@{tmgt FeQNIiG ﬁth}%%in@?twﬂgraaimcahmrcﬁhﬁaﬁt%' blom&nsy by
0

exchangi ng a few pi eces i nformati on. Is also possible to use an

el ectronitegetreck aatl aisirealthshombycHaesae diting ihﬁorﬂn@ti@ncaéé*egnds CAlrfrdrng t he
card. Brief Description of the Drawings FIG 1 is a bl ock diagramfor

expl ai ni nqrprbesd.oncept of an electronic information inquiry nethod of the
present invention;

An electronic information inquiry method of the present invention splits

t

electronic information into electronic information elements in accordance with a
metnod newiy decided every inquiry, seiects part of or aii of the information
glements, measures attributes of selected information elements, and forms
characteristic information as an aggregate of the measured attributes.

It is allowed that an inguired destination sends only the characteristic
information thus obtained and the above cutting procedure information to an
inquiring source. Therefore, the amount of information to be communicated
necessary for an inquiry is very small and it is unnecessary to expose any

stored elactronic information data to a channel.



FIG 2 is a flowhart for explaining an enbodi nent of an inquiry method of
the present invention; and FIG 3 is a block diagramfor explaining the
concept for executing an inquiry method of the present invention through
aut hentication bureau. Best Mbde of Carrying Qut the Inventi4hJupe 2004
electronic information inquiry nmethod of the present invention is a nethod
of confirm ng tkeredet ivienhdbaeamartettetitiBfampopfesi oaubsedadifaigat r ed
destination and that of an inquiring source w thout exchangi ng an

el ect r oni ciNfeeRtiRL iDACTPEd FeCRHER gﬁ@r%twﬁarﬁ% 1968 FepEEt BVRYyINgtbYe t he

same electronic information nle.. In the case of the inquiry netho f the
present i nlaEiem evRa ! %'ﬁﬁﬁﬁﬂ@dﬂf%waafearﬁaﬂtgﬁ F%%IH%Nr’ng%O%*ﬁé‘aﬁw% the

decreased, but also there is no risk of informati, | ea ecause,
o o oo paatetasacatingt e aial- desaner || ROTBOSERE tore doRednskiany

present invention nakes it possible to reduce the recording capacity and

Dot cat §h OB St R B ORTHGY cRE ST BEAR A A R TR S 1 e

e O B SR o oL e AL sy BOLCancE LR T oauest

posSIbl e 10 SRl CoTRaLR el Rar kR SHIT: 1 8gt 8, RS TREAARD L

aut hent i caf 0. BULEAU IS PS8Rl LRI el R b PEL BRI et al !
inquired destination and inquiring source share the same information and
exchanging very small amount of information.

Therefore, it is enough to use only a small channel capacity or a low-
throughput of arithmetic unit for collation. Particularly in the case of an
organization such as authentication bureau having a lot of pieces of
information to be inquired and a lot of inguiry frequencies, it is possible to
simplify the equipment and increase the throughput.

In the case of the cutting procedure, it is aiéo allowed to spiit electronic
information into a plurality of information eiements in accordance with a
splitting/selecting algorithm using an argument fo be decided whenever an
inquired destination receives an inquiry and select one or more information
elementg out of split information elements. An argument is the data used for a
splitting/selecting algorithm for selecting an information element out of
glectronic information. An inquiring source can aiso exiract the same portion
out of electronic information by applying the same argument to the same
algorithm.

An inquired destination generates the characteristic information

indicating the characteristic every selected infcrmation element, transmits the

characteristic information and an argument tc an inquiring source, and the

(o]




enbodi nent by referring to the acconpanyi ng draw ngs.

di agram for explaining the concept of the enbodi nent of the present

invention and FIG 2 is a flowhart

FIG1 is a block

i ndi cating the procedure_ of the bl ock

diagramin FIG 1. This enbodi ment further reduces the inf or4thfysh288ht ent
to be communicated by using an argunent. It is assunmed that concerned
parties A and B respectively record the sane electronic information. The

above st agN@ayitst §GHMGENTaRE RSNt EC 2 3RIEHISH e AfOMatOR BERaRGe ¥ BN EPAIES and
order sheets and.certifies the content .a, docynment. First, if is assuned
Rl A T B T o TR AR

its own i

ne one as.the .original

i nf ti i gi nal d ! !
docunent CRBREIDY THOGHIGY (g 09 K e A0ei BT TRy CONURTAER party

docunent
o oot oni I A ROy St ARt Relrtofdes Rarhatt FPAMERT ofthed by
coll ati on
ori gi nal

algor i {hmSRToF aar T ool Pa @Rt BuF car Cna Bl Fefbdiofnbnind, MRAER

(S2).

elenents s

The

A T e

rg.'ﬁ%'gggh ﬂgﬁ(grgrgéregy :c?])pﬁprhkt .tlj1é1t gegti ulgéMetéﬁ O'fhei nél@&ff@ﬁii:

ormation ntsS i n accordance w

t he

si ng
S own

on
h the

SPl 111036} 6k bR B0 20essh e QEQUIREln B A1SR o B hncglole

informati on el enents ar

is

I'n accordance Wt e algorithm

destination.

When using an algorithm using an argument, it is possible to extract the
electronic information common to the both parties by transmitting only the
argument. Therefore, there is an advantage that it is enough to transmit very
small amount of information from the inquired destination to the inquiring
source.

Moreover, an electronic information inquiry method of the present
invention can be not only used for concerned parties to confirm the identity
between pieces of electronic information but also used to confirm whether the
electronic information of its own changes by previously commit electronic
information to neutral authentication bureau and using the authentication
bureau as an inquired destination.

Furthermore, an electronic information inquiry method of the present
inventicn can be used to perform neutral and fairer determination by making
authentication bureau stand between two or more concerned parties when
they confirm the identity between pieces ¢f the electronic information owned by
the parties. That is, when concerned parties confirm the identity between

contents of pieces of electronic information owned by them. they demand an

authentication from authentication bureau. Then, the authentication bureau



9 28 June 2004 preferable to distr ibute the information el ements to be

selected to the whole electronic information. Moreover, IS aI | owed to
purpose all information el enents. Furthernore. function vaI é
a2,.. Nan indicating attributes of selected information eI gge Qp4
Ea2,...Ean are calculated for the information eI enen Ean

[ospect [vetyTsip ST Jas onsbotr. 1he- e '%FE'fE'E‘ﬁ%.e?ﬁ“ﬁgéT‘?“ﬁdﬁni °

the for mal ogtfeﬁ%tﬂ Fﬂ?féﬁso?m%rﬂ%b gﬁf&?r@gw@fﬂaﬁv e il gkl Bl s use
char act er |P§?”@”itrﬁ“§ ﬂgﬁh%ﬁ'?é}éoﬁq%OFf?(Wg’Hgﬁysc}SbepannG‘e %SPE‘%%Pgr RAH&J"

Pee) to corordatee MR R HRPTRGIED RS, ﬁ@eét%}%g ARtk AR e, e
Lhe) char ndbtbrmiatPh o SrPhed Rt s R et fd) LR §'°§‘ﬁ§%.%ﬂéu. Fallghom ce
Che ool |t es B A g brARAbR R EAT L FirRO NI Bbcks 0B iR 1O

t he col | atl i'és the ar a use or the
| at t l.ect h
col 1 onsesiafel ALY b § B Rl AP A

Stored by L RRE t)évr%tﬁér HEeSATR BOSEHIARINAM iioROLLiAGD- S LAt i on

partyAspltst e origin sel ects the information

el enent s Etheﬁé%l artieERe e kB@esane position (S8). Mreover, function
val ues indicating attrl butes of the selected information el errents Ebl ,

Eb2, ... Ebn suchnas hashpwakves to Joththin @anbdbjectivé ddledhi®atah Cela Q#hdrS9) .
Characterl stic information | b is formed by applying a predeterni ned

processi ngplrfohdese chubetisen padigesare Rilfferanbsom . each bothies bpr redingS10) to
coll ate the information | b with the characteristic information | a

recei ved hugdnticdBord bleeR06thndnigeto@cnathieon- Bestsinpbimetpar 4fythd fré$dnt
Unl ess the both coincides with each other, there is a difference between

t he el ect meentiohnftosneddsitiie Ga pertbrirhanebeatratendeteirmiroativat bprexChawgibigen t he
information I b coincides with the information | a on the

col | ati onvelgs¢maathorurparf infodnatidre el ectronic information Cb on the
inquiring source B coincides with the electronic information Ca on the

col | ati on- dest Masgdwar, A anethodeply the girepeolb abieniiey . caméw @@MI@@ niongnt he
coll ation about the function values ~~ bl. N b2 it is also

al | oned t@lectoniferyed PR inicat @haﬁutF@rfwwI@nwvandé@ rmef@pd ig applied. a an
fromthe characteristic information | b and collate them However, even if
ar r angenelt 28 eRjBeiieds WredudcEi Al delanto Strse 188 SANALIGF M LK CHL her

L LS Possible o obtaln dechecki ng Lesult. onLy BYa SORIALINg, bithed he same

the shop at which the client uses the check inquires of the bank about whether
the information on the received electronic check is genuine. The bank spiits
the owned electronic check informaticn into information elements and selects
part of them to form characteristic information, sends an argument for division
and selection and the characteristic information to the shop, the shop splits
and selects the eiectronic check information received from the client in
accordance with the same method as that performed by the bank, measures

the attribute selected information elements. and collates the elements with the




In the case of the inquiry nethod of the above enbodinent, it is possible
for the argunent ~ and the characteristic information | a sent fromthe
collation -destination party Ato greatly reduce the quantity of data to be
transm tted because the amount of information is very small #H%ﬁ@@o‘ﬂo t he
el ectronic information in the original docunent C ~. Moreover; because an
el ect r oni cchafactarigticanfdrirsebh reseiret figad & pbadieint CoNiTe Hissgerwieness ehannel
in the case of this nethod, no information |eaks out during conmunication.
even if retereienyotiechaskormation in a storage nedia and transnitting the
information, it is possible to secure the safety of electronic inforpation
because the i nfDBnumtit o possiblg 1o 415802N IRHIERYF CBACK @ik AnbIE; TeliRRiity
electronic information inquiry method of this enbodi rrent can be used by
notary pubPily bhhExehaMEng ity GIPassr danOREtehowh 1§ AISA ROSIDIRNY B¥E35
4vhen receiving a request for collation fromthe cch)ncgr ned. a%% B serving
as an i nquelerigriscihess, atauteRé abeR BYiBROTUIIEAIN &R a8 &r’i‘f@(ﬂ’g@h 2 splits
the stored contract electronic information Ca into t' 28 June 2004
information elenments in accordance with a splitting/selecting algorithm

forms the characteristic information | a about properly-selected
i nf or mat i dA"® @ﬁ%‘?ﬂ@iona‘?f&h@éﬁ@g‘”@% information | a to the inquiring source

B h i h . _The } i i -

5 Logether L1 Lbe, S QUL BoThe (DMLILRA AU EEBARY L dherpne
|ects th i nformati I J g h teristi i nf ti
T AR S PR LFBIL e ok charactert st ¢ inf orrat on

the characteri gt I,C] g‘ iIBLagﬂ{S’IR{:EQH for 6156&%@’ g i RiRRNRYE Bﬁgﬁ%@%} Lhoyr eau

A, and confir y electronicinformation Ca an ectronic

i nformation t%ﬁ{é@ﬁ’in@ﬁtgﬁl ngqa nethod of the present invention, it is
C

possi ble to iTmthe 1dentity of the electronic information stored by an

| nqui i ng sour gecony . BYybERRSHALN RS BMBINNG IR LonBbNtorodxddukiagna | on
including only argunments and characteristic information. Therefore, the
nunber of HRIMRERRIVERLbP B AN alitentaaRsh byredu.an

i nformati 5&%%@&%%€Bfare deglr-:‘ggisneg and ita?s possible to process inquiry
request of nore clients. Mdreover. by using an electronic information
inquiry nmethod of the present invention, it is possible to performa
neutral ambdtaises oflehalMgnatt o lyentidd ng aut henti cation bureau stand

bet ween concerned parties instead of a case in which the concerned parties
confirm each otneeleck¥Gic hfbsnatidl ockigi mgteod iohdihe présgntaingastonfls a
determning the identity between pieces of electronic informtion stored by
a concer negetpadtof canénding tbendentig depaeery aB al¢ntoagroanaien AEAD it iash
bureau N. When receiving a request for authentication, the authentication
bureau N slestisatiorpeodethsit 19§ T GHrEING GEUES MIDPHgeNANENIS AN RESC8E& r oni ¢
information or an argunenk a for splitting and selecting the ipformation to
the conceinfotnpaon ytsall AP f1rBPICBRTAF IGSERCIFRY B SiREaMSPIECHETA and B
cut out information elenents by applyin aep_r ocessi ng al lc_‘ori thmto.the

el ect r oni VPHPBYMRFlIEonINGRe case of the ihquiry method of the present inventon, the

communication quantity not only is greatly decreased, but also there is no risk
of information leak because information is not supplied to a channel.

Moreaver, the method of the present invention makes it possible to
reduce the recording capacity and communication load Qf authentication
bureau by applying the method to the authentication bureau who certify the

content in accordance with a request after an original document is committed.

9



28 June 2004 and electronic information Cb stored by the concerned parties
A and B respectively, generate a function ,~ 1 indicating the attribute of
the information el enents, and send the function ,~ i to authentication
bureau. The authentication bureau conpares the characteristi4® J#®E#8ti on
A(;3 i) received fromthe concerned party A with the characteristic

i nfor mati on | B(F@thgrmareeitvedossibla theafebyneenpae pacey oBinfaenatien ethe

whet her pieces of the electronic information stored by the concerned

parti es ar@rdsensame tiemby cemautficcRriessnhinyentemmm@orbrROMERING elgekeP@i ng to
t he above nethod, because it is unnecessary to commt electronic

i nf or mat i oRfdrewdion ey MeRticaditireAlbur eau, it is possible to safely
obtain an objective determination without the fact that the content of the
information i s KoRESH! NvEAtieg paesyrioabpreeyel dgtRe MBEGRAFERE WiHea i s
very useful for the managenent by aut hentication. bureau because the anpbunt
of i nf or mAMbAdIMEBLYSTEREASH) PP ECaATREAY NG PYH IFur eau is very small and

el cctront ¢ i nf 1l B PRI GomER ABGSHROTHIE NEVBRR SRRl (Prerabdg g
t db j .h | i.c inpf [ ' host t t
he mobi | &7 GORPlIESF NBIRISERT gt (e GO i I b AU s 14 PICObERi Dl e 1o

il fi hat the .el ic inf At | i . .
comput er _1a® olPodea S (EHaCor of i e AP T ot SvEduaPe ¥ LR Ernce.
(Yo} , th t hod_of thi Ik lied t | ect i
check. A BRI ITa BT HUET B TP B¢ eRE ame. as. an el ectroni c. check
[ d f [ ' t - t ' i i I |1
or the | ike Al'sHopStErd ‘e CartERa e RS RNEREE el B I Lk
about whetpele LReH RRETNRIMGHSRK The9RSMI G lat] 1Bab AU dohehtiestdd ng .
procedure, cuts outs a part of the owned electronlic check Information tp

form the Eérea@ﬁwﬂ%ﬁ%ﬁﬁés chafrastesdd bider IHRETBRH QR rORES R EEHtbnObf t he

owned el ectroni c chec ormation, and sends the cutting procedure
i nformati gyyphests the argument of a splittinglselecting algorithmand the
characteristc information to the shop. The shop cuts out the sanme portion

of the el ectropjgt aheeksimearAat A eBnteceiduertyf B emetdies ¢b confirm whatiear dance
with the sane nethod used by the bank, neasures the attribute of the

portion ofne BRctrahfy midintatidrooGgngr abeurabar 8etofiiisséwe is tfe@sanats one asnd
collates the information with the characteristic information received from

t he bank the efgfnal ddduensgenDj roavress bef at fppelsidetoaotyl A. chedkis Jémes, thist i s
possible to use an el ectronic check having a high-reliability by
transm ttconpeynky prarfyel wind or adinqwinng Isouree possish et eoldionyofi¢antantsct r oni ¢
check by recording it in a card or the like, and use it at real shops.
| ndust ri adf algstiovabirfotrpation by assuming the concerned party A as a collation-
destination party.
When receiving a request for collation of the original documents from the
inquiring source B (S1), the collation-destination party A decides an argument
« used for a processing algorithm in order to split and select the original
document Ca cf its own {S2).
The original document Cj is split into a plurality of information elements
such as a hundreds of information elements in accordance with the
splitting/selecting algoritnm applied the argument «.  Then, part of the

information elements are selected in accordance with the algorithm (33). It is



As described above in detail, an electronic information inquiry nethod of
the present invention nmakes it possible to determ ne whether an el ectronic
information file of an inquiring source is the sane as that of an inquired
~destination without transnitting confirmed el ectronic i nforr%ﬁﬂ'é'ﬂﬁ?paél f.
Therefore, the collation between concerned parties and the collatiqgn

Lhr ough. autATBIATAEEt CoR ST EaU eaA BRART: £l5 SRk (R 6 SECS gh laaratys

agai nst information | eak _during\% conmuni.cat i 3n ggd a _snal | cop icaPi on
load. 1-  SRCRIe DHUMACR mVMeeNT ellelt AURMET I SEPRLT Dl WIGITIMRt hod
conprising: a step of contacting an inquired destination storing first

el ect roni c §%MEPati on with an inquiring source storing second el ectronic

el ect  oni ¢ &4 Wi th an | sour ce stori ng ]

Sai @ 1 noui 1 ed dBSNRATPGh ‘O CURR CaINRS af 1t Gemat Sh QHEETRG 1 BEARFE €o

sai d i nquired destTRATP dllfg arr b nf Srmati 4 | | |

of "t ho. cut SFIRTRaT O B heShIALn i ek aF8 a5 WA PR aebor Hance
e Fmt B 5 4 (5 Whih ar i ccor anc:

ol emont s { FMBaIG PTG SR ot ¢ EAP o GR B 40 Al BE R B MRS

deci ded pr9%&%%8;%@{;‘%%%&%@(5&3% SbieSR3LAR “ﬁ.rd;ﬁ &&idf&‘ﬂ’nﬁ’ém LM, 4 frdi ggt i ng

characteristiCcs 0 preces of 1 nftornation ments, an

transmtti ik s shatttanRet BFhat be thdkMdRh @luang RRirdseitdd NGt is

pr ocedur e ?%fcor mation to sai ggl nqui ring source; and steps conducted by said

| NQUI 1 N SOULGR B, Jes RbXhGIRAboflddiSlh HRTRE LBLLE Hifctidh oAUt i on and

said cuttihg procedure information, picking up information elenents from

sai d second el eptLonige | P QLARIISER [oReaRIdance W il thyCuiddiibg a

procedure information, generating second characteristic infoormtion

i ndi cat i ngpghrtaehieed Siroeesding aduthphs kedrapgbmeat maldi encigheregtts fhese
- accordance with the sanme nethod as that of said inquired destination, and

contrasti ngngaba wREONGSEhapagdrey iitstd ¢hé nhquinmy i swurye th tegether i wish the
characteristic information, thereby confirmng the identity with sone
probabi | i tyrgheteren Sl dMssmued, ielsetiiowsst o trarisonitrtite anguamehtsas péiataly

el ectronic information. 2. The electronic information inquiry nethod
accor di ng femcahaigmalactehstic@etemaiat j a. t hat said cutting procedure is based
on a splittinglselecting algorithmcapable of simlarly splitting

el ectroni ¢ i nf ddmdlné ethémiand, itherinawirion S@Mé‘?%ﬁt@%'ﬁé%é@étfﬂi—"ﬁ@”ﬁ teaBGme
information el enents by applying the sane argunment, said inquired

dest i nat i dhestimarastesiatid isforinationgll sebeot frag digyepliaton-destinasn pagdy June

2004 said inquiring source, ) L
S7), applies the argument « used for the collation-destination party A to the

same splitting/selecting algorithm previously neld by the concerned parties,
splits the original document Cg stored by the party B at the same position when
the coila}tlon-destmation party A splits the original document Ca, and selects
the information elements Eb1, Eb2.... Ebn at the same position (S8).

Moreover, function values indicating attributes of the selected
informaticn elements Eb1, Eb2,...Ebn such as hash values 3b1, 5b2,..5bn
are calculated (S9).

Characteristic informaticn [ b is formed by applying a predetermined
processing to these function values 2b1, 30b2..5bnis formed (310} to

collate the information [ b with the characteristic information [ a regeived from



said inquired destination decides said argunent to select said information
el enments in accordance with said argunent, and sends said argunent to said
inquiring source as said cutting procedure information, and,_said inquiring
source applies said argument to said splittinglselecting al gof HHRe2084
generate said second characteristic information in accordance with said
first el ecthoobbaliof-destnatom party FhéSél betoase theabethmeoinsicasnyithr gagket hod
according to claim1 or 2, characterized in that said characteristic

i nf or mat i ontfies, hergsks Badiierefcamstwesn hei sircEpaiveiformation (@ eodr Hif ¢
information inquiry nmethod conprising: a step of contacting anong a first
concer ned plctipng anfongatiphsEbel eénesnitee | WfGFAicNoh, b L£Heeda ‘é’ghcg}aﬁed
party storing second electronic information, and an authentication bureau
t hrough aniff@mertia | 8not tARGAIZEPTHERBRON RABY dd 1N6r el8airaniguNFRIMAtEAL i on
bureau of transmtting the inforymation of ttin rocedure . to designate
cutting poSPtPHRe HAdENg AU BereiBcidssi ‘f:”%l‘ &%j%l‘erlt%‘tqfcg}\cé 8”8?‘3‘8’&58%10% he
cut information to be picked up which are determned in accordance with an
ar gunent g&‘é ‘&t'ap'%ﬁgp?t'?%&gtr@v?g%ﬁf’d’r?i??@@tyconcer ned party and second
concerned party; steps_for said first and caond .concer ned, part. of
respectively piREAFIPBHeadieraiated %iﬁﬁ?’ij%ﬂjoé'l ‘é‘ﬁﬂﬁ?s‘" 5?‘05’1 i’ first

d . i i nfo i in. i t.h inf i o id
T oot 198 Rkt E b foy Tl ARG ek B P R P B o
cutting, prioce eret griire o : | , mat |
e ST Bel i &0 R B TR B SRR R BT "
a step fOrarf%@dﬁrﬁgﬂgtﬁgé‘ﬁqeg%%%?ﬁ&mﬁﬂwﬂe&ea%@%h%etJoﬁ? LSERioHRL ik st

characteris € cutting procedure I nfornation, thereby

confirmn c}sfgﬁoéé qgWté%ﬁ“aﬁ@cﬁﬁ?‘%?ﬁf%ﬁ%ﬂ tg%ﬁnﬁa?%i\"@%afsﬁi@s&inés\?alﬁé ggtronic

i nformati on and second ectronrc

I NT/NPj - / N3 é\ljn_/iﬁl/t% H’oh’@é%’l\%rﬂ\&%*s( N/ NP7/ N N3T/ N3j T/ N3MTI C_nt; 28EJO\
a

ZHPE&EE<) * - - } Xsni cal ca cal ca] ca] ca] ca]ca] ca] ca]ca] ca] ca]ca] ca]ca]ca]c

g]};;i] ca] ca] ca] ¢alatssd splreahgals Alanbsak eal ande$34dbiens s dossnle>>>2729

BXBBBBC} x$8i 4nZ] &al.eadrtal.c ahe ahealaalaxtd eailc slfemb sadre al erlseal cdmaliea] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal CQQWCCC<DDDENEEEE: F~GGHc HHH
LU T JcLibliation —destination party A to greatly reduce the quantity of data to be
QST#VW xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca
] ca] ca] calmakoditedbeakosd tad ea)@altcd]iotrWEKER s vehasefajightrkpatred{ foné'euOu=uvw
| | | w}xsnid_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca]
ca] ca] ca] elatmneainéaitat]araihdhd ealpos dacument Ca.
C oni G 33" 10%0C& () -33"10%& () - | CP10%O& ,(%- | S-109%60& () -)i nLlO%& () - #1098 (
) - n} 4t }ASH= 108oreover, because an electronic infarmation itself is not made present

on a distributicn channel in the case of this method, no information leaks out

during communication. Even if recording the information in a storage media

and transmitting the informaticn, it is possible to secure the safety of electronic

information because the information itself is not transported.

Furthermore, the efectronic information inquiry methed of this

embodiment can be used by nctary public and authentication bureau. As

shown in FIG. 1 and FIG. 2, when receiving a request for collation from the

concerned party B serving as an inquiring source, authentication bureau

decides an argument «, splits the stored contract electronic information Ca intc
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and sends the informaﬂiéf% ([)a @%Reﬂiﬁ‘q&?ﬁnglg@r&ng together with the

argument «. The inquiring source B splits the electronic information Cb of its
own in accordance with the same algorithm, selects the same information
elements, forms the characteristic information I b in accordance with the same
method. compares the infarmation I b with the characteristic information I a
received from an authentication bureau A, and confirms the identity electronic
information Ca and electronic information Cb.

Thus, by using a method of the present invention, it is possible to
confirm the identity of the electronic information stored by an inquiring source
only by transmitting a very small amount of information including only
arguments and characteristic information. Therefore, the number of requests
for communication load and the capacity of an information processor are
decreased and it is possible to process inquiry request of more clients.

Moreover, by using an electronic information inquiry method of the
present invention, it is possible to perform a neutral and fairer determinaticn by
making authenticaticn bureau stand between concerned parties instead of a
case in which the concerned parties confirm each other.

FIG. 3 is a block diagram indicating a case of determining the identity
between pieces of electronic information stored by a cancerned party A and a
concerned party B through an authentication bureau N.

When receiving a request for authentication, the authentication bureau N
sends a processing program for splitting and selecting etectronic information or
an argument o for splitting and selecting the information to the concerned party
A and concerned party B. The cocncerned parties A and B cut cut informaticn

elements by applying a processing algorithm to the electronic information Ca
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The authentication bureau compares the characteristic information IA( 3
i} received from the concerned party A with the characteristic information IB( 3
i) received from the concerned party B, determines whether pieces of the
electronic information stored by the concerned parties are the same, and
communicates a determination result.

According to the above method, because it is unnecessary to commit
electronic information itself to authentication bureau, it is possible to safely
obtain an objective determination without the fact that the content of the
information is known by a third party. Moreover, the above mentioned is very
useful for the management by authentication bureau because the amount of
information to be stored by the authentication bureau is very small and the
communication traffic with a concerned party is vary low.

By using the electronic information inquiry method of this embodiment
for a mobile computer used by copying the electronic information in a host
computer to the mobile computer and carrying the copied information, it is
possible to easily confirm that the electronic information stored in the mobile
computer is the same as the original information even at a remote place.

Moreover, the method of this embodiment can be applied to an
electronic check.

A bank stores the electronic information same as an electronic check
issued for a client. The client uses the electranic check in a virtual mall or the
like. A shop where the client uses the check inquires of the bank about

whether the received check is genuine. The bank decides a cutting procedure,

cuts outs a part of the owned electronic check informaticn to form the
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j 1 10%a ()é%gty@‘fﬂ&g 't|ﬁ"é| EHU%I Hcgr:%!re 1Qtormation such as the argument of a
splitting/selecting algorithm and the characteristic information to the shop. The
shop cuts out the same portion of the electronic check information received
from the client in accordance with the same method used by the bank,
measures the attribute of the portion of the information to generate
characteristic information, and collates the infcrmation with the characteristic
information received from the bank to confim the genuineness of the

electronic check.
Thus, it is possible to use an electronic check having a high-reliability by

transmitting only a few information. It is possible to carry the electronic check

by recording it in a card or the like, and use it at real shops.

Industrial Applicability

As described above in detail, an electronic information inguiry method of
the present invention makes it possible to determine whether an electronic
information file of an inquiring source is the same as that of an inquired
destination without transmitting confirmed electronic  information  itself.
Therefore, the collation between concerned parties and the collation through
authentication bureau can be easily executed at a high safety against

information leak during communicaticn and a small communication load.
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a step of contacting an inquired destination storing first electronic
information with an inquiring source storing second electronic information
through an information transmission means;

steps conducted by said inquired destination of deciding an information
cutting procedure to designate cutting positions of said first electronic
information and pieces of the cut information to be picked up which are
determined in accordance with an argumgnt changed at every inquiry, picking
up pieces of information elements from said first electronic information in
accordance with said decided procedure, generating first characteristic
information indicating characteristics of said picked up pieces of information
elements, and transmitting said first characteristic information and said cutting
procedure information to said inquiring source; and

steps conducted by said inquiring source of receiving said first
characteristic information and said cutting procedure information, picking up
information elements from said second electronic information in accordance
with said cutting procedure information, generating second characteristic
informaticn indicating characteristic of said picked up information elements in
accordance with the same method as that of said inquired destination, and
contrasting said second characteristic information with said first characteristic
information,

thereby confirming the identity with some probability between said

second electronic information and said first electronic information.

2. The electronic information inquiry method according to claim 1,
characterized in that

said cutting procedure is based on a splitting/selecting algorithm capable
of similarly splitting electronic information into information elements and
selecting the same information elements by applying the same argument,

said ingquired destination shares said splitting/selecting algorithm with
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3. The electronic information inquiry method according to claim 1 or 2,
characterized in that

said characteristic information is a hash value of an information element.

4. An electronic information inquiry method comprising:

a step of contacting among a first concerned party storing first electronic
information, a second concerned party storing second electronic information,
and an authentication bureau through an information transmission means;

a step for said authentication bureau of transmitting the information of a
cutting procedure to designate cutting positions of said first electronic
information and pieces of the cut information to be picked up which are
determined in accordance with an argument changed at every inquiry to said
first concerned party and second concerned party;

steps for said first and second concerned parties of respectively picking
up predetermined information elements from said first and second electronic
information in accordance with information of said cutting procedure, generating
first and second characteristic information indicating characteristics of said
information elements, and transmitting the generated characteristic information
to said authentication bureau; and

a step for said authentication bureau of contrasting the received first
characteristic information with the cutting procedure information,

thereby confirming the identity with some probability between said first

electronic information and second electronic information.
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