
EP 0 323 013 B1 Description This invention relates in general tovirtual
memorydata processing systems comprising a pluralityof similar
Interconnected data processing units which share the same virtual memory
addressing space, and in particular 5   to a method for managing the shared
virtual memory to minimize loss of data or data consistency as the result
of the failure of any single component of the configuration. The prior art
has disclosed a number of virtual memory data processing systems which
employ a single standalone Central Processing Unit (CPU). These systems
generally employ a main memory having a plurality of individually
addressable storage locations, each of which stores one byte of data and a
secondary storage 10  device such as a Disk File which includes a plurality
of block addressable storage locations, each of which stores a block of
data. For discussions purposes it Is convenient to assume that each block
address of the disk file stores a page of data comprising forexample 2K
(2048) bytes of data. The virtual memory concept involves what Is sometimes
referred to as a single-level store. In a single-level store, the maximum
address range of the system is generally much larger than the real capacity
of the main memory. The main memory Is made to 15  appear much larger by
the use of a paging mechanism and a secondary storage device which
cooperate to keep the data required by the application program in main
memory. The function of the paging mechanism is to transfer a page of data
from the disk file to main memory whenever a page, which Is addressed by
the ap- plication program, Is not in main memory. This is called a page
fault. Transferring the page of data from the disk file to main memory is
called page fault handling. 20      The prior art has also disclosed a
number of multi-processor system configurations that are employed to obtain
Increased data processing power. A multi-processor system configuration may
be thought of as a plur- ality of processing units sharing a logical
communication channel. The logical communication channel may take the form
of memory shared among the processing units into which messages from one
processing unit to an- other processing unit may be placed. Additionally,
the logical communication channel may take the form of a 25  communication
network through which messages from one processing unit to another
processing unit may travel. In some priorartmulti-processorsystem
configurations, referred toas tightly-coupled multi-processorcon-
figurations, the processing units In the configuration share some amount of
memory which any of the proc- essing units in the configuration may access,
and each processing unit has some amount of private memory 30   which only
it and no other processing unit may access. Computing systems arranged in a
tightly-coupled multi-processor configuration have the benefit of rapid
communication via shared memory and may also exploit the shared memory as a
disk cache. A page fault may occur when an application program executing on
one of the processing units in a tightly-coupled multi-proc- essor
configuration addresses a page of data that is not In main memory. During
page fault handling, the ap- 35  propriate secondary storage device
connected to the configuration is commanded to place the appropriate page
of data into the shared memory. Once the page of data has been placed In
the shared memory it may be addressed by any of the processing units In the
configuration. If the plurality of processing units in a multi-processor
configuration are working on a common problem, it is normal for the data
they access to be accessed In such a way as to experience locallty of
reference." The 40  term locality of reference is used when there is some
non-zero probability that a page of data retrieved from secondary storage
and placed In shared memory to satisfy a page fault resulting from an
access to virtual memory by an application program executing on one
processing unit In the configuration, will also be accessed by another
application program, executing on another processing unit in the
configuration before the page frame in shared memory holding that page of
data has been re-used by the configuration to hold another page 45  of
data. If such an access by another application program executing on another
processing unit in the config- uration occurs, the configuration may avoid
a disk access by satisfying the page fault with that page of data already
in shared memory. Apractical limit however is reached fortightly-coupled
multi-processorconfigurations when the contention for access to shared
memory among the processing units in the configuration exceeds the benefit
provided 50  by the shared memory when used as a disk cache. For instance,
one processing unit in the configuration may attempt to change the contents
of a page of data while another processing unit Is attempting to examine
the contents of the same page of date. Some mechanism must normally be
provided by the configuration to lock out one of the processing units in
favour of the other so that the two processing units see a consistent view
of the data. Various methods exist In the prior artto enforce a
consistentview ofdata upon the processing units 55  In a tightly-coupled
multi-processor configuration. These methods Involve Idling one of the
processing units In the configuration until the other processing unit has
completed its access to shared memory. The processing unit that has been
idled cannot be Idle and also perform useful work; thus, contention for
access to shared memory Inevitably results In some loss of processing
powerfor the configuration when considered as a whole. 2   



EP0323013B1 For these reasons, the number of processing units In a single
tightly-coupled multi-processor configuration rarely exceeds six. In some
other prior art multi-processor system configurations referred to as
closely-coupled multi-proces- sor configurations, the plurality of
processing units are connected via a communications network and each 5
processing unit may access its own memory directly and no other processing
unit has access to that memory. The processing units in a closely-coupled
multi-processor configuration may share data by sending messages via the
communications network to other processing units within the configuration.
A variation on the closely- coupled multi-processor configuration
distinguishes one of the processing units in the configuration as a shared
memory processing unit. The main memory attached to the shared memory
processing unit is used 10 as a disk cache managed by the shared memory
processing unit. The shared memory processing unit Is as- signed the
function of controlling which of the other processing units can have access
to what area of the shared memory at what time and under what
configurations. When the shared memory Is a virtual memory involving a fast
main memory and a relatively slow secondary storage device, the size of the
main memory which is required to obtain a respectable hit ratio is directly
related to the total number of instructions that are 15 being executed by
the multi-processor configuration per second. Individual processing units
are sometimes rated in Millions of Instructions PerSeconds (MIPS). If two 4
MIPS processing units and a third shared memory processing unit are
employed In a dosely-coupled multi-processor configuration, the main memory
associated with the configuration must have approximately 80 megabytes of
byte addressable memoryto obtain a respect- able hit ratio. The rule of
thumb that is used is that 10 megabytes of byte addressable main memory per
MIPS 20  is required to obtain an 85 percent hit ratio in the shared
memory. Therefore, if another 4 MIPS processing unit is added to the
multi-processor configuration, another 40 megabytes of byte addressable
memory should be added to the main memory of the shared memory processing
unit to maintain the 85 percent hit ratio. A practical limit however Is
reached in the number of processing units that can be added to the
configuration before the cost parameters and performance reach the point of
diminishing returns. 25      More recently, stand alone personal computers
or stand alone engineering work stations have been con- figured Into a
local area network. In such an arrangement, which is called a
loosely-coupled multiprocessor configuration or a distributed system
configuration or a cluster configuration, any work station can communi-
cate with anotherwork station employing standard communication protocols.
The motivation that exists for es- tablishing the cluster configuration is
not necessarily more data processing power, but simply one of the con- 30
venience of exchanging information electronically. However, it has been
found in some situations that the in- dividual work stations are running
the same operating system and at times run the same application programs. A
paper entitled "Memory Coherence in Shared Virtual Storage Systems"
authoured by Kai Li and Paul Hudak and presented at the 5th Annual
Association for Computing Machinery Symposium on Principles of Distributed
Computing 1986, discloses a plurality of virtual memory data processing
units interconnected In a cluster con- 35  figuration. In this arrangement
all units have the same operating system and address the same virtual
address space. Each unit is the owner of a different set of files which is
stored in that owner's memory system. A non- owner running an application
program obtains access to the other units memory system through a suitable
communication link, which causes requests to the file owner for virtual
pages of data which are then returned to the requester. Each unit of the
duster configuration therefore shares the set of files in its virtual
memory 40  system with the other units in the configuration. Page faults
resulting from requests are serviced by the file owner If the request is
local, that Is from the owner, the requested page is transferred from the
owner's sec- ondary storage directly tothe owner's main memory. If the
request is from a remote unit, the page is transferred from the owner's
secondary storage to the requester's main memory through the communication
link. Asystem protocol is established to control what happens to pages of
data after the requesting unit is finished with them. 45  This protocol
addresses such Issues as, when to return a page to the owner, how to manage
concurrent re- quests for the same page if one unitwants to write to that
page while other units want to read from that page, and various other
situations that are common to functions that share stored data. The sharing
by each processing unit of Its virtual memory with other processing units
In the cluster has some potential advantages in that the size or capacity
of the secondary storage devices can be reduced since 50  the total number
of files available to the duster Is spread out among a number of secondary
storage devices. This would permit the use of devices with faster access
times and/or lower cost. A potential disadvantage is that concurrent
requests from a number of different units to an owning unit will each
result In a number of disk accesses to occur in sequence. While the
requests are generally serviced In an overlapped manner, a disk access is a
relatively time consuming operation for the unit and could severely impact
the performance of the 55  owning unit which is perhaps executing an
unrelated application program that is competing for the services of the
secondary storage device. Loosely coupled multiprocessor configurations
disclosed In the priorart have traditionally been architected around a
message passing model in which individual kernels running on separate
processing units send mes- 3 



EP 0 323 013 B1 sages containing requests for service to other processing
units within the configuration that manage config- uration-wide shared
resources. Reliance on a message passing model has undoubtedly occurred
because message passing corresponds naturally to the underlying
communications connections among the processing units, which Is generally
believed to compose the primary performance bottleneck in a loosely coupled
con- 5   figuration; however, message passing as a model for system
coupling has several drawbacks. The difficulty of directly sharing complex
data structures (e.g. control blocks containing pointers) among processors
in message passing systems is well known. The difficulty of sharing complex
data structures given a message-passing model Is discussed in a paper
entitled "A Value Transmission Method For Abstract Data Types by M. Herlihy
and B. Uskov and published 10  in the ACM Transactions on Programming
Languages and Systems, Vol. 4, No. 4 In October of 1982. This sub- ject is
further discussed in a doctoral thesis entitled Remote Procedure Call, by
B. Nelson, and published by Carnegie Mellon University In May of 1981. In
ordertoshare a listof elements between two components of an operating
system executing on separate processing units within a multiprocessor
configuration, which is itself a relatively common requirement, the 15
elements have to be packed intoa format suitable for transmission at the
sending component, transmitted from the sending component to the receiving
component, then unpacked at the receiving component. This sequence of
operations is inefficient both in processor utilization and In
communication channel utilization. More Important, this sequence of
operations is complex and unwieldy. The primary drawback of message passing
is that it forces both the sending and receiving components Into awkward
and complex architectures 20  that tend to be costly and difficult to
implement, debug, augment, and maintain. Since the kernel of a typical
general purpose operating system tends to be composed of many Interacting
components, the Implications of architecting the operating system of a
multiprocessor configuration around a message passing model tend to be
enormous. Operating systems disclosed in the priorart fortightly-coupled
multiprocessorconfigurations have not tra- 25  ditionally been architected
around a message passing model; rather, the processing units in the
configuration share some amount of main memory, their kernels share complex
data structures In the shared memory, and pass among themselves only
pointers to these objects. It is clear that operating systems developed for
uni- processors have, with some modification in the areas of serialization
and cache consistency, been modified ratherthan rewritten to execute
efficiently on tightly coupled multiprocessor configurations. it would be
unusual 30  and difficult to modify an operating system constructed around
a message passing model to execute on a tight- ly coupled multiprocessor
configuration. This tends to validate the assumption that general purpose
operating systems fit more naturally Into a shared storage model than a
message passing one. The IBM RT PC virtual memorymanagement hardware
provides the capabilityof implementing an efficient shared virtual memory.
The IBM AIX operating system Is implemented around the shared virtual
memory. The 35  virtual memory manager Is of necessity constructed around a
message passing model. All higher levels of the AIX operating system,
Including the file system and interprocess communication, are constructed
around a shared memory model provided by the virtual memory manager. The
shared memory architectural model will allow the individual components of
the AIX operating system to be implemented In such a way as to trade some
small amount of performance for simplicity, which, In turn, is the source
of many other benefits. 40     An operating system maintains data In its
memory that represents its current state, this data is volatile in the
sense that it does not have to survive system restart. It is desirable to
update this data using atomic trans- actions, so that it Is never in an
inconsistent state. An example of such data is the system directory which
relates files to their current locations. This directory is built up from
information on disk as the system runs. While updates to it are being made,
or if an update fails, the interim value of the Information should not be
available. 45      A transaction is a unit of work performed by an
application program that may access (reference and/or update) data stored
In virtual memory that Is shared among the processing units In a duster
configuration. A transaction runs under the thread of execution of a single
process running a single application program on a single processing unit in
the configuration. A transaction executing on a given processing unit may
access data accessible to other transactions exe- 50  cuting on the same
processing unit. A plurality of transactions concurrently executing on the
same processing unit might never actually access the same data at the same
time, since most conventional processing units can execute only a single
stream or thread of instructions; nevertheless, it is a usefully
abstraction to assume that the transactions are executing concurrently and
are accessing data stored in virtual memory that is shared among the
processing units In a cluster configuration. 55      Since multiple
concurrent transactions may (at least virtually) access shared data, it is
possible that they might update data in a way that would place it in some
state that would be impossible to achieve if the trans- actions had been
executed serially (in any order) on the same data. This Is an undesirable
condition, since the 



semantics of the multiple concurrenttransactions may be timing-dependent,
and therefore difficulty to predict. 4    EP 0 323 013 B1 It is desirable
to ensure that shared data always appears to be in a state which could only
have been achieved had the multiple concurrent transactions executed in
some serial order. This property is called serializability. The art of
coordinating concurrent access to shared data by multiple transactions in
such a way as to ensure serializability is called concurrency control. 5
It is desirable to control concurrency in such a way as to provide for
efficient use of the resources of a processing unit. A simple way to ensure
serializability is to execute the transactions serially (in some order).
This is inefficient, since a transaction may require access to resource
that is not immediately available, such as a virtual memory page that might
not be in main memory at that time. In this case, the processing unit would
have to remain idle until the resource became available, since no other
transaction would be allowed to begin 10  executing until the transaction
in progress completed. There are other reasons that this approach to
concur- rency control is undesirable, which we shall not detail here.
Typically, It is desirable to dispatch one or more of the other concurrent
transactions that can continue useful work until the resource becomes
available. Be- cause the resource may become available at a time not easily
predictable by the transaction dispatcher, a suit- able concurrency control
algorithm Is often used to ensure serializability of the concurrently
executing trans- 15  actions. One approach to concurrency control is to
lock shared data accessed by a transaction, and prevent other concurrent
transactions from locking the same data in a way that would lead to
conflict. This approach usually allows for two types of lock to be granted
by an abstract entity called a lock manager read-locks and write- locks,
which indicate whether a transaction has the right to read or
read-and-write, respectively, the data that 20  the lock protects. Conflict
occurs when a transaction is holding a read-lock protecting some shared
data and another trans- action requests a write-lock for the same data, or
when a transaction is holding a write-lock protecting some shared data, and
another transaction requests either a read-lock ora write-lock for the same
data. Read-locks protecting the same data may be granted to multiple
concurrent transactions without conflict. A transaction 25  requesting a
lock that would conflict with lock(s) held by one or more other
transaction(s) must be made to wait until the conflict has been resolved
(i.e. when the other transaction(s) have freed their conflicting lock(s).
Awell-known theorem is that a two-phase locking protocol, In which all
locks needed by a transaction are acquired before any are freed, Is
sufficient to guarantee serializability. Asituation in which each of a set
of two or more concurrent transactions Is waiting to lock data in such a 30
way as to lead to conflict with some other transaction(s) In the set is
called deadlock. Since each transaction in the set is waiting, it cannot
free the lock(s) some other transaction(s) in the set is (are) waiting for.
From the inception of a deadlock onward, no useful work can be performed by
any members of the deadlocked set, nor can any be performed by the set of
transactions not In the deadlocked set, but that request locks that would
conflict with locks held by members of the deadlocked set. We shall call
this the "set of fringe transactions." 35      To prevent the persistence
of deadlock and its consequences, most computer systems using a two-phase
locking protocol periodically check for the existence of deadlock, and If
found, abort one or more transactions in the deadlocked set. Aborting a
transaction implies that all of the updates to data it modified must be
backed out, and all the locks must be freed. In practice, there are many
other situations In which transactions may be aborted, such as system
failure, 40  transaction program error, transaction program design, and
operator intervention. Since transactions may be aborted before reaching
theirendpoint,  is desirable that updates made by a transaction appearto be
"atomic," Le. either all of its updates are applied at the same time, or
none of its updates are applied. If this rule is en- forced, shared data is
always kept in a consistent state, and each transaction sees either all or
none of the updates made by any other transaction. 46      When a
transaction reaches its endpoint, It requests that its updates be made
visible to other transactions by using the commit service. If the operating
system responds affirmatively to the transaction, all of the trans-
action's updates have been applied; otherwise, none have been. In either
case, all of the transaction's locks have been freed. A transaction may use
the backout service rather than the commit service in order to have all of
its updates backed out, and all of the locks it holds freed. 50      There
are five important, essentially different degrees of consistency which may
be provided by a con- currency control mechanism based on locking (from a
paper written by J. N. Gray entitled, "The Transaction Concept Virtues and
Limitations", Seventh International Conference on Very Large Databases
1981). They are: Free Access    Readers may freely reference a given object
Writers may freely update a given object. 55   Degree 0:     Readers may
freely reference a given object. Writers must lock a given object prior to
updat- 



ing it Writers conflict with other writers. Degree 1:     Readers mayfreely
reference a given object. Writers must lock a given object prior to updat-
ing it. Writers conflict with other writers. Two-phase write-locking is
enforced.    EP 0 323 013 B1 Degree 2:     Readers must lock a given object
prior to referencing it. Writers must lock a given object prior to updating
it Readers conflict with writers. Writers conflict with other writers.
Two-phase write-locking is enforced. The AIXoperating system uses a form of
shared virtual memory called clusterstorage that provides atomic, 5
serialized update semantics and Degree 2 consistency to various components
of the operating system, and to subsystems and application programs... The
operating system uses locking to achieve serialized update semantics. A
mechanism to implement locking is described in "801 Storage: Architecture
and Programming by Albert Chang and Mark Mergen. The locking mechanism may
be extended to function in the distributed duster environment. An example
of an ex- 10  isting distributed lock manager is implemented in the
Distributed Services LPP of the AIX Operating System. The present invention
is directed to a method of managing a shared virtual memory clustered
configured data processing system to minimize loss of data due to aborted
transactions that are voluntary or result from a failure of some function
in the processing thread which may be bypassed when the system Is
reconfigured and the transaction retried beginning at the initial starting
point 15     According to the Invention, there is provided a method of
operating a data processing system comprising a plurality of data
processors interconnected by a communication system, each said data
processor having associated therewith primary volatile memory and secondary
memory accessed by a virtual memory trans- lation mechanism, said method
comprising the steps of mapping datafrom primary memory into virtual
address spaces in secondary memory, said data having the same address for
each of the processors; controlling ac- 20  cess to said data from any of
the processors by means of a designated processor; giving access to said
data to any requesting processor for updating the data by the requesting
processor and maintaining the updated data In the memories of the
designated and a further processor. A preferred embodiment of the Invention
will now be described, by way of example, with reference to the
accompanying drawings, in which: 25      Fig. l is a block diagram of a
custer configuration consisting of three processing units 10a, 10b, and
10c, a switch 11, and three communication links 12 that connect the
processing units to the switch. Each of the processing units has a
secondary storage device which may be thought of as a disk attached
directly to it, Fig. 2 contains a flow chart that describes the steps
performed by the operating system executing on a so      given processing
unit when an application program executing on that processing unit, creates
and opens a duster storage segment; Fig. 3 is a flow chart illustrating how
a an open cluster storage file is loaded into the virtual memory shared in
a cluster configuration; Figs. 4a and 4b are flow charts illustrating how a
transaction against an existing, open, mapped cluster 35      storage
segment Is executed and committed when only a single processing unit in the
configuration has opened the cluster storage segment; Figs. 5a and 5b are
flow charts illustrating how a transaction against an existing, open,
mapped duster storage segment is executed and aborted when only a single
processing unit within the configuration has opened the cluster storage
segment; 40      Figs. 6a and 6b are flow charts illustrating how an
existing duster storage file is opened by an application program running on
a processing unit different from the access coordinator. Figs. 7a and 7b
are flow charts Illustrating how a transaction against an existing, open,
mapped cluster storage segment is executed and committed on the processing
unitserving as the access coordinatorwhen two processing units in the
configuration have opened the duster storage segment, 45      Figs. 8a and
8b are flow charts illustrating how a transaction against an existing,
open, mapped cluster storage segment is executed and aborted on the
processing unit serving as the access coordinator when two processing units
within the configuration have opened the duster storage segment; Figs. 9a
and 9b are flow charts illustrating how a transaction against an existing,
open, mapped cluster storage segment is executed and committed on the
processing unit serving as the backup access coor- 50      dinator when two
processing units in the configuration have opened the duster storage
segment; Figs. I Oa and I Ob are flow charts illustrating how a transaction
against an existing, open, mapped duster storage segment Is executed and
aborted on the processing unit serving as the backup access coordinator
when two processing units within the configuration have opened the duster
storage segment; Fig. 11 is a flow chart illustrating how recovery from
failure is accomplished for duster storage segments 



55      when a processing unit serving as neither the access coordinator
nor the backup access coordinator fails; Fig. 12 is a flow chart
Illustrating how recovery from failure Is accomplished for cluster storage
segments when a processing unit serving as the access coordinator falls;
and Fig. 13 is a flow chart illustrating how recovery from failure Is
accomplished for cluster storage segments 6    EP 0 323 013 81 when a
processing unit serving as the backup access coordinator fails. Fig. l is a
block diagram of a cluster configuration consisting of three processing
units 1Oa, 1Ob, and 10c, a switch 11, and three communication links 12 that
connect the processing units to the switch. Each of the processing units
has a secondary storage device which may be thought of as a disk attached
directly to it. 5   Except for the contents of the files stored on the
secondary storage devices attached to an individual proc- essing unit,
processing units 10a, 10b, and 10cshould be thoughtof as identical. Figs. 2
- 3 illustrateoperations in the clusterconfiguration. The description of
these operations and the flowof messages is at a level of detail such that
a person skilled in the art of implementing a software virtual memory
manager component of a gen- eral purpose operating system will be able,
without undue experimentation, to implement the method. 10      Fig. 2 is a
flow chart that describes the steps performed by the operating system
executing on a given processing unit when an application program executing
on that processing unit creates and page 23 opens a cluster storage
segment. In Stop A of Fig. 2, an application program executing on
processing unit I Oa Issues the open system call for the duster storage
file "/u/smorgan/status" with the options 0_CREAT, 0_ RDWR, and O_TEMP. We
shall 15  assume for the purpose of discussion that a UNIX file naming
convention and directory structure is used, al- though persons skilled in
the art will understand that this assumption Is not necessary for the
purpose of im- plementing the method. The 0_CREAT option implies that the
operating system should create the file on behalf of the application
program If the file does not already exist. The O_RDWR option implies that
the application program would like to acquire read-write access to the
file. The O_TEMP option implies that the file is a cluster 20  storage
file. In Step B the operating system executing on processing unit 10a
intercepts the system call from the ap- plication program. In Step C the
operating system examines the root system directory "/" and finds that it
contains an entry for "u and that u is a directory. 25     In Stop D the
operating system examines the u directory for "smorgan" and determines that
smorgan is a directory. In Step E the operating system examines the smorgan
directory for "status" and determines that an entry for status does not
exist. In Step F the operating system creates a cluster storage file
Identifier CSFID and duster storage file de- 30 scriptor CSFD for the file
/u/smorgan/status. For the purpose of this discussion assume that a cluster
storage file identifier Is a 32 bit integer that uniquely identifies the
duster storage file in the configuration. The cluster storage file
identifier may have been composed by concatenating the processing unit
identifier for the access coordinator (processing unit 10a) with a number
chosen by the access coordinator that uniquely identifies the
clusterstorage file to the access coordinator. A processor identifier isa 7
bit integer that uniquely Identifies a 36  given processing unit within a
cluster conf Iguration. The operating system creates duster storage file
descriptor CSFD by using cluster storage file identifier CSFID to index
into the Cluster Storage File Descriptor Table (CSFDT) located at
processing unit I Oa. The CSFDT located at processing unit 10a contains a
duster storage file descriptorforeach existing clusterstoragefile forwhich
processing unit 10a serves as access coordinator. A duster storage file
descriptor Identifies the shared virtual memory segment that is associated
with a given 40  cluster storage file. In addition, a file descriptor
contains other information about a file, such as its length, the time it
was most recently accessed, the name of the Its owner, etc. When a
cluster/u/smorgan/status contains cluster storage and has been created as a
result of a call to open executed at processing unit 1 Oa, processing unit
10a elects itself as the access coordinator for the file. In Step G the
operating system uses the Create Segment Service (CSS) to create a virtual
memory seg- 45  ment for the cluster storage file Identified by duster
storage file identifier CSFID. In doing so, processing unit lOa specifies
that the segment is to be created using duster storage file descriptor
CSFD, and also that the requested protection key for the segment to be
created Is to be read-write. CSS returns a segment identifier S by which
the segment it created may be identified. CSS creates an External Page
Table (XPT) for the newly created duster storage segment. Each of the
entries in the XPT corresponds to a virtual page in the duster 50  storage
segment and points to a disk address that is located in the processing
unit's paging space. If a given virtual page of a duster storage segment is
selected by the Virtual Memory Manager's (VMM's) page replace- ment
algorithm, the page will be copied to the disk block pointed to by its
corresponding XPT entry. 



In Step H processing unit 10a sends message I to processing unit 10b
thatthe clusterstoragefile Identified by CSFID has been created. Message I
Includes the name of the duster storage file, Its duster storage file 55
identifier CSFID, and the processor identifier PID of the access
coordinator. In Step I, upon receipt of message I from processing unit lOa,
processing unit 1Ob updates its copy of the system directories to indicate
the existence of the newly created file /ulsmorgan/status along with the
cluster storage file Identifier CSFID and the access coordinator processor
identifier PID for the file. 7    EP 0 323 013 B1 In Step J the operating
system executing on processing unit 1Oa informs the application program
executing on processing unit 10a that the file /ulsmorgan/status has been
created. Fig. 3 is a flow chart illustrating how a an existing, open
dusterstoragefile is loaded intothe virtual memory shared in a duster
configuration. 5      In Step A of Fig. 3, an application program executing
on processing unit 1Oa uses the shmat system call to map the local segment
S associated with the open duster storage file "/u/smorgan/status" into the
applica- tion program's virtual address space for read-write access. In
Step B the operating system executing on processing unit 1Oa intercepts the
system call from the ap- plication program. 10     In Step C the operating
system determines that S is a local segment. Processing unit 1Oa makes this
de- termination by examining the Segment Identifier Table. In Step D
processing unit 10a uses the Map Page Range Service (MPRS) to map the
contents of segment S into the virtual address space of the application
program. In Step E processing unit 11Oa determines that the file
/u/smorgan/status has been successfully mapped 15  into the virtual address
space of the application program and Informs the application program that
this is the case. Fig. 4 Is a flow chart illustrating how a transaction
against an existing, open, mapped cluster storage seg- ment is executed and
committed when only a single processing unit in the configuration has
opened the cluster storage segment. For the purpose of discussion, we shall
assume: (1) that segment S is a duster storage seg- 20  ment mapped for
read-write access by an application program executing on processing unit
10a, (2) that seg- ment S currently contains exactly two pages of virtual
memory, page one and page two, (3) that both page one and page two are
currently resident In main memory, (4) and that both page one and page two
have been modified since having been placed In main memory. In Step A of
Fig. 4, the application program executing on processing unit I Oa attempts
to store into page 25  one of segment S. Since the application program does
not yet hold any locks on segment S, the attempt to store into page one
causes a lock miss to occur. In Step B the operating system on processing
unit 10a intercepts the lock miss. In Step C the operating system
determines that no otherapplication program executing on processing unit
10a is holding a lock on page one of segment S. 30     In Step D the
operating system determines that processing unit 1 Oa is the access
coordinatorfor segment S. In Step E the operating system determines that no
other processing unit has access to segment S. In Step F the operating
system grants a write lock on page one of segment S to the application
program. In order to perform this operation, the operating system: (1)
allocates a page frame into which a copy of the 35  current state of page
one will be made, (2) allocates an Extension Storage (ES) virtual address
for the page frame, (3) allocates an entry in the Lock Table (LT) for the
page, (4) assigns the newly-allocated ES virtual address to the page frame,
(5) copies the contents of page one of segment S into the page frame, (6)
fills in the entry In the LT to indicate that the the application program
holds a lock on page one of segment S and, (7) copies the ES virtual
address of the copy of the page into the LT entry for the page, and (8)
chains the LT 40 entry forthe page Into the list of locks held by the
application program. The copy of the page in Extension Stor- age may be
used to recover the contents of the page should the transaction need to be
aborted. The chain of Lock Table entries held by an application program may
be used to "remember" the contents of the set of virtual pages changed by
the application program during the course of processing a transaction. In
Step G the operating system copies information concerning the lock Into the
Inverted Page Table (IPT) 45  entry for the page, and schedules the
application program to retry Its store instruction. In Step H the
application program retries Its store Instruction, which completes
successfully. In Step I the application program attempts to store into page
two of segment S. In Step J the operating system performs operations
similar to those it performed In Steps B through G for page two of segment
S. 50     In Step K the application program retries Its store instruction,
which completes successfully. 



In Step L the application program calls the Commit Service, indicating that
it wishes to commit the trans- action it has been running. In Step M the
operating system intercepts the commit request. In Step N the operating
system frees each lock held by the application program. In order to perform
this 55  operation, for each page locked by the application program, the
operating system: (1) frees the Extension Stor- age page (if any) pointed
to by the Lock Table (LT) entry for the page if the LT entry for the page
indicates that the page has been modified by the application program, (2)
unchains the LT entry for the page from the list of locks held by the
application program, and (3) frees the lock table entry allocated for the
page.    EP O 323 13 B1 In Step 0 the operating system informs the
application program that the transaction has been successfully completed.
Fig. 5 is a flow chart Illustrating how a transaction against an existing,
open, mapped cluster storage seg- ment is executed and aborted when only a
single processing unit in the configuration has opened the cluster 5
storage segment. For the purpose of discussion, we shall assume: (1) that
segment S Is a duster storage seg- ment mapped for read-write access by an
application program executing on processing unit 1Oa, (2) that seg- ment S
currently contains exactly two pages of virtual memory, page one and page
two, (3) that both page one and page two are currently resident in main
memory, (4) and that both page one and page two have been modified since
having been placed in main memory. 10     In Step A of Fig. 5, the
application program executing on processing unit 1Oa attempts to store Into
page one of segment S. Since the application program does not yet hold any
locks on segment S, the attempt to store Into page one causes a lock miss
to occur. In Step B the operating system on processing unit 10a intercepts
the lock miss. In Step C the operating system determines that no
otherapplication program executing on processing unit 15  1Oa is holding a
lock on page one of segment S. In Step D the operating system determines
that processing unit I Oa Is the access coordinator for segment S. In Step
E the operating system determines that no other processing unit has access
to segment S. In Step F the operating system grants a write lock on page
one of segment S to the application program. 20  In order to perform this
operation, the operating system: (1) allocates a page frame Into which a
copy of the current state of page one will be made, (2) allocates an
Extension Storage (ES) virtual address for the page frame, (3) allocates an
entry in the Lock Table (LT) for the page, (4) assigns the newly-allocated
ES virtual address to the page frame, 25     (5) copies the contents of
page one of segment S into the page frame, (6) fills in the entry in the LT
to Indicate that the the application program holds a lock on page one of
seg- ment S, (7) copies the ES virtual address of the copy of the page Into
the LT entry for the page, and (8) chains the LT entry for the page into
the list of locks held by the application program. so     The copy of the
page in Extension Storage may be used to recover the contents of the page
should the transaction need to be aborted. The chain of Lock Table entries
held by an application program may be used to "remember the contents of the
set of virtual pages changed by the application program during the course
of processing a transaction. In Step G the operating system copies
information concerning the lock into the Inverted Page Table (IPT) 35
entry for the page, and schedules the application program to retry Its
store Instruction. In Step H the application program retries Its store
instruction, which completes successfully. In Step I the application
program attempts to store Into page two of segment S. In Step J the
operating system performs operations similar to those it performed In Steps
B through G for page two of segment S. 40      In Step K the application
program retries its store instruction, which completes successfully. In
Step Lthe application program calls the BackoutService, indicating that
itwishes to abortthe transaction It has been running. In Step M the
operating system intercepts the abort request. In Step N the operating
system frees each lock held by the application program. In order to perform
this 45  operation, for each page locked by the application program, the
operating system: (1) examines each Lock Table (LT) entry corresponding to
a lock held by the application program, (2) discards the contents of any
page in main memory for which an LT exists indicating that the page was
modified by the application program, (3) brings the Extension Storage (ES)
page pointed to by the Lock Table (LT) entry for the page into main 



50     memory for each page for which an LTexists indicating thatthe page
was modified bythe application pro- gram, (4) rename the ES page to the
virtual address associated with the page whose previous contents It rep-
resents, (4) unchains the LT entry for the page from the list of locks held
by the application program, and 55     (5) frees the lock table entry
allocated for the page. In Step 0 the operating system informs the
application program that the transaction has been aborted. Fig. 6 is a flow
chart Illustrating how an existing cluster storage file Is opened by an
application program running on a processing unit different from the access
coordinator. 9    EP 0 323 013 B1 In Step Aof Fig. 6, an application
program executing on processing unit lOb uses the open system call to open
the file "/u/smorgan/status" with the options 0_CREAT, O_RDWR, and O_TEMP.
In Step B the operating system executing on processing unit 10b intercepts
the system call from the ap- plication program. 5      In Step C the
operating system examines the root system directory "/" and finds that it
contains an entry for "u" and that u is a directory. In Step D the
operating system examines the u directory for "smorgan" and determines that
smorgan Is a directory. In Step E the operating system examines the smorgan
directory for "status and determines: 10     (1) that status is a duster
storage file, (2) that status already exists, (3) that processing unit 10a
is its access coordinator, and (4) that CSFID is Its duster storage file
identifier. In Step F the operating system executing at processing unit 1Ob
sends message I containing cluster stor- 15  age file identifier CSFID to
processing unit 10a, requesting that the duster storage file identified by
CSFID be opened on behalf of an application program executing on processing
unit 1 Ob. In Step G, upon receiptof message I from processing unit 10b,
processing unit 10a locates clusterstorage file descriptor CSFD, which
describes the duster storage file Identified by CSFID. The processing unit
10a locates dusterstoragefile descriptorCSFD by using clusterstoragefile
identifierCSFID to index into the Clus- 20  ter Storage File Descriptor
Table (CSFDT) located at processing unit lOa. In Step H processing unit 10a
determinesthatthe cluster storagefile identified by CSFID is currently
open, i.e. it has virtual segment S associated with It In Step I,
processing unit determines that the duster storage file identified by CSFID
does not yet have a backup access coordinator, elects processing unit 1Ob
as the backup access coordinator, and fills in the duster 25  storage file
descriptor CSFD accordingly. In Step J processing unit 10a sends message 2
to processing unit 10b responding that processing unit 1Oa has successfully
opened the duster storage file identified by CSFID on behalf of processing
unit 1Ob, and that processing unit lOb is the backup access
coordinatorforthe clusterstoragefile identified byCSFID. Mes- sage 2
Identifies the segment identifier S as the shared virtual memory segment
associated with the duster 30  storage file Identified by CSFID. In Step K,
upon receiptof message 2from processing unit lOa, processing unit 10b
creates a local segment SB for the duster storage file identified by CSFID
using the Create Remote Segment Service (CRSS). CRSS takes the segment
identifier S and creates a "dummy" segment SB. A dummy segment is a local
segment with a segment Identifier and a Segment Identifier Table (SIT)
entry. CRSS creates an External Page Table (XPT) 35  for the newly created
duster storage segment. Each of the entries in the XPT corresponds to a
virtual page in the dusterstorage segment and pointstoadiskaddress that is
located in the processing unit's paging space. If a given virtual page of a
duster storage segment is selected by the Virtual Memory Manager's (VMM's)
page replacement algorithm, the page will be copied to the disk block
pointed to by Its corresponding XPT entry. In Step L processing unit I Ob
uses the Bind Remote Segment Service (BRSS) to bind the local segment 40
SB to the global segment S. BRSS takes the segment identifiers S and SB,
the processor identifier PID of the access coordinator (processing unit I
Oa), and modifies the SIT entry associated with segment SB to indicate that
segment SB relates to segment S whose access is coordinated by processing
unit PID. In Step M processing unit 10b determines that cluster storage
file /u/smorgan/status has been successfully opened and informs the
application program that this Is the case. 45      Fig. 7 Is a flow chart
illustrating how a transaction against an existing, open, mapped cluster
storage seg- ment is executed and committed on the processing unitserving
asthe access coordinatorwhen two processing units in the configuration have
opened the duster storage segment. For the purpose of discussion, we shall 



assume: (1) that segment S is a duster storage segment mapped for
read-write access by an application program 50      executing on processing
unit 1Oa and by an application program executing on processing unit 10b,
(2) that segment S currently contains exactly two pages of virtual memory,
page one and page two, (3) that both page one and page two are currently
resident in main memory in processing unit 1Oa, (4) and that both page one
and page two have been modified since having been placed In the main memory
of processing unit 10a. 55     In Step A of Fig. 7, the application program
executing on processing unit 1Oa attempts to store into page one of segment
S. Since the application program does not yet hold any locks on segment S,
the attempt to store Into page one causes a lock miss to occur. In Step B
the operating system on processing unit 10a Intercepts the lock miss. 10
EP 0 323 013 B1 In Stop C the operating system determines that no other
application program executing on processing unit 10a is holding a lock on
page one of segment S. In Step D the operating system determines that
processing unit I Oa is the access coordinator for segment S. 5      In
Step E the operating system determines that processing unit 1Ob has access
to segment S, but that processing unit 1 Ob does not currently hold any
locks on segment S. In Step F the operating system grants a write lock on
page one of segment S to the application program executing on processing
unit Ia. In order to perform this operation, the operating system: (1)
allocates a page frame Into which a copy of the current state of page one
will be made, 10     (2) allocates an Extension Storage (ES) virtual
address for the page frame, (3) allocates an entry in the Lock Table (LT)
for the page, (4) assigns the newly-allocated ES virtual address to the
page frame, (5) copies the contents of page one of segment S into the page
frame, (6) fills in the entry in the LT to Indicate that the the
application program holds a lock on page one of seg- 15     ment S and, (7)
copies the ES virtual address of the copy of the page Into the LT entry for
the page, and (8) chains the LT entry for the page Into the list of locks
held by the application program. The copy of the page In Extension Storage
may be used to recover the contents of the page should the transaction need
to be aborted. The chain of Lock Table entries held by an application
program may be used 20  to "remember" the original contents of the set of
virtual pages changed by the application program during the course of
processing a transaction. In Step G the operating system copies information
concerning the lock into the Inverted Page Table (IPT) entry for the page,
and schedules the application program to retry its store instruction. In
Step H the application program retries Its store instruction, which
completes successfully. 25     In Step I the application program attempts
to store into page two of segment S. In Step J the operating system
performs operations similar to those it performed in Steps B through G for
page two of segment S. In Step K the application program retries its store
instruction, which completes successfully. In Step L the application
program calls the Commit Service, Indicating that it wishes to commit the
trans- 30  action it has been running. In Step M the operating system
intercepts the commit request. In Step N for each page locked by the
application program, the operating system sends a message to the backup
access coordinator, processing unit 1Ob, requesting that processing unit
1Ob copy the the page into its Extension Storage (ES) if the Lock Table
(LT) entry for the page indicates that the page has been updated 35  by the
application program. In Step 0, upon receipt of the last page modified by
processing unit 10a, processing unit 10b moves the individual pages from
its ES into their appropriate virtual memory segments, then sends a message
to proc- essing unit 10a responding that processing unit 10b has moved the
pages into its ES. In Step P, upon receipt of the response from processing
unit 10b, processing unit 10a: 40      (1) unchains the LT entry for each
page that has been locked by the application program from the list of locks
held by the application program, and (2) frees the lock table entry
allocated for the page. In Step Q the operating system informs the
application program that the transaction has been successfully completed.
45     Fig. 8 is a flow chart illustrating how a transaction against an
existing, open, mapped cluster storage seg- 



ment Is executed and aborted on the processing unit serving as the access
coordinator when two processing units within the configuration have opened
the cluster storage segment. Forthe purpose of discussion, we shall assume:
(1) that segment S is a duster storage segment mapped for read-write access
by an application program 50     executing on processing unit 1Oa and by an
application program executing on processing unit 10b, (2) that segment S
currently contains exactly two pages of virtual memory, page one and page
two, (3) that both page one and page two are currently resident In main
memory in processing unit 1 Oa, (4) and that both page one and page two
have been modified since having been placed in the main memory of
processing unit 10a. 55     In Step A of Fig. 8, the application program
executing on processing unit 10a attempts to store into page one of segment
S. Since the application program does not yet hold any locks on segment S,
the attempt to store into page one causes a lock miss to occur. In Step B
the operating system on processing unit 1Oa intercepts the lock miss. 11
EP 0 323 013 B1 In Step C the operating system determines that no other
application program executing on processing unit I Oa is holding a lock on
page one of segment S. In Step D the operating system determines that
processing unit lOa is the access coordinator for segment S. 5      In Step
E the operating system determines that processing unit 10b has access to
segment S, but that processing unit I Ob does not currently hold any locks
on segment S. In Step F the operating system grants a write lock on page
one of segment S to the application program executing on processing unit
1Oa. In order to perform this operation, the operating system: (1)
allocates a page frame into which a copy of the current state of page one
will be made, 10     (2) allocates an Extension Storage (ES) virtual
address for the page frame, (3) allocates an entry in the Lock Table (LT)
for the page, (4) assigns the newly-allocated ES virtual address to the
page frame, (5) copies the contents of page one of segment S Into the page
frame, (6) fills in the entry in the LT to indicate that the the
application program holds a lock on page one of seg- 15     ment S and, (7)
copies the ES virtual address of the copy of the page Into the LT entry for
the page, and (8) chains the LT entry for the page Into the list of locks
held by the application program. The copy of the page in Extension Storage
may be used to recover the contents of the page should the transaction need
to be aborted. The chain of Lock Table entries held by an application
program may be used 2o  to "remember" the original contents of the set of
virtual pages changed by the application program during the course of
processing a transaction. In Step G the operating system copies information
concerning the lock into the Inverted Page Table (IPT) entry for the page,
and schedules the application program to retry its store Instruction. In
Step H the application program retries its store Instruction, which
completes successfully. 25     In Step I the application program attempts
to store into page two of segment S. In Step J the operating system
performs operations similarto those it performed in Steps B through G for
page two of segment S. In Step K the application program retries its store
instruction, which completes successfully. In Step Lthe application program
calls the Backout Service, indicating that itwishes to abortthe transaction
so  it has been running. In Step M the operating system intercepts the
abort request. In Step N the operating system frees each lock held by the
application program. In order to perform this operation, for each page
locked by the application program, the operating system: (1) examines each
Lock Table (LT) entry corresponding to a lock held by the application
program, 35     (2) discards the contents of any page In main memory for
which an LT exists indicating that the page was modified by the application
program, (3) brings the Extension Storage (ES) page pointed to by the Lock
Table (LT) entry for the page Into main memory for each page forwhich an LT
exists Indicating that the page was modified by the application pro- gram,
40     (4) rename the ES page to the virtual address associated with the
page whose previous contents it rep- resents, (5) unchains the LT entry for
the page from the list of locks held by the application program, and (6)
frees the lock table entry allocated for the page. 



In Step 0 the operating system informs the application program that the
transaction has been aborted. 45     Fig. 9 is a flow chart illustrating
how a transaction against an existing, open, mapped cluster storage seg-
ment is executed and committed on the processing unit serving as the backup
access coordinator when two processing units in the configuration have
opened the cluster storage segment. For the purpose of discussion, we shall
assume: (1) that segment S Is a cluster storage segment mapped for
read-write access by an application program 50     executing on processing
unit 10a and by an application program executing on processing unit lOb,
(2) that segment S currently contains exactly two pages of virtual memory,
page one and page two, (3) that both page one and page two are currently
resident In main memory In processing unit 10b, (4) and that both page one
and page two have been modified since having been placed In the main memory
of processing unit 10b. 55     In Step A of Fig. 9, the application program
executing on processing unit 10b attempts to store into page one of segment
S. Since the application program does not yet hold any locks on segment S,
the attempt to store into page one causes a lock miss to occur. In Step B
the operating system on processing unit 10b Intercepts the lock miss. 12
EP0323013B1 In Step C the operating system determines that no other
application program executing on processing unit 1Ob is holding a look on
page one of segment S. In Step D the operating system determines that
processing unit lOa Is the access coordinatorfor segment S. 5      In Step
E processing unit 10b sends message to processing unit 1Oa requesting that
processing unit 10a grant a write-lock on page one of segment S to
processing unit 10b. In Step F, a write-lock Is granted on page one of
segment S. In Step G processing unit 10a sends message 2 to processing unit
10b responding that processing unit I Oa has granted a write-lock on page
one of segment S to processing unit lOb. 10     In Step H the operating
system of processing unit 10b grants a write lock on page one of segment S
to the application program executing on processing unit lOb. In order to
perform this operation, the operating system: (1) allocates a page frame
Into which a copy of the current state of page one will be made, (2)
allocates an Extension Storage (ES) virtual address for the page frame, 15
(3) allocates an entry in the Lock Table (LT) for the page, (4) assigns the
newly-allocated ES virtual address to the page frame, (5) copies the
contents of page one of segment S into the page frame, (8) fills in the
entry in the LT to indicate that the the application program holds a lock
on page one of seg- ment S, 20     (7) copies the ES virtual address of the
copy of the page into the LT entry for the page, and (8) chains the LT
entry for the page into the list of locks held by the application program.
The copy of the page In Extension Storage may be used to recover the
contents of the page should the transaction need to be aborted. The chain
of Lock Table entries held by an application program may be used to
remember" the original contents of the set of virtual pages changed by the
application program during the 25  course of processing a transaction. In
Step I the operating system copies information concerning the lock into the
Inverted Page Table (IPT) entry for the page, and schedules the application
program to retry its store in- struction. In Step J the application program
retries its store instruction, which completes successfully. In Step K the
application program attempts to store Into page two of segment S. 30     In
Step L the operating system performs operations similar to those it
performed in Steps B through J for page two of segment S. In Step M the
application program retries Its store instruction, which completes
successfully. In Step N the application program calls the Commit Service,
indicating that it wishes to commit the trans- action It has been running.
36     In Step 0 the operating system Intercepts the commit request. In
Step P for each page locked by the application program, the operating
system of processing unit 10b sends a message to the access coordinator,
processing unit lOa, requesting that processing unit 1Oa copy the the page
into its Extension Storage (ES) if the Lock Table (LT) entry for the page
indicates that the page has been updated by the application program. 40
In Step Q, upon receipt of the last page modified by processing unit I Ob,
processing unit 1Oa moves the individual pages from its ES into their
appropriate virtual memory segments, then sends a message to proc- 



essing unit 10b responding that processing unit 10a has moved the pages
into its ES. In Step R, upon receipt of the response from processing unit
10b, processing unit 10a: (1) unchains the LT entry for each page that has
been locked by the application program from the list of 45     locks held
by the application program, and (2) frees the lock table entry allocated
for the page. In Step S the operating system informs the application
program that the transaction has been successfully completed. Fig.10 is a
flow chart illustrating how a transaction against an existing, open, mapped
cluster storage seg- 50  ment is executed and aborted on the processing
unit serving as the backup access coordinator when two proc- essing units
within the configuration have opened the duster storage segment For the
purpose of discussion, we shall assume: (1) that segment S is a cluster
storage segment mapped for read-write access by an application program
executing on processing unit lOa and by an application program executing on
processing unit 1Ob, 55     (2) that segment S currently contains exactly
two pages of virtual memory, page one and page two, (3) that both page one
and page two are currently resident in main memory in processing unit lOb,
(4) and that both page one and page two have been modified since having
been placed In the main memory of processing unit l0b. 13    EP0323013B1 in
Step Aof Fig. 10, the application program executing on processing unit 10b
attempts to store into page one of segment S. Since the application program
does not yet hold any locks on segment S, the attempt to store Into page
one causes a lock miss to occur. In Step B the operating system on
processing unit 1Oa intercepts the lock miss. 5      In Step C the
operating system determines that no otherapplication program executing on
processing unit I Ob is holding a lock on page one of segment S. In Step D
the page 47 operating system determines that processing unit I Oa is the
access coordinator for segment S. In Step E processing unit 10b sends
message I to processing unit 10a requesting that processing unit 10a 10
grant a write-lock on page one of segment S to processing unit 1Ob. In Step
F, upon receipt of message I from processing unit 10b, processing unit 10a
determines that no other processing unit in the configuration is currently
holding a lock on page one of segment S. In Step G processing unit 10a
sends message 2 to processing unit 10b responding that processing unit I Oa
has granted a write-lock on page one of segment S to processing unit 1Ob.
15     In Step H the operating system of processing unit 10b grants a write
lock on page one of segment S to the application program executing on
processing unit l0b. In order to perform this operation, the operating
system: (1) allocates a page frame into which a copy of the current state
of page one will be made, (2) allocates an Extension Storage (ES) virtual
address for the page frame, 20     (3) allocates an entry in the Lock Table
(LT) for the page, (4) assigns the newly-allocated ES virtual address to
the page frame, (5) copies the contents of page one of segment S Into the
page frame, (6) fills in the entry in the LT to indicate that the the
application program holds a lock on page one of seg- ment S, 25     (7)
copies the ES virtual address of the copy of the page Into the LT entry for
the page, and (8) chains the LT entry for the page into the list of locks
held by the application program. The copy of the page in Extension Storage
may be used to recover the contents of the page should the transaction need
to be aborted. The chain of Lock Table entries held by an application
program may be used to "remember" the original contents of the set of
virtual pages changed by the application program during the 30  course of
processing a transaction. In Step I the operating system copies information
concerning the lock Into the Inverted Page Table (IPT) entry for the page,
and schedules the application program to retry its store Instruction. In
Step J the application program retries its store Instruction, which
completes successfully. In Step K the application program attempts to store
into page two of segment S. 35     In Step L the operating system performs
operations similar to those it performed In Steps B through H for page two
of segment S. In Step M the application program retries its store
instruction, which completes successfully. In Step N the application
program calls the Backout Service, indicating that It wishes to abort the
trans- action it has been running. 



40     In Step 0 the operating system Intercepts the abort request. In Step
P the operating system frees each lock held by the application program. In
order to perform this operation, for each page locked by the application
program, the operating system: (1) examines each Lock Table (LT) entry
corresponding to a lock held by the application program, (2) discards the
contents of any page in main memory for which an LT exists Indicating that
the page was 45     modified by the application program, (3) brings the
Extension Storage (ES) page pointed to by the Lock Table (LT) entry for the
page Into main memory for each page forwhich an LTexists indicating thatthe
page was modified by the application pro- gram, (4) rename the ES page to
the virtual address associated with the page whose previous contents it
rep- 50     resents, (5) unchains the LT entry for the page from the list
of locks held by the application program, and (6) frees the lock table
entry allocated for the page. In Step Q the operating system Informs the
application program that the transaction has been aborted. In a
clusterconfiguration In which three ormore processing units have opened the
same clusterstorage segment, 55  and an application program executing on
the processing unit serving as the access coordinator executes then commits
a transaction, operations similar to those described in Fig. 7 are
performed. The primary difference is that two additional steps are added.
The former step Is added between Steps F and G of Fig. 7. In this step, the
access coordinator sends a list of the locks held by application programs
executing at processing units 14    EP 0 323 013 B1 other than the access
coordinator and the backup access coordinator to the backup access
coordinator, so that the backup access coordinator can store them in Its
Backup Lock Table (BLT). The BLT is used during recovery to determine which
pages of the duster storage segment were stored in the virtual memory of
the the individual processing units within the cluster configuration. The
details of how the BLT is used to facilitate 5   recovery are described
below. The latter step is added between Steps Q and Rof Fig. 7. In this
step, the access coordinator sends a list of locks freed by application
programs executing at processing units other than the access coordinator
and the backup access coordinator to the backup access coordinator, so that
the backup access coordinator can remove them from its BLT. In a cluster
configuration in which three or more processing units have opened the same
cluster storage 10  segment, and an application program executing on the
processing unit serving as the access coordinator exe- cutes then aborts a
transaction, operations similar to those described in Fig. 8 are performed.
The primary difference is that two additional steps are added. The former
step is added between Steps F and G of Fig. 8. In this step, the access
coordinator sends a list of the locks held by application programs
executing at proc- essing unts other than the access coordinator and the
backup access coordinator to the backup access co- 15  ordinator, so that
the backup access coordinator can store them in Its Backup Lock Table
(BLT). The BLT is used during recovery to determine which pages of the
clusterstorage segmentwere stored in the virtual mem- ory of the the
Individual processing units within the cluster configuration. The details
of how the BLT is used to facilitate recovery ar described below. The
latter step Is added between Steps N and 0 of Fig. 17. In this step, the
access coordinator sends a list of locks freed by application programs
executing at processing units 20  other than the access coordinator and the
backup access coordinator to the backup access coordinator, so that the
backup access coordinator can remove them from its BLT. In a cluster
configuration In which three or more processing units have opened the same
duster storage segment, and an application program executing on the
processing unit serving as the backup access coordi- nator executes then
commits a transaction, operations similar to those described in Fig. 9 are
performed. 25     In a duster configuration in which three or more
processing units have opened the same cluster storage segment, and an
application program executing on the processing unit serving as the backup
access coordi- nator executes then aborts a transaction, operations similar
to those described In Fig. 10 are performed. In a duster configuration in
which three or more processing units have opened the same duster storage
segment, and an application program executing on a processing unit serving
as neitherthe access coordinator so  nor the backup access coordinator
executes then commits a transaction, operations similarto those described
in Fig. 9 are performed. In a cluster configuration in which three or more
processing units have opened the same cluster storage segment, and an
application program executing on a processing unit serving as neitherthe
access coordinator nor the backup access coordinator executes then aborts a
transaction, operations similar to those described 35  in Fig. 10 are
performed. Fig. 11 is a flow chart illustrating how recovery from failure
is accomplished for cluster storage segments when a processing unit serving
as neither the access coordinator nor the backup access coordinator fails. 



In Step A of Fig. 11, processing unit 10a, serving as the access
coordinator, determines that processing unit 1Oc, not serving as the backup
access coordinator, has failed. 40      In Step B processing unit 10a scans
its LockTable (LT) to determine the set of pages of the cluster storage
segment that were in the virtual memory of processing unit 1Oc. In Step C
processing unit 10a determines that processing unit 10b is the backup
access coordinator for the cluster storage segment. In Step D processing
unit 10a scans its LT to determine the set of pages In the cluster storage
segment 45  that are replicated In the virtual memory of processing units
other than 10c. In the current example there is only one other processing
unit, lOb, that might hold a page of the cluster segment in Its virtual
memory. In Step E processing unit 1Oa compares the two sets and determines
which pages of the cluster storage segment were In the virtual memory of
processing unit 10c and are not in the virtual memory of processing unit
l0b. Only processing unit 1Oa has a copy of any of these remaining pages In
its virtual memory. To ensure 50  against a further failure, processing
unit 10a must replicate these pages in the virtual memory of the backup
access coordinator. In Step F for each of these pages processing unit 10a
sends a message to the backup access coordinator, processing unit lOb,
requesting that processing unit I Ob copy the page into its virtual memory.
In Step G, upon receipt of the last page from processing unit 10s,
processing unit 10b sends a message 55 to processing unit 10a responding
that processing unit 1Ob has copied each of the pages into its virtual
memory. In Step H, upon receipt of the response from processing unit 10b,
processing unit 1Oa frees all of the LT entries for processing unit 1Oc.
Fig. 12 is a flow chart Illustrating how recovery from failure is
accomplished for cluster storage segments    EP 0 323 013 B1 when a
processing unit serving as the access coordinator fails. In Step A of Fig.
12, the processing unit serving as the backup access coordinator,
processing unit 1Ob, determines that processing unit 10a, which was serving
as the access coordinator, has failed. In Step B processing unit lOb scans
its Backup Lock Table (BLT) to determine the set of pages of the cluster 5
storage segment that were in the virtual memory of processing unit 10a. In
Step C processing unit 10b elects processing unit 10c as the new backup
access coordinator. In general, any remaining processing unit In the
cluster except the current backup access coordinator might be chosen as the
new backup access coordinator. In Step D processing unit 1Ob scans its BLT
to determine the set of pages of the cluster storage segment 10  that are
replicated in the memory of processing units other than processing units
10a. In this example, proc- essing unit 10b or 10c might have had a copy of
a page of the cluster segment in its virtual memory. In Step E processing
unit 10b compares the two sets and determines: (1) which pages of the
clusterstorage segmentwere in the virtual memoryof processing unit 10a and
proc- essing unit 10b but were not in the virtual memory of processing unit
10c when processing unit 10a failed, 15      and (2) which pages of the
clusterstorage segmentwere in the virtual memory of processing unit 10a and
proc- essing unit 10c, but were not in the virtual memoryof processing unit
10b when processing unit 10a failed. In Step F for each page that was in
the virtual memory of processing unit 10a and processing unit 10c but was
not In the virtual memory of processing unit 1Ob, processing unit 10b sends
a message to processing unit 2o  10c, requesting that processing unit 10c
send a copy of the page to processing unit 10b. In Step G, upon receiving
the last page from processing unit 10c, for each page that was In the
virtual memory of processing unit 10a and processing unit I Ob but was not
in the virtual memory of processing unit 10c, processing unit 10b sends a
message to processing unit 10c, requesting that processing unit 1Oc copy
the page into Its virtual memory. 25     In Step H, upon receipt of the
response from processing unit 10c, processing unit 10b frees all of the LT
entries for failed processing unit 1Oa. Fig. 13 Is a flow chart
illustrating how recovery from failure is accomplished for cluster storage
segments when a processing unit serving as the backup access coordinator
fails. In Stp A of Fig. 13, the processing unit serving as the access
coordinator, processing unit lOa, determines 30  that processing unit I Ob,
which was serving as the backup access coordinator, has failed. In Step B
processing unit 1 Oa scans Its Lock Table (LT) to determine the set of
pages of the cluster storage segment that were in the virtual memory of
processing unit I Ob. In Step C processing unit lOa elects processing unit
lOc as the new backup access coordinator. In general, any remaining
processing unit in the duster except the current access coordinator might
be chosen as the new 35  backup access coordinator. In Step D processing
unit 10a scans its LT to determine the set of pages of the cluster storage
segment 



that are replicated in the memory of processing units other than processing
units 10b In this example, proc- essing unit 10a or 10c might have had a
copy of a page of the duster segment in Its virtual memory. In Step E
processing unit 10a compares the two sets and determines: 40        (1)
which pages of the clusterstorage segmentwere in thevirtual memory of
processing unit 10b and proc- essing unit 10c but were not in the virtual
memory of processing unit 10a when processing nit 10b failed, and (2) which
pages of the clusterstorage segment were In thevirtual memory of processing
unit 1Oa and proc- essing unit 10b, butwere not in the virtual memory of
processing unit 10c when processing unit 10b failed. 45     In Step F for
each page that was in the virtual memory of processing unit 1 Ob and
processing unit 10c but is not in the virtual memory of processing unit
10a, processing unit 10a sends a message to processing unit I Oc,
requesting that processing unit 1Oc send a copy of the page to processing
unit 10a. In Step G, upon receiving the last page from processing unit 10c,
for each page that was in the virtual memory of processing unit 10a and
processing unit 1Ob but was not in the virtual memory of processing unit 50
10b, processing unit 10a sends a message to processing unit 10c, requesting
that processing unit 10c copy the page into Its virtual memory. In Step H,
upon receipt of the last page from processing unit 10a, processing unit 10c
sends a message to processing unit 1Oa responding that processing unit 10c
has moved the pages Into its virtual memory. In Step I, upon receipt of the
response from processing unit 10c, processing unit 10a frees all of the LT
55   entries for failed processing unit 10a.    EP 0 323 013 81 Claims I.
A method of operating a data processing system comprising a plurality of
data processors Interconnected by a communication system, each said data
processor having associated therewith primary volatile mem- 5       ory and
secondary memory accessed by a virtual memory translation mechanism, said
method compris- ing the steps of: mapping data from primary memory Into
virtual address spaces In secondary memory, said data having the same
address for each of the processors; controlling access to said data from
any of the processors by means of a designated processor, 10
giving access to said data to any requesting processorforupdating the data
by the requesting proc- essor; and maintaining the updated data In the
memories of the designated and a further processor. 2. A method according
to claim I including the further step of: 15            maintaining the
updated data in the requesting processor and a further processor if the
requesting processor Is the designated processor. 3. A method according to
claim 1 or claim 2 including the step of maintaining non-updated data in
the memory of a requesting processor and a further processor prior to an
update of the data. 20 4. A method according to claim 3 including the step
of discarding the non-updated data subsequent to com- pletion of the
updating by the requesting processor. 5. A method according to any one of
claims I to 4 in which said data Is mapped Into virtual address space 25
shared between the secondary memories of the processors for uniform and
global distribution of the data among the secondary memory address spaces.
Patentansprl~che 30 1.  Ehne Methode zum Betreiben sines
Datenverarbeitungssystems, das sine Vielzahl von untbreinander durch ein
DFV-Systsm verbundenen Prozessoren umfat wobel jedem Datenprozessor esn
primarer flfchtlger Speicher und ein sekundirer Speicher, auf den von einem
virtuellen Speicherumsetzmechanismus zugegriffen wird, zugeordnet sind, und
wobel diese Methods die Schritte umfalt: 36      zum Abbilden der Daten aus
dem primiren Speicher In den virtuellen Adregbereichen im sekundaren
Speicher, wobel diese Daten dieseibe Adresss fOr jeden der Prozessoren
aufweisen; zum Steuern des Zugriffs auf dlese Daten von elnem der
Prozessoren mit Hilfe sines designierten Pro- zessors; zum Bereitstellen
des Zugriffs auf diese Daten fOr jeden anfordernden Prozessor, damit die
Daten vom 40      anfordernden Prozessor aktualislert warden; und zum
Verwalten des aktualisierten Daten in den Speichern des designierten
Prozessors und eines welts- ren Prozessors. 2.  Ehe Methods nach Anspruch
1, die einen weiteren Schritt umfaft 45      zum Verwalten der
aktualislerten Daten Im anfordernden Prozessor und In einem welteren
Prozessor, 



wenn es sich bel dem anfordernden Prozessor um den designierten Prozessor
handelt 3.  Ehe Methods nach Anspruch I oder 2, die den Schritt zum
Verwalten nicht-aktualisberter Daten im Spei- cher sines anfordernden
Prozessors und elnes weiteren Prozessors vor einer Aktuallsierung der Daten
50      umfaMt 4.  E he Method. nach Anspruch 3, die den Schritt zum
L8schen der nicht-aktuaiisierten Daten nach Ab- schluB der Aktualisierung
durch den anfordernden Prozessor umfalt. 55   5.  Ene Methods nach einem
derAnsprOche I bis 4, in der die Daten im virtuellen Adregberelch
abgebildet warden, der gemeinsam von den sekundaren Spelchern der
Prozessoren ffr sine glelchmagige und glo- bale Vertbilung der Daten auf
die sekundiren Speacheradrefbereiche benutzt wird. 17 I 111111111 Hi 111111
111 H 111 *   c *L  Ih  s   *    EP0323013B1 Revendlcatbons 1.  Procdd pour
actionner un systeme de traltement de donnoes comprenant une pluralite de
processeurs de donn6es Interconnectes par un systeme de communication, a
chacun desdlts prooesseurs de donn as c       otant assocleos une mrmoire
volatile principals et une memolre secondaire ob il y a accos par un meca-
nisme do transfert de memoire virtuelle, ledit procede comprenant les
etapes de: mapper des donnees provenant de Ia momoire principal. dans des
espacos d'adressage virtuels de la memoire secondaire, lesdites donnoes
ayant la memo adresse pour chacun des processeurs; contrloer l'accs
auxdites donnoes a partir de P'un quelconque des processeurs au moyen d'un
pro- 10      cesseur dosigno; donner l'acobs auxdites donnees A un
processeur demandeur quelconque pour mettre A jour les donnees par Is
processeur demandeur; et maintenir les donnees mises A jour dans lee
memoires du prooesseur dosign6 et d'un autre. 15  2.  Proceid selon la
revendbcation 1, comprenant en outre l'tape de: maintonir leS donn6es mises
A jour dans le prooesseur demandeur et un autre prooesseur si le pro-
cosseur demandeur eat le processeur ddsign6. 3.  Proc6db selon les
revendications 1 ou 2, comprenant l'otape de maintenir des donn6as non
mises a jour 20      dans Ia memoired'un prooesseurdemandeuretd'un autre
processeuravantune miss Ajourdes donn6es. 4.  Procede solon la
revendication 3, comprenantl'etape de rejeterles donnoes non mises
Ajourvenant apres l'acoomplissement do la miso A jour par le processeur
demandeur. 25  5.  Proced6 solon l'une quolconque des revendications I A 4,
dans lequel lesdites donnees sont mapp6es dans un espace d'adressage
virtuel partagA entre lee m6moires secondalres des processeurs pour une
distribution uniforme et globale des donn6es parmi les ospaces d'adressage
des m~moires secondaires. 30 35 40 45 50 65 *   C   L  M   S   *    


