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NET\VORKING SYSTE1\1S 

The present invention relates to networking systems and the forwarding and routing or information therein. 

being more particularly directed to the problems of a common method for managing both cell and packet or frame 

switching in the same device. having common hardware. common QoS (Qua1ity of Service) algorithms, common 

forwarding algorithms: building a switch thnt handles frame switching without interfering with cell switching. 

Background of Invention 

Two archilectures driving networking solutions arc cell switching and frame forwarding. Cell switching 

involves the transmission of data in fixed sir.c units called cells. This is based on technology referred to as 

Asynchronous Transrcr Mode (A TM). Frame forwarding transmits data in arbitrary size units referred 10 either as 

frames or packets. The basis or frame forwarding is used by a variety of protocols, the most noteworthy being the 

Internet Protocol (IP) suite. 

The present in\•ention is concerned with forwarding cells and frames in a common system utiliz.ing common 

forwarding algorithms. In co-pending U.S. p:11ent application Serial No. 581,467, liled December 29, l 995, for High 

Performance Universal Multi.Ported Internally Cached Dynamic Random Access Memory System, Architecture and 

Method, and co-pending U.S. p:uent application Serial No. 900,757, lilcd July 2S, 1997, for System Architecture for 

and Method of Dual Pa1h Dala Processing and Management or Packets and/or Cells and the Like, both 0£ common 

assignee herewith. a rromi!lin(! solution of common cell/frame forwarding is provided. 

Mo!lt traditional lntcrnet-11tylc host-to-host data communication is carried out in variable siz.e packet format, 

interconnected by networks (defined ns a collection or switches) using packet switches called routers. Recently, 

A TM has become widely available as a technology to move data between hosts, having been developed to provide a 

common method for sending traditional telephony data as well a.o; d::tta for computer-to-computer communication. 
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The previous melhod employed was lo apply Time Divii;ion Multiplexing (1DM) to telephony data, with each circuit 

allocated a fixed amount or lime on 11 channel. For example, circuit A may be allocated x amount or time (and thus 

data), followed by y and -i and then x ngain, ns later described in connection with hereinafter discussed Fig. 3. Thus 

each circuil is complelely synchronous. This method, however, has intrinsic limilations with bandwidth utilization, 

since if a circuit has nothing to send its allocated bandwidth is not u~cd on the line. ATM addresses this bandwidth 

issue by allowing the circuits lo be asynchronous. Though bandwidth is still divided among fixed length data items, 

any circuit can transmit al any point in time. 

The JTU-T (lntemaiional Telecommunications Union - Telecommunications, formally the CCI'rf), is an 

orgunization chartered by the Uniled Nations to provide telecommunications standards defined four classes of 

service: l) Constant Bit Rate for Circuit Emuhuion, i.e. constant-ra1e voice and video; 2) Variable Bit Rate for 

certain voice and video npplicntion11: 3) Dn1111 for Connection·Oricn1ed Trnffic: and 4) Dnta for Connectionless­

Oriented Trame. These service.<:, in turn, are supported by certain "classes" of ATM traffic. ATM moves data in 

fixed size units called cells. There are several 1ypes of A TM "types", these arc referred 10 as A TM Adaptation 

Layers CAAL), 1hese ATM adaptnlion layers are defined in ITU-T Recommendation 1.363. There are 3 defined 

types: AALl, AAL3/4 and AALS. AAL2 has never been defined in the ITU-T recommendations and AAL 3 and 

AAL 4 were combined inlo one type. With respect to the A TM cell make-up, there is no way to distinguish cells that 

belong lo one layer as opposed to cells that belong to another layer. 

111e ad:iptalion layer is dc!crmincd during circuil se1up; i.e. when a host computer communicates to the 

network. Al this lime, the host compuler infonns the network of the layer it will use for a specific virtual circuit. 

AALt has been defined to be used for real-time applications such as voice or video; while AALS has been defined 

for use by traditional datagram oriented services such as forwarding IP da1agrams. A series of AALS cells are 

defined to make up a packet. The definition of an AALS packet consists of a strenm of cells with them bit set lo 

0, except for the lasl one (n!i later illui;1ra1ed in Fig. I). This is referred to a~ a segmen1ed packet 

Thus. in current networking technology data ii; transported in either variable size packels or fixed size cells 

depending on the types of switching devices in~tnlled in the network. Routers can be connecled to each olher directly 

or through A TM networks. If connected directly, then pnckcts are arbitrary size: but if connected by A lM switches, 

then all packets ex.iting the router arc chopped into fixed size cells of 53 bytes. 
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Network architectures based on the Internet Protocol (IP) technology are designed as a "best effort" 

service. This means that if bandwidth is available, the data gets through. If, on the other hand, bandwidth is not 

available then the data is dropped. This works well with most computer data applications such as file transfers or 

remote terminal access. This does not work well with applications that can not retransmit, or where retransmission is 

of no value, such as with video and voice. Oetting a video frame out of order makes no sense, whereas file transfer 

applications can tolerate such anomalies. Since the packet size is arbitrary at any point in time making specific delay 

variation commitments between any two frames is almost impossible, as there is no way of predicting what type and 

size of traffic is ahead of any other type of traffic. The buffers that must handle the data, moreover, must be able to 

receive the maximum data size, meaning that that buffering scheme must be optimized to handle larger data packets 

while at the same time not wasting too much memory on smaller packets. 

A TM is designed to provide several service categories for different applications. These include Constant Bit 

Rate (CBR), Available Bit Rate (ABR), Unspecified Bit Rate (UBR) and two versions of Variable Bit Rate (VBR), 

real-time and non-real-time. These service categories are defined in terms of Traffic Parameters and QoS Parameters. 

Traffic Parameters include Peak Cell Rate (constant bandwidth}, Sustainable Cell Rate (SCR), Maximum Burst Size 

(MBS), Minimum Cell Rate (MCR) and Cell Delay Variance Tolerance. QoS parameters include Cell Delay 

Variation (CDV), Cell Loss Ratio {CLR) and maximum Cell Transfer Delay (maxCTD). As an example, Constant 

Bit Rate CBR {e.g. the service used for voice and video applications) is defined as a service category that allows the 

user at call setup time to specify the PCR (peak cell rate, essentially the bandwidth), the CDV, maxCTD and CLR. 

The network must then ensure that the values requested by the user and accepted by the network are !Det: if they are 

met, the network is said to be supporting CBR. 

The various classes of service direct the network lo provide better service for some traffic as opposed to 

other types of traffic. Jn ATM, with fixed length cells, switches manage bandwidth utilization on a line effectively by 

controlling the amount of data each traffic flow is allowed to put on a line at any moment in time. They generally 

have simpler buffer techniques arising from the fact that there is but one size of data unit. Another advantage is 

predictable network dcJays, especially queuing latencies at each switch. Since all data units are the same size, this 

helps to ensure that such traffic QoS parameters as CDVare easily measurable in the network. In non-ATM 

networks (i.e. frame-based networks), frames can range anywhere from, say, 40 bytes to thousands of bytes, 

rendering it difficult to ensure a consistent CDV (or PDV, Packet Delay Variation) since it is impossible to predict 
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the delays in the network. lacking consistent transfer times of individual packets. 

By carving: data into smaller units. A™ can increase the nhility of the network to decrease the latency of 

1mnsmit1ing data from one ho~I 10 anolhcr. Such also allows for easier queue and buffer management at each hop 

through the network. A disad\·antnge, however, is that a header is added to ench cell making the effective bandwidth 

or 1hc network less thnn if the network had a larger transmission unit. For example. if 1.000 bytes arc to be 

lrnnsferrcd from one host to another, lhcn a frame-based solution would append a header (approximately 4 bytes) 

and transmit the entire frame in less than a second. In A TM, the 1,000 bytes is chopped into 48 bytes with a S bytes 

header: i.e. 1,000/48 = 20.833 (or 21 cells). Each cell is then given a S byte bender increasing the bytes to be 

transmitted by S • 21 = 105 extra bytes. Thus ATM effectively decreases the available bandwidth to the actual data 

hy approximately 100 hytcs (or aboul 10%): the decreasing of end-to-end latency also decreases the available 

bandwidth for datn trnnsmission. 

For some applications. such as video nnd voice, latency is more imponant thnn bandwidth while for other 

applications. such as file transfers. heller bandwidth utilization increases performance rather than decreased hop-by-

hop latency. 

Recen1ly, the dcmnnds on more bandwidth and QoS have grown many fold due to new applications for 

multimedia services. including the before described video and voice. This is forcing the growth or ATM networks in 

the core of traditional racket-hascd ne1works. A TM, because or its fi:oted packet size, brings reduced processing time 

in networks and hence fas1er forwnrding (i.e. lower latency). It also hrings with it the ability lo take advantage or 

traffic classilicatiun. Since the cells, as earlier pointed out, are of fixed size, traffic pnuerns c:an be c:ontrolled through 

QoS assignments: i.e. networks can carry traditional packets (in cell formal) and constanl bnndwidth stream dala 

(e.g. voice/,·idco hased data). 

As will subsequently he demonstrated, most conventionnl networking systems inherently are designed for 

cilhcr forwarding frames or cells hu1 not both. In accordance with the present invention, on the other hand, through 

use of novel search nlgorithms. QoS management and manaizement of packet/cell architecture, both cells and frames 

can be transmiued in the same device and with significant advantage over the prior techniques, as later more fully 

explained. 
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Obiects of Invention 

An object of the present invention, accordingly, is to provide a novel system architecture and method, 

useful with any technique for processing data packets and/or cells simultaneously with data packets, and without 

impacting the performance aspects of cell forwarding characteristics. 

A further object is to provide such a novel architecture in which the architected switch can serve as a packet 

switch in one application and as a cell switch in another application, using the same hardware and software. 

Still a further object is to provide such a system wherein improved results are achieved in managing QoS 

characteristics for both cells and data packets simultaneously based on a common cell/data packets algorithm. 

An additional object is to provide a common parsing algorithm for forwarding ce11s and data packets using 

common and . similar techniques. 

Other and further objects wlH be explained hereinafter, and are more particularly delineated in the appenaed 

claims. 

Summary 

In summary·, from one of its important viewpoints, the invention encompasses in a data networking system 

wherein data is received as either A TM cells or arbitrarily-sized multi-protocol frames from a plurality of JJO 

modules any of which can be cell or frame interfaces, a method of processing both A TM cells or such frames in a 

native mode, i.e. not transforming frames to cells, using common algorithms for forwarding bued oli ~ontrol 

information contained in the cell or frame and in such a manner as to preserve QoS characteristics necessary for 

correct operation of cell forwarding; processing the packet/cell control information in a forwarding engine with 

common algorithms not dependent on context-sensitive infonnation contained in the cell or packet, and passing 

results including QoS infonnation to an egress queue manager; passing the cell/ packet to the egress l/O transmit 

facility in such a manner as to provide a minimal cell delay variation (CDV) so as not to impact correct cell 

forwarding characteristics; and controlling the transmit facility so as to provide a common bandwidth management 

algorithm for both cell and packets and all without impacting the correct operation of either cells or packets. 
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Preferred and best mode designs and techniques are hereinafter presented in detail. 

Drawings 

The invention will now be described in connection with the accompanying drawings in which the before-

mentioned Fig. l is a diagram illustrating an A1M (Asynchronous Transfer Mode) cell format; 

Fig.2 is a similar diagram of an Internet Protocol (IP) frame format for 32 bit words: 

Fig.3 is a flowchart comparing Time-Division Multiplexing (TOM), ATM and Packet Data frame 

forwarding; 

Fig. 4 is a block diagram of the switch of the invention with the cell and packet interfaces; 

Fig. S is a block diagram of a traditional prior art bus-based switching architecture, and Fig. 6, its memory-

based switch data flow diagram; 

Fig. 7 is a block diagram of a traditional prior art cross-bar type switching architecture, and Fig. 8, its cross-

bar data flow diagram; 

Fig. 9-10 are interface diagrams illustrating, respectively, a cell switch with a native interface card, a packet 

interface on cell switch, and an AALS packet interface on cell switch, all with a cross-bar or memory switch; 

Figs. 12 and 13 are similar diagrams of a packet switch with native packet interface cards and with AALS 

interface, respectively, for Nx.N memory connection buses; 

Fig. 14 is a block diagram of the switch architecture of the present invention, using the word "NeoN" in 

connection with the packet and cell data switch as a trade name of NeoNET LLC, the assignee of the· present 

application; I; 

Fig. 15 and 16 are diagrams respectively of extended parsing function flows for forwarding decisions and /, 

an overview of such functions and Fig. 17 is a diagram of the forwarding elements; 

Fig. 18 is a first stage parse graph tree lookup block diagram, and Fig. 19 is a second stage forwarding table 

lookup (FLT) diagram; 

Figs. 20 and 21 are respective diagrams of parse graph memory on power up and of a simple illustrative IP 

multicast packet; 

Fig. 22 presents an initialized lookup table, with all entries pointing to unknown routt/cell forwarding 
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information, and Fig. 23 illus1ra1e~ the lookup table after adding an illustrative JP address (209.6.34.224132): and 

Fig. 24 is n queuing diagram for scheduling system operation. 

Further Background To Preferred Embodiments of Invention 

Before proceeding to illustrate the preferred architecture or the invention, it is believed necessary to review 

the limitations or the Jlrior nnd of current network systems, which the present invention admirably overcomes. 

Current networking solutions arc designed either for switching data packets or cells. As before stated, alt 

types of data nctworkin!.! switches must receive data on an ingress port. make a forwarding decision, transfer data 

from the ingress pon to the egress port and transmit that data on the appropriate egress port physical interface. 

Beyond the basic data forwarding a.<ipects, there arc different requirements for cell switching versus frame 

forwarding. As before stated. all current technology divides switching elements into three types: bridges, routers and 

switches, and in Jlnrticular. /\TM switches. The distinction between bridges and routers is blurred in that both 

forward datagrams and 1ypicnlly most routers also do bridging functions as well~thus the discussion focuses on 

datagram switches (i.e. routers) and ATM switches. 

It is in order first to investigate the hasic architectural requirements for these two types of switching devices 

based on current solutions. and then to present the reasons why current solutions do not provide mechanisms to allow 

simultaneous trans for of cells and frames without severely impacting the correct operations of either A TM switching 

or frame forwarding. 111e novel solution based on the present invention will then be clear. 

Routers typically have a wide variety of physical interfaces: LAN interfaces, such as Ethernet, Token ring 

and FOOi, and wide-area interfaces. such Frame Relay, X.25, Tl and A TM. A router has methods for receiving 

frames from these various interfaces. and each interface has different frame characteristics. For example, an Ethernet 

frame may be anywhere from 64 bytes to 1500bytes, and an FDDI frame can be anywhere from 64 bytes to 

4SOO(including header and trailer) bytes. The router's UO module strips the header that is associated with the 

physical interface and rrci;ents the rcsultin~ frame, such as an IP dnH11?ram. to the forwarding engine. The forwarding 

engine loob at the IP destination address. Fig. 2. and makes an appropriate forwarding decision. The result of a 

forwarding decision is to i;end datagram to the egress port as determined by the forwarding tables. The egress port 

then attaches the appropriate network-dependent header and transmits the frame out the physical interface. Since 
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different interfaces may have different frame size requirements, a router may be required to "fragment" a frame, i.e. 

"chop" the datagram into useable size. For example, a 2000 byte FDDI frame must be fragmented into frames of 

JSOO bytc:s or less before being sent out on a Ethernet interface. 

Current router technology offers "best effort" service. This means that there are no guarantees that 

datagrams will not be dropped in a router-based network. Furthermore, because routers transfer datagrams of varying 

sizes, there are no per datagram delay variation or latency guarantees. Typically a router is characterized by its 

ability to transfer datagrams of a certain size. Thus, the capacity of a router may be characterized by its abiUty to 

transfer 64 byte frames in one second or the latency to transfer a 1500 byte frame from an ingress port to an egress 

port. This latency is characterized by last bit in, first bit out. 

An ATM switch, by comparison, has only one type of interface, I.e. ATM. An ATM switch makes 

forwarding decision by looking at !l forwarding table based on VPINCI numbers, Fig. 1. The forwarding table is 
• J 

typically indexed by physical port number, i.e. an incoming cell with a VPINCI on ingress port N gets mapped to an 

egress port M with a new VPINCI pair. The table is managed by software elsewhere in the system. All cells, no 

matter what the A TM Adaptation Layer (AALx), have the same structure, so that if ATM switches can forward one 

AAL type, they can forward any type. 

In order to switch A TM cells, several fundamental criteria must be met. The switch must be able to make 

forwarding decisions based on control information provided in the ATM header, specifically VPINCI. The switch 

must provide appropriate QoS functions. The switch must provide for specific service types, in partic~lar Constant 

Bit Rate (CBR) traffic and Variable ~it Rate (VBR). CBR (voice or video) traffic is characterized by low latency 

and more importantly low or guaranteed Cell Delay Variation (CDV) and guaranteed bandwidth. 

The three main requirements of implementing CBR type connections over a traditional packet switch are 

low CDV, small Delay and guaranteed bandwidth. Voice, for example, consumes a fixed amount of bandwidth, 

based on the fundamental Nyquist's sampling Theorem. CDV is also part of a CBR contract, and plays a role into the 

overall Delay. CDV is the total worst case variance in expected arrival time and actual arrival time of a packet/cell. 

In so far as an application is concerned, it wants to see data arrive equidistant in time. If. however, the network 

cannot guarantee this equidistant requirement, some hardware has to buffer data - equal or more than the worst case 

CDV amount introduced by the network. The higher the CDV, the higher is the buffer requirement and hence the 
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higher Dcfoy: and, as illustralcd earlier. Delay is not good for CBR type circuits. 

Packet-b:ised networks tr:iditionally queue data at the egress based on priority or traffic. Regardless of how 

data is queued, traffic with low delay variation requiremen1s will gel queued behind one or more packets. Each of 

them could be maximum pncket size. and 1his inherently contributes the most to delay variation on a packet-based 

network. 

There are many methodologies used to manage bandwidth and priorities. From a Network Management 

point of view, a network manager usually likes to carv~ out the total egress bandwidth into priorities. There are 

several reasons for carving this bandwidlh: e.g. it ensures the manager that control traffic: (Higher Priority and Low 

Bandwidth) always has room on the wire even during very high line bandwidth utilization, or perhaps a CBR 

(Constant Bit Rate) traffic will be guaranteed on the wire, etc. 

There are numerous methods lo address bandwidth per traffic priority. Broad classes of these mechanisms 

are Round Robin Queuing. Weighied Fair Qucuinl,l and Priority Queuing. Each methodology will be explained for 

the sake of discussion and completeness of this documenl. In all cases of queuing, traffic is put into queues based on 

priorities, usually by a hardware engine thal looks at a cell/packet header or control informalion associaled with 

cell/pl\ckel a.o; the ce\l/pac:kel arrives from the backplane. It is how data is extracled/de-qucued from these queues thal 

differentia1es one queuing mechanism from another. 

Simple Round Robin Queuing 
This queuing mechanism empties nil queues in a round robin fashion. This means that traffic is divided into 

queues and ea.ch queue gets the same fixed bandwidth. While a clear advantage is simplicity or implementation, a 

major disadvantage or this queuing technique is thal 1his mechanism completely loses the concept of priority. Priority 

must then be managed by buffer nllocntion mechanisms. The only clear advantage is simplicity of implementation. 

Weighted Round Robin 
This queuing mechnnism is nn enhancement of 'Simple Round Robin Queuing ', where a weight is placed 

on each queue by the nelwork manager during inhialization time. In this mechanism. each priority queue is serviced 

based on the wei[lhl. If one queue is nllacated 10% of the bandwidth, it will be serviced 10% of the time. Another 

queue may have 50% of the all<lcatcd h.'lndwidth, and will be ser.·iced 50% of the time. The major drawback is there 

is unused handwidth on the wire when there is no traffic in a queue of the allocated bandwidth. This results in wasted 

bandwid1h. There is, moreover, no ai:i;oci:ition af packet site in the de-queuing algorithm. which is crucial for 
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packct-b:ised switches. Giving equal weight to all packet sizes throws off the bandwidth allocation scheme. 

Priority Queuing: 

In this queuing mcchnnism, output queues are serviced purely based on priority. The Highest Priority 

Queue gets ser .. ·iced firsl. and the Lowest Priority Queue gets serviced last. In this mechanism. Higher Priority 

Traffic always preempts the Lower Priority Queue. The drawback of this type of mechanism is that the Lower 

Priority Mechanism mny result in 7.ero bandwidth. The ad,•anlage of this mechanism, besides being simple, is that the 

bandwidth is not wasted; so long as there is data 10 send, it will be sent. There is. however, no association of packet 

size in the de-queuing algorithm, which is crucial for packet-based switches. Giving equal weight to all packet sizes 

throws off the bandwidth allocation scheme, as before noted. 

From 1he aho,·e examples, lhere is a need to strike a balance between Priority Queuing and Weighted 

Round Rohin Queuing. along with packet size. This calls for a solution provided by the present invention where • 

high priority traffic is serviced before lower priority traffic. but each queue is serviced at least within its bandwidth 

allocation. In addi1ion lo the above requirement, the output buffer should be filled with data from a queue even when 

the bandwidth of that queue is exhausted. including with other bandwidth eligible queue data. This technique 

enforces bandwidth per traffic queue requirement and also does nol wiiste bandwidth on the wire and is embodied in 

the "invention 

Architectural Issues in Switch Design 

Current switching solutions employ two distinct solutions: I) memory and 2) cross-bar. These solutions are 

illustrated in Figs.Sand 6 showing a traditional bus-based and memory based architecture, and in Fig. 7, showing a 

traditional cross-bar switching architecture. 

In the 1radition:il memory-based solutions represented by Fig. 5, datn must first be placed inside of main 

memory from \he 1/0 card. This data \ransfer takes several cycles ns bits are moved from the VO module to the main 

memory. Since several different 1/0 modules must transfer data to common memory, contention for this resource 

occurs. Main memory pro,·idcs both a buffering mechanism and a transfer mechanism for datn from one physical 

pon lo another physical port. 1bc rate of transfer is then highly derendent on the speed of the egress port and the 

ability of the system to move data in and out of main memory and the number of interfaces that must nccess main 
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memory. 

As more fully shown in Fig. 6, the CPU interfaces through a common bus. with memory access. with a 

plurality or data-receiving and transmitting uo ports #1. #2. etc .• with the various dolled and dashed lines showing 

the interfacing paths and the shared memory, as is well known. As pointed out previously, the various accesses of 

lhe shared memory result in substantial contention, increasing the latency and unpredictability, which is already 

substantial in this kind or archilecture because the processing of the control information cannot begin until the entire 

packet/cell is received. 

Funhermore, as the accesses to the shared memory arc increased, so does the contention; and as the 

contention is increased, this results in increasing the latency of the system. In the traditional memory-based switch 

data flow diagram or Fig. 6, thus. where the access time per read or write to the memory is equal to M. and the 

number of bits for a memory access is W. the following functions occur: 

There is the write of data from the receive port #1 lo shared memory. The time to transfer a packet or cell is 

equal to ((8•8)/W)•M. where B is equal to the number of bytes for the packet or cell, Mis the access time per read 

or wri1e 10 the memory and W is the number or bits for a memory access . As the packet gets larger so docs the time 

10 write it lo memory. 

This means that if a packet is destined to an A TM interface as in Fi!?. 5, followed by a cell, the cell is 

delayed by lhe amount of trnn!lfcr time from main memory, and in the worst case this could be N packcls (where N is 

the number of packet, non-A TM interfaces) including the contention among other reads and writes on lhe bus. If, for 

example, B=4000 bytes and M is 80 nanoseconds (for a 64 bit-wide bus for DRAM access), then ((4000 • 8)164) • 

80 = 40.000 nanoseconds for a packet transfer queued before a cell can be sent. and OC 48 is 170 nanoseconds per 

64 byle cells. This is only if there is no contenlion on the bus whatsoever. In the worst case, if a switch has 16 pons 

and all 1he ports arc con1cndin!? simultaneously, then to transfer the same packet would require 640,000 nanoseconds 

just to ic1 into the memory. and the same amount 10 gel out-· a total time of about 1.3 milliseconds. This occurs if 

between each write into memory. another pon has to write lo memory as well. So for n=l6 ports, n-1, or lS ports 

have to gain access to memory. This means th:tt IS ports • 80 nanoseconds= 1200 nanoseconds are used by the 

system before lhc ncxl transfer in10 memory of the original port can occur. Since there are '4000 bytes• 8 

bitslbyle)/64 bits= SDO accesses. cnch access is separated by 1200 nanoseconds, and the full transfer takes 500 • 
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1200 = 600.000 nanoseconds. So the total is system time plus actual transrer lime which is 600.000 nanoseconds+ 

40,000 nanoseconds= MO.ODO mmoseconds for the transfer into memory, and another 640.000 nanoseconds out of 

memory. This calculntion. moreover. does not include any CPU contention issues or delay becnusc of egress port 

busy. which would mnke this calculation e\·en lnrger. 

There arc similar disadvantages in traditional cross-bar based solutions as shown in Fig. 7. before 

referenced. where there is no main memory. and burrcring of data occurs both at the ingress port and egress port. In 

the memory-based design of Figs. 5 and 6. buffer memory is shared across all ports, making for very dficient 

utilization of memory on the switch. In the cross-bar approach of Fig. 7, each port must provide a large amount of 

memory. so that the overall memory of the system is large :is there is no common sharing of buffers. The cross-bar 

switch is only a conduit for the tmnsfor of data from one physical port on the system to another physical port on the 

system. Jf two ports arc iiimultaneously to transfer data to one output port, one of the two input ports must buffer lhe 

data thereby increasing the latency nnd unpredictability as the datn from the first input port is transfened to the 

output port. The ndvanlnge or n cross-bar switch over a memory-based switch, however, is the high r:ue of data 

transfer from one point lo another without the inherent limitation of main memory contention on the memory-based 

switch. 

In the traditional cross-bar switching architecture system of Fig. 7, the CPU interfaces through a common 

bus. wilh memory access. to an interface with the various dolled and dashed lines of Fig. 8 showing the interfacing 

paths and the shared memory, as is well known. The CPU makes a forwarding decision based on information in the 

data. TI1e data must then he traniomined across the cross-har swi1ch fabric to the egress port. But if other trartic is 

being forwarded to that egress in1crfacc, then the data must be buffered in the ingress inlcrface for so long as the 

amount of time it takes 10 transfer the entire cell/racket to the egress memory. There is: 

A. Write of data from the receive port #1 to local memory. The time to transfer a packet or cell is equal 

to ((B*R)/\V)*M, where Bis equal to the number of bytes for the packet or cell.Mis the access time 

per read or write 10 the memory and W is the number of bits for a memory access • As the packet gets 

larger so docs the time lo wrilc it to memory. 

8. Write of data from the receive port# I to local memory of egress port #2. The time to transfer a 

packet or cell is equal to ((8*1!)/\V)•M + T, where B is equal to the number of bytes for the packet or 
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cell. M is the access lime per read or wrile to lhe memory. W is 1he number of bits for a memory 

access ond T is lhe transfer lime of the cross-bar switch.. As the packet gets larger. so does the time to 

transfer it acros.<1 thc cross bar switch and write it to local memory. 

For a packer m1nsfer followed hy a cell transfer to on egress porl. the calculalion is the same as for the 

memory-based solution or Figs. S and 6. The packet must be transferred to local memory at the same speeds as for 

the memory-based solution. The Rdvantnge that there is no contenlion for central memory. does not alleviate the 

problem that a packet trnnsfrr in front of a cell transfer can cause delays thnt prevent the proper functioning of very 

fast interface speeds. 

The goal is to crea1e a switching device running at high speeds (i.e. SONET defined rates) lhal provides the 

required QoS. The device should he scalable in terms of speed and ports, and the device should allow for equal-time 

transfer of cells and frames from nn ingress port lo an egress. 

While current designs have started to come up with very high speed routers. they have not, however,, been 

able to provide all the ATM service requirements, thus still maintaining a polarized set of networking devices, i.e. 

routers and ATM switches. /\n optimal solution is one that achieves very high speeds and that provides the required 

QoS support and has interfaces 1hat merge ATM and Packet-based technologies on the same interface, Fig. 3. This 

will nltow the currenl investment in either networking technology to be preserved. yet satisfy bandwidth and QoS 

demands. 

The issues in merging interfaces on a data switch pori that accepts A TM cells and treats certain ATM cells 

as packets and others ns ATM flows. accepts only packets on other interfaces and only cells on yet an~ther set of 

interfaces, i5 shown in Inter-discussed Fig. 4. These issues are three fold: a) Forwarding decision al the ingress 

interface for packet and cells. h) switching packet and cells through the swilch fabric and, c) managing egress 

bandwidth on packet and cells. The present invenlion, based on this technique of the previously cited co-pending 

applicnlions, explains how tn create a general data switch that merges lhe two technologies (i.e. ATM switching and 

packet switching) and soh·cs the three issues listed above. 

Interface Issues Switch Designs 
The purpose or this section is to compare and contrasl A TM and Pack.el-based switch designs and various 

interfaces on either type of ~witch design. Specifically it identifies problems wi1h bolh devices as they penain to forwarding 
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packets or cells: i.e. isimes with ATM swi1ches forwarding packets, and issues wi1h Packels swi1chcs forwarding cells. Fig. 

3. 

Typical Design of an ATM Switch 
As previously explained. defined within the A Thi slandard 1herc arc multiple A TM Adaptation Layers ( AAL l· 

AAL5) , each one specifying: a different type of service from a wide spectrum of services; namely, Constant Bit Rate (CBR) 

to Uni:;pccificd Bit Rate (UBRJ. Constant Bit Rnte (AALI) contract guarantees minimal cell loss with low CDV, while 

Unspecified Bit Rate contract specifies no trarfic parameters. and no quality of Service guarantees. For the purposes of this 

invention it is convenient to limit 1he discussion to AALI (CSR) and AALS {Fragmented Packets). 

Fig. 9 illuslrates cell switching wish native cell interface cards, showing different modules of a generic ATM 

Switch wish native ATM interfaces. The cells arriving from the physical layer module {PHY) arc processed by a module 

called Policing: Function Module, which validates per VCI established contracts {services) for incoming cells: e.g Peak 

Cell Rate, Sustained Cell Rate. Maximum Burst Rate. Other parameters such as Cell Delny Variation (CDV) and Cell Loss 

Rate (CLR) arc gu:uantccs provided by the box based on the actual design of the cards and the switch. The contracts arc set 

by the network manager or via A Th1 signaling mechanisms. Cell Data from the policing function then goes, in the 

example of Fig. 9 ,to a Cross Bar-type (Fig. 7) or Memory-based Switch (Fig 5). Cells are then forwarded lo the egress port 

which has some requirements of shaping trarfic to avoid congestion on the remote connection. To provide egress shaping, 

the design will have to buffer data on 1he egress side. Since A TM connections are based on a point-to-point basis, the 

Egress shapcr module also has to trnnslate the ATM Headcr. This is because the next hop hns no relationship to the ingress 

VCl/VPI. 

Native Packet Interface on ATM Switch 
As mentioned in the 'Background' section. if an A TM switch is to provide a method that facilitates the routing of 

packets, there have to be at least two points between two hosts where packets and cells networks incel. This means that 

current cell switching equipment ha.\ to carry interfaces lhat have native packet interfaces, unless the switch is sitting deep 

in the core or the ATM network. It is now in order, therefore, to examine the design of such a packet inierface that connects 

lo the ATM switch. 

A typical Packet intcrfacc on an ATM Switch is shown in Fig. 10. elaborating on packet interface on the cell 

switch. The physical interface would put incoming packets into a buffer and then they are fed to the "Header Lookup and 

Forwardini Engine". The packe1-b:ised forwarding engine decides the egress port and associates a VCl number for cells of 
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that packel. The pac:ket then gets segmented into cells by the Segmentation Unit. From there on, the packet is 1rea1ed just as 

in the native Cell Switching case, whic:h involves going through a policing function and to the Switch Buffer before entering 

the switch. On the ef!rcss side. if the cells enter a cell interface, then lhe rrocessing is just as explained above (in the native 

cell interface on i\ TM switch). If the cells enter a racket interface. then the cells have to be reassembled into packets. These 

packelS nrc then put into various priority queues and then emptied as in the pncket switch. 

Two types of packet interfaces on the ATM Switch shoulcl be examined. 

AALS Interface on ATM Switch 
A Router connected 10 A TM Switch could segment packets before sending the packet to the A1M Switch. In that 

case, packets would arrive at the A TM Switch in AALS format, before described. If the A TM Switch were to act as a 

Router and an A TM Switch, it would have to reassemble the AALS Packet and perform a routing decision on it. Once the 

ATM Switch/Router makes the forwarding decision on the AALS packet, it would then push it through the ATM Switch 

after segmenting it 11gain. 

In AALS. perfect interface on an A TM Switch is shown in Fig. 1 J. Incoming AALS cells are first policed on a per 

VCJ based to ensure that the sender is honoring the contract. Once the policing function is done, an Assembler will 

assemble the cells of a VCI into packets. These packets are then forwarded to the forwarding engine, which makes the 

forwarding decision on the 011sembled pncket and some routing algori1hm. The pncket then travels the ATM Switch as 

menrioned in the Packet Interface on ATM Switch section. above. 

Difficulties in Processing Packets on Cell Switch 
Keeping the goal of the prcsenl invention in mind, i.e. to nchieve strict QoS parameters such as C::DV and latency 

and packet loss. this section will list the difficulties of attempting to design for packets through a traditional cell switch. 

According to Fig. 1 l. once the incoming AALS segmented packets arc assembled and a fonvarding decision is 

made, they are resegmcnted in the "Segmentalion Unit". Across the Switch, the AALS cells are then reassembled into 

packets before they are shipped on the egress wire. This segmentation and reassembly adds to the delay and unpredictable 

and unmensurnblc POV (Packer Delay Varia1ion) and cell loss. As earlier mentioned. for packets lo be provide QoS, ii 

would need to surporl contr11ct that includes providing measurable POV and delay. Delay is caused due to the fact the cells 

have to be reassembled. Each reassembly would have to, in best cai:e. buffer nn entire packet worth of data before calling it 

complete and sending it lo the QoS section. For a 8000 byte packet, for example. this could result in 64 usec delay in 

buffering on a 1Gigabit switch. 
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The POV for a packet throup:h a cell switch is e\•en more of a concern than the additional delay. The assembly 

process can be procei;sing multiple packets at the same time from various ingress ports and packets, and this causes an 

unpredictable amount of PDV. essentinlly based on switch contention and the number or retries of sending cells from 

ingress to egress. 

Cell loss through the switch causes packets to get reassembled incorrectly and therefore adversely affects 

applications that are real-time content specific. Most file transfer protocols do recover from 11 dropped packet (due to 

dropped cells), but it c:iuses more traffic on the switch due to retransmissions. 

In summary. passing packets through :in A TM switch does not provide packets with the same CDV and latency 

characteristics as cells. It simply provides a mechanism for passing a packet path through a cell switch. 

Design of Packet Switch 
A traditional Packet Switch iii shown in Fig. 11 with native packet interface cards. Packets are forwarded to the 

Forwarding Engine via the physic:!'.! interface. The Forwarding Engine m:ikes a routing decision based on some algorithm 

and the header of the packet. Once the egress rort is decided, the packet travels to the egress via the Packet Swit~h, which 

could be designed in one of many ways (e.g. N by N busses, large central memory pool, etc.). On egress, the packets end up 

on dirferent traffic priority Queues. lbcsc Queues are resronsible for prioritizing traffic and bandwidth management. 

Cell Interface on Packet Switch 
The traditional packet switch, shown in Fig. 13 with AALS interfaces, provides a mechanism to allow cells to pass 

through the box so long ns the cells arc of AALS type. There is no practical way or creating a virtual cell switch through a 

traditional packet switch, and parl of the present invention deals with the requirementii of such an arch_itecture. 

After AALS cells are policed for contract agreements, they arc assembled into packets by an Assembly module. 

The packets thus created are then processed exactly like n:itive packet interfaces. On the egress side, if packets have to go 

out of the Switch as AALS cells, they arc first segmented and then header translated. Finally they are shaped and sent out. 

Difficulties jn Processing Cells on Packet Switch: 
There are problems that a cell now faces as it traverses a traditional packet switch. lt is extremely difficult for a 

traditional data switch, such n.-; a router. to suppon the QoS guarantees required or A TM. To illustrate the point, reference 

is made to the diagram 11hown in before-described Fig. 13. One of the biggest challenges for a pnckct switch is lo support 

AALl cells. The simple rea.-;on is that the traditional Packet-based header Lookup and Forwarding engines do not 
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simultaneous recognize cells and p:ic:kcts: therefore, AALS cells which can be converted into packets are supported. This is 

a severe restriction in the capability of the switch. 

Among the fenture11 of cells. nre the CDV and the delay characteristics. Pushing cells through a tradilional packet 

switch adds more delay nnd an unpredictable CDV. The packet switch. as is inherent in its name, implies that packets of 

various si7.cs and numbers arc queued up on \he switch. Packetizcd cells would then have no chance of maintaining any type 

of reasonable QoS through the switch. 

Preferred Embodiment(s) of the Invention 

The present invention, exemplarily illustrated in Figs. 4 and 14, and unlike all these prior systems. 

optimizes the networking system for transmiuing both cells and frames without internally converting one into the 

other. Furthermore, it maintains the strict QoS parameters expected in ATM switches, such as strict CDV, latency 

and cell loss. This is achieved by having a common ingress forwarding engine that is context independent, a switc:h 

fabric that transfers cells and frames with similar latency, and a common egress QoS engine-- packets flowing 

through the architecture of the invention acquiring cell QoS characteristics while the cells still maintain their QoS 

characteristics. 

Tiie main components or the novel switch architecture of the invention, sometimes referred to herein by the 

acronym for the assignee herein, "NcoN," as shown in Fig. 14, comprise the ingress part, the switch fabric and the 

egress part. The ingress ran is comprised of differing physical interfaces that may be cell or frame. A cell interface 

furlhermore may be either pure cell forwarding or a mixture of cell and frame forwarding where a frarhe is comprised 

of a collection of cells as defined in AALS. Another part of the ingress component is the forwarding engine which is 

common to both cells and frames. The switch fabric is common lo both cells and frames. The egress QoS is also 

common to both cells and frames. The final pru-t of egress processing is the physical loyer processing which is 

dependent on the tyre or interface. ThU!;, the NeoN switch architecture or lhe invention describes those parts that are 

common to both cell and frame processing. 

The key pnramc1ers required for A TM switching, as earlier explained, and that are provided even in the 

ca.~e of simultaneous packet i;witching are predictable CDV. low Latency. low Cell Loss and bandwidth 

management; i.e. providing a guo.ranteed Peak Cell Rate (PCR). TI1e architecture of the invention, Figs. 4 and 14, 
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however, conlains 1wo physic:il inlcrfoccs AALS/l and packcl inlcrface :it the ingress and egress. The difference 

between the two types of inlerfacc is the modules listed as "Per VC Policing Function" and "Per VC Shaping". For 

cell interfaces (AAL 1-5), the syslcm hns to honor contracts set by 1hc network mannger ns per any A TM switch and 

also provide some sort of shaping on per VCl bases at lhe egress. Besides those physical interface modules, 1he 

syslcm is identical for a pncket or a cell inlerfacc. The system is designed wilh the concept that once the data 

traverses the physical interface module. there should be no distinction between a packet and cell. Fig. 14 lists the 

core of the architecture which has three major blocks, namely, "Header Lookup and Forwarding Engine", "QoS", 

and "Switch" fabric, that handle cells and packets indiscriminately. The discussion. as it relates to this invention, lies 

in the design of these three modules which will now be discussed in detail. 

Switch Fabric 

The inventions presented ilL before-referenced co-pending U.S. p:ilcnt applica1ions Serial No. 581,467, and 

Serial No. 900.757. both of common assignee herewith, optimize the networking system for minimal latency, and can 

indeed achieve zero lalency even as data ra1es and port dcnsi1ies arc increased. They achieve this equally well, 

moreover. for either 53 byte cells or 64 byte to 64K bytes packets through extracting the control information rrom 

the packet/cell as ii is being written into memory, and providing the control informa1ion to a forwarding engine 

which will make switching. routing and/or filtering decisions ns the data is being written into memor-f. 

Native Cells through the Switch 

The switch cells CAAL 115) of Fig. 14 are first policed at i a!! per 1he contract the network manager has 

installed on a rcr VCI base. This module could also assemble AALS cells into packets on selected VCl. Coming out 

or the policing function 2 arc either cells or assembled packets. Beyond this juncture of the data flow: there is no 

distinclion bc1wccn a packet or a cell until the data reaches the egress f'Ort where data has to comply with the 

interface requirements. The cells arc queued up in the "NeoN Data Switch"' 4 and the cell header is examined for 

destination interface and QoS requirements. This information is passed on to the egress interface QoS module 6 via a 

Control Data Switch, so-lohclcd al !I , The QoS for a cell-type interface will simply ensure that cell rates beyond the 

Peak Cell Rate arc cliprcd. TI1c cells arc then forwarded to the "Per VCJ Shaping"' module IO, where the cells are 

forwarded to t11e physical interface after they are shaped as per the requirements of the next hop switch. Since the 
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QoS module 6 docs not know from the control data whether a packet or a cell is invol\•ed; it simply requests the data 

from the NeoN Switch into the ''Buffer 12." The control data informs the "Per VCI shaping'" block 10 lo do either 

header translation if it were a cell going into another VCI tunnel, and/or segmental ion if the data was a packet going 

out on a cell interface and/or reform sharing m; rcr the remote end requirements. 

Native Packets through the NeoN Switch 

As packets enter the interface card, the packet header is examined by a Hender Lookup and Forwarding 

Engine module 14 while the data is sent to the NcoN data switch 4. The Ingress Forwarding Engine makes a 

forwarding decision about the QoS and the deslination interface card based on the incoming packet header. The 

Forwarding Engine 14 also gathers all information regarding the data packet, like NeoN Switch address, Packet QoS, 

Egress Hender Translation information. and sends it across to the egress interface card. This information is carried as 

a control packet to the egress port through the small non-blocking control data swilch 8 to the Egress QoS module 6, 

which will queue data ns per the con1rol packet and send it to the module listed PHY at the egress. If the packet were 

to egress 10 a cell interface, the racket will be segmented. then header translated and shaped before it leaves the 

interface. 

Advantages of the NeoN Switch Architecture of the Invention 

As seen ahm·e. cell and packet flow through the box without any distinction except at lhe physical 

interfaces. such thnt if cell characteristics arc maintained. then packets have the same characteristics M the cells. The 

packets may thus hnvc mensurable and low POV (Packet Delay Variation) and low latency, with the architecture 

supportintz packet switching with cell characteristics and yet interfacing to eitisting cell interfaces. 

While the traditional packet switch is unable to send non-AALI cells a..; before explained, AALS cells also 

suffer an unpredictable amount of POV and delay - this being obviated by the NeoN Switch of the invention. 

Packetr; through a trnditional ATM Switch also suffer the same long delays and unpredictable COV - again, not the 

ca.~ in the NeoN Switch of the in\•entian. 1lle modules that make this type or hybrid switching of the invention 

possible include the lngrc5s Forwarding Engine. the Egress QoS, and the Switch Fabric . 
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Ingress Forwarding Engine Description 

The purpose nr 1he Ingress Forwarding Engine 14, Fig. 14. is to parse the input frame/cell and, based on 

predefined criteria and contents of the frame/cell, make n forwarding decision. This means that the input cell/frame is 

compared against items stored in memory. If a match is detennincd, then the contents of the memory location 

provides commands for acticms on the cell/frame in question. The tenninntion of the search, which is an ilerative 

process, results in a forwarding decision. A forwarding decision is n determination of how to process the 

aforementioned frame/cell. Such processing may include counting statistics, dropping the rrame or cell, or sending 

the frame or cell lo a set of specified egress ports. In Fig. JS, this process is shown al a gross level. An input stream 

of four characters is shown b.c.d.e. The characters have appropriate matching entries in memory, with a character 

input producing a pointer to the neitt character. The final character b produces a pointer lo a forwarding entry. A 

different stream of characters than thal illustrated would have a different collection of entries in memory producing 

. different results. 

The proposed ln[!res.o; Forwarding Engine 14 is defined lo be a Parsing Micro-Engine. The Parsing Micro­

Engine is divided into two parts -- nn active rart and a passive part 111e active p:irt Is referred to as the parser, being 

logic that follows instructions writlcn into the passive memory component which is composed of two major storage 

sectiom1: I )Parse Grnflh Tree (PGT), Fig. 18, and 2) Forwarding Lookup Table (FLT), Fig. 19. and a minor storage 

section for statistics collection. ll1c Parse Graph Tree is storage aren that contains all the packet header parsing 

information, the results of which is an offset in the Forwarding Lookup. The FLT contains information about the 

destination port, multicnst information, egress header manipulation. The design is very flexible, e.g. in a datagram, it 

can traverse beyond the DA and SA fields in the packet hendcr nnd search into the Protocol field and TCP Port 

number, etc. The proposed POT is memory that is divided into the 2" blocks with each block having 2"' elements 

(where m < n ). Each element cnn be one or three types - branch element, leaf element, or skip element and within 

each block, there can he any combination of element types. 

While r:inicularly useful for the purpose of the present in,·enrion. the P:irsing Micro-Engine is generic from 

the standpoint that it examines an arbitrary collection of bits and makes decisions based on that comparison. This 

can be applied, for example, to nny text-searching functions, searching for certain arbitrary words. Jn such 
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applications. as an illustration. words such as "bomb" or "detonate'' in a letter or email may be searched and if a 

march is detected. the search engine mny then execute predetermined functions such as signaling an alnrm. Jn fact 

the same memory can even be used lo search for words in different languages. 

In the context of the invention. Fig. 14 illustrates having two entry points. One entry point is used to sean:h 

for text in one language. while the second entry point is used lo search for text in another language. Thus the same 

mechanisms and 1he same hardware nre used for 1wo types of searches. 

There are two components to the datagram header search, soflware component and the hardware 

component. The software component creates lhe elements in the Parse Graph for evety new route it finds on an 

interface. The software has 10 create a unique graph starting from a Branch Element and ending on a Leaf Element. 

later defined, for each additional new route. The hardware walks the rraph from branch to Leaf Element, clueless 

ahoul the lP header. 

In fact there cnn be many entry points in lhc memory region ns illustrated in Fig. 21. The initial memory 

can be divided into multiple regions, each region of memory being a separate series of instructions used for different 

applications. Jn the case or Fig. 22, one of the regions is used for lP forwarding while the other region· is used for 

ATM forwarding. Al system start. the memory is initialized to point to "unknown route", meaning that no forwarding 

information is available. When a new entry is inserted, the structure of the Lookup Table changes,. as illustrated in 

Fig 23. The illustrative lP address 209.6.34.224 is shown inserted. Since this is a byte-oriented lookup engine, the 

first block has a pointer inserted in the 209 location. The pointer points to a block that has a new pointer value in the 

6 loca1ion, and so on until all of the 209.6.34.224 address is inserted. All other values still point to unknown route. 

Inserting the address in the IP portion of memory ha~ no impact in the A TM portion of memory. 

As mentioned earlier, there arc 2" blocks each with 2"' elements in the parse graph tree. The structure of each element 

is as shown in Fig. 17, with each clement having the following fields. 

I. Instruction Field: In the current design there are three instructions resulling in two bit instruction field. The 

instruction descriJ'lion is as follows. 

• Branch Element (00). In so far as the Micro Engine is concerned, the branch element essentially points 

the Forwarding Engine to lhe next block address. Also, wilhin the branch elemenl, the user may set 
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various fields in_ the 'Incremental Forwarding Info Field; Fig. 18. and update various mutually 

cxclush·e elements or the finnl Forwarding Information. For ex:imple. if the micro engine was parsing 

nn IP header. and the branch clemenl was placed al the end of the deslinalion field, then the user could 

update the e!!ress rort field of the forwarding inro. For ATM switching, the user would update the 

cllres.'l ron information at lhe end of parsing the VP! field. 

• Leaf Element (01). This element instructs the end of rarsing to the micro engine. The forwarding 

information accumulated during the search is then forwarded to the neir.t logical block in the design. 

• Skip Element (I 0). This element is rrovidcd to speed up the parsing. The lime ii lakes to parse a 

packet header depends on the number of block addresses the micro engine has to look up. Not every 

sequential field in the incoming header is used to make a decision. If the skip clement were not there 

then the micro engine would have to keep hopping on non-significant fields or the incoming stream, 

adding to parsing time.' The skip elemenl allows the micro engine 10 skip fields in the incoming 

dalngram and continue the search. The skip size is dc.~crihcd below. 

2. Skip Field: This field is especially used for the skip clement This allows the parser to skip incoming 

dalagram header fields to allow for faster searching. In an IP hcnder, for example, if the user wanted to forward 

packet based on DA but count sta1is1ics based on ToS (Type or Service) field, it would parse the enlirc DA and 

then step to the ToS Fieli.I. This makes for a faster Forwarding Engine. The size of this field should be calculated 

10 allow for 1he lar!!esl skip that the user would ever need ror its data switching box, which could be based on 

the protocol. etc. 

3. Incremental Forwarding Info Field: During header parsing, forwardinl! information is accumulated. The 

forwarding information may have many mutually exclusive fields. The Forwarding Engine should be flexible 

enough to update each of these mutually exclusive fields independently, as it traverses the incoming datagram 

header. During parsing of nn JP packet, for example, the egress port could be decided based on the destination 

field, fihering could be decided on the source address, with QoS decided based on the TOS field. Another 

example could be for ATM parsing. The egress parsing could be decided based on VP[ field, and the statistics 

count could be decided bnscd on the VCI. As the parsinB is done, thcreforc,,·arious pieces or the forwarding 

jnformation arc collected. and when a lcnf node is reached, the resulting forwarding infonnation is passed on to 
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the control path. The width of the incremental forwardin1 infonmllion (hereafter reforred to as IFJ) should be 

equal to the number of mutually exclusive incremental pieces in the forwarding information. 

4. Next Block Addrc:;:; Field: This field is the next block address to lookup after the current one. The le:if node 

instruction i1morcs this field. 

S. Statistics Offset Field: ln d:ita switches. keeping flow statistics is as crucial as the switching data itself. 

Without keeping flow statistics it would be difficult. at best, to manaie a switch. H:iving this statislics offset 

field allows one to urdate s1aiistiei: al various points of the parse. On an IP Router, for example, one could 

collect packet count on \'arious 1roups or DA, various Groups of SA. all ToS, various protocols etc. Jn another 

example dealing with an J\ TM switch, this field could allow the user to count cells on individual VPI or VCI or 

combinations thereof. If the designer wants to maintain 2• counlers, then the size of this field should bes. 

6. FLT Offsel Field: TI1is is an offset into the Forwarding Lookup Tnblc, Fig. 18. inter discussed in more 

detail. TI1c Forwarding Look\lp Table has nil the mutually exclusive pieces or information that is required 10 

build the final forwarding information packet. 

Reference Hardware Design Example 

The following is an example of a hardware reference design for the parser useful with practice of the 

rresent invention. The rcforcnce desi[!n parser has storage that contains the pac:kctlc:ell under scrutiny. This storage 

clement for lhe cell/frame header information is lo be two levels in depth. This creates a two-stage pipeline for 

header information into the destination lookup stage of the Ingress Forwnrding Engine. TI1is is necessary because the 

Ingress Forwarding En1inc will not he able lo perform a lookup until the enlirc header information has been stored 

due to the ncitibtc starting point capability. 111e two stage pipeline allows the ln1ress Forwarding Engine to pcrfonn 

a lookup on the present header infonnation and also stores 1he next header information in parallel. When the present 

header lookup is completed, then the next header lookup can proceed immediately. 

The storage clement store~ a programmable amount of the incoming bit stream. As an example, the 

conli[!uration may be 64 hytcs for lr datagrnms nnd 5 bytes for cells. For an interface that handles both cells and 

frames, lhe maximum of lhc5c two ,·alues may be used. 

A DMA Transfer Done signnl from each OMA ch:mnel will indicate ton state m:ic:hinc that it can begin 

snooping and sloring hc:idcr inforrm11ion from the Ingress OMA bus. A packellcell signal will indica1c that the 
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header to he stnrcd is either a rotcket header or a cell header. When header information has been completely stored 

from a OMA channel. n request lookup will he asserted. 

For header lookups. there will he n register-based table which will indicate lo the Ingress Forwarding 

Engine the lookup starting point in the IP Hender Table. The Ingress Forwarding Engine uses the source interface 

number to index this tahlc, this informntion allows the Ingress Forwnrdint? Engine to stnrt the search al any field in 

the JP bender or fields contnined in the data rortion of the packet. This capability. along with the skip functions later 

explained, will allow the Ingress Forwarding Engine lo search any fields and string them together to form complex. 

filtering casei; per interface .. 

A suitable hardware lookup is shown in Fig. 19 using a Parse Tree Graph lookup algorithm to determine a 

forwarding decision. This nlgorithm parses either a nibble or a byte at a time of either an IP destination address or 

VPlNCI header. This cnpabilit~· is progrmnmable by software. Each lookup can have a unique tree structure which 

is pointed to hy one of sixteen originating nodes, nne per in1erface. The originating nodes arc stored in a 

programmable regislcr-bnscd table, allowing software to build these trees anywhere in the memory structure. 

A nibble or hyte lookup can result in either an end node result or a branch node result. The lookup control 

state machine con1rols the lookup proccs!i hy examining: the status nag bits a."1Socia1ed with each lookup. These status 

nag bits are the end node, skip node. and skip size. The end node nag hit indicalcs if the lookup was an end node or 

a branch node. If it was an end node, then the lookup result is the index value into the second s1age Forwarding 

Table Lookup memory. If ii was a branch node. then the nibble or by1e lookups will continue until an end node is 

found. Each branch node lookur result is the pointer to the next branch node. The skip node flag bit ins1ruc1s the 

stale machine 10 skip a number of nibbles, indicated by the skip size. during the lookup. The bank select Hag bits 

indicate which bank will be used in the next lookup. The lookup state mnchine will use lhesc bils to determine which 

clock enables and mux. controls to acth·ate. 

The result of the Pariier lookup is the Forwarding Table lookur which is a bank of memory yielding the 

forwarding rciiuh. includint? the forwardinl! inform:llion called the Forwarding ID. Jn order to <lplimizc lookup time 

performance, this lookup sln[!c cnn be pipelined. allowinl! the first stage to start another lookup in parallel. The 

Forwarding ID field will be uiied in several ways. First. the MSB (Most Significant Byte) of the field is used to 

indicate a unicast or multicnst packet nt lhe network interface level. Fnr muhicast packets, for example. the Egress 
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Queue Manager will need to look nt this bit for queuing of multicast rackets to multiple interfaces. For unicast 

pnckets. for example. six bits of the Forwarding ID can indicate the destination interface number and the remaining 

16 bits will provide a Lnycr 2 ID. The Layer 2 JD will be used by the Egress Forwarding logic lo determine what 

Layer 2 header needs to be rrcrcndcd to the packet data. For p:tckets. these hc:iders will be added to the packet as it 

is moved from the Egress DMA FIFO (first in. first out) to the E~ress Burfer Memory. For cells. the Layer 2 ID will 

provide the tr:insmit device with the appropriate Channel ID. 

For unicast trnffic. the Ocstinntion tlF number indicates the network destination interface and the Layer 2 

10 indicates what type or Layer 2 header needs lo added onto the packet data. For multicast. the multicast ID 

indicates both the type of Layer 2 bender addition and which network interfaces can transmit the multicast. The 

Egress Queue M11n11gcr will perform 11 Multicast ID table lookup to determine on which interfaces the packet will get 

transmitted on and wlmt kind of Lnyer 2 header is pul bnck on 1he packet dllla. 

An Example of Life of a Pocket Under rhc Forwarding Engine 

1t is now in order to explain examples of a simple and a complex packet through the Forwarding Engine of 

the invention. On power up. Fig. 19. all 2" blocks of the parse graph are filled with leaf elemenls pointing to an FLT 

offset that will eventunlly Corwnrd nll packel<; to tile Control Proccs~or on the Network Card. This is a default route 

of 1111 unrecognized packets. Software is responsible of setting up the default route. The way in which the various 

elements are updated into thiii parse graph memory _will he explained for the illustrnted cases of a simple multicast IP 

packet .vith mask 255.255.0 Jnnd a complex filter packet, aging the 

simple IP Packet. 

Simple Multicast Packet 

On power up, the entire blocks in the Parite Graph Memory may be assumed to be filled with leaf clements 

that point 10 1st ofrsct or R.T which will route the packet to the Network Processor. Let it now be assumed for this 

example, that the ingress packet has n destination IP Address of224.S.6.7. In this case, the hardware will lookup the 

224•h off5et in the 111 block (the first lookup block is also called originating node} and find a leaf. The h:trdware will 

end the search and look up the defauh offset in the 224"' location and look up the FLT and forward the packet to the 

cm\lml rroccs.11ar. 
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When the control processor forwards subsequent packets of Destination IP address 224.S.6.7. it will 

generate the graph shown in Fig. 21. 

1'he software first hm; to create the parse graph locally. The parse graph created is listed a.c; 1-129-2-131. 

The software nlwnys looks up the first block a.k.n originating node. The offset in the first block is 224, which is the 

first byte of the destination IP hcnder. It find!! a default route.·· an indication for software to allocate a new block for 

all subsequent bytes of the destination IP address. Once the software hits a default route, it knows that this is a link 

node. From the link node onwards, the software has to allocate new blocks for every byte it wants the hardware to 

search for a matched destination IP address. Through an appropriate software algorithm. it finds that 129, 2, 131 are 

the next three available blocks to use. The software will then install continuation clement with BA of 2 in the st' 

offset of block 129, continuation element with BA of 131 in 61h offset of block 2. and a leaf element of FLT offset S 

at 7•h offset of block 131. Once such a branch with a leaf is created, the node link is then insmllcd. The node has lo 

be installed last in the new leafed branch. The node in this case, is a continuation clement with BA of 131 at offset 

224 of 1hc I" block. 

The hardware is now ready for any subsequent packets with destination Jr address 224.5.6.7, even thoul!lh it 

knows nothing: about it. Now , when the hardware secs the 224 of the the destination IP address. it goes to the 224111 

offset of I" block of the parse graph and finds a continuation element with BA of 129. The hardware will then l!lO to 

the s"' offset (second hyte of destination rr address) or the 129•h block and find nnothcr continuation clement with 

BA of 2. 1l1c hardware will then go to 61
h offset (third byte or destination IP address) of the 2"d block and find 

another continuation element with BA of 131. The hardware will then go to 7•h offset (fourth byte of destination IP 

address) of the 13 l ' 1 block and find a leaf clement with FLT or 3. The hnrdware now knows that ii has completed the 

IP match and will forward the forwarding: ID in location 2 lo the subsequent hardware block. calling the end of 

packet parsing. 

It should he noted that the hardware is simply a slave of the purse graph put in memory by software. The 

length of the !'earch purely depends on the software requirements of pursing: length and memory size. The advcBC 

effects of i;uch parsing arc si1.c of memory, and search time which is directly proportional to the length of the search. 

Jn this case, the search will result in the hardware effecting 4 lookups in Parse Graph and I lookup in Fl. T. 

Packet with Mask 255.255.255.0 
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Building upon a lhe par~e grnph in Fig. 20, a packcl wilh an illustrative mask 255.255.255.0 and address of 

4.6.7.x is now inslalled. ln this c:nse, thc software will go to lhc 4•h offset in the originating node and find a 

continuation clement with BA of 129. The software will then go to offset 6 in block 129 and find a default FLT 

offset. The software then knows that this is a link node. From now on. it has to allocate more blocks in the parse 

graph, such as block 2. Al offset 7 of block 2, it will install a leaf element with FLT 3. Then it will install the link 

node consisting or writing a con1inua1ion element with BA of 2 at offaet 6 or block 129. 

When the hardware receives any packet with the header 4.6.7.x. ii will look into the 4111 offset originating 

node and find a continuation elcmenl with BA of 129, then look al the 61
h offset in block 129 and find a continuation 

element with BA t 31. and then look at the leaf element at offset 7 with FLT of 3. TI1is FLT will be of value 3 which 

is then forwarded 10 the Buffer Manager and eventually the Egress bandwidth manager. 

Packet with Mask 255.255.0.0 

This subsection will huild upon 1hc parse graph in Fig. 20 and imm1ll a p:icket wilh an illus1rativc mask 

255.2SS.O.O and address of 4.8.x.y. In 1his case, the software will go lo the 4•h offset in the originating node and find 

a continuation clement with BA of 129. The sohware will then go to offset 8 in block 129 and find a default FLT 

offset At Ibis time the software knows that it has to install a new FLT (say 4 )offset in lhe gh offset of block 129. 

The hardware when rcc:civcs nny p:icket with the header 4.8.x.y it will look into the 4111 offset originating 

node nnd lind a cuntinuation clement with BA of 129, then look at the leaf clement afblock with FLT of 4, and 

tcnnina\e the scllrch. In this case the hllrdwarc will do only 2 lookups. 

Complex Fihcrcd Packet 

Now assume that 1hcrc wai; a requirement to filter a packet with header 4.5.6.8.9.x.y.z. I l. There are no 

restrictions to lhe above concept of parsing the packet, and the time ii takes lo parse lhc packet will increase since 

the hardware will have 10 rend and compare 9 bytes. The hardware will simply keep parsing however until il sees a 

leaf element. The x.y .1. bytes arc hlocks which contain continuation clements pointing to the next block with all 

continuation clements of x pointing to black y, all continuation elements ofy pointing: to black z, and all 

continuation elements or 7. pointing co the block which has entry I I as a leaf. and lhe rest being default. This is where 

lhe fork element comes in10 play and may be called up to lookup the forwnrding at the end of search 4.S.6.B. 
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Removing Simple JP Multica~t Packets 

The removal Clf pnckets ii; similar 10 the reverse of adding address to the parse groph. abo ... ·e explained. The 

psucdocode for removal in thi!I embodiment is as follows: 

Wolk down to end of kaf remembering each block addrei:i: and offset in block. 

FOR (From Lcnfnodc lo originnting node) 

JF ( only clement in hlock) 

ELSE 

ENDJF 

END FOR 

Egress Bandwidth Manager 

set default R.. T offset nt the previous NODE offset address 

free the last block 

go to previous block 

set default FLT offset nt last leaf. 

exit 

Every UO Module connects a NcoN port to one or multiple physictd ports. Each UO Module supports 

multiple trafric priorities injected vin a single physical NeoN Port. Ench trnffic priority is assigned some bandwidth 

by a network mannger. a~ illustrated in Fig. 14, being labeled as the "QoS (Packet & Cell)". The purpose of this 

section is to define how bnndwidth is man:igcd on multiple traffic profiles. 

NeoN Queuing Concepts 

The gonl of NeoN Queuin~. of the invention. thus, is to be able to associate a fixed configurable b:indwidth 

with every priority queue and :ilso lo ensure mnximum line utilization. Tradition:llly, bandwidth enforcement is done 

in systems by allocating a fixed numher of buffers per priority queue. This menns th:it the enqueing of data on the 

rriority queues enforces bnndwidlh nllocalion. When buffers of a certain queue arc filled, then dala for lhat queue is 

dropped Chy not enqucuing datn on that queue), this being a rough npproximntion of the ideal requirement. 

There nre many renl life nnalol?ies lo understanding the concept of QoS of the present invention, e.g. cars on 

a highway with multiple entry rnmpi; or mo\'ing objects cm a muhi-chnnneled eon\'eyor in a manufacturing operation. 

For our purpose,;, let ui; exmnine the simple ca.'\e of "cars on a hi1?hwny··. Assume thnt 8 rnmps were to merge into 

one kine nt some point on the highwny. In real life experiences, everyone knows thnt this could create traffic jams. 
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But if m:inaged correctly (i.e. with 1hc right QoS). lhcn lhe single highway lane can be ulilizcd for mal!imum 

efficiency. One way 10 manage this flow is lo hove no control. and have it be serviced on a first come, first serviced 

method. This means that there is no distinc\ion between an ambulance on one ramp and someone headed 10 the beach 

on another ramp. But in the methodology of the invention. we define ccnain preferential characteristics for cenain 

entry ramps. There arc different mechanisms that we can create. One is 10 send one cnr from each entry ramp in a 

round robin fashion. i.e. each r:imp is equal. This means counting cars. But if one of these "cars•· lurns out to be a 

tractor trailer with l trailcrs. then in fact equal servici: is not being given lo all entry ramps as mellSured by the 

amount of highway occupiccl. In fact ff one entry ramp is all tractor trailers. then the backup on the other ramps could 

be very significant. So it is important to measure the size of the vehicle and its importance. The purpose or the 

"traffic cop" {aka QoS manager) is to manage which vehicle has the right of way. based on size. importance and 

perhnrs lane number. The "traffic cop" can, in fact, have different instructions every other day on the lane entry 

characteristics ba.'led on what the "to~ hall manager" aka network manager has decided. To conclude the concePt 

of QoS understanding, QoS is a mechanism which allows certain datagramsto pass through queues in a controlled 

manner. so as to achieve a deterministic and desired goal, which may vary from application to applicatfon e.g. 

bandwidth utilization, precision bandwidth allocation, low latency. low delay, priority etc. 

The NeoN Queuing of the invention handles the problem directly. Neon Queuing views the buffer 

allocation as an orthogonal pnrameter to the Queuing and bandwidth issue. NcoN Queuing will literally segment the 

physical wire into smnll lime units called "Time Slice" (as an example, approximately 200 nanoseconds on OC48 • 

time of 64 byte packet on an OC48). Packets from the back-plane are put into the Priority Queues. Ea~h time a 

packet is extracted from a queue, a timeslamp is also lacked along whh that queue. The time stamp indicates distance 

in time rrom a 'Current Time Counter' in Time Slice Units. and when the next pnckcl should be de-queued. The 

'distance in time· is runction of a) packet size infonna1ion coming in rrom the back plane, b) the size or Slice Time 

itself and c) the b:indwidth annealed for the rriority queue. Once a racket is de-queued, another counter is updated 

which rerresents the Next Time to De-queue {N1TD} - such purely a function of the size of the packet just de­

queued. N1iD is one for cell-based cards, because all packets nre the same size and lit in one buffer. This really 

proves that the NeoN Egress Bandwidth Manager is monitoring the line to determine exactly what neitt to send. This 

mechanism. therefore. is a bandwidth manager rather than just a de-queuing engine. 
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The NeoN Queuinl? of the present invention, moreover, may ne thought of a5 TOM scheme for allocating 

bandwidth for different priorities. using rriority queuing for ABR (/\ vailnble Bit Rnte) bandwidth. Added 

advantages of the Net'N Qucuinl? arc that, within the TOM mcchnnism. bandwidth is calculated not on 'packet 

count' but on 'packet hytc size·. This granularity is a much better replica or the actual bandwidth utili1.a1ion and 

allows true bandwidth cnlculations rather than simulatcd/approximntions. The second 'NcoN Advantage' is that the 

Network Manager can dynnmicnlly chnnge the bandwidth requirement. similarly to a sliding scale on a volume 

control. This is feasible since the hnndwidth calculations for priority queues arc not at all based on buffer allocations. 

In Neon Queuing, rather, the bandwidth allocation is based on the time slicing the b:mdwidth on the physical wire. 

This type of bandwidth management is absolutely necessary when running at very high line speeds, to keep line 

utilization high. 

Mathematics Used during Q~euing 

First we will develop the variables and constants being used in the ultimate mathematics. 

Symbols Description 

TS Time Slice of bandwidth on wire used for calculations, (200nSec 

for0C48). 

NTTS Next Time To Send. This number in unhs or Ts representing a 

address to de-queue from current time. 

Bit Time Time period of a single bit on the wire of the current IJO module 

An Delay factor in Number of TS. representing bandwidth 

calculations set by Network M:mngcr, for rriority Queue n. 

BWn Bandwidth or Queue n in Perccnta{?e ns entered or calcula1ed by 

the CPU Software. 

Pn Number of Priority Queues. 

TBW Total Bnndwidth or the wire 

NTID Next Time To Dequeue. 

CT Current Time in TS units. 
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Consider first the user interface level to see how bandwidth is nllocated amongst vttrious priorilies. the user 

is nonnally given the job or dividing I 00% bandwidth among:;l various priorities. The user could also be presented 

with breaking up the entire bandwidth in b\ls per second (ns an example for OC48. it would be 2.4Gbits). In either 

ca.o;e, some CPU software calculates a number rair, priority-An, from %-priority or mBitslsec-priority. Since the CPU 

is doing chis calculation, it can be easily changed based on the 110 module. The Bandwidth Manager docs not need to 

know about the 1/0 module type, only caring about lhe priority-An pair. Thu.o; if a user connected to the NcoN pan 

that cannot handle data at £ull line rate, the CPU can change this value to adjust for the customer requirements. 

An= 100/BWn (I) 

Data (in form of packet address) from the priority queues is de-queued on the oucput fifo. The de­
queue engine calculation of the Next Time To Send for that queue is governed by equation (2) below. There 
is one such number for each queue. which gels updaled every time a packet is de-queued. The Calculations 
for N1TS are:. 

NTIS. = ((Packet Byte Count * BitTime) I (l'S)) * A0 ) + N'ITS •. 1 (2) 

, where Bit Time is a constant that mny be fed by the CPU on power-up. depending on the I/O Module. 
Keefing NTTS. two decimal places would mcnn that we would have the ability to enforce bandwidth to the 
too' of a TS time, as lime approaches inlinily, but with instant granularity always being TS time. 

Next Time To De-queue is the time that we start the de-queue process after the current de-queue. 
This is primarily based on the current rime and the number or buffers in a packet just de-queued: · 

NTID. = ((Packet Byte Count • BitTime) mod(TS)) + CT (3) 

Queuing Processing 

II is now in order lo decide the processing needed to queue addresses from che back-rlane on to the Priority 

Queuei1, Fig. 24, which depicts the overall queuing and scheduling proce.o;:;. Control Data, which includes datagram 

addresses. from the 'NeoN Control Data Swilch'. is sorted into priority queues based on the QoS information 

embedded in the control Dnta. by the Queue Engine. The Scheduling Engine operation is rendered independent of 

the Queue Engine which schedules datagram addresses through use of the novel allmrithms or the in\·ention listed 

further helow. 

l11e queuing Enl!inc has the following t..isks: 

• Enqueue Dnll'I Rend input fifn nnd queue the pnckct onto the :ippropri:lt.e queue. There arc 
8 rrinrity queues and 1 Local CPU queue and one Drop Queue. 

• Watermnrk Calculations Calculate when to put back pressure on the ingress based on 
watermarks set for a queue. 

• Drop Pncket.s Start Dro11ring rackets when the Priority Queues arc full . 
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For each Priority Queue P ""there will be a 'head poinler • rHcad,; and a 'tail pointer. pTnil;. Input Fifo 

feeds the priority Queues Pn with buffer address from the back-plane. Additionally. there is a forward. For OC48 

r:ues, and assuming: 64 hy1e packets as average size packets, the following processing will be done in about 

200nSccs. The preferred pseudo code of the invention for the En-queue Processor is as follows! 

Read input Fifo. 
Find priority of lhc packet 
IF(foom on queue) 

ELSE 

ENDfF 

rnovc huffer frnm Input Fifo lo •pTai10 priority queue. 
Advance pTail0 • 

update statistics 
increment buffer count on queue 
IF(packet count on>= wlllermark or that queue) 

set hack-pressure for that priori1y 
update statistics 

l':NDIF 

mO\·c huffcr from Input Fifa to dro(' queue. 
Updntc statistics 

The verbal explanation or the psuedoeode listed above. As each control packet is read from the 'Neon 

Control Data Swilch • ii is put onto one or N queues after it is verified for physical space available on the queue. If 

there is no room set on the queue the dnla is put on a drop queue. which allows the hardware to return addresses back 

to the originadng port via the 'NcoN Control Data Swilch". Also 11 watermark is set, per queue, to indicate to the 

ingress to fitter out non-preferred traffic. This algorithm is simple but needs lo be executed in one TS. 

Scheduling Processing 

This section will lii;t the nlgnrilhm used lo de-queue address from Priority Queues Pn onto the output fifo. 

This calculation also hns to be done during one TS. 

Wait here lill CT== NITD AND no back pressure from output fifo. 
X=FALSE 
FOR (:\II P,,, I li[?h to Low) 

Ir (pHcm.1 0 != pT11i1 0 ) 

IF (CT>= NTI"S0) 

~NOif-

De-Queue (pHcad0 ) 

Calculate new NTIS. 
Calculate NTID 
update st:uistics 
X=TRUE 
END FOR 

- 32. 

II sync up 
II some variable. 

II see equation (2) above. 
II sec equ:'llion (3) above. 

FTTT 

; 
i: 

I' 

I: 
I! 

Hll' 



• 

W099/35S77 

ENDJF 
ENDFOR 
IF ( X == FALSE) 

ENDIF 

FOR C nU I\ . ltigh to Low) 
IF CrHcad. != pTail0 ) 

DcQueue CpTailn) 
update statistics 
X=TRUE 

END IF 
END FOR 

END FOR 

IF (X =FALSE) 
update statistics 

ENDIF 
Update CT 

The function De-Queue is conceptually a simple routine. listed below: 

De-Queue(Q,,) 
"'pOu1putQTail++ = *pHeadn++ 

PCT/1898/01940 

The explanation of the ps~ellocode listed above is that there arc two FOR loops in the algorithm - the fs;st 

FOR loop enforcing the committed bnndwidth lo the queue, and the second FOR loop serving for bandwidth 

utilization, sometimes cnlled aggregate bandwidth FOR Loop. 

Examining first the Committed FOR Loop, the queues are checked from the Highest Priority Queue to the 

Lowest Priority Queue for available dntagmm to schedule. If a queue has available datagram. the algorithm will 

check to see if the Queues Time h:u; 10 dequeue, by comparing its NTISn against CT. IC the NTIS,. has fallen behind 

CT, then the queue is Dequeued; othcrwii1e, lhc search goes on for the next Queue until all queues are checked. If a 

data from a queue is scheduled to go ou1, a new NTTSn is calculated for that queue and a NTID is always calculated 

when any queue is de-queued. When a Network manager assigns weight for the queues, the sum of all weights should 

not be 100%. Since N"ITS,, is based on datagram size, the output data per queue is a very accurate implementation of 

the bnndwidlh set by the manager. 

Let us now examine the Ai.tgregate FOR Loop. This loop is only eicccutcd when no queue is de-queued 

during the Committed FOR loop. In o\her words only one de-queue operation is performed in one TS. In this FOR 

Loop, nil queues arc checked from Highest Priority lo Lowest Priority for available data to dequeue. The algorithm 

got in this FOR Loop for nne or two reasons: either there was no data in all the queues, or the NTrS. of all queues 

were still ahead of CT (it was not time to send). If lhe algorithm entered the aggregate FOR Loop for empty queues 

then the second time around the fate will he the same. However ir the aggregate FOR Loop was entered because the 
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NTISft was not reached for nll queues then the 11ggregnte will find the highest priori1y such queue and de-queue it, 

also in that c;ise it would update NTISft and calculate NTTD. 

The algorithm has built in credits for queue that do not have data lo de-queue in their time slot; and debits 

for data 1hnt is de-queued in the Aggregate Loop. These credits and debits can accumulate over large periods of time. 

The debit and credit accumulation time is a direct function of the si7.e or NTISn field in bits. for example a 32 bit 

number would yield 6 minutes in each direction at using 160 nSec as TS (2n • 160nSec). Each individual queue 

could he configured 10 loose credits and/or debits, depending on 1he application this algorithm is used. For example 

if the algorithm was to be used mainly for CBR lypc circuits one would want to clear the debits fairly quickly, where 

as for bursty traffic they could be cleared rather slowly. The mechanism for clearing debits/credits is very simple, 

asynchronously setting NTISn to CT. Ir NTfSft is wny ahead or CT. Queue has build a lot of debit, then setting the 

NTISft to CT would mean loosing all the debit. Similarly if NITS. had follcn behind CT, Queue has build a lot of 

Credit, then selling: NTISn to CT would mean losing all the ercdil. 

Example of Implementing CBR Queue Using the Algorithm 

It is now appropriate to examine how to build a CBR queue out of the algorithm listed above, again 

referencing Fig. 24. Let it be assumed that the output wire is running al OC48 speeds (2.4Gbits Per second) and lhat 

Queue 1 (highest Priority Queue) hns been assigned to be the CBR Queue. The way we configure the weight on the 

CBR queue is configured by summing all the input CBR flow bnndwidlh requirements. For sake of simplicity there 

are 100 flows going through the CBR Queue. each whh a bandwidth requirement of 2.4 Mbils per sec~nd. The CBR 

Queue hnndwidth will then be 2.4Mbits/scc Times 100. i.e. 240Mbits per second (i.e. 10%). In other words1 

QRATE,h,= E Ingress Flow Bandwidth. 

A.= 100/10= 10. 8m1edonEqua1ion I 

NITS. would result in JO every time a 45 byte datagram is dequucd. - Based on Equ:lticin 2. 

NTIS. would result in 20 e\•ery time n 90 byte datagram is dequucd. - Based on Equation 2. 

NTID would result in 1 every time a 45 byte datagram is dequeued. - Based on Equation 3. 

N1TD would result in 2 every time a 90 hyte datagram is dequeued. - Based on Equation 3. 

This shows th:it the queue will be de-queued very timely: based on datagram si7.e and the % of bandwidth 

allocated 10 the queue. This algorithm is independent or wire speed. m:iking it ,·ery scalable, and can achieve very 
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high data speeds. This alogorithm also takes datagram size inlo accounl during scheduling regardless or a the 

datagram being a cell or a packcl. So long as the network Manager sets the weight of the queue as the sum of all 

ingress CBR flow bandwidth, the algorithm provides the scheduling very accurately. 

Example of Implementing UBR Queue Using the Algorithm. 

It is very simple to implement a UBR queue using this algorithm. UBR standing for the queue 

which uses the left over bandwidth on the wire. To implement this type of queue, one of N queues with 0% 

Bandwidth. and then this queue is de-queued when there is literally no other queue to de-queue. The NlTS will be 

set so far in the future thnt after the algorithm de-queues one datagram the next one is never scheduled. 

QoS Conclusion 

As has been demonstrated, the algorithm or the invention is very precise in delivering bandwidth, and its 

granularity ;s based on the size of TS being independent or Cell/Packet information, and also provides all of the 

ATM services required: implying not only packet.c; also enjoy the ATM services bul cells and packets coexist on the 

same interface. 

Real Life Network Manager Examples 

This section will now consider different Network Management bandwidth management scenario;all well 

handled by the invention. lnso for as lhe NeoN Ne1work conlrollcr is concerned, there are n queues egress (as an 

example ii could be 8). cneh queue being assigned a bandwidth.1l1c Egress Bandwidth Mnn:igcr will deliver that 

percentage very precisely. The Network Manager can also decide not to assign I 00% of the bandwidth to all queues, 

in which case the left over bnndwidlh will simply be distributed on a high to low priority basis. Besides these two 

levels of control, the Nelwock Manager can also examine statistics per priority and make strategic statistical 

decisions on it own and change perccntnge allocations. 

Exemplary Case 1: Fixed Bandwidth 

In this scenario, 100% of the bandwidth is divided inlo all queues. 1f all queues are full at all timcs
1
then the 

queues will behave exactly like Fair Weighted Queuing. The reason for this is thnl - the Egress Bandwidth Manager 

will deliver the pcn:en1age of the line bandwidth as requested by the Network Manager, and since the queues are 

never emply, the egress bandwidth does not h:ive time to execute the second FOR loop {Aggregate Loop), above 

- 3S -



W099/35577 
PCTllB98/01940 

discUS!led. 

If the queues nre not rull all the time. however, then during the time the queue is empty some other queue 

may be serviced ahead of its time without a charge against its bandwidth. 

A'ii an example, the Network Manager decided to allocate 12.5 % bandwid1h to every one of the eight 

queues. then the Network Mimager has t<1provide10 the Egress bandwidth Managerr 

An-Priority 

Bit Time 

List of all An one for each priority. 

Based on I/O Module Egress Bandwidth Manager is running on. 

For a bandwidlh of 12.5 %. An would calculate to be 8.00 (I 00/12.5). For a OC48 Bit Time would calculate 

to be 402 pscc. 

Exemplary Case 2: Mixed Bandwidth 

In this example, nol all of.t~e bandwidth is divided into all oflhe queues. In fact, the sum of all fixed 

bandwidth on the queues is not IOO'h- of the bandwith available. The Egress bandwidth Manager will deliver the 

constant bandwidth on the queues up to the al located amount, and then aggregate traffic amongst the priorities on the 

remaining bandwidth. This guarantees some percent of a class of traffic to make it through the port and also provides 

prioriti7.ed traffic. For queues that are not full during the allocated time, that bandwidth will be lost to the aggregate 

bandwidth. 

Exemplary Case 3: No Mixed Bandwidth For All Queues 

In this scenariop% is allocated as fixed bandwidth for all queues. The queues will then behave purely like 

prioritized queuing. The first For Loop listed in section 0 Scheduling, will considered as NOP. 

Exemplary Case 4: Dynamic Bandwidth 

In this illustration, the Network Manager may initially come up with No Mixed Bandwidth for all Queues 

and then, as it starts to build committed bandwidth circuits, it may create fixed bandwidth queues. The sum of the 

requirements of bandwidth of the Oows at an ingress pon would dictate the size of the constant bandwidth on the 

egress port. The granularity of the allocatable egress bandwidth is largely dependent on the depth of the noating 

point depth. As an example. ii may be assumed that two decimal plnces may suffice. This then implies 10<11' of one 

percent. and would calculate to be 240kHz for an OC48 line and 62 kHz for an OCl2 line. 
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It should be observed 1h:it the a hove cases are examples only. :md the aprlication of the algorithm of the 

invention is not limited IO these cases. 

Further modificntion!I will occur to those skilled in thil'> nrt. nnd such are considered to fall within 

the spirit and scope or the in,·cntian 8!1 defined in the appended claim!\ . 
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Claims 

* C L M S * 

I.A method of simultaneously processing infonnation contained in data cells and da1;i packets or frames received 

at the egress of a daln nelworking systcm. llrnt comprises. applying both the rccei\'ed da1a cells and data packets to a 

common dnta switch.: controlling the swilch for cell and packet datD·forwardingJndiscriminatingly using common network 

hardware and algori1hms for forwarding, based on control information contained in the cell or packet and withoul 

transforming packets inlo cells; and controlling wi1h a common bandwid1h management algorithm bolh cell and packet data 

forwarding without impacting the correct forwarding characteristics of either. 

2. A method as claimed in claim l wherein the cell and packet control information is processed in a common 

forw:uding engine with common algori1hms independent or context-sensitive information contained in the cell or packet. 

3.A melhod os claimed in claim 2 wherein the informa1ion from lhe forwarding engine is possed to a network 

egress queue manager and lhcncc to 11 network egress 1ransmi1 facility and in a mnnner such as to provide minimum cell 

delay variation. 

4.A mclhod os claimed in claim 3 wherein quali1y or service information is included in 1he infonnalion passed 

from the forwarding engine and managed by the queue manager for both cells and packets simul!aneously and based upon 

the common nlgorithm. 

5. A method ns claimed in claim 4 wherein a common parsing algorichm is nlso used for similarly forwarding both 

cell data and da1a packe1s. 

6.A method as cl:iimed in claim 4 wherein the queuing managing employs rroccssing 1ha1 operates as each control 

packet is rend from the switch, to put 1he same into one or a plurality of queues aflcr it is verified thal available physical 

spoce exists on the queue. 

7.A method a.~ claimed in clnim 6 wherein, should lhcre be no such srnce, the data is put in a drop queue and 

returned by the switch lo the ingress of the network. 

8.A method as claimed in claim 7 wherein a wa1cnnark is set for each queue lo instruct each ingress to filter out 

non-rrderred daltl traffic. 

9. A me1hod as claimed in claim 6 wherein hnndwidth is allocated for different rriorities by packet byte size and 

based upon time slicing the hnndwid1h. 
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10. A method .lS dai.mc.J in daim 9 wherein the nclwork manaw.!r dynamically v.1rit?S tlw liunJwidth 

requirement. 

11. A method o( proccssin1~ informaliol\ containcJ in Jal.ii 1.1.?(Lo; anJ d..ilil pa.:kel.o; rt.!c."ciwJ <ll lhc ingres.-; of u 

dam networking system, lhJl compris<?S, .ipplyint~ hoth lh1! rel·eivcJ LiJta cells anu J.it.a put.·kt!l'l lo u l·ommon 

data forwarding anJ routing swik·h: manil~ing hoth l"cll anJ pa1·kt?t data switdun1~ in Lhe rnmmnn switdl using 

common hardware, common quality of servic.--e altiorilhms, unJ commlln furwarJin1~ .ili:orithms; and 

controlling the packet swilt."hing inJuptmdcnlly of and wilhoul inlcrforinlt wilh lhc.• •'l'll J .. t.i l'Wib:hin1~· 

12 A method of pro.:cssin1~ pat.·kt?Ls of infonnalion from a forwurdintt swik·h nnt.i l1umn• muna~~ing the 

forwarding of the same, that c.·ompriscs, as mu·h pa1·kul is rcaJ from th1! switch, pulling tlw sJme inlo c>nl• of .i 

plurality of queues afler it is verified thi\l availilbfo rhysit"lll spill'\? l!XiSL'> in lhe l.)Ul!Ul~; pladng lhu padc.el 

information in 11 dror queue shoulJ there be no sudi spcll"I! and returning lhc r•ll·k1!l infonnution through lhc• 

switch; sellinl~ a watcrmurk for eiu-h queue lo cnuhlc the filtcrin1~ of non-rruforrcd information truffic: and 

allocating for Ji.ffcrcnl prioritie.o; by pu<·kct byte SiZ<! ilnJ \luscd upon lime slidnU Llw b • .mJwiJth. 

13. A system ar<.:hilccl\lre arp11rillus for sinrnll111wuusly prun.1.ssing infortm1tion n111h1im?J in dot la l't?llo; anJ 

data packets receivcJ ul lht? in1~n..'SS of il data nt?lworkin1~ syslr.m, suiJ .1ppilrulus h.1ving, in n1mhinuliim, mn.im. 

for applying bolh the R!t."eived Juta mils unJ Jata pa1·k1•ls front tlw int~n.!SS Lu il l 0 0tlln10n J.il.i swild1 Within lhl' 

system; means for l"<mtrollin1~ the swill·h for ~ell anJ pal·ket inJisl·riniinatl!ly, for forwurJin1~ hy u n11l\m(ln 

algorithm baseJ on control information l"Ontaincd in lhc? ,·ell ur pill"kt!l um.I without transfonnin1~ r.:u·kc~ls in tu 

cells; and means for contrullinr, wilh a 1:ommon bunJwiJlh m.it'\il)~l·mc~nl uli~orilhm l~uth, .,.11 .mJ pud<d t.l.il.i 

forwarding without impacting lhl! l'"OTrel1 forwarJin1~ d1armicrislks or eilht?r. 

14. Apparalus as d41imcd in dain1 u whuroi.n lh1! t."1?11 anJ pi.1\."k1!l l"linlrol inform.1liun is rrot.'l~'iSl!J ill .. 

common forwlll'dint~ 1m1;ine with common nlgurilhDls, ini.fop1mJ1?11l of \."t>nh?Xl·imnsilivc? informaliun nmlai1wJ 

in the cell or packet. 

15. Appar.ih1s us daimcd in dc.1im 1 ~ wht!rl!in mnuns is provilh!u for rarsin1~ tlw infurmalion frnm llw 

forwarding cnt~ine to .i 1mlwork c1~rt?ss qt1em! milnagt?r anJ lh1m11• Ln i.I m?Lwurk 1!1~n·s!o transmit f.idlily, ,mJ in .i 

manner such as lo rr()viJc minilnal l'l!ll/)"ild<.l?t J1?li.1y vurir.1li<,n. 

16. Arparalus .is daimcJ in daim 15 wlwn•in 11ualily nf scrvic:e infurmulion 1s indmfoJ in Llw infnmlJlitm 

siJnulumcously hascJ upnn lhc! c.·c10\1min .1l1~urilhin. 
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17.Apparatus as claimed in claim 16 wherein a common parsing algorithm is also provided for similarly 

forwarding both cells and data packets. 

t8.Appara1us is claimed in claim 16 wherein lhe queuing managing employs processing that operates as each 

control packet is read from the switch. to put the same inlo one of a plurality of queues after it is verified that available 

physical space exists on the queue. 

19.Apparntus a.o; claimed in claim I 8 wherein, should there be no such space, means is provided for the data to be 

put in a drop queue and returned by the switch lo the ingress of the network. 

20. Apparatus as claimed in claim 19 wherein a watermark is set for each queue to instruct such ingress to filter 

out · non-preferred data traffic. 

21.Apparatus as claimed in claim 18 wherein means is provided for allocating bandwidth for different priorities by 

packet byte size and based upon time slicing the bandwidth. 

22.Apparatus as claimed in ~laim 21 wherein the network manager dynamically varies lhe bandwid1h requirement. 

23.Apparatus a<i claimed in claim 14 wherein the cell data is of A 1M fixed size units and the packet data is of 

arbitrary size. 

24.Apparatus as claimed in claim 14 wherein, between the ingress and the switch, a VCI funclion/ assembly is 

interfaced. 

25. Apparatus as clilimed in claim 24 wherein said assembly connects not only lo the switch but also 10 a header 

lookup and forwarding engine for both the cell and packet data: with the engine connecting through a con1rol data switch 

and a quality of service managing module to a buffer. also inputting from the output of the switch. 

26.Apparatus as claimed in claim 25 wherein the buffer feeds a cell data VC shaping circuit that connects with the 

system egress. 
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