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\ 1. A computer-implemented method comprising:
0

btaining a signed firmware image, the signed firmware image comprising a first code

\module signed by a first code owner and a second code module signed by a second

cade owner;

obtaining aypdated first code module, the updated first code module comprising updated
code fo k. the first code module;

verifying that o dated first code module is signed by the first code owner; and

updating the signed rmware image with the updated first code module in response to
verifying that the updated first code module is signed by the first code owner.
2. The methodvof claim 1, wherein:

the signed firmware image further comprises an access control list; and

the access control list authorizes‘updates to the first code module by the first code owner
and updates to the seccond code module by the second code owner.
3. The method of claim 2\ rther comprising:

obtaining an access control token, whereih the access control token comprises a public key

for a third code owner and authorization for the third code owner to update a third

code module of the signed firmware image;
verifying that the access control token is signed% authorized code owner from the
access control list; \,

N\
verifying that the authorized code owner is authorized ton

and N\
updating the access control list to include the public key for third code owner and the

pdate the third code module;

authorization for the third code owner to update the third de module.
4, The method of claim 3 further comprising:
receiving an updated third code module from the third code owner;
verifying that the updated third code module is signed by the third code owper; and
updating the signed firmware image with the updated third code module in re‘s{)onse to

verifying that the updated third code module is signed by the third code

5. The method of claim 1 further comprising:
verifying that the first code owner is authorized to update the first code module prior ty,
updating the signed firmwarc image. ‘
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\ 6. A system comprising:

\\ at least one processor; and
a memory coupled to the at least one processor, the memory comprising instructions for

performing the following:

5 obtaining a signed firmware image, the signed firmware image comprising a first
\ code module signed by a first code owner and a second code module signed

\\ by a second code owner;
obtaining an updated first code module, the updated first code module comprising
updated code for the first code module;

10 verifying thatthe updated first code module is signed by the first code owner; and

updating the signed firmware image with the updated first code module in response

to Verifyinéxg\hat the updated first code module is signed by the first code

owner.

7. The system of cla}ﬁa 6, wherein
15 the signed firmware image furthe&nprises an access control list; and
the access control list authorizes updaf:\éito the first code module by the first code owner
and updates to the second code m%\l\:: by the second code owner.
8. The system of claim 7 wherein, the instructions further perform the
following:
20 receiving an access control token, wherein the access control token comprises a public key
for a third code owner and authorization for hird code owner to update a third

code module of the signed firmware image;

25  verifying that the authorized code owner is authorized to update the, third code module;

9. The system of claim 8 wherein the instructions further perform v

30 following:

receiving an updated third code module from the third code owner;

verifying that the updated third code module is signed by the third code owner; and
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updating the signed firmware image with the updated third code module in response to

verifying that the updated third code module is signed by the third code owner.

\\\ 10.  The system of claim 6 wherein the instructions further perform the
foﬁowing:

verifytqg that the first code owner is authorized to update the first code module prior to
updating the signed firmware image.

A computer program product comprising:

a computer-readable storage medium; and
instructions in th;:\‘qomputer-readable storage medium, wherein the instructions, when
executed in a\gq)}cessing system, cause the processing system to perform
operations comprising:
obtaining a signed firmware image, the signed firmware image comprising a first
code module signed by a first code owner and a second code module signed
by a second code owner;
obtaining an updated first cS*dg\ module, the updated first code module comprising
updated code for the first.code module;
verifying that the updated first code. module is signed by the first code owner; and
updating the signed firmware image Q\h the updated first code module in response
to verifying that the updated first'¢ode module is signed by the first code
owner.
12, The computer program product of claim. 11, wherein:
the signed firmware image further comprises an access\;\égtrol list; and
the access control list authorizes updates to the first code m&%ed by the first code owner
and updates to the second code module by the second ¢ e owner.
13, The computer program product of claim 12 whereirnthe instructions further

cause the processing system to perform operations comprising:

receiving an access control token, wherein the access control token com} ises a public key
\\Lgdate a third

%‘

for a third code owner and authorization for the third code owner to

code module of the signed firmware image;
verifying that the access control token is signed by an authorized code owner from,
access control list;

verifying that the authorized code owner is authorized to update the third code module;\

and
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updating the access control list to include the public key for the third code owner and the
authorization for the third code owner to update the third code module.

14.  The computer program product of claim 13 wherein the instructions further

cause the to perform operations comprising:

verifying that the first u owner is authorized to update the first code module prior to
updating the signe
16. A computer—im‘&ix\nented method comprising:

creating a signed firmware image\by a first code owner, the signed firmware image

irmware image..

comprising a first code module and a second code module;

signing the first code module;

creating an access control token to delegate authority to update the second code module to

a second code owner;
upon receiving an updated second code module'¢comprising updated code for the sccond

code module, verifying that the updated second code module is signed by the

N

second code owner; and
updating the signed firmware image with the updated snd code module in response to
\

verifying that the updated second code module is si gned by the second code owner.
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What is claimed is:

1. A computer-implemented method comprising:

obtaining a signed firmware image, the signed firmware image comprising at least a
first code module signed by a first code owner and an access control list, wherein the access

control list authorizes the first code owner to update the first code module;

obtaining an updated first code module, the updated first code module comprising
updated code for the first code module and an updated access control list delegating authority

to update the first code module from the first code owner to a second code owner;

verifying that the updated first code module is signed by the second code owner and
that the second code owner is authorized to update based on, at least in part, the updated

access control list; and

updating the signed firmware image with the updated first code module in response to
verifying that the updated first code module is signed by the second code owner and that the

second code owner is authorized to update the first code module.

2. The method of claim 1, further comprising:

obtaining an access control token, wherein the access control token comprises a
public key for the second code owner and authorization for the second code owner to update

the first code module of the signed firmware image;

verifying that the access control token is signed by an authorized code owner from the

access control list;

verifying that the authorized code owner is authorized to update the first code module;

and

updating the access control list to include the public key for the second code owner

and the authorization for the second code owner to update the first code module.
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3. The method of claim 1 further comprising:

verifying that the first code owner is authorized to update the first code module prior

to updating the signed firmware image.

4. A system comprising:
at least one processor; and

a memory coupled to the at least one processor, the memory comprising instructions

for performing the following:

obtaining a signed firmware image, the signed firmware image comprising at least a
first code module signed by a first code owner and an access control list, wherein the access

control list authorizes the first code owner to update the first code module;

obtaining an updated first code module, the updated first code module comprising
updated code for the first code module and an updated access control list delegating authority

to update the first code module from the first code owner to a second code owner;

verifying that the updated first code module is signed by the second code owner and

that the second code owner is authorized to update based on, at least in part, the updated

access control list; and

updating the signed firmware image with the updated first code module in response to
verifying that the updated first code module is signed by the second code owner and that the

second code owner is authorized to update the first code module.

5. The system of claim 4, wherein the instructions further perform the following:

receiving an access control token, wherein the access control token comprises a public
key for the second code owner and authorization for the second code owner to update the first

code module of the signed firmware image;

verifying that the access control token is signed by an authorized code owner from the
access control list;
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verifying that the authorized code owner is authorized to update the first code module;

and

updating the access control list to include the public key for the second code owner

and the authorization for the second code owner to update the first code module.

6. The system of claim 4 wherein the instructions further perform the following:

verifying that the first code owner is authorized to update the first code module prior

to updating the signed firmware image.

7. A computer program product comprising:
a computer-readable storage medium; and

instructions in the computer-readable storage medium, wherein the instructions, when
executed in a processing system, cause the processing system to perform operations

comprising:

obtaining a signed firmware image, the signed firmware image comprising at least a
first code module signed by a first code owner and an access control list, wherein the access

control list authorizes the first code owner to update the first code module;

obtaining an updated first code module, the updated first code module comprising
updated code for the first code module and an updated access control list delegating authority

to update the first code module from the first code owner to a second code owner;

verifying that the updated first code module is signed by the second code owner and
that the second code owner is authorized to update based on, at least in part, the updated

access control list; and

updating the signed firmware image with the updated first code module in response to
verifying that the updated first code module is signed by the second code owner and that the

second code owner is authorized to update the first code module.

8. The computer program product of claim 7, wherein the instructions further cause the
processing system to perform operations comprising:
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receiving an access control token, wherein the access control token comprises a public

key for the second code owner and authorization for the second code owner to update the first

code module of the signed firmware image;

verifying that the access control token is signed by an authorized code owner from the

access control list;

verifying that the authorized code owner is authorized to update the first code module;

and

updating the access control list to include the public key for the second code owner

and the authorization for the second code owner to update the first code module.

9. The computer program product of claim 7 wherein the instructions further cause the

processing system to perform operations comprising:

verifying that the first code owner is authorized to update the first code module prior

to updating the signed firmware image.

10. A computer-implemented method comprising:

creating a signed firmware image by a first code owner, the signed firmware image
comprising at least a first code module and an access control list, wherein the access control

list authorizes the first code owner to update the first code module;
signing the first code module by the first code owner;

creating an access control token to delegate authority to update the first code module

to a second code owner;

upon receiving an updated first code module comprising updated code for the first

code module, verifying that the updated first code module is signed by the second code owner;

and

updating the signed firmware image with the updated first code module in response to
verifying that the updated first code module is signed by the second code owner and that the

second code owner is authorized to update based on, at least in part, the updated access

control list.
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