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Claims 

\\ 	

What is claimed is: 

1. A computer-implemented method comprising: 

o\ ining a signed firmware image, the signed firmware image comprising a first code 

5 module signed by a first code owner and a second code module signed by a second 

de owner; 

obtaining a updated first code module, the updated first code module comprising updated 

code fo the first code module; 

verifying that the 	,dated first code module is signed by the first code owner; and 

10 updating the signed 	mware image with the updated first code module in response to 

verifying that the updated first code module is signed by the first code owner. 

2. The metho• of claim 1, wherein: 

the signed firmware image fu 	er comprises an access control list; and 

the access control list authorizes 	pdates to the first code module by the first code owner 

15 and updates to the second Ci f e module by the second code owner. 

3. The method of claim 2 	rther comprising: 

obtaining an access control token, where 	,the access control token comprises a public key 

for a third code owner and authorize on for the third code owner to update a third 

code module of the signed firmware im' e• 

20 verifying that the access control token is signed b 	n authorized code owner from the 

access control list; 

verifying that the authorized code owner is authorized to pdate the third code module; 

and 

updating the access control list to include the public key for th'i third code owner and the 

25 authorization for the third code owner to update the third..de module. 

4. The method of claim 3 further comprising: 

receiving an updated third code module from the third code owner; 

verifying that the updated third code module is signed by the third code o 	er; and 

updating the signed firmware image with the updated third code module in re 	onse to 

30 verifying that the updated third code module is signed by the third code 	ner. 

5. The method of claim 1 further comprising: 

verifying that the first code owner is authorized to update the first code module prior t 

updating the signed firmware image. 
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6. A system comprising: 

at least one processor; and 

a memory coupled to the at least one processor, the memory comprising instructions for 

performing the following: 

5 obtaining a signed firmware image, the signed firmware image comprising a first 

code module signed by a first code owner and a second code module signed 

by a second code owner; 

obtains, g an updated first code module, the updated first code module comprising 

up o ated code for the first code module; 

10 verifying tha the updated first code module is signed by the first code owner; and 

updating the mg ed firmware image with the updated first code module in response 

to verifyin: 	at the updated first code module is signed by the first code 

owner. 

7. The system of cla 	6, wherein 

15 the signed firmware image further comprises an access control list; and 

the access control list authorizes updat 	to the first code module by the first code owner 

and updates to the second code m 	ule by the second code owner. 

8. The system of claim 7 where' the instructions further perform the 

following: 

20 receiving an access control token, wherein the acce 	control token comprises a public key 

for a third code owner and authorization for th third code owner to update a third 

code module of the signed firmware image; 
ti 

verifying that the access control token is signed by an authors ed code owner from the 

access control list; 

25 verifying that the authorized code owner is authorized to update th third code module; 

and 

updating the access control list to include the public key for the third coy'-, owner and the 

authorization for the third code owner to update the third code module. 

9. The system of claim 8 wherein the instructions further perform 

30 following: 

receiving an updated third code module from the third code owner; 

verifying that the updated third code module is signed by the third code owner; and 
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updating the signed firmware image with the updated third code module in response to 

verifying that the updated third code module is signed by the third code owner. 

10. The system of claim 6 wherein the instructions further perform the 

following: 

5 verify 	g that the first code owner is authorized to update the first code module prior to 

updating the signed firmware image. 

11. A computer program product comprising: 

a computer-rea able storage medium; and 

instructions in the omputer-readable storage medium, wherein the instructions, when 

10 executed in a rocessing system, cause the processing system to perform 

operations comp :sing: 1

6 

 

obtaining a signed 	rmware image, the signed firmware image comprising a first 

code module st ned by a first code owner and a second code module signed 

by a second code wner; 

15 obtaining an updated first cOtle module, the updated first code module comprising 

updated code for the fir 	code module; 

verifying that the updated first code, module is signed by the first code owner; and 

updating the signed firmware image 	'th the updated first code module in response 

to verifying that the updated first ode module is signed by the first code 

20 owner. 

12. The computer program product of clai 	11, wherein: 

the signed firmware image further comprises an access c 	trol list; and 

the access control list authorizes updates to the first code mo ule by the first code owner 

and updates to the second code module by the second ci I e owner. 

25 13. The computer program product of claim 12 where' the instructions further 

cause the processing system to perform operations comprising: 

receiving an access control token, wherein the access control token com 	ises a public key 

for a third code owner and authorization for the third code owner to 	date a third 

code module of the signed firmware image; 

30 verifying that the access control token is signed by an authorized code owner fro 	the 

access control list; 

verifying that the authorized code owner is authorized to update the third code module; 

and 
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updating the access control list to include the public key for the third code owner and the 

authorization for the third code owner to update the third code module. 

14. The computer program product of claim 13 wherein the instructions further 

cau 	the processing system to perform operations comprising: 

5 	receivi , : an updated third code module from the third code owner; 

verifying tat the updated third code module is signed by the third code owner; and 

updating the igned firmware image with the updated third code module in response to 

verifyin 	tkat the updated third code module is signed by the third code owner. 

15. Th= computer program product of claim 11 wherein the instructions further 
ti 

10 	cause the processing 	stem to perform operations comprising: 

verifying that the first co es  e owner is authorized to update the first code module prior to 

updating the signed• firmware image.. 

16. A computer-im lemented method comprising: 

creating a signed firmware imag by a first code owner, the signed firmware image 

15 comprising a first code mod e and a second code module; 

signing the first code module; 

creating an access control token to delegate authority to update the second code module to 

a second code owner; 

upon receiving an updated second code module omprising updated code for the second 

20 code module, verifying that the updated se snd code module is signed by the 

second code owner; and 

updating the signed firmware image with the updated se:ond code module in response to 

verifying that the updated second code module is si 	ed by the second code owner. 
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What is claimed is: 

1. A computer-implemented method comprising: 

obtaining a signed firmware image, the signed firmware image comprising at least a 

first code module signed by a first code owner and an access control list, wherein the access 

control list authorizes the first code owner to update the first code module; 

obtaining an updated first code module, the updated first code module comprising 

updated code for the first code module and an updated access control list delegating authority 

to update the first code module from the first code owner to a second code owner; 

verifying that the updated first code module is signed by the second code owner and 

that the second code owner is authorized to update based on, at least in part, the updated 

access control list; and 

updating the signed firmware image with the updated first code module in response to 

verifying that the updated first code module is signed by the second code owner and that the 

second code owner is authorized to update the first code module. 

2. The method of claim 1, further comprising: 

obtaining an access control token, wherein the access control token comprises a 

public key for the second code owner and authorization for the second code owner to update 

the first code module of the signed firmware image; 

verifying that the access control token is signed by an authorized code owner from the 

access control list; 

verifying that the authorized code owner is authorized to update the first code module; 

and 

updating the access control list to include the public key for the second code owner 

and the authorization for the second code owner to update the first code module. 
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3. The method of claim 1 further comprising: 

verifying that the first code owner is authorized to update the first code module prior 

to updating the signed firmware image. 

4. A system comprising: 

at least one processor; and 

a memory coupled to the at least one processor, the memory comprising instructions 

for performing the following: 

obtaining a signed firmware image, the signed firmware image comprising at least a 

first code module signed by a first code owner and an access control list, wherein the access 

control list authorizes the first code owner to update the first code module; 

obtaining an updated first code module, the updated first code module comprising 

updated code for the first code module and an updated access control list delegating authority 

to update the first code module from the first code owner to a second code owner; 

verifying that the updated first code module is signed by the second code owner and 

that the second code owner is authorized to update based on, at least in part, the updated 

access control list; and 

updating the signed firmware image with the updated first code module in response to 

verifying that the updated first code module is signed by the second code owner and that the 

second code owner is authorized to update the first code module. 

5. The system of claim 4, wherein the instructions further perform the following: 

receiving an access control token, wherein the access control token comprises a public 

key for the second code owner and authorization for the second code owner to update the first 

code module of the signed firmware image; 

verifying that the access control token is signed by an authorized code owner from the 

access control list; 
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verifying that the authorized code owner is authorized to update the first code module; 

and 

updating the access control list to include the public key for the second code owner 

and the authorization for the second code owner to update the first code module. 

6. The system of claim 4 wherein the instructions further perform the following: 

verifying that the first code owner is authorized to update the first code module prior 

to updating the signed firmware image. 

7. A computer program product comprising: 

a computer-readable storage medium; and 

instructions in the computer-readable storage medium, wherein the instructions, when 

executed in a processing system, cause the processing system to perform operations 

comprising: 

obtaining a signed firmware image, the signed firmware image comprising at least a 

first code module signed by a first code owner and an access control list, wherein the access 

control list authorizes the first code owner to update the first code module; 

obtaining an updated first code module, the updated first code module comprising 

updated code for the first code module and an updated access control list delegating authority 

to update the first code module from the first code owner to a second code owner; 

verifying that the updated first code module is signed by the second code owner and 

that the second code owner is authorized to update based on, at least in part, the updated 

access control list; and 

updating the signed firmware image with the updated first code module in response to 

verifying that the updated first code module is signed by the second code owner and that the 

second code owner is authorized to update the first code module. 

8. The computer program product of claim 7, wherein the instructions further cause the 

processing system to perform operations comprising: 
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receiving an access control token, wherein the access control token comprises a public 

key for the second code owner and authorization for the second code owner to update the first 

code module of the signed firmware image; 

verifying that the access control token is signed by an authorized code owner from the 

access control list; 

verifying that the authorized code owner is authorized to update the first code module; 

and 

updating the access control list to include the public key for the second code owner 

and the authorization for the second code owner to update the first code module. 

9. The computer program product of claim 7 wherein the instructions further cause the 

processing system to perform operations comprising: 

verifying that the first code owner is authorized to update the first code module prior 

to updating the signed firmware image. 

10. A computer-implemented method comprising: 

creating a signed firmware image by a first code owner, the signed firmware image 

comprising at least a first code module and an access control list, wherein the access control 

list authorizes the first code owner to update the first code module; 

signing the first code module by the first code owner; 

creating an access control token to delegate authority to update the first code module 

to a second code owner; 

upon receiving an updated first code module comprising updated code for the first 

code module, verifying that the updated first code module is signed by the second code owner; 

and 

updating the signed firmware image with the updated first code module in response to 

verifying that the updated first code module is signed by the second code owner and that the 

second code owner is authorized to update based on, at least in part, the updated access 

control list. 
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