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Description HOST DEVI CE, PORTABLE STORAGE DEVI CE, AND
METHOD FOR UPDATI NG META | NFORVATI ON REGARDI NG RI GHT

WOBDECTBISTORED | N PORTABLE STORAGE DEVI CE Techai/&®R006/000153

Field [1] Apparatuses and nethods consistent with the
present invention relate to digital rights managenent,
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According to an aspect of the present invention, there is provided a method of
updating meta information of a rights object (RO) stored in a portable storage device,
the method including generating a bitmap subjected to a bitwise operation together

with meta information indicating a state of the RO stored in the portable storage device
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FIG. 7 illustrates a bitwise operation procedure according to another exemplary
embodiment of the present invention;

FIG. 8 illustrates a bitwise operation procedure according to still another exem
plary embodiment of the present invention;

FIG. 9 is a flowchart illustrating an updating procedure in which a host device
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This is also referred to as asymmetric cryptography because a key used in
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public-key cryptography, a pair of a public key and a private key is used for encryption

and decryption. The public key is not necessary to be kept in secret, i.e., the public is
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In operation S12, the portable storage dev1ce 200 verifies whether the certificateH

of the host device 100 is valid using a certificate revocation list (CRL). If the
cer“[ificateH is registered in the CRL, the portable storage device 200 may reject the au-
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Accordingly, the host device 100 and the portable storage device 200 share each
other's random numbers, that is, random nurnberH and random nurnbers.

As a result, the host device 100 and the portable storage device 200, sharing each
other's random numbers, generate their session keys in operations S40 and S42. Here,
in order for the host device 100 and the portable storage device 200 to generate their
session keys, the same algorithm may be used. Therefore, the host device 100 and the
portable storage device 200 share the same session key.

After authentication is completed, encryption and decryption of the data to be

transmitted between the host device 100 and the portable storage device 200 using
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through the storage device interface module 110.
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The control module 220 controls operations of various modules constituting the
portable storage device 200 . In particular, the control module 220 can perform
reading, writing, and erasure operations with respect to the storage module 240. Thus,
the control module 220 can update meta data of the ROs stored in the storage module

240 using the operation result of the bitwise operation module 250. In addition, the
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When the storage module 240 is implemented by an NAND flash memory, all bits
included in the first meta information are "1 in the initial state. Then, bits on which
writing operations are performed are set to 0" and reset to " 1" by performing erasure
operations thereon.

In a flash memory, a writing operation is performed in a page basis while an

erasure operation is performed in a block basis, which means that the erasure operation



random nunber required during authentication. [69] The
storage nodul e 240 stores an encrypted content, RO,

WO@RW6/0293%6 a certificate of the host devi ce 100PCT/E&2006/000153

[74]

[75]

[76]

[77]

storage nodul e 240 may be, for exanple, a flash
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A method of updating RO states by the host device 100 and the portable storage

device 200 will now be described in more detail with reference to FIGS. 6 through 8.
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nglf&fngl'hgg of Rbds @&)rpcpf tﬂp F@rteﬁﬁ@gtaﬁ qg\yibézgccggﬂn% o th@ p:@ent

gene atron no gene at es a
bi tnnﬁlalqndrroulé@latlﬁﬁ?g tltqféﬂﬁm% ﬁdﬁﬂlﬁﬂgﬁéu on in operation

[111] S620.Fif, kihce aRSiortablel si@add @ viictupaRc O BREN iatRfafidn 6@ RO with a

&gfene ti ontm)dul e 1t50 cg}ﬁag g%lr%%gto RO stor(f\ge b

reﬁfﬁm PSP O FHOR GURRY 25 eRAESTRRC Sipgage device can be
porddaddde st orage device 200, respectively. A de

[112] scri %tec&ﬂi 91 Bﬁ}aﬁhﬁ ﬁﬁegltik%oii t? 3itiie g’t%r Q%g ce Iethebf%lésiﬁced by

are assocr ate ) a e reg
ar ellashting meditihg opetatien fonthe &qﬁafm@wnﬂe @amanng state

[113]] dent’ﬂhflﬂdeﬁl%taaiﬂﬂ)rfngﬁéﬂ f? ﬁ%l&ﬁht‘yhﬁ 1103%’1 nt%H R(E P]arts in a portable storage

i nformation of the be %
i déqw?@rqa@rb@afﬁaulme%%ﬁsané?d mg agequeed BPEPHAMCTHYIANHE
[114] " eq ue\&hﬂ@ﬂletpb@eﬁtqnwrmlon mi@@lb&eﬁa phaibuiarr@r@hbwg ap@utbbed with

i n{eé ?%C@ﬂg\él{s%ﬁP%%%%@Jd%ﬁglﬂ E hereof, PhiPEe un(}{ers(iood by those of
ordinary skill in the art that various changes in form and details may be made therein
without departing from the spirit and scope of the present invention as defined by the

following claims. Therefore, it is to be understood that the above-described em-



though there is no request by the control nodule 120,

a new ROis stored in the storage nodul e 240 of the
wQortbamses st or age devi ce 200 or a pre- stored RA/KR2006/000153

del eted fromthe storage nodul e 240 of the portable

storage device 200, the control nodule 220 of the

PObbERkAs b Baa pﬂ@ld&ﬁorﬁ?@h aragsctip@isdthie ddBwill not be construed as
i nformatio |den iers and | ocations of RGCs

t ob BHEE HBEAGEHR 8 PR oo R obh S RuRiost °F nt ert ace
nDduIe 210. [106] If the bitmap generation nodul e 150
generates a bitmap, the storage device interface
nodul e 110 transmts the generated bitmap to the
portabl e storage device 200 in operation S630. [107]
FIG 10 is a flowhart illustrating an updating
procedure in which a portable storage devi ce updates
nmeta i nformati on of an RO according to an enbodi nent
of the present invention. [108] If the host interface
nodul e 210 receives the bitmap fromthe host device
100 in operation S710, the bitw se operati on nodul e
250 perforns a bitw se operation on the received
bitmap and the nmeta information stored in the storage
nodul e 240 in operation S720. Here, the bitw se
operation is perforned on corresponding bits anong the
bits constituting the bitmap and the bits included in
the neta information. The cor responding bits are bits
associated with the same RO storage regions. [109] In
operation S730, the control nodul e 220 updates the
neta information stored in the storage nodul e 240
using the bitw se operation result. The updating of
the meta in formation is the sane as above wth
reference to FIGS. 6 through 8. Industria
Applicability [110] The host device, the portable
storage device, and the nethod of updating the neta
informati on of ROs stored in the portabl e storage
devi ce according to the present invention provide at
| east the follow ng advantages. [IIl] First, since the
portabl e storage device updates neta i nformation of an
ROwWth arelatively small conputation quantity,
overhead of the portable storage device can be
reduced. [112] Second, a conputation quantity of the
portabl e storage device can be reduced by allocating a
witing operation to the less frequently occurring
state. [113] Third, neta information for a plurality
of fragnented RO parts in a portable storage device
can be sinultaneously changed with a reduced
conmputation quantity [114] Wile the present invention
has been particularly shown and described with
reference to exenplary enbodi nents thereof, it will be
understood by those of ordinary skill in the art that
various changes in formand details may be nade
therein without departing fromthe spirit and scope of
the present invention as defined by the



following clains. Therefore,;7t is to be understood
that the above-descri bed enbodi nents have been
w@e@viotssge only in a descriptive sense and w | | PEDKRR@®6/000153
construed as placing any limtation on the scope of
the invention.Clainms [1] L A nethod of updating neta

information of a rights (ﬁ"lgiha RO stored in a
storage device, the nmetho i sing: generating a

bi t map| sAIRicRtddest ubp@atth ddrhEMi B RRRIMAI 1A AFEA BR OV bIEd in a
meta in formation indicating a state of the RO stored

in t hes'Qfags 4gdcéls Methgh QOBEYNE N updat i ng the neta

i Ef or rrgéﬂemnihganﬁmtapasgsﬁi%ﬁﬁﬂ k@ bithBe gparariod &%ithb%/\h Whp niefa in-
the stprage device, . od of.claim 1, er el .
the o BrRREonEYIcaRn Siva T AR irbe bt VRS fndusea in
st or i ngpdRGsg ttendethiinfermanst andut i ng the bitmap are

associ A : ' .espectively.

oS TheuEfhilhl tad AeedbiRAN6 (EALARSefiERRCTL Y

i n t heZbiheragthodpl daigs borheseia dhanitenage AevirmosmpsisayBO storage
regi ongolAYirdt%idiay NO$, And bat snsaRARG ek NiaM £ irBMSOEREd with the
val ues_af renmainj ngﬂ bits.included in the bitmp. 4.

The meRRGIPTBEC RN TSPV n bit val ues of the

r especs.ithe tethsd bhdhiudgdvliateih henongbés ireheicdwd therbitmap, bits

| ndi cate. oL LRSHnINERE 0 BLALERuvRPR AR Loy QhteSh 80k nave
responding"to a Wite operation of a as\ﬁ nmenory used

by t heingertedatslecsdé vémnanmg ditalincbuket en theditamapor e

frequentint RGRLA bf N8inSE alRoreid P Rldes %@&Hé%@sﬁective bits included in

correspondi ng to an erasure operation of the f|ash
nemor ythareetainferetion ipdicae ¢ighes opg alyfentiatss. ded bit vplygs cor-
state Rkpdrieng 160 \ili@loPBratidn ofa MeITAEMEFy WpdBY it oTRbR device
i nformat i gn agf o ht s oq%hecttys RQ&? ttoreg LN ﬁl di
st or agtcdL0FAE! OO BORRSHT gr?Ba. o apd Bityyafigs gorresponding
pr edet ©ram engstirdooiensjpnfaf o Bashosdmatearcd]ocpied toa lssfrequently
bi tw sg cﬁﬁﬁ{%ast%é’@f gt&gg%ar&e%pei ved bitmap and neta

ndrcatin

I nformation ng states of the ROs; and updating
t he med-ah msthndmituipdatingshelg informaafigintof gghtsinbidsis (R Qe stored in a

oper at {i8fge Bevidd)endBEMOE c&hpfdiRe:m 5, wherein bits
constituting the bitmap and bits con itl,tutlng t he

meta i FFE PGS IRALTPHRIJS AR 160R® NOS'FeX¥S: ar eas, the
RO st opagemadgeabitwist opatech dothetivedditi(2p andamnda i€ mation

bi twi se .operatiaon rftormed, on cor responding bits

anmong Pﬁlglgg?% %tat%ﬂg&ﬁellﬁsl’ﬁ@dthe bitmap and the bits

i ncl udeptating theemete irormdtmnrmaingarresitoright higwlse operation.

i ncl Udgdl" er}nétﬁgd Qf 51?%?5, Jher&ﬁ%it@&&ﬁ@htfﬁ% Stgxlblﬁ]ltrlﬁ%l@anéifbits con-

wherein the neta in mati on indi cates
t he RCHitWiing Ggman NFEMROR eoresgent gk G@rprag. arqsethe RO storage

met hodaeds £1odhtel for sWMHBILROs 2HANEe bitRisk bpSralii pattRfheliBn cor-
the bitmap, . bits assoc the RO stor

r egi on&s : I}ggblﬁ(ggn%gtdagéi?gqo\@lﬁgttﬁgﬂ% d)ltlrltg‘pélng%% bits included in
the meta information among the bits included in the bitmap.
7. The method of claim 6, wherein the meta information indicates usability of the
ROs stored in the RO storage regions.
8. The method of claim 5, wherein among the bits included in the bitmap, bits
associated with the RO storage regions having ROs with states changed have
inverted values of remaining bits included in the bitmap.
9. The method of claim 5, wherein the meta information is stored in a flash

memory.



inverted val ues of remaininggits included in the
bitmap. 9. The nethod of claim5, wherein the neta

WO pdoeonespé on is stored in a flash nmenory. 10. TPET/RBR206600153
of claim9, wherein bit values of the respective bits
included in the neta information indicate either one

of twol1@tkeSsth@nek dditn 9/ a’lfhé@@n 60 rvarue§ @pﬂhe Irdfhgeétﬁfefblts 1ncluded in
wite &geratl Qn of. the.fl as.

e PR i il AicanS el BROGY A, 4GB S5ubS -
cor r espepuidig tba veri@pertiopef teiflash ofentongarkelafistaterkbtwor yiore

are al

the t hQ@Bﬁg oE&lﬁné %ﬁ% L{de[gg\sﬁég%gg‘é%%&lﬁfnggo %fa@%% opration of
gener athe hlgshogoosy @muail:lhcag@h@radﬁtssfr%qugmbhwugum sgate etithe two
to a biht se operation together with nmeta information
indicatjng a state of the RO stored in a storage

devi ce Jar‘fg QR dEVIFHCRIPRIYRSg t he meta i nformation; and

a storape gbﬁﬁrﬁtﬂg&ﬁ&dﬂl@ dihich gsherates bibansPpisubjette to a bitwise
)

g:cle(r: :(t)lgefq atlb(inttggﬁqllef w1v%mFts t1n O{Iﬁgtl del\ﬂh%gtm%%%tatg o? theoﬁb stored in a
conpr i gesgRbreearmigescd eguMng tre rs¢tinfngnaRos; st bit s

consti § U438 ifBaddichoRRe @EﬁP%ﬁ%t@@hﬁ% ﬁ%ﬁt@d%hﬁa?ﬁ% thfe storage

storage regions, respective evi
cl ai m 9deVicepher ei n anong bits included in the bitmap,

bits assoteabsidicicedf than RO &h&éﬁ&gﬁe Et@ﬂﬂg@ aéwti@wrﬁﬁhdaaao
wth states chan%ed have nve(; ed val.ues r.emai

bits i HETAEEERINY TPHEORRE R and Bifs gqnstiygag © é%}'ir%aé’ arS‘F p astociated
cl ai m d8h thiROaiaTady rt:gma$ umecﬂvelme respective bits

i ncl Ud%j 'Ilhtg htolékedeq%te df tcﬂ RN Mh&gm alﬁgdng%gtg n%lé&Wm q:}ltmap, bits

of two St alues corres
oper at dsseciaed awith| tb@RQﬁé@mgcyretgmd hbvmg Ré)sdewln gelcaelanged have

al | ocafgetd Oy Aud¥r ?erﬁ&ﬁﬂlg%‘ﬁ% Hﬂél&ﬁﬁ% [Heﬁﬁtn%ipat e, and
bit val ues correspondi ng Ite operation of th

f1ash h‘brﬁ?ﬂhoétrdé"éﬂeloé elétréd3t \dh?fﬁlé‘ hlfe%aéu@rs 08 &tféﬁ%ﬂeytwe bits
occur rinemdsd ai @e @fetd MEortidbios irdli@Se citber ot PRMOARILES, and bit values

5 020 S SR TPL ¥ Ay B IRE RN, R v e
i ndi catliavgted t@b a&r@freqdthRQ%curangl siate, amt lsir f’ainﬁ aqooeisppording to a
Wh' C h Gvﬁ?ee(g)\é?a%loﬂ of El?edtﬂsﬁrrﬁ@ rrg épﬂ{ Jlf&v\ﬂeﬁ IE](Q rﬁ:‘é ently occurring

tW se oper at
b| tW| s@até@éﬁ@ttW@ﬁt%% the recel ved bit map and the met a

i nf or mps i O PortHEsBrac®atvied ¢ liy: Whi ch updates the
meta inf 0{ matnll C()1nl USfu I? tar S en lfllt bOf tt Os an(\{mmeta information
operat?%tﬂ age module whicht stores rights objects
indicating states of the ROs;
a host interface module which receives a predetermined bitmap from a host
device;
a bitwise operation module which performs a bitwise operation on the received
bitmap and the meta information; and
a control module which updates the meta information using a result of the
bitwise operation.
16. The portable storage device of claim 15, wherein bits constituting the bitmap
and bits constituting the meta information correspond to RO storage areas, which
are allocated for storing ROs , and the bitwise operation is performed on cor-
responding bits among the bits constituting the bitmap and the bits included in

the meta information among the bits included in the bitmap.



16. The portable storage devige of claim 15, wherein

bits constituting the bitmap and bits constituting the
woreaoa/07ispor mat i on correspond to RO storage ar eBGT/KRAI06/000153

are allocated for storing ROs , and the bitw se

operation is performed on cor responding bits anong

the bit1p mrps)hmsl@ tstdﬁ@getdaelcb lof alaﬁn apdwhdr€inlthd Sclanalossiedon

in the. s.included in the
b1 ¢ g P A SRR BT B gan MO gRe 1
wher ei i8.tThe poethlse istofagerdeyiconf tlath d af ebkereisalidnigttye laifs included in

the scﬁle%ﬁ g‘r ?dbltsna E&?at&gvftfl ﬂfeaﬁé Eoggéeaﬁglong'ﬁaV1%ﬁOs V\ch states

por t ev ce O
bits i ﬁ@ma@b@a\’ennwﬁ@d aluah el repiainingbisoiorladedinine hltmme

RO StOﬂﬁg%e@%ﬁm&8§uﬁ@&kﬁgw85¥cMhﬁWSS&E&@§¢H$§8&%QHRQM@

i nverted val%ﬁgl r emai_ni ng bIES i ncl uded in t

bi t maptOMyIse ‘Sa}mv LorstBingdac mstd BOrgRtiat-ai m 15,

wher ei 20.tThe p@h@lﬂage)rxgedielme oﬁalprm 3@, whdrtiahix vahes oy tHeCrEspective
ZtG\CI)Ir Icglgl(t)sf me]]u nf 2 aelPeo:rrglg%ﬁ)r% mdi. ag: eﬂ%%# (t)r?eﬁ(;f%wo S ates 9%d bit
res peCt/aN@CQIIGtSBOIl(hmg tedediteiopertabien nétha flaglf oyemmry srallocated to a more
i ndi cafg l%hh? ‘8%%191\?\” Qzltet WM Bif fl&Seo ﬁo&i’ rfg %%lrééﬁre (I),peratlon of

corres operation o

is all élaélﬂnleeway wﬂlécaft%wquyfr%@mlv Pﬁ‘%jlf@tl&ﬁtéte 05&&? two
bit valigs.corresponding to erasure operation of the

flash nenory is allocated to the | ess frequently
occurring state of the two states.



