METHOD FOR PROGRAMMING AND TERMINAL DEVICE

TECHNICAL FIELD

The present disclosure pertains to the field of communication, and particularly relates to a

method for programming and terminal device.

BACKGROUND

With the expansion of data in the data age, and the rise of devices such as various brand of
switches etc., as well as the demand of customer customization, the optical modules compatible
and adaptable to various brand of switch devices have become a prospective development trend.
Through programming and/or programming modification by a program editor, the optical module
may be compatible and adaptable to various brands of switch devices. At present, it is necessary
to install a variety of complicated programs, and it requires a professional to complete when
programming and/or modifying programs for the optical module, which brings great inconvenience

to the user.

SUMMARY

Given this, the present invention provides a method for programming and a terminal device,
to solve the problem that the programming and/or programming modification operation in the prior
art needs to install a variety of complicated programs and is completed through a professional, and
hence bringing great inconvenience to the user.

The first aspect of embodiments of the present application provides a method for programming,
comprising:

loading a programming driver;

receiving programming instructions sent by a user, and the programming instructions include
programming file identification information;

sending the target programming file to the program editor via the programming driver if the



target programming file is obtained from the programming file database based on the programming
file identification information, such that the program editor executes programming operation for
the device based on the target programming file.

In a first implementation of the first aspect of embodiments of the present invention, the
method further comprises:

loading an interface for editing programming instructions when the server receives
information, detected by the programming driver, that the program editor is successfully connected
to the terminal and the device is successfully connected to the program editor;

the step of receiving programming instructions sent by a user comprises:

receiving the programming instructions input in the interface for editing programming
instructions by the user.

With reference to the first implementation of the first aspect, in a second implementation,
receiving a reset instruction sent by the user;

resetting the interface for editing programming instructions according to the reset instruction.

In a third implementation of the first aspect, the step of receiving programming instructions
sent by a user comprises:

receiving an information of the device sent by the programming driver;

loading a list for selecting a programming file according to the information of the device;

receiving the programming instructions sent by the user according to the list for selecting the
programming file.

In a fourth implementation of the first aspect, the target programming file is an encrypted
programming file;

the step of sending the target programming file to the program editor via the programming
driver comprises:

sending the target programming file to the programming driver, such that the programming
driver decrypts the target programming file and sends the decrypted target programming file to the

program editor.



In a fifth implementation of the first aspect, the method further comprises:

obtaining programming status information, and sending the programming status information
to the user.

With reference to any implementation in the first aspect to the fifth implementation of the first
aspect, in a seventh implementation, the method further comprises:

receiving a customized information sent by the user if the target programming file is not
obtained from the programming file database according to the programming file identification
information;

receiving a customized programming file sent by an administrator based on the customized
information;

receiving application instructions sent by the user, and sending the customized programming
file to the program editor via the programming driver based on the application instructions, such
that the program editor executes programming operation for the device based on the customized
programming file.

With reference to the seventh implementation of the first aspect, in an eighth implementation,
before receiving the customized information sent by the user, the method further comprises:

receiving an authorization request instruction sent by the user, the authorization request
instruction is used for requesting an authorization of the customized programming file;

sending the authorization request instruction to the administrator;

granting the user authorization corresponding to the authorization request instruction
according to an approval instruction, if receiving the approval instruction sent by the administrator.

The second aspect of embodiments of the present application provides a method for
programming, comprising:

receiving a target programming file sent by a programming driver, the target programming
file are programming instructions received by a server and sent by a user, and the programming
instructions include programming file identification information and obtained from a programming

file database based on the programming file identification information;



executing programming operation for a device according to the target programming file.

In a first implementation of the second aspect, the method further comprises:

receiving a customized programming file sent by the programming driver, the customized
programming file is obtained through the server receiving a customized information sent by the
user, and receiving the customized programming file sent by the administrator based on the
customized information;

executing programming operation for the device according to the customized programming
file.

A third aspect of embodiments of the present invention provides a terminal device comprising
a memory, a processor and computer programs stored in the memory and able to be executed in the
processor, wherein, the processor implements the steps of the method in the first aspect of
embodiments of the present invention when executing the computer programs, or the processor
implements the steps of the method in the second aspect of embodiments of the present invention
when executing the computer programs.

Compared with the prior art, the beneficial effects of the embodiments of the present invention
lie in that: the embodiments of the present invention obtain the target programming file from the
programming file database according to the programming instructions sent by the user, and sends
the target programming file to the program editor via the programming driver, the program editor
executes programming operation for the device based on the target programming file. The user
can implement programming operation as long as inputting programming instructions and it is
unnecessary for the user to acquire professional skills, which is easy and convenient to operate, and

saves cost.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to illustrate the technical solutions in embodiments of the present invention more
clearly, the drawings needed in the description of the embodiments or the prior art will be

introduced briefly below.  Obviously, the drawings described below are merely some



embodiments of the present invention, and other drawings may be obtained for those skilled in the
art without creative labor according to these drawings.

FIG. 1 is a schematic diagram of an application environment of the method for programming
provided by one embodiment of the present invention;

FIG. 2 is a flow diagram of implementing the method for programming provided by another
embodiment of the present invention;

FIG. 3 is a flow diagram of implementing the method for programming provided by another
embodiment of the present invention;

FIG. 4 is a flow diagram of implementing the method for programming provided by another
embodiment of the present invention;

FIG. 5 is a schematic diagram of a server provided by one embodiment of the present invention;

FIG. 6 is a schematic diagram of a program editor provided by one embodiment of the present
invention;

FIG. 7 is a schematic diagram of a terminal device provided by an embodiment of the present

invention.

ILLUSTRATIVE EMBODIMENTS

In the following description, specific details such as specific system structures and
technologies or the like are provided for illustration, and it is not intended to limit, such that to
understand embodiments of the present invention thoroughly. However, those skilled in the art
should understand that the present invention may also be implemented in embodiments without
these specific details. In other cases, detailed description for well-known systems, devices,
circuits and methods is omitted, to avoid unnecessary details interfering with the description of the
invention.

It should be understood that, when used in the description and the appended claims, the term
"comprise" refers to the existence of the feature, entirety, step, operation, element and/or

component described, but does not exclude the existence or adding of one or more other feature,



entirety, step, operation, element, component and/or device set.
It should also be understood that, the terms used in the present description are merely aimed
at describing specific embodiment and not intended to limit the present application. As used in

nyn n

the description and the appended claims of the present application, the singular forms "a", "one"
and "said" means comprising plural forms, unless other situations are indicated clearly in the
context.

It should also be further understood that, the term "and/or", used in the description and the
appended claims of the present application, refers to one or more arbitrary combination and all
possible combinations of the items listed as relevant, and comprises these combinations.

As used in the description and the appended claims, the term "if"' may be interpreted as "when",
"once", "in response to determining" or "in response to" detecting according to the context.
Similarly, the phrase "if determining" or "if detecting (the described condition or event)" may be
interpreted as "once determining"”, "in response to determining", "once detecting (the described
condition or event)" or "in response to detecting (the described condition or event)"according to
the context.

In order to illustrate the technical solutions of the present invention, the following is illustrated
by specific embodiments.

Please refer to FIG. 1, which is a schematic diagram of an application environment of the
method for programming provided by one embodiment of the present invention. Said application
environment comprises a device 11, a program editor 12, a terminal device 13, a server 14 and a
programming file database 15, wherein, the terminal device 13 installed with a programming driver.
The device 11 is an optical module or other devices that require programming and/or programming
modification. The program editor 12 is provided with a variety of sockets, which may be inserted
into different types of devices to be programmed, and the program editor 12 executes programming
operation for the device 11 which is inserted therein. The program editor 12 is arranged with an

indicator light for indicating coding status, for example, that the green light is on indicates that the

device is connected, that the red light is on indicates failure to program. The program editor 12



is connected with the terminal device 13. The terminal device 13, an electronic device mainly
used for sending user information and outputting processing results, is at outermost periphery of a
computer network, and the terminal device 13 may be a computer, a tablet computer, a telephone,
a personal digital assistant, a wearable electronic device or the like. For example, the program
editor 12 is connected with the computer through an USB (Universal Serial Bus, USB). The
server 14, used for responding to serve requests and providing a device computing services
meanwhile, for example, may be one or more computer, or a cloud server. The server 14 is
connected with the terminal device 13. The programming file database 15 is stored with a variety
of programming files, the programming file database 15 may be stored in a memory, and the
memory is connected to the server 14, otherwise the programming file database 15 is arranged in
the server 14, which is not limited by embodiments of the present invention.

The user sends a login request through the terminal device 13, and the login request includes
a login account and a password. The server 14 verifies the login account and the password, and
the terminal device 13 sets up connection with the server 14 after the verification is passed. After
the server 14 has set up connection with the terminal device 13, the server 14 detects whether the
terminal device 13 is installed with a program editor driver corresponding with the program editor
12, and the server 14 automatically installs the programming driver in the terminal device 13 when
it is detected that the terminal device 13 is not installed with the programming driver, or the server
14 receives an installation instruction sent by the user and installs the programming driver in the
terminal device 13 according to the installation instruction, then loads the programming driver after
finishing installation. The server 14 loads the programming driver directly once detects there is a
programming driver installed in the terminal device 13.

The programming driver sequentially detects whether the program editor 12 and the device
11 are connected with the terminal device 13.  After the program editor 12 and the device 11 are
connected with the terminal device 13, the user sends programming instructions through the
terminal device 13, and the programming instructions are sent to the server 14, the programming

instructions include programming file identification information. After receiving the



programming instructions, the server 14 obtains and stores a target programming file from the
programming file database 15 based on the programming file identification information, and sends
the target programming file to the program editor 12 via the programming driver, the program
editor 12 executes programming operation for the device 11 based on the target programming file.

Please refer to FIG. 2, FIG. 2 is a flow diagram of implementing the method for programming
provided by one embodiment of the present invention, the method is applied to the server, and the
method comprises the following steps of:

Step S201, loading a programming driver.

In embodiments of the present invention, the programming driver matches with the program
editor, and the programming driver serves for a window for data transmission between the program
editor and the server. When it is detected that there is a new version of the programming driver
in the server for downloading the programming driver, an updating operation for the programming
driver is performed, and the updated programming driver is loaded.

Step S202, receiving the programming instructions sent by the user, the programming
instructions include the programming file identification information.

In embodiments of the present invention, the user sends the programming instructions through
the terminal device, and the programming instructions are sent to the server. Therein, the
programming instructions include the programming file identification information, and the
programming file identification information comprises but not limits to a name and an
identification number of the programming files.

As one embodiment of the present invention, the programming driver sequentially detects
whether the programming plate and the device are successfully connected, and sends successful
connection information of the programming plate to the server once it is detected that the
programming plate is connected successfully. After detecting that the device is connected
successfully, the programming driver sends information to the server that the device is successfully
connected; after receiving the information that the program editor is successfully connected and

the information that the device is successfully connected, the server loads an interface for editing



programming instructions, and the user inputs the programming instructions through the interface
for editing programming instructions. In one implementation, the server receives information of
the device sent by the programming driver, and displays it on a display screen of the terminal device,
the user inputs the programming instructions according to the information of the device. For
example, the information of the device comprises information such as product models, serial
numbers, wavelengths and compatible brands or the like, the user sends the programming
instructions with reference to the information of the device, and programs for the device.

As another embodiment of the present invention, the server receives the information of the
device sent by the programming driver, loads a list for selecting the programming file based on the
information of the device, and receives the programming instructions input by the user according
to the list for selecting the programming file. The information of the device comprises
information such as product models, serial numbers and compatible brands or the like, the list for
selecting the programming file comprises, but is not limited to a file list of the product models, a
file list of the serial numbers and a file list of the compatible brands programs, the user inputs the
identification information of the necessary programming file according to the list for selecting the
programming file.

As another embodiment of the present invention, the method for programming may further
comprise: receiving a reset instruction sent by the user; resetting the interface for editing
programming instructions according to the reset instruction.

In embodiment of the present invention, the server resets the interface for editing
programming instructions according to the reset instruction, such that the user executes
programming operation for a new device, or modifies the programming instructions.

Step S203, obtaining a target programming file from the programming file database based on
the programming file identification information, and sending the target programming file to the
program editor via the programming driver, such that the program editor executes programming
operation for the device based on the target programming file.

In embodiment of the present invention, after receiving the programming instructions, the



server determines whether there is a target programming file in the programming file database
based on the programming file identification information carried in the programming instructions,
if there is, then obtains the target programming file, and sends the target programming file to the
program editor via the programming driver, the program editor executes programming operation
for the device based on the target programming file.

The embodiment of the present invention obtains the target programming file from the
programming file database according to the programming instructions sent by the user, and sends
the target programming file to the program editor via the programming driver, the program editor
executes programming operation for the device based on the target programming file. The user
can implement programming operation at any time and no professionals are required, which
operates easily and conveniently, and saves cost.

As one embodiment of the present invention, the programming files stored in the
programming file database are encrypted programming files, similarly, the target programming file
is an encrypted programming file. After receiving the target programming file, the server sends
the target programming file to the programming driver, the programming driver decrypts the target
programming file and sends the decrypted target programming file to the program editor, and the
program editor executes programming operation for the device according to the decrypted target
programming file. Through encrypting the target programming file, it is able to prevent the target
programming file from being stolen.

As one embodiment of the present invention, the method for programming further comprises:
obtaining programming status information, and sending the programming status information to the
user. The embodiment of the present invention enables the user to be aware of the programming
status in time. The programming status comprises, but is not limited to a connection status of the
programming plate, a connection status of the device, a programming status and a programming
completion status.

Please refer to FIG. 3, FIG. 3 is a flow diagram of implementing the method for programming

provided by an embodiment of the present invention, the method comprises:
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Step S301, loading a programming driver.

Step S302, receiving the programming instructions sent by the user, the programming
instructions include the programming file identification information.

In the embodiment of the present invention, the implementations of step S301 to step S302
are the same with the implementations of step S201 to step S202, which are not described in the
embodiment of the present invention.

Step S303, determining whether there is a target programming file included in the
programming file database according to the programming file identification information, if there
is, executing step S304, otherwise executing step S305 to step S307.

In the embodiment of the present invention, the server obtains a first identification information
of the programming files stored in the programming file database, and matches the programming
file identification information carried in the programming instructions with the first identification
information, if matching successfully which indicates that there is the target programming file
stored in the programming file database, then obtains the target programming file corresponding to
the programming file identification information, if matching unsuccessfully which indicates there
is not the target programming file stored in the programming file database, then executes step
S305 to step S307.

Step S304, obtaining the target programming file from the programming file database, and
sending the target programming file to the program editor via the programming driver, such that
the program editor executes programming operation for the device based on the target
programming file.

In the embodiment of the present invention, the server obtains the target programming file
from the programming file database, and sends the target programming file to the program editor
via the programming driver, the program editor executes programming operation for the device
based on the target programming file.

Step S305, receiving a customized information sent by the user.

In the embodiment of the present invention, when the programming file database is not stored

11



with a programming file required by the user, the user is required to customize the programming
file. The customized information comprises, but is not limited to information of the device and
programming information, the programming information may be information such as product
models, serial numbers and compatible brands or the like after programming.

As one embodiment of the present invention, before step S305, the method further comprises:
receiving an authorization request instruction sent by the user, the authorization request instruction
is used for requesting an authorization to the customized programming file; sending the
authorization request instruction to an administrator; if receiving an approval instruction sent by
the administrator, then granting the user authorization corresponding to the authorization request
instruction according to the approval instruction.

In the embodiment of the present invention, the user sends the authorization request
instruction to the server through the terminal device, the authorization request instruction is used
for requesting an authorization to the customized programming file, and the authorization request
instruction comprises but is not limited to an applicant, an application time, a user contact and an
application reason. After receiving the authorization request instruction, the server sends the
authorization request instruction to the terminal device the administrator logging in, and the
authorization request instruction is approved by the administrator. If the server receives the
approval instruction sent by the administrator, then the user is granted the authorization
corresponding to the authorization request instruction applied, i.e. the user is granted the
authorization to the customized programming file. The embodiment of the present invention
obtains access to the customized programming file through the user authorization request
instruction, which is convenient for the administrator to select and administrate the users of the
customized programming files, so that to prevent maliciously customizing programming files.

Step S306, receiving the customized programming file sent by the administrator based on the
customized information.

In the embodiment of the present invention, the administrator customizes the programming

file based on the customized information, or the administrator sends the customized information to
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a relevant professional, and the professional customizes the programming file based on the
customized information. The administrator sends the customized programming file to the server
through the terminal device he logging in.

Step S307, receiving application instructions sent by the user, sending the customized
programming file to the program editor via the programming driver based on the application
instructions, such that the program editor executes programming operation for the device based on
the customized programming file.

In the embodiment of the present invention, the server receives the customized programming
file sent by the administrator, and sends customization success information to the user terminal
device. After receiving the application instructions sent by the user, the server sends the
customized programming file to the program editor via the programming driver, and the program
editor executes programming operation for the device based on the customized programming file.
The embodiment of the present invention may meet various demands of the user, and it is not
necessary to send the device back the manufacturer to program, which saves time and cost.

The embodiment of the present invent ion obtains the target programming file according to
the programming instructions sent by the user, and sends the target programming file to the program
editor via the programming driver, the program editor executes programming operation for the
device based on the target programming file. The user can implement programming operation at
any time and no professionals are required, which operates easily and conveniently, and saves cost.

FIG. 4 is a flow diagram of implementing the method for programming provided by one
embodiment of the present invention, the method is applied to the program editor, and the method
comprises the following steps of:

Step S401, receiving a target programming file sent by the programming driver, the target
programming file are programming instructions received by the server and sent by the user, and the
programming instructions include programming file identification information and obtained from
the programming file database based on the programming file identification information.

In the embodiment of the present invention, that the program editor receives the target
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programming file and the access to the target programming file are the same with the
implementations of step S201 to step S203, which are not described in the embodiment of the
present invention.

Step S402, executing programming operation for the device according to the target
programming file.

In the embodiment of the present invention, the program editor executes programming
operation for the device based on the target programming file.

The embodiment of the present invention obtains the target programming file from the
programming file database according to the programming instructions sent by the user, and sends
the target programming file to the program editor via the programming driver, the program editor
executes programming operation for the device based on the target programming file. The user
can implement programming operation at any time and no professionals are required, which
operates easily and conveniently, and saves cost.

As one embodiment of the present invention, the method for programming further comprises:
receiving a customized programming file sent by the programming driver, the customized
programming file is obtained through the server receiving a customized information sent by the
user and receiving the customized programming file sent by the administrator based on the
customized information; executing programming operation for the device according to the
customized programming file.

In the embodiment of the present invention, the program editor receives the customized
programming file sent by the programming driver, and executes programming operation for the
device based on the customized programming file. The customized programming file is obtained
by the server, and the access to the customized programming file is the same with the access to the
customized programming file in step S305 to step S307 in the embodiment of the present invention,
which is not described in the embodiment of the present invention.

It should be understood that, the sequence numbers of the steps in the above embodiments do

not means the order of execution, and the execution order of the processes should be determined
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by its function and internal logic, which should not be construed as limiting the implementation of
the embodiments of the present invention.

Please refer to FIG. 5, FIG. 5 is a schematic view of a server provided by an embodiment of
the present invention, and the server 5 comprises a load module 51, a first receiver module 52 and
a transmitter module 53, the specific functions of each of the modules are as follows:

the load module 51 is used for loading a programming driver;

the first receiver module 52 is used for receiving the programming instructions sent by the
user, the programming instructions include the programming file identification information;

the transmitter module 53 is used for obtaining a target programming file from the
programming file database based on the programming file identification information, and sending
the target programming file to the program editor via the programming driver, such that the
program editor executes programming operation for the device based on the target programming
file.

As one embodiment of the present invention, the load module 51 is further used for loading
an interface for editing programming instructions when the server receives information, detected
by the programming driver, that the program editor is successfully connected to the terminal and
the device is successfully connected to the program editor.

The first receiver module 52 is used for receiving the programming instructions input in the
interface for editing programming instructions by the user.

As one embodiment of the present invention, the first receiver module 52 is further used for
receiving a reset instruction sent by the user; resetting the interface for editing programming
instructions according to the reset instruction.

As one embodiment of the present invention, the first receiver module 52 is used for receiving
the information of the device sent by the programming driver; loading a list for selecting a
programming file based on the information of the device; and receiving the programming
instructions sent by the user according to the list for selecting the programming file.

As one embodiment of the present invention, the target programming file is an encrypted
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programming file; the transmitter module 53 is used for sending the target programming file to the
programming driver, such that the programming driver decrypts the target programming file and
sends the decrypted target programming file to the program editor.

As one embodiment of the present invention, the server further comprises: an acquisition
module for obtaining programming status information, and sending the programming status
information to the user.

As one embodiment of the present invention, the server further comprises: a customization
module for receiving the customized information sent by the user if there is no access to the target
programming file from the programming file database based on the programming file identification
information, receiving the customized programming file sent by the administrator based on the
customization information, receiving the application instructions sent by the user, sending the
customized programming file to the program editor via the programming driver according to the
application instructions, such that the program editor executes programming operation for the
device based on the customized programming file.

As one embodiment of the present invention, the customization module is further used for:
receiving an authorization request instruction sent by the user, the authorization request instruction
is used for requesting an authorization to the customized programming file; sending the
authorization request instruction to an administrator; if receiving an approval instruction sent by
the administrator, then granting the user authorization corresponding to the authorization request
instruction according to the approval instruction.

The embodiment of the present invention obtains the target programming file from the
programming file database according to the programming instructions sent by the user, and sends
the target programming file to the program editor via the programming driver, the program editor
executes programming operation for the device based on the target programming file. The user
can implement programming operation at any time and no professionals are required, which
operates easily and conveniently, and saves cost.

Please refer to FIG. 6, FIG. 6 is a schematic view of a program editor provided by an
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embodiment of the present invention, and the program editor 6 comprises a second receiver module
61 and a programming module 62, the specific functions of each of the modules are as follows:

the second receiver module 61 is used for receiving a target programming file sent by the
programming driver, the target programming file are programming instructions received by the
server and sent by the user, and the programming instructions include programming file
identification information and obtained from the programming file database based on the
programming file identification information;

the programming module 62 is used for executing programming operation for the device
according to the target programming file.

As one embodiment of the present invention, the second receiver module 61 is further used
for receiving a customized programming file sent by the programming driver, the customized
programming file is obtained through the server receiving a customized information sent by the
user and receiving the customized programming file sent by the administrator based on the
customized information;

the programming module 62 is further used for executing programming operation for the
device according to the customized programming file.

The embodiment of the present invention obtains the target programming file from the
programming file database according to the programming instructions sent by the user, and sends
the target programming file to the program editor via the programming driver, the program editor
executes programming operation for the device based on the target programming file. The user
can implement programming operation at any time and no professionals are required, which
operates easily and conveniently, and saves cost.

FIG. 7 is a schematic diagram of a terminal device provided by an embodiment of the present
invention. As shown in FIG. 7, the terminal device 7 of the present embodiment comprises: a
processor 71, a memory 72 and computer programs 73 stored in the memory 72 and able to be
executed in the processor 71. When executing the computer programs 73, the processor 71

implements the steps of above various embodiments of the method for programming, such as steps
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S201-S203 as shown in FIG. 2. Alternatively, when executing the computer programs 73, the
processor 71 implements the functions of various modules/units in above various embodiments of
the device, such as the functions of modules 51-53 as shown in FIG. 5.

Exemplary, the computer programs 73 may be divided into one or more module/unit, and the
one or more module/unit is stored in the memory 72 and executed by the processor 71 to implement
the present invention. The one or more module/unit may be a series of instruction segments of
the computer programs capable of performing a particular function, and the instruction segments
are used for describing the executing procedure of the computer programs 73 in the terminal device
7. For example, the computer program 73 may be divided into the load module, the first receiver
module and the transmitter module, and the specific functions of the various modules are as follows:

the load module is used for loading a programming driver;

the first receiver module is used for receiving the programming instructions sent by the user,
the programming instructions include the programming file identification information.

the transmitter module is used for obtaining a target programming file from the programming
file database based on the programming file identification information, and sending the target
programming file to the program editor via the programming driver, such that the program editor
executes programming operation for the device based on the target programming file.

As one embodiment of the present invention, the load module is further used for loading an
interface for editing programming instructions, if receiving information that a program editor is
successfully connected and information that a device is successfully connected sent by a
programming driver;

The first receiver module is used for receiving the programming instructions input in the
interface for editing programming instructions by the user.

As one embodiment of the present invention, the first receiver module is further used for
receiving a reset instruction sent by the user; resetting the interface for editing programming
instructions according to the reset instruction.

As one embodiment of the present invention, the first receiver module is used for receiving
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the information of the device sent by the programming driver; loading a list for selecting a
programming file based on the information of the device; and receiving the programming
instructions sent by the user according to the list for selecting the programming file.

As one embodiment of the present invention, the target programming file is an encrypted
programming file; the transmitter module is used for sending the target programming file to the
programming driver, such that the programming driver decrypts the target programming file and
sends the decrypted target programming file to the program editor.

As one embodiment of the present invention, the computer programs further comprises: an
acquisition module for obtaining programming status information, and sending the programming
status information to the user.

As one embodiment of the present invention, the server further comprises: a customization
module for receiving the customized information sent by the user if there is no access to the target
programming file from the programming file database based on the programming file identification
information, receiving the customized programming file sent by the administrator based on the
customization information, receiving the application instructions sent by the user, sending the
customized programming file to the program editor via the programming driver according to the
application instructions, such that the program editor executes programming operation for the
device based on the customized programming file.

As one embodiment of the present invention, the customization module is further used for:
receiving an authorization request instruction sent by the user, the authorization request instruction
is used for requesting an authorization to the customized programming file; sending the
authorization request instruction to an administrator; if receiving an approval instruction sent by
the administrator, then granting the user authorization corresponding to the authorization request
instruction according to the approval instruction.

Alternatively, the computer program 73 may be divided into the second receiver module and
the programming module, and the specific functions of the various modules are as follows:

the second receiver module is used for receiving a target programming file sent by the
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programming driver, the target programming file are programming instructions received by the
server and sent by the user, and the programming instructions include programming file
identification information and obtained from the programming file database based on the
programming file identification information;

the programming module is used for executing programming operation for the device
according to the target programming file.

As one embodiment of the present invention, the second receiver module is further used for
receiving a customized programming file sent by the programming driver, the customized
programming file is obtained through the server receiving a customized information sent by the
user and receiving the customized programming file sent by the administrator based on the
customized information;

the programming module is further used for executing programming operation for the device
according to the customized programming file.

The terminal device 7 may be a computing device such as a desktop computer, a notebook, a
palmtop computer, and a cloud server. The terminal device may comprise, but is not limited to,
the processor 71, the memory 72. It will be understood by those skilled in the art that FIG. 7 is
only an example of the terminal device 7, and does not constitute a limitation of the terminal device
7, which may comprise more or less components than those illustrated, or combine some
components or different components. For example, the terminal device may further comprise a
transmission output device, a network access device, a bus, and the like.

The processor 71 may be a central processing unit (CPU), or may be other universal processor,
a digital signal processor (DSP), an application specific integrated circuit (ASIC), a Field-
Programmable Gate Array (FPGA) or other programmable logic device, discrete gate or transistor
logic device, discrete hardware components, etc. The universal processor may be microprocessor
or said processor may also be any regular processor or the like.

The memory 72 may be an internal storage unit of the terminal device 7, such as a hard disk

or an internal storage of the terminal device 7. The memory 72 may also be an external storage
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device of the terminal device 7, for example, the plug-in hard disk, a smart media card (SMC), a
secure digital (SD) card, a flash card, and the like provided on the terminal device 7. Further, the
memory 72 may also comprise both the internal storage unit and the external storage device of the
terminal device 7. The memory 72 is used for storing the computer programs and programs and
data required by the terminal device. The memory 72 may further be used for temporarily storing
the data already output or to be output.

It will be apparent to those skilled in the art that, for convenience and brevity of description,
only the division of each of the functional units and modules described above is exemplified. In
practical applications, the above functions may be assigned to different functional units, modules
according to needs, i.e., the internal structure of the device is divided into different functional units
or modules to perform all or part of the functions described above. Various functional units and
modules in the embodiments may be integrated into one processing unit, or each unit may exist
physically separately, or two or more units may be integrated into one unit, and the integrated units
may be implemented by hardware, or may also be implemented in the form of software functional
units. In addition, the specific names of the various functional units and modules are only for the
purpose of facilitating mutual differentiation, and are not intended to limit the protection scope of
the present application. The specific working processes of the units and the modules in the above
system, may refer to the corresponding processes in the above embodiments of method, the details
of which are not described herein again.

In the above embodiments, the descriptions of the various embodiments are different focused,
and the parts that are not detailed or described in a certain embodiment can be referred to the related
descriptions of other embodiments.

Those skilled in the art will appreciate that the units and algorithm steps of the various
examples described in connection with the embodiments disclosed herein may be implemented in
electronic hardware or a combination of computer software and electronic hardware. Whether
these functions are performed in a form of hardware or software depends on the specific application

and design constraints of the technical solution. Those skilled in the art can use different methods
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for implementing the described functions for each particular application, but such implementation
should not be considered to be beyond the scope of the present invention.

In the embodiments provided by the present invention, it should be understood that the
disclosed apparatus/terminal device and method may be implemented in other manners. For
example, the embodiments of apparatus/terminal device described above are merely illustrative.
For example, the division of the modules or units is only a logical function division, and there may
be other division manners in actual implementation. For example, multiple units or components
may be combined or integrated into another system, or some features may be omitted or not
implemented. In addition, the mutual coupling or direct coupling or communication connection
shown or discussed may be an indirect coupling or communication connection through some
interface, device or unit, and may be electrical, mechanical or otherwise.

The units described as separate components may or may not be physically separated, and the
components displayed as units may or may not be physical units, i.e., it may be located in one place,
or may be distributed to multiple network units. Some or all of the units may be selected
according to actual needs to achieve the purpose of the solutions of the embodiments.

In addition, various functional units in the embodiments of the present invention may be
integrated into one processing unit, or each unit may exist physically separately, or two or more
units may be integrated into one unit, and the integrated units may be implemented by hardware,
or may also be implemented in the form of software functional units.

The integrated modules/units may be stored in a computer readable storage medium if
implemented in the form of software functional units and sold or used as separate products. Based
on such understanding, the present invention may implement all or part of the processes of the
foregoing embodiments through related hardware instructed by computer programs. The
computer programs may be stored in a computer readable storage medium, and when executed by
the processor, the computer programs may implement the steps of the various method embodiments
described above. Wherein, the computer programs comprise computer program code, which may

be in the form of source code, object code, executable file or some intermediate form and the like.
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The computer readable medium may include: any entity or device capable of carrying the computer
program code, a recording medium, a USB flash drive, a removable hard disk, a magnetic disk, an
optical disk, a computer memory, a read-only memory (ROM), a random access memory (RAM),
electrical carrier signals, telecommunications signals, and software distribution media and the like.
It should be noted that the content contained in the computer readable medium may be
appropriately increased or decreased according to the requirements of legislation and patent
practice in a jurisdiction, for example, in some jurisdictions, according to legislation and patent
practice, the computer readable media does not include electrical carrier signals and
telecommunication signals.

The embodiments described above are merely for illustrating the technical solutions of the
present invention, and are not intended to limit; although the present invention has been described
in detail with reference to the foregoing embodiments, those skilled in the art will understand that:
the technical solutions described in above embodiments may still be modified, or some of the
technical features may be equivalently replaced; and these modifications or substitutions, not
deviating the corresponding technical solutions from the spirit and scope of the technical solutions
of the embodiments of the present invention, should be included within the protection scope of the

present invention.
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CLAIMS

What is claimed is:

1. A method, comprising:

loading, by a user of a terminal, a programming driver to the terminal,

receiving, by a server, programming instructions from the terminal, wherein the
programming instructions comprise programming file identification information;

receiving, by an administrator, a customized information from the terminal based on a target
programming file not being obtained by the server from a programming file database according to
the programming file identification information;

receiving, by the server, a customized programming file from the administrator, wherein the
customized programming file is based on the customized information;

sending, by the server, the customized programming file to the program editor via the
programming driver based on the server receiving application instructions from the terminal;

programming, by the program editor, a device according to the customized programming file;
and

executing, by the program editor, a programming operation for the device based on the
customized programming file.

2. The method of claim 1, wherein the method further comprises:

loading, by the user, an interface on the terminal for editing the programming instructions
when the programming driver detects that the server receives information indicating that the
program editor is successfully connected to the terminal and the device is successfully connected
to the program editor;

wherein the step of receiving the programming instructions by the server from the terminal

comprises receiving the programming instructions input by the user at the interface; and

wherein the method further comprises:

receiving, by the server, a reset instruction from the terminal; and

resetting the interface by the user according to the reset instruction.
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3. The method of claim 1, wherein the step of receiving the programming instructions by the
server from the terminal comprises:

receiving, by the server, information of the device sent by the programming driver;

loading, on the terminal, a list for selecting a programming file according to the information
of the device; and

receiving, by the server, the programming instructions from the terminal according to the list
for selecting the programming file.

4. The method of claim 1, wherein the method further comprises:

sending the target programming file to the programming driver from the server based on the
target programming file being obtained by the server from the programming file database
according to the programming file identification, wherein the target programming file is an
encrypted programming file;

decrypting, by the programming driver, the encrypted target programming file; and

sending the decrypted target programming file to the program editor via the programming
driver.

5. The method of claim 1, wherein the method further comprises:

obtaining, by the program editor, programming status information of the device; and

sending the programming status information to the terminal.

6. The method of claim 1, wherein before receiving the programming instructions by the
server from the terminal, the method further comprises:

receiving, by the server, an authorization request instruction sent from the terminal
requesting an authorization of the customized programming file;

sending, by the server, the authorization request instruction to the administrator; and

granting, by the server, the user authorization corresponding to the authorization request
instruction according to an approval instruction, when the approval instruction sent by the
administrator is received by the server.

7. A non-transitory computer-readable storage medium comprising instructions that when
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executed by a processor cause the processor to perform the steps of:

loading, by a user of a terminal, a programming driver to the terminal,

receiving, by a server, programming instructions from the terminal, wherein the
programming instructions comprise programming file identification information;

receiving, by an administrator, a customized information from the terminal based on a target
programming file not being obtained by the server from a programming file database according to
the programming file identification information;

receiving, by the server, a customized programming file from the administrator, wherein the
customized programming file is based on the customized information;

sending, by the server, the customized programming file to the program editor via the
programming driver based on the server receiving application instructions from the terminal;

programming, by the program editor, a device according to the customized programming file;
and

executing, by the program editor, a programming operation for the device based on the
customized programming file.

8. A terminal, comprising a memory, a processor, and computer programs stored in the
memory and executable in the processor, wherein the processor, when executing the computer
programs, is configured to implement the following steps of:

loading, by a user of a terminal, a programming driver to the terminal,

receiving, by a server, programming instructions from the terminal, wherein the
programming instructions comprise programming file identification information;

receiving, by an administrator, a customized information from the terminal based on a target
programming file not being obtained by the server from a programming file database according to
the programming file identification information;

receiving, by the server, a customized programming file from the administrator, wherein the
customized programming file is based on the customized information;

sending, by the server, the customized programming file to the program editor via the
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programming driver based on the server receiving application instructions from the terminal;

programming, by the program editor, a device according to the customized programming file;
and

executing, by the program editor, a programming operation for the device based on the
customized programming file.

9. The terminal of claim 8, wherein the processor, when executing the computer programs, is
configured to further implement the following steps of:

loading, by the user, an interface on the terminal for editing the programming instructions
when the programming driver detects that the server receives information indicating that the
program editor is successfully connected to the terminal and the device is successfully connected
to the program editor, wherein the step of receiving the programming instructions by the server
from the terminal comprises receiving the programming instructions input by the user at the
interface;

receiving, by the server, a reset instruction from the terminal; and

resetting the interface by the user according to the reset instruction.

10. The terminal of claim 8, wherein the step of receiving the programming instructions
from the terminal by the server comprises:

receiving, by the server, information of the device sent by the programming driver;

loading, on the terminal, a list for selecting a programming file according to the information
of the device; and

receiving, by the server, the programming instructions from the terminal according to the list
for selecting the programming file.

11. The terminal of claim 8, wherein the processor, when executing the computer programs,
is configured to further implement the following steps of:

sending the target programming file to the programming driver from the server based on the
target programming file being obtained by the server from the programming file database

according to the programming file identification, wherein the target programming file is an

27



encrypted programming file;

decrypting, by the programming driver, the encrypted target programming file; and

sending the decrypted target programming file to the program editor via the programming
driver.

12. The terminal of claim 8, wherein the processor, when executing the computer programs,
is configured to further implement the following steps of:

obtaining, by the program editor, programming status information of the device; and

sending the programming status information to the terminal.

13. The terminal of claim 8, wherein before receiving the programming instructions by the
server from the terminal, the processor, when executing the computer programs, is configured to
further implement the following steps of:

receiving, by the server, an authorization request instruction from the terminal requesting an
authorization of the customized programming file;

sending, by the server, the authorization request instruction to the administrator; and

granting, by the server, the user authorization corresponding to the authorization request
instruction according to an approval instruction, when the approval instruction sent by the

administrator is received by the server.
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