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WO 2005/ 088461 PCT/ SG2005/ 000084 - 1 NETHOD-AND
DEVI CE FOR PROTECTI NG DATA STORED | N A COWVPUTI NG
DEVI CE FI ELD OF THE I NVENTION 5 The present invention

WPEPEYI8846lo a net hod and device for protecti ngP@BBE2005/000084

stored in a conputing device, of particular but by no
means excl usive application_ig _protecting data stored
in a portable conputing devic 10 BACKGROUND TO

I NVENTI ON_Conput ers_and ot her conputing devices are
used to NFBRED ANPOPENAFEHOR PRATEFTING RAKA | §TORED

conprom sed when an rpnauidwsrEedeusey okl egal ly
accesses the device, or when the device is stolen. 15

In the case of portable conputers, such as persona
Ettgt;balomsxﬂstmmrmtc&ptop conputers and not ebook

nputers, .the ri | |cuI to t.he
GRELPEE R, Wiiariat iR o8P ¥ oMeTof B, HoxedE for
pro2ecitimie da i craditedy im KersmpytingTdetrnekogp£G oup
QAU Y £0 0 : :
@g&%gggé} § 24 gég g:lcurvfaglzg 3 $§|1 EBlion in
metem&mm%si@ amtahlengt:@su@kag device.
annual ly, with an average financial |oss of US$64, 000
Eer notebook 25 Existing software exists in which the
IO INGR is protected by encryption.
Ebmtia@:fst i@i® otdddtdeisu v deveeant apkobkeds to store

whi ch d

{ RS s, i B dith P PP P EPRE AT e B o
deeutchard agl) neced , 1 ldabatiey | akeessébstheofiewdce, or when
Eﬁguwéyfﬁéﬂfﬁiiéﬁﬁghthe operating system

unencrypted war e sol utions exist in which an
additional interface 35 is added between the hard

@hSkhan¢alde d?? d‘zeca‘éo |eDFé&Iﬁ\1téf§t eg{téhegs%b!%onal

l.egtr nlcs/ﬁﬁ ttac Al t hou such
Ef‘rgé- &S o tRt ﬁva\fl‘eaR‘H%P p‘F%P‘éFr%rs agH notebook
computers, the risk is particularly high owing to the

greater ease with which such devices can be misplaced or
stolen. According to Kensington Technology Group Notebook
Security Survey 2001 and 2003 CSI/FBI Computer Crime &
Security Survey, a typical medium-sized company loses
about 11 notebooks annually, with an average financial
loss of US$64,000 per notebook.

Existing software exists in which the hard disk of a
notebook is protected by encryption. These software
solutions have inherent problems, which include operating
system dependencies, a need for device drivers, and a need
for patches when the device 1s upgraded, and the like.
Most software solutions also leave the operating system
unencrypted.

Hardware solutions exist in which an additional interface
is added betwsen the hard disk and the device’s IDE/ATA
(Integrated Drive Electronics/AT Attachment) bus.
Although such interfaces do not have the problems
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associated with the software sol utions described FPCI/SG2005/000084
above, these hardware sol utions cannot be easiBegeived 17 January 2006
i npl emented on portable conputing devices such as

not ebook conputers because addBt+onal interface -

har dware cannot be 5 accommobdated in the space ‘ ‘

nor rr&lde»caaeuai efithythd Bodtwilbé et ieaBpas eérikadabdva,

d|Sk thé%e ggwgpe & fﬁionga ggﬁ%t o) O|g%%?nslégiéagnted on

reqU|re an a I Ona |nter—7ace nto
har dsd-aleds rempWEIng dleviges  ergh taé nghieheok | cmm terd

ther r:;iébgufsaeahaidi\&{iﬂ G./&‘g’é!@&@f _ﬁ&i:fdgz%&elgaﬂﬁét}&% ing

e ar awar ngr 1.0N ecr 1 O evli ce | S

| e erraoiipgaRat AR i sBRER Bo S P Led gty o 2

has moheppolf competéncindard ditier Jot hédittoni dhese

devi Q&&dwa&%cﬁo%ti@y@%ﬁzgﬁ réqli- Rar aa@i@iéﬁufrﬂr&%%face

t t t
oty YHaShon PARN AT L SRR P o e,
-SUI\/I—INiIﬂ'@tIBEtIB NMENTIs@X Eb the aitarxdlvqaset enfrypieor before
%eseare!twmay he HAYRAEAT Sncﬁ&»t%?\ibgﬁyﬁt{@i f&dri%ed

‘devi ce. for ect i data stored I n ng
devi o dERestase i ARssR=aERR cguserh e Biution
[ nveﬁtaeoMOpweyl dfsimtedsfaicdngf v qnmeauthgntﬂ@a'a,on devices,

corrprau%hnas ﬁ@ybsaﬂé aC @nl @1 h ARG Iia@akeaée%mwe ng

© 25 deyi ce; ab tor%%p %n en%%ptor ocat ed
in-1i E(?Pﬁéen 8 APl eRRy Pl a2 POXER YR P Prizge device
a'sc ontirthlousy stetpmbarich 83 Gha devixrey. t hat includes
program data executable on said conputing device to
performuser authentication; wherein said control

syst HPERELAF| TEF N ose said menory to said
i nt erfftade to bhgedt taft ehespreseantt Hewvieneabhpnthearukcata, to

| eaStperiHE HSRLLRGH hé&{& 'd%@u:@ nf@n %ro%éc‘:gnfxm &@Egd in

ncryptor sal terface onl
% yapcomput:ing gev:ﬂ:e, such ag 2’ notabook cemputer.

The present 1nvent10n provides a device for protecting
data, compriging:
an intexface for connection to a computing
25 device; A
& data storage;
an encryptor located in-line between said
interface and said data storage;
a’ control system; and
30 a memory that 1nc1udes program data executable on
said computing device to perform usger authentication;
wherein said control system is configured to
axpose saild memory to said interface to facilitate uger
authentication and at least until user authentlcation and
35  to expose gaid encryptor to said inEerface only upon
guccessful user authentication, and said encryptor is
. operable to encrypt:on the fly data received from said
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successful wuser authentication, and said encryptor

operable to encrypt on the.fly data received. fromE @§62005/000084
Amended Sheet | PEA/ AU PCT/ SG2005/ 000084 Recei Regeiygd 17 January 2006
January 2006 3 interface and to forward said data

once .encrypted to said data st8rage and to decrypt on

the fly data received from said data storage and to

f or wakrkesfiagtedatd onckrmiectly phibd ddin Sacd enterhoed.td maid

Thus, adie a%%gét OL&kd I}gaga&? tgﬁeaogﬁ ghg? fﬁceivad from

encry t%g he user
encr y’%ir fage sHeErYHtH6h tﬁr Servaxd saidl ﬁﬁtén@nce decrypted
enmbodiorematid tiheeedade ol systemis configured to

rgboot said conputing device after successful user

aut henti cation _and before exgosn ng said encryptor to

sai d THHrerPaceata otipredrdaoEye data afriage &5 poredymted,

gf a bEnhe sberagead aw BE Rirgyd d:ng it Bn@ﬁ?%@%umxe
oot & gr e conmputing device could be any

suchaééEl evi eg' gﬁﬁg?%esselsﬁventl on will provide

particul ar benefit with portable 20 conputi ng devi ces

tibat =n anedenbossRshBbane moﬁﬁ@oﬂ%ﬁﬁstéﬁu L.Qe&ét@ffgdz(éd 0

unaut heri ze t ess sent inven n al so

pr ovi % % gg\guac‘gé?%&% 5 8?52?? M At §u°88ﬁ5%‘|1£ HET 25

a fi raé%t*ieﬁttépﬁ‘aé@nf@d bedncet expraing seddpeneryptor to sald
devi cieitedfaeeond i nterface for connection to a data
storage,, an encryptor |ocated in-line between said

first 30 interface and said second interface; a
ésnt e pBesMsRaNdarDrdger § pdwtticm clfudesepony rattarage

dat a spgeedl pbbeiddn wialdoBeMbHhdie BRvkas1L oppggfzfa%é“

user authenti cation;
The computing device could be any auch device, but the
invention will provide particular benefit with pcrtable-

20 computing devices that - ag discumsed above - are moast
vulnerable to unauthorized data access. '

The present invention alsc provides a device for
protecting data, comprising:
25 . @& first interface for connection to a dcmputiﬁg
device; ' '
a second ilnterface for connection to é data
storage; . | ' A '
an encryptor located in-line between saild first
30 interface énd said second interface;
a control system; and
a memory that includes program data executable on
said computing device to pexrform user authentication;
wherein said control system is configured to
35 expoge gald memory ko said first in%erfaee to facilieate
upexr authentication and at least until user aubhentication
_and to expose sald encryptor to sald firgt interface only
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wherein said control systemis configured to 35 e

said nenory to said fi¥st interface to faciIitate)j;p(gr‘[':(’;g(3"2'005”000084
user authentication and at |east until user Received 17 January 2006
aut hentication and to expose said encryptor to said

first interface only Amended-Sheet | PEA/ AU

PCT/ S&005/ 000084 Received 17 January 2006 4 upon
succepshubuasessfuil herdr aathenticatdiaai dndnenydt encryptor is

OPe! 3ot ahPeCRG" UREAHL 1RC chbY ¢ B2 d£ GRILTeh" PHLR Uha
B P

first |nter ace an orward"s ta once
encr fjge tptextaee ssé%m |fﬁﬂ!?-’f'<&c%a%dlﬂﬂlé geepypRcrypled to

t he fdajddatacharbsdvetd RaM S8 des8aNGn gher Eagedangd
te f?c“é@ﬁgeé}akgomdﬁf‘c} Uueendeshypied. & %n%altd %' rsérd said
INnterface I nvention al'so pro

met héatef opret @%@Weﬁépaﬂaéén%*#‘%ﬁ rig!tar@ﬂpeeat ing an -

enoryptor in-line between a data storage and an

integface to a c ut.i,n Vi ce; exposi nmory t
oo o TP, BFPARRE (TP TSRT I S18° RtetidRR moReRbal; ob BRpocting
at | dasth,unembrisierg: aut hentication; 15 exposing said

gpcryptor to spidhipie aLasﬁc%%e/or %gaégtugﬁgg@ié%e%wua

aut henti cati on; enc

fFonPEaraass P78 57 (AMHATSERealn ¢ BRI GAVEcRAt a

once encrypt edetpreisg d senong tmtm:lfdad,a.tealdcaOto facilitate
decr y Eknqueﬂex;;@fcié A2 RECE %{a JdQ7 §3kd second

|nter ace. and orvvar I ng sal once decrypted to
sai d *MtREPEiRREIPRCe. BRI EF DESCRI PTION OF THE

DRAW NGS 25 | nesgdigimg lwatdat Eﬁc:&-ﬁwb&t iteN sERY DRLEPffre only
cl eatbtn BIEELLRRDEdodl SLgtLed srbagments wi il now

be deScri exanp WtH reference to
t he accon‘panylwrmb&mn% the i detarrgaedved | Srom =said
schelfatrlse VhestPdcd o &*owat—amg Gdkid data once encrypited to

aald second interface; and

20 decrypting on the fly data resceived from said
gacond interface and forwarding said data once decrypted
to gaid first interfacs.,

BRIEF DESCRIPTION OF THE DRAWINGS
25 In order that the invention may be more clearly
ascertained, preferred embodiments will mow be described,
by way of example, with refaranca to the accompanyzng
drawmngs, in which: , ‘ .
Figure 1 ig a schematic view of a data protaction
30 device accordlng to an embodiment of the present
invention, with a portable computing device with which the
device ias to be uaed; 7 :
Figure 2 1s a photograph of ¢ne embodiment of the
data protectmou device of figure 1; and
35 : Figure 3 is a schematic vlew of. the functional
compcnents of the data protection device of figure 1;
Figure ¢4 is a schematic view of the functional
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30 device according to an embodi ment of the présent
invention, with a portable conputing device with which
the device is to be used; Figure 2 is a photograph of

WQRKSOEHGHI nent of the data protection devi ce REFT/SG2005/000084

figure .1; and 35 Figure 3 is a schematic view of the.
functional conponents of the_data protection device
of figure 1; Figure 4 is a"sthematic view of the
functional Anended Sheet | PEA/ AU WO 2005/ 088461
PorpSEeBls/ 0foesdata proj@fioirntdenicy yasarding to
Bhet8el eRbaaYined A0 H Htdk e Oidkeen €06RdI ment  of
the present invention. DETAILED DESCRI PTION OF THE
I NVENTION 5 A data protection device according to an
Bmmit.ls}anbmetnglwxo?r e&ermlg MMAETENTION S shgvvn |
enera t in ure et er Wi t orta e
HoAshR rbolbotien deids et 150 HhoreBefitheds Of tne
pResenh whivehttiba devistmwil gderssital ke atiskol. lﬁhélgure 1,

FRRFRARE GTRULC oL ] Wi AL S0 e zomm of a

mtebgeku cempgtiey I:lacax:é:dl whigh ’Qhﬁa M%yb@ala tasbe

&éeand 788 hBtBBboX Yhfutetha A Chudds Nas LheegdBRed
form factor _and hardwarée 15 |nterface as the standard

gRPAkevBrage gasccdd(@nd an ffD diFRI3Y thét Wbl ase' the

a@walel Yobgspleviaded witHin e omk/ kefipaiar cdde 14 and
devi,ce 18 thuz &?places t hat usual storage device, -

8RdiPsREsTIRABLES be mounted within a not ebook

conputer |like any ordinary 2.5" hard di sk for

ﬂﬂ&eﬁ%ﬁée 18011}@6 £ V's%%[é%o Do t%ﬁahﬁéd%are

dwar € "encr
snspagecneam ssuwnd@estrd% Huxage THRvViesi dvize a hard

&EH&) r ekl Goulgl hla,%snaarly W'ﬂz}&{fﬁied‘a{:@“@ﬂ@ notebook
Interface, nor. an additional i'nterface 2

RAFBRERE Rey HEVEBES Ade e ISRLAGED t?lga"a %B%gﬁssﬁage
@bvaneenhadi Hentedfignad 4t de mounted within a notebook

computer like any ordinary 2.5” hard disk for notebooks.

The device 10, however, contains a hardware encryption
module together with its own storage medium as is
described below. The device 10 thus reguires neither an
add1t10na1 hardware interface, nor an additional interface
for a hardware key to be inserted.

Figure 2 is a photograph of an embodiment of the data
protection device of figure 1, adapted for use with a
notebook or other compact computer. ¥Figure 3 is a block
diagram of the functional components of device 10. These
compeonents include an interface 18 of the same type as the
hardware interface (in this embodiment, an ATA or SATA
interface) for the standard storage medium otherwise used
by notebook computer 12.

Device 10 also includes an encrypted storage medium 20 (in
this embodiment, a hard disk) and an in-line encryptor 22
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protection device of figure 1, adapted for use with a
not ebook or other conpact conputer. Figure 3 is a
bl ock 30 di agram of the functional conponents of

WO 208¥088¢6110. These conponents include an i nt ePCarse206/000084

of the same type as the hardware interface (in this
enbodi nent, an ATA or SATA‘éinterface) for the
standard storage nedi um ot'thérwi se used by not ebook
conputer 12. 35 Device 10 al so includes an encrypted
fon dtheyeenmaiphe@ 05 tonage hineddnmodPrentThe darling sk)

ﬁ%%% +Mp3ife éﬁﬁé¥8&°£ozg Qoh39@5€9%34§kerface 18, and
S 08

&005/ 000 for t e encrypted stqorage nmedl um
exforf ?%Wﬁ%lo%néﬁl?p@%r!EtFQne?ﬂom tig ot fyghen data is

wﬂﬁﬁﬁ&ﬁﬂdtlfééﬂfemﬁbggh gne ipeetene amcryption and
decryption on the fly when data is witten or read

through the interface 18. 5 Device 10 further includes
Deviildd M Sivitlsge ﬁyclmaa£4mu1wﬁpmb stoaiges dyedian| B,

f . Th
oYy A gt od 5 lE E208EamF ot B e, iRk
compvttesd 12, tThesolbookaigléuproguams 26 Bre used for, but
ax%uﬂbeé‘tiﬁ?%&&g &4 uk??asfé’fﬂ?!ﬁ ﬁ&’efhﬂ%t&% rdle not ebook

conput er tion o a-nornmal operating
1&%&%%@1%@0@ r%’% c38er 8 oUPARt POYEriNGe O ride rré?aﬁﬁl?z%ok
tddhers, is protected data i nside the device 10.
oot p a nor

T ys, .at 15 o ratln n1boot|
z)uﬁli%l s BRI ?Bera f}ges %)Fe\éh cess
sodesﬁage %ﬁwlm@ecDLMECf@dlﬂaéathat:OEh@&'e Heyr _x;t:futSected

t 00 S | trLon SLOr esyste

sl SRE 2 U AT B RALL O b RI G P L gD

opleomtimg:cﬂ}obmn rmism yup oikoegul béedosmalse nmiodgraam
a (0]
az%Qtse %H;;fsé@é %1?5‘&2&”%{3@& b Sﬁﬁgafﬂ:cﬁz%g{ted data

ettl suc as e nunber of a
St&lﬁﬂﬁtﬁ-l zation attenpts, and other custoni zable
settl ngs. The credenti als that a 25 user must provi de

For tlgg“ggée tgkrggggrdbgﬂsggélemengation, storage system
24 contains not only bootable programs 26 but also the
boot record 28 necessary to load the bootable program 26.
The storage system 24 may also contain user settings, such
as the number of allowed failed authorization attempts,
and other customizable settings. The credentials that a
user must provide to authenticate him or herself, such as
a one-way hash function digest of a password, may also he
stored in the storage system 24.

Storage system 24 may alternatively be implemented using
microprocessors and/or logic implemented on devices such
as field programmable gate arrays (FPGAg) and complex
programmable logic devices (CPLDs) that interface with
non-volatile memory or a storage medium such as £lash
memory.

Storage medium 20 may comprise, for example, a 1.8” hard
disk drive, such as those manufactured by Toshiba or
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a one-way hash function digest of a password, may al so

be stored in the storage system 24. Storage system 24

may alternatively be inplenented using 30
WoRSHBH6tessors and/ or | ogic inplenented on deRGTEE2005/000084

such as field programmuabl e gate arrays (FPGAS) and

conpl ex programuabl e Iogiq_dgyjces (CPLDS) that

interface with non-volatile nenory or a storage

nmedi um such as flash _ nenory. 35 Storage pedium 20 na

Bitaehbo, Rob-8aRard JAsk gring 35 @UREIFELArlE eRitable
2 (HoEmmaatagil iy e s MRl igdbienssoc

| T acnl . ar |1 S ve
whthin  $he) ?vg%ur'tpaﬁﬁengi Wity & i?fbmpﬁgrs%éh
girj:@lf&ge_ gﬁgt&iﬁ a@caﬁdod:&hﬂ:d'o%.\é\liswm 9: 1) deaémrﬂ:g)ed below)
a, n t | | e NGr, t or, , tor ’ St a .
fit th s Erpa5- AR R et R o s e e Bt ive.
standard di mensions of a 2.5" hard disk drive. The

! o ]

58| §fede 20 BEnORE' Bpetarid 4 B hoadl - an
upauchenbicabefymegder ands apn apidentd nated ireded nbae

d&-8h4 e{n PRYRE 19N opkhitlest RE ¥HQI WiRINRSticated mode
aut henti cated ( ntering, ted, suit

when pr.o bl e
%‘F‘h%rﬁ?‘&%?i@ﬂfdg}f"ﬁ}u@ﬁe Jsex S@ém o?u%hentfcated (by
AISEE RS PRESHO PG oaplRidnaltudtebleOphithwit ycation data such
aut henticatign_may be requir.ed %pr y qqit' Q%Lly
R 7 oRRT FEOTADG nBaRS SRR RAFFEAE (oAt oRb (i
opkionillyg, t aethEBiparnilibel may der idquined f boesmapf

)nduring.thi i '

AFFLELORULEL bl el iB) B BEB U O SMAUE0ROR or o
hisome buscbbehenudvdasthel Fsadforasliled @k sewelalointerfaces

SEVERE QPRpaLES) I Auddhierhiicatbed HRAs ditidn ekt H8E for

power 1s Tenoved or the device is ,nstructed to

sEreRGatec ant hBRERC feck oo ad e Gt er to which

it is coupled. In the unauthenticated node, the

tora system 24 s 25 expase the_.i.nterfac 8
Gfe oo ¥REE anee hErRa cRe e Eara Y (0 ed? the
deciget opeldties dxpasdhepticheddntmmdaomtil either powerxr
is removed or the device is instructed to terminate
authenticated mode by the computer to which it is coupled.

In the unauthenticated mode, the storage system 24 is B
exposed on the interface 18 while in the authenticated
gtate, the inline encryptor 22 is exposed on the interface
18- .

The device 10 further includes a control system 30, which
is the overall control system of the device 10. The
control system 30 may contain additional non-volatile
storage to hold encryption keys for encrypting data as it
is transmitted to the storage medium 20 for storage in
encrypted form. The bootable programs 26 can communicate
with the control system 30 through intexface 18, via a
first bridge 32 implemented within storage system 24. The
control system 30 controls the in-line encryptor 22 via a



18. The device 10 further includes a control system
30, which 30 is the overall control system of the
device 10. The control system 30 nay contain

WO 40%088#@nal non-vol atile storage to hold encPgpiSGao05/000084
keys for encrypting data as it is transmtted to the
storage nedium 20 for storagg in encrypted form The
boot abl e prograns 26 can conTuni cate 35 with the
control system 30 through interface 18, via a first

ser PG eb32dgappémenfdd iiomal W orerptEgst B bam FRemay

aPQStéthigﬁké'Thﬁ@ CORERRS HHE drilrd e SNCAVPEPLtRA of the
via,a WO 2005/ 088461 PCT/ S&005/ 000084 8 second

inriige SRCTYREPEI draPry Ehomads < dthdn SREREDEIgRso

aTHE | i ghine (668 teszeinpo.le,t h?r]cewwdmii?ﬁ??wrj t pnef skBend
in:line, encryptor or e node 0 e encr ion

5 bifdge FaAlpgoanifes aofemmniGar it iRl Beyren o

appbicaftofirahsdngr on dke zompwher caid orhehaomelol system
e a ls Lan & I ng on the conputer and

st?h{eﬂ\ﬁgﬁ?r oPtgggyé%%?g isr? € aut henticated state. The
speci fications of the conponents of the device 10 are

T%%/%’%eé@kh@%ioﬂsoB%gﬁh@%gpﬁé%tg%ﬁot@ P¢ee 10 are

O MB/s Utra DVA Tra Rate Operating System
*syst em i ndependent ested with; ndows
10 ampkehleng: i nd d T d with; Wnd 98
(TM, Wndows 2000 (TM, Wndows XP (TM and Linux

InLerface & NVechari cal tandard 2. 5 HDD.
_Eégggﬁ?egaPB°1§ﬁF@8200, SFFZQZ§P,G§FF-8212 Si ze:
S L) x70( W x9. 5(H) mmibEncegptioon il goulidya RPESrransfer
("Triple Data Encryptian ﬁ%%rédard"); key I engths from
a)

+ta 102 hitcec Anthantileatd At hont i ~cat 1 AN
AV 4 LAY [= S gy T CJ A\ LI EAYZ R AR B AYA Y BAvAN | AT TTIeTIUt T ouUAT 1T oOTT

Opvechibimgn8ysPemswor d or| sUSBperyitiogr apfitem independent
¢ Tested with: Windows 98 (TM),

Windows 2000 (TM), Windows XP

(M) and Linux (TM)

Interface & Mechanical |e Standard 2.5” HDD. Complies to
SFF-8200, SFF-8201, SFF-8212

o BSize: 100(L)X70(W)x9.5(H) mm

Encryption Algorithm e 3DES (“Triple Data Encryption

Pr o _haoot
LIS St SAC AV 4 &

Standard”); key lengths from
40 to 192 bits -

Authentication e Pre-boot authentication
Mechanisms s Password or USB cryptographic
| token
Certifications and s Designed to meet FIPS140-2
Standards Level 2
¢« CE, FCC

When the device 10 is in use, the bootable programs 26 can
also access devices connected to the notebook computer 12.

15 These devices include authentication devices or devices
for inputting authentication data, including a keyboard, a
smart card, a USB token 36 ‘or a biometric device.
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token Certifications and Designed to neet FIPS140-2
Standards Level 2 CE, FCC When the device 10 is in

use, the bootable prograns 26 can al so access devices

WeSHHUSE4d to t he notebook conputer 12. 15 TheB&I/SG2005/000084

devi ces include authentication devices or devices for

i nputting authentication datag including a keyboard, a
smart card, a USB token 36 or~a biometric device. WD
g95/088461 PCT/ SG2005/ 000084 9 The operational fl ow

dher peeFalianaly flowoF FhevRevias Rohspasefrddows :
t he notebook 12 and hence device 10, the contro

e e e T
hhetabharTﬂoguaﬂEmﬂao:sﬁpmuhxi¢uéoumhe oﬁOtth@ko;age

t t
ERFRMAC ¢ Bmd i "I POVEL R BRERSSfT, e

enbodi nent, boot record 28 is | oaded by the notebook

$2ireas! toj%bd’%aﬁﬂé %@E&%H}@ i’é’oié‘big é%ﬁ% £k

progra cutes In note ut er
mgtePPO&mO@Pé;t&mtJ@¢ @xer&h%t@%n%rmweﬁp@napmgess for

Eﬁét 86k el X0 Qldnii: H¥O CESS aﬁaatlijﬁﬁoﬂotébobk aaviddisk
Qﬁ% ticate_the user t author gccess
PmeR tyt SroRfe LT [daaf e 5he5 50 Lepophe
tonpateeads, tv}hmzb_cxﬂaaiﬂ echig dwmmé hpﬁbge:aiues t he
user by requesting that the user authenticate him or

herself using the relevant 20 authentication device
fBoviThds bocdrahdie prdoramteabatkies olpureteb2okThbsputer

¢9ul d rhe JplenmE Ske T éﬁﬁ%&ﬁéaatﬂbrmS%)oéggaﬁihbngystem

that the user type in his asswor
kepbdaad Pr%esrsec?&'eﬁ idRFVHatoF Het LS%‘F]-@yﬁléthﬁngP@a@ﬁ the
i8kr 2o RATIUVIGAMIn NELIdcde SIBEAEAFPL 08 H@grtheQO via
e 1150, BRI RETH e priTiHR T3T6SE (Bpsoy aF bR Bootable
b@ogaameamthyuﬁﬁaaﬂunuﬁhﬁuusenmHylr@@uesainglthat the user
authenticate him-~ or herself using the relevant
authentication device provided in or with the notebook
computer 12. This could be implemented, for example, by:
(a) requesting that the user type in his or her
password using a keyboard;
(b) requesting that the user type in his or her
paésword and insert a smartcard or USB token; or
(c) requesting that the user present his biometric
data, such as a fingerprint or iris scan.

(4) This bootable program communicates with the control
system 30.

(5) If the user is authorized, the bootable program
automatically reboots the notebook computer 12, while
control system 30 - by means of second bridge 34 -
configures and activates the in-line encryptor 22 and
exposes its interface to interface 18.
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30 system 30. (5) If the user is authorized, the
boot abl e program automatically reboots the notebook
conmputer 12, while control system 30 - by neans of
WO gesofgi#cbr i dge 34 35 configures and acti vat ePd11$G2005/000084

in-line encryptor 22 and exposes its interface to
interface 18. WO 2005/08836% PCT/ SG2005/ 000084 - 10
(6) Wen the notebook conpu &r-12 has reboot ed (i.e
booted a second tine), in-line encryptor 22

(&) afpardm |:yot@m<plypcemaul:erhé2dha§ Frebep tsadhr 64. @ o

bo%l%dii%e SYSSED @ﬂn.e)and ﬂe%ﬂi@t Sndkl e dat %xbé?ﬂﬂ%.rently

read from storage system Fromthis point
ensiriERtefs 2 el Q@t%elhfaws EtrEed tRoSRAT ageoraeten 20

ardl i tosv!uxzhtﬁ@ @REL b ERE gS ¥ehAMEGM bﬁ;of aé £€lem

and use us, device 10 _operates i ently
2Q-he di%?a’i]? PAPERPERTF fst QFV%Heoﬁ'%tﬁ’ Vcﬁ% %‘e a

ndﬁhhgﬁﬂd:;&@e R:]ﬂ[@é:tdnﬁlﬂo wﬁ_ﬁldh: hgp&pe&:laﬂﬁﬂfg dszx&ﬁewl €an be
S, O ut henti cation 1 ncludl ng passworad, snart
Pt S i i

etc. The device 10 can interface to
an external authentlcatlon devi ce, such as a snart

i J, Qﬁ%é ‘r)]f(fnoep g es u§haggé§ggﬁ't§.g 3% L I A Sdng

avdi | a Ie 0 t can support
syGriem rlnﬂﬁfael laﬁrbt%l %hpr §§©§ﬁ§32@eﬂﬂrw‘ad¢| t-n%rpztcd:qm'éing,

ars N2 QfarTBslinieR 20 ﬂxﬁltip@éohéﬁhbﬂg oS St IR et 10

, I's desi-gned to a_drop-in repl.acenent for
incokbidtsk BRfRIeRdk, S‘F‘?"Er E3rdesUg® c&ﬁa‘@m'erﬁt%'eaﬁ%h? or

deFind diongan gth@@fﬁaéecubl &u entarnauebmﬂhmmaﬂen
[ [ artlcularl a,USB security

d'T is IS gg g %é g
% FPCB6E A ﬁ’ﬁ% eﬁif"c’ '13 | F8 nthee Sricr YT
exﬁs&iﬁg}nﬂ@&ﬁf&d@(sbvavgiiabﬂeronftﬁat&owhawqmputer 12,

|t S 0 r #¥%nﬁy
a VHt eé Z%}g ‘%f%&et Iﬁﬁgdg% nggr% bog¥aﬁg.%r§%td g syst em
adgd d@htth%lo%@me regdine dAyitsdm maotanting s

and thus users will not experience 30 problens
associated with software inconpatibilit,ies and

At i clevinR Houl R elaBLeRely BPs 2aRFOPsioEaRt aqeuARt o

a a8lkebook hard disk, it provides a convenient means for
providing high data security in a notebook computer. This
is particularly so when used with a USB security token 30
36.

The device 10 allows the encryption of every byte and
every sector of data that is written into the hard disk
20. By encrypting every byte and sector, the device 10 is
operating system independent, does not require any
gsoftware drivers and thus users will not experience
problems associated with software incompatibilities and
patches. The device 10 encrypts all temporary £files and
areas that would normally be left vulnerable or “clear” by
software file encryption products. Once a user is
authenticated upon powéring~on, encryption and decryption
occurs transparently on-the-£fly in the hardware without
any degradation in notebook or disk performance. TUsers
can use thelr notebooks normally, but with thelr data
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areas that would normally be I eft vul nerable or

“clear” by software file encryption products. Once a

user is authenticated upon powering-on, encryption
War0MBE#Ypt i on 35 occurs transparently on-the- PCY/SGR005/000084

the hardware wi thout any degradation in notebook or

di sk performance. Users can,yse their notebooks

normal Iy, but with their data 2005/ 088461

PCT/ SG2005/ 000 1 fully te shoul the
T LB oBRC LRE Lol tbRua [Ehelr DR, S THpLeh SF lost.
enbodi nent, the encrypted storage medi um 20 |s
ocat hin.the casi.ng 3 ev 5
L5aLeal L e BRRIRER, O R0, (HOUENEL g Smediun
ZMelsemocypeédw&thiag&hmewaﬁﬁngniﬁchﬁtdﬂVt@slh@ THowever,
ulsgmeagkgg 4 UL oBXATR! Grar Fﬁézgatatyégee@@s eras%bagte the

um as he enc St orage medi um
mpifphgdt storgge mﬂam@tﬁtsdr%é:hmﬁﬁﬂ%s devTJéeS would

3085w SfBQ‘"E@:r gl'l@ to 1%5@@”&? gk H 408t DAYt Storage

storage medi um a data profection devi

BRRbHH A§ Faeaﬁapﬁgpteérma?aﬁ RAdiHe We%%m’fmg to that
éﬁyeathgn st&r&@@v\ﬂe@aw al Ictevatce Khatn {3 gewepdraBbe to

h ur es devrce e i denti cal
5{%’%1“80#) g % (ﬁ %ee\ﬁecg “fg figure 3,
li ke reference nunerals have been used to indicate

Thifg, ' g2k es borlg%\é'c%g.o 0 agr&étp {48" £3CEndfnodn
ne encr tor age system
eubofddnealy ofprtélgr PresERt ﬂﬁmnir%r-‘ds Z%homnseeerally at

?S!Lﬁmf:igur% fgl.r stagbiifige o8 eyl fea@@ﬁ@@doﬁr tﬂgeaééme 40

casing 36'. In a d|t| howev

a
avei AdeBidsad M EOTTR G Fe% et et et ste S0 of
EQQMQBI QOt 1ikg reFeiintec Mo e divé lee@h appdstbe

g hﬁ %a3| %épa3|ng 36" frominterface 18) for
BEAPRES LHES & to an existing storage nedium
(not shown). Wien connected to that existing storage

H?g&ﬂ@ 4t0h§. %atét:f) rlrfgelg?é/éé: 61 40 Qﬂdjdﬁxi§£iﬁngncryptor

orage uncti on an alr e erate
Aanner nwdt:;@lwe\ﬁtwam R8sk e %, dachot:ﬂa&eberaseamas%r

BRoRUG=Q P HY & At rol system 30, a first bridge 32 and a
second bridge 34, all within a casing 36'. In addition,
however, device 40 includes a further interface 42
(located where convenient, but in this embodiment at the
opposite end of the casing casing 36’ from interface 18)
for coupling the device 40 to an existing storage medium
(not shown). When connected to that existing storage
medium, the combination of device 40 and existing storage
medium function and are operated in the same manner as
device 10.

Device 40 can thus be used as an add-on module and
connected, for example, between the ATA/SATA connector of
the computer and an existing, off-the shelf ATA/SATA hard
disk drive. Such an embodiment could be advantageoug in
the case of desktop computers and servers.



connected, for exanple, between the ATA/ SATA connect or
of the conputer and an existing, off-the shelf
ATA/ SATA hard 35 di sk drive. Such an enbodi nent coul d
WO psSh8RAaht ageous in the case of desktop conpPCIVSG2a08/000084
servers. WD 2005/088461 PCT/ S&G2005/000084 - 12
Modi fications within the §cz ge_of the invention may be
readily effected by those s FITed in the art. For
an al ternative enbodi nent .can, conprjse a
Hodis %Fém@gsmhwg&h&r 6CePLeRTIARE shvreRel R PEE be

r$20DDY 28k eebBel Byt l&ﬁbsde\émalba Gm dhe GerdDd. Féris
to bf?unders this invention

th t
eHEEBEe o SRRl EoEhatLlE RO S HatE A phar table
Usy/ 18yl bs4 epaopbeteliedeitanbaveagtl davide guepadaible to

d crl I.on o t he |nvent| enty
> e%%% ?éreﬁU|rgs°5tﬁs ea§MAnéﬁi§'express $ erSt°°d
thmrué@gssatbatnphmeaﬁnwantuba.m@r@ﬂhxﬁmmitmd,bm the
pé(PEiéﬁiQPSFﬁHBEﬂQntQOE% c$9Bedb QP%P% | Pemb e USed
i nclusive sense .e. to s y the presence
hereimebagestated features but not to preclude the
presence or addition of further features in various

enbodi nents of the invention n reference
10 TRt PFOCRALEs APECFAPEAER: Mfeia LItPT UL hyl SERRE

wlswfs ghé Oéoﬂtéxﬁoﬁ:@uﬁ.&efsobmmm tomtng higo @ﬁpﬁaﬂs
eneral know e dg - PCT/5 o%posﬂ% Rece v\% ddrise” or
%‘rb%?? 2608°°% SaEKAr‘-R'}B *Ride T proveRtTAg
vamdamlonapsushngs auomprasbaCec&oﬁqnmpnnslmmﬂtasaused in
0 ' e dat.a I r
aFODRULLBIE UL, Jo8: k" gt R U of the
15 stabedgleabucent bt Bpst & Pa‘ﬁﬁlaldr?el’ﬁi?%/ RFRECHAR| @¥es

add PPN dat auskaevt 2bheueRs in various embodiments of the

invention.

Further, any reference herein to prior art is not intended
20 to imply that such prior art forms or formed a part of the
common general knowledge.



10 said conputing device to performuser
aut hentication" - wherein said control systemi PCT/$G2005/000084
configured to expose said nenory to said interﬁggeéquowlanuaryZOOG
facilitate user - authenticati onggnd at least until

user.aut hentication and to expose said encryptor to

said interface only upon 15 successful user

aut hERAL¥&Ei on, and said encryptor is operable to

encrypt on the fly data received fromsaid interface

and to for S at p d data

stortg(ge gn Fced:éc?r g’t’”gﬁggﬁ aq%atcg)g?;é'gelﬂ\%d from .

sai d data ucmtge;m forf @@W@w #odat acepieling device;

decrypted g29:d:0 FH3rd, bnterface 2. A deV| ce as
claimed in claim1, wﬁ

rein g&i S .
“conf i gur ed®® CHEIFEOTs PH“E% lﬁ'&ed GF‘GQ 4 interface
- succesdf shidsdstauttrente¢at i on and before exposi ng

said 23 e cgr;a(rpgxq;l &.ﬁg%g élgierface 3. 'A devi ce as

claimed in claam1l ereln said nenory rises _a
portion of®¢RABY fhﬁoﬁﬁﬁéu%%tﬁrﬂgﬁﬁﬂvﬁﬁﬁﬂ FREMEPgHS on
Do meaedboeanpitt ng Ideyiaks to3Periforh deercauthentication;

prot oot ! NG flgh S, GATHY 18hP8%1 Infduest s LEREAGELOIc0 cnpose

connection secon te fa

f or @%ﬁe@%ﬁi’t’@ aﬁﬂé&t é%%f-m o %caﬁi‘éﬁ‘é#yw%?

| ocata@@hiAtl @€l detapRe RS Bbaf | WSyl |uﬁ:b§~r haeReafde&Ridl and
second |nterface a control é% éﬁ, .and Amsnde Sheet
R

| PEAFRUSERI 7 S0 B588 55~ PS4 AP OTARGEr TR0
19  sugesseiul Higey mattheasiprbiramatst saddeencunihicnis

aﬁl do@@&wig Ngo C@i/dl.l(i@tt enpenbof 1y l@sﬁ:ra &egh§n&acﬁ¢@@aLd |
ere | con ro ont.i gure
said” H’E%? ffls% Qn 1"? égﬁeta?(?nfzgc?wf%&ée‘gs g said

5 audaént at;armm m tat deguypt umt itheugdy data received from
- aut heRblCaktANe@ikhge and to forward said data once decrypted

20 to said interface.

2. A device ag claimed in claim 1, wherein maid control

system ig configured to reboot gald computing device after

successful user authentication and before exposing gaid
25 encryptor to smaid interfaca, |

3. A device as claimed in claim 1, wherein sald memoxry
comprises a portion of a memory storage system provided
with one or more bootable programs.

30
4. A device for protecting data, comprising:
a first intexface for connection to & computing
davice; 7
‘ a gecond interface for connectlon to a data storage;
35 ‘an encryptor located in-line getween galid first
interface and sald second interface;
a contrel system; and
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to expose said encryptor - to said first: |nterface on

upon successful user authentication, and said PC /8G2005/000084
encryptor is operable to encrypt on the fly ddtegeived 17 January 2006
received fromsaid first interface and to forward

sai d. data once encrypted to 10 sl# ¢ second interface

and to decrypt on the fly data received fromsaid

second i nt®riemeryardato iholudss reaigtanddhfa Offccutable on

decr ypid f [ :pﬁg.

cl ai )r‘}gd [ %éﬁ?é?lrﬁg 4 dﬁgre elp'%eéé o%tar ol Q&}{%&Et&tﬁae%ong

confi gur edWI?‘?F?jé’oc?&l"ds&PBtE Shpitate éévF@@fm?ﬁd to ezpose

sucgeasﬂuhemmr tau tefad et lf];eﬂht Oihﬁi:(fal?ef ebeﬁﬁé%a{% user

sai 0 _Sai r st r.face net ho :
DaubREVRAL G 38 de 1Eghe WS 888, Quened Bl on ana

'encr’iﬁt SEPeRe |4aid leacmrphon @I:atsmiﬁt dlage iatlBave only upon

i Nt ephaceus fu muﬁ&ﬁandfawfon,emashagd%ﬂ@{? ge[

sai d_j n%glb%ace to facili ta{__ ai#11:~:er aut henti cat1’™on an

at | 833 T PEEFYRN ABntEY o fatacxpeet Yre Ehap eaid

encr §prer intexfiate mRdr facfoordnd wpdd d26a semmesaidtypted to

User saild h@éﬁd:ﬁ‘cﬂ&'ﬁ%mfﬁ%ré{z@&'wd&rﬁrgﬁ &%ytﬁ@t ygata
recei ved frcﬂ?er first interface or war
sai dEEREHY ft B8P sterizgeopad |*Fﬂeﬁcffét@é‘d said

and dea'cayqntcnmgimm:lnedf ty sid fieeei yRdeffada Sai d
second 30 interface and forwardi ng said data once
decrypted to said first interface. 7. A device as

cl ai fed 4 FeiAfeAscFipiPad otn £1laifefei Whoxedn ardbrepntrol
ithcl sgesem {0 ctoalfigupeagt s ahyafti gu&edc&@puéﬁxg device after

aut ogaticaldy Lead ég%ié%&?i &G0 ogpgn c?:}'/el gegi?%‘é'ngn gaid

sand device I's conn |ng

sai CUCOMAAY F§ gedHcEirst pumréacap Arrended Sheet
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6. A method of protecting data, comprising:
20 locating an encryptor in-lins betwaen a data's&orage
and an interface to a computing device:
expesing a memory to said interface ta facilitate
usér authentication and at leagt until user authentication;
exposing said encryptor to said interface only upon
25 guccegsfnl user authentication;

_ encxypting on the fly data received from said firat
interface and £orwarding said data once encryptad to aaid
aecond interface: and

decrypting on the fly data rec¢eived from gaid second
30 interface and forwardmng said data once decrypted to said
first interface.

7. B device ag claimed in either claim 1 or 4, wherein
sald memory includes a bootable prcga:am configured to

35 automatically load inte said computing device when said
device is connected to said computing device and saicdl
computing device is powered up.
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