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S101: Sending a request for registering standard information to an }

authentication server

i
I
|

S102: Receiving first authentication information fed back by the |

authentication server |

S103: Generating a standard information acquisition request,
sending the standard information acquisition request and the first
authentication information to a security information application,

and acquiring signed standard information and an identity
identifier of the standard information that are returned by the
security information application after the security information
application approves authentication of the first authentication
information; the signed standard information is signed by the
security information application using the second encryption key

S104: Sending the signed standard information, the identity
identifier of the standard information, and the first authentication
information to the authentication server, to cause the
authentication server to register the standard information and the
identity identifier of the standard information after the
authentication server approves authentication of the first
authentication information and approves authentication of the
second authentication information according to the signed

standard information
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S201: Receiving first authentication information and a standard
information acquisition request sent by a business application

S202: Authenticating the first authentication information, and
after the authentication is approved, returning standard
information signed by using second authentication information
and returning an identity identifier of the standard information
back to the business application, to cause the business application

to send the signed standard information and the identity identifier |

of the standard information to an authentication server, to cause
the authentication server to register the standard information and
the identity identifier of the standard information after the
authentication server approves authentication of the first
authentication information and approves authentication of the
second authentication information according to the signed
standard information
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l S301: Receiving, by an authentication server, a request for

1 g, 0y q

| registering standard information sent by a business application

i

%SSOZ: Generating, according to the request for registering standard%
' information, first authentication information and feeding the first ;

authentication information back to the business application |
\ |

S303: Receiving the signed standard information, an identity
identifier of the standard information and the first authentication
information sent by the business application, wherein the signed

standard information is signed by using second authentication

information and sent to the business application by a security
information application

S304: Authenticating the first authentication information, and }
authenticating the second authentication information according to l
the signed standard information |

S305: Registering the standard information and the identity
identifier of the standard information after approving
authentications of the first authentication information and the
second authentication information
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S401: the business application sends a request for registering standard information to the
! IFAA authentication server !

| l

S402: the IFAA authenticatioqI server feeds a signed data pa4lfk comprising a challenge code
< and a certificate back to the business application

I |

S403: the business applicaltion generates a standard !
information acquisition request, and sends the standard
information acquisition request and the signed data pack to |
the security information application via IFAA Service |
> >
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S404: the security information
application authenticates the signed data
pack, and after thel authentication is
approved, signs the standard information
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é406: the security information alpplication returns the terminaI:
| certificate, the signed standard information, and the signed |
I identity key information bacld. to the business application |

|

I
| .

S407: sending the terminal certificate, the signed standard {nfonnation, and the signed
identity key informationl to the IFAA authentication sgrver via IFAA Service

»! |
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: S408: the IFAA uthentication
{ server authenticat{es the received
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S409: feeding t}*e registration result back to th}: business application
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S501: Sending a verification request for to-be-authenticated
information to an authentication server

|
| $502: Receiving first authentication information fed back by the
authentication server

1
i
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S503: Generating a to-be-authenticated information acquisition
request, sending the to-be-authenticated information acquisition
request and the first authentication information to a security
information application, and acquiring to-be-authenticated
information and a to-be-authenticated identity identifier of the to-
be-authenticated information that are returned by the security
information application after the authentication of the first
authentication information is approved

S504: Sending the to-be-authenticated information, the to-be-
authenticated identity identifier, and the first authentication
information to the authentication server, to cause the
authentication server to authenticate the first authentication
information, the to-be-authenticated identity identifier, and the to-
be-authenticated information, generate an authentication result,
and feed the authentication result back to the business application
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S601: Receiving a to-be-authenticated information acquisition request |
sent by a business application and carrying first authentication
information

S602: Authenticating the first authentication information, and after the
authentication is approved, sending the to-be-authenticated information
and an identity identifier of the to-be-authenticated information to an
authentication server via the business application, to cause the
authentication server to authenticate the first authentication information,
the to-be-authenticated identity identifier, and the to-be-authenticated
information, generate an authentication result, and feed the
authentication result back to the business application

FIGURE 6
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S701: Receiving, by an authentication server, a verification
request for to-be-authenticated information sent by a business
application

| S702: Generating, according to the verification request, first
authentication information and feeding it back to the business
application

S703: Receiving the to-be-authenticated information, a to-be-
authenticated identity identifier of the to-be-authenticated
information, and the first authentication information sent by the
business application

S704: Authenticating the first authentication information, the to-
 be-authenticated identity identifier, and the to-be-authenticated

“information, respectively, to generate an authentication result and
feeding the authentication result back to the business application
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S804: the secun%ity information
application autheqticates the signed
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S808: returning thllz authentication result back tolthe business application
]
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