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kProtoco IsZl y K^:j2l'fHt"'2)o GetNetworkProtocoIsZl 7> K(C<£ •'J % 

-f yy KgS200(i, Mf^S100T-Jl{££ftT^£HTTP<hHTTPS<hRTSP (Real 

Time Streaming Protocol) (DV~ — tfTvCD^Ufi 

^H'lf SBIC 3b^^j-es> £ 

o l£tc9 "y-i ~7y KSS200(i% GetNetworkProtocoIsZl7> K(C<£ •'J, V~ — 

S#^©1f£B©S5tf#£^3c'f £0 M#SS100(is 

^7^7> hg®200(C>tf LT, GetNetworkProtocolsUX^VX^^-r^ 

o 

[0057] T y hgS200&% GetNetworkProtocolsUT^VT^fiiglLT 

, HTTPstc^^is^^^-e^^^g^y^-r^ (S202) 0 HTTPS©^*^ 

(S202(Cfc^NTNO(Z)ii^) , t£}£(Z)7^v 7°S207©MiI(Cjifr 

O 

[0058] HTTPS(C<££f£^^T-&£il^ (S202(C£^TYES(Z)li^) , <P=p>(T 

>KgS200(i, HTTPS©f£££f 3b\ Xtt, S!J^HTTPS©sS^?:f 

(S203) o mzm,M^tlT^Z>mTPS(Dm'M%:l&?t§£i (S203 
(cfc^NTYEs©^), m&WLmgmmiztttz. w&mm. Rtf 
s mRmmz'Mtk^JT&o 

[0059] -15. fffc&HTTPS^fS^^T^il^ (S203(C£^TNO(Z)li^) , <P=p>(T 

y wmmmmm^mm-hm^T^z>mmik±.Tm%tz> (S204) 0 

[0060] Xy-V 7°S204(C£^T, 0 =y -f T > hgS200&% g®100^GetCert i f i cat 

eszi y K^:j2l'fHt"'2)o M#SS100(i% ^7-f 7> KSS200(C^)" LT, Get 

Certif icates GetCert i f i catesZl y ^ -il7 

y hg®200^\ 
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Z. y K"C£>£0 

[0061] GetCertif icatesU7v^>7v<h LTs M#S®100A^"f"^>liE0^# (Certif i 

cate) £IXt#"t£0 Ty KgS200(ilXt#L/clI0^®(Z)9t)^^)l^^ 

utamm^o-h\ (S205) 0 7^ 
y 7°S205©¥U£&S m?Ll£s mnmm^$:^Z>hHZ'D^T(D=L-+f-frb 

[0062] m%.mmwfrbm%y.tamm(Dot>-frbm$R 
L/clI0^»^HTTPS®{H(Cfc^NTffl^^ii^ (S205"eYES(Z)ii^) , )l^L/c 
IIE0^#^:M#SS100(C|x!^t"'2) (S206) 0 IIE0^#©lx!^(C(i% SetCertifica 

tesStatusZl y K^rffilN'2) Z t. ifXH*Z>0 SetCertif i catesStatusZl 7 > K 

Bt£tltc®{S13^'lfn£IE&SB 104IZIE®£ 1±Z> 

tctib(Di$'%XfoZ>o SetCertif icatesStatusZl 7 > K(is ^ "7'f T7 > KSS20 

0 (sgi©gfggs) mm^rnm^mizMLxmv—^x (in ©ais^im) 
IZ&-3 IN •T ?T 9 ̂ X fo Z> O 

[0063] >>7°S205(Cfc^NX, f9HCSEB£S££j$r £ L/cif^ (S205T-N 

0©if^) , 7> KgS200(iM#gS100(Cfc^NXff*I(C^il^ 

p?m (S207) 0 

[0064] jif^smc^N-r^m w&mm. Rtf, (S2 

07-eYES©if^) , hgS200&}if^S100(C£^m #£^$1, 

3M:SlIE0^#©^J5^;&jB^:t"'2)o S3^^110^#(is jj§]=L SelfSigne 

dCertif icate<h|^IEt" 50 

[0065] ^7 ~yy KSS200(i% CreateCertif icateZl^'V K^:ffll/NX% M#SS1 

00tc^fLT4kmmt4¥<ikmmtu ^ ti^LN-rg 
J&tZ>Zt$:W$itZ>o 

[0066] M#gS100(caiNX^I(C^^^ W&mm. RXf, SEB£S££$U&IN 
tm'MLtcmti (S207(Cfc^NXNO©if^) , <7 =y -f T > SSS200& ggSft 
-e£^m w&mm. Rtf, M»££j5£t&(S2i0)o f ut^7^7>h 
SS200(i% J£J5£ L/c#4£Hf]ilL $.T/\ IIE BlUr^s LoadCertificateWithPriva 
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teKeyHW S100^P-K1~£ (S211) 0 

gS200fr^}i#SS100^©#£^^ $.tJ\ •-KMiI(CdNT 

(is H34£:^| lNT@¥ilffl^:^3Z!it"'2>o 

[0067] X^>>7°S209(Z)MiIs X&. 7. f 7°S211 CDMH^TD TT&ts 

>KgS200(i, £j5£L/c£^m #£^$1. RXf, M»£HTTPS®fS(Cffl 

^£<£9^ M#gS100(C^LTI^-r^o 

[0068] vmmmx, sP£S£HTTPS^lC^9^£&c>TlN£fr£ 
9 — $ 7vfi$lx£:s GetCertif i catesStatusZI 7 > K lN T IXt# 

f'So CreateCert i f i cateZl y K(C J: o TCert i f i cate^:^J5^ L/clxP^T'(i 

. ̂ L/clI0^»^HTTPSa{H(Cfj9i:9(ClS^(i^tlT^^^o fa\ 0 

7^f 7> KSS200(i% SetCertif i catesStatusZl 7 > K^rifflHslSSI00(CiH'ff! 

f'S o <h (Ci; ^ Status^:True(Clx!^t"'2)o £ ©<£ 9 (C LT, J£J5£ L/cl^lW 

£ HTTPSgfg (C{£ 9 <£ 9 (Ct Z> Z. £ tfX $ £ 0 

[0069] SetNetworkProtocols=l7> K&HTTP<hHTTPS<hRTSP(Z)+f-¥X(DM$] • & 

%}<owMts f n>b(Dy--¥x%:mi&tz>#- hs^^is^-r^=i7> K-C 
^•2>o HTTPS£:^£}] (Enable) iZT&t^ 00(iStatus^True(Z)|IE0^ 

m £ HTTPS®{S IZ t £ £ 9 (C HTTPV ~ / <SP 111 £ t £ 0 

[0070] M#gS100«h^^-r 7> KgS200,h(Z)^(Z), HTTPSafg^T^/c<£ 

£l±©<*:9 (C LT, ^^-T7>hgS20 

0&my-- ex tzS-3Vx. JUigS 100izL T£?r 9 0 

[0071] 7> KgS300^ASHt-^7(CS^\NTHTTPSa{H©IS^^t" 

it^T7 (KeyPair) <h§IE0^# (Certificate) .hl^ljilrATv (Certifi 

cationPath) t ̂ rifflHslSSI00(Cfx£lT'I>o ^ "7 -f T7 > KSS300(i% AddServ 

erCertif icateAssignmentZlK^rffllNTs HTTPS®{H^:tT9 tctibl<Z^\,^Z) 

mm^x^mn.m.w.mizw.'M.tm^y. Rtf, mm^x&my—e 
XlZ&t£^IKSy—¥X(DmikXfoZ>o 

[0072] <??-( yy KgS300^ASHt-^7^f^ffl LTM#gS100(C>^LH 

TTPS®{g©f£££ Ltcijk, 1=?4Ty KSS2MffdUy—¥X%&m LTJUt 
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g®100(C>tf LTHTTPS®{H©f£££P^'t £ i;?#£0 

[0073] mi*. 

M?- A (DXT~ V 7°S20HCJ5l/NTs GetNetworkProtoco ls=l "7 y K^r^fr Ls Si 

lC<fcoTSSlCHTTPS0sS:£tf^^b£ftTlN£0-c, M#gS100(is 

7> KgS200(C^LTHTTPSa{I©IS^^^ (Enable) T?£>£ 

•2>o HTTPSJM/(H(C^<Q HiE0^#^\ 

}i#gS 100 (C£ tiT IN £ W ft)Z&£ ft £ 0 

[0074] LfrU yy hgS200^7^>>7°S204-eiI0^»^^^LTt, ^ 

<yy KgS300^is^L/cii0^»^^^-ryy hgS200(cii{S£ftftiNo 

zm&s AS-9—tr^tcettAs-y—tr^©=i-7> K£ffliN-c}ii^si00(cf££ 
£ft/c§IB£tt£, DMit—tT7.0GetCertificates=|-7> KICJfcg LTii{S1~£ 

o <h £ ft T IN ft i\ /c<£T?£> £ o 

[0075] M#gS100(C|I0^®^IS^^tlTlN^0(c, §10^*0^^=1 

"7> <P=p^Ty KSS200 

0 ZL- Hf (c 51 £ L £ £ i; £ H-T L£9 *1£• & £ 0 

[0076] Ifc, ^7-f 7> KSS200^7>7^'V 7°S212(CJ5l/NXGetCertif icatesStatu 

s=l7> K LT ts 0^><Ty hgS200(C(i|I0^»0^H^-ea^P 

£ft£0 cWt DMHt-^7(C(iASHt-^70lI0^»/^JP^7«hlN9® 

, GetCert i f i catesStatusT'jS^t" ~b ^(bt$%\j^XKWk\Zt£.'btz.$)'~Q:1b 

^ o 

[0077] AS-9—tr^-esS^RTfg^CACertificate (^M»£fcttCASEBJ! 

®t/c&^p;uu- KiiB^®) 0ittft\»\fc^ DM+j—S^0^ 

I1^T^^INO 

[0078] JPX.T, 7> hgS200^DMHt-^7(CS^\NXHTTPS®{H0lS^;& 

Lfci|p> AS(C&§IB£® ©Status <hlN 9 DM+f — tf7"CIXAE! L/c 

ft^^Asnt - tr*-e#flre£&iN0 

[0079] f AS+J—kT*l;3:£0Keystore£ 
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<7=7 4 7y 

<yy KgS300^^#M^ti^M#gsi00©i^.h(Z)S^tt«ti^i:9 

iztZo <7=?4 7y Kg®2ooRtf^^-rry bgS3QQiz&i*r&ffi$tiz 

4S&SS100©f££©S^ttMti£ £?lzTZ tctsbmUmmmz-D^Xs 
m3(Dyn-^^~ 

[0080] H|3(i% M#gS100(Ci; }HigS100©»PSP10 

3^7°p-tr vy-Jklf* =E 'J ZfiffiTZMBXtts miZzkLfcttlkm&s ^3(C^ 

^ ti£#jni£»pspi 03# §E&SPI mz&m-z ntc 7°p v =? A%mm u xm? 

[0081] |E|3(i% |E|2 A (C^ L/cDM+f — I^TvpPI CreateCert i f icateP "7 

y h*0®li?:^Lfc7P-ft - h7S>50 CreateCertif icateP"7> K&* 

^7^7> SgS200tf^&gS100lcttUTSEBJ3#©£j$£ffi^-f ££:&© 

[0082] M#gS100(is 7> hgS200fr£>, 

(S0301) o 7^>>7°S30HCfc^NT, 

g100(£^ 7^f 7> KSS200AV|QCreateCert if icateP 750 

[0083] 7^>>7°S30HCfc^NT. £ =?4 yy hgS200^}i#gS 

100(C^LT^Tft#^IS^'r^ii^(C^lNTl^B^-r^o 

[0084] Cert ificatelD 123456 

Subject CN=sample. com 

ValidNOtBefore 2015-01-01T01:00:00Z 

VaI idNOtAfter 2020-12-31T23:59:59Z 

[0085] DM+J— kT*gpi 12tt% HTTP+J—/<SP111 %ft LT±IE©CreateCert if icateP 

•vyptk&mt&t, (S302) 0 As-ti—tr^©c 

reateRSAKeyPai r^7> K(C <£ tlti'KeyLength^r^g^t" %> Z t. T'RSACDitS^rfx 

"MX^&o LAvLs DM+f— IfXCDCreateCert i f icateP "7 y K(C(£fCD<£ 9 & 

^L%.%'ij?z£tfx:$te^t£isbs ^u^.^2048try 
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^ o 

[0086] tfacDM-tf— tr^gpi12^ M ffl LT g BI^ 

(S303) o 

&z£ %m%t z> tcisbommm n-e$> ̂  TDM^- tr^gpi mz & y ^git *g 
JP^tl/cliEB^#ff5o DM+f — tfX©{±J§Ti£Subjectfistr ingMV 

s £©<£ 9 fClH^i (Country) Jp—jj|££i (CommonName) 

-®££ss:£-r rcN=j ©micsS^r 
•£> t © £ f &o TCN=J -2> rsample.comj £ g 3 IIE BE# 

©Subject <hIssuerLs TVal idNOtBeforeJ £§IEBE#©^i$i]£BPJi©li!l£n 

B, rVal idNOtAfterJ £M»©;pi'MP.g©it7 B £ t So 

[0087] ^CKeystoreSP114©KeypairSP115(Cf££©ft#£§E®-t& (S304) 0 

V 7°S304-m. s 3M£SEB£S£ ̂ Keypai r*P115(C{£ 
#1~£0 t/c7>7^ 7°S304(C£^T, Keypai r^P115(C§E®£ tlWc^n. -

-^&£^U£KeyID ($t^7'lf^) £ LT^ LKeypai r*P115lC&#f £c 

z©KeyiD(i% 7°s304(ca^T^ Ltc^mm^Ammom^izm^ 
ttttbtis Z<D'jkmm£4¥'jkmm£tfttfcTZZ£*^To 7°S30 
MZ&l^Ts Keypai rn|3115CDAL iastC 1&S DM+J—W KlC<fc o 

Xs Keypai rSP115©A 

LiaslC§E$|£ft£fjt$|jM£0!]z.Wf% TONVIF Device Management] ^(D^:^-^j£ 

TZZ£tf-Z%Zo 

[0088] Z(D£?lZl;Ts DM+J—£*#$1 

{&t z> ^ £ -tt & /c to ©i^r (c j& i; T S K ft (c ̂ -r £ o -c $ 

So £££, o©^7'lf$g^DMHt-^X©=l7> K(Ci;^T^^tl/co 

<h £ J; 9 IE®SP104£§E&£8lf £ «h "C $ £o 

[0089] S304(Cj3l/NTs Keypai rSP115©AI ias(C(i, DM+f— lN/c P 

"7> KlCcfcoT* <h£^1-;£^W§E®£ti 

^ o 

[0090] )%ltZs KeystoreSPI 14©CertificateSPI 16(C|x!^©ft#^:IE®t"'2) (S305) 
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o XT~ V 7°S305T'(is ^J^LfcSBll^liEBEllr^rCertif icatepBIIBtCi^fe-f-

So 7°S305(Cfcs^Ts Cert if icategpi 16(C#fe L&INZL ~ — <7tH 

i^^U^rCert if icateID<h LTJ£J5£ LCert if icatepRI 16(C§Elit~So f 

V 7°S305(C £INT, Cert i f i cate^|3116CDA L i astC (iDM+f — tfX &tc =17 > 

K (C <fc o T, HTTPS (C M t S 4S&SS 100 £ ft U T & £ ftfc CI £ £ ̂  f 

tlSQ Jfc, XT~ v 7OS305(CJ51NX% Cert if icate^P 116tCgfl 

tl/clf n £ Keypa i rgpi15£§E&£ tl/clf *g <h £ fcto, Keypa i r 

•P115(C|E® L/cKeylD^rCert i f icate^PI 16(C 

[0091] )%IZS KeystoreSPI 14(Z)CertificationPathpPI 17(C|x!^©ft#^:IE®t"'2) ( 

S306) o CreateCertif icateZI^?'> KtCJ7& UT§IEBE#£:*fe$c"t"£l4§n\ §311 

£§IBE®£f£9(Z)T\ SEBJ!!S©PgJitt1©^-C£>£o t(DtcSbXTV 7°S306(C 

J5l/NX% CertificationPathpPI 17(C(i% CertificationPathID<h LT, XT~V 

7°S305T'^J5^ L/cCert i f i cateID(Z)<^^:lx!^t"'2)o ifc. Cert i f i cat i onPath 

gpi170ALiastCttDM-9—tr^^ffllN^ziW RCJ: o TUBE®/ 

L /c o £ % ̂  t If 3* £ IE&SP 104IZ IE®t S o 

[0092] £©<£•? AS+J— DM+f — tf 

X S§1 BE* £ £ -tt S /c to (C Jfc i; T S K ft (C f 

^-e$s0 $%tzs mBm^xmntfw+i—exvifr^tz^-ir^m^titc 
d £ <fc 9 §EtiSP104£§E&£8lf o £ tfX $ So 

[0093] MtfkhZs CreateCert i t i f i cateCDjJxHCDCert i f i cateID<hCert i f i cate(C% X 

^>>7°S305-e^J^L/cCertificateID,hSBM^IIBE»^ftlftl^A'rSo 

f LT, 7> hgs200^ii{f'rs (S307) o 

[0094] x. <??-( yy hg®300(i, yy hg®200^i#g 

S100tCM LTIx^ Keypai r <h LT#lt$ So ^ 

Keypai r£#BS-fS/cto7> SgS300ttGetAL LKeys 

=I7> K£}HigS100(CiifH-tSo Keypai rSP115CDALiastCDM+f — tfX 

&m ̂ N tc =l ̂  y K (C <fc O T £ tiT IN £ d t % 

o(Z)Alias(Z)ft#&, GetAUKeys=l7> RCft 
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Mf^100fr^^7> hgS300(Cii{S£tlSo L/C 

tf-oTs Kgs300©zL-Hf(i% yy K 

g®200(Ci; O d <h % 

[0095] £.fcs Cert i f i catep|31 16 CD A L i as(C DMHt— tfT. lN/c =17 > K(C <fc -3 

T§IBE®&tOTE»A7^f£££ tlT^S o <h tlT^ 

So o©Alias(Z)ft#&, 7> KgS300(CiifS£tlS 

o 

[0096] Ltctf-1 X, yy KgS300©ZL-Hf(i% 

7> hg®200(Ci: ̂ T§IBE®&tOTE»A7^f£££ tlT^S £ t ££PS £ 

<h $S0 ^7-f 7> KSS300(iAddServerCertif icateAssignmentP7y 

KtC J: kj Cert if icat ionPathlD^rJa^ LT, ^7-f 7> hSS200^^J5jc L/c 

§ BM^IIBE»^HTTPS®{H-e^9 <£ 9 $ SQ 

[0097] )%.LZS H|2 A (Z)Tv7^ "V 7°S211 ©MlStCi: o $.T/\ HEBE#^: y7 "7 

-f 7> KgS200^^M#g®100^P- K LfcJf^(Z)}if^S100(C£ttSM 

KCO^T, ^4^ffiiNTI^BE-rSo ^4(c^L/cMiI(is 4S&SS100tc<£ <<J 

^T^tiSMife&So M#gS100©$iJftP^103^7°P-tr>>Ht^t/p<;ElJ £ 

ftjflirSff^IlTiis H|4(C^ L/cMH(is IH4(C^^ tlS#|III^:$yftPpP103^IE 

®SP104(C^irt^tl/c7°Py^A^MilLT^tT'rSo^:(Ci;''J^Il^tlSo 

£>S^£, Mc^-tMil©—LTt 

<fclNo 

[0098] M#gS100(i, 7> hgS200fr£>, §IBE®£P-Kt^fc^©^ 

"7>K (LoadCert i f i cates) ^rSKflfS (S401) 0 LoadCert i f i catesP "7 y 

K (C fcm"F CD ft t tl S o 

CertificatelD : GetPkcsl 0RequestT'CSR (Certificate Signing Request : §1 

BEM£^) ££j^L/c0t(C^L/cCertificateID 

IIEBE# : iHHEjl (Certification Authority: CA) (Sign) L/clIBEH 

DM+f—I^TvpPI 12^LoadCertificatesP7> K^rSKf!t"S<h, Keystorep|311 
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4fr^Keypair^115«^ftfc1f$& (Keypai rff^) (S402) 0 

^CCertificate§B116AN^&|PlH3!:?5tf#t'£> (S403) 0 

[0099] CreateCertif icateP^V K(CJ^H LTiS^^®100^J£J5£ L/c Ei 

KeystoreSP114©Keypairgpi15(C§5ii£ 

tl"C^NS0 S 3II0E4©Cert i f icateID^;7ti(C^J5£ U/cCSR (Certificate 

Signing Request : SEBE^H^II^t) UfcliEBElifeL/cit 

M#^S100(is Keypai r^PI 15(C!3fi£ XT~ 

v7S4mz&VT%mLfc&mm£tf-$ltZfrnfetZ> (S404) 0 

[0100] KeystoreSPI 14©Keypa i rn|3115(CCert i f i cateSPI16©4£IHiilC—S © 

sjf-g- (S404tCfc^TNO©ii-&) , X^-

MiI1"S (S410) o 

[0101] — Jjs KeystoreSPI 14©Keypai r§pi 15(CCert i f icatepPI16©4*Hf]it(C—3&-f" 

St©/^£>SJf^r (S404(Cfcs^TYES©if^r) , ft/cCertificateID£ 

(S405) 0 £©<£9(CLTS 

tc & iz sy p&f s ̂  ̂  &•x* $• s 0 

[0102] )%IZS KeystoreSPI 14©Cert ificatepP116^1511 TS'l1t$lx#^t~Cert i f i cat 

elD^Mt(S406) o )XIZ, 7> hg®200fr£>P 

- K£ftfcfIBE®£#^clIBE»Ax;B££-tSo •- KSftfcSEBJ^CjbD 

X., RCd;oTl&££ft/c;L<h£^TAlias£:Keys 

torepPI 14(Z)CertificationPathpPI 17(C{^:#^"S (S407) 0 Certificat 

eID£f££U7U!EBj!»/\0X££j5£-tS0 f Ut, 3---^ftCert if icat ionPat 

hID^:% dU+)— tfXlZj:-? Z £ ̂ TAlias^Keystoregpi 14 

©Cert i f icat ionPathpP117(C{^#t"So 

[0103] LoadCertificatesPKti^©IIEBE#©P-K^^^"e$S©t:\ £ 

bizmzn-(S409) 0 £<MCP-

K-r^SSEBJ^tffc**!^ (409"eYES©ii^) , Xr >> 7°S403(CKSO ±X 
(409TNO©iii-n) , LoadCert ificatesP "7 > RC 

Kg«200tC^STS (S411) 0 
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[0104] yy hg®200^p-FbtcmRW&s J^TFCD^JIIIICJ; 

^7^7Vh SS300 4S&g®100 tC^f LT Vgmtmm £ ft 9 B# IZ IN S 

LTf£££tT9 ££tf-C££<fc9lc:&£o ^^-T7>h 

^S300^AddServerCertif icateAssignment37> K(C^ Cert i f icationPat 

hlD^^-tft^HTTPSafS SSL) <fc 9 $ So 

[0105] DM+t" — I^TvpPI 12(CJ5l/NXLoadCACert i f i catesP "7 y CA 

Cert i f i cateCD#4£lif]it(iKeystorepB114CDKeypai rSP11 5(C^INO ^ £ -£\ Key 

stored 14fre>$t^7£IXt#-tSo ^LT. •-

% Keypai r£R115(C{^#^ fo"1±A*—55ft"S t (D ftX.^ — 

<hlTS o —3&1TS fe CD^iiiW'tUi's Cert if icateSPI IB^^IXt# 

Lfc^$t<hZL--/7&KeyID£KeystoreSP114(Z)KeypairSP115(C{£#U f 

CDA L i astd (iDM+f — kT*. CD P 7 > K (C Jfc U TL tc H ^fit 3* £ fx£ f 

So ^ iblZs HEBE#^ 3- — ~ ̂  &Cert i f i cateID£:KeystorepB1 14CDCert i f i ca 

tegpi16lC&#U £ iblZ^tCDAliasICttDM+J—kT*CD=l7> KtCJ^UTfS^ 

LtcZ.£ ^^tif^^rfx^t"So 

[0106] )%I,ZS M#SS100^^ "7-f KSS200Av'QGetCert if icates^rSKf! L/c 
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