USER- DEFI NED PASSWORDS HAVI NG ASSOCI ATED UNI QUE VERSI ON DATA TO ASSI ST
USER RECALL OF THE PASSWORD BACKGROUND 1. Technical Field This invention
rel ates to apparatus, nethod and stored conputer program nedia effecting
passwor d- protected functionality. 2. Description of Related Art Modern

el ectroni c devices often have password-protected functionality. In many
cases, the currently effective password may be user-defined. However, this
may present a severe difficulty or at |east nuisance if the user cannot

| ater recall the correct password. The problem may be even nore severe with

devi ces havi ngRpWSBHEFINRD FASSWORDS HAVING R8SOCIA PEBUNIYUEE passwor d
coupl ed it QLY Aﬁe&igx SISTUSER RECAEL OF MREFASSWRIRD of those

private crypt eys I'S'Ts especially problematic where the user
may- change the password fromtime-to-tinme and then, after having restored
fron1b§é£ﬁ$§3&ﬂgﬁalder private cryptographic key set, not being able to
recall which password is correctly associated wth that particul ar set of
restored cr¥ethoigebfield keys. Furthernore, .there is at |east a potential
problemin causing the device to use the correct one of several possible
prior passwpr@dsndtibmgelates@rapphirispmsthbd anié stoygstcompattas peerie yrediapifefigg have
proposed storing password recollection hints or clues generated by the user

at the_fd fﬁ% RoRATEMoHalits. defi ned by the user. Such pre-stored
USer-hP%%gﬁ%a tﬁen be supplied back to the user if there is difficulty in

recallagg a %{Ilcul RASS rd. However, such user- generated hints may
not al Ways M@Mr may be of deficient security because of
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the currently effective password may be user-defined. However, this may present a severe
difficulty or at least nuisance if the user cannot later recall the correct password.

The problem may be even more severe with devices having a user’s private keys
encrypted with a Key Store password coupled with an ability to back up and restore encrypted
copies of those private cryptographic keys. This is especially problematic where the user may
change the password from time-to-time and then, after having restored from backup some older
private cryptographic key set, not being able to recall which password is correctly associated
with that particular set of restored cryptographic keys. Furthermore, there is at least a potential
problem in causing the device to use the correct one of several possible prior passwords during
user attempts to decrypt restored keys.

Others have proposed storing password recollection hints or clues generated by the user
at the time each password is defined by the user. Such pre-stored user-hints can then be supplied
back to the user if there is difficulty in recalling a particular password. However, such user-
generated hints may not always be generated and/or may be of deficient security because of

different skill levels of users in devising appropriate password hints that are not overly



1 suggestive to strangers. Exanples of such prior systens utilizing
user-generated password hints include US Patent No. 5,425,102 (My); US
Patent No. 5, 345,549 (Appel et al.) and published International _
Application WO 01/44916 A2 (Cierra et al.). SUMARY W ‘solve such problens
by automatically defining unique password "version"” data wwth a

user -defined password. For exanple, an integer may be stored with the
encrypted copy of sone data (e.g., private cryptographic keys) to help the
user identify which password was used to protect that particular data. In
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I ned by the user as

t he password version d unt may . be_i.ncr, te 1 ar, C nt ed
P R A R ot XU C T S R T et o elh e
(e.g., the continuously increasing chronological date and/or tine of day)

i s  usduotermatipsal WeiplisatipnoV @l /44 hiét A2 fCigrraet 8lg- j og the user's nenory. In
particular, it provides a clue to the user w thout revealing any useful

i nformati on about the password to SBUMMARRIr. Providing a clue defined by
the user or otherwi se (e.g., "your password begins with a "nf' and ends with

"wave', ") mWEEolb@ s8I REBIEmS By bR ASIEAIIPukfirRh SehigRYpaRbWordr vaistoat ket with
determ ning the password. In particular, instead of nerely asking sone

generic question (e g ., gThi t | Moty Spor d.
Pl ease aé}c"l? ré%ffntegtpéssgg’éc}'y% T tx%g%ﬁ%ﬂwt?ge??gaﬁ%esnp?%;ﬁ ﬂg‘?‘r%r% I'ment "Of this
i nvention may instead ask a re pectinent, and usef ul estion w
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protected with a password fromJune 1, 2004. Pl ease enter it to decrypt
t he keyrotect tidtiperticnlaedetaon nay be enbodi ed in hardware, software or a

conbi nati on of hardware and _
In order to make the system user friendly, one possibility is to simply use the date/time

that a particular password was first defined by the user as the password version data. A counter
may be incremented and/or decremented to provide unique version data as well. However, when
the date/time data (e.g., the continuously increasing chronological date and/or time of day) is
used, this helps provide a better clue to jog the user’s memory. In particular, it provides a clue to
the user without revealing any useful information about the password to an attacker. Providing a
clue defined by the user or otherwise (e.g., “your password begins with a “m” and ends with
“wave”,”) might be helpful to the user but also may aid an attacker in determining the password.

In particular, instead of merely asking sofne generic question (e.g., “This key was
protected with an older password. Please enter it to decrypt the key.”), the exemplary
embodiment of this invention may instead ask a more pertinent and useful question without
revealing any useful information to an attacker (e.g., “This key was protected with a password
from June 1, 2004. Please enter it to decrypt the key.”).

This invention may be embodied in hardware, software or a combination of hardware and
software. The invention also provides a method for giving improved password control by storing
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software. The invention also provides a nethod for giving inproved password
control by storing 2 a user-specified password in association with unique
version data that is subsequently provided to help user recall of the
password associ ated therewi th. BRI EF DESCRI PTI ON OF TBE DRAW NGS These and
ot her objects and advantages of this invention wll be nore conpletely
under st ood and appreciated by careful study of the follow ng nore detailed
description of at |east one exenplary enbodi nent in conjunction with the
acconpanyi ng drawi ngs, in which: FIG 1 is an overall systemw de schematic
- view of an ex r r. L) &laBidgaeanpabeidedig a
nobi | e? Wqépgépgdc%%#dégta%??ll gg@:“}étg ﬁagl ngkgp;)%;sgév%\g?%g ASSOC] atygg Wi t hg
version data to a a{q user recall CI%hacc hdance wi th one exenpl ary

errbodlmpk&if’fch \RBFRY Q] AsSePRRIedINFIEWIR- oy eviated schematic di agram
of hardware incl uded W thin an exenl ary mobi | €

eSS communi cati on

device of FIG 1; FI "J. £ DESGRIPHIONOE B DRAWINGS o rmti ¢ f1ow chart
of conputer software (i.e., programlogic) that nay be utilized in the
devi ce of o, a asswo 'S mdte cdmpRtdxenpl ary
abbr evi at edjrg‘isﬁ &‘t‘?r f’ﬁSﬁvsgﬂ ?&arﬁ?a g%gnlgtggsgy%ﬂ@?v\“gr e nl1 g. , gr ofg%(am | ogi c)
that nmay be utilized in the de ce of 2 to ntry
of newundgswpodiad %’@EPC%%%%?‘H%“ gprey O%tI}:‘FSO% lgﬁgﬁﬁ?é taﬁ’e at eé: Pleat!
schematic flow chart of conputer software (i. %Ham I o‘g,t3 Cé t hat may
be uti bheednipbhrykmbddinengirfonfurction wil the é@ﬂoﬁﬁ’a’@ﬂ%\%’r ngs & WA8d st or age

of encrypted data; FIG 6 is an exenplary abbreviated schematic flow chart
of conput er pEBIt Wah®véialleystem wide schematic view of an exemplary wireless email

communication system incorporating a mobile wireless communication device having passwords
associated with version data to assist user recall in accordance with one exemplary embodiment of
this invention;

FIG. 2 is an abbreviated schematic diagram of hardware included within an exemplary
mobile wireless communication device of FIG. 1;

FIG. 3 is an exemplary abbreviated schematic flow chart of computer software (1.e.,
program logic) that may be utilized in the device of FIG. 2 for a password checking routine;

FIG. 4 is an exemplary abbreviated schematic flow chart of computer software (i.e.,
program logic) that may be utilized in the device of FIG. 2 to provide a routine for entry of new
user-defined passwords;

FIG. 5 is an exemplary abbreviated schematic flow chart of computer software (i.e.,
program logic) that may be utilized in the device of FIG. 2 to provide password protected storage
of encrypted data,

FIG. 6 is an exemplary abbreviated schematic flow chart of computer software (i.e.,

program logic) that may be utilized in the device of FIG. 2 to provide for user retrieval of

password protected encrypted and stored data; and
3



programlogic) that nmay be utilized in the device of FIG 2 to provide for
user retrieval of password protected encrypted and stored data; and 3 FIG
7 is an exenpl ary abbreviated schematic flow chart of conputer software
(i.e., programlogic) that may be utilized in the device of FIG 2 to
provi de an easy option to re- encrypt backup-restored private keys under
the latest current password. DETAILED DESCRI PTI ON OF EXEMPLARY EM BODI TS
FIG 1:is an overview of an exenplary communication systemin which a

wirel ess comunication device 100 nay be used in accordance with this

| nventi on. %‘ff 113:,alg#gg@%@{%%rﬂigﬁed@éﬂeﬁaﬁ%@fo@@&éﬁ%ﬂcbﬁﬁm@g@%fﬁ?v‘rﬁ‘a)ﬁ-dle

hundr eds of opologies. There may al so many nessage

e

senders and recipients. The sinple exemp stem (A lis for
i || ust peagram lqgie) balenayohs ‘ﬂ;‘}hzﬁﬂg'P g}’?&eﬁglcﬁé’kﬁg%sf %Wé"‘@ﬁ??‘g%ﬁﬁﬁg’gﬁr& eval ent
Internet e-nmail environnent. FIG | shows an e-nmmil sender 10, the

| nt er nehcri; baakuessmgesl ma@keﬁy@ﬂ@rﬁqlﬁm%CW%P@@W’f‘gat eway 16, wireless
infrastructure 18, a wireless network 20 and a nobil e conmuni cati on device

1100. An e-nai | PETAGLED RIRTION OFHEXEMBLARNEMBODIMENTS SP (| nt er net
Service Provi dér) on Wﬁ_ ICE a user of the system has an account, | ocat ed
w2 ORI ARSHALY o G9BSRNBY dfulini e mabidvoitasg and
Those eRmPa AR racal T kY BE BN e A e e TG L
't er novill aprometsgHAtdarE st e utlics oL FErEraIE SO § Rk st T I Potgh

| nt enet - connected arrangenents as _shown in FIG 1. X Lis
many message senders and recipients. The simple exemplary system shown in FIG. 1 is for

illustrative purposes only, and shows perhaps the currently most prevalent Internet e-mail
environment.

FIG. 1 shows an e-mail sender 10, the Internet 12, a message server system 14, a wireless
gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile communication
device 100.

An e-mail sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a2 company, possibly
connected to a local area network (LAN), and connected to the Internet 12, or connected to the
Internet 12 through a large ASP (application service provider) such as American Online™
(AOL). Those skilled in the art will appreciate that the systems shown in FIG. 1 may instead be
connected to a wide area network (WAN) other than the Internet, although e-mail transfers are
commonly accomplished through Internet-connected arrangements as shown in FIG. 1.

The message server 14 may be implemented, for example, on a network computer within
the firewall of a corporation, a computer within an ISP or ASP system or the like, and acts as the
main interface for e-mail exchange over the Internet 12. Although other messaging systems
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The nessage server 14 may be inplenmented, for exanple, on a network
conputer within the firewall of a corporation, a conputer within an ISP or
ASP systemor the like, and acts as the nmin interface for e-mail exchange
over the Internet 12. Al though other nessaging systenms 4 mght not require
a message server system 14, a nobile device 100 configured for receiving
and possibly sending e-mail will normally be associated with an account on
a message server. Perhaps the two nost commopn nessage servers are

M crosoft ExchangeTm and Lotus Domino These products are often used in

conjunction wth Internet mail routers tha out | [ se

i nt er nEdghE Det EaRFoA BITEEG ,seérv%stysgem)ﬁ% 3 rﬂ&?feéevfe ﬁgg Q?ﬁ@%%é&é‘%l?%%ﬁy
play a role in the invention described bel ow. Message servers such as

ser ver pdssitily gindinig eymeit v H aomagibnte asseeated withian 26eQWH A AMASIEESE Wi ng: t hey
al so include dynam c dat abase storage engi nes that have predefined, ™

dat abapghey B two fst datmot inessagakemeamns; Miaosdt FxeaageVasr Lofustlomi@gong; |
and docunentation. The wireless gateway 16 and infrastructure 18 provide a

Iink bejueen i drdbfEdGedR camjdnctibn’witieEferfeimdl foulds thitiour ar@| defiver
infrastructure 18 determ nes the nost |ikely network for |ocating a given

mocsagBs TR msgr PO RFLA b B FFLITAC. {OBThE) B naibgey s e

ere mo evice 100 via wirel ess

transm ssion, typical|] t-a radio freguen RF). .1 4f fon in
the wi ﬁrelhés%veﬁew\s?ﬁgﬁb%i @Ho‘tvh FrobRcI & ueﬁxi%&gf%#ﬁ%%?% éuaéciéuifaalr%y?\%‘% wor k
20 may be virtually any wirel ess network qver whi CE rressac%elﬁs ma{thb have
exchanjuestiesmaihseadimg land eecetyima theyalsoAclyes frramip gaapdG i pEcHngney M
conposed e-mai|l nmessage 22 is sent by the e-mail sender 10, |ocated
SONeWh grfiefied ditablagé frmats fo2datd liks catermtey 6020 listyghskalists, eynaband adi t i onal
Sinple Mail Transfer Protocol (SMIP), RFC 822 headers and mul ti purpose

I nter n%BcM?érltatE?ﬁt. ensi on (N11ME)

The wireless gateway 16 and infrastructure 18 provide a link between the Internet 12 and
wireless network 20. The wireless infrastructure 18 determines the most likely network for
locating a given user and tracks the users as they roam between countries or networks. A
message is then delivered to the mobile device 100 via wireless transmission, typically at a radio
frequency (RF), from a base station in the wireless network 20 to the mobile device 100. The
particular network 20 may be virtuaily any wireless network over which messages may be
exchanged with a mobile communication device.

| As shown in FIG. 1, a composed e-mail message 22 is sent by the e-mail sender 10,
located somewhere on the Iﬁtemet 12. This message 22 typically uses traditional Simple Mail
Transfer Protocol (SMTP), RFC 822 headers and multipurpose Internet Mail Extension (MIME)
body parts to define the format of the mail message. These techniques are all well known to
those skilled in the art. The message 22 arrives at the message server 14 and is normally stored
in a message store. Most known messaging systems support a so-called “pull” message access
scheme, wherein the mobile device 100 must request that stored messages be forwarded by the
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body parts to define the format of the nmail nmessage. These techniques are
all well known to those skilled in the art. The nessage 22 arrives at the
nessage server 14 and is normally stored in a nessage store. Mst known
‘messagi ng systens support a so-called "pull" nessage access schene, =~
wherein the nobile device 100 nmust request that stored nessages be
forwarded by the 5 nmessage server to the nobile device 100. Sone systens
provi de for automatic routing of such nessages which are addressed using a
specific e-mai|l address associated with the nobile device 100. In a
preferred enbodi ment, nessages addressed to a nessage server account

associ anesdageserver tp the mobilpdewige 0@ nSeme systameprosidp fetauterpatisrondng lowslit er
whi ch belongs to the user of a nobile device 100 are redirected fromthe
Mes s agen&eiges which dre atidvessed nsihg adpedifiee-hiXil wikirdsh egsociared widcibe wedile device
Regar dl ess of the specific nmechanismcontrolling forwardi ng of nmessages to

mobi e jogeys §§¥e¥&93d driSodIRE A ARsshges AArddQiSol esBadel @ARE abcdinOissscedted mat t ed

version there is sent to wreless gateway 16. The w rel ess

I

i nfrastr.uc | ude j ONeGH : 1 &8 $he REL k 20.
These c“c’)l#’n%gésﬁg#geﬂégﬁ%hdﬂ bathq?\‘f(g%ﬂ#@ﬁg?r§2€V| cgﬁg “@S’Yr{‘%}f B\%\llét v ?k e(I SD%)Z,[
Franme Rel.ay,  or Tl connectio usj ng the TCP/ I P pr.otoco sed r oughout
he | neBRaiidevies 1 B Taestal romand Deivnsnncreirdddd e ople SRES TPt B Y o
include three different types of networks, those being (1) data-centric
wi r el esise reeeiwedks, (2) voice-centric wirel ess networks and (3) dual - node
networ ks that can support both voice and data conmuni cati ons over the sane

physi cal bafegasiiat obtig.spsifib nrethniuna bormmdigngfetrwardke ¢fméssages thmiobde e not
limted to, (1) Code Division Miltiple Access (CDMA) networks, (2) the

G oup FRekk 300, ¥ROie8sa8k 28 NG Jekabidla S RA Jr YéfordArid ! ve raiReRbE a4 deanfo ( GSM
and the General Packef Radio Service (GPRS) networks, and (3) future

Lhird- 9RRSLRYhAVal 16 THEWIRIKS et BulRA R Bl ARl 8PedrAbordn0Blvireless
network 20. These connections could be Integrated Services Digital Network (ISDIN), Frame
Relay or T1 connections using the TCP/IP protocol used throughout the Internet. As used
herein, the term “wireless network™ is intended to include three different types of networks, those
being (1) data-centric wireless networks, (2) voice-centric wireless networks and (3) dual-mode
networks that can support both voice and data communications over the same physical base
stations. Combined dual-mode networks include, but are not limited to, (1) Code Division
Multiple Access (CDMA) networks, (2) the Group Special Mobile or the Global System for
Mobile Communications (GSM) and the General Packet Radio Service (GPRS) networks, and
(3) future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older examples of
data-centric network include the Mobitex™ Radio Network and the DataT AC™ Radio Network.

Examples of older voice-centric data networks include Personal Communication Systems (PCS)

networks like GSM, and TDMA systems.



(EDGE) and Uni versal Mbbile Tel ecomruni cations Systens (UMIS). Sone ol der
exanpl es of data-centric network include the MbitexTM Radi o Network and

t he Dat aTACTM Radi o Network. Exanpl es of ol der voice-centric data networks
i ncl ude Personal Comruni cation Systens (PCS) networks |ike GSM and TDVA
systens. 6 As depicted in FIG 2, nobile comrunication device 100 i ncl udes
a suitable RIF antenna 102 for wirel ess conmunication to/fromwrel ess
network 20. Conventional RF, denodul ation/nodul ati on and decodi ng/ codi ng"
circuits 104 are provided. As those in the art will appreciate, such

%i Lfg:oﬁ S ceols 'pg{;’l‘é’t'ﬁﬁ in Eﬁi% %%alilggg%nf -ng'%agilg’{] g’ﬁ&i@é‘i’do REREESS Nifabld kg)tenna

ano circuits and the |i

However, since such circuitry js well known i e art, [id=is not further
descri Mforvﬁ@l%mm@%#ﬂ%?/%}é?wﬁﬁ&ﬁi“EB”‘-’fEb@BW P"%‘lt‘%alt’%%i cal l'y incl ude
a main control CPU 106 which operates under control of a stored programin
pr ogr adermedumationkf8dilatinh andidehoding/coding eienitsd 0d arapruidsd.y As fipse by altgﬁl al so
comuni cates with a conventional keyboard 112, display 114 (e.g., an LCD)

and aughfediA@/sen CREuRcal RBAKES pdsdibly appdigitalrsigial prooggsam(BS@lr  dat a
menory 110a is available for storing one or nore passwords associated with

uni q”ega‘{r?r[)ﬁﬂo%ksoﬂaﬁﬁeré,emg}og 2718 108 80 ciPWits Vind b1 likeh Govdv e aERwRNCh dLitsois ed

in assocration wth corresponding nth version data V). Suitable conputer

program execut abl.e code is store ortions of program menory 108 to
const i Wﬁﬁg‘nPWB i, e A L4 B%tf%ﬁ%t%aéﬂgjtegr age and checking | ogi c descri bed
bel ow. The program | ogic podul e in G .. 3 .for checki a devi ce rd is
entered at 3bomopile CWW@"%B‘?J‘G??E*“W@%IS? Eyplcaﬁggwﬁﬁiaaéﬂ?wog%@ :cﬁecki ng
are desired, then a suitable |oop counter N may be increnented at ﬁOZ. One
or nor @0§adhisharpdradseniklsr cimgrobof @eped PAESIANAN PEPEEHB SIBALK 10&&%@%‘?1013 &

entered password PWis actually the correct current password PW. As noted
above, access to data memory 110). CPU 106 also communicates with a conventional keyboard 112,

display 114 (e.g., an LCD) and audio transducer or speaker 116. A portion of program and/or
data memory 110a is available for storing one or more passwords associated with unique version
data (e.g., denoted PW,.V, for the nth password PW stored in association with correspoﬁding nth
version data V). Suitable computer program executable code is stored in portions of program
memory 108 to constitute the password-associated storage and checking logic described below.
The program logic modulc. in FIG. 3 for checking a device password is entered at 300. If
multiple opportunities for password entry and checking are desired, then a suitable loop counter
N may be incremented at 302. One or more password checks are effected at 304 to ascertain
whether the entered password PW is actually the correct current password PW,. As noted above,
the entered password PW may actually be needed for decryption of stored encrypted
cryptographic private key data that has been restored from some earlier backup — and thus
possibly having been protected with a password that is different from what the user currently
expects. Those in the art will understand that the password checking performed at 304 may
include very sophisticated multiple checks of passwords (possibly including checking for a
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the entered password PWmay actually be needed for decryption of stored
encrypted cryptographic private key data that has been restored from sone
earlier backup - and thus possibly having been protected with a password
that is different fromwhat the user currently expects. Those in the art
wi || understand that the password checking perfornmed at 304 may i nclude
very sophisticated nmultiple checks of passwords (possibly including
checking for a 7 duress password as described in copendi ng and conmonly
assigned application Serial No. 10/835,260 filed April 30, 2004 nam ng

Nfi chael S. Brown, il..P..Adans,,. Herhert A ,Kitile i . Ki r kup,
N1 hadbreRs DasBURY asIarerived b ST Gy s qonahisy eed spRlref o SNkt or o
the entire content of which is _here,b% i_ncor por at ed tR/ refereqré%;%. lf the
ent er ed 03§40 fided Aprkit AP hBRming 8- BeewmtNeihl Adamsy Her %’be set

at 306 to permt normal device usage before exiting the routine at 308. O
cour se Michas 6. Kirki:h eMaghine MK | Browm der Bt Robiertsan ynd Tdrfadrandt. Hagunell dpuisveniely, be
used to permt nornal device usage once the password check has been

succes gfidlbdrive 61Tt BF QohichFio heRB AiogporsiePBRifagney)on how the control ling
sof tware has been devi sed and configured, it may not be necessary to set

any flag at g gll. Uy pa@?vbng}ggs dét@nﬁﬁlécf{%ce@@rﬁecﬁﬁgﬂﬁ,%éﬂ DBa¥hiah vR skl BOS & a

nor mal operating routi ne. wever, e entered password does not check

t bei | t, th | ter Kk b 2 af :
(s unPREPE RefEos o b ueide e g Fotng Firpaine & PB8: REe ARC T bt e

attenpts have already been reached, then a final error nmessage may be

di spl aywderatand many diffesent techiniques B1#y OB assbigmeralt patmal deyige 8285 91¢4M5ei t i n
such a manner as not to permt nornmal device wusage). Assum ng that another
at t enptpagdwopdsisaskihds beenrsycéessioinepinptegnl, Honexaraple atependingupengeoy the

di spl ayed at 314 using the associated version data V. as a hint for

assi st icBHtrbIAng 6 twar8 6iad becdfdetf3€d and configured, it may not be necessary to set any flag at
all but, rather, to merely exit the routine with a jump to a normal operating routine.

However, if the entered password does nét check out as being correct, then a loop counter
~ check may be made at 310 (assuming that a loop counter is utilized). If the maximum number of
attempts have already been reached, then a final error message may be displayed at 312 and an
exit from the routine may be made 308 (albeit in such a manner as not to permit normal device

usage).

Assuming that another attempt at password entry is permitted, then an eITOr Message is
displayed at 314 using the associated version data V, as a hint for assisting in user recall of the
cuﬁent effective password PW, (which may actually be the password associated with earlier
version data from a backup restoration). The user is then given another opportunity to re-enter
the correct password at 316 before the routine loop is again executed as depicted in FIG. 3.

The program logic of FIG. 4 may be entered at 400 so as to permit user entry of a new

password. Here, if desired, a version number counter n may be incremented at 402 to, at least

temporarily, be associated with the user’s entry of a new password PW, at 404. As those in the
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current effective password PW (which may actually be the password
associated with earlier version data froma backup restoration). The user
is then given another opportunity to re-enter the correct password at 316

- 'before the routine loop is again executed as depicted in FIG 3. The

programlogic of FIG 4 nmay be entered at 400 so as to pernit user entry of
a new password. Here, if desired, a version nunber counter n may be
increnented at 402 to, at least tenporarily, be associated with the user's
entry of a new password PWh at 404. As those in the 8 art will appreciate,

t he usual and conventional technigues. for. permtiing: e & al
data &%l aBPREPEodF &S%ﬁian@ F%‘“&iﬂg‘a‘?@ Eﬁc§91q§8? @5 Rgllrlflg%n@%% a ‘%rga g%nglrr%t%y ed.
| f desired, the newy entered password data vaqlgaédgﬁfﬁncréptbed af 406
and st asingla keyboanbansicasisl displax sersen RNty PIEHIYRFERRIP B e e
associated wwth the newy entered password data (possibly hashed or

encrypeRgheddassh@Bd dia PV mapkeapirgptpd endliidindestared.t he  current date/tine (or
ot her uni que version data) is stored in association with the encrypted

newy entegegd, ﬁ-@ﬁ)‘{r cABbA OB\ M quas/eMioning dde & asextiatedivithtiyndydyat | east
briefly di s%fayeﬁét tge user (equeci ally it tinme of day rather than

mer el y ﬁgtg%?ﬁ rﬁggsﬁu? &égt%ggérsg%ﬁghfsﬁe@ 8f éncﬁgt&t%):dﬁ g@g.sﬁlc%ﬂis@%f-:ﬁb}ary ghbs@mesethet he

versi o re pernan per haps sophisti cat ed)

version counter (or random nunber nerator). 410 . i d/ or
decr emewiret das/tHpe (AT @Ehes UnigHe Eiffélanfg & &\0/1‘«59%? %sﬁg%lﬁ negﬁblﬁﬁb?%l?%%‘g i on
with the newly entered user defined password PW _as depjc egaiﬁ d ttu%gr
| i nes ahtedti(pasrard datadE (BB paYswdt desHad tb’é’é‘?ﬂd?ec%éﬁaﬂbr{f% iPRPIEREC T

tored
in association wth unique version data, then the routine is exjited at 412.
The pr ggpadmnil Pitine0df daly Cathér than mierily date tdatatih amplofed-agparoldhg versipngsletagnt er ed
at 500 for wuser storage of encrypted data of any desired type (e.g.,

possi bl s0met fik HersRhhBnthaBr fomé fsRd SetraRkit CardgythapT bephditeated) gersbont he
programlogic routine in FIG 5 that are anal ogous to
counter (or random number generator) 410 may be incremented and/or decremented to provide a
uﬁique integer version number Vn for association with the newly entered user defined password
PW, as depicted in dotted lines at 410. Once the new password has been properly defined and
stored in association with unique version data, then the routine is exited at 412.
The program logic of FIG. 5 is similar to that of FIG. 4 and may be entered at 500 for
user storage of encrypted data of any desired type (e.g., possibly something other than a
cryptographic key). The elemenfs of the program logic routine in FIG. § that are analogous to
those already shown and explained in respective FIG. 4 are denoted in FIG. 5 using the same two
least significant digits for element numbers. Accordingly, it is believed that those skilled in the
art will readily understand FIG. 5 and the context of the earlier description already given for FIG.
4.
The program logic depicted in FIG. 6 permits the user to retrieve password protected
encrypted data stored in accordance with FIG. 5. Ttis similar and analogous to the program logic
already described in FIG. 3. The directly analogous segments of this program logic has been
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t hose al ready shown and explained in respective FIG 4 are denoted in FIG
5 using the sane two |east significant digits for el enment nunbers.
Accordingly, it is believed that those skilled in the art will readily
understand FIG 5 and the context of the earlier description already given
for FIG 4. The programlogic depicted in FIG 6 permts the user to
retrieve password protected encrypted data stored in accordance with FIG
5. It is simlar and anal ogous to the programlogic already described in
FIG 3. The directly anal ogous segnents of this program]logic has been 9

assigned .reference nuneral s.using the same two.l east. signjfi igits and
Fhus SRR BRI F S5° By RSt kY o SRAq e
reference to FIG 3 and the earlier provided description thereof with

r es pecdireeyensieritad byribess skifledipks at in referencgio BIG. anddhe sulicepradidad 603
has been nore explicitly depicted for the user to enter a desired password
PW and dasdrigtjue steredf ovithsespec par passwdrd cheokéng. dlievever it Gt &d sperasteleaentdat a
D.. That is, while the programlogic of FIG 3 is nore explicitly directed

t 0 cheglgB Rgs he2h rhdie ekplidi@ Heplevd €6t tREGSNES ShtEW destrb® pas@OrEPW dndgi requdst FI G
6 may be utilized for retrieving any one of a nunber of previously

enCtYDUGA A SRS I, SRR alSRAT BEVELR i YBIRORAEAR ST O

di f f er ent” passwor respective assocl ated therewth. AcCordingly,

i 1 SIOT bl pRHGHS dsaed oy chephne ko Eorfot PEVEL S T TG belion”

PW associated with that particular data set. As depicted in FIG % fter
doi ng dogiaokEls. asrybeutilizedfonieinqviganyrane of a pymberfpreyipusly engryRIEd At e t o
check at 704 to see if there are any private keys encrypted using an old
passworsthred ddta soryDarvehiflomag havehecersspoiding tembsyrod different passpasds BV« he ol d
password and to re-encrypt the keys under the new keystore password. The
benef i tredpBetivafy 4456diatkd tHebtitH) €A sddedif 8§ sthe bertB0bd Rquired at 603 to identify a
particular data set Dy, in addition to supplying a password PW that is believed to be the password
PW,, associated with that particular data set.
As depicted in FIG. 7, after doing a backup-restore of an old keystore at 700, 702, it is
preferable to check at 704 to see if there are any private keys encrypted using an old password.
If any are found, the user is then prompted at 706 for the old password and to re-encrypt the keys
under the new keystore password. The benefit to the user is that he/she does not need to
remember the old password anymore.
A user’s private keys may be encrypted with a Key Store password. The user also may
have the ability to backup and restore those encrypted keys. It is possible, though, for the user to
change the password. This can cause problems. If the user backs up the keys, changes his/her
password, and then restores the old keys, how does the device know what password to ask for
when trying to decrypt the restored keys?

This problem is solved by employing password version data. For example, an integer (or

a user readable data string representation of version data such as date/time) may be stored in
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remenber the old password anynore. A user's private keys may be encrypted
with a Key Store password. The user also may have the ability to backup
and restore those encrypted keys. It is possible, though, for the user to
change the password. This can cause problens. If the user backs up the
keys, changes his/her password, and then restores the old keys, how does
t he devi ce know what password to ask for when trying to decrypt the
restored keys? This problemis solved by enploying password versi on data.
For exanple, an integer (or a user readable data string representation of
version data such as date/tine) y be staqred._in 0 10 assqciation w th the
encr ypBeseciaEpy with tReRerRied coRy ‘Pfggﬁieidﬁfﬁ W#@W%&’Wﬂs‘yﬁg V‘{f’éélae(‘ftB pﬁﬁstgftect
that data. In order to nake this user friendly, the tine that the password
was sethatdmtabe used as the password version data. The benefit of this,
versus just using an increnented counter content, is that it provides a
cue to hel p T efllet Rembigethisuseefienly, $e tind that the ipasswask ivag set'tai bs uedyas s
protected with an ol der password. Please enter it to decrypt the key." we

can | n%ﬁ?s%r@?é‘réioﬁﬁg{a.s THR)beHBS: JHRk Sfer & jidt Ubind ah BREMREHled Edtiftel ¥BRtedt, is2004.

Pl easeenter it to decrypt the key." AnOther benefit of this nethod is

that it, provides a cue.to the user. i Ut .t i y useful
infornﬁlﬁﬁbwr%\%‘gﬁﬁa‘f%te{oﬁlg@s]%%ﬂ ]tlsgr gr&é@%ﬁb%?ﬁ%ﬁ%ﬁ%ﬁ%’a clue such as
"Your password begins with 'm and ends in 'n%\@ve' " whil e he{@f g f,0 the
user, aids tRaisdeyFererotageduith angldar pagsord. (Flepseieater HAQ dfeaRt GES&Yi bed i n
connection with what is presently considered

we can instead ask: :

“This key was protected with a password from June 1, 2004. Please enter it to decrypt
the key.”

Another benefit of this method is that it provides a cue to the user, without revealing any
useful information about the password to an attacker. Providing a clue such as “Your password

begins with ‘m’ and ends in ‘wave’,” while helpful to the user, aids the attacker as well.

While the invention has been described in connection with what is presently considered
to be the most practical and preferred exemplary embodiments, it is to be understood that the
invention is not limited to the disclosed embodiments, but, on the contrary, is intended to cover

all variations, modifications and equivalent arrangements included within the scope of the

appended claims.
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to be the nost practical and preferred exenplary enbodi nents, it is to be
understood that the inventionis not limted to the disclosed enbodi nents,
but, on the contrary, is intended to cover all variations, nodifications
and equi val ent arrangenents included within the scope of the appended
~claims. | | WHAT IS CLAIMED IS: 1. A nethod for use in an el ectronic device
(100) including password protected functionality using a password that can
be changed by the user and having stored password recollection hints that
can be presented to a user to assist in user recollection of a correct

passmoéﬁﬁﬁﬁﬁggggéhgﬁﬂgﬁgapg characterized by: storing a user-specified
passwo ith automatically generated unique version data
(408, 508) that is subsequently provided (314, 614) to help user recall of
.the password associated therewith. 2.0 A nmethaod as . in claim31 wherein said
aut ormt i cal Iy gedemsthod toessiipaAn gleetsonie drvies {109) BeludingRassHId #ERteCtefh whi ch
t he associ ated password was defined by the user. 3. Anethod as in claiml
wher ei fusgionalgy tsing ipessword gen eambechangedbythe datranfl bavisg stosebpasevgrddef i ned
passwor ds has respective successively increasing or decreasing value. 4. A

met hod raglledtionl BB Rt WhebepRsatédtoatisenmtdssiad ih ysgealiatesh ofer ot dat a
corresponds to counter data that is increnented or decrenented at | east

once f?)%%f%% Sgﬁg%%hogggihgﬁﬁr?&ﬁ%r@; and/ or wherein said automatically

genera version data | Ies at "l east the chronol ogical date on which
t he associ at ed _password defined by the user. 5. £ th I laim1
wher o1 e dopaS rrsr SRR ensy e i sl Gt Pppy o2R6laRa uhltut

version data (408, 508) that is subsequently provided (314, 614) to help user recall of the

password associated therewith.

2. A method as in claim 1 wherein said automatically generated version data

identifies at least the date on which the associated password was defined by the user.

3. A method as in claim 1 wherein said automatically generated version data for

successively defined passwords has respective successively increasing or decreasing value.

4. A method as in claim 3 wherein said automatically generated version data
corresponds to counter data that is incremented or decremented at least once for each newly

defined password; and/or

wherein said automatically generated version data identifies at least the chronological

date on which the associated password was defined by the user.

5. A method as in claim 1 wherein said password protected functionality decrypts

stored cryptographic key data; and/or

wherein said password protected functionality decrypts cryptographic key data that has

been restored from backed-up data.
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stored cryptographic key data; and/or wherein said password protected
functionality decrypts cryptographic key data that has been restored from
backed-up data. 12 6. A nmethod as in claim1 wherein said autonmatically
generated version data is integer valued; and/or wherein said
automatical ly generated version data conprises a data string; and/or
wherein said automatically generated version data is stored in association
with encrypted data and corresponds to a password used during encryption
of said encrypted data. 7. A nethod a sin claim11l further conprising: using

sai d aut omati cal Iy ner at ed .unj que _verskon dat.a.to . o]
re-encrypt ®back t’.}pmg%g& 8t 'élocq%lﬂ/'b?%‘&:eérbﬁ“i a@g?aé%atllg & ﬁ%{é&ﬁée&xﬁ%&%ﬁt and
current password. 8. An electronic device (100) including password

pr ot ché@EerHﬁﬂ@@‘il;é‘ﬁéWty using a password that can be changed by the user
and having stored password recollection hints that can be presented to a
user to assmdiereimsaid sutometcllyegenemtedofersiorcdata ewnprings s Wetadiringiaad/gevi ce
being characterized by: neans (408, 508) for storing a user-specified

password i nyassaciad habmaiiédlyaieheomeid vesdidydatgBresred Rchssmigion wigh sicoyptetht a
(408, 508); and neans (314, g14) for subsequently providing said

aut Omﬁ%t%%hh Xo&@s@:@:tﬁg Iﬁéﬁ\ﬂ#& ug&f A. enBAbfon Bf Bfd ncipied aagal | of the

password associ a vicé as in claim@8 including nmeans
for causing said automatically generated version data to identify at | east

the date on,which {08 3330°hakSH RARFUGLaYRS defined by the user.

using said automatically generated unique version data to prompt a user to re-encrypt

backup-restored cryptographic key data under a different and current password.

8. An electronic device (100) including password protected functionality using a
password that can be changed by the user and having stored password recollection hints that can
be presented to a user to assist in user recollection of a correct password, said device being

characterized by:

means (408, 508) for storing a user-specified password in association with automatically
generated unique version data (408, 508); and

means (314, 614) for subsequently providing said automatically generated unique version

data to help user recall of the password associated therewith.

9. A device as in claim 8 including means for causing said automatically generated
version data to identify at least the date on which the associated password was defined by the

UsEr.
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13 10. A device as in claim8 including neans for causing said
automatically generated version data for successively defined passwords to
have respective successively increasing or decreasing value. 11. A device
as in claim110 including neans for causing said automatically generated
version data to correspond to counter data that is increnmented or
decrenented at | east once for each newy defined password; and/or

i ncl udi ng nmeans for causing said automatically generated version data to
identify at least the chronological date on which the associated password

- was defined,Ry t r. .C| aj r
causi ng sai &Bpas ré&/\%e%cfee pr o% a%rﬁ‘éﬁ ﬁi'[lh(rd\@fgﬁ%enagpf% C%%%%ié@g‘%? Hfé‘?‘garlggééﬂéra{ea

cryptographi ¢ key data; 6? glor i ncludi ng means for causin 1sald asswor d

pr ot ect"éﬁlqﬂmﬁ%ﬁ%ﬂcﬁ%" '3 ‘?zfg’(‘?ﬁypﬁfsw%%‘g‘t}@@’?éﬁﬁ?céwﬁé's}ccaﬁﬁ Y 45448 %been

restored from backed-up data. 13. A device as in claim8 including neans

for cadstmapingvalueaut omatically generated version data to be integer

val ued; and/or wherein said autonmatically generated version data conprises

a data string; and/or including neans for causing said automatically

gener at ed vaidsi ot d¢evic dsdan blimtiOrinduding neesso fir atusorg ssid imtematicablyggnetated and

to correspond to a password used during encryption of said encrypted data.

14. A Q@féi&%a@astolcenﬁép%hawcéuiﬁéﬂma HONB inctérAdtite dBRdRSreh @t ddsdt MhsSerice for
automatical ly generated uni que version data to pronpt a user to re- encrypt

backup- éc%srwh?get‘fﬁe\ﬂp&agﬁi?&ﬂhérﬁﬂ&ﬁy data under a different and current

passwor

including means for causing said automatically generated version data to identify at least

the chronological date on which the associated password was defined by the user.

12. A device as in claim 8 including means for causing said password protecied
functionality to decrypt stored cryptographic key data; and/or
including means for causing said password protected functionality to decrypt

cryptographic key data that has been restored from backed-up data.

13. A device as in claim 8 including means for causing said automatically generated
version data to be integer valued; and/or

wherein said automatically generated version data comprises a data string; and/or

including means for causing said automatically generated version data to be stored in
association with encrypted data and to correspond to a password used during encryption of said

encrypted data.

14. A device as in claim 8 further comprising:
means for using said automatically generated unique version data to prompt a user to re-

encrypt backup-restored cryptographic key data under a different and current password.

14



15. A conputer program storage nedium (108, 110) carrying a conputer
program for an electronic device (100) including password protected
functionality using a password that can be changed by the user and having
stored password recollection hints that can be presented to a wuser to
assist in user recollection of a correct password, said program being
capabl e, when executed, of effecting a nmethod that is characterized by:
storing (408, 508) a user-specified password in association with
automatical ly generated unique version data that is subsequently provided

(314, 614) (& help HsfferpiSihm Sg;ragmemﬁg\mm%@ﬁgaﬁ@hedmiamf proigtam fck6. A

conput er program storage nediumas in claim15 erein said automatically
generated version.d | d i I Mk Ghectiael mesasil at ed
passm%glﬁ&téond%g?vﬁ%egﬁagjym? ﬂéingsp:ags.%‘}.ﬁ%%%érpﬁﬁ? géﬁagrt%gsrlg% g’t or age nedi um as
in claim15 wherein said automaticall ener at.ed, versi on _data_f

succes b ghangedipy theaer A A IES9TS P?%éﬁé‘gﬁefgliecé‘% E@gssti%@%‘fvcﬁer%?sg gt;eid 09 or
decreasing value. 18. A conputer program storage nediumas in cl gli m 15

wher ei nsesao assiutnoret fecalldojion g APEE® Passeiosd ofiRIOSTHER PFIBE FRRAPLE: "R ount er

data that is increnented or decrenented at |east once for each newy

def i negyqaraeidfecants afethifiahes in csabdermetdyat i cal | y generated version data
identifies at |east the chronol ogical date on which the associated

passwor d maﬁﬂgé'mgs@aﬁ 4 8r-HsRified PAsswbre HIRILbERtidH WHH ailoatattalljegomediadn as
in claiml15 efein’ sal'd password ‘protected functionality decrypts stored

Funet | SRaPE b5 RBde b s e lndn O EAE B S RARHRES Rl cifhssnord

functi yptogra ata

associated therewith.

16. A computer program storage medium as in claim 15 wherein said automatically

generated version data identifies at least the date on which the associated password was defined

by the user.

17. A computer program storage medium as in claim 15 wherein said automatically

generated version data for successively defined passwords has respective successively increasing

or decreasing value.

18. A computer program storage medium as in claim 135 wherein said automatically
generated version data corresponds to counter data that is incremented or decremented at least

once for each newly defined password; and/or

wherein said automatically generated version data identifies at least the chronological

date on which the associated password was defined by the user.

19. A computer program storage medium as in claim 15 wherein said password

protected functionality decrypts stored cryptographic key data; and/or
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been restored from backed-up data. 20. A conputer program storage nedi um as
in claiml15 wherein said automatically generated version data is integer
val ued; and/or wherein said autonatically generated data conprises a data
string; and/or wherein said automatically generated version data is stored
in association wth encrypted data and corresponds to a password used
during encryption of said encrypted data. 21. A conputer program storage
mediumas in claim15 further conprising: wusing said automatically
generated uni que version data to pronpt a user to re encrypt

‘backup-r est th%fLiﬁ: AR HALGARN b et Al RniRSlecAptl driftbeibhid key Gbth iR has

password. 1

been restored from backed-up data.

20. A computer program storage medium as in claim 15 wherein said automatically
generated version data is integer valued; and/or

wherein said automatically generated data comprises a data string; and/or

wherein said automatically generated version data is stored in association with encrypted

data and corresponds to a password used during encryption of said encrypted data.

21. A computer program storage medium as in claim 15 further comprising:
using said automatically generated unique version data to prompt a user (o re-

encrypt backup-restored cryptographic key data under a different and current password.
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