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DEVICES FOR COMPUTER-BASED GENERATING OF A MIXING MATRIX
. FOR CRYPTOGRAPHIC PROCESSING OF DATA, ENCRYPTING DEVICES,
| METHODS FOR COMPUTER—BASED GENERATINC OF A MIXING
" MATRIX FOR CRYPTOGRAPHIC PROCESSIN G OF DATA

AND ENCRYPTING METHODS

Technical Field
[0001] Embodiments relate to devices for computer-based generating of a mixing
matrix for cryptographic processing of data, encrypting devices, methods for computer-
based generating of a mixing matrix for cryptographic processing of data and encrypting

methods.

Background
[0002] A mixing layer in a cipher or any symmetric key cryptography primitive aims
at providing diffusion. For example, diffusion is the property of an operation such that

changing one bit (or byte) of the input will change many adjacent or near-by bits (or

bytes) after the operation.

Summary

[0003]  In various embodiments, a device for computer-based generating of a mixing
matrix for cryptographic processing of data may be provided. The device may include: a

square matrix determination circuit configured to determine a square matrix with non-
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zero elements only in one diagonal or sub-diagonal and in one row or column; an

- exponentiation determination circuit configured to determine an exponentiation of the
square matrix as a candidate for a mixing matrix; a criterion determination circuit
cénﬁgured to determine whether the candidate fulfils a pre-deteﬁnined criterion; and a
candidate determination circuit configured to determine the céndidate as the mixing
matrix if the candidate fulfils a pre-determined criterion.

[0004] In various embodiments an encrypting device may be provided. The
encrypting device may include a mixing circuit configured to use as a mixing matrix a
square matrix that can be written as an exponentiation of a square matrix with non-zero
elements only in one diagonal or sub-diagonal and in one row or column.

' [0005] In various embodiments an encrypting device may be provided. The
encfyptihg device may include a mixing circuit configured to apply a mixing matrix by
repeatedly applying a square matrix with non-zero elements only in one diagonal or sub-
diagonal and in one row or column.

| [0006] In various embodiments a method for computer-based generating of a mixing
matrix for cryptographic processing of data may be provided. The method may include:
determining a square matrix with non-zero elements only in one diagonal or sub-diagonal
and in one row or column; determining an exponentiation of the square matrix as a
candidate for a mixing matrix; determining whether the candidate fulfils a pre-determined
criterion; and determining the candidate as the mixing matrix if the candidate fulfils a
pre-determined criterion. |
[0007] In various embodiments an encrypting method may be provided. The method

may include using as a mixing matrix a square matrix that can be written as an
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exponentiation of a square matrix with non-zero elements only in one diagonal or sub-
diagonal and in one row or column.

[0008] In various embodiments an encrypting method may be provided. The method
méy include applying a mixing matrix by repeatedly applying a square matrix with non-

zero elements only in one diagonal or sub-diagonal and in one row or column.

Brief Description of the Drawings

[0009] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of various embodiments. In
“the following description, various embodiments of the invention are described with

reference to the following drawings, in which:

FIG. 1 shows a device for computer-based generating of a mixing matrix for
| cryptographic processing of data in accordance with various embodiments;
FIG. 2 shows an encrypting device in accordance with various embodiments;
FIG. 3 shows an encrypting device in accordance with various embodiments;
FIG. 4 shows a flow diagram illustrating a method for computer-based
generating of a mixing matrix for cryptographic processing of data in accordance with
various embodiments;

FIG. 5 shows a flow diagram illustrating an encrypting method in accordance

with various embodiments;
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FIG. 6 shows a flow didgram illustrating an encrypting method in accordance
with various embodiments;

FIG. 7 shows a flow diagram illustratirlg a method for computer-based
generating of a mixing matrix for cryptographic processing of data in accordance with
various embodiments;

FIG. 8 shows a flow diagram illustrating a method for using a mixing matrix
for cryptographic processing of data in accordance with various embodiments;

FIG. 9 shows a diagram illustrating the use of key arrays according to various
embodiments;

FIG. 10 shows a flow diagram illustrating an overview of a single round of
LED in accordance with various embodiments;

FIG. 11 shows a diagram illustrating a hardware architecture in accordance
with various embodiments;

FIG. 12 shows a diagram illustrating a framework in accordance with various
embodiments;

FIG. 13 shows a flow diagram illustrating one round of a PHOTON
permutation according to various embodiments;

FIG. 14 shows a flow diagram illustrating a method according to various
embodiments;

FIG. 15 shows a diagram illustrating hardware according to various
embodiments; and

FIG. 16 shows a data transmission system according to various embodiments.
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Description

[0010] The following detailed description refers to the accompanying drawings that
show, by way of illustration, specific details and embodiments in which the invention
méy be practiced. These embodiments are described in suﬂicient‘detail to enable those
skilled in the art to practice the invention. Other embodiment§ may be utilized and
structural, logical, and electrical changes may be made without departing from the scope
ofthe invention. The various embodiments are not necessarily mutually exclusive, as
some embodiments may be combined with one or more other embodiments to form new
embodiments.

[0011] The device for computer-based generating of a mixing matrix for
‘cryptographic processing of data may include a memory which is for example used in the
processing carried out by the device for computer-based generating of a mixing matrix
for cryptographic processing of data. The ehcrypting device méy include a memory
which is for example used in the processing carried out by the encrypting device. A
memory used in the embodiments may be a volatile memory, for example a DRAM
(Dynamic Random Access Memory) or a non-volatile memory, for example a PROM
(Programmable Read Only Memory), an EPROM (Erasable PROM), EEPROM
(Electrically Erasable PROM), or a flash memory, e.g., a floating gate memory, a charge
trapping memory, an MRAM (Magnetoresistive Random Access Memory) or a PCRAM
(Phase Change Random Access Memory).

[0012] In an embodiment, a "circuit" may be understood as any kind of a logic
implementing entity, which may be special purpose circuitry or a processor executing

software stored in a memory, firmware, or any combination thereof. Thus, in an
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embodiment, a "circuit" may be a hard-wired logic circuit or a programmable logic
circuit such as a programmable processor, e.g. a microprocessor (e.g. a Complex
Instruction Set Computer (CISC) processor or a Reduced Instruction Set Computer
(RISC) processor). A "circuit" may also be a processor execuﬁng software, e.g. any kind
of computer program, e.g. a computer program using a virtual machine code such as e.g.
Java. Any other kind of implementation of the respective functions which will be
descn’bed in more detail below may also be understood as a "circuit" in accordance with
an altermative embodiment.
[0013] A device according to various embodiments may be an RFID (radio-frequency
identification) tag. An RFID tag méy be considered as a computer. A method according

“to various embodiments may a method carried out by an RFID tag. According to various
embodiments, cryptography may be understood as one or more of the following: hashing,
ciphering, encrypting, and the inverse processes where feasible.
[0014] The word "exemplary" is used herein to mean "serving as an example,

| instance, or illustration". Any embodiment or‘design described herein as "exemplary" is
not necessarily to be construed as preferred or advantageous over other embodiments or
designs.
[0015] Various embodiments are described for devices, and various embodiments are
described for methods. It will be understood that a property described for a method may
also hold for the respective device, and vice versa.
[0016] FIG. 1 shows a device 100 for computer-based generating of a mixing maﬁix
for cryptographic processing of data in accordance with various embodiments. The

device 100 may include a square matrix determination circuit 102 configured to
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determine a square matrix with non-zero elements only in one diagonal or sub-diagonal
and in one row or column. The device 100 may further include an exponentiation
determination circuit 104 configured to determine an exponentiation of the square matrix
asa candid.ate .for a mixing matrix. The device 100 may further iﬁclude a criterion
determination circuit 106 configured to determine whether the candidate fulfils a pre-
determined criterion. The device 100 may further include a candidate determination
circ;uit 108 configured to determine the candidate as the mixing matrix if the candidate
fulfils a pre-determined criterion. The square matrix determination circuit 102, the
exponentiation determination circuit 104, the criterion determination circuit 106 and the
candidate determination circuit 108 may be coupled by a coupling 110, for example by an
electrical coupling or by an optical coupling, for example a cable or a bus.

[0017] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagonal may be an anti-sub-
"diagonal.

[0018] According to various embodiments, the one row or column may be the last
row.

[0019] According to various embodiments, the exponentiation may be an
exponentiation to the power of the number of rows of the square matrix.

[0020] According to various embodiments, the pre-determined criterion may be a

criterion based on a maximum distance separable (MDS) code criterion.
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[0021] According to various embodiments, the one diagonal or sub-diagonal may be
filled with ones (in other words: all entries in the one diagonal or sub-diagonal may have
the value “17).

[0622] FIG. 2 shows an encrypting device 200 in accordance with various
embodiments. The encrypting device 200 may include a mixiﬁg circuit 202 configured to
use as a mixing matrix a square matrix that can be written as an exponentiation of a
square matrix with non-zero elements only in one diagonal or sub-diagonal and in one
row or column.

[0023] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagonal may be an anti-sub-
diagonal.

[0024] According to Qarious embodiments, the one row or column may be the last
TOW.
| [0025] According to various embodiments, the exponentiation may be an
exponentiation to the power of the number of rows of the square matrix.

[0026] According to various embodiments, the exponentiation may fulfill a pre-
determined criterion based on a maximum distance separable code criterion.

[0027] According to various embodiments, the one diagonal or sub-diagonal may be
filled with ones.

[0028] FIG. 3 shows an encrypting device 300 in accordance with various

embodiments. The encrypting device 300 may include a mixing circuit 302 configured to
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apply a mixing matrix by repeatedly applying a square matrix with non-zero elements
only in one diagonal or sub-diagonal and in one row or column.

[0029] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagonal may be an anti-sub-
diagonal.

[0030] According to various embodiments, the one row or column may be the last
row.

[0031] According to various embodiments, the mixing matrix circuit 302 may be
configured to repeatedly apply the mixing matrix by a number of times equal to the
power of the number of rows of the square matrix.

[0032] According to various embodiments, the mixing matrix may fulfill a pre-
determined criterion based on a maximum distance separable code criterion.

[0033] According to various embodiments, the one diagonal or sub-diagonal may be
| filled with ones.

[0034] FIG. 4 shows a flow diagram 400 illustrating a method for computer-based
generating of a mixing matrix for cryptographic processing of data in accordance with
various embodiments. In 402, a square matrix with non-zero elements only in one
diagonal or sub-diagonal and in one row or column may be determined. In 404, an
exponentiation of the square matrix as a candidate for a mixing matrix may be
determined. In 406, it may be determined whether the candidate fulfils a pre-detennmed
criterion. In 408, the candidate may be determined as the mixing matrix if the candidate

fulfils a pre-determined criterion.
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[0035] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagonal may be an anti-sub-
diégonal. _ |

[0036] According to various embodiments, the one row er column may be the last
row.

[0037] According to various embodiments, the exponentiation may be an
exponentiation to the power of the number of rows of the square matrix.

[0038] According to various embodiments, the pre-determined criterion may be a
criterion based on a maximum distance separable code criterion.
'[0039] According to various embodiments, the one diagonal or sub-diagonal may be
filled with ones.

[0040] FIG. 5 shows a flow diagram 500 illustrating an encrypting method in
accordance with various embodiments. In 502, a square matrix that can be written as an
" exponentiation of a square matrix with non-zero elements only in one diagonal or sub-
diagonal and in one row or column may be used as a mixing matrix.

[0041] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagonal may be an anti-sub-
diagonal.

[0042] According to various embodiments, the one row or column may be the last

row.

10
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[0043] According to various enibodiments, the exponentiation may be an
exponentiation to the power of the number of rows of the square matrix.

[0044] According to various embodiments, the exponentiation may fulfill a pre-
determined criterion based on a maximum distance separable cocie criterion.

[0045] According to various embodiments, the one diagonal or sub-diagonal may be
filled with ones. .

[0046] FIG. 6 shows a flow diagram 600 illustrating an encrypting method in -
accordance with various embodiments. In 602, a mixing matrix may be applied by
repeatedly applying a square matrix with non-zero elements only in one diagonal or sub-
diagonal and in one row or column.
[0047] According to various embodiments, the one diagonal or sub-diagonal may be
the first upper sub-diagonal. According to various embodiments, a diagonal may be an
anti-diagonal. According to various embodiments, a sub-diagoﬁal may be an anti-sub-
diagonal.

[0048] According to various embodiments, the one row or column may be the last
row.

[0049] According to various embodiments, the mixing matrix may be répeatedly
applied by a number of times equal to the power of the number of rows of the square
matrix.

[0050] According to various embodiments, the mixing matrix may fulfill a pre-
determined criterion based on a maximum distance separable code criterion.

[0051] According to various embodiments, the one diagonal or sub-diagonal may be

filled with ones.

11
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[0052] According to various embodiments, a way of building mixing matrices in
cryptography may be provided. A mixing layer in a cipher or any symmetric key
cryptography primitiVe may aim at providing.diffusion. For example, diffusion may be
the property of an operation such that changing one bit (or byte) of the input will change
many adjacent or near-by bits (or bytes) after the operation. This may represent one of the
vital components of any symmetric key cryptography primitive.

[6653] A commonly used method for implementing diffusion in cryptography is to
multiply the input vector by a mixing matrix. The matrix must therefore have good
diffusion capabilities which is often achieved with the "maximum distance separable"
(MDS) property. According to various embodiments, it is looked for (d*d) MDS mixing
matrices, but the design techniques may be easily applied to non-square matrices.

[0054] In the following, maximum distance separable (MDS) matrices will be
described.

[0055] The "maximum distance separable" property may be explained with coding
vtheory. Let F be a field, then we denote F'n as the set of n-tuples of elements of F.
Naturally, F'n may form a vector space over F. We define the hamming weight of a
vector Hw(u), u € F'n as the number of non-zero elements of u. The definition of
hamming distance between two vectors u and v is Hw(u, v) = Hw(u - v) . The hamming
distance function od : FA_n — N forms a metric on F'n.

[0056] A linear [n, k, d] code C over F is a k-dimensional subspace of F n , where the
hamming distance between any two .distinc't vectors is at least d. All linear codes obey the
Singleton bound, d*n-k+1. If the upper bound is met, d =n - k + 1, then the code may be

said to be "maximum distance separable" or MDS.

12
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[0057] For a given [n, k, d] linear code C, a generator matrix in the form G_(k,n) may
be a matrix with rows which form a basis for the code; or in other wo_rds, the span of G
forms the vectorspace C. The generator matrix is in "reduced echelon form" if it can be
written as a partition matrix G =[I_(k,k) | M_(k,n-k) ] where, I i§ the identity matrix. The
arbitrary matrix M is termed "maximal distance separable" iff (in other words: if and only
if) every square submatrix of M is non-singular. Or in other terms the matrix M is MDS
iff every square submatrix has a non-zero determinant.

[0058] In the following, MDS matrices in cryptography will be described.

[0059] While ways of building MDS matrices are already known, many other
constraints may be desired to be included when considering implementations in the real
world. Indeed, in many practical scenarios, the coefficients of the mixing matrices will
have significant impact on the speed or the hardware area required. "Circulant matrices"
may be used as a way to implement MDS matrices with good performances (by
performances high speed and/or small area may be meant). More precisely, a circulant
.matrix is a matrix where each row vector is rotated one element to the right relative to the

preceding row vector. Formally, a (d*d) circulant matrix spanned by vector (CI, ..., Cd)

takes the form

[ Cl Cd Cd-1 .. c4 G C2]

[ C2 Cl Cd .. C5 C4 C3]

[ Cd-2 Cd-3 Cd4 .. Cl1 Cd Cd-1]
[ Cd-1 Cd-2 Cd-3 .. | c2 Cl Cd]

[ Cd Cd-1 Cd-2 .. C3 C2 Cl1]

13



WO 2012/154129 PCT/SG2012/000165

[0060] For example, the Advanced Encryption Standard (AES) uses a circulant
matrix with vector (3112), that is

[3211]

[1321]

[1132]

[2113],

where the coefficients (3 112) have been chosen to provide good performance.

[0061] In the following, MDS matrices construction in accordance with various
embodiments will be described.

[0062] According to various embodiments, a method for computing MDS matrix may
‘be provided. A mixing matrix according to various embodiments may be a submatrix
(called "start matrix") raised to the power d. More precisely, it may be started from a
(d*d) matrix A and the final mixing matrix will be M = A"d. The start matrix A may be

chosen to have the exemplary form

[0 Cl o .. 0 0 0]
[0 0 c2 .. 0 0 0]
[0 0 0 .. Cd2 o0 0
[0 0 o .. 0 0  Cdl]
[Z1 72 73 ... zd2 7d1 zd]

where the values (C], ..., Cd-1) and (Z], ..., Zd) are coefficients that may be chosen such

that the final mixing matrix M is indeed MDS. Moreover the coefficients may be desired

14
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to provide good performance as much as possible (for example, their hamming weight
may be desired to be as small as possible).

[0063] This exemplary form of A may allow to compute A (and therefore M = A"d)
oﬂ the. input vector element per element, in a serial way, with vefy good performance.
Being able to compute the mixing matrix in a serial way may reduce the area required for
the computation and therefore may improve the performances in the case of memory-
constraint devices. Indeed, the subresult memorized during the computation may have
only the size of one element of the matrix (whereas for non-serial computation, one may
require to maintain a subresult of d-1 elements).

[0064] In commonly used MDS matrix building techniques, the serial decomposition
‘of'the mixing matrix may lead to very bad coefficients, therefore implying bad
performances. With the method according to various embodiments, it may directly be
ensured that the coefficients for the serial decomposition of the‘ mixing matrix are good.
[0065] In the following, an example with AES parameters according to various
‘embodiments will be described.

[0066] As an example, with the same parameters as for the AES (i.e. a 4*4 matrix in
the GF(2'8) field with the same irreductible polynomial), the start matrix A may be used:
[0 10 0]

[0 01 0]

[0 00 1]

[1 21 4]

which may give the final MDS mixing matrix M = A’4:

[ 1 2 1 4]

15
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[ 4 9 6 17]

[ 17 38 24 66]

[ 66 149 100 11]

[0067] This may imply that the smallest implementation of the AES could be made
even smaller if this new mixing matrix was used instead of thé AES one (while they may
have the same diffusion quality since both are MDS).

[0068] In the following, commercial applications will be described.

[0069] The MDS mixing matrix building method according to various embodiments
has commercial applications in constraint-environment cryptography, such as RFID.
Indeed, such devices may only spend a very limited amount of memory dedicated to
'security and cryptography. Therefore, any method that may allow to save some hardware
area (and thus the power consumption) may be crucial and may be highly sought after by
the industry. The method according to various embodiments méy improve the hardware
area for many symmetric key cryptography primitives, while maintaining the same
-difﬁlsion properties as the previously known MDS matrix building techniques.

[0070] FIG. 7 shows a flow diagram 700 illustrating a method for computer-based
generating of a mixing matrix for cryptographic processing of data in accordance with
various embodiments. In 702, a matrix A may be filled with zeros. In 704, new low
hamming weight coefficients may be tried on only one line and one diagonal of the
matrix A. In 706, it may be tested, if A”n is MDS. In 708, it may be checked whether the
matrix A”n is MDS. If no, it may be continued with 702. If yes, it may be continued |

with 710. In 710, the matrix A may be outputted.

16
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[0071] FIG. 8 shows a flow diagram 800 illustrating a method for using a mixing
matrix for cryptogfaphic processing of data in accordance with various embodiments. In
802, the vector a(i) may be initialized with the input in(i), in other words: a(i) = in(i) for
all .i. In 804, x may be computed as x =Z1 a(vl) + ... +Zn a(n). In 806 a(i-1) may be
computed and set by a(i-1) = Ci a(i). In 808, it may be checked that the step 806 is
repeated for i=1 to n. In 810, a(n) may be set by a(n) = x. In 812, it may be checked that
thé steps 804 to 810 are repeated n times. In 814, the output may be computed by
out(i) = a(i). n may be the number of columns (and the number of rows) of the starting
matrix.

[0072] In the following, devices and methods according to various embodiments,
which may be referred to as the “LED Block Cipher”, will be described.

[0073] According to various embodiments, a block cipher LED may be provided.
While dedicated to compact hardware implementation, and offéring the smallest silicon
footprint among comparable block ciphers, the cipher according to various embodiments
bis designed to simultaneously tackle three additional, and independent, goals. As will be
described below, the role of an ultra-light (in fact non-existent) key schedule is explored.
Furthermore, the resistance of ciphers, and LED for example, to related-key attacks is
considered: according to various embodiments, very simple yet interesting AES-like ,
security proofs for LED regarding related-key or single-key attacks may be provided.
Furthermore, while providing a block cipher that is very compact in hardware, a
reasonable performance profile for software implementation may be maintained.

[0074] Over past years many new cryptographic primitives have been proposed for

use in RFID tag deployments, sensor networks, and other applications for highly-
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constrained devices. The pervasive deployment of tiny computational devices brings with
it many interesting, and potentially difficult, security issues.

[0075] Chief among recent developments has been the evolution of lightweight block
ciiohefs where an accumulation of advances in method design, together with an increased
awareness of the likely application, has helped provide important developmgnts. To some
commentators the need for yet another lightweight block cipher proposal will be open to
qﬁestion. However, in addition to the fact that many proposals were recently shown to
present some weaknesses, there may be still more to be said on the subject and it may be
observed that it is in the “second generation” of work that designers might learn from the
progress, and omissions, of “first generation" proposals. And while new proposals might
only slightly improve on successful initial proposals in terms of a single metric, e.g. area,
they might, at the same time, overcome other important security and performance
limitations. According to various embodiments, it may be returned to the design of
lightweight block ciphers and Light Encryption Device, LED, may be described. During
‘the design according to various embodiments, several key observations may have been
upper-most in mind.

[0076] Practically all modem block cipher proposals have reasonable security
arguments; but few offer much beyond (potentially thorough) ad hoc analysis. Here it
may be hoped to provide a more complete security treatment than is usual. For example,
related-key attacks are often dismissed from consideration for the application areas that
may use such constrained devices, e.g. RFID tags. In practice this is perfectly reasonéble.
However, researchers may continue to derive cryptanalytic results in the related-key

model and there has been some research on how to modify or strengthen existing key
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schedules. Having provable levels of resistance to such attacks would be a bonus and it
would help avoid confusion developing in the cryptographic literature.

[0077] In addition, attention according tq various embodiments may be focused on
the performance of the method on the tag. However, there may bé constraints when a
method is also going to be implemented in software. This is _sémething that has already
been discussed with the design of KLEIN, and in the design of LED according to various
e.n.lbodiments, it may be aimed at very compact hardwﬁre implementation while
maintaining some software-friendly features.

[0078] The block cipher according to various embodiments may be based on AES-
like design principles and this may allow to derive very simple bounds on the number of
‘active Sboxes during a block cipher encryption. Since the key schedule is very simple,
this analysis may be done in a related-key model as well; i.e. the bounds may apply even
when an attacker tries to mount a related-key attack. And while AES-based approaches
are well-suited to software, they may not always provide the lightest implementation in
hardware. But using commonly known techniques, it may be aimed to resolve this
conflict. While block ciphers may be an important primitive, and arguably the most
useful in a constrained environment, there has also been much progress in the design of
stream ciphers and even in lightweight hash functions.

[0079] In the following, a design approach and specifications according to various
embodiments will be described.

[0080] According to various embodiments, an AES-like design may be chosen as a
starting point for a clean and secure design. The design of LED may inevitably have

many parallels with this established approach, and features such as Sboxes,
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ShiftRows, and (a variant of) MixColumns will all feature and take their familiar
roles.

[0081] According to various embodiments, for the key schedule it may be chosen to
do-away with the “schedule”, i.e. the user-provided key may be used repeatedly as is. As
well as givihg obvious advantages in hardware implementati_oﬁ, it may allow for simple
proofs to be made for the security of the scheme even in the most challenging attack
model of related keys. At first sight the re-use of the encryption key without variation
may appear dangerous, certainly to those familiar with slide attacks and some of their
advanced variants. But it is to be noted that such a simple key schedule may not be
without precedent though the treatment here may be more complete than previously.
[0082] The LED cipher according to various embodiments will be described below. It
may be a 64-bit block cipher with two primary instances taking 64 and 128 bits keys. The

cipher state may be conceptually arranged in a (4x4) grid where each nibble represents an

element from GF (24) with the underlying polynomial for field multiplication given by

tixe

[0083] In the following, Sboxes according to various embodiments will be
described. LED cipher may re-use the present Sbox which has been widely adopted in
many lightweight cryptographic methods. The action of this box in hexadecimal notation

may be given by the following table

z |[0(1(2(3[4|5|6|7(8|{9({a|B|[C|D|E
S[z]||c|5|6|B|9|0|A|D|3|E|F|8|4]|7
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[0084] In the following, MixColumnsSerial according to various embodiments
will be described. A commonly used tactic may be re-used to define an MDS matrix for
linear diffusion that is suitable for compact serial implementation. The

MixColumnsSerial layer according to various embodiments may be viewed as four

applica_tioné of a hardware-friendly matrix A with the net result being equivalent to using

the MDS matrix M where
4
0100 4211
0010 8656
' 0001 BEAY9
4122 22FB

[0085] According to various embodiments, the basic component of LED may be a
sequence of four identical rounds used without the addition of any key material. This
basic unit, that may also be referred to as “step”, may make it easy to establish security
bounds for the construction.

[0086] In the following, a specification of LED according to various embodiments

will be described.

[0087] For a 64-bit plaintext m the 16 four-bit nibbles mq|jm||...|[m14|m15 may be

arranged (conceptually) in a square array:

mg My My M3y
mg Mms Mg MMy
- mg Mg MMyp My
12 M3 Mg My
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[0088] This may be the initial value of the cipher STATE and it is to be noted that
the state (and the key) are loaded row-wise rather than in the column-wise fashion we
have come to expect from the AES, because this is a hardware friendly choice.

[0089] The key may be viewed nibble-wise and loaded nibble-by-nibble into one or
two arrays, K1 and K5, depending on the key length. The primary definition according to

various embodiments may be for 64- or 128-bit keys, but shorter key lengths, e.g. the
popular choice of 80 bits, may be padded to give a 128-bit key thereby giving a 128-bit
. key array. By virtue of the order of loading the tables, any key that is padded (with zeros)

to give a 64- or 128-bit key array will effectively set unused nibbles of the key array to 0.

(ko k1 ko ks
ki ks kg ky
ks ko kio k1
| k12 k13 K1a s |

for 64-bit keys giving K,

ko ki ka2 ks | [kie k17 kis k1o ]
ks ks ke kv koo k21 k22 kos
ks ko Kkio k11| | k24 kas kae k27
k12 k13 k14 k15 | | kos Koo ko Kay |

for 128-bit keys giving K| K2

[0090] According to various embodiments, the operation

addRoundKey (STATE, Ki) may combine nibbles of subkey K; with the state,

respecting atray positioning, using bitwise exclusive-or. There may be no key schedule,

or rather this may be the sum total of the key schedule, and the arrays Kj and, where

appropriate, Ko may repeatedly be used without modification. Encryption may be
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described using the previously mentioned addRoundKey (STATE, Ki) and a second

operation, step (STATE) . This is illustrated in FIG. 9.

[0091] FIG.9 shbws a diagram 900 illustrating the use of key arrays according to
various embodiments. The use of key arrays Kj and K7 in LED showing both a 64-bit
key array (in 902) and a 128-bit key array (in 904) is illustrated.

[0092] According to various embodiments, the number of steps during encryption

may be determined by whether there are one or two key arrays:

fori=1 to 6 do {
fori=1to 8do { addRoundKey (STATE, K1)
addRoundKey (STATE, K) step(STATE)
step (STATE) addRoundKey (STATE, K32)
} , step (STATE)
addRoundKey (STATE, /1) }
addRoundKey (STATE, K)

for 64-bit key arrays ' for 128-bit key arrays
'[0093] According to various embodiments, the operation step (STATE) may
include four rounds of encryption of the cipher state. Each of these four rounds may use
the operations AddConstants, SubCells, ShiftRows, and

MixColumnsSerial in sequence as illustrated in FIG. 10.

[0094] FIG. 10 shows a flow diagram 1000 illustrating an overview of a single round
of LED in accordance with various embodiments. In 1002, AddConstants is

illustrated. In 1004, SubCe11s is illustrated. In 1006, ShiftRows is illustrated. In |

1008, MixColumnsSerial is illustrated.
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[0095] In the following, AddConstants according to various embodiments will be

described. A round constant may be defined as follows. At each round, the six bits (rc5,
rc4, rcj, rc, rcq, reg) may be shifted one position to the left with the new value to rcq

being computed as rcs5 & rcq & 1. The six bits may be initialized to zero, and updated

before use in a given round. The constant, when used in a given round, may be arranged

into an array as follows:

(resflresflres)
(rez||resflreo)
(res|[reslres)
(rea||rei|reon)

oo e B B wo
oo
S

[0096] According to various embodiments, the round constants may be combined

with the state, respecting array positioning, using bitwise exclusive-or. The values of the

(rcs; req; re3; reo; req ; reg) constants for each round are given further below.

[0097] In the following, SubCells according t§ various embodiments will be
described. Each nibble in the array state may be replaced by the nibble generated after
using the present Sbox.

[0098] In the following, Shi ftRow according to various erhbodiments will be
described. Row i of the array state may be rotated i cell positions to the left, fori=0; 1;
2;3.

[0099] In the following, MixColumnsSerial according to various embodiments

will be described. Each column of the array state may be viewed as a column vector and
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replaced by the column vector that results after post-multiplying the vector by the matrix
M (see description above).

[00100]  According to various embodiments, the final value of the state may provide
the ciphertext with nibbles of the “array” being unpacked in the 6bvious way. Test
vectors for LED are provided further below.

[00101] In the following, security analysis according to various embodiments is
ciéscribed.

[00102] According to various embodiments, the LED block cipher may be simple to
analyze and this may allow to precisely evaluate the necessary number of rounds to
ensure proper security.

'[00103]  The scheme according to various embodiments is meant to be resistant to
classical attacks, but also to the type of related-key attacks that have been effective
against AES-256 and other ciphers. Furthermore, the security of LED will be described in
a hash function setting, i.e. when it is used in a Davies-Meyer construction or some other

>block-cipher-based compression function construction. In other words, attackers will be
considered that have full access to the key(s) and try to distinguish the fixed permutations
from randomly chosen ones.

[00104] According to various embo}diments, a conservative number of rounds for LED
may be chosen. For example, when using a 64-bit key array 32 AES-like rounds that are
grouped as eight “big" add-key/apply-permutation steps that are each composed of four
AES-like rounds, may be used. Further, security margins may be even more conservaﬁve

if one definitively disregards related-key attacks; as will be seen with the following

proofs.
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[00105] In the following, the key schedule according to various embodiments will be
described.

[00106] The LEkaey schedule according to various embodiments may have been
chosen for its simplicity and security. Because it is very simple to analyze, it may allow
to direc;tly derive a bound on the minimal number of active S_Boxes, even in the scenario
of related-key attacks. The idea may be to first compute a bound on the number of active
big steps (each composed of 4 AES-like rounds). Then, using the commonly used 4-
round proofs for the AES, one can show that one active big step will contain at least 25
active Sboxes. It is to be noted that this bound is tight as 4-round differential paths
containing exactly this number of active Sboxes are known.

[00107] When not considering related-key attacks, it may directly be obtained that any
differential path for LED may contain at least Lr/4] - 25 active Sboxes. For related-key
attacks, it may be desired to distinguish between the different key-size versions.

[00108] In the following, a 64-bit key version according to various embodiments will

be described. If it is assumed that differences are inserted in the key input, then every

subkey K in the 64-bit key variant of LED may be active. Therefore, it may be easily
seen that it may be impossible to force two consecutive non active big steps and thus it
may be ensured that for every two big steps at least one is active. Overall, this shows that
any related-key differential path contains at least Lr/8. - 25 active Sboxes.

[00109] In the following, a 128-bit key version according to various embodiments will

be described. If it is assumed that differences are inserted in the key input, then it may be

desired to separate two cases. If the two independent parts K} and K2 composing the key
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both contain a difference, then it may be ended up with exactly the same reasoning as for
the 64-bit key variant: at least | /8] o 25 active Sboxes may be active. If only one of the
two independent parts composing the key contains a difference, then subkeys with and
without differences may alternatively be incorporated after each big step. The non-active
subkeys irnpact on the differential paths may completely be void and thus in this case,
LED may be viewed as being composed of even bigger steps of 8 AES-like rounds
instead. Then, the very same reasoning may apply again: it may be impossible to force
two consecutive of these new bigger steps to be inactive and therefore we have at least
L1/16] 50 active Sboxes ensured for any differential path (sincé the best differential path
for 8 rounds trivially may include 50 active Sboxes).
| [00110] In Table 1, the results obtained for the two main versions of LED are
summarized, both for single-key attacks and related-key attacks. It is to be noted that the
bounds on the number of active Sboxes are tight as differential paths meeting them are
known (for example the truncated differential path for each active big step can simply be
any of the 4-round path for AES-128 with 25 active Sboxes).

[00111] For LED-128, since two independent key parts are used, the first and last key
addition (which may always the first key part K1) may be peeled off. Thus, an attacker

may remove one big step on each side of the cipher, for a total of 8 rounds, with a

complexity of 264 tries on K. This may partially explain why the versions of LED using

two independent key parts have 16 more rounds than for LED-64.
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LED-64 LED-128
SK RK SK RK

minimal number of active Sboxes || 200 100 300 | 150
' 9—400 | 5-200 ' 9—600 | 5-300

differential path probability

~ differential probability 2256 | 2-128 || 9384 | 9192

linear approximation probability |[ 27400 [ 2—200 [| 9—600 | 5-300

286 2—128 2—384 2—-19‘2

linear hull probability 2”

Table 1. Minimal number of active Sboxes, upper bounds on the best differential path
probability, best differential probability, best linear approximation probability and best
linear hull probability for the 64-bit key array and 128-bit key array versions of LED (in

both the single-key (SK) and related-key (RK) settings).

[00112] It may be interesting to compare the key schedule according to various
embodiments to a WHIRLPOOL-like key schedule, even if it has recently been shown to
.be flawed. For WHIRLPOOL, the subkey derivation may be composed of the same round

function as for the internal block cipher. Therefore, in order to get an equivalent speed
with LED for comparison purposes, it would be desired to reduce the number of rounds
ofthe WHIRLPOOL-based proposal by a factor of two. For example, for a 64-bit key, a
WHIRLPOOL-based scheme could be derived with 16 rounds in both the key schedule
and the internal cipher (instead 0f 32 rounds for 64-bit key LED). This new cipher may
however provide worse proofs then LED: the number of provable active Sboxes for -
related-key attacks may stay the same (100 Sboxes), but in the case of single-key attacks
the number may be divided by a factor 2 compared to LED-64 (100 Sboxes). This profile

may seem moreover less interesting as single-key attacks may have much more practical
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impact than related-key threats. In the case of LED, the security margin against single-
key attacks may be conservative. This very same reasoning may also apply when
comparing to a comrhonly used key schedule.

[00113] In the following, differential/linear cryptanalysis according to various
embodiments will be described. |

[00114] According to various embodiments, since LED is an AES-like cipher, the
é#tc_:nsive work done in the past years on AES may be re-used. A bound on the best
differential path probability (where all differences on the input and output of all rounds
may be specified) or even the best differential probability (where only the input and
output differences may be specified), may be computed for both single-key or related-key

settings.

[00115]  As the best differential transition probability of the PRESENT Sbox is 2-2,

using the previously proven minimal number of active Sboxes it may be deduced that the

‘best differential path probability on 4 active rounds of LED is upper bounded by

225 -5

2 2 O. By adapting commonly known work, we may also be shown that the

maximum differential probability for 4 active rounds of LED according to various

embodiments is upper bounded by

15 15
max ¢ max 3 {DPS(u,))}®, max Y (DPS(j,u)}°
1 F=1 |

1<u<15 £ <u<is
_’}:

where DPS(i; J) may stand for the differential probability of the Sbox to map the

difference i to j. The duality between linear and differential attacks may allow to apply
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the same approaches to compute a bound on the best linear approximation or even the
best linear hulls.

[00116] Since it has previously been proven that all rounds may be active in the single-
key scenario and half of them may be active in the related-key scenario, the upper bounds
on the best differential path probability, the best differential pl;obability, the best linear
approximation probability and the best linear hull probability for each version of LED
according to various embodiments may easily be proven. This is summarized in Table 1.
[00117] In the following, cube testers and algebraic attacks will be described.

[00118] Accordinvg to various embodiments, the most recent developed cube testers
and its zero-sum distinguishers have been applied to the LED fixed-key permutation
according to various embodiments; the best that may be found within practical time
complexity is at most 3 rounds. It is to be noted that, in case of AES, “zero-sum" property ~
may also be referred as “balanced”, found by the AES designers, in which 3-round
balanced property may be shown. Up to now, there is no balanced property found for
bmore than 3 AES rounds.

[00119] According to various embodiments, the PRESENT Sbox used in LED may
have algebraic degree 3 and it may be checked that 3 {1/41-25 >>> 64 for all LED
variants according to various embodiments. Moreover, the PRESENT Sbox may be
described by e = 21 quadratic eQuations in the v = 8 input/output-bit variables over
GF(2). The entire system for a fixed-key LED permutation therefore may include

(16 - r - e) quadratic equations in (16 - r - v) variables. For example, in the case of the 64-
bit key version according to various embodiments, it may be ended up with 10752

equations in 4096 variables. In comparison, the entire system for a fixed-key AES
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permutation may include 6400 equations in 2560 variables. While the applicability of
algebraic attacks on AES may remain unclear, those numbers may tend to indicate that
LED accord.ing to various embodiments may offer a higher level of protection.

[00120] In the following, other cryptanalysis according to variéus embodiments will
be described.

[00121] The slide attack may be a block cipher cryptanalysis technique that may
e‘xploit‘ the degree of self-similarity of a permutation. In the case of LED according to
various embodiments, all rounds may be made different thanks to the round-dependent
constants addition, which may make the slide attack impossible to perform.

[00122] Integral cryptanalysis may be a technique first applied on SQUARE that may
‘be efficient against block ciphers based on substitution-permutation networks, like AES
or LED. The idea may be to study the propagation of sums of values and this may be why
it may be in general quite powerful on ciphers using bijective cémponents only. As for
AES, the best integral property may be found on three rounds, or four rounds with the last
>mixing layer removed. Thus, two big LED steps may avoid any such observation.
Considering the large amount of rounds of LED according to various embodiments,
integrals attacks may be very unlikely to be a threat.

[00123] Rotational cryptanalysis may study the evolution of a rotated variant of some
input words through the round process. It was proven to be quite successful against
Addition-Rotation-XOR (ARX) block ciphers and hash functions. LED according to
various embodiments is an Shox-oriented block cipher and any fotation property in a ;:ell
may be directly removed by the application of the Sbox layer. Even if one looks for a

rotation property of cell positions, this may be unlikely to lead to an attack since the
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constants used in a LED round may all be distinct and any position rotation property
between columns or lines may be removed after the application of two rounds.

[00124] In the following, LED according to various embodiments in a hash function
seﬁmg will be described.

[00125]  Studying a block cipher in a hash function setting may be a good security test
since it may be very advantageous for the attacker. In this scenario he will have full
c.ontrol on all inputs. In the so-called knéwn-key or chosen-key models, the attacker ﬁlay
have access or even choose the key(s) used, and its goal may be then to find some
input/output pairs having a certain property with a complexity lower than what is
expected for randomly chosen permutation(s). For example, the property may be that the
input and output differences or values are fixed to a certain subset of the whole domain.
[00126] In the following, Rebound and Super-Sbox attacks will be described. The
recent rebound attack and its improved variants (start-from-the;middle attack and Super-
Sbox cryptanalysis) have much improved the best known attacks on many hash functions,
.especially for AES-based schemes. The attacker may first prepare a differential path and -
then use the available freedom degrees to the most costly part of the trail (often in the
middle) so as to reduce the overall complexity. The costly part may be called the
controlled rounds, while the rest of th¢ trail may be the uncontrolled rounds and they may
be verified probabilistically. The rebound attack and its variants may allow the attacker to
nicely use the freedom degrees 5o that the controlled part may be as big as possible. At
the present time, the most powerful technique in the known-key setting may allow the
attacker to control three rounds and no method is known to control more rounds, even if

the key is chosen by the attacker.
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[00127] In order to ease the analysis, it may be assumed pessimistically that the
attacker may control four rounds, that is one full active big step, with a negligible
computation/memory cost (even if one may find a method to control four AES-like
roundé. in the chosen-key mod¢l, it may not apply here since no key is inserted during
four consecutive rounds). In the case of 64-bit key LED, the _attacker may control two
independent active big steps and later merge them by freely fixing the key value.
Héwever, even in this advantageous scenario for the attacker it may be ensured that at
least two big steps may be active and uncontrolled, and this may seem sufficient to resist
distinguishing attacks. Indeed, for two active big steps of LED, the upper bound for the
best differential path probability and the best linear approximation probability

(respectively the best differential probability and the best linear hull probability) may be
27100 (respectively 2—64).
[00128] For the 128-bit key version, it may be again imagined that the attacker to
“control and merge two éctive big steps with a negligible computation/memory cost. Even
if so, with the same reasoning it may be ensured that at least four big steps will be active |
and uncontrolled, and again this may seem sufficient since for four active big steps of
LED, the upper bound for the best differential path probability and the best linear

approximation probability (respectively the best differential probability and the best
linear hull probability) may be 22> (respectively 2" 2%),

[00129] In the following, integral attacks will be described. The known-key variant of
integral attacks from may be adapted to the LED internal permutation according to

various embodiments. However, this attack may only reach seven rounds with
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complexity 228, which may be worse than what can be obtained with previous rebound-
style attacks.

[00130] In the following, performance and comparison of devices and methods
according to various embodiments will be described. |

[00131] In the following, the hardware implementation according to various
embodiments will be described.

[00132] According to various embodiments, a Mentor Graphics ModelSimXE 6.4b
and Synopsys DesignCompiler A-2007.12-SP1 may be used for functional simulation
and synthesis of the designs to the Virtual Silicon (VST) standard cell library
UMCL18G212T3, which may be based on the UMC L180 0.18_m 1P6M logic process
with a voltage of 1.8 V. A Synopsys Power Compiler version A-2007.12-SP1 may bei
used to estimate the power consumption of ASIC implementations according to various
embodiments. For synthesis and for power estimation, the compiler may be advised to
keep the hierarchy and use a clock frequency of 100 KHz, which may be a widely used
| operating frequency for RFID applications. It is to be noted that the wire-load model
used, though it is the smallest available for this library, still may simulate the wire-load of
a circuit with a size of around 10; 000 GE.

[00133] For describing the hardware efficiency of the LED family according , LED-64
and LED-128 may be implemented in VHDL and their post-synthesis performance may
be simulated. As can be seen in FIG. 1 1, a serialized design according to various

embodiments may include seven modules: MCS, State, AK, AC, SC, Controller,

and Key State.
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[00134] FIG. 11 shows a diagram 1100 illustrating a hardware architecture in
accordance with various embodiments. In 1102 (in the left of FIG. 1 1‘), a serial hardware
architecture of LED is shown, and in 1104 (in the right of FIG. 11), A with its sub-
cofnpénents is shown. |

[00135] ‘ State may include a 4-4 array of flip-flop cells storing 4 bits each. Every
row may constitute a shift-register using the output of the last stége, 1.e. column 0, as the
iﬁput to the first stage (column 3) of the same row and the next row. Using this feedback
functionality ShiftRows may be performed in 3 clock cycles with no additional hardware
costs. Further, since MixColumnsSerial is performed on column 0, also a vertical shifting
direction may be desired for this column. Consequently, columns 0 and 3 may include
flip-flop cells with two inputs (6 GE; GE may stand for,,gate equivalents), while
columns 1 and 2 may be realized with flip-flop cells with only one input (4.67 GE)
[00136] The key may be stored in Key State, which may include a 4-bit wide simple |
shift register of the appropriate length, i.e. 64 or 128. It is to be noted that the absence of
a key-schedule of LED may have two advantages: it may allow 1) to use the most basic,
and thus cheapest, flip-flops (4.67 GE per bit); and 2) to hardwire the key in case no key
update is required. In the latter case additional combinational logic may be desired to
select the appropriate key chunk, which may reduce the savings to 278 GE and 577 GE
for LED-64 and LED-128, respectively. For arbitrary key lengths the area requirements
may grow by 4.67 GE per bit. An LED-80 with the same parameters as PRESENT-80
may thus require approximately 1; 040 GE with a flexible key and only around 690 GE if

we fix the key.
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[00137] MCS may calculate the last row of A in one clock cycle. The result may be
stored in the State module, that is in the last row of column 0, which may have been
shifted upwérds at the same time. Consequenﬂy, after 4 clock cycles the
MixColumnsSerial operation may be applied to an entire column‘. Then the whole state
array may be rotated by oﬁe position to the left and the next célumn may be processed.
As an example of the hardware efficiency of MCS, A may be depicted in the upper and
its sub-components in the lower right part of FIG. 11. In total only 40 GE and 20 clock
cycles may be required to perform MCS, which may be 4 clock cycles slower but 85%
smaller than a serialized implementation ofthe AES MixColumns. Ifit is taken into
account that AES may operate on 8 bits and not like LED on 4 bits, the area savings may
‘be still more than 40%.

[00138] AK may perform the AddRoundKey operation by XORing the roundkey
every fourth round. For this reason the input to the XNOR gate may be gated with a
NAND gate.
| [00139] AC may perform one part of the AddConstant operation by XORing the first
column of the round constant matrix (a simple arithmetic 2-bit counter) to the first
column of the state matrix. For this reason, the input to the XNOR gate may be gated
with a NAND gate. In order to use a single control signal for the addition of the round
constants, which span over the first two columns, the addition of the second column of

the round constant matrix to the second column of the state array may be performed in

the State module.
[00140] SC may perform the SubCells operation and may include a single instantiation

of the corresponding Sbox. According to various embodiments, an optimized Boolean
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representation of the PRESENT Sbox, which only requires 22.33 GE, may be used. It
may take 16 clock cycles to perform AddConstant and SubCells on the whole state.
[00141] Controller may use a Finite State Machine (FSM) to generate all control
signals required. The FSM may include one idle state, one init stéte to load the initial
values, one state for the combined execution of AC and SC, 3 states for ShR (ShiftRows)
and two states for MCS (one for processing one column and another one to rotate the
whqle state to the left). Several LFSR-based counters may be provided: 6-bit for the
generation of the second column of the round constants matrix, 4-bit for the key addition
scheduling and 2-bit for the transition conditions of the FSM. Besides, a 2-bit arithmetic
counter may be provided for the generation of the first column of the round constants

matrix. Its LSB (least significant bit) may also be used to select either the 3 MSB (most

significant bits) rc5|rc4(frc3 or the 3 LSB rcp|re|rco of the 6-bit LFSR-based counter. In

total the control logic may sum up to 199 GE.

-[00142]  According to various embodiments, it may require 39 clock cycles to perform
one round of LED, resulting in a total latency of 1248 clock cycles for LED-64 and 1872
clock cycles for LED-128. The estimated power consumption at a frequency of 100 KHz
and a supply voltage of 1.8V may be 1.67 uW for LED-64 (1.11 uW with a hard-wired
key) and 2.2 uW for LED-128 (1.11 uW). At low frequencies, as for example for low-
cost applications, the power consumption may be dominate‘d by its static part, which may
be proportional to the amount of transistors involved. Furthermore, the power
consumption may strongly depend on the used technology and may greatly vary with the
simulation method. To address these issues and to reflect the time-area-power trade-off

inherent in any hardware implementation a commonly known figure of merit (FOM) may
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be used. In order to have a fair comparison, the power values in Table 2 have been mitted
and only cycles per block, throughput at 100 KHz (in kilo bits per second), the area
requirements (in GE), and FOM (in nano bits per clock cycle per GE squared) are
compared. Table 2 compares our results to previous works, sorte(i after key flexibility
and inc;reasing security levels. As can be seen, the devices acéording to various
embodiments are the smallest when compared to other block ciﬁhers with similar key and

block size.
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key block cycles/ T’put Tech. Area FOM
Algorithm Ref. size size block (@100 KHz) [pm] [GE] [‘jjﬁ_—g};ﬁ]

Flexible Keys

DESL 271 56 64 144 44.4 0.18 1,848 130
LED-64 64 64 1,248 513 0.18 966 55
KLEIN-64 [18] 64 64 N/A N/A 0.18 1,981  N/A
LED-80* 80 64 1,872 342 0.18 1,040 32
PRESENT-80 [38] 80 64 547 11.7 0.18 1,075 101
KATAN64 [11] 80 64 255 251 0.13 1054 226
KLEIN-80 [18) 80 64 N/A N/A 0.8 2,097 N/A
LED-96* 96 64 1,872 342 0.18 1,116 27
KLEIN-96 [18] 96 64 N/A N/A 0.18 2,213  N/A
nCrypton (28] 96 64 13 492.3 0.13 2,681 685
SEA [20] 96 96 03 103 0.13 3,758 73
LED-128 128 64 1,872 342 0.18 1,265 21
PRESENT-128  [35] 128 64 559 11.45 0.18 1,391 59
HIGHT 1] 128 64 34 188 0.25 3,048 203
~ AES [33] 128 128 226 56.64 0.13 2,400 98
DESKL [27] 184 64 144 4.4 0.18 2,168 95

Hard-wired Keys

LED-64 64 64 1,280 513 0.18 688 108
PRINTcipher-48 [25] 80 48 768 6.25 0.18 402 387
KTANTAN64 [11] 80 64 255 25.1 0.13 688 530
LED-80* 80 64 1872 342 0.18 690 72
LED-96* 96 64 1,872 342 0.18 695 71
LED-128 128 64 1,872 342 0.18 700 70

PRINTcipher-96 [25] 160 96 3072 3.13 0.18 726 59

* estimated values.

Table 2. Hardware implementation results of some block ciphers
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[00143] In the following, software implementation will be described.

[00144] Two implementations of LED according to various embodiments have been
made; one for reference and clarity with the second being optimized for performance (by
using table lookups). The measurements were taken on an Intel(R) Core(TM) i7 CPU Q
720 clocked at 1.60GHz. |

[00145] In the optimized implementation, the LED state may be represented as a
single 64-bit word and eight lookup tables each with 28 64-bit entries may be provided.
This may be similar to many AES implementations, except two consecutive nibbles (2_4
bits) may be treated as a unit for the lookup table. Hence SubCells, ShiftRows and
MixColumnsSerial may all be achieved using eight table lookups and XORs.
Overall, it may be desired to access 8 x 32 x 2 =512 32-bit words of memory (or 8§ x 32 =
256 64-bit words of memory). In contrast, an AES implementation with four tables of 28
entries may require (16+4) x 10 = 200 accesses. This may suggest that LED-64 according
to various embodiments may be about 2.5 times slower than AES on 32-bit platforms
.with table-based implementations, and similarly LED-128 according to various

embodiments may be 3.8 slower than AES, which may be consistent with measurements

carried out.
reference implementation table-based implementation
LED-64 7154 cycles /byte 57 cycles/byte
LED-128 9410 cycles/byte 86 cycles/byte

Table 3. Software implementation results of LED.
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[00146] In the above, the block cipher LED according to various embodiments has
been described. According to various embodiments, devices and methods may be used in
constrained hardware implementations and may provide one of the smallest block ciphers
in the literature for comparable choices of parameters while striving to maintain a
compet_itive' performance of the method.

[00147 } Inthe following, round constants according to various embodiments will be

described. The generating methods of the round constants have been described above.

Below are the list of (rc5; rcq; re3; rep; req; req) encoded to byte values for each round,

with rcy being the least significant bit.

Rounds Constants

1-10 (o1, 03, o7, OF, IF, 3E, 3D, 3B, 37, 2F
11-20 |1E, 3C, 39, 33, 27, OE, 1D, 34, 35, 2B
21-30 |16, 2C, 18, 30, 21, 02, 05, OB, 17, 2E
31-40 |1C, 38, 31, 23, 06, 0D, 1B, 36, 2D, 1A
41-48 |34, 29, 12, 24, 08, 11, 22, 04

[00148] In the following, test vectors according to various embodiments will be

described. Test vectors for LED with 64-bit and 128-bit key arrays are given below.
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plaintext key ciphertext
0000[0000 EFBB
0000|0000 BD 6D
0000[0000 3688
LED.64 0000|0000 8999
0123(0123 FDDS6
4567|4567 FB9S
89AB|[89AB 45F8
CDEF|CDEF 14686
0000|0000 0000 [1650
0000(0000 0000 (B230
0000|0000 0000 [E8S8FS9
LED198 0000|0000 0000 |28BB
0123/0123 0123 |3131
45674567 4567 |[C231
89AB|89AB 89AB [2065
CDEF|CDEF CDEF |366

[00149] In the following, devices and methods according to various embodiments,
which may be referred to as the “PHOTON Lightweight Hash Functions Family”, will be
described.

[00150] RFID security is currently one of the major challenges cryptography has to
face, oﬁeﬁ solved by protocols assuming that an on-tag hash function is available.
According to various embodiments, the PHOTON lightweight hash functions family is
provided, available in many different flavors and suitable for extremely constrained
devices such as passive RFID tags. Various embodiments use a sponge-like construction

as domain extension method (or algorithm) and an AES-like primitive as internal
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unkeyed permutation. This may allow to obtain the most compact hash function known
so far (about 1120 GE for 64-bit collision resistance security),‘reaching areas very close
to the theorétical optimum (derived from the minimal internal state memory size).
Moreover, the speed achieved by PHOTON also may compare to its competitors. This
may b¢ mosﬂy due to the fact that unlike for previously prop}oised schemes, various
embodiments are very simple to analyze and tight AES-like bounds on the number of
active Sboxes may be derived. This kind of AES-like primitive is usually not well suited
for ultra constrained environments, but according to various embodiments, a new method
for generating the column mixing layer in a serial way is provided, lowering drastically
the area required. Furthermore, the sponge framework is extended in order to offer
interesting trade-offs between speed and preimage security for small messages, the
classical use-case in hardware.
[00151] RFID tags may be likely to be deployed widely in many different situations of
everyday life and they may represent a great business opportunity for various markets.

| However, this rising technology also may provide new security challenges that the
cryptography community has to handle. RFID tags may be used to fight product
counterfeiting by authenticating them and on the other hand, it may be desired to
guarantee the privacy of the users.
[00152] These two security aspects have already been studied and, interestingly, in
most of the privacy-preserving RFID protocols proposed, a hash function is required.
Informally, such a primitive is a function that takes an arbitrary length input and outpvuts a
fixed-size value. While no secret is involved in the computation, one would like that

finding collisions (two distinct messages hashing to the same value) or (second)-
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preimages (a message input that hashes to a given challenge output value) is

computationally intractable for an attacker. More precisely, for an n-bit ideal hash
.. ' n/2 n . .
function it may be expected to perform between 2~ and 2° computations in order to find

a collision and a (second)-preimage respectively. While not as mature as block-ciphers,
the research on hash functions saw a rapid development lately, mainly due to the recent
groundbreaking attacks on standardized primitives. At the present time, most of the
attention of the symmetric key cryptography academic community are focused on the
SHA-3 competition organized by NIST, which should provide a potential replacement of
the MD-SHA family.

[00153] In parallel, nice advances have also been made in the domain of lightweight
symmetric key primitives in the last years. Protocol designers now have at disposal
PRESENT, a 64-bit block-cipher with 80-bit key whose security has already been much
analyzed and that can be as compact as 1075 GE. Stream-ciphers may not be outcast with
‘implementations with 80-bit security requiring about 1300 GE and 2600 GE reported for
GRAIN and TRIVIUM respectively, two candidates éelected in the final eSSTREAM
hardware portfolio. However, the situation is not as bright in the case of hash functions.
[00154] The community lacks very compact hash functions. Standardized primitives
such as SHA-1 or SHA-2 are much too large to fit in very constrained hardware (8120
and 10868 GE for 80 and 128-bit security respectively) and even compact-oriented
proposals such as MAME require 8100 GE for 128-bit security. While hardware may be
an important criteria in the selection process, one can not expect the SHA-3 finalists to be
much more compact. At .the present time, the most compact SHA-3 finalist is KECCAK

for which 20000 GE implementations have been reported for 128-bit security (smaller
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versiéns of KECCAK that have not been submitted to the competition provide for
example 64-bit security with 5090 GE). It is to be noted that a basic RFID tag may have a
total gate coﬁnt of anywhere from 1000 to 10000 gates, with only 200 to 2000 gates
budgeted for security.

[00155] This compactness problem in hash method may be partly due to the fact that it
widely depends on the memory registers required for the computation. Most hash
functions proposed so far are software-oriented and output at least 256 bits in order to be
out of reach of any generic collision search in practice. While such an output size may
make sense where high level and long-term security are needed, RFID use-cases could
bear much smaller security parameters. For example lightweight hash functions may be
instantiated using literature-based constructions with the compact block-cipher
PRESENT. With SQUASH, Shamir proposed a compact keyed hash function inspired by
the Rabin encryption scheme that processes short messages (at most 64-bit inputs) and
that provides 64 bits of preimage security, without being collision resistant. Furthermore,
’the hash function QUARK has been published, using sponge functions as domain
extension method, and an internal permutation inspired from the stream-cipher GRAIN
and the block-cipher KATAN. Using sponge functions as operating mode may be another
step towards compactness. Indeed, classical n-bit hash function constructions like the
MD-SHA family may utilize a Merkle-Damgard domain extension method with a

compression function h built upon an n-bit block-cipher E in Davies-Meyer mode

(h(CV;K) = EK(CV) €& CV). Avoiding any feed-forward like for sponge constructions

may save memory registers at the cost of an invertible iterative process which induces a
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lower (second)-preimage security for the same internal state size. All in all, designers
may desire to deal with a trade-off between security and memory requirements.

[00156] According to various embodiments, a hardware-oriented hash functions
family (which may be called “PHOTON”) may be provided. It m‘ay be chosen to use the
sponge functions framework in order to keep the internal memory size as low as possible.
However, the squeezing process of sponge functions may be really slow in practice when
one would like to hash small messages. Therefore, this framework has been extended so
as to provide very interesting trade-offs in hardware where hashing small messages is the
classical use-case. The internal permutations of PHOTON may be seen as AES-like
primitives especially derived for hardware: a columns mixing layer according to various
embodiments may be computed in a serial way while maintaihing optimal diffusion
properties. Overall, as shown in Table 8 below, not only PHOT ON may be easily the
smallest hash function known so far, but it may also achieve excellent area/throughput
trade-offs.

>[00157] In terms of security, it may be interesting to use AES-like permutations as all -
the previous cryptanalysis performed on AES and on AES-based hash functions may be
fully leveraged. Moreover, very simple bounds on the number of active Sbhoxes for 4
rounds of the permutation may be deriyed. These bounds being tight, it may confidently
be set an appropriate number of rounds that ensures a comfortable éecurity margin.
[00158] In the following, deSign choices according to various embodiments will be
described. |
[00159] In tag-baséd applications, high security primitives, such as a 512-bit output

hash function, may not be required. In contrary, 64 or 80-bit security may often be
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appropriate considering the cost of an RFID tag. Moreover, a designer may use exactly
the level that he expects from his primitive, so as to avoid any waste of area or computing
power. This. may be the reason why to chose to precisely instantiate several security
1e§els for PHOTON, ranging from 64-bit preimage resistance security to 128-bit collision
resistance security.

[00160] In the following, extended sponge functions will be described.

[00161] Sponge functions have been introduced as a way of building hash functions
from a fixed permutation (later more applications were proposed). The intemnal state S,
composed of the c-bit capacity and the r-bit bitrate, may be first initialized with some
fixed value. Then, after having appropriately padded the message to hash, one simply and
iteratively may process all r-bit message chunks by xoring them to the bitrate part of the
internal state and then applying the (¢ + r)-bit permutation P. Once all message chunks
have been handled by this absorbing phase, one successively ﬁay output r bits of the final
hash value by extracting r bits from the bitrate part of the internal state and then applying
| the permutation P on it (which may be referred to as squeezing process).

[00162] A sponge function may have proven to be indifferentiable from a random

2 . . . .
oracle up to ZC/ calls to the internal permutation P. More precisely, for an n-bit sponge
hash function with capacity ¢ and bitrate r, when the internal primitive is modeled as a

. . . A02 . c/2 .. .
random permutation, one may obtains min{2 2° } as collision resistance bound and

. 2 . . . '
m1n{2n; 20/ } as (second)-preimage bound. However, in the case of preimage, there may

exist a gap between this bound and the best known generic attack. Therefore, the

following complexities may be expected in the generic case (The 2" term for preimage
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may come from the fact that in order to invert the hash function, the attacker will have to

invert the squeezing process. The best known generic attack to solve this “multiblock
. . C . n-r .
constrained-input-constrained-output problem" requires 2~ computations):

- Collision: ‘min {2n/2; 2d2};

- Second-preimage: min { 2n; 20/2 }; and

- Preimage: min{2"; max {2"; ZC/Z} }

[00163] Moreover, sponge functions may be used as a Message Authentication Code

with MACK(M) = H(K|[M), where K 0 {0; 1}k may stand for the key and M for the

message. It has been shown that as long as the amount of message queries is limited to 2*

with a << ¢/2, then no attack better than exhaustive key search may existifc =k +a+ 1.
[00164] Sponge functions may be chosen in order to minimi.ze the amount of memory
registers in hardware since they offer speed/area trade-offs. Indeed, the only memory
.required for the internal state is ¢ + r bits, whi_le for a classical Davies-Meyer construction
using an m-bit block cipher with a k-bit key input one needs to store 2m + k bits because
of'the feed-forward. For an equivalent collision security level (m = ¢) and by minimizing
the area (r and k are very small), the sponge function may require only about halve the
memory.
- [00165] However, sponge functions may also possess some drawbacks for hardware
scenarios. For example, in order to minimize the memory area, a sponge with a capacity
equal to the hash output size, and a very small bitrate may be chosen. It has been

identified that in most RFID applications the user will not hash a large amount of data,
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i.e. in general less than 256 bits. Consider for example the electronic product code (EPC)
number, which is a 96-bit string that is meant to identify globally any tag/product. In this
case of smail messages, sponge functions with a small bitrate r may be slow since one
needs to call (n/r]-1) times the internal permutation to complete .the final squeezing
process. This may for example be the case with QUARK, thatv has a throughput of 1.47
kbps for very long messages which drops to 0.63 kbps for 96-bit inputs. To summarize,
sponge functions in fact may provide area/ small message speed trade-offs.

[00166] Various embodiments avoid this issue by extending the sponge framework by
allowing the number r of bits extracted during each iteration of the squeezing process to
be different than the bitrate r’. This is depicted in FIG. 12.

[00167] FIG. 12 shows a diagram 1200 illustrating a framework in accordance with
various embodiments. In the diagram of the extended sponge framework, the domain
extension method used by the PHOTON hash functions family, absorbing is illustrated in
1202, and squeezing is illustrated in 1204.

[00168] Increasing r’ may directly reduce the time spent in the squeezing process, but
may also reduce the preimage security. On the contrary, decreasing r’ may improve the
preimage bound at the cost of a speed drop for small messages. As long as the preimage
security remains in an acceptable bound, this configuration may be very interesting in
most scenarios where tiny inputs only are to be hashed. More precisely, in this model
according to various embodiments, the best known generic attacks require the following

amount of computations:

- Collision: min{2n/2; 20/2};

- Second-preimage: min {2n; 20/2} ; and
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- Preimage: min {2n; max {2n-r ; 2C/2} }

and now there may be at disposal an area/ small message speed/ preimage security trade-
off.

[00169] In most tag-based applicationé the collision resistance may not be a
requirement, while the one-wayness of the function must be ensured. However, as
described above, the sponge constructionvdoes not maintain the preimage security at the
full level of its capacity c. This may be due to the output process of the sponge operating
mode. Of course, performing a Davies-Meyer like feed-forward just after the final
truncation would do the job, but that may also double the memory area required (which
may be what is to be avoided). The nice trick of squeezing in the sponge functions
framework may allow to avoid any feed-forward while somehow rendering the process
non-invertible, up to some extend (see commonly used multiblock constrainéd-input
constrained-output problem). One solution to reach the full capacity preimage security
‘may be to add one moré squeezing iteration, thus increasing the output size of the hash by
r’ bits. Then, the best known generic preimage attack for this (n + r)-bit hash function

may run in

min{?n""'r’, max{2",2%}} > 2",
[00170] According to various embodiments, the extended sponge mode;l may offer
area / small message speed /preimage security / hash output size trade-offs and this
flexibility may be kept so that the PHOTON function may be adapted to the use-case that
is to be handled. In any case, the exemplary shape ofthe extended sponge for PHOTON

may be a capacity ¢ equal or slightly larger than the hash output n and a very small bitrate
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r. The output bitrate r* may be the same as r, unless it is looked for better preimage
security (by reducing r’) or improving the small message efficiency (by increasing r°).
[00171} In the following, an AES-like internal permutation according to various
erﬁbodiments will be described.

[00172] An AES-like function may be defined to be a fixed key permutation P applied

. 2 . .
on an internal state of d ~ elements of s bits each, which can be represented as a (d - d)

matrix. P may be composed of Ny rounds, each containing four layers as depicted in

FIG. 13: AddConstants (AC), SubCells (SC), ShiftRows (ShR), MixColumnsSerial
(MCS).

-[00173])  FIG. 13 shows a flow diagram 1300 illustrating one round of a PHOTON
permutation according to various embodiments. In 1302, AddConstants is illustrated, in
1304, SubCells 1s illustrated, in 1306, ShiftRows is illustrated, and in 1308,
MixColumnsSerial is illustrated.

'[00174] Informally, AddConstants may include adding fixed values to the cells of the
internal state, while SubCells may apply an s-bit Sbox to each of them. ShiftRows may
rotate the position of the cells in each of the rows and MixColumnsSerial may linearly
mix all the columns independently.

[00175] AES-like permutations according to various embodiments may o ffer much
conﬁdence in the design strategy as one can leverage previous cryptanalysis works done
on AES and on AES-like hash functions. Moreover, AES-like permutations may allow to
derive very simple proofs on the number of active Sboxes over four rounds of the
primitive. More precisely, if the rﬁatﬁx underlying the MixColumnsSerial layer is

Maximum Distance Separable (MDS), then one may immediately show that at least
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(d+1)2 Sboxes will be active for any 4-round differential path. This bound may be tight,

and there are already known differential paths with only (d+l)2 active Sboxes for four

rounds (which will be use below for security analysis purposes). Moreover, it is to be
noted that the permutations according to various embodiments are fixed-key, so related-
key attacks or any issue that might arise from the constructioh of a key-schedule may be
getrid of.

[00176) In the following, AddConstants according to various embodiments will be

described. The constants may have been chosen such that each of the Ny round

computations are different, and such that the classical symmetry between columns in
'AES-like designs may be destroyed (without the AddConstants layer, an input with all
columns equal may maintain this property through any number of rounds). Also, the
round constants may be generated by a combination of very compact Linear Feedback
Shift Registers. For performance reasons, only the first column of the internal state may -
be involved.

[00177] In the following, SubCells according to various embodiments will be
described. According to various embodiments, the Sboxes show good hardware quality.
4-bit Sboxes may be very compact in hardware while the acceptable upper limit on the
cell size is s = 8. It may be desired to avoid to use an Sbox size s which is odd, because
this may leads to odd message Block size or capacity when d is also odd. This may leave
s = 4; 6; 8, but reusing some already trusted and well analyzed components may increase
the confidence in the security of the scheme and may save a lot of time for cryptanalysts.

Finally, two types of Sboxes may be used: the 4-bit PRESENT Sbox SBOXPRE and the
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8-bit AES Sbox SBOXAES, the latter being only utilized for high security levels (at leagt
128 bits of collision resistance). It is to be noted also that s = 4; 8 may allow simpler and
faster software implementations.
[00178] In the following, ShiftRows according to various emBodiments will be
described. The choice of the ShiftRows constants may be very simple for PHOTON since
the internal state may always be a square of cells. Therefore, row i may classically be
rotated by i positions to the left.
[00179] In the following, MixColumnsSerial according to various embodiments will
be described. The matrix underlying the AES MixColumns function may be a circulant
matrix with low hamming weight coefficients. Even if those coefficients and the
‘irreducible polynomial used to create the Galois field for the AES MixColumns function
have been chosen so as to improve the hardware footprint of the cipher, it may not be
implemented in an extremely compact way. One of the main réason may be that the byte-
serial implementation of this function is not compact. Said in other words, if we write the
| AES MixColumns matrix as the composition of d operations each updating a single byte -
at a time in a serial way, then the coefficients of these d matrices may be very bad for
small area implementations.
[00180] In order to solve this issue, the problem may be took the other way round. Let
A be the matrix that updates the last cell of the column with a linear combination of all of
them and then rotates the column cells by 1 position towards the top. The
MixColumnsSerial layer according to various embodiments may be composed of d

applications of this matrix to the input column vector. More formally, let

X = (x0s.- .,xd_l)T be an input column vector of MixColumnsSerial and
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Y = (¥0,--.,Yd-1 )T be the corresponding output. Then, we have Y = Ad x X, where A is a

(d x d) matrix of the form:
(o 1 o o - 0 0 0 0 )
0 0 0
A= o 0 0 0 --- 0 1 0
0 0 0 0 0 0 1
0 0 0 0 0 0 0 1
\ 20 Z1 Za» Zz - Zi-4 Zi-3 Zd-2 Zd—l)

~where coefficients (Z,...,Zd-1) may be chosen freely. By CircSerial(Zy,...,Z4-1) such a

matrix may be denoted. It is desirable that the final matrix Ad is MDS, so as to maintain

as much diffusion as for the AES initial design strategy. For each square size d that may

be picked according to various embodiments of PHOTON, MAGMA may be used to test

all the possible values of Zy),...,Z4-1 and the most compact candidate making Ad an MDS

matrix may be picked. Furthermore, the irreducible polynomial with compactness may be
chosen as main criterion.

[00181] For design strategy comparison purposes, the AES case may be taken as an
example. By using the mixing layer design method according to various embodiments, it
may be possible to find the matrix A = CircSerial(1; 2; 1; 4) which gives the following

MDS final matrix:
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0 1 0 0 1 2 1 4

(A = 0 0 1 0 _ 4 9 6 17
-0 0 0 1 17 38 24 66

1 2 1 4 66 149 100 11

[00182] Thé smallest AES hardware implementation may require 2400 GE, for which
263 GE are dedicated to MixColumns. It may be possible to implement MixColumns of
AES in a byte-by-byte fashion, which may require only 81 GE to calculate one byte of
the output column. However, since AES uses a circulant matrix, at least three additional
8-bit registers (144 GE), may be required to hold the output, plus additional control logic,
which may increase the area requirements significantly. That is why usually a serial
‘MixColumns is not used, but rather one column is processed at a time.

[00183] Itisto be noted that in generél the choice of non-zero constants for any d x d
MDS matrix on s-bit cells may have only a minor impact of the area consumption, since a
multiplication by x consists of w XOR gates, where w denotes the Hamming weight of
‘the irreducible polynomial used. At the same time, (d-1) - s XOR gates may be required
to sum up the d individual terms of s bits each. Multiplying with the constants above
accounts for only 21.3 GE out of the 74 GE required. In fact, the efficiency of the
approach according to various embodiments lies in the shifting property of A, since this
allows to re-use the existing memory with neither temporary storage nor additional
control logic required.

[00184] Allin all, using the approach according to various embodiments may provide
a tweaked AES cipher with the very same diffusion properties as the original one (the
matrix being MDS), but that can fit in only 2210 GE, a total saving of around 8%.

Moreover, for the deciphering process, a slightly modified hardware may be used in order
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to unroll the MixColumnsSerial, further reducing the area footprint of such a PHOTON-
based cipher. |

[00185] One may think that the software implementations may suffer from this new
layer. While the goal is to make a hardware-oriented primitive, it- is to be remarked that
most AES software implementations are precomputed tables-based (applying both the
Sbox and the MixColumns coefficients at the same time) and the very same method may
be applied to PHOTON. This may be confirmed by a software implementations, whose
benchmarks are given further below.

[00186] In the following, the PHOTON Hash Function Family according to various
embodiments will be described.

'[00187] In the following, the PHOTON family of hash functions according to various
embodiments will be described. Each variant will be fully defined by its hash output size
64 <n <256, its input and its output bitrate r and r’ respectively. Therefore each function
is denoted PHOTON-n/r/r’. The intemal state size t = (¢ + r) may depend on the hash

output size and may take only 5 distinct values: 100, 144, 196, 256 and 288 bits. As a

consequence, only 5 internal permutations P¢ may be defined, one for each internal state

size.
[00188] In order to cover a wide spectrum of applications, five different flavors of
PHOTON may be provided, one for each internal state size: PHOT ON-80/20/16,

PHOTON-128/16/16, PHOTON-160/36/36, PHOTON-224/32/32 and PHOTON-
256/32/32 may use internal permutations P100, P144, P196, P256 and P2gg respectively.

It is to be noted that the first proposal is special in the sense that it is designed for the
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specific cases where 64-bit preimage security is considered to be sufficient (By sponge
keying and using a commonly known security bound, PHOTON-80/20/16 also may
provide a secure 64-bit key MAC as long as the number of messages to be computed is

lower than 215. For a secure 64-bit key MAC handling more messages (up to 227), one

may for example go for a very similar PHOTON-80/8/8 version that also uses P1(. This

version with capacity ¢ = 92 may require the same area as PHOTON-80/20/16 but may
be slower.). In contrary, the last proposal may provide a high se;:urity level of 128-bit
collision resistance, thus making it suitable for generic applications.

[00189] In the following, the domain extension method according to various
embodiments will be described.

[00190] The message M to hash may be first padded by appending a “1" bit and as

many zeros (possibly none) such that the total length is a multiple of the bitrate r and

finally 1 message blocks my,...,mj-] of bits each may be obtained. The t-bit internal

. o ' -24
state S may be initialized by setting it to the value Sg =1V = {O}t 2 IIn=4||r||r’, where ||

may denote the concatenation and each value may be coded on 8 bits. For
implementation purposes, it may be noted that each byte may be interpreted in big-endian

form.

[00191] Then, as for the classical sponge strategy, at iteration i the message block m;
may be absorbed on the most significant part of the internal state S; and then the

permutation P, may be applied, ie. Si+1 =P«(Si P (m“{O}C)).
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[00192] Once all 1 message blocks have been absorbed, the hash value may be built by
concatenating the successive r’-bit output blocks z; until the appropriate output size n is
reached:

hash = zgl|...||zir_1
where I’ may denote the number of squeezing iterations, that is I’ =[n/r’ | - 1. More

precisely, zj may be the r’ most significant bits of the intemal state S}+j and one may
have Sp+i+1 = P(Si+1) for 0 <i <1’. If the hash output size is not a multiple of r’, one may

truncate z]>.1 to n mod r’ bits.

[00193] In the following, the internal permutations according to various embodiments

will be described.
[00194] The internal permutations Pt may be defined, where t O [100; 144; 196; 256;
288). The intemnal state of the Ny-round permutation may be viewed as a (dxd) matrix of

s-bit cells and the corresponding values depending of t are given in Table 4. It is to be

noted that a cell size of 4 bits may be used, except for the largest version for which 8-bit

cells may be used, and that the number of rounds may always be Ny = 12, whatever the

value of t may be. The internal state cell located at row i and column j may be denoted

S[i; j] with 0 <i, j <d.
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I ” 2 l d ] s | N, ” IC() ” trr. polynomial ] Z; coeffictents ]
Pup || 100 [ 5| 4| 12 [6,1,3,8,4] x+1 {1,2,9,9,2)
Py || 14416141 12 [6,1,3,7,6,4] z+1 {1,2,8,5,8,2)
| P || 196 | T (4] 12 i0,1,2,5,3,6,4] z+1 (1,4,6,1,1,6,4)
Ps || 256 18| 4|12 [0,1,8,7,15,14,12, 8] z+1 1{2,4,2,11,2,8,5,.6)
Py |l 288168112 [0,1.3,7,6,4] e+l (2,3,1,2,1,4)

Table 4. The parameters of the internal permutations Pt.

[00195] One round may be composed of four layers (see FIG. 13): AddConstant (AC),
SubCell (SC), ShiftRows (ShR) and MixColumnsSerial (MCS).

[00196] In the following, AddConstant according to various embodiments will be
described. At round number v (starting the counting from 1), first a round constant RC(v)

to each cell S[i; 0] of the first column of the internal state may be xored. Then, distinct

internal constants IC4(i) to each cell S{i; 0] of the same first column may be xored.

Overall, for round v one may have S’[1,0] = S[i,0] & RC(v) & ICd() for all 0 <i <d.
[00197] The round constants may be RC(v) = [1, 3; 7,14,13,11,6,12,9,2, 5, 10].
The internal constants may depend on the square size d and on the row position i. They
are given in Table 4. Further below, all the constants for all square sizes, round numbers,
row povsitions and how they have been generated will be given.

[00198] In the following, SubCells according to various embodiments will be
described. This layer may apply an s-bit Sbox to each of the cells of the internal state, i.e.

S’[1, j] = SBOX(S[1, j]) for all 0 <1, j <d. In the case of 4-bit cells, the PRESENT Sbox

SBOXpRE may be used while for the 8-bit cells case the AES Sbox SBOXAES may be

used. Both are given further below.
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[00199] In the following, ShiftRows according to various embodiments will be
described. As for the AES, for each row i this layer may rotate all cells to the left by i
column positions. Namely, S’[i,j]=S[i, (j +i) mod d] for all 0 <i;j<d.

[06206] In the following, MixColumnsSerial according to various embodiments will

be described. The final mixing layer may be applied to each of the columns of the

internal state indepéndently. For each column j input vector (S[0, j],..., S[d-1, j])T , the
matrix At =CircSerial(Z,..., Z4-1) may be applied d times. That is, for all 0 <j < d
(810,4), -, S'Td = 1,7)T = AL x (S[0, 1, .., Sld — 1,47
»Where the coefficients Zy,..., Z4-] are given in Table 4. In the case of 4-bit cells, the
irreducible polynomial , x4 + x + 1 ,may be chosen, while for the 8-bit case the AES one,

. 8§ 4 3 . .
ie.x +x +x +x+ 1 maybe chosen. The matrices At together with the overall
MixColumnsSerial matrices A§ for each internal state size t are given further below.

Note that all Adt matrices are Maximum Distance Separable. One may wonder why we it

is not proposed a version with d = 9 and s = 4. The reason is that there is no matrix
fulfilling the desired “serial MDS" properties for those parameters, whatever the
irreducible polynomial chosen.

[00201] In the following, security analysis of devices and methods according to
various embodiments will be described.

[00202] The sponge-like domain extension method according to various embodiments

may allow to fully trust the security of the PHOTON hash function as long as the internal
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permutation P; does not present any structural aw whatsoever. In other words, the

cryptanalysis work may be made easy since in order to cover any instantiation of

PHOTON, one just has to study the security of the five internal permutations P10, P144,

P196, P256 and P2gg. It is to be noted that we do not have to-consider an adversary

bounded to 2" computations, since for the flat sponge claim no resistance is provided for
.. c/2 . .o .
attacks requiring a workload of more than 2~ operations. To be exact, it is not provided

. . /2 . . . . .
a little bit more than 2° security for preimage resistance, so in the case of PHOTON it
‘only the internal permutation may be desired to be indistinguishable from a randomly
. . t n-r’ _.c/2 .
chosen permutation on the same domain {0,1} up to max{2 ,2 '} operations.

[00203] The PHOTON hash function security may be extremely conservative: a
number of rounds may be chosen with a comfortable security margin such that this

'assumption on the internal permutations may be fulfilled. However, even if any attacker

could find a structural flaw on Pt, may not be likely to become an issue for the whole

hash function. This argument may be true for a “small-r" sponge-like shape according to
varioué embodiments. Indeed, the amount of freedom dégrees available at the input of
each internal permutation call during the absorbing phase may be extremely small. Thus,
even if a aw is found for the interal permutation, the amount of freedom degrees may be
so thin that utilizing this flaw will very likely turn out to be intractable. The utilization of

freedom degrees has always be one the most powerful cryptanalyst tool (for MD-SHA
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family of hash functions or even for sponge-like hash functions), thus reducing as much
as possible this ability may greatly increase the confidence in PHOTON's security.
[00204] The PHOTON hash function may be very simple to analyze so as to make the

cryptanalyst work as easy as possible. In the following, different attack scenarios will be

described for the internal permutations P¢, in which the attacker may be considered to

have all freedom degrees possible, that is all t bits of internal state.

[00205] In the following, differential/linear cryptanalysis will be described.

[00206] PHOTON's intemal primitives may be AES-like permutations. Therefore, by
reusing the work done in the past years on AES, it may be easy to compute a bound on
the best differential path probability (where all differences on the input and output of all
rounds may be specified) or even the best differential probability (where only the input
and output differences may be specified).

[00207] A bound on the number of active Sboxes (i.e. Sboxes with non-zero
difference) may be obtained for four rounds of the PHOTON internal permutation by
simply adapting a wide-trail strategy to the parameters according to various

embodiments: since matrices underlying the MixColumnsSerial layer according to
various embodiments are MDS, at least (d + 1)2 Sboxes may be active for any non-null

differential path. It is to be noted that this bound may be tight since it may be known

four-round differential paths with (d + 1)2 active Sboxes, as will be described further

below. As the best differential probability of the PRESENT Sbox is 2_2, and for the AES

Sbox it is 2-6, it may be deduced that the best differential path probability on four rounds
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2.(d+1)2

of an internal permutation of PHOTON is upper bounded by 2 when s = 4 and by

2
2_6'(d+1) when s = 8.

[00208] Since the diffusion in PHOTON may be achieved with 2 rounds, a simple
freedom degrees utilization (like commonly known for SHA-0) may be likely to allow
th¢ control of two founds. However, as shown further below, more involved methods
were recently introduced that may allow to control up to three rounds. Even if it may be

considered that those methods can someday be pushed up to four rounds, this may not

. . . 2 .
endanger Py since eight rounds provide at least 2-(d + 1) active Sboxes. Therefore the

2
best differential path on eight rounds has probability upper bounded by 2—4'(d+1) < 2_t

A12:(d+1)?

when s =4 and by 2 <2 whens=8.

[00209] It also can be shown that the maximum differential probability for 4 rounds of

‘a PHOTON internal permutation is upper bounded by

2% -1 2*—1
] Sy dHl Srs . \1d+1
max max jE:I {DP”(u,;)}*"", max . ngl {DP~(j,u)}

1<u<2s — 1<€u<25—

where DPS(i; j) may stand for the differential probability of the Sbox to map the

difference i to j.
[00210] The duality between linear and differential attacks may allow to apply the.
same approaches to compute a bound on the best linear approximation or even the best

linear hulls. In Table 5, the upper bounds on the best differential path probability, the best
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differential probability, the best linear approximation probability and the best linear hull

probability for four rounds of the five PHOTON permutations are summarized.

” Pyoo I Pryy I Pigg Lsts; | Pogs ‘
* differential path probability || 2772 | 2798 | 27128 | 9162 | 92N

differential probability Q80 [ 9=72 | =98 [ 9-128 | 5246
2—72 2—98 2—1'28 2—162 2—294

linear approximation probability
linear hull probability Q=80 [ 9=72 1 9-98 | 9—128 1 9-23

Table 5. Upper bounds on the best differential path probability, best differential
probability, best linear approximation probability and best linear hull probability for four

rounds ofthe five PHOTON intemal permutations.

[00211] Another important security argument may also be applicable to PHOTON: the
internal permutations may be fixed and allow no key input. Of course, this may come at a
cost of lowered efficiency, but on the other hand it may avoid any attack leveraging a
‘weakness in the key schedule. This may be 'important as it was shown that such a control
can lead for example to theoretical attacks against AES-192 and AES-256 in the related-
key model, or distinguishers for the full WHIRLPOOL compression function.

[00212] In the following, rebound and super-Sbox attacks will be described.

[00213] The original rebound attack and its improved variants (start-from-the-middle
attack and Super-Sbox cryptanalysis) have been introduced recently and provide the
currently best known methods to analyze AES-like permutations in a hash functions
setting, where no secret is involved. It therefore may be important to test what is the

resistance of the PHOTON hash functions regarding those new tools.
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[00214] At the present time, in order to distinguish a fixed-key AES-like permutation
from an ideal one, the best results may be obtained by using a non-full active differential
path, while the freedom degrees will be utilized in a Super-Sbox fashion. This may allow
to reach 8 rounds and in FIG. 14 the differential path considered ére given.

[00215]  FIG. 14 shows a flow diagram 1400 illustrating a method accdrding to various

embodiments. An 8-round differential path for PHOTON internal permutations is shown,
for example the case d = 8, an = nLout = nROut =5 and an =4.In 1402, the input data

may be shown, in 1404 the data after round 1, in 1406 the data after round 2, in 1408 the
data after round 3, in 1410 the data after round 4, in 1412 the data after round 5, in 1414
the data after round 6, in 1416 the data after round 7, and in 1418 the data after round 8.
[00216] It is to be noted that this trail may actually be meeting the bound on the
minimal number of active Sboxes for four rounds (round 3 to round 6), thus confirming
its quality. Moreover, this trail may perfectly fit for a rebound-kind of attack, since most
-ofits complexity is located at the same place, right in the middle of the path, which may

allow the attacker to concentrate all available freedom degrees on this precise part.

[00217] A commonly known non-full linear framework may be extended: an may be
called the number of active Shoxes after application of the first round and nLout after the

second in the path from FIG. 14. Identically, an and nRom may denote the number of

active Sboxes after application of the fifth and sixth rounds respectively. Because of the
MBDS property there may be the constraints that

ng¥+ni? > d+1, n*+n% > d+1
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and
nit+ngt > d+1
By using the commohly known freedom degr_ees counting method, it may be checked that
gs(np 0" +ng +ngt ~2d)
solution paifs can be found for this differential path. This may always be greater to one if
the previous constraints are fulfilled. Mofeover, with the tweaked Super-Sbox method, a

solution may be found with one operation on average for the 3 controlled round in the
middle (depicted in dashed lines) and with a very limited minimal cost of 2°

computations and memory. Overall, obtaining a solution for the complete path will cost

the attacker

oul’.—)

9s(2d—ni" —n%
operations because of the uncontrolled differential transitions in round 2 and 6.
Considering the limited-birthday paradox problem, with a generic method (modeling the
-permutation as a black box) a solution pair may be found with the same input/output
properties with
max{Qsd(d—-n}J")ﬂ’ Qsd(d—n‘,’?"‘}/2= gsd(d—njy —n‘,’;‘)}
computations.

[00218]) According to various embodiments, the best an, nLout, an, nROUt values

may be chosen in order to minimize the distinguishing attack cost and the results are

given in Table 6. As long as they satisfy the constraints, nLout and an may have no

impact on the complexity except for the controlled part (which always may be ensured to
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have a minimal cost of 25). Moreover, is may be observed that the best results may be

obtained when an = nROUt. Overall, all versions of PHOTON may provide a very

cofnfoftable security margin against state-of-fhe-alt rebound-stylé attacks since only 8
rounds can be reached. It is to Be noted that there is no key input for the PHOTON
internai permutation and this may avoid any potential improvement based on .a weak key
schedule or by the increased amount of freedom degrees provided by the key. Moreover,
the recently introduced internal differential attack that was applied on Grgst1 may not
work here since only one single internal permutation may be used (whereas the internal

differential attack looks for properties between two very related permutations).

Pioo | Piaa | Pios | Pose | Poss
ni, ngt 4 5 6 7 5
computations || 2% | 28 | 28 | 28 | 2%
memory 2t | 2t | 2t | 2t | 28
generic 210 | 912 [ ol | 516 | 9l

Table 6. Computation and memory complexities of the application of rebound-like
attacks to the internal permutations of PHOTON. The attacks allow to distinguish 8

rounds of the permutation from an ideal permutation of the same size.

[00219] In the following cube testers and algebraic attacks for devices and methods
according to various embodiments will be described.
[00220] The most recent developed cube testers and its zero-sum distinguishers have

been applied to the PHOTON permutations, the best that could be found within practical
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time complexity is at most 3 rounds for all PHOTON variants. It is to be noted that, in
case of AES, “zero-sum" property is also referred as “balanced", found by the AES
designers, in which 3-round balanced property is shown. There is no balanced property
foﬁnd for more than 3 AES rounds. |

[00221] According to various embodiments, there are two fypes of Sboxes used in

PHOTON, the PRESENT Sbox and the AES Sbox, each of algebraic degree 3 and 7

respectively. Above, it has been shown that the number of active Sbox is at least (d+1)2

for any consecutive 4-round trail of PHOTON. One can easily check that

3 (resp. 7) - (d + 1) - 3 >>> t for all PHOTON variants.

[00222] Conceming algebraic attacks, the PRESENT Sbox may be described by e =21
quadratic equations in the v = 8 input/output-bit variables over GF(2), while the AES
Sbox may be described by e = 40 quadratic equations in the v = 16 input/output-bit

variables over GF(2). The entire systemk for the internal permutations of PHOTON

’ . 2 . . . 2 .
therefore consists of (d - Ny - €) quadratic equations in (d - Ny - v) variables. For

example, in the case 0f P144 used for PHOTON-128/16/16, it may end up with 9072

equations in 3456 variables. In comparison, the entire system for a fixed-key AES
permutation may include 6400 equatidns in 2560 vériables. While the applicability of
algebraic attacks on AES may remain unclear, those numbers tend to indicate that
PHOTON offers a comparable level of protection.

[00223] In the following, other cryptanalysis of device and methods according to

various embodiments will be desén'bed.
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[00224] The slide attack may ori‘ginally be a block cipher cryptanalysis technique, but
may be applied to sponge-like hash functions. The idea may be to exploit the degree of
self-similarity of a permutation. In the case of PHOTON, all rounds of the internal
permutation may be made different thanks to the round-dependent constants addition.
Thus the slide attack may be impossible to perform at the penﬁutation level. Moreover,
the slide attack at the operating mode level may be impossible to apply here since the
ﬁéd_ding rule from PHOTON may force the last message block to be different from zero
(which may prevent any sliding event).

[00225] Rotational cryptanalysis was proven to be quite successful against Addition-
Rotation-XOR (ARX) primitives and advances were made on some SHA-3 candidates.
‘The idea may be to study the evolution of a rotated variant of some input words through
the round process. However, PHOTON may be an Sbox-oriented hash function and any
rotation property in a cell may be directly removed by the application of the Sbox layer.
One could look for rotation of cell positions in the internal state, but this may be unlikely
}to lead to an attack since the constants used in a PHOTON round may be all distinct and

any position rotation property between columns or lines may be removed after the
application of two rounds.

[00226] Integral attacks may be quite efficient against AES-based permutations and
the known-key variant may be adapted to the PHOTON internal permutation cases.

d-1)

However, those attacks may only reach seven rounds with complexity 2° , which

may be worse than what can be obtained with rebound-style attacks described above.
[00227] In the following, performances and comparison of devices and methods

according to various embodiments will be described.
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[00228] In the following, the tools used will be déscribed. Furthermore, the hardware
architectures and the optimizations done will be detailed. Furthermore, results according
to various embodiments will be compared to previous work.

[06229] In the following, design flow according to various embodiments will be
described.

[00230] According to various embodiments, Mentor Graphics ModelSimXE 6.4b and
S}&l_opsys DesignCompiler A-2007.12-SP1 may be used for functional simulation and
synthesis of the designs to the Virtual Silicon (VST) standard cell library
UMCL18G212T3, which is based on the UMC L180 0.18 m 1P6M logic process with a
exemplary voltage of 1.8 V. Synopsys Power Compiler version A-2007.12-SP1 may be
used to estimate the power consumption of our ASIC implementations. For synthesis and
for power estimation the compiler may be advised to keep the hierarchy and use a clock
frequency of 100 KHz, which may be a widely used operating frequency for RFID
applications. It is to be noted that the wire-load model used, though it is the smallest
available for this library, still may simulate the exemplary wire-load of a circuit with a
size of around 10 000 GE.

[00231] In the following, architectures according to various embodiments will be
described.

[00232] To show substantiate the hardware efficiency of the PHOTON family
according to various embodiments, the flavors specified above have been implemented in
VHDL and their post-synthesis performance has been simulated. Two architectures héve
been designed, one is fully serialized, i.e. performing operations on one cell per clock

cycle, and aims for the smallest area possible. The second one is a d times parallelization
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of the first architecture, thus performing operations on one row in one clock cycle,
resulting in a significant speed-up. As can be seen in FIG. 15, the serialized design
according to various embodiments includes six modules: MCS, State, I0, AC, SC, and
Céntroller, |

[00233] FIG. 15 shows a diagram 1500 illustrating hardwafe according to various

embodiments. In 1502, a serial hardware architecture of PHOTON according to vaﬁous

embodiments is shown (left in FIG. 15). As an example for its component A it is

depicted A1q( with its sub-components in 1504 (right in FIG. 15).

[00234] According to various embodiments, IO may allow to 1) initialize the
implementation with an all "0' vector, 2) input the IV, 3) absorb message chunks, and 4)
forward the output of the State module to the AC module without further modification.
Instead of using two Multiplexer and an.XOR gate, two NAND and one XOR gate may
be used, thereby reducing the gate count required from s - 7.33 to s - 4.67 GE.

[00235] According to various embodiments, State may include ad - d array of flip-
flop cells storing s bits each. Every row may constitute a shift-register using the output of
the last stage, i.e. column 0, as the input to the first stage (column d - 1) of the same row
and the next row. Using this feedback functionality ShiftRows may be performed ind - 1
clock cycles with no additional hardware costs. Further, since MixColumnsSerial may be
performed on column 0, also a vertical shifting direction may be desired for this column.
Consequently, columns 0 and d-1 may consist of flip-flop cells with two inputs (6 GE),

while columns 1 to d - 2 may consist of flip-flop cells with only one input (5 GE). The
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overall gate count for this module may bes-d - ((d-2)-5 +2 - 6) GE and for all flavors

it may occupy the majority of the area required (between 65 and 77.5%).

[00236] According to various embodiments, MCS may calculate the last row of A¢ in

one clock cycle. The result may be stored in the St ate module, that is in the last row of
column 0, which may have been shifted upwards at the same time. Consequently, after d
clock cycles, the MixColumnsSerial operation may be applied to an entire column..‘ Then
the whole state array may be rotated by one position to the left and the next column may
be processed. In total d - (d + 1) clock cycles may be desired to perform MCS. As an
example of the hardware efficiency of MCS, A100 is depicted in the upper and its sub-
components in the lower right part of FIG. 15. Using the library according to various
embodiments, for a multiplication by 2,‘4 and 8, 2.66 GE, 4.66 GE, and 7 GE may be
desired when using the irreducible polynomial x + 1, respectively. Therefore the choice
of'the coefficients may have only a minor impact on the overall gate count, as the

‘majority may be required to sum up the intermediate results. For example, in the case of

A100, 56 out of 75.33 GE may be desired for the XOR sum. The gate counts for the other

matrices are: 80 GE, 99 GE, 145 GE, and 144 GE for A144, A196, A256, and A)gsg,

respectively.

[00237] According to various embodiments, AC may perform the AddConstant
operation by XORing the sum of the round constant RC with the current internal constant
IC. Furthermore, since AC may only be applied to the first column, the input to the

XNOR gate may be gated with a NAND gate. Instead of using an AND gate in
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combination with an XOR gate, this approach may allow to reduce the area required from
s-6.67tos-6GE.

[00238] According to various embodiments, SC may perform the SubCells operation
and may include a single instantiation of the cbrresponding Sbox. For s = 4, an optimized
Boolean representation of the PRESENT Sbox may be used, Which may only desire
22.33 GE and for s = 8, Canright's representation of the AES Sbox may be used which
may desire 233 GE. It may take d - d clock cycles to perform AddConstant and SubCells
on the whole state.

[00239] According to various embodiments, Controllexr may use a Finite State
Machine (FSM) to generate all control signals required. Furthermore, also the round
constants and the internal constants may be generated within this module, as their values
are used for the transition conditions of the FSM. The FSM may include one idle state,
| one state for the combined execution of AC and SC, d-1 states for ShR (ShiftRows) and
two states for MCS (one for processing one column and another one to rotate the whole
state to the left). Its gate count may vary depending on d: 197 GE, 210 GE, 235 GE, and
254 GE ford = 5; 6; 7; 8, respectively.

[00240] In the following, results and comparisons will be described.

[00241] It may be assumed that the message is padded correctly and the IVs are loaded
at the beginniﬁg of'the operation. Then it may require d - d+(d-1)+d - (d+1) clock cycles
to perform one round of the permutation P, resulting in a total latency of

12 - (2 -d - (d+1)-1) clock cycles. Table 8 below compares the results according to
various embodiments to previous works, sorted after increasing security levels. As can be

seen, the devices and methods according to various embodiments may compete well in
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terms of area requirements, since they may be 18% to 75% smaller compared to previous
proposals with a similar security level.

[00242] According to various embodiments, PHOTON, the most lightweight hash
ﬁmctién family known so far, very close to the theoretical optimﬁm, may be provided.
According to various embodiments, devices and methods may be on the AES design
strategy, and a new mixing layer building method that is perfectly fit for small area
séenarios is provided. This may allow to directly leverage the extensive work done on
AES and AES-like hash functions so as to provide good confidence in the security of the
scheme. Finally, PHOTON is not only the smallest, but it also achieves excellent
area/throughput trade-offs and very acceptable performances have been obtained.
[00243] In Table 7, software implementation performances for the PHOTON variants
according to various embodiments are shown. The processor used for the benchmarks is
an Intel(R) Core(TM) 17 CPU Q 720 cadenced at 1.60GHz. Mofeover, for comparison
purposes, the speed of an AES permutation (without the key schedule) and a modified
bversion of it with a selially computable MDS matrix instead (the 4x4 matrix A givenv

above) is also shown. The table-based implementations reach the same speed for both

versions.
reference implementation | table-based implementation
PHOTON-80/20/16 19648 483
PHOTON-128/16/16 40189 834
PHOTON-160/36/36 28557 635
PHOTON-224/32/32 53561 730
PHOTON-256/32/32 21570 169
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Table 7. Software performances in cycles per byte of the PHOTON variants for long

messages.

[06244] In the following, PHOTON hardware performance acéording to various
embodiments will be described. |

[00245]  Arearequirements may be provided in GE, while the latency may be given in
cloc;k cycles for only the internal permutation P (or the internal block-cipher E), and the
whole hash function H. Further metrics may be throughput in kbps and a figure of merit
(FOM). In order to have a comparison for a real-world application and a best case
scenario, the latter two metrics may be provided for 96-bit messages plus padding (that is
a 96-bit message is padded with “1" and as many “0"s as required) and for ‘long'
messages. The parameters n, ¢, r and r’ may stand for the hash output size, the capacity,
the input bitrate and the output bitrate respectively. Finally, the column “Pre" may give

the provided preimage resistance security and “Col" the claimed collision resistance

security.
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Parameters Security Performance
Area Latency Throughput FOM
Name Ref. ; 2
n € r | v’ || Pre | Col || [GE] [clk] [kbps) [nb/elk/GE"]
P/E| H | long [96-bit| long |066-bit

) 64-bit security (preimage only)
SQUASH [68] 64 x x [ x 64 0 2646 (31800131800 0.2 0.15 | 0.29 | 0.14
DX-PRESENT-B0 f16) 64 | 64 | BO 64 | 32 |j1600 | 547 | 547 | 1463 | 8.78 | 57.13 | 28.56
DM-PRESENT-B0 [16] 64 | 64 | 8D 64 | 32 || 2213 33 33 [242.42(145.45]|495.01|247.50
DH-PRESENT-128 [16) 64 | 64 |128 64 | 32 1886 | 550 | 559 | 22.90 | 22.90 | 64.37 | 64.37
DM-PRESENT-128 [16] 64 | 64 [128 64 | 32 (|2630| 33 .| 33 |387.88(387.88(6G05.08(605.98
PHDTON-80/20/16 - 80 | 80 [ 20| 16 64 | 40 865 [ 708 | 3540 | 2.82 | 1.51 | 37.73 ) 20.12
PHOTON-80,/20/16 80 | 80 {20 ] 16 64 | 40 1168 | 132 | 660 | 15.15 | 8.08 [111.13| 59.27

64-bit security
U-QUARK [4] 1] 128 | 128 8 | 8 120 | 64 1379 | 544 | 8704 | 1.47 | 0.63 | 7.73 | 3.31
U-QUARK [4] ] 1281128 8 | 8 120 | 64 || 2392 | 68 | 1088 11.76 | 5.04 | 20.56 | 8.81
H-PRESENT-128 [16]) || 128 | 128 | 64 | x 128 1 64 || 2330 ) 559 | 559 | 11.45 | 8.59 | 21.09 | 15.82
x
X

H-PRESENT-128 [16] || 128 | 128 | 64 128 | 64 114256 | 32 32 |200.00|150.00|110.41 82.81

ARMADILLO2-B 6] || 128 | 128 | 64 128 ) G4 (14353 ) 256 | 256 | 25.00 | 18.75] 13.19 | 9.90
ARMADILLO2-B [6) || 128 [ 128 | 64 | x 128 | 64 || 6025 | 64 64 ]100.00| 75.00 | 27.55 | 20.66
PHOTON-128/16/16 128 | 128 | 16 | 16 || 112 | 64 1122 996 | 7968 | 1.61 | 0.69 | 12.78 | 5.48
PHOTON-128/16/16 128 (128 | 16 | 16 ) 112 [ 64 || 1708 | 156 | 1248 | 10.26 | 4.4 ([ 35.15 [ 15.06

80-bit security

D-QUARK [4] || 160 | 160 | 16 | 16 |{ 144 [ 80 |] 1702 | 704 [ 7040 | 2.27 | 0.85 | ¥.85 | 2.94
D-QUARK [4] || 160 | 160 | 16 | 16 || 144 | 80 [| 2819 88 880 | 18.18 | 6.42 | 22.88 | 8.58
ARMADILLO2-C 6] || 160 | 160G | 80 | x 160 | 80 || 5406 | 320 | 320 | 25.00 | 15.00 | 8.55 | 5.13
ARMADILLO2-C [6] || 160 | 160 | 80 | x 160 | 80 || 7492 | 80 80 [100.00] 60.00 | 17.82 | 10.69
PHOTON-160/36/36 160 | 160 | 36 | 36 || 124 | 8D (| 1396 | 1332 | G660 | 2.70 | 1.03 | 13.87 | 5.28
PHOTON-160/36/36 160 | 160 | 36 | 36 || 124 | 80 || 2117 | 180 | 900 20 7.62 | 44.64 | 17.01

112-bit security

S-QUARK 4] |} 224 [ 224 | 32 [ 32 || 192 | 112 || 2206 | 1024 | 7168 | 3.13 | 0.94 | 5.03 | 1.78
3-QUARK [4] || 224 224 | 32 | 32 || 192 | 112 || 4640 64 448 1 50.00 | 15.00 { 23.22 | 6.97
PHOTON-224/32/32 224 12241 32 132|192 112 || 1736 | 1716 |12012| 1.86 | 0.56 | 6.19 | 1.86
PHOTON-224/32/32 224 (224 [ 32 | 32 || 192 | 112 (| 2786 | 204 | 1428 | 15.60 | 4.71 [ 20.21 | 6.06

128-bit security

ARMADILLO2-E 6] || 256 | 256 |128] x 256 | 128 || 8653 | 512 0 [2500]18.75] 3.34 | 2.50
ARMADILLO2-E {6] || 256 | 256 [ 128| x - || 256 | 128 ||11914] 128 0 |100.00| 75.00 | 7.056 | 5.28
PHOTON-256/32/32 256 | 256 | 32 | 32 || 224 | 128 ([ 2177 | 996 | 7968 | 3.21 | 0.88 | 6.78 | 1.85
PHOTON-256/32/32 256 | 266 | 32| 32 || 224 | 128 || 4362 | 156 | 1248 | 20.51 | 5.59 | 10.78 | 2.94

Table 8. Overview of parameters, security level, and performance of several lightweight

hash functions.
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[00246] While for practical applications - and for example for ultra-constrained
devices, such as passive RFID-tags, that may be fields where PHOTON may be applied -
the peak and average power consumption is important, power figures are not included in
_ Téble v8 for the following reasons: (1) the power consumption may strongly depend on the
technology used and (2) may not be compared between differént technologies in a fair
manner. Furthermore, (3) simulated power figures strongly depend on the simulation
nﬁethod used, and the effort spent. Instead, it is just briefly listed the simulated power
figures for our proposals here: 1.59, 2.29, 2.74, 4.01, and 4.55 uW for serialized
implementation of PHOTON-80/20/16, PHOTON-128/16/16, PHOTON-160/36/36,
PHOTON-224/32/32, and PHOTON-256/32/32, respectively. The d-parallel
‘implementations require 2.7, 3.45, 4.35, 6.5, and 8.38 uW, respectively. Thus it may be
concluded that all PHOTON flavors may be suitable for passive RFID tags.
[00247] In the following, PHOTON Sboxes according to vaﬁous embodiments will be
described.
| [00248] For cells of s = 4 bits, the SubCells layer may use the PRESENT Sbox (in
hexadecimal display):

SBOX prg = [0xc, 0x5, 0x6, 0xb, 0x9, 0x0, Oxa, Oxd, 0x3, Oxe, Oxf, 0x8, 0x4,0x7,0x1, 0x2].

[00249] For cells of s = 8 bits, the SubCells layer may use the AES Sbox (in

hexadecimal display):
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SBOX sgs =

[Oxca, 0x82, 0xc9, 0x7d, Oxfa, 0x59, 0x47, 0x£0, Oxad, 0xd4, Oxa2, Oxaf, 0x9c, Oxa4, 0x72, 0xcO,
0xb7, Oxfd, 0x93, 0x26, 0x36, 0x3f, 0x£f7, Oxcc, 0x34, Oxab, Oxeb, 0xf1, 0x71, 0xd8, 0x31, 0x15,
0x04, 0xc7, 0x23, 0xc3, 0x18, 0x96, 0x05, 0x9a, 0x07, 0x12, 0x80, Oxe2, Oxeb, 0x27, 0xb2, 0x75,
' 0x09, 0x83, 0x2c¢, Ox1a, O0x1b, Ox6e, 0x5a, 0xa0, 0x52, 0x3b, 0xd6, 0xb3, 0x29, Oxe3, 0x2f, 0x84,
0x53, 0xd1, 0x00, Oxed, 0x20, Oxfc, Oxbl, 0xbb, O0x6a, Oxcb, Oxbe, 0x39, 0x4a, Oxdc, 0x58, Oxcf,
0xd0, Oxef, Oxaa, Oxfb, 0x43, Ox4d, 033, 0x85, 0x45, 0x£9, 0x02, 0x7f, 0x50, 0x3c, 0x9f, Oxa8,
0x51, Oxa3, 0x40, 0x8f, 0x92, 0x9d, 0x38, 0xf5, Oxbc, 0xb6, Oxda, 0x21, 0x10, Oxff, Oxf3, 0xd2,
Oxcd,0x0c,0x13,0xec,0x5f,0x97,0x44,0x17,0xc4,0xa7,0x7e;0x3d,0x64,0x5d,0x19,0x73,
0160,0x81,0x4f,0xdc,0x22,0x2a,0x90,0x88,0x46?Oxee,Obe;0x14,0xde,0x5e,OxOb,Oxdb,
0xe0, 0x32, 0x3a, 0x0a, 0x49, 0x06, 0x24, 0x5c, O0xc2, 0xd3, Oxac, 0x62, 0x91, 0x95, Oxed, 0xT9,
Oxe7, Oxc8, 0x37, 0x6d, 0x8d, 0xdb, 0x4e, 0xa9, Ox6¢c, 0x56, 0xf4, Oxea, 0x65, 0x7a, Oxae, 0x08,
Oxba, 0x78, 0x25, 0x2e, Ox1c, 0xa6, 0xb4, Oxc6, O0xe8, Oxdd, 0x74, Ox1f, Ox4b, Oxbd, 0x8b, 0x8a,
0x70, Ox3e, Oxb5, 0x66, 0x48, 0x03, 0xf6, Ox0e, 0x61, 0x35, 0x57, 0xb9, 0x86, Oxcl, Oxid, 0x9e,
Oxel, 0xf8, 0x98, Ox11, 0x69, 0xd9, 0x8e, 0x94, 0x9b, Oxle, 0x87, Oxe9, Oxce, 0x55, 0x28, Oxdf,
0x8¢, Oxal, 0x89, 0x0d, Oxbf, Oxe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0x0f, 0xb0, 0x54, 0xbb, 0x16].

[00250] In the following, PHOTON mixing matrices according to various

embodiments will be described. x4+x+ 1. may be used as the irreducible polynomial for
multiplication in GF (24), and this may apply to all permutations with 4-bit cells, e.g.,

A100, A144, A196, and A56. x8 + x4 + x3 + x + 1, as in AES, may be used for

multiplication in GF(28) as used in A2g3.

VY12 9 9 2)
2 5 3 8 13
13 11 10 12 1
115 2 3 14
/ \H4 14 8 5 12

(A100)® =

-0 O O O

N QOO

[ T e B en B |

0 O = 0O

N = DD D
I
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(0 1 0 0 0 0 \ ( 1 2 8 5 8 2 )
0 0 1 0 0 0 2 5 1 2 6 12
A= | © 0 0 1 0 0 |20 158 8 13
SHET 0 00 0 00 0t o f T l13 s 11 3 10 1
0 0 0 0 0 1 1 15 13 14 11 8
Lt 2 8 5 8 2/ \s8 2 3 3 2 8]
/0 1 0 0 0 0 0\ /1 4 6 1 1 6 4)
0 0 1 0 0 0 O 4 2 15 5 10 5
0 0 0 1 0 0 0 5 3 15 10 7 8 13
(Ae)’=| 0 0 0 0 1 0 o0 [ =|13 4 11 2 7 15 9
0 0 0 0 0 1 O 9 15 7 2 11 4 13
0 0 0 0 0 0 1 13 8 7 10 15 3 5
\1 4 6 1 1 6 4/ \5 105 2 15 2 4
( 6 1 0 0 0 0 0 0\ 2 4 2 11 2 8 5 6
0 O 1 0 0 0 0 O 12 9 8 13 7 5 2
0 ¢ 0 1 0 O 0 O 4 4 13 13 9 4 13 9
oo | © 0 0 0 1 0 0 0 |16 5 1121315 1
7710 0 0 0 0 1 0 0 |15 129 13 14 5 14 13
6 60 0 o O 0 t O 9 14 5 15 4 12 9 6
0 O OA 0 0 0 0O 1 12 2 2 10 3 1 1 14
\ 2 4 2 11 2 8 5 6/ \15 1 13 10 5 10 2 3
(0 1 0 0 0 0\ /2 3 1 2 1 4)
0 0 1 0 0 O 8 14 7 9 6 17
g | © 0 O 1 0 0 | | 3459 31 37 2 66
#7010 0 0o 0o 1 o | | 132228 121 155 103 11
0 0 0 0 0 1 22 153 239 111 144 75 |
\2 3 1 2 1 4/ \150 203 210 121 36 167

[00251] In the following, PHOTON constants according to various embodiments will
be described.

[00252] According to various embodiments, the round constants may have been
generated by a 4-bit linear feedback shift register with maximum cycle length, while the

internal constants ICd(i) may have been generated by shift registers with a cycle length of
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d. It is to be noted that this design decision may be made with hardware implementations
in mind. Since one may desire these counters for the control logic, the generation of the
round constant and the internal constants may be basically for free. For all variants, shift

registers may be used with 1= 3 bits, except for d = 8, where we 1 = 4 may be used. Let us

denote the internal state of the shift register with Xy = (x)-1, ..., X1, X0), where
xj= {0, 1}, and X9 =(0, ..., 0, 0). Then in each update iteration the new content of the
shift register may be given by X;+1 = (X[-2, ..., , X0, FB(Xy)), where FB(X;) may be the

feedback function. For the round constants FB(X;) = x3 XNOR x5 may be chosen, while

the choices for the feedback functions for the internal constants may be like shown in

Table 9. Tables 10 to 13 display constants for all square sizes, round numbers and row

positions.
d S 6 _ 7 8
FB(X.;) || z2 NOR = NOT z2 x2 XNOR zy NOT z3
IC;(") [0,1,3,6,4] | [0,1,3,7,6,5] | [0,1,2,5,3,6,4] | [0,1,3,7,15,14, 12, §]

Table 9. Feedback functions for internal constants generation.

o oundll y f o | 3| a5 | 6| 7|8 |0 |10
0 1|37 |wa|[13[11|6|12[9]|2]|5]10
1 ol2|6|w|12w|7|13]8|3]4]1
2 20| 4 13|48 |s5|15]10|1 (6|09
3 75|18 |1|13/o|w|[15]|4]|3 /|12
4 s|7|3|w|o|w|2]|8[13]6|1]1
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Table 10. Constants ford = 5.

o round|  F o | 3| 4 5|6 | 7|8 |0 |10]11]12
0 1 | 3|7 114|13|11)86 129 2] 5]10
1 ol2|6|15]12{10|7|13|8]3]|4]11
2 2|04 |13({14] 8|5 |15|10|1|6]|09
3 6 4|09 j10f12|1|11]14]5 ]| 2|13
4 75|18 |11]13| 0/ 10]|15]| 4 | 3 |12
5 s | 7| 3|1w]9|15| 2|8 [13|]6]|1]14
Table 11. Constants ford = 6. .
o round|| 4 | ol g g s 6| 7| 8|0 |10]11]12
0 1|3 71413116 |12]/9]|2]|5]10
1 o|l2|6|15|12|10| 7 ]13|8]|3]|4]11
2 311 |5 f12/15|9| 4 |14]12]0] 7|8
3 4|6 | 211|814 3]0 127 |0]15
4 2104|1314 8|5 |15/10|1]6]09
5 75|18 |11l13|o]1w0]|15] 4|3 |12
6 5 | 7131091528136 ]|1]14

Table 12. Constants ford = 7.
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o round) 4 b o | 3| 4|56 78|90 |10]11]12
0 1 | 3|7 |1e|3|1n]le 1292510
1 0| 2|6 |15|12{10]7|13|8]3]|4]|n
2 21 0] 413|148 |5 |15|10]1]6]09
3 ‘6l alo|o|wo|12]1|11]1als5]|2]13
4 4128|1249 |3|6|13]10]s5
5 15(13|{9|0o|3]|5|8|2]|7|12/1]4
6 1B3l1s|11]|2|1|7|100]0|5|14]09]%s
7 9 11156 |5 3|14 a]1]10]13]2

Table 13. Constants for d = 8.
[00253] In the following, test vectors according to various embodiments will be

described. Below are test vectors for all described flavours of PHOTON. The absorbing

and squeezing position of the state array is underlined.
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IV m P(m) |
00000 00000 33D5F
00000 629B9
'| PHOTON-80/20/16 |0 0 0 0 O 5C481
00001 65 CE7
41410 B770C
000000 0000 9B5FC3C
000000 E22A2A4A
PHOTON-128/16/16 |  © 0 © © O 632D6F
000000 EB4EOB
000000 625920
201010 8D0329
0000000 0000000 [(1FOD4AL
0000000 00 DDOA31D
0000000 ECF5B639
PHOTON-160/36/36 | 0 0 0 6 0 0 0 B66EOCS
0000000 F644CEE
0000000 E9020F4
0282424 3A9DET74
00000000 |(00000000{1730424°2
00000000 9CF26E10
0000000¢0 8D3D9CFO
PHOTON-224/32/32 00000000 O0OE27BDC
00000000 C629B3D1
00000000 AF41F1CB
00000000 7483FCCO
00382020 8916B82C
00 00 00 00 00 00 | 00 00 00 00 AA 15 OE E5 4A 60
00 00 00 00 00 00 FD 24 5D 5E 15 B2
PHOTON-256/32/32 00 00 00 00 00 00 F8 78 85 4A 63 3E
00 00 00 00 00 00 80 50 B3 CO F9 9A
00 00 00 00 00 00 8C 6F 55 0C 3D CF
00 00 00 40 44 44 Bi E4 74 CB 61 7B
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[00254] The following table shows the savings in terms of space according to various

embodiments.
Area of the smallest AES
can be optimized cannot be optimized
combinational logic sequential total
MixColumns sum

[State of the Art 263 633 1767 2400

Our Proposal 74 444 ' 1767 2211
[Savings [ 71.86% ~ 29.86% " 0.00%  7.88%

[00255]  All figures may be in Gate Equivalents (GE).

[00256] On GE may be the silicon area of the chip divided by the area of a NAND-
gate with the lowest driving strength. The smallest hardware realization of AES, the
industry standard, requires 2400 GE.

[00257] 1767 GE out of 2400 GE (= 74%) may be required for sequential logic (i.e.
storage) and hence may not be optimized. Out of the remaining 633 GE for
combinational logic Mixcolumns occupies 263 GE, which is the largest component.
-According to various embodiments, the area of MixColumns may be reduced by almost
72 %. As a consequence, the overall chip area for a highly optimized AES chip may be
further decreased by 8 %.

[00258] FIG. 16 shows a data transmission system 1600 according to various
embodiments. A first computing device 1602 may desire to send information to a second
computing device 1612. For example, the first computing device 1602 and the second
computing device 1612 each may be a computer, and the data to be transmitted may -
include or may be a data file or may include or may be data input by a user. In another
example, the first computing device 1602 may be an RFID tag and the second computing

device 1612 may be a RFID reader, and the data to be transmitted may include or may be
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RFID related data, for example data identifying the RFID tag. In yet another example, the
first computing device 1602 may be an RFID reader and the second computing device
1612 may be an RFID tag, and the data to be transmitted may include or may be RFID
reader‘ related data, for example data identifying (and/ or authoriéing) the RFID reader.
[00259] In the first computing device 1602, original data 1604 may be provided. For
example, the original data 1604 may include or may be data stored in a file, or may
inélude or may be data input by a user, or may include or may be data hardwired in a
circuit of the first computing device 1602. The first computing device 1604 may perform
any of the above described methods according to various embodiments to generate send
data 1608 (like indicated by a first arrow 1606) which is to be sent to the second
‘computing device 1612 (like indicated by a second arrow 1610). The send data 1608 may
be or may include hashed data based on the original data 1604, or may be or may include
ciphered data based on the original data 1604, or may include ér may be encrypted data
based on the original data 1604. |
| [00260] The second computing device 1612 may receive the data sent by the first
computing device 1602, and may process these received data 1614 like indicated by a
third arrow 1616 to determine processed data 1618. This processing may include any of
thé above described methods according to various embodiments.

[00261] While the invention has been particularly shown and described with reference
to specific embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit anci

scope of the invention as defined by the appended claims. The scope of the invention is
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thus indicated by the appended claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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Claims
What is claimed is:
1. A device for computer-based generating of a mixing matrix for cryptographic

»procb'essing of data, the device comprising:

a square matrix determination circuit configured to determine a square matrix
with non-zero elements only in one diagonal or sub-diagonal and in one row or
column;

an exponentiation determination circuit configured to determine an exponentiation
of'the square matrix as a candidate for a mixing matrix;

a criterion determination circuit configured to determine whether the candidate
fulfils a pre-determined criterion; and

a candidate determination circuit configured to determine the candidate as the

mixing matrix if the candidate fulfils a pre-determined criterion.

2. The device of claim 1,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.

3. The device of claim 1 or 2,

wherein the one row or column is the last row.

4, The device of any one of claims 1 to 3,
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10.

wherein the exponentiation is an exponentiation to the power of the number of

rows of the square matrix.

The device of any one of claims 1 to 4,

wherein the pre-determined criterion is a criterion based on a maximum distance

separable code criterion.

The device of any one of claims 1 to 5,

wherein the one diagonal or sub-diagonal is filled with ones.

An encrypting device, comprising:

a mixing circuit configured to use as a mixing matrix a square matrix that can be
written as an exponentiation of a square matrix with non-zero elements only in

one diagonal or sub-diagonal and in one row or column.

The encrypting device of claim 7,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.

The encrypting device of claim 7 or 8,

wherein the one row or column is the last row.

The encrypting device of claims 7 to 9,

88



WO 2012/154129 PCT/SG2012/000165

11.

12.

13.

14.

15.

16.

wherein the exponentiation is an exponentiation to the power of the number of

rows of the square matrix.

The encrypting device of any one of claims 7 to 10,

wherein the exponentiation fulfils a pre-determined criterion based on a maximum

distance separable code criterion.

The encrypting device of any one of claims 7 to 11,

wherein the one diagonal or sub-diagonal is filled with ones.

An encrypting device, comprising:

a mixing circuit configured to apply a mixing matrix by repeatedly applying a
square matrix with non-zero elements only in one diagonal or sub-diagonal and in

one row or column.

The encrypting device of claim 13,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.

The encrypting device of claim 13 or 14,

wherein the one row or column is the last row.

The encrypting device of any one of claims 13 to 15,
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17.

18.

19.

20.

wherein the mixing matrix circuit is configured to repeatedly apply the mixing
matrix by a number of times equal to the power of the number of rows of the

square matrix.

The encrypting device of any one of claims 13 to 16,
wherein the mixing matrix fulfils a pre-determined criterion based on a maximum

distance separable code criterion.

The encrypting device of any one of claims 13 to 17,

wherein the one diagonal or sub-diagonal is filled with ones.

A method for computer-based generating of a mixing matrix for cryptographic
processing of data, the method comprising:

determining a square matrix with non-zero elements only in one diagonal or sub-
diagonal and in one row or column;

determining an exponentiation of the square matrix as a candidate for a mixing
matrix; |

determining whether the candidate fulfils a pre-determined criterion; and
determining the candidate as the mixing matrix if the candidate fulfils a pre-

determined criterion.

The method of claim 19,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.
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21.

22.

23.

24.

25.

26.

The method of claim 19 or 20,

wherein the one row or column is the last row.

The method of any one of claims 19 to 21,

wherein the exponentiation is an exponentiation to the power of the number of

rows of the square matrix.

The method of any one of claims 19 to 22,
wherein the pre-determined criterion is a criterion based on a maximum distance

separable code criterion.

The method of any one of claims 19 to 23,

wherein the one diagonal or sub-diagonal is filled with ones.

An encrypting method, comprising;:
using as a mixing matrix a square matrix that can be written as an exponentiation
of a square matrix with non-zero elements only in one diagonal or sub-diagonal

and in one row or column.

The method of claim 25,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.
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27.

28.

20.

30.

31

32.

33.

The method of claim 25 or 26,

wherein the one row or column is the last row.

The method of any one of claims 25 to 27,

wherein the exponentiation is an exponentiation to the power of the number of

rows of the square matrix.

The method of any one of claims 25 to 28,
wherein the exponentiation fulfils a pre-determined criterion based on a maximum

distance separable code criterion.

The method of any one of claims 25 to 29,

wherein the one diagonal or sub-diagonal is filled with ones.
An encrypting method, comprising:
applying a mixing matrix by repeatedly applying a square matrix with non-zero

elements only in one diagonal or sub-diagonal and in one row or column.

The method of claim 31,

wherein the one diagonal or sub-diagonal is the first upper sub-diagonal.

The method of claim 31 or 32,

wherein the one row or column is the last row.
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34.

35.

36.

The method of any one of claims 31 to 34,

wherein the mixing matrix is repeatedly applied by a number of times equal to the

power of the number of rows of the square matrix.

The method of any one of claims 31 to 34,

wherein the mixing matrix fulfils a pre-determined criterion based on a maximum

distance separable code criterion.

The method of any one of claims 31 to 35,

wherein the one diagonal or sub-diagonal is filled with ones.
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