SPECI FI CATI ON DATA RECORDI NG AND REPRODUCTI ON APPARATUS

TECHNOLOG CAL FI ELD The present invention relates to data recording
and reproducti on apparatuses and; nore particularly, to a structure for
pratecting the copyrights for audio data di stributed on net wor ks or audi o
data supplied in the form of packages. BACKGROUND ART In recent
years, various kinds of multinedia equi pnent have been devel oped, and
onerous nultinedia software such as gane software and education software
have been marketed. However, wunder the existing circunstances, the

copyrights for these software gpecamgtrcaatronfactorily protected, and a

| arge nunber of illegally copied software appear on the narket. Wth
the spread of the Internet in recent years, "Electronic Commerce (EC)" is
spreadi ng t hroughout users of personal conputers (PC), in which the users

can obt ai gy theiEcbRYPIE! Anp HEPROBEEIIEN hBBaRAkBSDY downl oading the data

from honepages,

TECHNOLOGICAL FIELD

The present invention relates to data recording and
reproduction apparatuses and, more particularly, to a structure
T:) for protecting the copyrights for audio data distributed on

networks or audio data supplied in the form of packages.

BACKGROUND ART

In recent years, various kinds of multimedia equipment have
been developed, and onerous multimedia software such as game
software and education software have been marketed. However,
under the existiné circumstances, the copyrights for these
software are not satisfactorily protected, and a large number of

”) illegally copied software appear on the market.

With the spread of the Internet in recent years, "Electronic
Commerce (EC)" is spreading throughout users of personal
computers (PC), in which the ﬁsers can obtain their favorite
audio.data or the like by downloading the data from homepages,
and pay for the data by settlement means like credit cards.

The spread of network distribution by EC saves the users the
trouble of going to record stores and, therefore, the network

distribution by EC has a possibility of greatly changing the



and pay for the data by settlenment neans |ike credit cards. The
spread of network distribution by EC saves the users the trouble of going
to. record stores and, therefore, the network distribution by EC has a
possibility of greatly changing the 2 _

2 current distribution systemof nusic, especially CD marketing.

By the way, the user can repeatedly listen to audio data obt ai ned by
downl oadi ng as descri bed above by recording it in a portabl e recording
medi um such as a CD-R (Conpact Di sk Recor dabl e) . Therefore, if

t he user cwrrenbtdistriabutibonasystemaofCmus iwhetespectiad lyudDo mdatket ing.
obt ai ned through the internet or froma musi ¢ CD on the market, the user
can freely coppyt lcheawdiyy ddten usery ami ngepedfe®ly | Nistdertoaddiot 88ta
copyright for the audio data stored in the PC cannot be effectively

pr ot ect etbbtaved iy n@bwnldoad snghasetiepelk iBed! abbvki B, reoREENYE tAUG @
data  which has once been obtained by downl oading, from being copied and
transf er nsktab e ot &S rdibeg  méd fum sAchr §¥eAt cblkegabmpasyi sk 1S very

i mportant in protecting the copyright. Hereinafter, downl oading and
repr oductreRibrfapislj 0 data by wusing a PCw Il be described. Fi gure
11 is a block diagramillustrating the structure of a

Therefore, if the user once obtains audio data in a PC,
whether the audio data is obtained through the internet or from a
'f) music CD on the market, the user can freely copy the audio data
by using a CD-R. In other words, the copyright for the audio
data stored in the PC cannot be effectivélj protected.
Accordingly, in such network distribution, to prevent audio data
which has once been obtained by downloading, from being copied
and transferred to another user, i.e., to prevent illegal copying,
is very important in protecting the copyright.
Hereinafter, downloading and reproduction of audio data by
using a PC will be described.
 ) Figure 11 is a block diagram illustrating the structure of a
PC which performs downloading of audio data and reproduction of
the downloaded audio data. The PC performs recording and
reproduction of audio data which has been downloaded through a
network, and hereinafter the PC is referred to as "data recording
and reproduction apparatus".
The data recording and reproduction apparatus 1000 includes
a recording medium 1002 in which a compressed audio data stream

is recorded as the above-described audio data; a stream writing



PC-whi ch perforns downl oadi ng of audio data and reproduction of the

downl oaded audi o data. The PC perforns recording and reproduction of audio
dat a whi ch has been downl oaded through a network, and hereinafter the PC
is“referred to as "data recording and rep3oduction apparatus". The
data recordi ng and reproduction apparatus 1000 includes a recording nmedi um
1002 in which a conpressed audi o data stream is recorded as the

above-descri bed audio data; ‘a streamwiting
3 means for witing a conpressed audi o data stream ESau downl oaded

t hr ough ameahsoférl@aiting ahecompressied) awliioidatZ) Xt meah £Sawtd@anrioaded
readi ng nmeans 1003 for reading the conpressed audi o data stream ESau from

the recorthrgugkdaunetWdZk 10a intbuthieredoreidrj meddem dio0R;anthd a
reproduction apparatus 1000 .includes a decodi ng neans 1004 for

deconpr esstfgam bired@iRgi Means 1003CFERT 222l ndhe ¢OmprEssRANFRbio UHTW!
fromthe stream readi ng neans 1003 to output a non-conpressed data stream

RSau; o SalV ESQRVEFSH OBh&E2BE0+E9R gl Alediem’ Qoi2ng DA conversion on
t he non-conpressed audi o data stream RSau to out put anal og audio data Aau

t1 02 speaker 2@urther, the dit{AetdREHd 415k b r&iQoH | §5pAPREES! Y600
SO

includes a decoding means 1004 for decompressing, by decoding,
the compressed audio data stream ESau output from the stream

f) reading means 1003 to output a non-compressed data stream RSau;
and a DA conversion means 1005 for performing DA conversion on
the non-compressed audio data stream RSau to output analog audio
data Aau to a speaker 20.

In the data recording and reproduction apparatus 1000 so
constructed, when the compressed audio data stream ESau is
downloaded through the network 10a, the compreséed'audio data
stream ESau is once written in the recording medium 1002 such as
a hard disk by the stream writing means 1001.

.) When reproducing the audio data, in the data recording and
reproduction apparatus 1000, the compressed audio data stream
ESau is read from the recording medium 1003 by the stream reading
means 1003. Further, the compressed audio data stream ESau is
decompressed by decoding in the decoding means 1004, whereby a
non-compressed audio data stream RSau is restored.

Ihe non-compressed audio data stream RSau is converted to
analog audio datalAau by the DA conversion means 1005 to be

output to the speaker 20.



constructed, when the conpressed audi o data stream ESau is downl oaded

t hrough the network | Oa, the conpressed audi o data stream ESau is once
witten in the recording nmedium 1002 such as a hard disk by the stream

wr it i ng means 1001. When reproducing the audio data, in the data
recording and reproduction apparatus 1000, the conpressed audi o data
stream ESau is read fromthe recordi ng medium 1003 by the stream readi ng
means 1003. Further, the conpressed audi o data stream ESau is deconpressed
by decoding in the decodi ng neans 1004, whereby a non-conpressed audi o

data st R | in! .
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RSau is converted to analog au ata Aau

10 °° CUbBdrgked I iRbTenlited by 2 PG, the audio data distribyted on
et nor k ThE BETBRICASH §am Peg s BrdRt el n d Sotfipathe
audi o data_stream ESau.whi,ch_has_been_downl gaded t hr ough, t he ne rk 10a,
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Meanwhile, MD (Mini Disc) players have spread as recording
and reproduction apparatuses capable of recording digital audio

ff) data recorded on recording media such as CDs.

Figure 12 is a block diagram illustrating the structure of
an MD player.

This MD player 1100 includes a recording medium 1103 in
which digital audio data is recorded; a coding means 1101 for
compressing a non-compressed audio data stream Sau read from a CD
10b by coding to output a compressed audio data stream ESau; and

- a stream writing means 1102 for writing the compressed audio data
stream ESau in the recording medium 1103 as the above-described
 ) digital audio data.

Further, the MD player 1100 includes a stream reading means
1104 for reading the compressed audio data stream ESau from the
recording medium 1103; a decoding means 1105 for decompressing
the read compressed audio data stream ESau by decoding to output
a non-compressed audio data stream RSau; and a DA conversion

means 1106 for performing DA conversion on the non-compressed

audio data stream RSau to output analog audio data Aau to a

speaker 20.



dat-a recorded on recordi ng nedi a such as CDs. Figure 12 is a bl ock
diagramillustrating the structure of an MD pl ayer. This NMD pl ayer
1100 includes a recording nmedium 1103 in which digital audio data is
recorded; a coding nmeans 1101 for conpre$si ng a non-conpressed audi o data
stream Sau read froma CD |ob by coding to output a conpressed audi o data
stream ESau; and a streamwiting neans 1102 for witing the conpressed
audio data stream ESau in the recording nmedium 1103 as the above-descri bed
di gital audi o data. Further, the MD player 1100 includes a stream
readi ng means r1hl@hd Mp gﬂa@ieig 1100 EvRcEsethcist o witén thecaigEbel aueiv

the recording nmedium 1103; a decodi ng neans 1105 for deconpressing the

read CONYASSethenidbompPéssSd ' £aaLEARLEYsHL6aM) NFahOoBehRred From the CD
non- conpr essed audi o data stream RSau; and a DA conversion neans 1106 for

per f or m DA LOTSKE] OPh ndhiScdlPz 608RE 98 To axeh0sHRbanSERGATRSAU 10

out put anal og audi'o data Aau to a ~ speaker 2 n the
MD pl ayer, t 3 t | gi uglj a
(non-corrﬁ:r(%“js‘%gE auﬁwﬁﬁﬁr%ma%@%%gi n%dngr(f#ne% hie:gcgé output as the

compressed audio data stream ESau. The compressed audio data

stream ESau is once written in the MD 1103.by the writing means
1102.

i) When reproducing the audio data, in the MD player 1100, the
compressed audio data stream ESau is read from the recording
medium 1103 by the stream reading means 1104, and the compressed
audio data stream ESau is decompressed by decoding in the
decoding means 1105 to be output as a non-compressed audio data
stream RSau.

The non-compressed audio data stream RSau is converted to
analog audio data Aau by the DA conversion means 1005 to be
output to the speaker 20.

:) In the MD player as described above, the digital audio data
recorded in the CD can be easily illegally copied by digital-
recording the audio data in the MD.

Furthermore, according to ﬁhe recent trend of technology,
there is a demand for a recording and reproduction apparatus such
as an MD player which is able to download audio data from home
pages on the internet, and a data recording and reproduction
apparatus meeting this demand has been developed.

Figure 13 is a block diagram for explaining a data recording



lobr is input, the non-conpressed audio data stream Sau is conpressed by
coding in the coding neans 1101 to be output as the conpressed audi o data
stream ESau. The conpressed audio data stream ESau is once witten in the
MD-1103 by the witing neans 1102. ¢ Wen reproducing the audio
data, in the MD player 1100, the conpressed audio data stream ESau is read
fromthe recording nedium 1103 by the streamreadi ng neans 1104, and the
conpressed audio data stream ESau is deconpressed by decoding in the
decodi ng means 1105 to be output as a non-conpressed audio data stream
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reproduct on aratus _neeting.this de nd has been developed
Figure 1SCFSam; hRBHLAPLGFaM AOIIbIS MeRd o4 OB eansc dingor deciding

whether the input audio data stream is compressed or not.
Usually, the audio data stream downloaded through the network 10a
f) is compressed while the audio data stream read from the CD 10b is
not compressed.
Further, the data recording and reproduction apparatus 1200
includes a coding means 1202 for compressing the non—compressed
| audio data stream Sau output from the stream attribute decision
means 1201 by coding to output a compressed audio data stream
ESau; and a stream writing means 1203 for writing the compressed
audio data stream ESau output from the coding means 1202 and the
non-compressed audio data stream DSau output from the stream
.) attribute decision means 1201 into the recording medium 1204.
Further, the data recording and reproduction apparatus 1200
includes a stream reading means 1205 for reading the compressed
audio data stream ESau from the recording medium 1204; a decoding
‘means 1206 for decompressing the read compressed audio data
stream ESau by decoding to output a non-compressed audio data
stream RSau; and a DA conversion means 1207 for performing DA
conversion on the non-compressed audio data stream RSau to output

analog audio data Aau to the speaker 20.



6 .- and reproduction apparatus which is able to obtain audio data from
both of a hone page and a CD to reproduce it. This data recording
and reproduction apparatus 1200 i ncl udes a recordi ng nedium 1204
containing a conpressed audio data stredm and a streamattribute

deci sion nmeans 1201 for deciding whether the input audio data streamis

conpressed or not. Usual Iy, the audio data stream downl oaded t hrough the
net work 10a is conpressed while the audio data streamread fromthe CD
| b is not conpressed. Further, the data recording and

reproduct i on apgpatieudlatz0recandingicand repiiodncison dp@Rrdtus ch2a®l essi ng
t he non-conpressed audi o data stream Sau output fromthe streamattribute
deci si on comsansctiead,] wiyer cam ngudinoodapat shreampissirputydthedatgeain eam
ESau; and a streamwiting neans 1203 for witing the conpressed audi o
data str ernfibuteudqeis iomméedmws cOP0Dodeeides 1whethet thes ati@ilocdapiessed
audi o data stream DSau output fromthe stream attribute decision neans

1201 i nt Gtideant eedrdbniressbdor20dt. AccorBihihes, theerdahat! 8¢otdieng and
reproduction apparatus 1200 includes a streamreadi ng neans 1205 for

readi ng ide iBAEH, e RS avitlib Qed asﬁié&ﬁ”l&%‘&'t%ﬁ@ Mt hené 669" €haJstBdhpm

1204; a decoding neans 1206 for deconpressing the read conpressed audio
data st (edmirgmedhslacud nthd K doding Meakd "I EEsedrardigafipia, Rhepam

RSau; and a DA conversion neans 1207 for Pperform ng DA
the compressed audio data stream ESau is input through the
i) . network 10a, this compressed audio data stream ESau is output to
the stream writing means 1203 according to the decision of the
stream attribute decision means 1201. oOn the other hand, when
the non-compressed audio data stream Sau obtained from the CD 10b
is input, this non-compressed audio data stream Sau is output to
the coding means 1202 according to the decision of the stream
attribute decision means 1201.
The compressed audio data stream ESau is once written in the
MD 1204 by the stream writing means 1203.
 ) When reproducing the audio data, in the data recording and
reproduFtion apparatus 1200, the compressed audio data stream
ﬁSau is read from the recording medium 1204 by the stream reading
means 1205. This compressed.audio data stream ESau is
decompressed by decoding in the decoding means 1206 to be output
aé a non-compressed audio data stream RSau.
The non-compressed audio data stream RSau is converted to

analog audio data Aau by the DA conversion means 1207 to be

output to the speaker 20.



conversion on the non-conpressed audi o data stream RSau to output anal og

audio data Aau to the speaker 20. -

7 . In the data recordi ng and reproduction apparatus 1200 so
constructed, when an audio data streamis®8& nput, the stream attribute
deci si on neans 1201 deci des whether this audio data streamis
conpressed or not. According to the result of the deci sion, the audio
data streamis output to one of the stream witing nmeans 1203 and the
codi ng means 1202. For exanpl e, when t he conpressed audi o data stream
ESau i s input Enr dhghdake riecoxding landxeproduchinn apparatus chwm in
stream ESau is output to the streamwiting nmeans 1203 according to the
deci si on fiffgurtee 13, kllegal capying coflegudiondatanfot2@hichnthieecopigeight
hand, when t he non-conpressed audi o data stream Sau obtai ned fromthe
CD 10b is it® ibeyirottduted decumgs csssilenudnd, dBherefore|n Seevent dHgpeiicho
the codi ng neans 1202 according to the decision of .the stream attribute

deci si on iTd&yall Hdpying of audiite dat@rissefl qréavedaimpottaeeFSau is once
witten in the MD 1204 by the streamwiting nmeans 1203. ' When

reproduci ng t hey atHeowd®} aasl 8 Ebantarincasudied i@ inzt i11dqRr Q@gﬁr‘ﬂr@‘ of

apparatus 1200, the conpressed audi o data stream ESau i's read fromthe

recor di ngudRd dathi04Herd ie o mRANJEBH Nhserting a watermark in audio
data for which the copyright is to be protected.

ﬁ) This watermark is inserted in digital audio data. Further,
the watermark-inserted digital audio data is converted to.analog
audio data. Whether the analog audio data obtained by DA
converting the watermark-inserted digital audio data remains as
it is or is converted to digital data, the watermark can be
extracted from the analog data or the digital data.

Hereinafter, a description will be given of the general
principle of watermark insertion and extraction.

Initially, the outline of a process of inserting a watermark in

) digital audio data will be described.

| Figure 14 is a diagram conceptually illustrating insertion
and extraction of a watermark in/from digital audio data.

A process Pad of inserting signature data (watermark) Dwmi
in digital audio data recorded as an audio data file ODau is
performed, and then the digital audio data in which the signature '
data is inserted is recorded as a signature-data-inserted audio

data file Sbhau.

Then, a process Pex of extracting the signature data Dwmx



means 1205. This conpressed audi o data stream ESau i s deconpressed by

decoding in the decodi ng neans 1206 to be out put as a non-conpressed
audi o data stream RSau. The non-conpressed audi o data stream RSau
i s-converted to anal og audi o data Aau By the DA conversion neans 1207 to

be output to the speaker 20.
In the data recordi ng and reproduction apparatus shown in

figure 13, illegal copying of audio data for which the copyright is to
be protected becomes easier and, therefore, preventing such i1l egal

copyi ng Ofrai ke A gitS1 Oéuaiéa&é‘lia' iR0oséEHL8ance with thBYdifet¥dy audicA
counterneasure agai nst illegal copying of audi o data, theré is a nethod

| nser’zfjé}g3 %d@éf&é@r&lﬂléuﬁjﬁélo datRifiier oBhiC nahﬁhﬁoﬁi hﬂggahﬁdﬁ.ﬁ be

protecte hi's maternark |s Inserted in digital au
Furt her, t#gé%¥3 k§ Y=g TN a ? a o] t % (o]
anal og o) t W@% %%r the ana égggﬁd?gégr & g%ﬁegggé 1 Sbau,
converti &?a &ﬁ;ﬁ%fark inserted digital audio data renalns as it is
or is conve gltal data, the watermark can be extracted from
t he anal og dat Qr_th Iy a Her.ei_naf escription
will be given Pﬁg 33 &ga% flg§Eﬁart of the Watermark insertion Yocess.
Initially, digital audio data is subjected to blocking (step
Sl1). .This process is to divide the digital audio data into a
ﬁ) plurality of data groups (blocks) each comprising a predetermined
number of sampling data, for convenience in the subsequent
process.
Next, each block is subjected to the Fourier transform (step
S2). The arithmetic operation for the Fourier transform will be

later described in detail.

Thereafter, the following data transform is carried out as

the watermark insertion process.
The watermark is composed of multiple bits of digital data

_) (signature data), and each bit of the signature data corresponds

to each block.

Initially, it is confirmed that the value of.each bit as a
component of a block string of the signature data (bit string of
the signature data) is "0" or "1" (step S3). A block
corresponding to a bit of "0" is not subjected to watermarking.
A block corresponding to a bit-of "1" is subjected to
watermarking, wherein an imaginary part and a real part of

Fourier transform coefficients of audio data corresponding to



principle of watermark insertion and extraction. Initially, the outline
of a process of inserting a watermark in digital audio data wll be
descri bed. Figure 14 is a diagramconceptually illustrating

i ngertion and extraction of a waternag¥® in/fromdigital audio data.

A process Pad of inserting signature data (watermark) Dwnm in digital
audi o data recorded as an audio data file ODau is performed, and then
the digital audio data in which the signature data is inserted is
recorded as a signature-data-inserted audio data fil e SDau.

Then, a phicedslowlk arfe exephacedgvitk saghaothergdaandDbhe real part is

9 fromthe digital audio data in accordance with the digital audio
dat a r ecanddd pilsi edhewBithli -6l dgd e | $4) ODaThasdprbeedsgiisalpeafoirmed daira each
recorded as the signature-data-inserted audio data file SDau, S

per f or neghlock. Figure 15 is a flowhart of the watermark insertion
process. Initially, digital audio data is subjected to bl ocking

(step  Si). Thhéenpreaessbilockoig vulgechteddite take durierstFourier a

plurality of data groups (blocks) each conprising a predeterm ned nunber

of sanpl itrandFoim f(@teP B enfet &by casdds cdaedtof Eééﬁeﬁiock is
restored. The inverse Fourier transform will be later described
in more detail.

i) Through the above-described processes, a watermark to which

a normal human ear does not respond is inserted in the audio data.
Hereinafter, the respective processes of the watermarking
technique will be described in more detail.

Initially, the Fourier transform and the inverse Fourier
transform will be briefly described. The Fourier transform
employed in thé process of inserting a watermark (information to
be embedded) is called "discrete Fourier transform" which is
defined as follows.

 ) When a discrete one-dimensional real number function f(n)
(n€Z,0=n<N) is given, a function obtained by performing the .
discrete Fourier transform on the f(n) is defined by a discrete
one-dimensional complex number funct;_ion F(k) (k€Z,0Xk<N) which
is given by formula (1).

Here, Z denotes the set of whole integers. Further,

formula (1) satisfies the conditions given by formulae (2) and

(3).



Next, each block is subjected to the Fourier transform (step S2). The
arithnetic operation for the Fourier transformw ||l be |l|ater described in
det ai | . Thereafter, the following data transformis carried out as
the watermark insertion process. The watermark i s conposed of
multiple bits of digital data (signature data), and each bit of the
signature data corresponds to each bl ock. Initially, it is’
confirmed that the value of each bit as a conponent of a block string of
the signature data (bit string of the signature data) is "0" or "1" (step
S3). A block corrgsponding to a bit of "0" is not subjected to
wat er mar ki ng. F@)d OCR (i, Esporflli=ryl,i-eNa-Bit of "1" is subjgryed to

wat er mar ki ng, eres=hh an I maginary part and a real part of Fourier
transform coefficients of audio data corresponding to
10 this bpzackjare replaced with each other, and the reatapart is

multiplied wwth -1 (step S4). This process is perfornmed for each bl ock.

Then, each bl qpk i Sz90hja6toad Ny libR(2AYRYSE Fouri er transfgy m (step S5).
Ther eby, audi o Mata of eag¢1 b o)gt]i s( ) Ay

Further, the inverse discrete Fourier transform will be
described hereinafter.

When a discrete one-dimensional real number function f£(n)

) (n€Z,0=Sn<N) is given and a discrete one-dimensional complex

number function F(k) (k€2Z,0=5k<N) is a function obtained by
performing the discrete Fourier transform on the f£(n), the
following formula (4) holds.

Here, Z denotes the set of whole integers. -Further,

formula (4) satisfies the conditions given by formulae (5) and

(6).

N-1
f(n)=2F(n)WNb' (k=01,:N -1) cee(d)
) ji=-1 ees(5)
W, =e’" = cos(2 /N)+ jsin(27 / N) eee(6)

Next, the watermark embedding process for audio data will be
described more specifically.

First of all, blocking of audio data will be described with
reference to figure 16.

Blocking is a process to represent sample values Sound(i) of
digital audio data in which a wafermark is to be embedded

(hereinafter, referred to as target audio data) as a set of



restored. The inverse Fourier transformw || be |ater described in nore
detail . Through the above-described processes, a watermark to which
a normal human ear does not respond is inserted in the audi o data. _
Herei nafter, the respective processes of tthe watermarking technique will
be described in nore detail. Initially, the Fourier transform and
the inverse Fourier transformw ||l be briefly described. The Fourier
transform enployed in the process of inserting a watermark (information to
be enbedded) is called "discrete Fourier transfornf which is defined as
fol | ows. blocks wash somprissing @ampheras omny ras| thenbeth f porger onff 2n)27).
(n[err]Z, Jerr]n<N) is given, a function obtained by performng the.
di scr et e Hexer,i dit tisaassumedrthate Hen)tataldafimizelr f cblbocks adletained by
one- di mensi onal conpl ex number function F(k) (k[err]Z(J err]k<N) which is
gi ven bybllockihg the target lwdio Aatendises( t#i) satheffidwt cblatlegks sblock
Further, formula (1) satisfies the conditions given by formulae (2) and
(3). B,, the k-th block (k: arbitrary number) is block B,, and the last
block is block B,. Further, the sample values of the k-th block
are represented by B,(j)-
The relationship between the sample values Sound(i) of the
) target audio data and the respective sample values B,(j) in the
block is represented by the following formula (7).
B,(j) = Sound(i) eee(7)
where 2 denotes the set of whole integers, k and j satisfy k,jE€z,
and i satisfies i=2"k+j(0=3j<2°).
It is needless to say that the variables n and k used here
are different from the variables n and k used in formula (1)
which defines the general discrete one-dimensional Fourier
transform and formula (4) which defines the discrete one-
) dimensional inverse Fourier transform.
Next, the watermark embedding process will be described.
Initially, the audio data (sample values) B,(j) of the k-th
block B, are subjected to the discrete Fourier transform to obtain

| data F,(m). Here, k is a variable indicating an arbitrary block
amongst the blocks B,~B., and it satisfies k€EZ, ké[ 0,t(total
number of blocks)].
Further, a data bit string to be inserted is defined by a

one-dimensional discrete integral number function U(d), and data



[erT] Further, the inverse discrete Fourier transformw | be

descri bed hereinafter. When a di screte one-dinensional real nunber
function f(n) (n[err]Z,derr]n<N) is given and a di screte one-di nensi onal
conpl ex nunber function F(k) (k[err]Z, C{%rr] k<N) is a function obtained
by perform ng the discrete Fourier transformon the f(n), the follow ng
formula (4) hol ds. Here, Z denotes the set of whol e integers.

Further, fornula (4) satisfies the conditions given by fornulae (5) and
(6). [err] . i . Next, the watermark enbeddi ng process for audio
data wi | IWhsich diss obtainedrly spubefdingl ynformatipnstinothal datial & ki homes
audio data will be described with reference to figure 16. Bl ocking is
a procesZ mE[dpReipnaceanglingy dbutheSvadde pfokacti diittalimutieo dirtian Bit
which a watermark is to be enbedded (hereinafter, referred to as target
audi 0 datsbhring sdefsined by the function U(d), is represented by F',(m).

Here, d and d, satisfy the conciition (d,d,€Z). When d,
satisfies 4,<2™*, U(d) is U(d)=1 or 0. When d does not satisfy d
€11,d,1), U(d) is u(d)=0.

Then, F',(m) is represented by the following formulae

| ) (8)~(15), wherein m satisfies m€z, m€[1,2"].

Re(F", (m)) = ~Im(F,(m)) ~ (when U(m)=1) e (8)
Re(F", (m) = Re(F,(m))  (when U(m)=0) e (9)
Im(F", (m)) = Re(Fy(m))  (when U(m)=1) - (10)
Im(F", (m)) = Im(F, ()~ (when U(m)=0) e (11)
Re(F', 2" -m+1)) = —Im(F,(m))  (when U(m)=1) ... (12)
Re(F', (2" -m+1))=Re(Fy(m))  (when U(m)=0) .ee(13)
Im(F', 2" -m+1)) = Re(F,(m))  (when U(m)=1) .ee(14)
(', 2 -m+D)=InF,(m)  (when UGmy=0)  ...(15)

) | The above-described formulae (8)~(11) are applied to the

low-frequency components amongst the 2" pieces of data (frequency
components) F,(m) obtained by subjecting the 2" pieces of data
(sample values) B,(j) to the discrete Fourier transform. On the
other hand, the above~described formulae (12)~(15) are applied to
the high-frequency components of the 2" pieces of data (frequency
components) F,(m) obtained by subjecting the 2" pieces of data
(sample. values) B,(j) to the discrete Fourier transform.

Further, as represented by formulae (9), (11), (13) and (15),



12.- bl ocks each conprising sanples as many as the n-th power of 2
(2[err]). Here, it is assuned that the total nunber of bl ocks obtained by
bl ocki ng the target audio data is (t+1), the first block is block Blerr],
the k-th block (k: arbitrary nunber) is biack Bk, and the | ast bl ock is
bl ock B[err]. Further, the sanple values of the k-th bl ock are
represented by Bk(j). The rel ationshi p between the sanpl e val ues
Sound(i) of the target audio data and the respective sanple val ues Bk(j)
in the bl ock is represented by the followng fornmula (7).

Blerr] (] )azbf@élﬁdééires?ondin . £6) a bikebE § danehesstigaatareobatdobdt

I ntegers, k and j satis y-k,j?err][err]z, and i satisfies

i =2[err] kgt £§h§Tid %‘@réﬂlﬁ?ected tol theswheednask bfbeanihgaprbbeswari ay es
n and k used here are different fromthe variables n and used in fornmul a

ntl 1 or mTae (47 S SRR cEPRES SRR PReTRCRRIAEINR)  KAPOF, (1RACERLTT

and formula ( e discrete one-

U 7L Bl SRR, ST RO SR,

descri bed} e audi o data al ues

k-th bl Cift %%ﬁxi%’é escﬁtg;geéé’%{l 2@9 g%ﬁ&r?%e?ﬂ&{rke%ﬁé&&iﬁg[ %égegﬁ%ﬁégt

data Fk( 'S a rra I'Catng an ar rary
e, bl ool PG ShilddnasP bhde Bha“LhE LA bR SboEhbl QWL Bl
obtained by the Fourier transform of the audio data (sample
f) values) B,(j) corresponding to this block are replaced with each
other, and the real part is multiplied with -1.
Further, the watermark embedding process is performed on
pairs of the Fourier transfqrmed data on the low-frequency side
. and the corresponding Fourier transformed data on the high-
frequency side so that the target audio data in which information
is embedded is not offensive to the ear of the listener. Here,
the m-th Fourier transformed data F',(m) which has been subjected
to the watermark embedding prodess corresponds to the (2"-m+1)th
) Fourier transformed data F',(2"-m+l) which has been subjected to
the watermark embedding process.
Next, the watermark extraction process will be described.
Figure 17 is a flowchart of the watermark extraction process.
Initially, audio data which has been subjected to the
watermark embedding process is divided into plural blocks (step
Slla), and each block is subjected to the Fourier transform (step

Sl2a). Further, audio data which has not been subjected to the

watermark embedding process is divided into plural blocks (step



Further, a data bit string to be inserted is defined by a one-di nensional
di screte integral nunmber function U(d), and data

13 whi ch is obtained by enbedding information in the data
Flerr]k(m (nferr] Z,nerr] [1,2[errl®) according to the value of each
bit in the data bit string defined by the function Ud), is
represented by F [err](m. Here, d and d[err] satisfy the
condition (d,d[err]Z). Wen d[err] satisfies d[err]<2[err], Uld) is
U(d)=l or 0. When d does not satisfy d [err][I,d[err]]), U(d) is
U(d)=0. s11b), andhele &udbordébth of eaphebiotkdiby subgettledomiondheor nul ae
(8)-(15), wherein msatisfies nferr]Z, nferr][1,2[err]].

- Re(F[err]rourier trans®dfhe(step S12b). The above- descri bed
formulae (8)-(11) are applied to the | ow f requency conponents anongst

the 2[err] piegfandf the! daltld APtAINed as THPFBUBYs RerElé Abopéai ned by

subjecting the 2[err] pieces of data
described Fourier transform steps are compared, block by block,
between the blocks of the audio data which has been subjected to
the watermark embedding process and the corresponding blocks of
the audio data which has not been subjected to the watermark

-> embedding process (step S13).
As the result of the comparison, when the data of the

corresponding blocks agree with each other, it is decide& that no
watermark is embedded in the block which has been subjecfed to .

the watermark embedding process, and the signature data bit is 0

(step Sl14a).

When the data of the corresponding blocks are different from
each other, it is decided that a watermark is embedded in the
block which has been subjected to the watermark embedding process,

) and the signature data bit is 1 (step S15).

This process is repeated block by block to extract the bit
string (embedded informatipn) constituting the signature data. .
Next, the watermark embedding process and the watermark
extracting process will be described more specifically.

Initially, the process of embedding a watermark in each
block will be described.

In the following description, Sound(n) indicates audio data

(sample values) in one block in which signature data. is to be



(sanpl e
hand, th

val ues) Bk(j) to the discrete Fourier transform On the ot her
e above-described fornulae (12)-(15) are applied to t he

hi gh-frequency conponents of the 2[err] pieces of data (frequency
conmponents) F[err](m obtained by subjectlithg the 2[err] pieces of data
(sanpl e values) B[err](j) to the discrete Fourier transform

Furt her,
14
string i

as represented by fornmulae (9), (11), (13) and (15),

.a block corresponding to a bit of O in the signature data bit

s not subjected to the watermark enbeddi ng process. On t he ot her

hand, as emdEdRal) ethd)syoneliwp ifjic4té8 a (dgnabdre ddda, batbsotkng to

corresponding to a bit of 1 in the signature data bit string is subjected

to the WwyletlemtdaciP adtidit £ WlERSs id lobtadnéd By ssubPettny tRétaddfot he
real part of the data Fk(m obtai ned by the Fourier  transform of the

audi 0 dayya +aS HHRI (n )V aln Bhle Bdok A a5 FWl et Otfsﬁéf&iﬂck @ﬁfthsflf aced

wi th each ot her, and the real part is nultiplied with - her,
the vateg Q!aq{é‘ss Qdth B IIE‘dj
transfornggega?gq OMFfrequency Sl and fﬁgj orré%pondlng éburler

transforggg gatdg %nst"lﬁ%d@%bggd S not e;éfj?r?éﬁ/% ]{%gsfe(gir:lget lﬁ:dl 0 data

in which informtion

| i st ener

F'Fgﬁﬁnd](p) indicates-data obtained by embedding the signature

data bit string in the F[Sound](p).

Here, the audio data Sound(n) is a function defined in the
integral space and having an integer as its value. Note that n =
0,1,...,N.

Further, the signature data bit string syomeifu] is also a
function defined in the integral space (refer to formula (16))
and having only 0 or 1 as its value. Note that u = 0,1.

syomei[u] = {1,0} .- (16)

When the audio data Sound(n) is subjected to the Fourier

transform, the corresponding Fourier transformed data F[Sound](p)

is obtained as follows.
N -
F[Sound](p) = ZSOund(n)e’z"’"m e (17)

This F[Sound](p) is a function defined in the integral space
and having a comﬁlex number as its value. Note that p = 0,1,...N.

Assuming that the real part of the Fourier transformed data
F[Sound](p) which is a complex number is Re{F[Sound](p)} while
the imaginary part thereof is Im{F[Sound](p)}, the data

F'[Sound] (p) can be represented by using the above-described



the mth Fourier transformed data F k(m which has been subjected to the
wat er mar k enbeddi ng process corresponds to the (2[err]-mtl)th Fourier
transforned data F' k(2"-mtl) which has been subjected to the waternark

enbeddi ng process. Next, the waternhfk extraction process wll be
descri bed. Figure 17 is a flowhart of the watermark extraction
process. Initially, audio data which has been subjected to the

wat er mar k enbeddi ng process is divided into plural blocks (step Slla), and
each block is subjected to the Fourier transform (step SlZ;%. Further,
audi o datEPEMilae ht8) nolS beth acepEdarget Withethgavalngr REchbedgignatugeess
is divided into plural blocks (step

15 Sletia bithEtnngudyemeni vl of each block is subjected to the

Fourier transform (step S12b). Then, the data obtained as the
results of theAabumdng tdedcthee s ibaatiuge tdaties fhoitmatiripyg dre e nembedded
bl ock by bl ock, bet ween the bl ocks of the audi o data which has been

subj ect edn che tFom e rians Sotmeldi datorBpScssndh(lp ) heorvespspdidgngobbneks
of t he audi o data which has not been subjected to the waternmark

enbeddi n@plpoke dss syxineni [TP31, the firsst tihbt reslhé PfSolwed FelIpasfsehe when

the data of the corresponding bl ocks agree with each other, it is decided
that no Fourier transformed data F[Sound](p) and the N-th bit value
F[Sound](N) tﬂereof are subjected to the information embedding
f) process by using the above-described formulae (8), (10), (12) and
(14).
The following formulae (18)~(21) represent the Fourier

transformed data F'[Sound](1) and F'[Sound](N) obtained in the

watermark embedding process.

Re{F'[Sound)(1)} = — Im{F[Sound](1)} ' -..(18)
Im{F'[Sound }(1)} = Re{F[Sound |1} ... (19)
Re{F'[Sound(N)} = - Im{F[Sound |(N)} «.+(20)
Im{F'[Sound }(N)} = Re{F[Sound](N)} ee(21)
_> where Re and Im indicate the real part and the imaginary part of

the complex number in { }, respectively.

On the other hand, assuming that the signature data bit
string to be embedded in the audio data Sound(n) corresponding to
one block is syomei[l]=0, the second bit value F[Sound](2) of the
Fourier transformed data F[Sound](p) and the (N-1)th bit value
F[Sound](N-1) thereof are subjected to the watermark embedding
process by using the above-described formulae (9), (11), (13) and

(15).



watermark is enbedded in the block which has been subjected to . the
wat er mar k enbeddi ng process, and the signature data bit is O (step Sl4a).
Wien the data of the corresponding bl ocks, are different from each other,

it-is decided that a watermark i s enbedd in the block which has been
subj ected to the watermark enbeddi ng process, and the signature data bit
iIs 1 (step S15). This process is repeated bl ock by block to extract

the bit string (enbedded information) constituting the signature data..
Next, the watermark enbeddi ng process and the watermark extracting process
will be descriBt8 #BLLOWRBY %P&&P#;?.e (22)~ (25 } izgREesaenie the Faurigr
enbedding a watermark in each block will be described. In the

fol | owi n%rméﬁrpﬁd)rﬁat&)%'d(%undﬂﬁ Zhtand oFiU[ $ownd h( N¢bhnpbtaimededn ithe
one. bl ock in which signature data is to be

16 sateinerk smbesdding [prjodessicates a signature data bit string to
be enbedded in data which is obtained by subjecting the audio dat a
Sound(n) in oRe{Bl[Scind]}2)} reReP[Somnd (2¥nsf ogrm Furt her. . (22 Sound] (p)

i ndi cat es data obtai ned by subjecting the target audi o data Sound(n) to

the di screte Hn{F|[Sourtd]@)}=dni{F[Souhd](2)} «ee(23)
Re{F'[Sound}(N - 1)} = Re{F[Sound](N -1)} ... (24)
Im{F'[Sound}(N -1)} = Im{F[Sound }(N - 1)} ... (25)

_J) By performing the inverse discrete Fourier transform on the

data F'[Sound](p) which has been obtained by subjecting the
Fourief transformed data F[Souﬁd](p) corresponding to the audio
data Sound(n) in one block to the watermark embedding process by
using the above-described formulae (8)~(15), watermark-embedded
audio data Sound'(n) is obtained as represented by the following

formula (26).

N
Sound'(n) = ZF'[Sound](p)e"z”’"’” .o+ (26)
) Next, the watermark extraction process will be described
briefly.

In this process, the Socund(n) and the Sound'(n) are
respectively subjected to the Fourier transform, and the
respective Fourier-transformed data are compared. When the
values of these data are different from each other, the signature
data bit string is extracted with the signature bit data being 1.
When the values of these data are identical, the signature data

bit string is extracted with the signature bit data being 0.



F' ['Sound] (p) indicates -data obtained by enbedding the signature data bit

string in the F[Sound](p). Here, the audio data Sound(n) is a
function defined in the i ntegral space and having an integer as its
vatue. Note that n = a,,... ,N 1gurther, the signature data bit

string syonei[u] is also a function defined in the integral space (refer
to formula (16)) and having only O or 1 as its value. Note that u = 0, 1.
syonei [u] - {10} .. . ( 16) When the audi o data
Sound(n) is subjected to the Fourier transform the correspondi ng Fourier

transformed dapfeFhPgepdihm) wild BEt%&G%QE?Zﬂkgdfiﬁ%d in thf f?%}ow1ng.

[err] F| Sound] (p) =[err] Sound(n)
This F[ S [ [ |nte ral space and having a
conpl e£< (rilt&ng] f}p')asd ?,%d}%géf}u&fgnp&mq% ﬁlﬁ%tl &'&: g p Assum ng thgt

the real, part of the Fourier transforned data F[Sound](p) which is a
conpl ex %unber Is Re{F[ Sound] (p)} while the imginary part thereof is

| M FLSoundl (P doudd P2 rlsemafthh) 688 R+’ fBISSCBYE Y ntT)Rg the

above- de
If F[Sound](n) = F[Sound'](n) holds, syomei[n-1]=0

}
By the way, in the existing reproduction apparatuses such as
:T) MD players which do not detect watermarks, audio data streams in
which watermarks are_embeddéd as described above can be recorded
and reproduced, like audio data streams in which no watermark is
embedded.

If reproduction apparatuses such as MD players which will be
manufactured in the future are only those which do not record
audio data streams in which watermarks of "copy inhibit" are
embedded but record audio data streams in which no watermarks of
"copy inhibit" are embedded, illegal copying of the audio data

i) streams can be restricted by watermarking in the future.

However, since watermarks are embedded in non-compressed
audio data streams,-it is difficult to simply apply the above-
described watermark embedding process to the data recording and
reproduction apparatus 1200 which receives compressed audio data
streams from the homepage and non-compressed audio data streams
from the CD.

Consequently, in the data recording and reproduction

apparatus 1200 which can obtain audio data from both of the



formul ae (8)-(15) in accordance with the value of the signature data bit
string syonei[u]. Assum ng that the signature data bit string to be
enbedded in the Fourier transformed data F[ Sound] (p) corresponding to one
bl 6ck is syomei[0]=1, the first bit val u®[ Sound] (1) of the Fourier
transforned data F[Sound] (p) and the N-th bit val ue F[ Sound] (N) t her eof
are subjected to the information enbeddi ng process by using the
above-descri bed fornulae (8), (10), (12) and (14). The foll ow ng
formul ae (18)-(21) represent the Fourier transforned data F' [Sound] (1) and
F' [ Soundhionepalgeniaret] tihe (Gl andhtreproducetebieli ayd pe odatss, illegal copying
Re{F' [ Sound] (1) }=-I m{ F[ Sound] (1)} ... (18 I {F' [ Sound]) 1} =
Re{ F[ Souwnd] the} audio data daifjot be eff&ﬁﬁi?éiywp&éwéﬂted bYrMiiﬁgund](N)}
... (20) | {F' [ Sound] (N} = Re{F[ Sound] (N)} .. (21) where Re
and I mi pdteximarkimg.cal part and the inmaginary part of the conpl ex nunber
in { }, respectively. On the other hand, assum ng that-the signature
data bit strimgetprésestibefdefitiont I8 aHdeotdakalvel N hbovel Fupdidived t o
one block is syonei[l]=0, the second bit value F[Sound](2) of the Fourier

transfor gedpdama Bhdonad! o 3¢ LRt 1d E}aﬂihd@'a#%aﬁ %%Eﬁﬁcﬁfh%)and

thereof are subjected to the watermark enbeddi ng process by using

above- degepirBatdctIbAUbppatrBtus( ¥hlich( E3n #¥todd Bnd reproduce audio data

whether it is supplied in the form of a non-compressed audio data

stream or a compressed audio data stream, and which can
satisfactorily protect the—copyright for the audio data by
embedding watermarks in these audio data streams, thereby

effectively preventing illegal copying of the audio data.

DISCLOSURE OF THE INVENTION

A data recording and reproduction apparatus according to the
present invention (Claim 1) is a data recording and reproduction
apparatus for recording and reproducing an audio data stream as

':) digital audio data, and comprises a stream storage unit for
storing the audio data stream, a stream writing unit for writing
the audio data stream into the stream storage unit, and a stream
reading unit for reading the audio data stream ffom the stream
storage unit. The stream writing unit includes a stream |
attribute decision means for deciding whether or not the audio
data stream has been subjected to a data conversion process for
digital audio data, and a stream writing means for attaching a

conversion ID flag having a value according to the result of the



18- The follow ng fornulae (22)-(25) represent the Fourier
transforned data F [ Sound] (2) and F' [ Sound] (N-1) obtained in the

wat er mar k enbeddi ng process. Re{F' [ Sound] (2)} = Re{F[Sound] (2)}

o5 (22) | {F' [ Sound] (2)} = I {F[%bund] (2)} ... (23)

Re{F [Sound] (N - 1)} = Re{F[Sound] (N -)} .. . (24 | {F' [ Sound] (N -
D} - IM{F[Sound] (N - D ... (25 By performng the inverse discrete

Fourier transformon the data F' Sound](p) which has been obtai ned by
subj ecting the Fourier transformed data F[ Sound] (p) corresponding to the
audi o detcisBmmintionthéenavdiobdath streha,wandr wenikt isgbddati fi} ag-edassched
usi ng t he -above-described formul ae (8)-(15), watermark-enbedded audi o
dat a Souaudio)dataobtreamdintor theestrean byorhgef anitw ndrhe fotredm (26).
[err] Next, the watermark extraction process wll be described
bri efly.reading luniti nplading, at serSamngéagingdmehasSFord rigad itie the
respectively subjected to the Fourier transform and the respective
Fouri er -duchits f e Os €pédm ot ¢ WRIPA' €He ¥bfiGeiBeonvabuelagf ikhatrtadded,are
different fromeach other, the signature
from the stream storage unit, and a watermarking means for
inserting a watermark in the read audio data stream. The read
audio data stream in which the watermark is to be inserted is

'ﬂ) subjected to an inverse conversion process of the data conversion
pfocess, according to the value of the conversion ID flag
attached to the audio data strean.

According to the present invention (Claim 2), in the data
recording and rep:oduction apparatus described in Claim 1, the
stream reading unit has a DA conversion means for converting the
audio data stream in which the watermark has been inserted by the
watermarking means, to analog audio data, and outputs the analog
audio data.

'_) According to the present invention (Claim 3), in the data
recording and reproduction apparatus described in Claim 1, the .
conversion process performed on the digital audio data is a
compression process for compressing the digital audio data by
coding; the inverse conversion process of the data conversion
process is a decompression process for decompressing the
compressed digital audio data by decoding; and the stream writing

means attaches a compression ID flag to the audio data stream as

the conversion ID flag having a value according to the result of



data bit string is extracted with the signature bit data being 1. Wen the
val ues of these data are identical, the signature data bit string is
extracted with the signature bit data being O.

19- The algorithmw Il be briefg described in the follow ng.

In { }, n nmoves from1l to Nin order. I f F{Sound](n) = F[Sound'](n)
does not hold, syonei[n-1]=l I f F[Sound] (n) = F[-Sound'](n) holds,
syonei[n-1]=1 By the way, in the existing reproduction apparatuses

such as MD pl ayers which do not detect watermarks, audio data streans in
whi ch watehead&eiaiengmbhddedmpredeion Pd fihavd nddeatd nge whiettdrbr canchot
reproduced, |ike.audio data streans in which no watermark is enbedded.
| f reprodtieéi udappaatausteeanchassbbBnpbapgested ¢ whe digyit@ndaniclr ed
in the future are only those which do not record audio data streans in
whi ch watgi¥@Rr&Smptess06N ppbEbss. are enbedded but record audio data
streanms in which no waternarks of "copy inhibit" are enbedded, illegal
copying of the xedir@idRy o UL PFesAt DEV AN 15t 6E1 Lim VB £7 PRI Kh8UahBat he
ut ure.
recording and reproduction apparatus described in Claim 3, the

stream reading unit includes a stream flag decision means for
deciding whether or not the audio data stream read from the

stream storage unit has been subjected to the compression process,

v
H

\, ;
L

on the basis of the compression ID flag of the read audio data
stream, and a decoding means for decompressing, by decoding, the
audié data stream which is decided as being subjected to the
compression process by the stream flag decision means. The audio
data stream which is decided as being not subjected to the
compression process by the stream flag decision means, and the
decompressed audio data stream output from the decoding means are
supplied to the watermarking means.

;) According to ;he present invention (Claim 5), in the data
recording and reproduction apparatus described in Claim 4, the
stream reading unit has a DA conversion means for converting the
audio data stream in which the watermark is inserted by the
watermarking means, to analog audio data, and outputs the analog
audio data.

According to the present invention (Claim 6), in the data
recording and reproduction apparatus described in Claim 1, the

conversion process performed on the digital audio data includes



However, since watermarks are enbedded in non-conpressed audio data
streans, it is difficult to sinply apply the above- described waternmark
enbeddi ng process to the data recording and reproduction apparatus 1200
which receives conpressed audio data str28ans fromthe honepage and

non- conpr essed audi o data streanms fromthe CD. Consequently, in the
data recordi ng and reproduction apparatus 1200 whi ch can obtain audi o data

fromboth of the 20
honepage and the CD and reproduce the audio data, illegal copying of

t he audi qtdlaleastavi df &fdonpiress o rErerdss Pyr usompress ingedbgbtaki ng.
The present invention is made to sol ve the above-descri bed pr obl ens

and has fHRidilt 9atl 28 dodifi\Unie & dintanbe ProcesSNEbr scrampldggct i on
apparatus which can record and reproduce audi o data - whether it is

suppl i ed 4ijy i3 LYUINPdat Ot CORYREH WY D 4Rtfud 5 I HMA O tRe CONPELSEC
audi o data“stream and which can satisfactorily protect the copyright

oy oby BHEEBIER Blocess U atrasel MLt USRAVASLME e e,

DI SCLOSURELSE SHE B%VENE@gNmpression process for decompressing compressed
digital audio data by decoding and a descramble process for
descrambling scrambled digital audio data or scrambled compressed

f) digital audio data; and the stream writing means attaches a
compression ID flag and a scramble ID flag to the audio data
stream as the conversion ID flag having a value corresponding to
the resulf of the decision, the compression ID flag indicating
whether or not the audio data stream has been subjected to the
digital audio data compression process, and the scramble ID flag
indicating whether or not the audio data stream or the compressed
audio data stream has been subjected to the digital audio data
scramble process.

:) According to the present invention (Claim 7), in the data
recordiné and reproduction apparatus described in Claim 6, the
stream wriging unit includes a scramble key writing means for
writing a scramble key adapted to the audio data stream which has
been subjected to the scramble précess, into the stream storage
unit. The stream reading unit includes a scramble key reading
means for reading.the scramble key adapted to the audio data

stream which has been subjected to the scramble process, from the

stream storage unit; a first stream flag decision means for



A data recording and reproduction apparatus according to the pr esent
invention (Claiml) is a data recording and reproduction apparatus for
recordi ng and reproduci ng an audi o data streamas digital audio data, and
CORpri ses a stream storage unit for s¢aring the audio data stream a
streamwiting unit for witing the audio data streaminto the stream
storage unit, and a stream reading unit for reading the audio data
stream fromthe stream storage unit. The streamwiting unit includes a
stream attribute decision neans for deciding whether or not the audio

data stregdei@sngehRetHbresteflotothedaudisonuehs s@e@m§R%A ffom thedi gital
audio data, and a streamwiting neans for attaching a conversion ID

flag havi gy 8anaktErageChi Bnhe blen’ 8aB4kcebd! B8 the scramble process,
21 ecision to"the audio data stream and witing the flag-attached

di o dat | t Wt o] $ ' It
audi o datg, S{p&ans s g%f hené ééi‘ﬁ%ng?@r 25Cr¥8Y pL }Eﬁesgtagiﬁg‘agdmr @aiang uni

I ncl udi ng a stream readi ng neans readi ng-t ata streamto

e aeaCOLEt 4 Oed B dnBOing AERAS P0r descEhABIiNG TheCATuIbOGARR vl )

and a wat'ernmar kf ng neans _ I nser _ _ e rea audi o

o2 oL PR AR in RS R RS Tl e IR e b

conversicghag decision means, by using the corresponding scramble key; a
second stream flag decision means for deciding whether or not the

f) audio data stream which is decided as being not scrambled by the
first stream flag decision means, and the descrambled audio data
stream output from the descrambling means have been subjected to
the compression proéess, on the basis of the compression ID flags
of these audio data streams; and a decoding means for
decompressing, by decoding, the audio data stream which is
decided as being compressed by the second stream flag decision
means. The audio data stream which is decided as being not
scrambled by the first stream flag decision meahs and the
.) descrambled audio data stream output from the descrambling means
are supplied to the second stream flag decision means, while the
audio data stream which is decided as being not compressed by the
second stream flag decision means and the.decompressed audio data
stream output from the decoding means are supplied to the
watermarking means. |
According to the present invention (Ciaim 8), in the data

recording and reproduction apparatus described in Claim 7, the

stream reading unit has a DA conversion means for converting the



process, according to the value of the conversion ID flag attached to
the audi o data stream According to the present invention (C aim
2), in the data recordi ng and reproduction apparatus described in Caim
1, ‘the streamreading unit has a DA 2Bnversion neans for converting the
audi o data streamin which the watermark has been inserted by the

wat er mar ki ng neans, to anal og audi o data, and outputs the anal og audi o
data. According to the present invention (Qaim3), in the data

recordi ng and reproduction apparatus described in Caim1l, the
conver si awd o ciets ptréamntd whlchethegwaﬁbrmadko1§auQSﬁ§t§d b&b¢mp¥e55|on
process for conpressing the digital audio data by codi ng; the inverse
conver siwait@maristingfméansdata analegsaudio dptagesad suipudsonghee sgiadog
process for deconpressing the conpressed digital audio data by decodi ng;
and the sidfnraaeali ng means attaches a conpression ID flag to the audio
data stream as the conversion ID flag having a val ue according to the

result of . According to the present invention ﬂgihlm 9) } hen delgé sdgba t he
conpression I D flag indicating whether or not e audi o data stream has

Rech, o gt ¢ Maratonhiooppicisygommiatibes piveriia 1, che
stream reading unit is constituted by a single apparatus for
reproducing a data stream, and this stream reproduction apparatus

f) includes an aéparatus type information holding means for holding
apparatus type information which indicates the type of this
apparatus. The stream étorage unit includes a stream storage
means for storing the audio data stream supplied from the stream
writing unit; an authorized apparatus type ;nfbrmation storage
means for storing authorized apparatus type information
indicating stream reproduction apparatuses which are permitted to
read the audio data stream from the stream storage means; an
apparatus type information obtaining means for obtaining the

 ) apparatus type informaﬁion held by the apparatus type information
hol&ing means; and a stream read permission decisioh means for
searching the authorized apparatus type information storage means
for the apparatus type information obtained by the apparatus type
information obtaining means, and permitting the stream reading
unit to read the audio data stream from the stream storage unit
only when an authorized apparatus type information corresponding
to the obtained apparatus type information is present.

According to the present invention (Claim 10) in the data



recordi ng and reproduction apparatus described in Caim3, the stream
reading unit includes a stream flag deci sion neans for deci di ng whet her
or not the audio data streamread fromthe stream storage unit has been
subj ected to the conpression process, 08&6the basis of the conpression ID
flag of the read audio data stream and a decodi ng neans for
deconpressi ng, by decoding, the audi o data stream which is decided as
bei ng subjected to the conpressi on process by the stream flag deci sion
means. The audio data stream which is decided as being not subjected to
the conpeeerddngpandereprpduntions apparatysddessiribededns Claim whe the
deconpressed audi o data stream output fromthe decodi ng neans are

suppl i ed sbream wmeadingriunny ieagenstitutedAbyoadisigngile shtrepmesent
invention (Claimb5), in the data recording and reproduction apparatus
descri bedrepréflactidn apparatusanandathig stireamaseprbiuctivar apparatass
.for converting the audio data streamin which the watermark is inserted by

the wat giagr&h ngppReatus t bypsaingosmdtoofahalding mehnst forhhoaddned
audi o dat a. According to the present invention (Claim6), in the data

recor di ngg 4618 OEysé | DRf oPRat BbHSifaseatdag tReCeppd of thes appueatusn
process perfornmed on the digital audio data includes
23 The stream storage unit includes a stream storage means for
storing the audio data stream supplied from the stfeam writing
'f) meané; an authorized apparatus type information storage means for
storing authorized apparatus type information indicating stream
reproduction apparatuses which are permitted to read the audio
data stream from the stream storage means; an apparatus type
information obtaining means for obtaining the apparatus type-
information held by the apparatus type information holding means;
and a stream read permission decision means for searching the
authorized apparatus type information storage means for the
apparatus type information obtained by the apparatus type
i) information obtaining means, and permitting the stream reading
unit to read the audio data.stream from the stream storage unit
only when an authorized apparatus.type information corresponding
to the obtained apparatus type information is present.
According to the present invention (Claim 11), in the data
recording and reproduction apparatus described in Claim 7, the
stream reading unit is constituted by a single apparatus for

reproducing a data stream, and this stream reproduction apparatus

has an apparatus type information holding means for holding



at_ -l east one of a conpression process for conpressing digital audi o data
by coding and a scranble process for scranbling digital audio data or
conpressed digital audio data; the inver;&, conversion process of the data
conversi on process includes at | east o of a deconpression process for
deconpressi ng conpressed digital audio data by decoding and a descranbl e
process for descranbl i ng scranbl ed digital audio data or scranbled
conpressed digital audio data; and the streamwiting neans attaches a
conpression ID flag and .a scranble ID flag fto the audio data , stream as
Che’ ConvePBASATIS MIBE HIGHPAL 1D (DIt tha g YRS OF HEhis aPPaBRERRe
deci sion, the conpression ID flaqg indicating whet her or not the audio
data str GBS Bi¥SH¥eF LR (it Jntudes;;a) ftarea o eorRge BeARS c52F on
process, and _the scranble ID fla i ndi cati ng whether or not the audio
dat a str&EATaNgt khec ngles daga al applsied fromsthe ftEea) sexking t he
digital audio data scranbl e process.. According to the present

i nvent i ounit; aanseyambi et keydstoragec medinsg fonl stapring cthierserpuble ukey
described in Caim6, the streamwiting unit includes a scranble key
writing seppiiedr fromi thegsirsamaniit ingy medaysi;ednt @uthomigbd apparstuseam
whi ch has been subjected to the scranble process, into the stream storage

uni t. Theyper infiormatiiog storagecinedes foxcstodindgautteardizesl apparatus
readi ng the scranble key adapted to the audio data stream which has been

subj ect etiype ihformatibheipdicatingf stmreaie reprogmotsion agppatatuses fWhidh
stream fl ag deci sion neans for . .
are permitted to read the audio data stream from the stream
storage means; an apparatus type information obtaining means for
obtaining the apparatus type information held by the apparatus
type information holding means; and a stream read permission
decision means for searching the authoriéed apparatus type-
information storage means for the apparatus type information
obtained by the apparatus type information obtaining means, and
permitting the stream reading unit to read the audio data stream
from the stream storage meéns only when an authorized apparatus
'j) type information corresponding to the obtained apparatus type
-information is present.

According to the present invention (Claim 12), in the data
recording and reproduction apparatus described in Claim 7, the
stream reading unit is constituted by a single apparatus for
reproducing a data stream, and this stream reproduction apparatus
has an apparatus type information holding means for holding

apparatus type information indicating the type of this apparatus.

The stream storage unit includes a stream storage means for



24.~ deci di ng whether or not the audio data streamread fromthe

stream storage unit has been subjected to the scranble process, on the
basis of the scranble ID flag of the read audio data stream a
descranbl i ng means for descranbling the @&B8lio data streamwhich is

deci ded as being scranbled by the first stream flag decision neans, by
usi ng the correspondi ng scranbl e key; a second stream fl ag deci si on neans
for deciding whether or not the audi o data stream which is decided as
bei ng not scranbled by the first streamflag decision nmeans, and the
descr anbis¢drding dthimtaudigtdatan strean supplied feewrthel shyeasawribing
been subjected to t he conpression process, on the basis of the

conpr essamit;Dd Issyambled ke sstonalje medans sforeaseoring theesordambleckey
for deconpressi ng, by decoding, the audio data streamwhich is deci ded
as bei ngoatpute fxeth bhd Etreamo vk timpraditg decavtioor ized aagparatusutype
data stream which is deci ded as bei ng not scranbled by the first stream
flag decigpifermaRdn Ftbrdye means b RSl adthcr biédaappat atas f ppet he
descranbl i ng neans are supplied to the second stream fl ag deci si on neans,
whi | e t hgnformditd odtiddiidatAifig\itaiednd ritciftEfod &l pish Pt uSESERESE a by

t he second stream fl ag deci sion neans and t he deconpressed audi o data

stream oghpHbrizes the réaePdny FRARS Rith FHYddreridh e stream storage

means; an apparatus type information obtaining means for
li) obtaining the apparatus type information held by the apparatus

type information holding means; and a scramble key read
permission decision means for searching the authorized apparatus
type information storage means for the apparatus type information
obtained by the apparatus type information obtaining means, and
permitting the scramble key reading means to read the scramble
key from the scramble key storage means only when an authorized
apparatus type information corresponding to the obtained

apparatus type information is present.

-

According to a thirteenth aspect of the present invention,
in the data recording and reproduction apparatus described in
Claim 1, the stream storage unit is constituted by an IC card on
which a RAM for storing audio data stream and a CPU for
controlling access to the audio data stream stored in the RAM are
mounted.

According to the present invention (Claim 14), in the data
recording and reproduction apparatus described in Claim 9, the

stream storage unit is constituted by an IC card on which a RAM



wat-er mar ki ng neans. According to the present invention (Caim8), in
the data recording and reproduction apparatus described in aim?7, the
streamreading unit has a DA conversion neans for converting the

257 audi o data streamin which theggaternmark is inserted by the

wat er mar ki ng neans, to anal og audi o data, and outputs the anal og audi o
dat a. According to the present invention (Caim?9), in the data
recordi ng and reproduction apparatus described in Claim1, the stream
reading unit is constituted by a single apparatus for reproduci ng a

data streap s3RftildY s ldiRPB IEPFL Mt d 4N ARP3E P for | FGAHEST1 #Ag access

apparatus type in mat i on hol di ng neans for hol di ng apparatus type

|t or mat kg ol Gl il ALP s doeard YW ALa 11 Sthe RARPAFEUHSunTEG,; SthEAM

storage unit 1 nclu st ream st or age meéans for storing the audio data

stream Supbllgd MR LU tnddddhtor 1004 apkh Al L5l apparat us

type inf& storage nmeans storing au ze arat us type
oo b prmar Sk S HD S S RPN E T e
an a%g%[a%%%%st ?r%ei r}]cnqrirorrrfllt{aitoirclanobotbatianiinn:ig'xgm:"lf;it-?asn:-:]c And bél?c-i: ns'tn:.geatnrt] read
permission decision means are constituted by the CPU.
According to a fifteenth aspect of the present invention, in
”j the data recording and reproduction apparatus described in Claim
11, .the stream storage unit is constituted by an IC card on which
a RaM for storing an audio data stream and a CPU for controlling
access to the audio data stream stored in the RAM are mounted;
the stream storage means, the scramble key storage means, and the
authorized apparatus type information storage means are
constituted by the RAM; and the apparatus type information
obtaining means and the stream read permission decision means are
constituted by the CPU.
”3 According to a sixteenth'aspect of the present invention, in
the data recording and reproduction apparatus described in Claim
12, the stream storage unit is constituted by an IC card on which
a RAM for storing an audio data stream and a CPU for controlling
access to the audio data stream stored in the RAM are mounted;
the stream storage means, the scramble key storage means, and the
authorized apparatus type infofmation storage means are
constituted by the RAM; and the apparatus type information

obtaining means and the scramble key read permission decision



apparatus type information held by the apparatus type information

hol di ng neans; and a stream read perm ssion decision neans for

searching the authorized apparatus type information storage means for
t he apparatus type information obtained I30the apparatus type

I nformati on obtaining neans, and permtting the streamreading unit to
read the audio data streamfromthe stream storage unit only when an
aut hori zed apparatus type information correspondi ng to the obtained
apparatus type information is present. According to the present

i nventi omeladstiaPel onst iithrethiy the CPU. _ _ _
26 recordi ng and reproduction apparatus described in Cdaim4, the

stream readi ngagniibsbeibBAShbbYEGUthE BataNFeRordi®dNand repRidud4SGidN
apparatus, and this streamreproduction apparatus has an appar at us

type inf %Syﬁt%%-'g%%sh@c@dﬂi o e Hldit invedPiBH AfdPatn(PP) | 1§ Or Mati on

I ndi cati type of this apparat e streani storage unit
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supplied reamwitin an authorize ppar atus type
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ner {1 4ok8 £RCs bR dkirage o855 B AR DRI A o
apparatu;egéggg the audio data stream from the stream storage unit. The
T) stream writing unit includes a stream attribute decision means
for . deciding whether or not the audio data stream has been
subjected to a data converéion process for digital audio data,
and the audio data stream is given a conversion ID flag having a
value according to the result of the decision to the audio data
stream and then written in the stream storage unit. Therefore, a
watermark can be inserted in the audio data stream, not when
recording the audio data stream in the stream storage unit but
when reading the audio data stream from the stream storage unit.
-) Thereby, this apparatus can dispense with an inverse
conversion process of the data conversion process, which is
required in the case where a watermark is inserted in a converted
audio data stream when the stream is recorded in the stream
storage unit, and a subsequent data conversion process. As the
result, the reproduced audio data stream is prevented from being
degraded in sound quality, and the recording time is reduced.
According to the present invention (Claim 2), the data

recording and reproduction apparatus described in Claim 1 is



i nfformati on held by the apparatus type information hol di ng neans; and
a streamread perm ssion decision neans for searching the aut hori zed
apparatus type information storage neans for the apparatus type
i nformati on obtained by the apparatus typel i nf ormati on obtai ni ng
means, and permtting the stream readi ng unit to read the audi o data
stream fromthe stream storage unit only when an aut horized appar at us

type i nformation correspondi ng to the obtained apparatus type
information is present. According to the present invention (C aim

11), in growaled with of OAli denwers ieRrneass i Porappaveltsngethel hadibndata
Claim7, the streamreading unit is constituted by a single apparatus

for ISV R G i ARt h S i PARmANE {4 BnséFeed Bﬁ PEREUGAtEPMAPRERG! US
has an apparatus type information hol ding neans for "hol di ng
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appar at us. e stream storage unit Inc udes a ream st orage nean

storing tlhe augio dataystieamaunnlied frpm LBs: Stregm WLib8%ndio HAEL 2
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scranbl e"key storage means torrng the scra “supp (
L1 SoncREbe BN 1) A IR ARE R e roptddfchd! BAFERE"
indiCatiggdiErEQQEr%Q&%gﬁFEEO%f@yﬁﬂfgdﬁ¥¥%ﬁMgé§hg'degraded in sound
gquality, and moreover, the recording time is reduced.
-V) Accordihg to the present invention (Claim 3), in the data
recording and reproduction apparatus described in Claim 1, the
data conversion process performed on the digital audio data is a
compression process for compressing the digital audioc data by
coding, the inverse conversion process is a decompression process
for decompressing the compressed digital audio data by decoding,
and a compression ID flag indicating whether the audio data
stream has been subjected to the compression process or not is
used as the conversion ID flag. Therefore, this apparatus can
:) dispense with the decoding process which is required in the case
where a watermark is inserted in an audio data stream compressed
by coding when the stream is recorded in the stream storage unit,
and the subsequent compression process. As the result, the
reproduced audio data stream is prevented from being degraded in
sound quality, and the recording time is reduced.
According to the present invention (Claim 4), the data

recording and reproduction apparatus described in Claim 3 is

- provided with a stream flag decision means for deciding whether



) ."are permtted to read the audio data stream fromthe stream storage
nmeans; an apparatus type infornmation obtaining neans for obt ai ni ng the
apparatus type information held by the apparatus type i nformation
hot'di ng means; and a streamread pern ssidh deci si on neans for
searching the authorized apparatus type I nformati on storage neans for
t he apparatus type information obt ai ned by the apparatus type

i nformati on obtaining neans, and permtting the streamreading unit to
read t-he audi o data stream fromthe stream storage neans only when an
aut hor i zer aEpartheisaudio tdaie i stoeamt read cirorsthads tipean sherageaunsd
apparatus type I nformation is present. According to the
present ihasciidem subjeaheP)to ithe heompstess ion gerocksy, aon tRerbasisi of
apparatus described in Caim?7, the streamreading unit is constituted
by a singhe a@mprassSidorID flaprafiuhe rembtandid abita ageréans Strhezfore,
repr oducti on appar at us has an apparatus type infornmation hol di ng neans

for hol dijhg the aRRwadi Weddiiry uiidl "EA, tHE colpresddie dudfo datdi S
appar at us. The stream storage unit includes a’stream storage neans for

28 stréhfisl tan e dedietd¥iel o IdRARpP e L by 'R dEng] ' SRGAYEL LR
unit; a scranble key storage neans for storing thé scranble key out put
from theaglie2data Sitheati read fHén Hhe? 4 MR 'SHdiade Rfnit.
According to the present invention (Claim 5), the data
:i) recording and reproduction apparatus described in Claim 4 is
provided with a DA conversion means for converting the audio data
stream in which the watermark is inserted by the watermarking
means, to analog audio data, and the analog audio data is output
from the stream reading unit. Therefore, the analog audio data
can be protected by the watermark, and the reproduced analog
audio data stream is prevented from being degraded in sound
quality, and moreover, the recording time can be reduced.
According to the present invention (Claim 6), in the data
,) recording and reproduction apparatus of the first aspect,.the
conversion process performed on the digital audio data includes
" at least one of a compression process for compressing digital
audio data by coding aﬁd a scramble process for scrambling
digital aadio data or compreésed digital audio data, and the
inverse conversion process includes at least one of a
decompression process for decompressing compressed digital audio

data by decoding and a descramble process for descrambling

scrambled digital audio data or scrambled compressed digital



I nfformati on storage neans for hol ding authorized apparatus type

I nformation indicating streamreproduction apparatuses which are

authorized to read the audio data streamfromthe stream storage

means; an apparatus type information obta#®ing means for ) obtaining the
apparatus type information held by the apparatus type information
hol di ng nmeans; and a scranbl e key read perm ssion decision neans for
searching the authorized apparat us type information storage neans for
the apparatus type information obtai ned by the apparatus type

i nf or mat i@%ﬂ%ﬂ)t%ﬁ‘?ﬁ ng Fenkberana comppesfgiioni 3§ fAegsdnshisiad ingy wheddiew ox
neans to read the scranble key fromthe scranble key storage neans only
when an aaethdrheandio dgbarstreamybasibhéennsubjectedr tepthei digtivalhaudio
obt ai ned apparatus type information is present. According to a
t hi r t eentdatss pomprss s ion (proeess ) namdta oscramblée nIbhEldgt andécatinhgg and
reproducti on apparatus described in Claiml, the streamstorage unit is
consti t uwihetthermod @Qatartheraudio vdatd sti¥dh for tShercogpeesseddanaist agem
and a CPU for controlling access to the audio data streamstored in the

RAM ar e streamitiaed been subjecioedrib nthé Aidiet4l esedioi Axeat s€PamSiai M

14), in the data recordi ng and reproduction apparatus described in Caim

9, the proicess) sre agedHd tife GUMprdssitsh b afld4: CapfepBrve¢htaiBAM
apparatus can dispense with the descrambling process and the

-) decoding process'which are required in the case where a watermark-

is inserted iﬁ an audio data stream compressed by coding when the
stream is recorded in the stream storage unit, and the subsequent
compression process. As the result, the reproduced audio data
stream is prevented from being degraded in sound quality, and the
recording time is reduced.

According to the present invention (Claim 7), the data
recording and reproduction apparatus described in Claim 6 is
provided with a first stream flag decision means for deciding

 ) whether the audio data stream read from the stream storage unit
has been subjected to the scramble process or not, on the basis
of the scramble ID flag of the read audio data stream, and a.
second stream flag decision means for deciding whether the read
audio data stream has been subjected to the compression process
or not, on the basis of the compression ID flag of the read audio
data stream. Therefore, in the stream reading unit, amongst the

audio data streams read from the stream storage unit, only the

scrambled audio data streams can be selectively descrambled, and



29° for storing an audio data streamand a CPU for controlling access
to the audio data stream stored in the RAM are nounted; the stream
storage neans and the authorized apparatus type i nformati on storage neans
are constituted by the RAM and the abparatus type information obtaining
means and the streamread per m ssi on deci sion neans are constituted by

t he CPU. According to a fifteenth aspect of the present invention,
in the data recording and reproduction apparatus described in Claim 11,
the stream storage unit is constituted by an I C card on which a RAM for

st or i ngpmly athie ccopressedandibc datPUstveamsncanl bengelectivelyo t he audio
data streamstored in the RAM are nounted; the stream storage neans, the

scr anbldedompressed cbyradersodimgl. t he aut hori zed apparatus type information
storage neans are constituted by the RAM and the apparatus type

i nformati on aebbzdingytoethe pieseht Snvemviotad qlelin ) orthtediaipn neans
are constituted by the CPU. According to a sixteenth aspect of the

presentrdddtaiiindand reprthilst for eOpp 4l M Ndes EP1HEE Cih 001APRAT aislS
described in Caim 12, the streamstorage unit is constituted by an IC

card opydvided iAMd TA dotivers Bvn ancins Jed R SdAvert EhéFAhd D6 data
controlling access to the audio data streamstored in the RAM are nount ed;

the st R35Ba% GrAGM iR the WA SR £s kv SHOER WSy TBIRE Swa BEEA Ring
aut hori zed apparatus type informati on storage neanils are constituted by the
RAM  apdahe Pandiley Bud Ha¥dPldm the analog audio data is output
i) from the stream reading unit. Therefore, the analog audio data
" can be prdtected by the watermark, and the reproduced analog
audio data stream is prevented from being degraded in sound
quality, and moreover, the recording time is reduced.
According'to the present invention (Claim 9), the data
recording and reproduction apparatus described in Claim 1 is
provided with an apparatus type information holding means for
holding apparatus-type information indicating the type of a
stream reproduction apparatus constituting the stream reading
 ) unit, and an authorized apparatus type information storage means
for storing authorized apparatus type information indicating
stream reproduction apparatuses which are permitted to read the
audio data stream from the stream storage means. Reading of the
audio data stream from the stream storage unit is permitted only
when the apparatus type information matches the authorized
apparatus type information. Therefore, this apparatus can

prevent that the audio data stream stored in the stream storage

unit is undesirably read by an audio data recording and



ohtai ni ng neans and the scranble key read perm ssion deci sion
30 means are constituted by the CPU As descri bed above, the

data recordi ng and reproduction apparatus according to the present
invention (Claim1) is provided with a 3%ream storage unit for storing
the audio data stream a streamwiting unit for witing the audio data
stream into the streamstorage unit; and a streamreading unit for
readi ng the audio data stream fromthe stream storage unit. The stream
witing unit includes a streamattribute deci sion nmeans for. deciding
whet her arepmndudizicndippanatust havingago beahermavkingt méans, aagdt the read
conversion process for digital audio data, and the audio data streamis
gi ven a ardio data |diféam bsvrepreduced| or eopibedi wijthout hkeirgustbjécted
decision to the audio data streamand then witten in the stream storage

unit. Thetefwatsermarkiwger mark can be inserted in the audio data stream
not when recording the audio data streamin the stream storage unit but

when readi ng t hecvidihgdlaio tHe gareddemtn itrerst IGRM C1LIMIE0 })ithe data
Thereby, this apparatus can dispense with an inverse conversion process of

the dat a rebIFitigand Ferodudt Idh | SppdRatiis edesdr iHEd CAS CCYNBh €4 ais
watermark is inserted in"a converted
provided with an apparatus type information holding means for
holding apparatus type information indicating the type of a
ﬁ) stream reproduction apparatus constituting the stream reading
unit, and an authorized apparatﬁs type information storage means
for storing authorized apparatus type information indicating
stream reproduction apparatuses which are permitted to read the
audio data stream from the stream storége means. Reading of the
audio data stream from the stream storage unit is permitted only
when the apparatus type information matches the authorized
apparatus type information. Therefore, this apparatus can
prevent that the audio data stream stored in the stream storage
' ) uniﬁ is undesirably read by an audio data recording and
reproduction apparatus having no watermarking means, and the read
audio data stream is reprodﬁced or copied without being subjected
to watermarking.
According to the present invention (Claim 11), the data
recording and reﬁroduction apparatus described in Claim 7 is
prbvided with an apparatus type information holding means for

holding apparatus type information indicating the type of a

stream reproduction apparatus constituting the stream reading



audi o data stream when the streamis recorded in the stream storage unit,
and a subsequent data conversion process. As the result, the reproduced
audio data streamis prevented frombeingEr degraded in sound quality, and
the recording tine is reduced. Accot®ling to the present invention

(Cdaim2), the data recording and reproduction apparatus described in
Caimlis 31 provi ded

wi th a DA conversion nmeans for converting the audi o data streamin
which the watermark is inserted by the maternark[ng _means, to anal og
audi o datmitan@ndhammnthprirrd apparatugutype. informatipnt ptorageameans
reading unit. Therefore, the anal og audi o data can be protected by the
wat er nar forastatiang eprdmnuciaedapparatus type oinfewmatieanndipatingt ed
from bei ng degraded in sound quality, and noreover, the recording tine
i s reducetream reprodutdciomnliappamatuseprwisbch are gpermit{ed aton Beadi thehe
dat a recordi ng and reproduction apparatus described in daiml1, the
dat a conatidiioodaap Gtxegne fromethe rstdeani sidrdgeunkansiat aRéading of the
conpression process for conpressing the digital audio data by codi ng,
t he i nveaudiso datas istreind Fdm ithel AP ASHtOfe MMCESESs permi®ted only

deconpressing the conpressed digital audio data by decodi ng, and a
conpr essiyhen! Phel apparditust ityperisiftamdtiomuthchtal dahe authorized
apparatus type information. Therefore, this apparatus can
fi) prevent that the audio data stream stored in the stream storage
unit is undesirably read by an audio data recording and
reproduction apparatus having no watermarking means, and the read
audio data stream is reproduced or copied without being subjected
to watermarking.
According to the present invention (Claim 12), the data
recording and reproduction apparatus described in Claim 7
comprises an apparatus type information holding means for holding
apparatus type information indicating the type of a stream
f) reproduction apparatus constituting a stream reading unit, and an
authorized apparatus type information storage means for holding
authorized apparatus type information indicating stream
reproduction apparatuses which are authorized to read the audio
data stream from the stream storage means. Only when the
apparatus type information matches the authorized apparatus type
information, reading of a scramble key corresponding to the audio

data stream from the stream storage unit is permitted. Therefore

this apparatus prevents the scramble key stored in the stream



stream has been subjected to the conpression process or not is used as
the conversion ID flag. Therefore, this apparatus can dispense with the
decodi ng process which is required in the,case where a watermark is
inserted in an audi o data strean1conpress%g by codi ng when the stream
I's recorded in the stream storage unit, and the subsequent conpression
process. As the result, the reproduced audi o data streamis prevented

from bei ng degraded in sound quality, and the recording tinme is
reduced. A@cordingatp the present inventigon (Caim4), the data

r ecor di ngSERERIR iRtk cEXYR RebRIaFBedgR¥crPhaYdiR dpkpn¥ecPEding gngyi ded
wth a stream fl ag decision neans for deciding whether .

32 oreprndudiclen ARPPIEA US| ha¥ingche VALRIMAEkingclRABBer adeapndingly,
has been subjected to the conpression process, on the basis of the -
conpr essieven OLf |the dudie data stxeamdisareadefromThheectbream storage
streamreading unit, only the conpressed audi o data streans can be .

sel ect i vaindtesimme stheis Budite odk by, stneamscanhet baudéescdamhlet), e&ire r ead
fromthe stream storage unit. According to the present invention

(d ai m 5)audilve dietien stresmorthis andlio epataustreamappapréventiedcfrbmdbieting
Caim4 is provided with a DA conversion neans for converting the audio
data streproduredhicah ddpeeditweitheokt ilseimg estibfledyed hto Wadtermakkifg.

According to the present invention (Claim 13), in the data

-ﬁ) recording and reproduction apparatus described in Claim 1, the
stream storage unit is constituted by an IC card on which a RaM
for storing audio data stream and a CPU for controlling access to
the ‘audio data stream stored in the RAM are mounted. Therefore,
a compact and portable stream storage unit is realized.

According to the present invention (Claim 14), in the data
recording and reproduction apparatus described in Claim 9, the
stream storage unit is constituted by an IC card on which a RaM
for storing an audio data stream and a CPU for controlling access

_) to the audio data stream stored in the RAM are mounted.
Thetefore, readout control or the like for the audio data stream

- from the stream storage unit can be easily realized by the CPU.

According to the present invention (Claim 15), in the data
recording and reproduction apparatus described in Claim 11, the
stream storage unit is constituted by an IC card on which a RAM
for storing an audio data stream and a CPU for controlling access

to the audio data stream stored in the RAM are mounted.

Therefore, readout control or the like for the scrambled audio



neans, to anal og audi o data, and the anal og audio data is output fromthe
streamreading unit. Therefore, the anal og audi o data can be protected by
the watermark, and the reproduced anal og audi o data streamis prevented
from bei ng degraded in sound quality, and noreover, the recording tine
can be reduced. According to the present invention (Claim6), in the
data recording and reproduction apparatus of the first aspect, the
conversion process perforned on the digital audio data includes at |east

and a schats eorate ol Bk sERrRHENGY Wit Pp B AL i gga "
digital gudig d %@, and the inverse conversion process includes at |east
one of aP¥d& Sng Ssion process for deconpressing conpressed digital audio

data by decoding and,a descranbl e process for .descramli sgranbl e
di gi t al aum<39é%%F ng -t bPEPES PES%@HeﬂF&PPaKCialm 18),°in The® Gata

33 audi o data. Further, a conpression ID flag jindicating whether or
not the EEEPEAdRTaad; EEPIRINCHIOR apPAAtAF (degdfcihed)itm Claidm 012, dehe
conpression process, and a scranble ID flag indicating _whether or not the
audi o dashreameghPEAgehEndEnpFe §OBF ANt AYa an KG cafichan pauleh (b RAN ed

to the digital audio data scranble .
for storing an audio data stream and a CPU for controlling access

to the audio data stream stored in the RAM are mounted.
'”) Therefore, readout control or the like for the scramble key of
the scrambled audio data stream from the stream storage unit can

be easily realized by the CPU.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a conceptual diagram illustrating the schematic
structure of a data recording and reproduction apparatus
according to a first embodiment of the present invention.

Figures 2(a)-2(c) are diagrams for explaining the data

'p) structures of audio data streams, wherein figure 2(a) shows the

data structure of an audio data stream supplied from the outside,
figure 2(b) shows the data structure of a flag-attached audio
data stréam, and figure 2(c) shows the data structure of a
watermark-inserted audio data stream.

Figure 3 is a block diagram illustrating the structure of
the data recording and reproduction apparatus according to the
first embodiment.

Figure 4 is a block diagram for explaining a data recording



pr.ocess, are used as the conpression ID flag. Therefore, this appar at us
can di spense with the descranbling process and the decodi ng process which
are required in the case where a waternark is inserted in an audi o data
stfeam conpressed by codi ng when the s8Beamis recorded in the stream
storage unit, and the subsequent conpression process. As the result, the
repr oduced audi o data streamis prevented from being degraded in sound
quality, and the recording tinme is reduced. According to the
present invention (Claim7), the data recording and reproduction apparatus

descri begndnrépabduttisn pppardeédswatboadiings ttos ar sandndaembed iment refns
for deciding whether the audio data streamread fromthe stream storage

uni t haﬁhéegﬁegghkegheéntgohbe scranbl e process or not, on the basis of
the scranble ID flag of the read audio data stream and a. second stream

flag deciSiOnFﬂgﬁﬁéfswlékandhagramwiimﬁsﬁf&tiﬁ@dthéuéaeadstauétﬁeanbhas

been subjected t'0 the conpression process or not, on the basis of the

CO”DreSSff@?l£¥££éﬁeraﬁﬁ?oréééaaﬂéféamdéééoihﬁ oTaefgkqmﬁeﬂﬂadﬂMént

streamreading unit, anongst the audio data stréans read fromthe stream

st orage i bgd audi o data streans can be sel ectively
descranb ediheﬂ@£¥3éﬂe 1RGERERORS 34 only

the conpressed sadied (Al 5 IR LHyn ¥ L LAYl dning a data recording

and reproduction apparatus according to a third embodiment of the
'Jd present invention.

Figure 7 is a diagram for explaining the contents stored in
an:authorized apparatus type information storage means in the
data recording and reproduction apparatus of the third embodiment.

Figure 8 is a block diagram for explaining a data recording
and reproduction apparatus according to a fourth embodiment of
the present invention.

Figure 9 is a block diagram for explaining a data recording
and reproduction apparatus according to a fifth embodiment of the

:) present invention. |

Figure 10 is a diagram illustrating another example of a
detachable recording medium which constitutes a stream storage
unit according to any of the aforementioned embodiments.

Figure 11 is a block diagram illustrating the structure of a
conventional PC which performs downloading and reproduction of
audio data.

Figure 12 is a block diagram for explaining a recording and

reproduction apparatus (MD player) which is able to record



deconpressed by decodi ng. According to the present invention
(Caim8), the data recordi ng and reproduction apparatus described in
Caim7is provided with a DA conversi?P means for converting the audio
dat a streamin which the watermark is%%serted by the wat er mar ki ng
means, to anal og audi o data, and the analog audio data is output ) from
the streamreading unit. Therefore, the anal og audi o data can be
protected by the watermark, and the reproduced anal og audi o data stream
is prevented fron1beingggfgraded i n, sound uality, and noreover, the

) y
r ecor di ngigikali auddgu@ata recorded Qn & HeRPEHLNG: AGH B FUGH\R%t R oD+
(daim9), the data recordi ng and_reproduction apparatus described in
Caimlis  Bigureel3withaahlagkadipgsamyferi fRpladnisg Rodaitdy nasaTding
hol di ng apparatus type information indicating the type of a stream
r epr oducahdnreppaductdopo appamatiugg whiehs tise @hlee 4 mptainmudiamdptm
aut hori zed apparatus type infornmation storage neans for storing
aut hor i zEdompeathens at hpoepaiger oat ia0€D ¥ cepnegluce sitr.eam r epr oduct i on
apparatuses which are permtted to read the audi o data stream fromthe
stream st or ageFipars . 1Reksli agdbagram for aexipbailningsanecautidnm olieast r eam
storage unit is permtted only when the apparatus type information
mat ches phecesshofi iadertiagpand extirapt ingf ar wattieamarkherefore, this

apparatus can prevent that the audio data streamstored in the stream
storage unirtigureirkiesis abl giagean bil hiseralt ingather ELowdofgthed
) watermark insertion process.
Figure 16 is a schematic diagram for explaining blocking of

a non-compressed audio data stream in the watermark insertion

process.
Figure 17 is a diagram illustrating the flow of the
watermark extraction process.
Figuré 18 is a block diagram for explaining a data recording
and reproduction apparatus which is able to insert a watermark in
either a non-compressed audio data stream or a compreésed audio

) data stream.

BEST MODE TO EXECUTE THE INVENTION

The inventors of the present invention have earnestly
studied the problem that the conventional method of inserting a
watermark in an audio data stream cannot be simply applied to a
data recording and reproduction apparatus to which both of a
compressed audio data stream and a non-compressed audio data

stream are supplied as audio data, and finally developed a data



35° reproducti on apparatus having no wat ermarki ng neans, and the read -
audi o data streamis reproduced or copied w thout being subjected to
wat.er mar ki ng. According to the present invention (C aim10), the
dat a recordi ng and reproduction'apparaf%k described in Claim4 is
provided with an apparatus type information hol ding neans for hol di ng
apparatus type information indicating the type of a stream reproducti on
apparatus constituting the stream reading unit, and an authorized
apparatus type ,information storage neans for storing authorized apparatus

type i nf SEFRIAIRG B HERFPAUHIUL ARRBF VR (Wi 7R AnEeKkt i $atarpark

permtted to read the _audio data streamfromthe stream storage neans.
Readi ng dntohan azgddco dgt@a sdimeamn whehher the supphisdq@udie tdaka stream
permtted only when the apparatus type information matches the authorized
appar at ugst gpaonntconpressed ausiislf glata tstireammr & wompressext enehio tdata
the audi o data stream stored in the stream storage unit is undesirably
read by abreemi.o data recordi ng and reproducti on apparatus having no
wat er mar ki ng neans, and the read audi o data streamis reproduced or
copi ed wi thoutFimpire Blihisca dollock odibageramaf&rngxplainingAacdatangecoridiag
present invention (Claim1ll), the data recording and reproduction
appar at uandeseproddcthofil appa¥aitss 1400 which can insert a watermark in
both of a non-compressed audio data stream and a compressed audio
'.) data stream.
The data recording and reproduction apparatus 1400 is
constructed so that it can obtain audio data from both of a
homepage on a network 10b and a CD 10a. The apparatus 1400
includes a recording medium 1406 in which audio data is recorded,
and a stream attribute decision means 1401 for deciding whether
the input audio data stream is a compressed audio data stream Sau
or a non-~-compressed audio data stream ESau.
Further, the data recording and reproduction apparatus 1400
) includes a decoding means 1402 and a watermarking means 1403.
The decoding means 1402 decompresses, by decoding, the compressed
audio data stream ESau output from the stream attribute decision
means 1401 to output a non-compressed audio data stream RSau.
The watermarking means 1403 inserts watermarks in the non-
compressed audio data stream Sau from the stream attribute

decision means 1401 and the non-compressed audio data stream RSau

from the decoding means 1402.

Further, the data recording and reproduction apparatus 1400



pr.ovi ded with an apparatus type information holding means for hol di ng
apparatus type information indicating the type of a streamreproduction
apparatus constituting the streamreadi ng42

36 unit, and an authorized apparatus type infornmation storage nmeans
for storing authorized apparatus type infornmation indicating stream
reproducti on apparatuses which are permtted to read the audi o data
stream fromthe stream storage neans. Readi ng of the audi o data stream

fromthe sidRifes!tHI ARG hedfis PE40Lt hR anéxrewﬁhwﬁ apganat waowpe
I nformati on matches the authorized apparatus type i1 nformation. Therefore,

this appafgd U medry €U 04 Nebmpbpes audli hg%été ﬁf hebfteldNatififo
&f“% p Kat

strean1storage I s undesirably read y an au a recording and

repr oductd gasaced o‘?g:(;@l t€6?§ﬁﬁ’€%egﬁ Jggg gu&?gddatgudl o]

dat a streamls reprodu copl e ‘he data
e
LT e A RS ﬁsénfd%bﬁ WL
us
P, R ) G S B RS at AL 10,

constitutlng Bgan1r ggtunlt d an %gthorlﬁfd gppar at us type

i nformation st ﬁoFﬁFﬂ§ ing and reproduction apparatus 1400

includes a stream reading means 1407, a decoding means 1408, and

.") a DA conversion means 1409. The stream reading means 1407 reads
the compressed audio data stream ESauw from the recording medium
1406. The decoding means 1408 decompresses the compressed audio
data stream ESauw by decoding to output a non-compressed audio
data stream RSauw. The DA conversion means 1409 performs DA
conversion on the non-compressed audio data stream RSauw to
output analog audio data Aauw to a speaker 26.

In the data recording and reproduction apparatus 1400 so
constructed, as in the conventional apparatus 1200 shown in
_f) figure 12, an input audio data stream is decided as to whether it

is compressed or not, in the stream attribute decision means 1401.
According to the result of the decision, the data stream is
output to either the watermarking means 1403 or the decoding
means 1402. For example, in the case where the compressed audio
data stream ESau is input to the apparatus 1400 through the
network 10a, this compressed audio data stream ESau is output to
the decoding means 1402 according to the decision of the stream

attribute decision means 1401. 1In the decoding means 1402, the



authori zed apparatus type information indicating stream reproduction
appar at uses which are authorized to read the audio data streamfromthe
stream storage nmeans. Only when the appgfat us type i nformati on mat ches t.he
aufhori zed apparatus type information, reading of a scranble key
corresponding to the audio data streamfromthe stream storage unit is
permtted. Therefore this apparatus prevents the scranble key stored in

t he stream ' 37 storage unit

from bei ng read by, an audi o data recording and reproduction ar at us
havi ng n&WMiﬁ% ta REFE n%%’? 18 e%‘ﬁm}‘é)r?ﬁ%e Y oggg?‘al%?r eam
is read fro éﬁpe streanlstouﬁgf lg#mit since this audi p data stream cannot
be descréﬁ’é' e non-campressed Audiq 4ata, SLream RIAY o158 19RERNT st ER@nt ed
from bei ng reproduced or copied w thout being subjected to waternarking.
Accor di n¥atgrmeskings dansvé&f3on (Caim 13), in the data recording and
reproducti on apparatus described in Qaim1l, the stream storage unit is
const i t ut ed -byOPRnthe etherohand; chnathavraseowherer the aga-soapressedeam

and a CPU for controlling access to the audio data stream stored in the

RAM ar e abdidpedatshstaraime Sau ghiaingesk faom gdea 4D d0h rimninput aye thet is
real i zed. According to the present invention (Claim14), in the data
apparatus 1400, this non-compressed audio data stream Sau is

output to the watermarking means 1403 according to the decision
"} of the stream attribute decision means 1401.
In the watermarking means 1403, a watermark is inserted in
the non-compressed audio data stream Sau. The watermark-inserted
non-compressed audio data stream Sauw is compressed by coding in
| the coding means 1404 to be output as the compressed audio data
stream ESauw. further, the compressed audio data stream ESauw is
once written in the recording medium 1406 by the stream writing
means 1405.
When reproducing the audio data, in the data recording and
 i) reproduction apparatus 1400, the compressed audio data stream

ESauw is read from the recording medium 1406 by the stream
reading means 1407. Then, the compressed audio data stream ESauw
is decompressed by decoding in the decoding means 1408, and the
non-compressed audio data stream RSauw is output from the
decoding means 1408.

The non-compressed audio data stream RSauw is converted to
the analog audio data Aauw by the DA conversion means 1409 to be

output to the speaker 20.



recordi ng and reproduction apparatus described in Caim9, the stream

st or age

unit is constituted by an I C card on which a RAM for storing an

audi o data stream and a CPU for controllhg access to the audio data

stream stored in the RAM are nount ed.

efore, readout control or the

| i ke for the audio data-stream fromthe stream storage unit can be easily

realized by the CPU. According to the present invention (Caim15),

in the data recording and reproduction apparatus described in Caim1ll,

the streamstorage unit is con tltute an | C gard on Whlcsiiing for
t

storing

an audfB QFadEFPeERFQH ingcane FEHﬁPFGPPPh@RQﬁﬁﬁ&? Gre audi o

data stream stored in the RAM are nounted. Therefore, readout control or
t he |i ke howeviery thenrm aXisgs|ia new problem that recording of audio datasg

CPU.

data streamfromthe strean1storage unit can be easily realized by the

takescomch igme heraysesisnodinemt arqmessnd udia dakadaxa

recordi ng and reproduction apparatus described in daim12, the stream

st or age

codiings ofo moni-cemptessesh audisnrdaten ighiasrri et fwhen t ve¢cond tmg

audi o data streamand a CPU for controlling access to the audio data

st ream stitr dd ithet recR&idiage meslinied. Fulitlerf cedingamdtdecoding or the
li ke for the scranble key of the scranbl ed audio data streamfromthe
stream sperfgemed bncan audio data stream (digital audio data) are

usually non-reversible coding and decoding adapted to this coding,
respectively, and therefore these processes may degrade the
quality of audio data supplied from the outside.

So, the inventors of the present invention have made further

study to develop a data recording and reproduction apparatus by

' which the above-described problems are solved.

Hereinafter, a description will be given of a data recording
and reproduction apparatus which reduces the time required for
recording audio data supplied from the outside, and minimizes
degradation of the quality of reproduced audio data.

(Embodiment 1)

Figure 1 is a conceptual diagram illustrating the schematic
structure of a data recording and reproduction apparatus
according to a first embodiment of the present invention.

The data recording and reproduction apparatus 100 comprises
an apparatus body 110a which éerforms recording and reproduction
of audio data, and a recording medium 110b which is detachably

mounted on the apparatus body 110a and stores the audio data.

‘The data recording and reproduction apparatus 100 is supplied



be easily realized by the CPU. BRI EF DESCRI PTI ON OF THE DRAW NGS

Figure 1 is a conceptual diagramillustrating the schematic structure of a
data recordi ng and reproduction apparatui according to a first enbodi nent
of- t he present invention. Fi gures f(a)-Z(c) are diagrans for

explaining the data structures of .audio data streans, wherein figure 2(a)
shows the data structure of an audio data stream supplied fromthe
outside, figure 2(b) shows the data structure of a flag-attached audio
data strea and figyre 2(c) shows the daja sfrucfure of a

wat er marwlai‘seﬁﬁeéu 38i & ,aastqogmesse%t aqﬂtlﬁjrci?'%a istrean fKSawiangd fn
Illustrating the structure of _the data recording and reproduction_.

appar at uBOBcEeMRrE§sed andior dadp SWEFHSRU. In tlkg kst jquhodinment,

di agram for explaining a data recording

39 the ceqnpzseagegoaudépadatt@s sixregnd BSgu d.sa sswpdd@de fiyem wemetyiork

the present invention. " Figure 5is a diagramillustrating the data

struct urk0afby dowhigadingehedheudion-demprassesnaustio datp tarredn f3an is

enbOdlnE;;pplied-from a portable recordiﬁg medium 10b such as a CD.
Further, analog audio data Aau output from the apparatus body
110a is inpuﬁ to a speaker 20 to be converted to a speech.

") The recording medium 110b is constituted by an IC card which
can be inserted into a slot 110al of the apparatus body 110a.
This. IC card has a RAM (Random Access Memory) 110bl for storing
audio data, and a CPU 110b2 for controliing writing of data into
the RAM 110bl.

In the disk drive apparatus 100 so constructed, when the
compressed audio data stream ESau from the network 10a or the
non-compressed audio data stream Sau from the CD is input to the
apparatus, the data stream is recorded in the recording medium

') (IC card) 110b in the apparatus body 110a. On the other hand,
when reproducing the audio data, the audio data stream read from
the recording medium 110b is converted to the analog audio data
Aau to be output to the speaker 20. The analog audio data Aau is
converted to a speech by the speaker 20.

Figure 2(a) is a diagram illustrating the data structure of
an audio data stream. Since the compressed audio data stream

ESau and the non-compressed audic data stream Sau have the same

data structure, these are shown as an audio data stream S in



of_"the present invention. Figure 6 is a bl ock diagramfor explaining
a data recording and reproduction apparatus according to a third
enbodi nent of the present invention. Figure 7 is a diagramfor
expl aining the contents stored in an afbhori zed apparatus type information
storage neans in the data recording and reproduction apparatus of the
third enbodi nent. + Figure 8 is a block diagram for explaining a data
recording and reproduction apparatus according to a fourth enbodi nent of
the present invention. Figure 9 is a block diagramfor explaining a
dat a re€dgurag2(and reproduction apparatus according to a fifth enbodi ment
of the present invention. Figure 10 is a _diagramillustrating
anot her exanmJhe @udio diata hBbream e ot ¥ eempesednpihacatreant header gh
stream storage unit according to any of the aforenentioned enbodi nents.
Fi gure ddntainibgoikfdrmgtdoni hboutr &hengtireansatdstibutesf and @ wtaeamnal
PC whi ch perforns downl oadi ng and reproduction of audi o data. Fi gure
12 i s ad&tackreaasdacohbainipbgaandig datacdtdield qddgitefr adddo data).
apparatus (MD player) which is able to record
40 The stream header Sh contains the following information as the
information about the stream attribute: information Ico
indicating the compression method for this stream S (compression
") method information), information Isa indicating the sampling
frequency (sampling frequency information), information Ibi
indicating the number of bits expressing digital data (bit number
information), and information Isc indicating whether this stream
S is scrambled or not (scrambling information).

To be specific, the value "0" of the compression method
information Ico indicates that the audio data stream S is a non-
compressed audio data stream obtained by LPCM (Linear Pulse Code
Modulation). The value "1", "2", or "3" of the information Ico

_ ) indicates that the audio data stream S is a compressed audio data
stream obtained by the AC3 method, the dts (Digital Theater
System) method, or the AAC (Advanced Audio Coding) method,
respectively.

The AC3 method is an audio coding method for audio of movies
such as 5.1ch and 2ch, and it is used in DVD-VIDEO. The dts
method is also an audio coding method for audio of movies such as
5.1ch and 2ch, and this is used in theaters and DVD-VIDEO. The

ACC method is an audio coding method for transmission of audio



di.gital audio data recorded on a recording nediumsuch as a CD.

Figure 13 is a block diagram for explaining a data recording and
reproduction apparatus which is able to ggtain audio data fromeither a
honepage or a CD.to reproduce it. igure 14 is a diagramfor

expl aining an outline of a process of inserting and extracting a

wat er mar k. Figure 15 is a diagramillustrating the flow of the

wat ermark i nsertion process Figure 16 is a schematic diagramfor
explaingag blockln gn E conpressed audi o data streamin the watermark
i nserti %r%Ee@s & bi fare 17 is a diagran1i||ustrating the flow of
the watermark extraction process. ure 18 s a pl ock diagram for

expl ai ning a &%Wae]d’cﬁdl% T r¥r Al c‘?{ H%g CEUFRC¥bl e to

insert a watermark in etther a non-co ressed audlo data streamor a

conpr essiefexmabionalgasipdafptes phay sampEkpgUfreanencrvedTithe

The inventors of the present invention have earnestly studied the problem

that thedigpihahtawdde @dataodsof8kHeer PPkHza owadPkHek respechivedydat &he

stream cannot be sinply applied to a data recording and reproduction

appar at veakue wHd'th bbt h of 32" cefipthesbitapumberainformatioandbi

non- conpressed audi o data stream are supplied as audio data, and finally

devel opeihdichites that the digital audio data is digital data of 16 bits,
20 bits, or 24 bits, respectively. The value "0" of the

'm) scrambling information Isc indicates that the audio data stream

is not scrambled, and the value "1" of the information Isc
indicates that the audio data stream is scrambled.

It is not necessary to describe the structure of the stream
data area Sd in detail because the stream data area Sd is not the
main subject of the present invention.

Hereinafter, the data recording and reproduction apparatus
100 will be described in detail.

Figure 3 is a block diagram illustrating the structure of

) the data recording and reproduction apparatus 100.

The data recording and reproduction apparatus 100 receives
the compressed audio data stream ESau from the network 10a or the
non-compressed audio data stream Sau from the recording medium
10b such as a CD, as the audio data stream S having the data
structure shown in figure 2(a).

That is, the data recording and reproduction apparatus 100

comprises a stream storage unit 100b for storing the audio data

streams ESau and Sau, a stream writing unit 100a for writing



41" recordi ng and reproduction apparatus which can insert a watermark
Into an audi o data stream whether the supplied audio data stream Is a
non- conpressed audi o data streamor a con% essed audi o data stream
Figure 18 is a block diagramfor explaini é a data recording .and
reproducti on apparatus 1400 which can insert a watermark in both of a
non- conpressed audi o data stream and a conpressed audio data stream

The data recordi ng and reproduction apparatus 1400 is constructed so

that it bt ai p. 1,0 d f bpt h,_of h . k 10b
and a Cp HRES AN At Kt S "ineb tRe Bt raancBbphRlE RBIFulDDb0GEmR &
whi ch audi,o data is.recorded [eanlgttribute deci si on neans

, nd a s J
1401 for RS FFEIHARHRLIL 1992 fﬂﬁureaéaps taesesfpdam data E5KEAMSsed
audi o data stream Sau or a non-gonﬁressed audi o data stream ESau.
d

Furt her, &4 & HPEARe reptbdl@®Pon apparat us 1400 i ncl udes a

decodi ng neans_1402 and a wat er mar ki ng _neans 1403. The decodi ng neans
1402 deconpr esEb8 spyeaBcwWEikdng: gaiLodH0as andl they sdineamreadtingmeEdau
output fromthe streamattribute decision means 1401 to output a

non- conpAdse argyFoundady o (then apparatus hedyel Hasshowny imafitgunesl.

inserts watermarks in the non-
The stream storage unit 100b corresponds to the recording medium

110b shown in figure 1, and it is constituted by the above-

i) described IC card 110b on which a semiconductor memory device
(RAM) is mounted.

The stream writing unit 100a comprises a stream attribute

decision means 101 which décides whether the audio data stream S
supplied from the outside is compressed or not, and outputs
attribute decision information Iajl indicating the result of the
decision; and a flag-attached stream writing means 102 which
attaches a compression ID flag Fco that is set at a predetermined
value, to the header Sh of the audio data stream S in accordance

;) with the attribute decision information Iajl, and writes the
audio data stream Safl with the compréssion ID flag Fco (refer to
figure 2(b)) in the stream storage unit 100b. The flag-attached
stream writing means 102 sets the value of the compression ID
flag Fco to "0" when the attribute decision information Iajl
indicates that the input audio data stream is a non-compressed
stream. On the other hand, it sets the value of the compression
ID flag Fco to "1" when the attribute decision information Iajl

indicates that the input audio data stream is a compressed stream.



compressed audi o data stream Sau fromthe streamattribute deci si on

means 1401 and the non-conpressed audi o data stream RSau fromthe
decodi ng nmeans 1402. Further, the data recording and reproduction
appar atus 1400 49 42 i ncl udes a
codi ng means 1404 and a stream witing neans 1405. The codi ng neans 1404

conpresses the watermark-inserted audio data stream Sauw by coding to
out put a conpressed audio data stream ESauw. The stream writing nmeans
1405 wites the conpressed audi o data stream ESauw into the recordjng

nedi um 1Fbe. non-compressrer audi® @atR SR i o E3tSHFHRAM A IpEGhLt us
1400 I ncl udes a streamreadi ng neans 1407, a decodi ng neans 1408, and a
DA conveddgdtadeandiosdata stored damitsa@tmpamalatal 40ra d&dfnot t he
conpressed audi o data stream ESauw from the recordi ng nedium 1406. The-

decodi ngcompres§¢ds dFhemeomprassdd: auhio atatal stuckam isia alata estrar&Sauin
by decoding to output a non-conpressed audio data stream RSauw. The DA

conver si whichadigita® pudior datBAstoredyvdmsiids etrdam datacarmaesised audi o

data stream RSauw to out put anal og audi o data Aauw to a speaker 20.

I n the debmpresseding and reproduction apparatus 1400 so constructed, as

I n the conventional apparatus 1200 shown in figure 12, an input audio data

streamis deciTiRd saxrdam Weddliig iinit 100c includes a stream reading means
104 which reads the audio data stream safl from the stream

") storage unit 100b; and a stream flag decision means 105 which

decides whether the audio data stream Safl is a non-compressed
stream or a compressed stream in accordance with the value of the
compression ID flag Fco included in the audio data stream Safl
that has been read, and outputs these streams separately.

The stream reading unit 100c further includes a decoding
means 106 which decompresses, by decoding, the coméressed audio
data stream output from the stream flag decision means 105 to
output a decompressed audio data stream RSafl;-and a watermarking

'_) means 107 which inserts a watermark Dwm into the stream data area
Sd of the non-compressed audio data stream Safl output from the
stream flag decision means 105 or into the stream data area Sd of
the decompressed audio data stream RSafl output from the decoding
means 106, and outpufs a watermark-inserted audio data stream
Sawl (refer to figure 2(c)).

Further, the stream.reading unit 100c includes a DA

conversion means 108 which performs DA conversion on the

watermark-inserted audio data stream Sawl to output analog audio



I s conpressed or not, in the streamattribute deci sion neans 1401.
According to the result of the decision, the data streamis output to

ei ther the waternmarking means 1403 or thgodecoding means 1402. For

exanple, in the case where the conpressed audio data stream ESau is input
to the apparatus 1400 through the network 10a, this conpressed audi o data
stream ESau is output to the decoding neans 1402 according to the decision
of the stream attribute decision neans 1401. In the decodi ng neans 1402,

t he . 43 qgnpressed audi o data
stream et RaeE8nfr BRERKER 2 RecBRANE NS QﬂalpﬁeaﬁgﬁpcgﬁSPeégﬁh1§udio
data stream RSau_is output to the wat er mar ki ng nmeans 1403. ..On the
ot her hefFRRVERLeRcte3eSRPRFR PYcth8nSP8AKRESSRd  audio data stream Sau

obtained fromthe CD 10b is input to the £ apparatus 1400, this
non- conpr esse&hgudadeFmax ks Dvwiy nsarted i iheiaudio rdatmt kreaniby Hians

1403 according to the decision of the streamattribute decision nmeans
1401. watermarkirg peansalki nis nkafitag4bndicatingr iepryi énhabdtt’etoin
the non-conpressed audi o data stream Sau. The waternark-inserted

non- conprateet dihe cepyright ctor hey agdiongatasstirésmeoding in  the
codi ng neans 1404 to be output as the conpressed audi o data

This watermark is inserted in a non-compressed digital audio
data (audio data stream), and the watermark-inserted audio data

'”) stream is converted to analog audio data.

Generally, a watermark can be detected by comparison between
digital audio data (audio data stream) including a watermark and
digital audio data (audio data stream) including no watermark.
Further, a watermark can be detected by comparison between analog
audio data including a watermark (DA-converted digital audio data
including a watermark) and analog audio data including no
watermark (DA-converted digital audio data including no

watermark).

In this first embodiment, with respect to the analog audio

.\ e

data Aaw obtained by DA converting the watermark-inserted audio
data stream Saw, it is possible to detect the watermark from this
analog audio data Aaw by analyzing this data Aaw or analyzing the
audio data stream obtained by AD converting this data Aaw.

Next, the operation will be described.

Initially, a description will be given of‘the operation of
writing an audio data stream into the IC card (recording medium)

constituting the stream storage unit 100b.



stream ESauw. Further, the conpressed audi o data stream ESauw is once
witten in the recording nmedium 1406 by the streamwiting means 1405.
When reproducing the audio data, in the qta recordi ng and reproduction

apparatus 1400, the conpressed audi o dat

stream ESauw is read fromthe

recordi ng medi um 1406 by the stream readi ng neans 1407. Then, the
conpressed audi o data stream ESauw is deconpressed by decoding in the
decodi ng nmeans 1408, and the non- conpressed audio data stream RSauw i s
output fromthe decoding, nmeans 1408. ngn- co ressed audi g data

st ream RSauw i"heRARrdg l?odaFﬁeSEHSFEgSaﬁﬁlEuBEﬂéeﬂa theeogkside to
conversion neans 1409 to be output to the speaker

44 the data| gecpEddada én&mm%%ﬁmﬁ% afp et fikrsit 00,
however, there arises a new problemthat recording of audio data t akes
much ti nembedimentdetbei s§ream aitrdbade degiis inn aeans 101 drpidesf

non- conpressed audi o data is carried out when recording it in the

r ecor di nghetbennthéuinput, anddiongladad staeati Sg is a quaprasssll audno alatki@o
data stream (digital audio data) are usual | y non-reversible codi ng and

decodi ngstrlemheBSan bbi a nodi-cgmpressedc tuddoy datad sttrerant Gam ,t sk
processes nay degrade the

outputs attribute decision information Iajl indicating the result
of the decision. To be specific, the decision by the stream
attribute decision means 101 is performed according to the
compression method information Ico.included in the stream header
Sh- of the input audio data stream S. For example, when the value
of the compression method information Ico is "0", information
indicating that the audio data stream S is not compressed is
output as the attribute decision information Iajl from the stream
attribute decision means 101. When the value of the compression
method information Ico is "1", "2" or "3", information indicating
that the audio data stream S is compressed is output as the
attribute decision information Iajl from the stream attribute
decision means 101.

Usually, the audio data stream S downloaded through the
network 10a is the compressed audio data stream ESau, and the
audio data stream S read from the portable recording medium 10b
such as a CD is the non-compressed audio data stream Sau. '

Thereafter, in the flag-attached stream writing means 102, a

compression ID flag Fco is attached to the stream header Sh of

the audio data stream S in accordance with the attribute decision



quality of audio data supplied fromthe outside. So, the

I nventors of the present invention have made further study to develop a
data recording and reproducti on apparat ussfy. whi ch t he above-descri bed
probl ens are sol ved. Hereinafter, a description will be given of
a data recording and reproduction apparatus which reduces the tine
required for recordi ng audi o data supplied fromthe outside, and
mnimzes degradation of the quality of reproduced audio data.

(Enbodi meph rddmation 1ajll,98h8 &hkS f@agaaeeabuah Qhasgamakh' dtlredn Barihe
schemati c structure”of a data reco di ng and reproduction apparatus
accordi ng fi L Sks di sent + LAV LAl ats e a
recording(%§%é$é%§o%hgﬁ?gntggggrg%uggisgégoggrFggsgekbggnsggggggtHg1%0&9%%

1105 b B R ST LRIReLAD 705, [ SReaURhRTe moih B Bs0ch AR¥ R,
1103 200 SAO1SFor Wodf' fofh8e10es THE:TBHE L5525 %4R0a 00 LER" 85100 Rea
i 2o SN Sl RO A iR, | FRP ERRYohahea ppean
conpressel &rdihg Heans 'TH" S8 156 eBRpr &8s 1088 PELS ko to "1v. on
the other hand, when the stream attribute decision means 101
”) decides that the audio data stream read from the CD is not
compressed, the flag-attached stream recording means 102 sets the
compression ID flag Fco to "0".

Next, a description will be given of the operation of
reading the audio-data stream from the stream storage unit 100b.
When reproducing the audio data, initially a stream read request
is output from the stream reading means 104 to the stream storage
unit 100b and, thereafter, the flag-attached audio data stream
Safl is read from the stream storage unit 100b by the stream

:) reading means 104. Then, the stream flag decision means 105
decides whether the audio data stream Safl is compressed or not
according to the valuelof the compression ID flag Fco in the
stream header Sh of the audio data stream Safl.

When it is decided that the read audio data stream is
compressed, the audio data stream Safl is output from the stream
flag decision means 105 to the decoding means 106. On the othér

hand, when it is decided that the read audio data stream is not

compressed, the non-compressed audio data stream Safl is output



104 by downl oadi ng. The non-conpressed audi o data stream Sau is supplied

froma portable recordi ng nedi um 10b such as a CD. Furt her, anal og audio
data Aau output fromthe apparatus body gg4l0a is input to a speaker 20 to
be- converted to a speech. The recordi ng medi um 110b is constituted

by an 1 C card which can be inserted into a slot 110al of the apparatus
body 110a. This I C card has a RAM (Random Access Menory) 110bl for
storing audi o data, and a CPU 110b2 for controlling witing of data into

the RAM 1400 - the streafl $heq dhekid bﬁe?aaaér gbastaoehaowgeaﬁag&gﬁ@ meAsE

the conpressed audlo ta stream ESau 1romthe network 10a or
non-conprqffed audi o data stream Sau fromthe CDis input to the
apparatus, the data streamis recorded in the recording nedium (IC card)

110b in the apparatus .110a. t er_ hand. . en. repr [

audi o data, th na%bleodggg’ﬁlggr g‘gﬁ%&ﬁ’r% t%ofﬁéfﬁ%é]n%%%iﬁ%g{l%%ﬁ%ﬁ
converted tgo the anal og audi o .dat uto be.o ut to the speaker,.20., The
onal g sl ik ASRREERam Y  SerPaing . BenthE trEoupEaRapdopuais data
Figure 2(a) is a diagramillustrating the data,structure_of .an_audi o data
stream StH&ean @%&ﬁ&%&?%d?@%aﬂ&es@?%%&%nigﬁﬁaﬁﬁdlBﬁetﬂoﬁﬁﬁorrpr essed
audi o data stream Sau have the sane data structure, these are shown as an
audi o datvatermarking means 107. 46

In the watermarking means 107, a watermark Dwm is inserted

m) in the non-compressed audio data stream, i.e., either the non-
compressed audio data stream Safl from the stream flag decision
means 105 or the decompressed audio data stream RSafl from the
decoding means 106.

The watermark-inserted audio data stream Sawl (refer to
figure 2(c)) is converted to analog audio data Aaw by the DA
conversion means 108 to be output to the speaker 20. 1In the
speaker 20, the analog audio data Aaw is converted to a speech to
which a normal human ear responds.

) As described above, the data recording and reproduction
apparatus 100 of the first embodiment is provided with the stream
attribute decision means 101 which decides whether an audio data
stream supplied from the outside is-compressed or not, and
generates a compression ID flag Fco having a value according to
the result of the decision. This flaé Fco is attached to the
audio data stream, and the audio data stream with the flag Fco is
written in the stream storage.unit 100b. Therefore, it is

possible to decide whether or not the audio data stream read from



figure 2(a). The audio data stream S i s conposed of a stream
header Sh containing information about the streamattribute, and a
stream . data area Sd containing audiorgata itself (digital audio data).
The stream header Sh contains the followng information as the

I nformati on about the streamattribute: information Ico I ndi cating the
conpression nethod for this stream S (conpression nethod information),
information |Isa indicating the sanpling frequency (sanpling frequency

informat pon),.information Ibi . iaadi cating .t he, nunber of bits expressing
di gi t al tﬁf"asfﬁﬁ nnﬁﬁg ge %Worlr@?’l d‘%) ,togr?da iRTRRSSSREd &Y icﬁ’ﬁ%ccﬁf’}%g
whet her this _stream S.is,.scranbled or, not_ (scramfling . infornation).

To be spHRi APEOTARBCE,MIEh: $he, FompEessishodDl drlaf tiRs = taahest fd (if | co
i ndicates that .the audio data stream S is a non- conpressed audi o data
stream oBR@iPed2bd BBERAPLi near Pul se Code Modul ation). The value "1",

2", or "3" of the information Ico ), indicates that the audi o_data stream
Sis a conpredSEPTAIND Yntdfter s??@%x’fﬂ%bﬂa?n‘é@“@;e$ﬁ§dmdh%t%’€§ $hteams
(Digital Theater System) nethod, or the AAC (Advanced Audi o Codi ng)

met hod, fromechecetyeam storage umpt, AT At Hegompresseddandc adwagersarkd
for audi o of novies such as 5.1ch and 2ch, and it is used in DVD VI DEO
The dts is insewked sin| theanonuvarwpredsed avdioddata stesmobbiained dych
as 5.1ch and 2ch, and this is used in theaters and DVD- VI DEQ. The ACC

met hod itherdegampression. net hod for transm ssion of audio

i) In other words, with respect to the compressed audio data
stream supplied from the outside, it is written in the stream
storage unit immediately after the simple process of attaching a
compression ID flag to the stream, whereby the time required for
writing the compressed audio data stream in the stream storage
unit can be reduced.

Further, the guality of analog audio data obtained by
reproducing the compressed audio data stream supplied from the
outside is prevented from being degraded.

:) In the case where watermarking is performed before writing
the compressed audio data stream in the stream storage unit, the
following processes are required: a decompression process of
converting the compressed audio data stream to the noﬁ-compressed
audio data stream by decoding, a watermarking process of
inserting a watermark in the non-compressed audio data stream,
and a compression process of compressing the watermark-inserted
non-compressed audio data stream by coding. 1In this éase, since

the decompression and compression processes are adapted to non-



47" data at a low bit rate. The value "0", "1", or "2" of the

sanpling frequency I nformation Isa indicates that the sanpling frequency
of _the digital audio data is 48kHz, 96kHz, or 192kHz, respectively. The
val ue "0", "1", or "2" of the bit nunber®Pnformation Ibi i ndi cates that

the digital audio data is digital data of 16 bits, 20 bits, or 24 bits,
respectively. The value "0" of the scranbling information |Isc indicates
that the audio data stream is not scranbled, and the value "1" of the

i nformation Isc i ndi cates that the audio data streamis scranbl ed.

It i s noreversibleycordingscdegsadasionr 0ft goungf qued idyr eneurfardueartsn Sd
In detail because the streamdata area Sd is not the nain subject of the
present thesetpoacesses. Hdreiovaftirast midhddhd s ,ecior dihey case mdexaiuct i on

apparatus 100 will be described in detail. Figure 3. is a block
di agr am whtesharking fbeperiformedeaftert beadding theocompyessed amddicdudatan
appar at us 100. The data recording and reproduction apparatus 100

recei vesstiéamcoripmethedsaydan dabaager eaitFSanlyr eet Abovel-deskribedor t he

non- conpr essed audi o data stream Sau from the recordi ng nedi um
decompression and watermarking processes are required, and
therefore degradation of sound quality due to compression can be
avoided.

'f) Further, in this first embodiment, a flag indicating that
audio data including the flag is copy inhibited is used as a
watermark to restrict copying of the audio data including the
watermark. However, the copyright protection method using
watermarking is not restricted thereto.

For example, there is a method célled "generation
management" in which, a flag indicating how many times
(generations) an audio data stream has been copied in past is
inserted in the audio data stream as a watermark, and copying of

) the audio data stream is inhibited when a predetermined number of
times (generations) is exceeded. Furthermore, there is a method
in which information indicating the name or the like of the
copyright holder of an audio data stream is inserted in the
stream as a watermark and, when the audio data stream is copied
without permission, the name of the copyright holder is extracted
from the audio data stream according to the watermark to clarify

the copyright holder.

(Embodiment 2)



106 such as a CD, as the audio data stream S having the data structure
shown in figure 2(a). That is, the data recording and reproduction
apparatus 100 conprises a streamstorage unit 100b for storing the audio
data streams ESau and Sau, a streamwitPhg unit 100a for witing

48 these audio data streans into the stream storage unit 10b, and a
streamreading unit 100c for reading these audi o data streans fromthe
stream storage unit 100b. The streamwiting unit 110a and the
stream readi ng unit. 100c are nounted on the apparatus body 110a shown
in figure 1. Figute &tisanklegkhgbiagiam100b explaipingsatdathereconddngg
medi um 110b shown in figure 1, and it is constituted by the above-
descri bedand reproddébion appabatuseatcordiagotomanserondyiemdodimemRAME i S
nount ed. The streamwiting unit 110a conprises a stream

attribut ethe prieséestobinveatiod0l whi ch deci des whet her the audi o data
stream S supplied fromthe outside is conpressed or not, and outputs

attribute deci ghen sichemlatild @trrjture @£ AN HAthe féﬁd&dil@% ane
decision; and a flag-attached streamwiting neans 102 whic attaches a

ﬁomreSSiﬁpﬁ&dd@ﬂ)f%dpiﬁtﬁé 360 6f €hpsedetsnd effodimeiit! 48 ikenthtal
eader Sh of the audio data stream S in accordance
to that of the apparatus 100 of the first embodiment shown in
figure.l. That is, the data recording and reproduction apparatus

D) 200 is composed of an apparatus body which performs recording and
reproduction of audio data, and a recording medium which is
detachably mounted on the body and stores the audio data.

The data recording and reproduction apparatus 200 is
supplied with, as audio data, a compressed audio data stream ESau,
a non-compressed audio data stream Sau, or a scrambled compressed
audio data stream ESau. When the scrambled coméressed audio data
stream ESau is input to the apparatus 200, a scramble key for
descrambling is also input to the apparatus 200.

_) In this second embodiment, to simplify the description, it
is premised that a scrambled compressed audioc data stream ESau
with the corresponding scramble key or a non-scrambled compressed
audio data stream ESau is downloaded through a network 10a to the
apparatus 200, while a non-scrambled non-compressed audio data
stream is supplied from a portable recording medium 10b such as a
CD to the apparatus 200. Further, each of the audio data streams

has the data structure shown in figure 2(a).

To be specific, the data recording and reproduction



wi.th the attribute decision information lajl, and wites the audi o data

stream Safl with the conpression ID flag Fco (refer to figure 2(b)) in
the stream storage unit 10b. The flag-a%$?ched streamwiting nmeans 102
sets the value of the conpression ID lag Fco to "0" when the attribute
decision information |aji I ndicates that the input audio data streamis
a non-conpressed stream On the other hand, it sets the value of the
conpr essi on ID flag Fco to "1" when the attribute decision information
lajl |nd|cates at the.,in udi o data stream copgpressed.stream
49~ aPPeRRE omeias i S ket S Fedve  anbt cafob CFBECRERRLRA on
digital aUQ|o data stored Inits.s am data area,i s not conpr essed.
The conﬁ“@é&ed‘%uﬁﬂ%ﬁ% sﬁ‘?%%ﬁq’r? &%t@%t%‘éﬂ%f a strpam wELgiRg

audio data stored in its streamdata area is conpr essed. The
st ream M&id 2§ 0anifior oOciting dhe andio data cukbreynseke the 194reamch
reads the audio data stream Safl fromthe stream storage unit 100b; and a
st ream EtagFagecugiidn 20ns areh avftarean readingsumiet264c tfor axeadingt bhe
stream Safl is a non-conpressed stream or a conpressed streamin

accor dapudin datehetreams dirathdhe stxegm astorage Ml . i ncl uded in

the audi o data stream Safl
The stream writing unit 200a and the stream reading unit

200c are mounted on the apparatus body (refer to figure 1). The
") stream storage unit 200b corresponds to the recording medium, and
it is constituted by the above-described IC card on which a
semiconductor memory device (RAM) is mounted.
The stream writing unit 200a includes a stream attribute
decision means 201 which decides whether the audio data stream S
supplied from the outside is compressed or not and whether the
audio data stream S is scrambled or not, and outputs attribute
decision information Iaj2 indicating the result of the decision;
and a scramble key writing means 263 which writes a scramble key
 ) Ksc for descrambling the scrambled audio data stream in the
stream storage unit 200b, which scramble key Ksc is supplied from
the outside of the apparatus 200.
Further, the stream writing unit 200a includes a flag-
attached stream writing means 202 which attaches a compression ID
flag Fco having a predetermined value and a scramble ID flag Fsc
having a predetermined value, to the header Sh of the audio data
stream S in accordance with the attribute decision information

Iaj2, and writes the audio data stream Saf2 with these flags Fco



t hat has been read, and outputs these streans separately. The
streamreading unit 100c further includes a decoding means 106 which
deconpresses, .by decoding, the conpresse%saudio data stream out put
fromthe stream flag deci sion neans 105 t out put a deconpressed audi o
data stream RSafl; and a wat er marki ng means 107 which inserts a
watermark DMminto the stream data area Sd of the non-conpressed audio
data stream Safl output fromthe strean1f|ag deci sion nmeans 105 or into

t he stream area_Sd . eg ess d audi o data str.ea af |

out put fr%ﬂ&aﬁ%cdéfﬁﬁ?ﬁggo flﬂﬂﬁﬁssgo goﬁéﬁgr 5@5 *t ed
audi o data stream Sawl. (refer to f| ure 2(c)) Further, the
stream r eadi ng THS tflﬁw@qt}ﬁ,qllﬁéssgﬁ“ T HGHRE ReRs i sSats theckalues

performs DA conversion on the rmark-inserted audi o data stream Saw
to out putogngp%gcqmgssmn ID flag Fco and the scramble ID flaggFsc asqat g

Aaw to a speaker 20, and this anal og audio data Aaw is converted to a
speech bnylfﬂeOVQﬁpeak@heaothe attribufe decdsdenk iDfermatdenedajR timslimaties .

data stream by the watermarking neans 107 is a flag indicating "copy
i nhi bi t" that thetinput rudipydatatstoveamhisaadnondaompreseead stream, Thes
watermark is inserted in a non-conpressed digital audio data (audi o data
stream, walde of e rcompression eb aftikg Pavais set to "0". When the
attribute decision information Iaj2 indicates that the input
":) audio data stream is a compressed stream, the value of the
compression ID flag Fco is set to "1". When the attribute
decision information Iaj2 indicates that the input audio data
stream is not scrambled, the value of the scramble ID flag Fsc is
set to "0". When the attribute decision information Iaj2
indicates that the input audio data stream is scrambled, the
value of the scramble ID flag Fsc is set to "1".
The non-compressed audio data stream is a data stream in
which digital audio data stored in its stream data area is not
':) compressed, while thé compressed audio data stream is a data
stream in which digital audio data stored in its stream data area
is compressed. The non-scrambled audio data stream is a data
stream in which digital audio data stored in its stream data area
is not scrambled, while the scrambled audio data stream is a data
stream in which digital audio data stored in its stream data area
is scrambled.

The stream reading unit 200c includes a stream reading means

206 which reads the audio data stream Saf2 from the stream



streamis converted to anal og audi o dat a. General ly, a watermark can
be detected by conparison between digital audio data (audio data stream

i ncluding a watermark and digital audio data (audio data strean

i ncl udi ng no wat er mar k. Further, a wate?¥ark can be detected by

conpari son between anal og audi o data including a watermark (DA-converted

digital

audi o data I ncl udi ng a wat ermark) and anal og audi o data i ncl udi ng

no watermark (DA-converted digital audio data including no waternark).
In this first enbodiment, with rezgect to the anal og audi o data Aaw

obt ai ned shpraye ami t30p & RN

H65k- shreameflagidiecigion BeaBEM2 83w, it

IS possible to detect the watermark fromthis anal og audi o data Aaw by
anal yzi ngiitilvihs destizieswhethem| the naudie datali stdeam Saf2aksodtabned by AD
converting this data Aaw. Next, the operation will be described.

I nitiall wompréssed Etrmramidl dHeampresséd t siereqeril i arcafdancet withabhe
audi o data streaminto the I1C card (recording nedium constituting the

st r eam stwalage ofithel @dmpression ID flag Fedhimrhmdedidinw tht sasdieadatai s
supplied fromthe outside to the data recordi ng and reproduction

appar at ugt@leain" ®affir $thich has been read, and outputs these streams

separately.

The stream reading unit 200c further includes a scfamble key
reading means 205 which reads the scramble key Ksc from the
stream storage unit 200b; and a descrambling means 208 which
descrambles the scrambled audio data stream output from the first
stream flag decision means 207 by using the scramble key Ksc, and
outputs a descrambled audio data streém Dsaf2.

Further, the stream reading unit 200c includes a second
stream flag decision means 209 which receives either the non-
scrambled audio data stream Saf2 output from the first stream
flag decision means 207 or the descrambled audio data stream
DSaf2 output from the descrambling means 208, and decides whether -
the audio data streams Saf2 and DSaf2 are non-compressed data
streams or compressed data streams in accordance with the values
of the compression ID flags Fco included in these streams} and
outputs these streams separateiy; and a decoding means 210 which
decompresses the compressed audio data stream DSaf2 output from
the decision means 209 by decoding to output a decompressed audio

data stream RSaf2.

The stream reading unit 200c further includes a watermarking



enbodi nent, the streamattri bute deci sion nmeans 101 deci des whet her the
| nput audi o data stream S is a conpressed audi o data stream ESau or a
non-conpressed audi o data stream Sau, and outputs attribute decision
information lajl indicating the result @0 the decision. To be specific,
the decision by the stream attribute decision neans 101 is perforned
according to the conpression nethod information Ico included in the

st ream header Sh of the input audio data stream S. For exanple, when the
value of the conpression nethod information lco is "0", information

i ndi cat i agedrat2 Iheseich oikért Sta evatSrmarkobwnointesthkd dsta avepusdasf
the attribute decision information lajl fromthe stream attribute

deci si on ﬁn@lﬁﬁml%m dd eavdi dedffa t FErEMMPSEES3| 6P DSAED he@tpit OBl ONn

lcois "1", "2". 3", information indicating that the audi o data stream
Sis COWh%S%%drﬁi %ﬂ%&m aﬁlé&%ecféiéﬁ bxh'é&néefw' Gf‘ iﬂ%&rﬂ‘i’é' Q8thahkeh" OM
the streamattribute deci si on nmeans . Usual 'y, the audio data

St oam E80 UE ML RARIRAE aa‘ﬁﬁdﬁg‘in‘f‘*é%%%é h s eERGeREE| SHOR0CHE, 0
medi um | ggcoﬁ‘i 3105, g?éﬂ;{b&@@r Z4 m—é%ééj%geétéms

Thereafter, he ag-atta ream Wi conpreSS|on
fl S
!Eaciﬁrgﬁ%séﬁw %hwﬂeﬁgie%r e R ZEHFT Al oA Vorlbeh i i iedhs O3

which performs DA conversion on the watermark-inserted audio data
i stream Saw2 to output analog audio data Aaw to a speaker 20. The
analog audio data Aaw is converted to a speech by the speaker 20.
In many cases, the stream writing unit 200a is constructed
as an apparatus for wiring the audio data stream and the scramble
key into the stream storage unit 200b, and the stream reading
unit 200c is constructed as another apparatus for reading the
audio data stream and the scramble key from the stream storage
unit 200b.
Further, the watermark Dwm to be inserted in the audio data
-:) stream by the watermarking means 210 is a flag indicating "copy
inhibit” as in the first embodiment of the invention.
Next, the operation will be described.
Initially, the operation of writing an audio data stream
into the recording medium 200b will be described.
When an audio data stream is supplied from the outside to
the data recording and reproduction apparatus 200, the stream
attribute decision means 201 decides whether the input audio data

stream is compressed or not and whether the input audio data



62 - information lajl, and the flag-attached audi o data stream Saf |
(refer to figure 2(b)) is witten in the stream storage unit 100b by the
witing means 102. For exanple, when the streamattribute deci si on neans
101 decides that the audio data stream dédnl oaded t hrough the network 10a
I's conpressed, the flag-attached stream recording neans 102 sets the
conpression ID flag Fco to "1". On t he ot her hand, when the stream
attribute decision neans 101 decides that the audio data streamread from
the CD is not conpressed, the flag-attached streamrecordi ng neans 102
sets thestreampiss scyambded fF Mt i A outputs atipidbute dectsipmi on wil
be given of the operation of reading the audio data streamfromthe stream
st or age dnformagiion Hag2 mswontlicigi¢ta heurdsnldatef the tdedtisienst r eam
read request is output fromthe streamreadi ng neans 104 to the stream
storage unit Md(be aspecifitcpalleeisibheof| theastaehmd aztaiibutat dectisdam
Safl is read fromthe stream storage unit 100b by the stream readi ng neans
104. Thmeankhg03dt depentisagnithes ivaluezanst e ocbapriss wretiethddie audi o
data stream Safl is conpressed or not according to the value of the

conpr essififioratliog Feo and kthe Foremblierddmn fPineitidie WdlivhitH axrsd r eam
Saf | . When it is decided that the read audio data streamis

conpr essgfloréeiaudhe geraan' header@ish of dhePUnptoTidio HdteaBtridaad
deci sion nmeans 105 to the decodi ng neans 106. On the other hand, when it
i s deci dpgrt éabmple, r @BEnateovddu@® i ¢HE compPession method information
:) Ico is "0", the audio data stream S is decided as being not |
compressed. When the value of the compression method information
Ico is "1", "2" or "3", the audio data stream S is decided as
being compressed. Further, when the value of the scrambling
information Isc is "0", the audio data stream S is decided as
being not scrambled. When the value of the scrambling
information Isc is "1", the audio data stream S is decided as
being scrambled.
Usually, in many cases, the audio data stream downloaded
) from the network 10a is either the scrambled compressed audio
data stream ESau or the non-scrambled compressed audio data
stream ESau, while the audio data stream read from the portable
recording medium 10b such as a CD is the non-scrambled non-
compressed audio data stream Sau.
Thereafter, in the flag-attached stream writing means 202,
the compression ID flag Fco and the scramble ID flag Fsc are

attached to the stream header Sh of the audio data stream in

accordance with the attribute decision information Iaj2, and the



conpressed, the non-conpressed audi o data stream Safl is output
53 fromthe stream flag deci sion neans 105 to the watermarki ng neans

107. : In the decodi ng nmeans 106, t conpressed audi 0 data stream
Saf | is deconpressed by decodi ng, and the&<“deconpressed audio data stream
RSafl is output fromthe decoding neans 106 to the waternmarking neans
107. In the watermarki ng neans 107, a watermark DMmis inserted in

t he non-conpressed audio data stream i.e., either the non- conpressed

audi o data stream Safl frqmthe streanlflaqﬁgecision means 105 or, the
deconpr efdag-atiashgd: gudipe datasHureamy fafidk (refeddite) MdHe 6. 1s

The wat er mark-inserted audio data stream Sawl (refer to figure 2(c)) is

convert eWrigteRaliBgthadEErgama sAgrage R tDA 00k byetdieo Waitaing mE@mns 2.
output to the speaker 20. In the speaker 20, the anal og audio data Aaw is
converted to.-Fapeximpke, when theoinpit hawdiocdatacspoadn. is decided as
descri bed above, the data recording and reproduction apparatus 100 of the
first enbeingeaomprepsedi dad scrambiedst thenvaduesi oft &heitecompressdars ID01

whi ch deci des whet her an audi o data
flag Fco and the scramble ID flag Fsc are set to "1". When the
input audio data stream is decided as being compressed but not
scrambled, the value of the compression ID flag Fco is set to "1"
 ) and the value of the scramble ID flag Fsc is set to "0". When

the input audio data stream is decided as being not compressed
but scrambled, the value of the compression ID flag Fco is set to
*0" and the value of the scramble ID flag Fsc is set to "1".
Further, when the input audio data stream is decided as being not
compressed nor scrambled, the values of the compression ID flag
Fco and the scramble ID flag Fsc are set to "0".

Further, when the input audio data stream is scrambled, the
scramble key Ksc for descrambling this audio data stream is input

 ) to the data recording and reproduction apparatus 200, and this

scramble key Ksc is written in the stream storage unit 200b by
the writing means 203.

Next, the operation of reading the audio data stream from
the stream storage unit 200b will be described.

When reproducing the audio data, initially a stream read
request is output from the stream reading means 206 to the stream

storage unit 200b, and thereafter the flag-attached audio data

stream Saf2 is read from the stream storage unit 200b by the



strfeam supplied fromthe outside is conpressed or not, and generates a
conpression ID flag Fco having a value according to the result of the
decision. This flag Fco is attached to the audio data stream and the
audi o data streamwith the flag Fco is V3tten in the stream storage. unit
10b. Therefore, it is possible to decide whether or not the audio data

streamread from 54 the stream
storage unit 100b is to be deconpressed by decodi ng, i n accordance with
the conpression ID flag Fco attached to the audi o data stream

Accor di ngtreanf readiagimeganshe Monpreiend hhei igatastreannflagr decigdon
stream storage unit, it is deconpressed and a watermark Is inserted in

t he non- ceamsedJd decdidesd shethieedhemudiedaya stieam laidrisssonambled
In other words, with respect to the conpressed audio data stream supplied
. from t he oxumsitge accbridingr ittt drhe valee f cdre sctambile IDiflagmesk at el vy
after the sinple process of attaching a conpression ID flag to the
stream \Jhelakedi-ie theesteean déadder Shvof it tdirl ko qutes etk eamli Sa £20 a
streamin the stream storage unit can be reduced. Further, the
qual ity of anaiiogn atlté areted cawdici debabgtrean’ sdeei iy HBeiaedpraespedngudi 0
data stream supplied fromthe
scrambled, the audio data stream Saf2 is output from the stream
flag decision means 207 to the descrambling means 208. Further,
f) the scramble key Ksc corresponding to the read audio data stream
Saf2 is read from the stream storage unit 200b to be output to
the descrambling means 208. In the descrambling means 208, the
read andio data stream Saf2 is descrambled by using the
corresponding scramble key Ksc, and the descrambled audioc data
stream DSaf2 is output to the second stream flag decision means
209.
On the other hand, when the first stream flag decision means
207 decides that the read audio data stream is not scrambled, the
_) audio data stream Saf2 is output from the stream flag decision
means 207 to the second stream flag decision means 209.
In the second stream flag decision means 209, it is decided
whether the audio data stream Saf2 or the descrambled audio data

stream DSaf2 is compressed or not, according to the value of the

compression ID flag Fco included in the stream header Sh of the

audio data stream Saf2.
When the audio data stream is decided as being compressed,

the audio data stream Saf2 or DSaf2 is output from the second



outside is prevented from bei ng degraded. In the case where
wat ermarking is perfornmed before witing the conpressed audi o data stream
in the stream storage unit, the follomﬁqg processes are required:. a
deconpressi on process of converting the 6npressed audi o data streamto
t he non-conpressed audio data stream by decodi ng, a watermnmarki ng process
of inserting a watermark in the non-conpressed audio data stream and a
conpressi on process of conpressing the watermark-inserted non-conpressed
audi o data stream by coding. In this case, since the deconpression and
comressi&ﬁf%cﬂﬁ%ﬁ%ﬁ@%dﬂ%@% ol@¥nte the decoding means 210. .In-the
55 reversi bl e codi ng, degradation of sound quality occurs due to
t hese proasxkigigimeanht?bdi vhe comprxessedt audiasdathestream fafdr aur ki ng
is perforned after reading the conpressed audi o data stream fromthe
st r eam stDSadife imidgcanpressed digpvdscrding beand thédedeapmpresseadaaudio-
wat er mar ki ng processes are required, and t heref ore -degradati on of sound
qual ity data ctamam RSabDncaoutmit frawotheddecdding meahsr2hertoi théhis
first enbodinment, a flag indicating that audi o data including the flag
IS copy walidtmarkirgyy wkathsa 23 . watermark to restrict copying of the
audi o data including the
. On- the other hand, when the second stream flag decision
means .209- decides that the read audio data stream SafZ or bSaf2
) is not compressed, the audio data stream Saf2 or DSaf2 is output
from the: second stream flag decision means 209 to the

watermarking means 211.

‘Inthe watermarking means 211, a watermark Dwm is inserted
in the-non-compressed audio data stream, i.e., the non-compressed
audio data stream Saf2 or DSaf2 output from the second stream
flag decision means 209, or the decompressed audio data stream
RSaf'output from the decoding means 210.

The watermark-inserted audio data stream Saw2 is converted

;) to analog audio data Aaw by the DA conversion means 212 to be
output to the speaker 20. In the speaker 20, the analog audio
data Aaw is converted to a speech to which a normal human ear
responds.

As described above, the data recording and reproduction
apparatus 200 of the second embodiment is provided with the
stream attribute decision means 201 which decides whether an
audio data stream supplied from the outside is compressed or not

and whether the audio data stream is scrambled or not, and



wat er mar k. However, the copyright protection nethod using wat er mar ki ng
IS not restricted thereto. For exanple, there is a nethod called
"generation managenent” in which, a flag indicating how nmany tinmes
(generations) an audi o data stream has be&h copied in past is i nserted
in the audio data streamas a watermark, and copying of the audio data
streamis inhibited when a predeterm ned nunmber of times (generations)

i s exceeded. Furthernore, there is a nethod in which information

indi cating the name or the like of the copyright holder of an audio data
stream i sgénegdtes anctmpressibneam §3ag Febeandr kb sogamblien IDhe laudiredat a
streamis copied wi t hout perm ssion, the nanme of the copyright holder is
extract edaccofd Dty t 6 thi€i pesdle 6Fr end deededbny- t ohdze ial el H® -and
clarify t s copyri ght hol der. (Enmbodi nent 2)

56 sc - 4 WELadhés’ @obtaékadaigraatéogtEéahalahagtﬁodahalbeaakﬁlng
and reproductgpn appar at us accordlng to a second enbodi nent of

present i NQUREQR: th these T Erageneatid ¢retn ngﬁ%ﬁeOQtEQ&mda*csr&fgaoﬁ%ﬂg ﬁng

reproduction #@pparatus 200 0 second enbodinent 1's identic

of the aRﬂﬁﬁﬁ%er&!!éfézéhesi'i%tpﬁggﬁﬂigeﬂb 888%8e! Bhat the audio: data .

streamgread%ffﬁmftﬁefsﬁiéém“storage“ﬁnit>iﬁoﬁﬁisptoﬁbeﬁsﬁb36cted

étifrig ‘and” ‘descramblihg, or onie. of these. processes,. .

) er noagpf?theSETPrbééﬁﬁésw.in.aCCSrdancé¢Wﬁﬁﬁfﬁﬁéfibzflé§s Fco
and ﬂ?c included in the audio data- stream. L
ggccordlngly, after reading the compressed audio data.- stream

"'sc1amb1eq audic’ data stream from the stream storage unit,

's@}ecompressed-or déScrambled; and a watermark is ingerted in
the non-scrambled non-compressed audio data stream. Thé#ewa the
guality of reproduced audio data is prevented from being degraded,
as described for the first embodiment.

Further, with iespect to the compressed audic data stream or

;j) scrambled compressed audic data stream supplied from the outside,

it is written in the stream storage unit immediately after the
simple process of attaching a compression ID flag and a scramble
ID flag Fsc to the stream, whereby the time required for writing
the compressed audio data stream in the stream storage unit can
be reduced.

Further, this second embodiment employs, as a watermark, a
flag indicating that audio data including it is copy inhibited,

thereby restricting copying of the audio data including the



figure 1. That is, the data recording and reproducti on appar atus 200 is
conposed of an apparatus body which perfornms recording and repr oducti on
of _audi o data, and a recordi ng medi um which is det achabl y nmounted on the
body and stores the audi o data. TAE data recording and reproduction
apparatus 200 is supplied with, as audio data, a conpressed audi o data
stream ESau, a non-conpressed audi o data stream Sau, or a scranbl ed
conpressed audio data stream ESau. Wen the scranbl ed conpressed audi o
data stream ESau is input-to the apparatus 200, a scranble key for

descr anbwahgrinarkl soHpmewert,o thiee capyarights patection megthadiwzssrgond
enbodi nent, to sinplify the description, it is premsed that a scranbl ed
conpr essgdtermarking aist neanrEStr icivetih thieeretor,r andottiose methudse key or a
non-scranbl ed conpressed audio data stream ESau i s downl oaded through a
net wor k #é&pct tbédefopppheariizs20embotinent mag- der anpllegedan- conpr essed
audio data. streamis supplied froma portable recording nmediuml| Cb such as
a CD tqghggdgﬂgﬁtaggs 200. Further, each-of. the audio data streans - has
the data structure shown in figure 2(a). To be specific, the data’

recordi ng .and pigpiredcliisOt: block diagram for -explaining a data recording
apparatus 200 conprises a stream storage unit 200b for storing
- -and regxoducticn.appaxqtus-accqrding to a: third embodiment of the
present . inventicn.

ﬁ) .. The data .recording and reproduction apparatus 300 is
composed of a stream storage unit 300b for storing an audic data
stream supplied. from the outside, a stream writing unit 300a for
wr@;ing_the audio data stream into fhe-strgam storage unit -300b,
and- a stream reading unit 300c for reading the audio data stream
from-the_stream;stprage unit 300b.

The stream writing unit 300a and the stream reading unit
300c are mounted on the apparatus body (refer to figure 1). The
stream storage unit 300b corresponds tc the recording medium

:) which is detachably mounted on the apparatus body, and it is
constituted by an IC card on which a semiconductor memory device
(RAM) is mounted. However, the stream storage unit 300b is not
restricted to an IC card type device, it may be constituted by a
memory stick type device.

Further, the audio data stream supplied from the outside is
either a compressed audio data stream ESau or a non-compressed

audio data stream Sau, as in the first embodiment of the

invention. For example, the compressed audio data stream ESau is



audi o data streans supplied fromthe outside, a streamwiting uni t
200a for witing the audio data streans into the stream storage unit
20Qb, and a streamreading unit 200c for reading the audi o data streans
fromthe stream storage unit 200b. 67 The streamwiting unit 200a
and the streamreadi ng unit 200c are nounted on the apparatus body
(refer to figure 1). The stream storage unit 200b corresponds to the
recordi ng nmedium and it is constituted by the above-described IC card
on which a sem conductor nenory device (RAM is nounted. The
st r eam wdownhgadedt tB@Oughnal netwoxkstllaamaaic riheutneon-caigaiesised muhio 201
whi ch deci des whet her the audio data stream S supplied fromthe outside
i s conpr@asedsbreant-saadishsupel ielde fromaadipordabd es treendinics meelianb| sbtor,
not, and outputs attribute decision information laj2 indicating the
result ofgtfecpecision; . and a scranble key witing neans 203 which
wites a scranble key Ksc for descranbling the scranbled audi o data

stream i n 4he gereSin=Aa18:5; Aled oot i At s WOf Cbh& CApPpRESLESYwKET be .
supplied from t he outside of the apparatus 200. Further, the

stream WidddPfhedl in 2@88aincl udes a flag- attached streamwiting neans
202 which attaches a conpression ID flag Fco having a predeterm ned

val ue and .a, s @n@h—%éaﬁ B F17F unit' B0 £ Pi féﬂ“ﬁ %’ﬁ%uﬁ%ﬁl the

header Sh of .fhe audi o data stream S i n ‘accordance W ute’

?ﬁg;: ! ﬂl%i;é:@g%@ﬁf@ 1004 3£ tRBIe ML CambBa1 ARALC 1HRLAdThGC R NeSRtZ it N
'f) attribute decision means 161 and the stream writing means 102.

# Vmﬁerstream reading unit 300c includes an apparatus type
information holding means 315 for holding information which
inaicates the type of the data recording and reproduction
apparatus 300 (apparatus type information Ity), in addition to
the constituents of the stream reading unit 100c of the first
embodiment. In the apparatus type information holding means 315,
a predetérmined value, for example, "1" or "0", is stored in
advance as the value of the apparatus type information Ity.

L) The stream storage unit 300b in¢ludes a stream storage means
311 which stores the audio data stream output from the stream
writing means 102; and an authorized apparatus type information
storage means 312 which stores the value of information
indicating the apparatus type that is permitted to read the audio
data stream from the stream storage means 311 (authorized
apparatus type information Ity).

Figure 7 is a diagram illustrating the contents stored in

the authorized apparatus type information storage means 312. The



58° and Fsc (refer to figure 5) in the stream storage unit 200b.

The flag-attached streamwiting nmeans 202 sets the val ues of the
conpression ID flag Fco and the scranble ID flag Fsc as foll ows. When the
attribute decision information laj2 indi&8tes that the input audi o data
streamis a non-conpressed stream the value of the conpression ID flag
Fco is set to "0". \Wen the attribute decision information |laj2

i ndi cates that the input audi o data streamis a conpressed stream the
value of the conpression ID flag Fco is set to "1". Wen the attribute
deci si onvaduer Hat'i of thie2 autdiorzized Epparatas mype sdnfgmatiion Iy atered
not scranbled, the value of the scranble ID flag Fsc is set to "O0".

When t heiat thebsterdgei meansi 3fl@r ndicaties) That rihe ataxxraspunding idgha
audi o data streamis scranbled, the value of the scranble ID flag Fsc is
set to "técording aflereprodadiriessapparditasddisa astplegen havidaf et reamin
which digital audio data stored in its streamdata area is not conpressed,
whi | e t heufictRofs6€dinsdrbifgt a satermark atdahe tihmlecdd irepaoduetdiodi s al
audi o data stored in its streamdata area is conpressed. .The non-scranbl ed

audi o datReSvatae r"aoflathe autdomizedvappardit@ist alypetdinFodiat ivnorad, i n
its streamdata area is not scranbled, Ile the scranbl ed audi o dat a

streamistgrédt #n théestoragehinelngi giibalinaieheedaichat! @hed cofridsporidigymn
data area is scranbled.
data recording and reproduction apparatus is a recorder having
iﬁ the function of inserting a watermark at the time of reproduction.
The stream storage unit 300b further includes an apparatus
type information obtaining means 314 which reads the value of the
apparatus type information Ity of the data recording and
reproduction apparatus 300, from the apparatus type information
storage means 315 in the stream reading unit 300c, in response to
a read request from the stream reading unit 300c; and a stream
read permission decision means 313 Which searches the apparatus
type information Ity stored in the authorized apparatus type
) information storage means 312 for the value of the read apparatus
type information Ity, and decides whether reading of the audio
data stream from the stream storage means 311 is to be permitted
or not in accordance with the result of the search.
To be specific, the stream read permission decision means
313 permits the stream reading means 104 to read the audio data
stream when the value of the apparatus type information Ity read

from the apparatus type information holding means 315 agrees with

any of the values of the apparatus type information Ity stored in



The streamreading unit 200c includes a streamreading neans 206 which
reads the audio data stream Saf2 fromthe stream

59 storage unit 200b; and a first st ﬁﬁﬁ]flag deci si on nmeans 207
whi ch deci des whether the audio data stre Saf2 is a non- conpr essed
stream or a conpressed streamin accordance with the val ue of the
conpression ID flag Fco included in the audio data stream Saf 2 whi ch has
been read, and outputs these streans separately. The stream

reading upjt 200c further incl es a_scr, eadi ng_neans 5 whjch
eads hothe, anprer tesdapbRFB kS, LIDRs IPEaRmat on, SHOAAIS AR e T oy | OB
descranbl i ng neans 208 _whi descranbl es the sc¢ranhl ed gudi o data stream
out put fr%hgt%Eh?FrE?nd'sFPEaﬁFFFQﬂ JeaAs PEAMESSION GRCHF 108 Agans 31

scranbl e k . Ksc, and out puts a_ descranbl ed audi o data stream DSaf 2.

Furt her, ﬁ%a‘ﬁweaﬁxﬁgmuﬁﬁedzeecmeﬁEFUA% fremcsradingr the Ausyo data
decision neans 209 which receives either the non- scranbled audio data

st ream Satream pthen rohetvielueraf theeapparriysdéyrei dnformatien7 Ity mead
descranbl ed audi o data stream DSaf?2 output fromthe descranbling neans -
208, and fran dde appaeatus htypedinfdunationchodidéngomeausp3db2agrees with

non- conpr essed data
none of the values of the apparatus type information Ity stored
-in the authorized apparatus type information storage means 312.

i) For example, when the value of the apparatus type
information Ity held by the apparatus type information holding
means 315 is "1" (a recorder with the function of inserting a
watermark at reproduction), since the value "1" of the apparatus

. type information Ity is stored in the authorized apparatus type
information storage means 312 as shown in figure 7, reading of
the audio data stream is permitted. 1In this case, the stream
reading means 104 can read the audio data stream from the stream
storage means 311.

) On the othgr hand, when a value not shown in figure 7, for
example, "2" is held in the apparatus type information holding
means 315 or when the stream reading unit 300c does not have the
apparatus type information holding means 315 and so the apparatus
type information obtaining means 314 cannot obtain the Vaiue of

the apparatus type information Ity, reading of the audio data
stream is inhibited. In this case, the stream reading means 104

cannot read the audio data stream from the stream storage means

311.



streans or conpressed data streans in accordance with the values of the
conpression ID flags Fco included in these streans, and outputs these
streans separately; and a decodi ng neans 210 which deconpresses the
conpressed audi o data stream DSaf2 out pu#O0from the decision neans 209 by

decodi ng to output a deconpressed audio data stream RSaf 2. The
streamreading unit 200c further includes a waternarking
60 means 211 which inserts a watermark Dmminto the data area Sd of

t he non-conpressed audi o data stream Saf2 or DSaf?2 output from the second
stream f| ag deam sihois rideinsd Zotbadinent, tsitncat thar streadsodbragpe unit 300b
deconpressed audi o data stream RSafl output fromthe decodi ng neans 210,
t 0 out puisaconseitatédi bgeahelCacdird dst shownt imafiawe (,ethe sereagure
2(c)), and a DA conversion neans 212 whi ch perforns DA conversion on the

wat er nergtorsgé tRdansd3 D1 dahd thét A@BRLEAYERC! appHirAthsagbediafdirhatdba Aaw
to a speaker 20. The - analog audio data Aaw Is converted to a speech by

the speakesrZfe means 312 aPEYimpefientBa By’ 8RN mbliR¥edNbh RBaIbScard.
constructed 7as an apparatus for wiring the audio data stream and the

scranbl epp&eye iR F&8a Z@éﬁﬁi@éi@ﬁ 286c§8ibn2fBAns 2843t Bﬁd%ﬁgaaggsitgh g

unit 200c is constructed as another apparatus for reading th dio data

stream aifhd Nen ASHREPIdh *Btd {P1hg NReshs €8 SAPEASRplemented by a CPU

mounted on the IC card.
 ) : Further, in many cases, the stream writing unit 300a is
constructed as an apparatus for performing writing of the audio
data stream into the stream storage unit 300b, while the stream
reading unit 300c is constructed as another apparatus for
performing reading of the audio data sfream from the stream
storage unit 300b.
Next, the operation will be described.
The operation of writing the audio data stream into the IC
’card (recording medium) constituting the stream storage unit 300b

is identical to that already described for the first embodiment

S

and, therefore, this operation will be briefly described
hereinafter.

In the stream attribute decision means 101, it is decided
whether an audio data stream S supplied from the ocutside is a
compressed audio data stream ESau or a non-compressed audio data
stream Sau, and attribute decision information Iajl indicating
the result of the decision is output from the decision means 101.

Thereafter, in the flag-attached stream writing means 102, a



uni't 200b. Further, the watermark Dwmto be inserted in the audio
data stream by the watermarking neans 210 is a flag indicating "copy
inhibit" as in the first enbodi ment of the invention. Next, the operation
witl be descri bed. Initially, the opération of witing an audi o data
stream into the recordi ng nedium 200b wi |l be descri bed. When an
audi o data streamis supplied fromthe outside to the data recording and
reproducti on apparatus 200, the stream attribute decision neans 201

deci des whether the input audio data streamis conpressed or not and

whet her ttempneasiendiID fidag Fco is attached to the stream header Sh @if
streamis scranbled or not, and outputs attribute decision I nformati on

| aj 2 accothenguddot Hataestireamf St ha decbsdance with the hetyiewitld decision
deci sion of the streamattribute decision means 201 depends on the val ues

of the coipfesmadioneIa9l, ahdf ehenfilag-heeaahedt Badier aakk Re reaoGaEi On
I sc which are stored In the stream header Sh of the input audio data

stream (f@feﬁxeapfsgufeem(bme yal weittehhenCeRRr Sekan SebRadel ah%rf@blo%n
lcois "0", the audio data stream S i's deci ded as bei ng not conpr essed
Wen t he wlﬂ?eq}riiﬂfng%@é%sm@. mehogniiBf @hiRh @bodiment, the flag-
attached audio data stream Safl is written in the stream storage
means 311 of the stream storage unit 300b.
~) Next, the operation of reading the audio data stream from
the stream storage unit 300b will be described.

Initially, a stream read request is output from the stream
reading means 104 to the stream storage unit 300b. Then, the
value of the apparatus type information Ity held by the apparatus
type information holding means 315 in the stteam reading unit '
300c is read by the apparatus type information obtaining means
314 to be output to the stream read permission decision means 313.

In the stream read permission_decision means 313, searching

) is carried out as to whether the value of the apparatus type
information Ity which has been read is stored in the authorized
apparatus type information storage means 312 or not. When the
value of the read apparatus type information Ity is stored in the
storage means 312, the permission decision means 313 decides that
the stream reading means 104 is permitted to read the audio data
stream. When the value of the read apparatus type information
Ity is not stored in the storage means 312, the permission

decision means 313 decides that the stream reading means 104 is



lcois "lot, "2" or " 3", the audio data stream S i s decided as bei ng
conpressed. Further, when the value of the scranbling I nformation Isc is
"0", the audio data stream S i s deci ded as bei ng not scranbl ed. When the
val ue of the scranbling information Isk2is "1", the audio data stream$S
I s decided as bei ng scranbl ed. Usual Iy, in many cases, the audio
data stream downl oaded fromthe network 10a is either the scranbl ed
conpressed audi o data stream ESau or the non-scranbl ed conpressed audio
data stream ESau, while the audio data streamread fromthe portabl e
recordlm@hmhmhﬁd:ﬁrpmnnﬂad§n§1thflaﬂdh@ daba sstedamed non- conpressed
audi o data stream Sau. Thereafter, in the flag-attached stream
writing nmeansIf08therhwordspr thei andib ﬂb&g Btareand sttloreskc rianttihe IS fean
Fsc are attached to the stream header Sh of the audio data streamin

accor dagteragieh nidamsat3ll dre beated drby nfles netredm | vgakdivgdnédns 104
62 flag-attached audio data stream Saf2 (refer to figure 5) is

writtenohl V\chrhe&t RpRMsHrat0 el tpeXitis o e s idr) etdd S3 £92decides For
exanpl e, en the input audio data streamis decided as bei ng conpressed

and scr gfhtedeatiingy dlsUperafi titeal comﬁ@ééw the addf9 &&ead8erbhm §aggndl e
ID flag Fsc are set to "1". Wen the

is read from the stream storage means 311 by the stream reading
means 104.

"ﬁ) For example, when the value of the apparatus type
information Ity held by the apparatus type information holding
means 315 is "1" (a recorder with the function of inserting a
watermark at reproduction), this value agrees with one of the
plural values of the apparatus type information Ity stored in the
authorized apparatus type information storage means 312.
Therefore, in the stream read permission decision means 313, the
same value as the value of the apparatus type information Ity
read by the apparatus type information obtaining means 314 is

t) detected from the authorized apparatus type information storage
means 312. At this time, the permission decision means 313
decides that reading is permitted, and this decision permits the
stream reading means 104 to read the audio data stream from the
stream storage means 311.

On the other hand, when a value other than the plural values
of the apparatus type information Ity stored in the authorized
apparatus type information storage means 312, for example, "2" is

held by the apparatus type information holding means 315, the



i nput audi o data streamis deci ded as bei ng conpressed but not scranbl ed,
the value of the conpression IDflag Fco is set to "1" and t he val ue of
the scranble ID flag Fsc is set to "0". 74hen the input audio data stream
I s- deci ded as being not conpressed but “Scranbl ed, the value of the

conpression IDflag Fco is set to "0" and the value of the scramble ID
flag Fsc is set to "1". Furt her, when the input audio data streamis
deci ded as bei ng not conpressed nor scranbl ed, the val ues of the

conpressipn ID fla Fco and_the scranble ID flag Fsc are set to "0Q".
Fur Cher . S REAT: FEafnBEERaRAREnISPS 1S P MeRDSs anlecd daeh Shatc Zesl didey
Ksc for %ﬁ%cig lin RELS gudio data streamis input to the data recording
and reprdaRete ea'bga theds00 Fugidery when thestneap geadingynites 9t
the stream storage unit 200b by the witing nmeans 203. Next, the
oper ati APeF RRbIDAYet hReaapParakusg §NP§ahPaﬂéﬁ9 meanst Bdamasdosegdheni t
200b wi Il be described. When reproducing the audio data, initially a
st r eam raRRRAr3Rf ctypesinfopnatiennrbtainingamennadddd cennot20btadnt aay
stream storage unit 200b, and thereafter the flag-attached audi o data

st ream Fue Ag cthe fapparatust type infomyationt IRPPbthe shream read
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permission decision means 313 decides that reading is inhibited,

and this decision disables the stream reading means 104 to read

”) the audio data stream from the stream storage means 311.

The purpose of deciding whether reading of the audio data
stream is permitted or not (inhibited) by the stream read
permission decision means 313 is to avoid that the audio data
stream is undesirably read from the stream storage unit 300b by a
reproduction apparatus which does not perform watermarking when
reproducing the audio data stream and thereby the audio data
stream is reproduced or copied without being subjected to
watermarking to protect the copyright.

N) The audio data stream read from the stream storage unit 300b
by the stream reading means 104 is subjected to watermarking in
the same manner as described for the first embodiment, and the
watermark-inserted audio data stream is converted to analog audio
data.

In bpief, the stream flag decision means 105 decides whether
the read audio data stream Safl is compressed or not in
accordance with the value of the compression ID flag Fco included

in the audio data stream Safl. Only when the audio data stream



stream readi ng means 206. Then, the first stream flag decision means
207 deci des whether the audio data stream Saf2 is scranbl ed or not;
according to the value of. the scranble K3 flag Fsc i ncluded in the
stream header Sh of the-audio data stream Saf 2. When the read
audi o data stream Saf2 i s deci ded as being ‘'scranbl ed, the audi o data
stream Saf2 is output fromthe stream fl ag deci sion neans 207 to the
descranbl i ng nmeans 208. Further, the scranble key Ksc corresponding to the

read audsdrdaigd ebndBssed,Sak? iss detiihyl /iR by USGUR AL A0S qg'ngt 200b

to be output -to t he escranb I ng nme

cort ospoiSFRYER A" 105 (eBY 1R RcomE R AR BRI Fratt,

correspon8| ng s

o the obfier Bﬁéﬁé" %ﬁﬁeﬁé@?r?né%@? %EEO?eﬁi”sF'éﬁ”ieans 200 207
deci des that the r.ead audio data stream ] aydi, o

not scranbl e
data strearn Sar® e HATTHIT Y Hieans eiﬁr?f | 3g"YEEFBAB is lﬁﬁﬁﬁge 0¥t o
t he second stream fl ag de a n ans In the second stream
1'ag decnlg?oﬁoﬂeaﬂmggseﬁt 2B8 BEPRRM. 1-gnet P OREOBRRES 6 Rusice SmLa

Saf 2 or the descra gf audh gata stream DSaf 2 i s_conpressed or not,
accor di iFYPRMRSY u the decedipg-Repns 1B6f P&gtheoauddpydagai stream
stream header Sh of the audi o data stream Saf 2. When the audio

data st rEaFR Hp PRl decided ashgiegseqt compresgedi bydshe stream Sirg

or DSaf2_is, output fromthe second
decision means 105. Thereby, the audio data stream read from the

stream storage unit 300b is in the copyright protected state.
The watermark-inserted audio data stream Sawl is converted to
analog audio data Aaw by the DA conversion means 108, and the
analog audio data Aaw is converted to a speech to which a normal
human ear responds, by the speaker 20.

As described above, in the data recording and reproduction
apparatus 300 of this third embodiment, the stream reading unit
300c includes the means 315 for holding the value of the

:) apparatus type information Ity of this apparatus 300, and the
stream storage unit 300b includes the means 312 for storing the
information indicating the types of apparatuses which are
permitted to read the audio daté stream. In the stream storage
unit 300b, it is checked by searching as to whether the value of
the apparatus type information Ity of this apparatus 300 is
.stored in the storage means 312 or not, and reading of the audio
data stream is permitted or inhibited according to the result of

the search. Therefore, in addition to the effects of the first



64" stream fl ag deci sion neans 109 to the decodi ng neans 210. In the
decodi ng neans 210, the conpressed audi o data stream Saf2 or DSaf2 is
deconpressed by decodi ng, and the deconpressed audio data stream RSaf is
out put fromthe decodi ng neans 210 to t hel ® wat er mar ki ng neans 211. '
On the other hand, when the second stream flag deci sion means 209 deci des

that the read audi o data stream Saf2 or DSaf 2 I S not conpressed, the
audi o data stream Saf2 or DSaf?2 is output fromthe second streamfl ag
deci si on neans 209 to the watermarking neans 211. In the

wat er mar lempdigrent 21t &5 \RRssHel&k thmveidedcthal the amdiaodatangtessmd
audio data stream i.e., the non-conpressed audio data stream Saf2 or
DSaf 2 outiputunidesinaioly airad fromdrhe fstxear cstovagesanit 2D00bobyt Ae
deconpressed audi o data stream RSaf output fromthe decodi ng nmeans 210.
The wat e meprdodurd=iare dppatiatwmtvwh isth aloesSavet | pexhome rwatermnar kingoghandi o
data Aaw by the DA conversion neans 212 to be output to the speaker 20. In
t he spealkeprdducihey div emdiolidata sttarefSany arsd oo iehié ealid 1o adspeesbréam is
whi ch a normal human ear responds. As descri bed above, the data
recor di ngepidduciedd dic dopiedpritiitiuts biihgfsibfecsd b arppshin®iking to
provided wth the

protect the copyright.

(Embodiment 4)

') Figure 8 is a block diagram for explaining a data recording
and reproduction apparatus 400 according to a fourth embodiment
of the present invention.

The data recording and reproduction apparatus 400 is
composed of a stream storage unit 400b for storing ah audio data
stream supplied from the outside, a stream writing unit 400a for
writing the audio data stream into the stream storage unit 400b,
and a stream reading unit 400c for reading the audio data stream
from the stream storage unit 400b, like the data recdrding and

N) reproduction apparatus 200 according to the second embodiment
shown in figure'4.

The stream writing unit 400a and the stream reading unit
400c are mounted on the apparatus body (refer to figure 1). The
stream storage unit 400b corresponds to the recording medium
which is detachably mounted on the apparatus body, and it is
constituted by an IC card on which a semiconductor memory device
(RAM) is mounted. The stream storage unit 400b is not restricted

to an IC card type device, it may be constituted by a memory



stream attribute decision means 201 whi ch deci des. whet her an audi o data
stream supplied fromthe outside is conpressed or not and whether the
audi o data streamis scranbled or not, ang

65 generates a conpression ID flag F ® and a scranble ID flag Fsc
according to the result of the decision These ID flags Fco and FsC are
attached to the audio data stream and the audi o data streamw th these
flags is witten in the stream storage unit 200h. Therefore, it is
possi bl e to, deci de that ,the audio data streamread fromthe stream
storage uFFick 1bgRedevigene subjected to both of decoding and

descranbling or one of these processes,. or non of these processes. in
accordance wi t Fugtberp mhgyaudie dati sieeamGurpbied fremtaecwbside is
stream Accordingly, after reading. the conpressed audi o data stream

or the sc@ #anpxresed awdie dataaptreas Efaust ptam podregepysssed aundio

deconpressed or descrranbled, and a watermark is inserted in the

non- scr ardatéad stoream ks sexl auvsitvambl ed scompness&teautdjo, date stwekm ESafu,

reproduced audio data is prevented from bei ng degraded, as described for

the firstaserestimdred for the Fsecidmd, embodimespeof thet haventponsseWhemdi o

data streamor scranbl ed conpressed audi o data stream supplied fromthe

out si de, the scrambled compressed audio data stream ESau is supplied, a
scramble key Ksc for descrambling is also supplied to the data

) recording and reproduction apparatus 400.

In this fourth embodiment, to simplify the description, it
is premised that a scrambled compressed audio data stream ESau
with .the corresponding scramble key or a non-scrambled compressed
audio data stream ESau is downloaded through a network 10a to the
apparatus 200, while a non-scrambled non-compressed audio data
stream is supplied from a portable recording medium 10b such as a
CD to the apparatus 200. Further, each audio data stream has the
data structure shown in figure 2(a).

) Hereinafter, the constituents of the apparatus will be
described in detail.

The stream writing unit 400a is identical to the stream
writing unit 200a of the second embodiment including the stream
attribute decision means 201, the flag-attached stream writing
means 202, and the scramble key writing means 203.

The stream réading unit 400c includes an apparatus type

information holding means 416 for holding the value of

information which indicates the type of the data recording and



It.is witten in the stream storage unit inmmediately after the sinple
process of attaching a conpression ID flag and a scranble IDflag Fsc to
the stream whereby the tine required fonwaiting t he conpressed audio
data streamin the stream storage unit can be reduced. Further, this
second enbodi nent enploys, as a watermark, a flag indicating that audio
data including it is copy inhibited, thereby restricting copying of the
audi o data including the 66

wat er mar k.  However, the copyrig protection t hod, usin . er mar. ki ng
e Por r SRR Ton. RATEHEE P00 Ol SR tinle "Evegcitfotlation TR Loy
enbodi nent_ may: be enpl oyed. _lg%gnbod'nent 3%63 %gégure 6.1s.a; black
di agr am fAdIEd0mta e Conftl TR S My the . sheeqmF B9 ot 3bpaP deust
according to a third enbodi nent of the present invention. The .
dat a. r ecdh® Second cahodirenton afRakhe ’RPBavatYs typeoipEeEBabiocn belding
storage unit 300b for storing an audi o data streanlsgﬁplied fromthe
out si de, mgagsr 46, e TnRAeheIMRTh Vakue, foF jexaplee 'BLYier 4@ %, siBeam
into the stream storage.unit 300b, and a streamreading unit 300c for
readi ng shoreddin advanse éma valuemf Hdhietapparatus dppe ninf@ooation
Ity. These values "1" and "0" of the apparatus type information
Ity indicate the same contents as those of the third embodiment.
")  That is, the value "0" of the apparatus type information Ity
means that the corresponding data recording and reproduction
apparatus is a player having the function of inserting a
watermark at the time of reproduction. The value "1" of the
apparatus type information Ity means that the corresponding data
recording and reproduction apparatus is a recorder having the
function of inserting a watermark at the time of reproduction.
The stream storage unit 400b includes a stream storage means
413 which stores the audio data stream Saf2 output from the flag-
”) attached stream writing means 202; a scramble key storage ﬁeans
412 which stores the scramble key Ksc output from the scramble
key writing means 203; and an authorized épparatus type
information storage means 411 which stores the values of
information indicating the types of apparatuses which are
permitted to read the audio data stream Saf2 from the stream
storage means 413 (authorized apparatus type information Ity).

The stream storage unit 400b further includes an apparatus

type information obtaining means 414 which reads the value of the



Thé streamwiting unit 300a and the streamreading unit 300c are
nount ed on the apparatus body (refer to figure 1). The stream st or age
unit 300b corresponds to the recording éun1 whi ch is detachably
nount ed on the apparatus body, and it is constituted by an I C card on
whi ch a sem conductor nenory device (RAM is nounted. However, the
stream storage unit 300b is not restricted to an I1C card type device, it

may be constituted by a menory stick type device. Further, the
audi o data stream supplied_fromthe tside s either g,conpressed audi o
data str &BRES ST %oﬂ%%ﬁb%’sggdggy 3gd}:’hedg?‘éas{:?%‘aﬁ$§ﬁﬁ?gﬁg in the
first enbodi nent .of the I nvent]lon, For exanple, the conpressed audio
data.stnﬁﬁﬁﬁgéhFF{Pn apparatus ibg from the ggbaratus tySE ingormation
downl oaded t hrough a network 10a, and the non-conpressed audio dat a

stream ' ShPrage AgANS k¢ F LR rThEean (xR NG ik 400cuckn accexdance,

Hereinafter, the constituent of the apparatus will, be described in
detai | . With a repch rqquefk \FHom fgherstrevnareading mnitl 49@ct handtaeam

witing unit 110a of the first enbodi nent including the stream attribute
deci si on SAX23 TERGK REITHES ko deais iomgneansst IHhich searches the

values of the apparatus type information Ity stored in the
authorized apparatus type information storage means 411 for the

i) value of the apparatus type information Ity which has been read,
and decides whether reading of the audio data stream from the
stream storage means 413 is to be permitted or not, according to
the result of the search.

In the stream read permission decision means 415, the
decision as to whether reading of the audio data stream is to be
permitted or not is carried out in the same manner as described
for the stream read permission decision means 313 of the third
embodiment.

) For example, when the value of the apparatus type
information Ity held by the apparatus type information holding
means 416 is "1" (a recorder with the function of inserting a
watermark at reproduction), since the value "1" of the apparatus
type information Ity is stored in the authorized apparatus type
information storage means 411 as shown in figure 7, reading of
the audio data stream is permitted. On the other hand, when a
value not shown in figure 7, for example, "2", is held in the

apparatus type information holding means 416 or when the stream



Thé streamreading unit 300c includes an apparatus type I nformation
hol di ng means 315 for hol ding information which I ndi cates the type of
the data recordi ng and reproduction apgaratus 300 (apparatus type
information Ity), in addition to the constituents of the streamreading
unit 100c of the first enbodi ment. In the apparatus type information
hol di ng neans 315, a predeterm ned val ue, for exanple, "1" or "0", is
stored in advance as the value of the apparatus type information Ity.

h 0| ORAI . whi_ch
I s RIS ool RS BB ORI ppridihe i
i [ ' t orage ans . I ch .,
Sloros tMOTAAS ERREl SR> e %%&?Ek%%%ufh%:%%pip#‘%@%ﬁ@ ihing
' [ .d f t t rage neans
Do et S LERNE! Bueas HOUACLATAN RO S L SRS hsR0e means
i agram skt ag 108, CBOLEtLs SOLRY Lhato WDE.SEROL7SY IR
I "0" of th t hori zed tus t information Ity stored
Ph.i the. otoradB kBifs FoRE i EMBAERat &HE Fhe oA S thErage unit

recordi ng and reproduction apparatus is a_player having the function of

insertinéQQQM%§NQRR§$%ﬁuF¢ﬁe?Yrﬂﬁcﬁcr%®¥@8%€t$bﬂwn-in figure 1, the

stream storage means 413, the séramble key storage means 412, and

T) the authorized apparatus type information storage means 411 are
implemented by a RAM mounted on the IC card. The stream read
permission decision means 415 and the apparatus type infofmation
obtaining means 414 are implemented by a CPU mounted on the IC
card.

Further, in many cases, the stream writing unit 400a is
constructed as an apparatus for writing the audio data stream
into the stream storage unit'éOOb, while the stream reading unit
400c is constructed as another apparatus for reading the audio

_) data stream from the stream storage unit 400b.

Next, the operation will be described.

Initially, the operation of writing the audio data stream
into the IC card (recording medium) constituting the stream
storage unit 400b is identical to thatlalready described for the
second embodiment and, therefore, this operation will be briefly
described hereinafter.

The stream attribute.decision means 201 decides whether the

audio data stream S (Sau or ESau) supplied from the outside is



Thé value "1" of the authorized apparatus type information Ity stored in
the storage neans 312 indicates that the correspondi ng data recordi ng and
reproducti on apparatus is a recorder havigg the function of inserting a
wat ermark at the time of reproduction. The stream storage unit 300b
further includes an apparatus type information obtaining nmeans 314 which
reads the value of the apparatus type information Ity of the data
recordi ng and reproduction apparatus 300, fromthe apparatus type

I nformat i e ' S am _r.eadi.ng _uni 0g, .i.n response
to a reé%gmgé%%%$€f?gﬁ$$§e§é$r%ﬁﬁ%ﬁggd%hg §RF§8385g? gﬁ%eégégréghl r ead
perm ssi on_decisi on neans 313.which searches the, apparatus, type .

"0 or mat (97 PRLES (B e 0 aoPFBPESohigo BEFALRE LBy HEC LR PB) feifosmation
storage nmeans 312 for,the value of the read _apparatus _type information"
Ity, and teld ARAIFREIRG tReFeFuLE etBﬁdﬁsggﬁé?B'st FOxmer 23R L8ve W8 am
storage neans, 311 is to be permtted _or not in accordance with the result
of the sddt@nrinput audip fatdtream ifcCORPERRFeRad” ber #FsEPENaGedhSi on
means 313 permts the streamreadi ng neans 104 to read the audi o data

st r eam widlueh e dthee esmprrssigmr B uElagpEconf oWheni She| dppusadudioodatiae

apparatus type information hol di ng neans 315 agrees with any of the val ues

of the afidesmusis \int iqempreases, | 19" sigreetias the value of the
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compression ID flag Fco. When the input audio data stream is

N scrambled, "1" is set as the value of the scramble ID flag Fsc.
| When the input audio data stream is not scrambled, "0" is set as
the value of the scramble ID flag Fsc..

In the flag-attached stream writing means 202, the
compression ID flag Fco and the sc;amble ID flag Fsc are attached
to the stream header Sh of the audio data stream S, and the flag-
attached audio data stream Saf2 (refer to figure 5) is written in
the stream storage unit 400b by the writing means 202. 1In this
fourth embodiment, the flag-attached audio data stream Saf2 is

_) written in the stream storage means 413 of the stream storage
unit 400b.

When the input audio data stream S is scrambled,
simultaneously with wiring the audio data stream, a scramble key
for descrambling the scrambled audio data stream is written in
the scramble key storage means 412 by the scramble key writing
means 203.

Next, the operation of reading the audio data stream Saf2

from the stream storage unit 400b will be described.



the aut hori zed apparatus type information storage neans 312. On t he ot her
hand, the streamread perm ssion decision neans 313 I nhibits the stream
reading neans 104 fromreading the audio glata  stream when the val ue of

t he apparatus type information Ity read romthe apparatus type

i nformati on hol di ng nmeans 315 agrees with none of the values of the
apparatus type information Ity stored .in the authorized apparatus type

i nformati on storage neans 312. For exanpl e, when the value of the

20D 2L {1010 et S e o A o

hol di ng

ot or mat (S R, A 8 e a%ﬁ%#'z%§°%%és?§f%ge#@Bﬁ?:#ﬁ%ar or
udl 0 data Stream

3 h i,n fi / d f h
s por mi Ve [F (1 hRAEATYR “ééamféfis{a%"mnéeieibxaﬁh?eﬁapesﬁtus
' . f nth J 311. On the ot her
Pand, wheBE (RHRFIR LA T ATg means 115 oF Eranpriean reading| Bnch e

apparat us type i nf ormati on hol di ng  nmeans 315 or when the streamreading
uni t 3ooé°&y6£slsnd%e%¢a 4he 2pRAARUS YRR information oktaimingcmeansis

and so the apparatus type information obtaining neans 314 cannot obtain
the val uélds to he autpud ¥& the stieamgieash pesnissien deeisior means 4bba
streamis inhibited. In this case, the streamreadi ng neans 104 cannot
read the audi MefRkea Brehen SEERARnHECad parMissianedesisdon3means 415, it

-“) is decided whether reading of the audio data stream is permitted
m or not, in the same manner as described for the stream read
pefmission decision means 313 of the third embodiment. That is,
in the stream read permission decision means 415, searching is
carried out as to whether the value of the apparatus type
information Ity which has been read is stored in the authorized
~ apparatus type information storage means 411 or not. When the
value of the read apparatus type information Ity is stored in the
storage means 411, the permission decision means 415 decides that
5 ) the stream reading means 206 is permitted to read the audio data
stream. When the value of the read apparatus type information
Ity is not stored iﬁ the storage means 411, the permission
decision means 415 decides that the stream reading means 206 is
inhibited from reading the audio data stream.
In other words, the audio data stream stored in the stream
storage means 413 can be read by the stream reading means 206
only when the stream read permission deéision means 415 decides .

that reading is permitted. Thereby, the audio data stream Saf2



70 _ In this third enbodi nent, since the stream storage unit 300b
Is constituted by an IC card as shown in figure 1, the stream storage
means 311 and the authorized apparatus ty, i nformati on storage neans 312
are inplemented by a RAM nounted on the I'C'card. The stream read
per m ssi on deci sion neans 313 and the appar at us type i nformation
obt ai ni ng neans 314 are inplenented by a CPU nounted on the I C card.
Further, in many cases, the streamwiting unit 300a is constructed as an

appar at us, for rform wijting of the audio ta streaminto the _stream
st orage urf tref‘ggtfl;r%i{ﬁetﬁé’:ﬁ'&eﬁw‘?ra?ﬁa’ﬂ?ﬁﬁsuﬁ?? gﬁoﬁﬁ?ssESﬁg’Pr feaddngs
anot her apparatus_for perform ng reading of the audio data streamfrom.

the stre®fanssiZf&ye unit 300b. Next, the operation will be
descri bed. The operation of witing the audio data streaminto the

IC card (recoFBrkjeredvhiep thesandio; AgtanstaeamBafidorand firom 3o s

I dentical to that already described for the first enbodi nent and,
t her ef or Stneams shaxadge deans 141k is isgrambleds  the setramblefkey.Ksc for |n
the streamattribute decision neans 101, it is decided whether an audio
dat a strdescgamipdgingedlie gudiee dahasiskreamais read from the scramble key
storage means 412 by the scramble key reading means 412.
Thereafter, the audio data stream read from the stream
f) storage unit 400b by the stream reading means 206 is subjected to
watermarking in the same manner as described for the second
embodiment, and the watermark-inserted audio data stream is
converted to analog audio data.

To be brief, in the first stream flag decision means 207, it
is decided whether the audio data stream is scrambled or not, in
accordance with the value of the scramble ID flag Fsc included in
the read audio data stream Saf2. Only when the audio data stream
is scrambled, the audio data stream is descrambled in the

.“) descrambling means 208 by using the scramble key Ksc read by the
scramble key reading means 205.

Next, in the second stream flag decision means 209, it is
decided whether the descrambled aﬁdio data stream DSaf2 from the
descrambling means 208 or the non-scrambled audio data stream
Saf2 from the first stream flag decision means 207 is compressed
or not, according to the value of the compression ID flag Fco

included in the audio data stream DSaf2 or Saf2.

Only when the audio data stream DSaf2 or Saf2 is compressed,



conpressed audi o data stream ESau or a non-conpressed audio data stream
Sau, and attribute decision information lajl indicating the result of the
decision is output fromthe decision ne%gf 101. Thereafter, in the

flag-attached streamwiting neans 102,
71 . conpression IDflag Fco is attached to the stream header Sh of

the audio data stream S in accordance with the attribute decision
information lajl, and the flag-attached audi o data stream Safl (refer to
figure Zgb)) is witten in the streamstorage unit 300b by the witing

means 182€ PRAAR daty SEraAbAswARCoNBRessedy by daqoding Hudike Reeedingam
Safl is witten in the stream storage means 311 of the stream storage
uni t 30mgans 210, Rag: the,degampresfedfaudigdidaa stream RE2 8 raupdt om
the stream storage unit 300b will be described. Initially, a stream
read refaethej vabgrparkingnme@@ssizldam readi ng neans 104 to the stream
storage unit 300b. Then, the val ue of the apparatus type information Ity
hel d by the dgpdie mwatexnaeckingoneansoRlhplaliwagteemask3is inseptedt iaam
readi ng unit 300c is read by the apparatus type information obtaining
means tBédnon-tcemprepsedt autlie dataastread,pdr.e.ssithe decompresssans 313.
In the streamread perm ssion decision neans 313, searching
audio data stream RSaf2 output from the decoding means 210, or
the audio data stream DSaf2 or Saf2 which has been decided as
“) being not compressed by the second stream flag decision means 209.
Thereby, the audio data stream read from the stream storage unit
400b goes in the copyright protected state. The watermark-
inserted audio data stream Saw2 is converted to analog audio data
Aaw by the DA conversion means 212, and the analog audio data Aaw
is converted by the speaker 20 to a speech to which a normal
human ear responds.
. As described above, in the data recording and reproduction
apparatus 400 of this fourth embodiment, in addition to the
_") constituents of the apparatus 200 of the second embodiment, the
stream reading unit 400c includes the means 416 for holding the
value of the apparatus type information Ity of this apparatus 400,
and the stream storage unit 400b includes the means 411 for
-storing the information indicating the types of apparatuses which
are permitted to read the audio data stream. In the stream
storage unit 400b, it is checked by searching as to whether the
value of the apparatus type information Ity of this apparatus 400

is stored in the storage means 411 or not, and reading of the



s carried out as to whether the value of the apparatus type information
Ity which has been read is stored in the authorized apparatus type

i nformati on storage nmeans 312 or not. Weg,the value of the read apparatus
type information Ity is stored in the storage nmeans 312, the permn ssion
deci sion nmeans 313 decides that the streamreading neans 104 is permtted
to read the audio data stream Wen the value of the read apparatus type
information Ity is not stored in the storage neans 312, the perni ssion

Sge! S o0 IRADS, S FELEER SAoheHIRLRERAD SEALhERIAROHLNS to he e
E‘e’r?Zadt Bfﬁﬁlﬁ& o AR ﬁdr'f%ztr@e' i%ﬁé%annt% & Rty of

per m ssi gn degj sion s 313 dec des reading is.permtted.
Thereby,'{hﬁa ?éﬁ§ﬁ| ?%Eﬂ1%ﬁf%s aV°F§e¢eEBaFrBh?tﬁEdéPr@éﬁﬁsﬁ&F&@@ is

means 311 by the strean1read|n nmeans 104. For exanpl e, when
t he val udF estllff@%ba‘?%ﬁ%sf’f%ethe sFﬁ?%‘FnﬁF?Bﬁg?t‘}'nh'élﬁoﬁl? P¥eaappar at us
type information holding means, 315 is "1" (a recorder with the function
of inser tﬁ%‘%&iuetl%taéfm?(t‘h? whichjdees orgt pex foxm| watemmarskingt whene

of the plural values of the_apparatus type information Ity stored in
t he reproducing the audio data stream and so the audio data stream is

reproduced or copied without being subjected to watermarking to
:”) protect the copyright.
(Embodiment 5)

Figure 9 is a block diagram for explaining a data recording
and reproduction apparatus 500 according to a fifth embodiment of
the present invention.

The data recording and reproduction apparatus 500 is
provided with a stream storage unit 500b for storing an audio
data stream supplied from the outside, a stream writing unit 500a
for writing the audio data stream into the stream storage unit

 ) 500b, and a stream reading unit 500c for reading the audio data
stream from the stream storage unit 500b, like the data recording
and reproduction apparatus 400 according to the fourth embodiment
shown in figure 8.

The stream writing unit 500a and the stream reading unit
500c are identical to the stream writing unit 400a and the stream
reading unit 400c according to the fourth embodiment,
respectively.

The stream storage unit 500b includes a scramble key readout



authori zed apparatus type information storage neans 312. Therefore, in
the streamread perm ssion decision neans 313, the sane val ue as the
val ue of the apparatus type information It% read by the apparatus type
i nf ormati on obtai ning means 314 is ) cted fromthe authorized
apparatus type information storage means 312. At this tinme, the

perm ssi on deci sion neans 313 decides that reading is permtted, and
this decision pernmts the stream readi ng nmeans 104 to read the audio
data streamfromthe stream storage neans 311. On the ot her
hand, whdremmissien cleeisiommears pblpainsteadsof thé shreappueadastt ype

i nformation Ity stored in the authorized apparatus type information

st or age rpEameisElnN fdeciksdomingan®"415 of hbédsbyeamestppagat usitypoob

i nformati on hol di ng neans 315, the

73 accairdary rtemckc e rfowmst o remised fmerst treans 313 deci des that readi ng
shoul d be inhibited. Further, when the streamreading unit 300c does

not have the appabet spetiftchotHengtieans stbrayed undt BH0b incARRIALYIS
type i nformati on obtaining means 314 cannot obtain any val ue as the

appar at Ugtirsam isticrage mans 13 hidh eswb¥&sidthe audPﬂS NASE4 Ot F8h SE8P2
nmeans - 313 decides that reading is inhibited, and this decision
di sabl es output! Fedm &mﬁﬂmm&qﬂﬁﬁﬁhéﬂéﬁtétféﬁﬁ'wrltlng means 202; a
scramble key storage means 412 which stores the scramble key Xsc
.i) output from the scramble key writing means 203; and an authorized
apparatus type information storage means 411 which stores the
values of information indicating the types of apparatuses. that
are permitted to read the audio data stream Saf2 from the stream
storage means 413 (authorized apparatus type information Ity).
The stream storage unit 500b further includes an apparatus type
information obtaining means 414 which reads the value of the
apparatus type information Ity of the data recording and
reproduction apparatus 500 from the apparatus type information
.;) storage means 416 of the stream reading unit 500c, in accordance
with a read request from the stream reading unit 500c; and a
scramble key read permission decision means 515 which searches
the values of the apparatus type information Ity stored in the
authorized apparatus type information.storage means 411 for the
.value of the apparatus type information Ity which has been read,
and decides whether reading of the scramble key Ksc from the

scramble key storage means 412 is to be permitted or not,

according to the result of the search.



) .the audi o data streamfromthe stream storage neans 311. The

pur pose of decidi ng whether reading of the audi o data streamis
permtted or not (inhibited) by the streamread per m ssi on deci si on
means 313 is to avoid that the audio dat 86 streamis undesirably read
fromthe stream storage unit 300b by a reproducti on apparatus which
does not perform wat er mar ki ng when reproduci ng the audi o data stream
and thereby the audi o data streamis reproduced or copied w thout being
subj ected to wat ermarking to protect the copyright. )e The audio
data stream reln thenschambieckeysreadgperniissiomb decilsionhsmesnise &5 e ddieng
nmeans 104 is subjected to watermarking in t he sane manner as descri bed
for the fdecdisiombadi rtentwhethen readingtof rehe-somsambv bel loeydi Ksalais &0 rleam
Is converted to anal og audio dat a. In brief, the streamflag
deci si on permitteds oteniote s sivozidisied outhein adie asuhie miaimerstdsadeswiibed
conpressed or not in accordance with the value of the conpression ID

fl ag Fco foiclkhdedtream ridad peting sddion sie*oeﬁmo‘iafniear@lmm e foigheh

data stream Safl is
conpr essepabodimenatdeconpressed by decoding in the decodlng means 106, and
t he deconpressed audi o data stream RSaf | IS output to the watermarking
means 107. For example, when the value of the apparatus type
information Ity held by the apparatus type information holding
') means 416 is "1" (a recorder with the function of inserting a
watermark at reproduction), since the value "1" of the apparatus
type information Ity is stored in the authorized apparatus type
information storage means 411 as shown in figure 7, reading of
the scramble key is permitted. On the other hand, when a_value
not shown in figure 7, for example, "2", is held in the apparatus
type information holding means 416 or when the stream reading
unit 500c does not have the apparatus type information holding
means 416 and so the apparatus type information obtaining means
-L) 414 cannot obtain the value of the apparatus type information Ity,
readiﬁg of the scramble key is inhibited.

In this fifth embodiment, since the stream storage unit 500b
is constituted by an IC card as shown in figure 1, the stream
storage means 413, the scramble key storage means 412, and the
authorized apparatus type information storage means 411 are
implemented by a RAM mounted on the IC card. The scramble key

read permission decision means 515 and the apparatus type

information obtaining means 414 are implemented by a CPU mounted



I n"the wat ermarki ng neans 107, a watermark is inserted in the

non- conpressed data stream i.e., the deconpressed audi o data stream
RSaf| fromthe decodi ng neans 106 or the audio data stream which has been
deci ded as being not conpressed by the &% eam fl ag deci si on nmeans 105.
Thereby, the audio data streamread fromthe stream storage unit 300b is
i n the copyright protected state. The wat er mark-inserted audi o data
stream Sawl is converted to anal og audi o data Aaw by the DA conversion
means 108, and the anal og audio data Aaw is converted to a speech to

whi ch aomoth&l IC lmaxmh ear responds, by the speaker 20. As descri bed
above, in the data recording and reproduction apparatus 300 of this third
embodi nent, tkhersheeaninenahypgcases, 8Hecstrebmdegitiagmaait 3094 dis
hol di ng the value of the apparatus type information Ity of this apparatus

300, angchBerutited dssher appattusS Y WittidRs the JRpYS fda foEreamr i ng
the information indicating the types of apparatuses which are permtted

to read;ihhe 2ud etdahm StoPade WhitheoUy,CININUORMEE strddm I¥Hindg wSit
checked by searching as to whether the val ue of the apparatus type

i nfor magpee LkY cehsk%étéapa@afaﬁ%t%% 'a?tpa'ita‘%ru%d fior by adfe Hiadfo 312

or not, and reading of the audio data reamis permtted or I1nhibited

2}9?22?;89;5&;}%&‘%@2?9&& Lhe bheedfPstoralefualit' Sooyl additi 09 6t o the

Next, the operation will be described.

" ) Initially, the operation of writing the audio data stream
into the IC card (recording medium) constituting the stream
storage unit 500b is identical to that already described for the
fourth embodiment.

That is, the stream attribute decision means 201 decides
whether the audio data stream S supplied from the outside is
compressed or not and whether the audio data stream is scrambled
or not, and outputs attribute decision information Iaj2
indicating the result of the decision.

.f> In the flag-attached stream writing means 202, a compression
ID flag Fco and a scramble ID flag Fsc are attached to the stream
header Sh of the audio data stream S in accordance with the
attribute decision information Iaf2, and the flag-attached audio -
data stream Saf2 (refer to figure 5) is written in the stream
storage unit 500b by the writing means 202. 1In this fifth
embodiment, the flag-attached audio data stream Saf2 is written

in the stream storage means 413 of the stream storage unit 500b.

When the input audio data stream S is scrambled,



enbodiment, it is possible to avoided that the audio data stream is
undesirably read fromthe stream storage unit 300b by a repr oducti on
appar at us whi ch does not perforn1maternar§épg when reproduci ng the audio
data stream and so the audio data streami reproduced or copied wthout
bei ng subjected to watermarking to protect the copyright. ( Embodi nent
4) Figure 8 is a block diagramfor explaining a data recording and
reproducti on apparatus 400 according to a fourth enbodi nent of the
pr esent invenélon. Igf data recordi ng, and reproduction appar.atus 400
is conpoSéRudtanegusdywiitly 3y IRd thp@Ndin dath isiFeanafis pmle key
stream supplied fromthe outside, a streamwiting unit 400a for, witing
t he audi of@&t descragilindg the sarashihed sudjo data Almeam dif writkemnin
reading unit 400c for reading the audio data stream fromthe stream
st orage ukhe sgupmbliekkeyhstorage asand fd 2y therssmambilen ke arziting®00
according to the second enbodi nent shown in figure 4. The stream
witing umeang0lf3and the streamreading unit 400c are nounted on the
apparatus body (refer to figure 1). The stream storage unit 400b
corresponds t o Newxt ddve doperakeibnnof wheading theaatdbd ydavanstdeam ShE€2
apparatus body, and it is constituted by an IC card on which a
sem conduftom thevsyrdami stor@B&Minit 500bt edllThe desexibedarage unit 400b
is not restricted

Initially, a stream read request is output from the stream

) reading means 206 to the stream storage unit 500b. Then, the
value of the apparatus type information Ity held by the apparatus
type information holding means 416 of the stream reading unit
500c is read by the apparatus type information obtaining means
414 to be output to the scramble key read permission decision
means 515.

In the scramble key read permission decision means 515,
decision as to whether reading of the scramble key is permitted
or not is carried out in the same manner as the decision by the

.f) stream read permission decision means 415 of the fourth
embodiment. That is, in this decision means 515, searching is
performed as to whether the value of the apparatus type
information Ity which has been read is stored in the authorized
apparatus type information storage means 411 or not. When the
value of the read apparatus type informatién Ity is stored in the
storage means 411, the permission decision means 515 decides that
the scramble key reading means 205 is permitted to read the

scramble key. When the value of the read apparatus type



to’an IC card type device, it may be constituted by a nenory

76 stick type device. Further, the audio data stream supplied
fromthe outside is a conpressed audio ta stream ESau, or a

non- conpr essed audi o data stream Sau, or a scranbled conpressed audio
data stream ESau, as described for the second enbodi nent of the

I nvention. Wen the scranbl ed conpressed audi o data stream ESau i s
supplied, a scranble key Ksc for descranbling is also supplied to the

gﬁit)gdi né%g‘qf‘%%%? i #@P[ ﬁ%tj’g‘é}é 8%%‘[9?@;’% :thé iogt%’r”%ﬁ? s‘_&ﬁéﬂﬁyg ! i' fngrELBI ed
mon- scr ARt S GReihs SoR et Sl 4 (HeteR AL s FotemaL e katgh &
Al o daiE SR ARAE Sllpl 4% R P o fol Re3Led chiy HEERT S0kSEnch as
a CDto the apparatus 200. Further, each audio data stream has the data
st ruct ur e :showk theguverdsa) the scramble; key: storede inokde sgaambls kep
apparatus will be described in detail. The streamwiting unit 400a
i s i dent S&Qrage meanst ddZncapy ke fpashiky o sramel & dkeih readbnly means
includingoghgni;rz%gh the scramble key read permission décision means 515
decides that reading is permitted. Thereby, the scramble key Ksc
ff) is read from the scramble key storage means 412 by the scramble |
key reading means 205.

The audio data stream Saf2 is read from the stream storage
means 413 to the first stream flag decision means 207 by the
stream reading means 206.

Thereafter, the audio data stream read from the stream
storage unit 500b by the stream readihg means 206 is subjected to
watermarking in the same manner as described for the fourth
embodiment, and the watermark-inserted audio data stream is

i) converted to analog audio data.

To be brief, in the first stream flag decision means 207, it
is decided whether the audio data stream is scrambled or not, in
accordance with the value of the scramble ID flag' Fsc included in
the read audio data stream Saf2. Only when the audio data stream
is scrambled, the audio data stream is descrambled in the
descrambling means 208 by using the scramble key Ksc read by the

_scramble key reading means 205.

Next, in the second stream flag decision means 209, it is



attribute decision neans 201, the flag-attached streamwiting neans 202,
and the scranble key witing neans 203. The streamreading unit 400c
i ncl udes an apparatus type information holding neans 416 for hol ding the
val ue of information which indicates thé@ype of the data recording and
77 reproducti on apparatus 400 (apparatus type information Ity), in
addition to the constituents of the streamreading unit 200c of t he
second enbodi nent. In the apparatus type information hol di ng nmeans 416, a
predet ermi ned val ue, for exanple, "1" or 'O, is stored in advance as a
val ue of dewidesharhether yoheidéscrambbed audjo dabasstvebmedSaf2 fmdm' @heof
the apparatus type information Ity indicate the sane contents as those of
t he t hi r dlesdratibieirig medist208, ox hehe ahomr-86Fambl édecaadper data bypeam
information Ity nmeans t hat the correspondi ng data recordi ng and

reproductsafi? frampalins Birst astreymer flayi decidbon Uneahen207 Lssebmpressed
watermark at the tinme of reproduction. The value "1" of the appar at us

type i nf @pTaotgh adadbriEiaig td1athé hea e res Pedli démpiPéssioh LD’ €18§ PEE
reproduction apparatus is a recorder having the unction of inserting a

wat er mar i ngll yded Hinmend SR BEEd Wtream DSafdCStE£EPN storage unit 400b
I ncl udes a stream st orage neans

Only when the audio data stream Dsaf2 or Saf2 is compressed,

the audio data stream is decompressed by decoding in the deéoding
ff) means 210, and the decompressed audio data stream RSaf2 is output
to the watermarking means 211.

In the watermarking means 211, a watermark is inserted in
the non-compressed audio data stream, i.e., the decompressed
audio data stream RSaf2 from the decoding means 210, or the audio
data stream DSaf2 or Saf2 which has been decided as being not
compressed by the second stream flag decision means 209. Thereby,
the audio data stream read from the stream storage unit 500b is
in the copyright protected state. The watermark-inserted audio

' ) data stream Saw2 is converted to analog audio data Aaw by the DA
conversion means 212, and the analog audio data Aaw is converted
to a speech to which a normal human ear responds, by the speaker
20.

As described above, in the data recording and reproduction
apparatus 500 of this fifth embodiment, in addition to the
constituents of the apparatus 200 of the second embodiment, the

stream reading unit 500c includes the means 416 for holding the

value of the apparatus type information Ity of this apparatus 500,



413 which stores the audio data stream Saf2 output fromthe flag- attached
streamwiting neans 202; a scranble key storage neans 412 which stores
the scranble key Ksc output fromthe scranble key witing neans 203; and
an aut hori zed apparatus type information9dtorage neans 411 which stores
the values of information indicating the types of apparatuses which are
permtted to read the audio data stream Saf2 fromthe stream storage neans
413 (authorized apparatus type information Ity). The stream storage
unit 400b further includes an apparatus type information obtaining nmeans
414 whi chandatihet & reamustofragiee unit 500b includes the means 411 for

78 apparatus type information Ity of the data recordi ng and

r epr oduct seorangatheuinfotmartdon Hindipestriatgithey pypes’ eafr@pparateies afieich
nmeans 416 of the streamreading unit 400c, in accordance wth a read
request fape peemittedntbezendg the tavdiRe datiid streadl.r e ritisl PEFEA®Si On
deci si on neans 415 whi ch searches the val ues of the apparatus type

i nformat i Qﬂo}:&%esﬁﬁiﬁdsnobf, het isudheidkerr byPR¥aRcHIngy A tof YHEHH&N the
storage neans 411 for the value of the apparatus type information Ity

uhi oh hasvbpes oeathe apperdeabdeyHIirmintadhgrel dehendubgpiatial

fromthe stream storage neans 4 Is to be permtted or not,
the resul {5 0ft$PEqSEART €He storage means 411 or not, and reading of the

audio data stream is permitted or inhibited according to the

result of the search. Therefore, in addition to the effects of

N,

the second embodiment, it is avoided that the scrambled audio
data stream read from the stream storage unit 500c is undesirably
decrypted by a reproduction apparatus which does not perform:
watermarking when reproducing the audio data stream and so the
audio data stream is reproduced or copied without being subjected
to watermarking to protect the copyright.

In other words, the scramble key stored in the data storage
unit is prevented from being read by an audio data stream

 ) recording and reproduction apparatus having no watermarking means.
Therefore, even if the audio data stream is read by such
apparatus, the apparatus cannot descramble the audio data stream,
thereby preventing the audio data stream from being reproduced or
' copied without being subjected to watermarking.

In the aforementioned embodiments of the present invention,
emphasis has been placed on a data recording and reproduction
apparatus in which a recording medium (stream storage unit)

detachably mounted on the body of the apparatus is implemented by



In"the streamread perm ssion decision neans 415, the decision as to

whet her reading of the audio data streamis to be permtted or not is
carried out in the sane manner as descrihge for the streamread perni ssion
deci sion nmeans 313 of the third enbodi netft. For exanpl e, when the
val ue of the apparatus type information Ity held by the apparatus type

I nformation holding neans 416 is "1" (a recorder with the function of
inserting a watermark at reproduction), since the value "1" of the
apparatus type information Ity is stored in the authorized, apparatus type
PP o ot h T GG G 3 SECSHRELTh RIRFE GEVISRRRaiBh BRER aud b
data streamis permtted. On the other hand, when a_, val ue _not shown in
figure 7componsatyy dlowewer; the detachable pegerdingtpadinm (phueABN
hol di ng nmeans 416 or when the stream :

79 sdeTage umit)idec ndesafhirintiad tthexsglr at us type i nformation
hol di ng nmeans 416 and so the apparatus type information obtaining nmeans
414 cannot:-obtEpn exemplencthe recongpngamedinmpmay bef ar memirdtabdy, disk
readi ng of the audio data streamis inhibited. In this fourth
enbodi remnits6Afeashehownedm figuawe Lhi t ThiH0dbisls umitt 600t eompyises| &£

card as shown in figure 1, the
digital audio data rewritable disk 602 (e.g., DVD AUDIO RAM), a

caddy 601 containing the disk 602, and a control unit 900a placed
i) inside the caddy 601. The control unit 900a comprises a unit-
side access terminal 906 connected to an access terminal on the
unit body side, a CPU 904 for controlling data access between the
unit body and the disk 602, a memory 903 for storing data
processed by the CPU 904, and an access I/F 905 placed between

the CPU 904 and the unit-side access terminal 906.

APPLICABLE FIELD IN INDUSTORY
The present invention relates to the structure for

f) protecting the copyrights for audio data distributed on networks
or audio data supplied in the form of péckages, in a data
recording and reproduction apparafus. Especially, under the
situation in future that all of regular recording and
reproduction apparatuses such as MD players will be constructed
so that they do not record audio data streams in which watermarks
of "copy inhibit" are embedded but record audio data streams in
which no watermarks of "copy inhibit" are embedded, illegal

copying of the audio data streams can be restricted by embedding



st ream st orage neans 413, the scranble key storage neans 412, and t he

aut hori zed apparatus type information storage neans 411 are i npl enment ed
by a RAM nounted on the I1C card. The stre §€1read per m ssi on deci si on
means 415 and the apparatus type infornmatfon obt ai ni ng neans 414 are

i npl enented by a CPU nounted on the IC card. Further, in many
cases, the streamwiting unit 400a is constructed as an apparatus for
witing the audio data stream into the stream storage unit 400b, while the
strean1read|ng unit 400c is constructed as another apparatus for_reading

t he audi FhejHHatexnasks randn tHhexeferfy stheapEesant ABUsntlon wijdxbe vREY
operation will be descri bed. Initially, the operation of witing the
audi o datufeftlead the fYHEeC card (recordi ng nediun) constituting the
stream storage unit 400b is identical to that already described for the
second enbodi nent and, therefore, this operation will be briefly described

herei nafter. The stream attri bute decision neans 201 deci des whet her
the audio data stream S (Sau or ESau) supplied fromthe outside is
80 conpressed or not and whether the audio data streamS is

scranbl ed or not, and outputs the attribute decision information



laj2 indicating the result of the decision. For exanple, when the input
audio data streamis conpressed, "1" is set as the val ue of the
compression I D flag Fco. Wen the input ﬁﬂPio data streamis not
conpressed, "0" is set as the value of t conpression ID flag Fco. Wen
the input audio data streamis scranbled, "1" is set as the value of the
scranble I D flag Fsc. When the input audio data streamis not scranbl ed,
"0" is set as the value of the scranble ID flag Fsc.. In the
flag-attached streamw.iting nmeans 202, the conpression ID flag Fco and
the scraMBed IS QLAMED. 186 attached to the stream header Sh of the audio:
data stream S. and the flag- attached audio data stream Saf2 (refer to
figure 5§-|3Amﬂ§F§eﬁeFﬁrdﬂHS apde XRPTOGNSEA OB APPATER USy fofe TRCONHPadRks
202. In this fourth enbodinent, the flag-attached audi o data stream Saf 2
is witreproducinganandiordaka mbrean &S stigHaktaudie sdakage unit
400b. -When the input audio data stream S is scranbl ed,

si mul t aneompinyisdiing® wi ri ng the audio data stream a scranbl e key for
descranbling the scranbled audio data streamis witten in the scranble
key storage arshredm?sbprage sniinifios lstprimgt the amedios 203 streanexd ,
the operation of reading the audio data stream Saf2 fromthe stream
st or age streamObriting mnitesion baditing the audio data stream into the

N\

stream storage unit, and a stream reading unit for reading the

‘audio data stream from the stream storage unit;

said stream writing unit including a stream attribute
decision means for deciding whether or not the audio data stream
has been subjected to a data conversion process for.digital audio
data, and a stream writing means for attaching a conversion ID
flag having a value according to the result of the decision to
the audio data stream, and writing the flag-attached audio data
stream into the stream storage unit; and

said stream reading unit including a stream reading means for
ﬂ) reading the audio data stream to which the conversion ID flag is
attached, from the stream storage unit, and a watermarking means
for insetting a watermark in the read audio data stream;

wherein the read audio data stream in which the watermark is
to be inserted is subjected to an inverse conversion process of
the data conversion process, according to the value of the
conversion ID flag attached to the audio data stream.
2. A data recording and reproduction apparatus as described in

Claim 1: .
-

Y



81- Initially, a streamread request is output fromthe stream
readi ng neans 206 to the stream storage unit 400b. Then, the val ue of the
apparatus type information Ity held by the apparatus type i nformation
haol di ng means 416 of the streamreading Wt 400c is read by the
apparatus type information obtaining neans 414 to be output to the stream
read perm ssion decision neans 415. - Next, in the streamread
per m ssi on deci si on neans 415, it i s deci ded whet her reading of the audio
data streamis permtted or not, in the same manner as described for the

streamread  jRNEiSHi s dlast SéaR FeedingldnDt kde 4 DA doombers bent medhat
IS, In the streamread perm ssion decision neans 415, searching is

carried ﬂ&ﬂtfﬂ&eﬁhé hgud$bUga®h sEEc@MPRANNEChYERe watépnaeki has!ty
whi ch has een read |s stored in the authorized apparatus type

I nfornati h d
lg%hype ] n OI’ élﬂ-é ﬁét@ﬁhar ? lﬁg&nsl V% U§n9io¢§ gud €8 dattaﬁ

appar at us ty I's stored n the storage neans 411

per m ssi t he stream readi ng nmeans 206
Is permt ed%fqi read dﬁogdgéa strean1 When the val ue of the read

the-per m 28] of & S8 PRang b 3 oA HRLA e, SR b e

206 is ﬁg_nhl ibfron1read|ng t he audi o data stream I n ot her
wor ds, - ftream stored in the stream storage neans 413 can be
read by the S%%ﬁ%”b%%%@r JHﬁ%¥%é%é% performed on the digital audio data
f) is a compression process for compressing the digital audio data
by coding;
said inverse conversion process of the data conversion
process is a decompression process for decompressing the
compressed digital audio data by decoding; and
said stream writing means attaches a compression ID flag to
the audio data stream as the conversion ID flag having a value
according to the result of the decision, said compression ID flag
indicating whether or not the audio data stream has been
C) subjected to the digital audio data compression process.

4. A data recording and reproduction apparatus as described in
Claim 3 wherein:

said stream reading unit includes a stream flag decision
means for deciding whether or not the audio data stream read from
the stream storage unit has been subjected to the compression
process, on the basis of the compression ID flag of the read
audio data stream, and a decoding means for decompressing, by

decoding, the audio data stream which is decided as being
-
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only when the streamread perm ssion decision neans 415 deci des that
reading is permtted. Thereby, the audio data stream Saf 2

82. is read fromthe stream storage nmeans 413 by the stream readi ng
means 206. Furt her, when the audi 096ata stream Saf2 read fromthe
stream storage neans 413 is scranbled, the scranble key Ksc for
descranbling the audio data streamis read fromthe scranble key st or age
" means 412 by the scranbl e key readi ng neans 412. Thereafter, the
audi o data streamread fromthe stream storage unit 400b by the stream
readi ng neabje@Oédi o stheecbnpressionapevreski by thet bersane flagndecision
described for the second enbodi nent, and the watermark-inserted audio

data strepsans: ag@nverted to anal og audi o data. To be brief, in the
first streanlffag deci sion neans 207, it is decided whether the audi o data

streamis scrafy efhdio ta | ftréafOvHIERCiM §8ciheqVas usesaiul;t petscranbl e
ID flag Fsc included in the read audio data stream Saf2. Onl'y when the

audi o dat@u%f@@éa LS ﬁ?é%&g@ﬂeséESnaEEBQeQEL%}rZ{:ﬁ@a&Eéaﬂeigéggﬁlteﬁgsiign

the descra I ng means 20 using the scra ey Ksc rea

Zggﬁngﬁ1§§§ﬁ%?%gg?Q???ﬁ@écgﬂgressed abBXb: dhfal BEre5HO8dtshtCerbhl 2e
decoding means are supplied to the watermarking means.
5. A data recording and reproduction apparatus as described in
'i) Claim 4 wherein: |

said stream reading unit has a DA conversion means for
converting the audio data stream in which the watermark is
inserted by the watermarking means, to analog audio data, and
outputs the analog audio data.
6. A data recording and reproduction apparatus as described in
Claim 1 wherein:

said conversion process performed on the digital audio data
includes at least one of a compression process for compressing

-) digital audio data by coding and a scramble process for

scrambling digital audio data or compressed digital audio data;

said inverse conversion process of the data conversion
process includes at least one of a decompression process for
decompressing compressed digital audio data by decoding and a
descramble process for descrambling scrambled digital audio data
or scrambléd compressed digital audio data; and

said stream writing means attaches a compression ID flag and
a scramble ID flag to the audio data stream as the conversion ID

—_—
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deci ded whether the descranbl ed audio data stream DSaf2 fromthe
descranbl i ng neans 208 or the non-scranbled audio data stream Saf2 from
the first streamflag decision nmeans 207 i s conpressed or not, according
to the value of the conpression ID flag % " included in the audio data
stream DSaf 2 or Saf 2. Only when the audi o data stream DSaf2 or Saf?2

I S conpressed, 83 t he
audi o data streamis deconpressed by decoding in the decoding nmeans
210, and the deconpressed_ audio data stream RSaf2 is out put to the
wat er nmar Ki¥Rg niayitng 14 value correspondingpter thekregubtans the dgcision,
watermark is inserted in t he non-conpressed audi o data stream i.e.,

t he decorgaist seempressien olRafbagt indic®bing whepberf oormohetlecaddig dadas
210, or the audi o data stream DSaf 2 or Saf2 whi ch has been deci ded as

) bei ng retirezouhas seeenysulpeceedntb stheadifglitgldaudioodataacemgféssion
Thereby, the audio data streamread fromthe stream storage unit 400b
goes in tgrocewy, iaid said esdramisletId fhagwadhdioatkng whetheerbgdnstdihe
data stream Saw2 is converted to anal og audi o data Aaw by the DA
conver si GudiRantatal tredn tde el agnprek sedasadPeVdata $Er&QAVEAS EHebl t he

speaker 20 to a speech to which a nornal human ear responds.
subjected to the digital audio data scramble process.
7. A data recording and reproduction apparatus as déscribed in
fi) Claim 6'wherein=

said stream writing unit includes:

a scramble key writing means for writing a scramble key
adapted to the audio data stream which has been subjected to the
scramble process, into the stream storage unit; and

said stream reading unit includes:

a scramble key reading means for reading the scramble key
adapted to the audio data stream which has been subjected to the
scramble process, from the stream storage unit;

-") a first stream flag decision means for deciding whether or
not the audio data stream read from the stream storage unit has
been subjected to the scramble process, on the basis of the
scramble ID flag of the read audio data stream;

a descrambling means for descrambling the audio data stream
which is decided as being scrambled by the first stream fiag

. decision means, by using the corresponding scramble key;

a second stream flag decision means for deciding whether or

not the audio data stream which is decided as being not scrambled

—_—
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As descri bed above, in the data recordi ng and reproduction apparatus 400
of this fourth enbodinent, in addition to the ) constituents of the
apparatus 200 of the second enbodi nent, %@S streamreadi ng unit 400c

i ncl udes the neans 416 for holding the al ue of the apparatus type
information Ity of this apparatus 400, and the stream storage unit 400b
I ncl udes the neans 411 for storing the information indicating the types
of apparatuses which are permtted to read the audio data stream In the
stream storage unit 400b, it |s checked searchln as_to whether the
val ue of th§h9p%aﬂr§ttu§tm?@ ifkag ARG isHan 9“ n?th.%n Aescrrppled; g
stored in the storage neans 411 or not, and_ readi of the

84 apdie data stream oPYRYifnay e idpRax NG AN haye Haeen
result of the search. Therefore, in addition to the effects of the first
embodi mesupjectied Aeoitded comprasfion ELOaREsy NN dhe ikasisimesihen y read
fromthe stream storage unit 400b by a reproducti on apparatus whi ch does
not perf compuessioar IDnE laigsn of rtdyesedasidiep tdetanstimeais;a agtd eam and so
the audio data streamis reproduced or copied wi thout being subjected to

wat er mar ki ng & odecpdbhgcmeahs comydegbmpressimiggdibyediecdding, the-iapdiso 9

Is a block diagram for explaining a data recording
data stream which is decided as being compressed by the second
stream flag decision means; and

'i> the audio data stream which is decided as being not
scrambled by the first stream flag decision means and the
descrambled audio data stream output from the descrambling means
are supplied to the second stream flag decision means, while the
audio data stream which is decided as being not compressed by the
second stream flag decision means and the decompressed audio data
stream output from the decoding means are supplied to the
watermarking means.
8. A data recording and reproduction apparatus as described in
;) Claim 7 wherein:
said stream reading unit has a DA conversion means for

converting the audio data stream in which the watermark is
inserted by the watérmarking_means, to analog audio data, and
outputs the analog audio data.
9. A data recording and reproduction apparatus as described in
Claim 1 wherein:

said stream reading unit is constituted by a single

apparatus for reproducing a data stream, and this stream

LT



and reproducti on apparatus 500 according to a fifth enbodi nent of t he
present invention. The data recording and reproduction apparatus 500
is_ provided with a stream storage unit 500b for storing an audio data
stream supplied fromthe outside, a streanfwiting unit 500a for witing
the audio data streaminto the stream storage unit -500b, and a stream
reading unit 500c for reading the audio data streamfromthe stream
storage unit 500b, like the data recording and reproduction apparatus 400

according to %ge f ourth enbodi ment saomn i n fig%re 8. . The stream
witing URFRTSRRGIOR FPRATRFUSREINARS AR APPBEALUS, EYPGeAnTozmatiome

streamw.itjng unit 400a and the stream reading unit 400c according to the
fourth eriRdtdiRgimeans feeiholding apparagusstypgrinferngsion whicdh

i ncludes a scranble key readout
85 ingicatesithe darpei oh Weidsapparabusgadndf the stream readout
perm ssi on decision neans 415 of the stream storage unit 400b

according te SRd ghndamefimagatunit includeSo be specific, the stream
storage unit 500b includes a stream storage neans 413 which stores the
audi o dat a st ee@&hreafi? storage means for storing the audio data stream

supplied from the stream writing unit;
an authorized apparatus type information storage means for
:) storing authorized apparatus tjpe information indicating stream
reproduction apparatuses which are permitted to read the audio
data stream froﬁ the stream storage means;
 an apparatus type information obtaining means for obtaining
the apparatus type information held by the apparatus type
information holding means; and
a stream read permission decision means for searching the
authorized apparatus type information storage means for the
apparatus type information obtained by the apparatus type
“) information obtaining means, and permitting the stream reading
unit to read the audio data stream from the stream storage unit
only when an authorized apparatus type information corresponding
to the obtained apparatus type information is present.
10. A data recording and reproduction apparatus of Claim 4
wherein:
said stream reading unit is constituted by a single stream
reproduction apparatus, and this stream reproduction apparatus

has an apparatus type information holding means for holding

—
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output fromthe flag-attached streamwiting means 202; a scranbl e key
storage neans 412 which stores the scranble key Ksc ) output fromthe
scranbl e key witing neans 203; and an authori zed apparatus type

i nformati on storage neans 411 whi ch storgggt he val ues of information

I ndicating the types of apparatuses that are permtted to read the
audi o data stream Saf2 fromthe stream st orage neans 413 (authorized
apparatus type information Ity). The stream storage unit 500b further

I ncl udes an apparatus type i nformati on obtaining neans 414 whi ch reads

h | j i . ' o
the va wragg{ao s tr}r;?é)%ﬁﬁ%aéw}? idﬁﬁé"@i:‘a%”tﬂé ytégéet@f In%%régggfgtﬁ@,

and tion apparatus 500 fromthe par at type I on
storage geans 416 of the streamreading unit 500c, in accordance with a
read requést fromthe streamreading unit 500c; and a scranbl e key read

Bopar at Us. typBeify SFRBARoRCPE S8 SPAY IACAREeS* aithori zed apparatus type
nfor mati on 1 By PRRFER REOTAUE,MERRE, TOF SHGR G Thet ERh AR YA BRI | ne
sor 2l cgsppfeh O bR, meed®l ST R 707, Toane 412 15 to be
86 an égt Q%ii%&aQBLSrﬁgﬁsr%?%ep3%?2%%%%90%?%E%@%%éﬂ%§§%§5%%&'the
storing authorized apparatus type information indicating stream
:t) reproduction apparatuses which are permitted to read the audio
-data stream from the stream storage means;
an apparatus type information obtaining means for obtaining
the apparatus type information held by the apparatus type
information holding means; and
‘a stream read permission decision means for searching the
authorized apparatus type information storage means for the
apparatus type information obtained by the apparatus type
information obtaining means, and permitting the stream reading
"”) unit to read the audio data stream from the stream storage unit
only when an authorized apparatus type information corresponding
to the obtained apparatus type information is present.
11. A data recording and reproduction apparatus as described in
Claim 7 wherein:
said stream reading unit is constituted by a single
apparatus for reproducing a data stream, and this stream

reproduction apparatus has an apparatus type information holding

means for holding apparatus type information indicating the type

A




deci sion as to whether reading of the scranble key Ksc is to be

permtted or not is carried out in the same manner as descri bed for
the stream read perni ssion decision neans 415 of the fourth

enbodi nment . For exanpl e, when theé val ue of the apparatus type
information Ity held by the apparatus type information holding neans 416
Is "1" (a recorder with the function of inserting a wat er mar k at
reproduction), since the value "1" of the apparatus type i nformation
Ity is stored in the authorized apparatus type i nformati on storage

nmeans 4lbfathdlsoappardtiupy eand readi ng of the scranble key is
permtted. On the other hand, when a val ue not shown in figure 7, for

exanpl e, "2", shidheteeam storageatdits inclddgese i nformati on hol di ng neans
416 or when the streamreading unit 500c does not have the apparatus

type informatfogtpehfll Bﬁorage%%ﬁ%ﬁ%d:o’iﬁ@%h@%ﬁw%atﬁépestream
i nformati on obtai ni ng neans 414 cannot obtain the value of

appar at U§ubb}2§.eﬂnfobﬂWt'h%n stintam writGHY Rfhidf; the scranbl e key Is
i nhibited Inthis fifth enbodiment, 'since the stream storage uni t

500b s COQSééf:iﬁxﬁﬂeb)ée?”sjtgrﬁgédméﬁn%h?% L‘;%°Ei%§r %h%d H]}%nﬁ:tlr X8y

storage neans 413, the scranble y storage neans

autgorlzgﬁggggggagygm ¥Re g@}g ¥Egggcﬁpk%%35qeans 411 are _|nplenented

nted on the IC car e e Key read perm ssion

deci si on reang, JSuR06: 108 SPRALaLUS LYBE 1nebPhRETBH' RoRLE Helhs"ERES

414 are inplenente
._) storing authorized apparatus type information indicating stream

reproduction apparatuses which are permitted to read the audio
data stream from the stream storage means;
an apparatus type information obtaining means for obtaining
the apparatus type information held by the apparatus type
information holding means; and
a ‘stream read permission decision means for searching the
authorized apparatus type information storage means for fhe
apparatus type information obtained by the apparatus type
.,) information obtaining means, and permitting the stream reading
unit to read the audio data stream from the stream storage means
only when an authorized apparatus type information corresponding
to the obtained apparatus type information is present.
12. A data recording and reprbduétion apparatus as described in
Claim 7 wherein:
said stream reading unit is constituted by a single
apparatus for reproducing a data stream, and this stream
reproduction apparatus has an apparatus type information holding
—_—
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87" - on the |IC card. Further, in many cases, the stream
witing unit 500a is constructed as an apparatus for witing the audio
data stream into the stream storage unit 500b, while the stream readi ng
umit 500c is constructed as anot her npparatus for reading the audio
data streamfromthe stream storage unit 500b. Next, the operation
wll be described. Initially, the operation of witing the audio data
stream into the IC card (recording nmediun) constituting the stream
storage unit 500b is identical to that already described for the fourth

enbodi mefifeans for holdiag iappdrit s rtggie altrforiidte oif Girfd e FEeq St Itype
deci des whet her the audio data stream S supplied fromthe outside is

conpressg¢ ehiBOhppa¢athisih@nd he audio data streamis scranbl ed or not,
and out puts attrigute decision information laj2 i ndicating the result of

the decision.galg streahnsﬁggabgagngktqﬁgqqd§g@ean1mmiting means 202, a
I'D

conpr essi on flag Fco and™a scranble ID flag Fsc are attached to the

stream  headelerlaflst82agdngafd! 203! €8 Ryl EndCatkde cRLY Hirdih

attribute decision I nfornat a and t ag-attac

strean18?ﬁépéégée£raﬂ {hguggfégpL%f@gihgfppﬁg;the stream storage unit

500b by | Ng nmeans this
a scramble key storage means for storing the scramble key

output from the stream writing unit;

:f) an authorized apparatus type information storage means for
holding authorized apparatus type information indicating stream
reproduction apparatuses which are authorized to read the audio
data stream from the stream storage means;

an apparatus type information obtaining means for obtaining
the apparatus type information held by the apparatus type
information holding means; and

a scramble key read permission decision means for searching
the authorized apparatus type information storage means for the

. ) apparatus type information obtained by the apparatus type
information obtaining means, and permitting the scramble key
reading means to read the scramble key from the scramble key
storage means only when an authorized apparatus type information
corresponding to the obtained apparatus type information is
present.

13. A data recording and reproduction apparatus as described in
Cléim 1 wherein:

said stream storage unit is constituted by an IC card on
_—
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enbodi nent, the flag-attached audio data stream Saf2 is witten in the

stream storage nmeans 413 of the stream storage unit 500b. When t he
i nput audi o data stream S is scranbl ed,
88 simultaneously with wiring the 3@® o data stream a scranble key

for descranbling the scranbl ed audio data streamis witten in t he
scranbl e key storage neans 412 by the scranble key witing means 203.
Next, the operation of reading the audio data stream Saf 2 fromthe stream
storage unit 500b will be descri bed. Initially, a streamread
request Whigutdp RAM riox t5leoxingandiecdatragshraam and aoCPHeferr eam st or age
unit 500b. Then, the val ue of the apparatus type information Ity held by
t he apparaattrollimgeadedss Mo i ke hatdiagdatanstuéamostohedsinebher BAMi age
uni t 500c is read by the apparatus type information obtaining neans 414
to be owmiqunteds the scranbl e key read perm ssion deci sion means 515.
In the scranbl e key read perm ssion decision neans 515, decision as to
whet her 14adi Agdatat Fecerddnyl ankeyepradtotione Gpparatals ias Gsdreibetitin n
t he sane manner as the decision by the streamread perm ssion decision
means 43adim hewhemegit enbodi ment. That is, in this decision neans 515,
searching is
said stream storage unit is constituted by an IC card on
which a RAM for storing an audio data stream and a CPU for
:”) controlling access to the audio data stream stored in the RAM are
mounted;
said stream storage means and said authorized apparatus type
information storage means are constituted by the RAM; and
said apparatus type information obtaining means and said
stream read permission decision means are constituted by the CPU.
15. A data recording and reproduction apparatus as described in
Claim 11 wherein:
said stream storage unit is constituted by an IC card on
-Q) which a RAM for storing an audio data stream and a CPU for
controlling access to the audio data stream stored in the RAM are
mounted;
said stream storage means, said scramble key storage means,
and said authorized apparatus type information storage means are
constituted by the RAM; and
said apparatus type information obtaining means and said
stream read permission decision means are constituted by the CPU.

16. A data recording and reproduction apparétus as described in

[T




performed as to whether the value of the apparatus type information Ity
whi ch has been read is stored in the authorized apparatus type information
storage neans 411 or not. \Wen the val of the read apparatus type
information Ity is stored in the storage neans 411, the permni ssion
deci si on neans 515 decides that the scranble key reading neans 205 is
permtted to read the scranble key. Wen the val ue of the read apparatus
type 89 information Ity
i s not é%Oted gn bhe storage neans 411, the per m ssi on deci si on nmeans
515 dectt@i®t hdt VPRECER anbl e key readi ng neans 205 is inhibited from
readi ng the scrapgbl e key. In.other words, th cranb key stored in
the scranbl e 2 Stre§¥o§§85aﬂ§aﬂgl 1éscﬁﬂn§glFE%G%b%Ytﬁ8 ggr&ﬁ%ﬁbcﬂby
readi ng neans 205 onl y ,when the scranble key read perm ssion decision
nmeans SWkich a RAM; §ex §F8¥1P8aapn§uﬁ§°p§PFPt?@Jﬁaﬂhépéb?,CPHéf§E%anble key
Ksc is read fromthe scranble key storage means 412 by the scranble -

key resepmErodbingoaccess to the apdiqudabadgtzeam siersdr in $hec RAM @3@

t he stream storage means 413 to the first streamflag deci sion neans
207 by momnted; stream readi ng neans 206. Thereafter, the audio

data streamread fromthe stream
said stream storage means, said scramble key storage means,

and said authorized apparatus type information storage means are
'M) constituted by the RAM; and
said apparatus type information obtaining means and the
scramble key read permission decision means are constituted by

the CPU.
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storage unit 500b by the streamreading nmeans 206 is subjected to

wat ermarking in the sane manner as described for the fourth enbodi nent ,
and the watermark-inserted audio data streamis converted to anal og
audi o dat a. To be brief, in thdG&8rst streamflag decision nmeans
207, it i s decided whether the audio data streamis scranbled or not,
in accordance with the value of the scranble ID flag Fsc included in
the read audio data stream Saf2. Only when the audi o data stream is
scranbl ed, the audio data streamis descranbled in the descranbl i ng
means 208 by using the scranble key KsSUMMARYby t he scranbl e key
readi ng neans 205. Next, in the second streamflag deci sion neans
209, it is : . 90 deci ded whet her
t he descranbl ed audi o data stream DSaf2 fromthe descranbling neans 208

or the non-scaarthds dmbientdairs, s edrown Saf Xigwre the 4 i stedi reerr {bete
deci si on neans 207 is conpressed or not, according to the value of the

conpr essdefis {di Imgaks 0101 i forudedidinghghavdee dat audibeagtRSatgeam Saf 2.
Only when the audio data stream DSaf2 or Saf2 is conpressed, t he audio

he docommesssd i o ot or s oo et O eseel Cr, pOv AP Phavinsy.,
means 2khd a compression ID flag Fco having a value according to the
‘result qf this decision is attached to the audio data stream, and
ff) the flag-attached audio data stream is written in the stream
storage unit 100b.

Thereby, after a compressed audio data stream from the
outside is read from the stream storage unit, a watermark can be
inserted into the compressed audio data stream. Therefore, the
time required for writing the compressed audio data stream into
the stream storage unit is reducéd,'and the sound quality of

analog audio data obtained by reproducing the éompressed audio

data stream is ptevented from being degraded.



In"the watermarki ng means 211, a watermark is inserted in the

non- conpressed audi o data stream i.e., the deconpressed audi o data
stream RSaf 2 fromthe decodi ng nmeans 210, or the audio data stream DSaf 2
or- Saf 2 whi ch has been deci ded as bei ng not conpressed by the second
'stream fl ag deci si on neans 209. Ther eby, t.he audio data streamread from
the stream storage unit 500b is in the J@ﬁ}gight protected state. The

wat er mar k-inserted audio data stream Saw2 is converted to anal og audio
data Aaw by the DA conversion neans 212, and the anal og audio data Aaw is
converted to a speech to which a normal human ear responds, by the
speaker 20. As descri bed above, in the data recordi ng and
reproduction apgejgflus 500 of this fifth enbodi nent, in addition to the
constituents of the apparatus 200 of the second enbodi nent, the stream
readi ng unit 500c includes the nmeans 416 for holding the value of the
apparatus type information Ity of this apparapps 500,

91 and the stream storage unit 500b incl@udes 3%e neans 411 for

storing the information indicating the ty appar at uses whi ch are
permtted to read the audi o data stream Stream aagtoragg unit 500b,
it is checked by search Pre

10a 20
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val'ue of the apparatus type information Ity of this apparatus 500
not ,
streamis permtted or inhibited according to the
in addition to the effects of

data st
decrypted by a2
wat er mar ki ng when reproduci ng the audi o data stream and so
audi o data streamis reproduced or copied w thout being subjected

stored in the storage nmeans 411 or

Ther ef or e,
avoi ded that the scranbled audio
unit 500c is undesirably
not perform
t he

to watermarking to protect the copyright.
scranbl e key stored in the data storage

recordi ng and reproduction apparatus having no
even ifethe audio data streamis read by

by an audi o dafjgst2 €a)

wat er mar ki ng neans. Therefore,
such apparatus, the appar

thereby preventing the audiShdata stream from bei n§drepr oduced or
wi t hout bei ng subj ect ed—to—haterrerking:

IS

and readi ng of the audi o data

result of the search.

t he second enbodinent, it is

lr;am read fromthe stream storage
oductl on appar atus whi ch does

In other words, the

unit is prevented from bei ng read

audi o data stream
copi ed

Lot

rIru

embodi ments of the prdsen
recordi ng and reprodudqti
storage unit) bl y

det achd

I nventji on,
réaparlat us i n whi cétreamelata ateag medi um (st 1
unted on the body of the apparatus is

enphasi s has been placed on a data
eam

T

i npl enent ed by Rl .~

-

92

-
-
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compression method
information Ico

Ico=0(LPCM),ico=1(AC3),lco=2(dts),lco=3(AAC)

sampling frequency
information Isa
bit number
information Ibi

Isa=0(48kHz),Isa=1(96kHz);lsa=2(192kHz)
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an’l C card- using a seniconductor nenory device as its nmain conponent .
However, the detachable recording medium (stream storage unit) is not
restricted thereto. For exanple, the recording nmedium may be a
rewitable disk unit 600 as shown in figure 10. This disk unit 600
conprises a digital audio data remmltabgf gsk 602 (e.g., DVD AUDI O RAM,
a caddy 601 containing the disk 602, ontrol unit 900a placed

i nside the caddy 601. The control unit 900a conprises a unit- si de
access termnal 906 connected to an access term nal on the uni t body
side, a CPU 904 for controlling data access between the unit body and the
di sk 602, a nenory 903 for storing data---processed-by-the-CPUJ-964;- and an
access |/F 905 pl aced between thenCPU 904 arfd ThHe Lnit-side access

term nal 906. APPLI CABLE FI ELD lI N | NDUCTGZYEm present E
invention relates to the structure ¢or prctectg‘_ct ¢ .for audio
data distributed on networks or au;di 0 dat g SLp.EIBEd of:
packages, in a data recording and 'reprodudti¢n eclally,
under the situation in future that! all of jred Ind} !
reproducti on apparatuses such as M) playerqd w | d sq t hat
they do not record audio data stregns in whHich kg‘_ "cbpy
inhibit" are enbedded but record audi o datd sti@ans iph | whi ch{no|wat er mar ks
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93" . the waternmarks and, therefore, -the present invention will be very
useful in the future. 94 VHAT
IS CLAIMED | S 1. A data recording and reproduction apparatus for
recordi ng and reproduci ng an audi o data stream as digital audi o data,
conpri si ng: a stream storage unit fou/zigring the audio data stream a
streamwiting unit for witing the audio data streaminto the stream
storage unit, and a streamreading unit for reading the audi o data stream
fromthe stream storage unit; said streamwiting unit including a
stream attri‘bute decision neans for deciding whether or not the audi o data
stream has been subjected to a data conversion process for digital audio
data, and a streamwiting nEans~Tor "attdaching a_conversion_ro-"fray havi ng

a value according to the result of the decision_to %lhe udio data :stream

and writing the flag-attached audio data g ~ 0 ENe :
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streaminto the stream storage unit; and sai d stream reading unit
including a streamreading neans for reading the audio data streamto
which the conversion ID flag is attached, fromthe stream storage unit,
and a watermarking neans for inserting a watermark in the read audi o data
stream wherein the read audio data streamin which the waternmark is
to be inserted is subjected to an inverse oh8er si on process of +the data
conversi on process, according to the value of the conversion ID flag
attached to the audio data stream 2. A data recording and reproduction
apparatus as described in Cdaim1l:

95 - wherein said streamreading unit has a DA conversion neans for
converting the afdijg&lata streamin which the watermark has been inserted
by the wat er marki ng neans, to anal og audi o data, and outputs the anal og
audio data. 3. A data recording and reproduction apparatus as described in

Claim1l wherein: sai d conversion process perfornmed on the digital
audio data is a conpression proce$Saf2or conpressing the digital audio data
by coding; ¢ r > ~
Sh Sd
'g - N -~ N
shtgggr; stream data area

ico

Isa
fbi

Isc

Fco Fco=0(non—compressed),Fco=1(compressed)

Fsc Fsc=0(non-scrambled),Fsc=1(scrambled)




said inverse conversion process of the data conversion process is a
deconpressi on process for deconpressing the conpressed digital audio data

by. decodi ng; and said streamwiting nmeans attaches a conpression ID
flag to the audio data streamas the conversion ID flag having a val ue
according to the result of the decision, jg conpression ID flag

i ndi cati ng whether or not the audio data am has been subjected to the

di gital audi o data conpression process. 4. A data recording and
reproducti on apparatus as described in Caim3 wherein: said stream
reading unit includes a streamflag decision nmneans for decidi ng whether or
not the audio data streamread from__

subj ected to the conpression proceds,—on tfhe

flag of the read audio data stream,
deconpressing, by decoding, the audi
bei ng ~
conpr essi on process by the streangils
audi o data stream which is decided ag
conpressi on process by the streamflig
deconpressed audi o data strean1outp@t
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decodi ng neans are supplied to the waternarki ng neans. 5. A data
recordi ng and reproduction apparatus as described in Cl aim4 wherein:
sajd streamreading unit has a DA conversion neans for converting the
audi o data streamin which the watermark is inserted by the watermarking
means, to anal og audio data, and out puts 4 ?sanalog audio data. 6. A data
recordi ng and reproduction apparatus as deScribed in Caim1 wherein:

sai d conversion process perfornmed on the digital audio data includes at

| east one of a conpression process for conpressing digital audio data by
coding and a scranble process for scranbling digital audio data or

conpr essed digit1£k§gpio dat a; sai d inverse conversion process of the
data conversion Ip ess includes at | east one of a deconpression process
for deconpressing conpressed digital audio data by decoding and a
descranbl e process for descranbling scranbled digital audio data or

scranbl ed conpressed digital audio data; and said streamwiting neans
attaches a conpression ID flag and a scranble ID flag to the audio data
meaning of Ity (apparatus type)

stream as the conver §rojT1 97
vaeJ{ny

player with function of inserting watermark

0 at reproduction

recorder with function of inserting watermark
at reproduction




fl &g having a value corresponding to the result of the decision, sai d
conpression ID flag indicating whether or not the audio data stream has
been subjected to the digital audio data conpression process, and said
scranbl e I D flag indicating whether or not the audi o data streamor the
conpressed audi o data stream has been sighygegted to the digital audio data
scranbl e process. 7. A data recording and reproduction apparatus as
described in Cl aim 6 wherein: said streamwiting unit includes:

a scranble key witing neans for Mﬁlhkﬂg"a seraﬁbke-key-—nadapbed -to-t-he

audi o data stream whi ch has been subp process, |nto
the stream storage unit; and sal a | ncpudes: ;
RS e iy
of ‘o I
o
*ggté'? 5525

a scranbl e key reading neans for readiti pGed to the
24

5%’
Ep

1~

audi o data stream whi ct8 has been subJ- process, from
the stream storage unitS a flrs '

deci di ng whet her or not he audi
unit has been subjected to the scra
scranble ID flag of the read audio dqta

means for @
st reafd st of age

4
a

for descranbling the audio data strea _.Jw
by the first streamflag decision nmeahs, b |_re)
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98" by the first streamflag decision neans, and the descranbl ed
audi o data stream output fromthe descranbling neans have been subj ect ed
to_the conpression process, on the basis of the conpression ID flags of

t hese audi o data streans; and a decodi ng neans for deconpressing, by
decodi ng, the audio data stream which isgdeggded as bei ng conpressed by
the second stream flag decision neans; and the audi o data stream

which is decided as being not scranbled by the first stream flag deci sion
means and the descranbled audio data stream output fromthe descranbling
means are supplied to the second stream flag deci sion neans, while the
audi o data stream whych is decided as being not corrpr(f,gsed by the second
stream fl ag deci si oig|means and the deconpressed audi ogjata st re@n out put
fromthe decoding maarct are supplied to the waternmar ka ng neans. y 8. A data

[ ucki ' i ai i"n5
recordi ng and reprod on appar at S"&S'dE‘S’CFI‘b‘E‘d"|‘ﬂ"G'&I’m‘7"\M1 Tei~n
said streamreading unit has a DA ¢opversjon nmeans:fpg wedn erEti eg,|t he
audi o data streamin which the watérymar S inser:iedg gtﬂféwﬁrﬁarki ng
means, to anal og audio data, and o6u Etg§ he analiog .gtgigc e Q & ,?\ dat a
recordi ng and reproductijon appar at gs ﬁ%gl Scribediin > 2 T ]
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Claim 1 wherein: said streamreading unit is constituted by a single
apparatus for reproducing a data stream and this stream

99._ reproducti on apparatus includes an apparatus type infornmation
hol di ng means for hol ding apparatus type information which i ndi cates the
type of this apparatus; and sai d Stnﬁﬁpﬁ torage unit includes:

a stream storage neans for storing the au/o ‘8ata stream supplied from
the streamwiting unit; an aut hori zed apparatus type infornmation
storage neans for storing authorized apparatus type information
indicating stream reproduction apparatuses which are permtted to read
the audio data stream fromthe stream storage neans; an appar at us
type i nformation obtaining nmeans for obtaining the apparatus type
information held by the apparatus type information hol ding neans; and

a streamread perm ssion decision neans for searching the authorized
apparatus type information $j orage means for the apparatus type

i nformati on obtai ned by thegpﬁqaratus type information obtaining neans,

and permitting the streamr @admng,
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uni't to read the audio data streamfromthe stream storage unit only when
an aut horized apparatus type information corresponding to the obtained
apparatus type information is present. 10. A data recording and
reproduction apparatus of Claim4 wherein: said streamreadi ng unit
is constituted by a single stream reproductjon apparatus, and this stream
reproducti on apparatus has an apparat us f&ﬁb& nf or mati on hol di ng neans for

hol di ng ' 100 apparatus type
information indicating the type of this apparatus; and said stream
storage unit includes: a stream storage neans for storing the audio
data stream supplied fromthe streamwiting neans; an aut hori zed

apparatus type information storage neans for storing authorized apparat us
type information indicating stream reproduction apparatuses which are
permtted to read the audio data streamfromthe stream storage neans;

an apparatus type information obtaini nggreans for obtaining the apparatus
type information held by the apparatus §?pe i nformation hol di ng neans; and
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a Streamread perm ssion decision neans for searching the authorized
apparatus type information storage neans for the apparatus type
informati on obtained by the apparatus type information obtaining neans,
and permtting the streamreading unit to read the audio data stream from
the streamstorage unit only when an aut{pyiiged apparatus type information
corresponding to the obtained apparatus type information is present. 11.
A data recording and reproduction apparatus as described in Caim?7

wher ei n: said streamreading unit is constituted by a single
apparatus for reproducing a data stream and this stream reproduction
appar atus has an apparatus type information holding neans for hol ding
apparatus type information indicati& the type

101 of this apparatus; and = said stream storage unit
i ncl udes: a stream storaga neans for storing the audi o data
stream supplied fromthe streah1mﬁ|t|ng unit; a scranbl e key
storage neans for storing the scrjanbl e key supplled fromthe stream
writing nmeans; an aut horji zed apparafus tygde i8formation| storage
means for storing authorized apparatus type |t§er Mefimn i ndicatj ng stream
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r@broduction apparatuses which are permitted to read the audio dat a

stream from the sfream st orage neans; an apparatus type
information obtaining means for obtaining t he apparatus type
information held by the apparatus type i nformation hol di ng neans; and
a streamread pernmni ssion decision neans fgg,garching the aut hori zed
apparatus type information storage neans for the apparatus type
i nformati on obtained by the apparatus type i nformati on obtaini ng neans,
and permtting the stream reading unit to read the audi o data stream
fromthe stream storage neans only when an authorized apparatus type
i nformati on correspondi ng to the t ai ned apparatus type information is
present. 12. A data recording and ®eproduction apparatus as descri bed
in Claim 7 wherein: said syreamreading unit is constituted by
a single apparatus for reproducing @ data stream and this stream
reproducti on apparatus has an appardtus tType 1T nformati on hol di g
102 means for hol di ng apparatug type informati i 'cag%ng t%e type
of this apparatus; and sai d $tream storage L”HEQ n S:
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a_Stream storage neans for storing the audio data stream supplied from
the streamwiting unit; a scranbl e key storage neans for storing the
scranbl e key output fromthe streamwiting unit; an aut hori zed
apparatus type information storage neans for hol ding authorized apparat us
type information indicating stream reprogygetign apparatuses which are
authorized to read the audio data streamfromthe stream storage neans;

an apparatus type information obtaining neans for obtaining the apparatus
type information held by the apparatus type information holding neans; and
a scranbl e key read perm ssion decision neans for searching the authorized
apparatus type | ﬁénﬁélon storage neans for the apparatus type

i nformation obt ai t he apparatus type information obtaining neans,
and permtting the scranble key reading neans to read the scranble key
fromthe scranble key storage neans only when an aut horized apparatus type
information corresponding to the obtained apparatus type information is

present. 13. A data recording and m at us as described in
Claim1 wherein: sai dyphfeam s{ okigasturedhtd S[C il tu%%%uby an | C card

on TO3
Y
insertion of
. signature signature—data
audlglg ata data —inserted

audio data file

4
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data |~ Pex
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extracted |_~ Dwmx
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which a RAM for storing audio data streamand a CPU for controlling

access to the audio data streamstored in the RAM are nount ed. 14 A
data recording and reproduction apparatus as described in Claim?9
wher ei n: said stream storage unit is constituted by an I C card on

which a RAM for storing an audi o data streﬁa/gaégnd a CPU for controlling
access to the audio data stream stored in RAM ar e nount ed; said
stream storage neans and said authorized apparatus type information
storage neans are constituted by the RAM and sai d apparatus type

i nformation obtaining neans and said streamread perm ssion decision neans
are constituted by the CPU. 15. A data recording and reproduction
apparatus as des lgzd in Caim.1l1l wherein: sai d stream storage
unit is constituted by an I1C card on which a RAMfor storing an audi o data
streamand a CPU for controlling access to the audio data streamstored in

the RAM are nounted; sai d stream storage nmeans, said scranble key
storage neans, and said appar atus type i nf or mat i on st or age
nmeans are constituted by {t RTARI sai d apparatus type
i nformati on obtaining means anfl sai d st ream read perm ssion decision neans
are constituted py—the—ePg— - S1

Perform blocking on audio data

4
Perform Fourier transform on each block —~ §2 sS4

s3 >
Replace imaginary part and
real part of Fourier transform.
coefficients, and multiply
real part by -1
NO I

Block _
string of signature data
is"1"?

_~ S5

Perform inverse Fourier transform on each block

END



167 A data recording and reproduction apparatus as described in

104 Cl aim 12 wherein: said stream storage unit is constituted by
an IC card on which a RAM for storing an audi o data stream and a CPU for
cantrolling access to the audio data streamstored in the RAM are nount ed;
said stream storage neans, said scranble f@y@t orage neans, and said

aut hori zed apparatus type information storage neans are constituted by the
RAM and sai d apparatus type infornmation obtaining nmeans and the
scranbl e key read perm ssion decision nmeans are constituted by the CPU.
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