METHOD AND SYSTEM FOR MALWARE OR CYBERCRIMINAL INFRASTRUCTURE
DETECTION

FIELD
[001] This technical solution relates to a computer engineering field, in particular, to the method and

system for malware or cybercriminal infrastructure detection.

BACKGROUND

[002] The prior art discloses a solution RU2523114C2 (IPC GO6F21/51, publ. 20.07.2014) describing a
method for detecting middleman nodes in the computer network, through which malwares are distributed,
wherein middleman nodes are connected to Internet, where malicious nodes are also connected to. This
method uses a set of computational means, services for detecting traffic route in the network, WHOIS
service of access to registration data on domain or IP address owner followed by plotting a graph of
malware distribution from malicious site through data link channels, assess link channel usage rate for
malware distribution, detect and lock intermediate middleman node used for illegal acts, unlocking of
middleman node is additionally provided, if in time the malware distribution rate significantly decreases
or the site containing the malware stops constituting a danger. This solution plots traffic route graphs and
detects malicious "middlemen" in this traffic.

[003] The claimed solution does not provide for analysis of traffic routes, and also WHOIS, Trace route
services are used only to check communication with already known malicious nodes.

[004] The prior art discloses a solution US20080244744A1 (IPC GO6F21/00, publ. 02.10.2008)
describing a method of tracing the traffic incoming to a website through a computer network, and
identification of at least one rule from the traffic connected to the computer network to detect a malicious
host connected to the computer network. The method includes associate of the first IP address and the
first hardware footprint with the malicious host assertions, and storage of information related to the
malicious host in at least one memory cell of the database. The method also includes identification of
unknown host from the second website, defining the second IP address and the second hardware footprint
with the unknown host, and determining whether the unknown host is the malicious host. This solution
monitors traffic and it outputs a list of malicious footprints which the new hosts are compared to.

[005] The claimed solution does not provide for analysis of traffic routes, and it outputs a rule. The core
value is namely in this rule. Each new rule enables to detect malicious infrastructure. What is more, the
infrastructure which is working now, and the one which had worked a year ago and then was permanently
switched off, and even the one which does not exist yet and is only planned by a criminal (because he/she
will "burn" his/her preferences, which are considered by the rule, again when assembling the

infrastructure).



[006] The prior art also discloses a solution RU2634209C1 (IPC GO6F 21/55, publ. 24.10.2017)
describing a method of automatic generation of decision rules for feedback intrusion detection systems,
which is executed at the server. This method includes at least the following steps: obtaining at least one
event from the event database formed by data obtained from at least one sensor; analyzing the obtained at
least one event for membership in the class of interaction with malware control centers; extracting of at
least one feature used for forming the decision rules from at least one above event relating to the class of
interaction with malware control centers; forming the decision rules using at least one above extracted
feature; storing the formed decision rules and providing an ability to receive updates of decision rules for
at least one sensor; the sensors cyclically check availability of updates at the central node, and as the
updates are available, the sensors receive them for use, and when the updates are received, the sensor
trigger operates and reload the decision rules. This solution forms the decision rule according to the traffic
and detects features of malwares in it.
[007] As detailed above, the traffic is not analyzed in the claimed solution at all, and nothing is known
about features from the traffic. That is the most important difference of the claimed solution from the
solutions known in the art.

SUMMARY
[008] Technical problem, for solving of which the claimed technical solution is intended, is creation of a
computer-implementable method and system for malware or cybercriminal infrastructure detection, which
are defined in the independent claims. Additional variants of this technique implementation are presented
in the dependent claims.
[009] The technical result consists in increasing the efficiency of cyberattacks detection.
[0010] The claimed result is achieved due to implementation of the computer-implementable method for
malware or cybercriminal infrastructure detection, the method comprising:
. receiving a request comprising at least one infrastructure element and a tag that this element
belongs to a malware or cybercriminal;
. extracting from a database at least one parameter of the infrastructure element, at least one
additional infrastructure element that is used by the same malware or cybercriminal as the obtained
infrastructure element, and at least one parameter of at least one additional infrastructure element;
. analyzing the obtained at least one infrastructure element and at least one related parameter, and
the additional infrastructure element and at least one related parameter;
. detecting, based on the analysis, statistical relationships between at least one parameter of at least
one obtained infrastructure element and at least one parameter of at least one additional infrastructure
element;
. creating rules of searching new infrastructure elements based on the detected statistical

relationship;



. extracting new infrastructure elements from the database using the created rule;

. assigning tags corresponding to specific malwares or cybercriminals to the new elements, and
storing the results in the database.

[0011] In a particular embodiment the parameters of malware or cybercriminal infrastructure elements
are at least one of:

1. IP address;

1. domain name;

1ii. SSL certificate;

iv. server;

V. web service;

Vi. e-mail address;
vii.  telephone number.

[0012] In the other particular embodiment, the database is continuously updated with data obtained by
Internet scanning.

[0013] In the other particular embodiment, the Internet scanning is performed by at least one vulnerability
scanner.

[0014] In the other particular embodiment, conventional or common name of the malware or
cybercriminal is used as the tag.

[0015] In the other particular embodiment, the request comprising at least one infrastructure element is

received from at least one of the following sources:

1. sandbox;

ii. malware detonation platform;

1il. vulnerability scanner;

iv. honeypot;

V. intrusion detection system;

vi. system of emergency response to cyber security incidents.

[0016] In the other particular embodiment, the statistical relationships are detected by machine learning
algorithms.

[0017] In the other particular embodiment, the statistical relationship represents at least two parameters
combined by at least one logic operation, wherein each of the parameters belongs to at least two different
infrastructure elements.

[0018] In the other particular embodiment, the created rules are stored and configured to receive rule
updates.

[0019] The claimed result is also achieved due to the system for malware or cybercriminal infrastructure

detection, the system comprising:



[0020] a database module, the database module is configured to:

. store infrastructure elements, parameters of infrastructure elements and tags that these elements
belong to malwares or cybercriminals;

[0021] a request processing module, the request processing module is configured to:

. receive a request comprising at least one infrastructure element and the tag that this element
belongs to the malware or cybercriminal;

. extract from the request the information about the malware or cybercriminal infrastructure
element, and information that this element belongs to the malware or cybercriminal;

[0022] a data extraction module, the data extraction module is configured to:

. receive from the request processing module at least one infrastructure element belonging to the
malware or cybercriminal, and the tag that this element belongs to the malware or cybercriminal;

. extract from the database at least one parameter of the obtained infrastructure element, at least one
additional infrastructure element that is used by the same malware or cybercriminal as the obtained
infrastructure element, and at least one parameter of at least one additional infrastructure element;

. extract new infrastructure elements from the database using a rule created in an analytical module;
. assign tags corresponding to specific malwares or cybercriminals to the new elements, and store
the results in the database;

[0023] the analytical module, the analytical module is configured to:

. analyze the obtained at least one infrastructure element and at least one related parameter, and the
additional infrastructure element and at least one parameter related to the additional infrastructure
element;

. detect, based on the analysis, statistical relationships between at least one parameter of at least one
obtained infrastructure element and at least one parameter of at least one additional infrastructure element;
. create the rules of searching new infrastructure elements based on the detected statistical

relationship.

DESCRIPTION OF THE DRAWINGS

[0024] Implementation of the method will be further described in accordance with the attached drawings,
which are presented to clarify the method chief matter and by no means limit the field of the technique.
The following drawings are attached to the application:

[0025] Fig. 1 illustrates computer-implementable method for malware or cybercriminal infrastructure
detection;

[0026] Fig. 2 illustrates the example of the computer device schematic diagram.



DETAILED DESCRIPTION
[0027] Numerous implementation details intended to ensure clear understanding of this technique are
listed in the detailed description of the technique implementation given next. However, it is obvious to a
person skilled in the art how to use this technique as with the given implementation details as without
them. In other cases, the well-known methods, procedures and components have not been described in
details so as not to obscure unnecessarily the present technique.
[0028] Besides, it will be clear from the given explanation that the technique is not limited to the given
implementation. Numerous possible modifications, changes, variations and replacements retaining the
chief matter and form of this technique will be obvious to persons skilled in the art.
[0029] Terms and concepts required for implementation of this technical solution are described below.
[0030] Malware or cybercriminal infrastructure means the following used at malware running or
cybercriminal activity: IP addresses, domain names, SSL certificates, servers (specially configured
software) and web services, e-mail addresses, telephone numbers.
[0031] Infrastructure element parameters mean the parameters attributable to each infrastructure
element of this type. For example, the parameters characterizing such infrastructure element as web
service are number of port where this service is started, date and time of its start, and also date and time
of its stop.
[0032] Some parameters are specific to particular type elements, for example, name of registrar company
is specific to a parameter of "domain name" type. Other parameters could be complex, i.e. in turn be
additionally characterized by several parameters. Thus, for example, such specific parameter of IP address
element as hosting provider is additionally characterized by geographic location, set of web services and
servers available to hosting provider clients, range of IP addresses belonging to this hosting provider, etc.
[0033] Statistical relationship between infrastructure elements means arithmetical, logical or other
correspondence enabling to detect in the database, based on known relations between parameters of one-
type infrastructure elements, one more one-type infrastructure element, which same-name parameters are
linked to the parameters of known elements with the same relation.
[0034] For example, there are known IP addresses 11.22.33.44 and 55.66.77.88 issued by hosting provider
Provider, LLC on the same day, 11.11.2011, to the client with contact address client@mail.com and
contact phone +1(099)100-100-10. Statistical relationship between these two IP addresses and the third
IP address 99.00.22.11, issued on some other day, for example, 12.12.2012, is that they are issued by the
same hosting provider Provider, LLC to the client with the same contact address client@mail.com but
with the other contact phone +1(059)200-200-20.
[0035] Rule of searching new infrastructure elements means a decision rule able to select in the known
structure database the occurrences which satisfy the specified conditions, for example, all IP addresses

issued by the specified hosting provider on the same day. The rule could be implemented as a script,
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regular expression, as a machine-learned classifier, etc. This technique is intended to provide the
computer-implementable method and system for malware or cybercriminal infrastructure detection.
[0036] As detailed below in Fig. 1, the claimed computer-implementable method for malware or
cybercriminal infrastructure detection (100) is implemented as follows:

[0037] At step (101) there is receiving a request comprising at least one infrastructure element and tag of
this element belonging to a malware or cybercriminal.

[0038] Infrastructure elements could be, for example, IP address, domain name, SSL certificate, server,
web service, e-mail address, telephone number. Conventional or common name of a malware or
cybercriminal, for example, Zeus malware, could be used as information about this element belonging to
a malware or cybercriminal.

[0039] The above information enters the request processing module configured to extract such
information. The request processing module communicates with request sources by wire and/or wireless
connection.

[0040] The sources of incoming requests could be, for example, but not limited to, sandbox (dedicated
environment for program safe running) or malware detonation platform, vulnerability scanner, different
honeypots (resource attracting the cybercriminal), intrusion detection system, system of emergency
response to cyber security incidents.

[0041] It is the vulnerability scanner that is used to take footprints from the services deployed at remote
server ports. The vulnerability scanner as such could be implemented by any common method.

[0042] All the listed programs and systems could be as inside one intranet with a system implementing
the method, as at remote servers with Internet communication between them.

[0043] The request sources could also be systems of emergency response to cyber security incidents,
CERT (Computer Emergency Response Team), automatically informing about malicious activity in the
monitored networks, remote computers, which owners send data on detection of malwares in their
computers to the specified e-mail address, mobile phones, which owners send SMS or MMS containing
data on malware running to the specified number.

[0044] The source of incoming requests could also be a system operator receiving the corresponding
information by phone or e-mail and inputting it in the incoming request processing module interface.
[0045] The request processing module extracts from the request the information about malware or
cybercriminal infrastructure element, and also information about this element belonging to a malware or
cybercriminal, and transmits it to the data extraction module.

[0046] For example, the sandbox has sent a request containing information that Zeus malware sends data
from the infected computer to the server with the domain bad-domain.com, wherein this domain current

IP address is 11.22.33.44. The request processing module extracts the listed information from the request



and transmits Zeus tagged domain name bad-domain.com and Zeus tagged IP address 11.22.33.44 to the
data extraction module. That is the end of the first step.

[0047] Further, at step (102) there is extracting from the database at least one parameter of the obtained
infrastructure element, at least one additional infrastructure element used by the same malware or
cybercriminal that the obtained infrastructure element is used by, and at least one parameter of at least
one additional infrastructure element.

[0048] The data extraction module configured to communicate with the request processing module,
analytical module and database receives from the request processing module at least one infrastructure
element belonging to a malware or cybercriminal, and also information about this element belonging to
the specific malware or cybercriminal (tag).

[0049] The data extraction module searches for all records comprising such infrastructure element and
also this tag in the database.

[0050] The database itself and the search in it could be implemented by any known method, for example,
as this is described in the patent RU2681699. Similarly to the method described in the patent, the database
information could be structured as a table illustrating relationship between at least the following
parameters so that at least one of the following parameters corresponds to each infrastructure element, for
example, domain name: tag, IP address, SSL key, SSH footprint, list of running services, history of
running services, history of domain names, history of IP addresses, history of DNS servers, history of
domain name or IP address owners.

[0051] The parameters could also include DNS resource records which are records on compliance of name
and service information in the domain name system.

[0052] Data could be stored in one or several bases or tables. In general, search is carried out by traditional
methods: one or multiple request to these bases/tables and search for intersections of results.

[0053] For example, as a result of search for domain name bad-domain.com nothing was found in the
database, during search for IP address 11.22.33.44 nothing was found in the database, but during search
for Zeus tag the IP address 55.66.77.88 also Zeus tagged before is found in the database.

[0054] This step is finished, and the data extraction module proceeds to the next step.

[0055] The data extraction module extracts from the database all the parameters related to the
infrastructure elements found in the database.

[0056] In the given example, for IP address 55.66.77.88 found in the database there will be extracted, for
example: domain name another-bad-domain.net, name of this IP address owner - Provider, LL.C, name of
this domain name registrar - Registrar, LLC, date of issue of this IP address - 11.11.2011, date of
registration of this domain name - 22.12.2011, e-mail of the client to whom this IP address was issued -

client@mail.com and client's contact phone number: +1(099)100-100-10.



[0057] If some infrastructure elements are not found in the database at the second step, the data extraction
module extracts the parameters associated with such infrastructure elements from the online sources
available. It could be done using, for example, Whois online service or any known program fit for purpose,
for example, nslookup program.

[0058] In this case, the data extraction module can, for example, automatically send the corresponding
search request to Whois online service and extract the required data from Whois online service response
or from a web page with the search request results. The latter could be done by making use of, for example,
a special parser integrated into the data extraction module and analyzing, for example, the text of Whois
online service response or html code of the specified web page.

[0059] In the given example for IP address 11.22.33.44 and domain name bad-domain.com the following
could be extracted by the described method: name of this IP address owner - Provider, LLC, name of this
domain name registrar - AnotherRegistrar, LLC, date of issue of this IP address - 11.11.2011, date of
registration of this domain name - 23.12.2011, e-mail of the client to whom this IP address was issued -
anotherclient@mail.com and client's contact phone number: +1(099)300-300-30.

[0060] The data extraction module stores these parameters in the database together with the reference to
the relationship between the said parameters, IP address 11.22.33.44, domain name bad-domain.com,
Zeus tag, and also a date of delivery of the specified infrastructure elements and a source from which they
have been delivered (in this case - identifier of the sandbox where Zeus malware activity was detected in
the example in question).

[0061] Then the data extraction module transmits the found infrastructure elements and related parameters
to the analytical module.

[0062] At step (103) there is analyzing the obtained at least one infrastructure element and at least one
related parameter, and additional infrastructure element and at least one related parameter.

[0063] In the given example the following will be transmitted to the analytical module: domain names
bad-domain.com and another-bad-domain.net, IP addresses 11.22.33.44 and 55.66.77.88, names of this
IP address owners (they are the same in our example), names of this domain name registrars - Registrar,
LLC and AnotherRegistrar, LLC, dates of issue of each IP address (they are the same in our example),
dates of registration of each domain name, 22.12.2011 and 23.12.2011, client's e-mail addresses, contact
phone numbers and also Zeus tag. This step is finished.

[0064] At step (104) there is detecting, based on the analysis, the statistical relationships between at least
one parameter of at least one obtained infrastructure element and at least one parameter of at least one
additional infrastructure element.

[0065] Analytical module configured to communicate with the data extraction module and rule building

module receives infrastructure elements and their related parameters from the data extraction module.



[0066] Based on these data the analytical module builds statistical relationships, i.e. arithmetical, logical
or other correspondence enabling to detect in the database, based on known relations between parameters
of one-type infrastructure elements, at least one more one-type infrastructure element, which same-name
parameters are linked to the parameters of known elements with the same relation.
[0067] For example, the analytical modules detect that:
- the obtained IP addresses belong to one and the same owner, Provider, LLC,
- both IP addresses have been issued on the same day, 11.11.2011,
- client's e-mail addresses, although belong to different accounts, client@mail.com and
anotherclient@mail.com, are registered at one and the same mail server mail.com.
[0068] Correspondingly, the detected statistical relationship in this example could be recorded by the
following simple logical expression:
IP ADDRESS_OWNER="Provider, LLC”_A_IP
ADDRESS_ISSUE_DATE="11.11.2011"_A_CLIENT_EMAIL="*@mail.com”,
where A\ - conjunction operator, logical AND, * - so called wildcard character, which means that any
number of any consecutive characters without spaces could be in its place.
[0069] Hereinafter, statistical relationship features mean the infrastructure elements of parameters of
infrastructure elements which combination enables to build the detected statistical relationship.
[0070] In the above example this is the name of IP addresses owner (provider), IP address issue date and
part of the client's e-mail address.
[0071] The given example is simple itself, in more complex example the analytical module could receive
for analysis a list of several hundreds of IP addresses registered at different times at different providers
and not related to repeated or similar domain names, and also a list of running services interrelated with
each of these IP addresses, and a list of running services history. When such data are analyzed by the
analytical module, more complex statistical relationship could be detected. For example, there could be
detected such fact that at each of these IP addresses Apache HTTP server was started at least once, which
run for 48 hours and was stopped, and immediately after it stops the e-mail server CommuniGate Pro
version 5.1 was started at the same IP address with XIMSS API interface support.
[0072] Detection of statistical relationships described above could be performed by machine learning
algorithms.
[0073] When all statistical relationships are detected, this step is finished, and the analytical module
proceeds to the next step. Also, in one of the possible alternative embodiments the analytical module can
transmit data on the detected statistical relationship to the data extraction module.
[0074] At step (105) there is creating the rules of searching new infrastructure elements based on the

detected statistical relationship.



[0075] At this step the analytical module builds a rule of searching new infrastructure elements on the
basis of the detected features of statistical relationships.

[0076] In the alternative embodiment the new rule of searching new infrastructure elements is built by the
data extraction module on the basis of the data on the detected features of statistical relationships received
from the analytical module.

[0077] The rule is based on the set of features with respect to which it has been detected at the previous
step that they cumulatively represent the detected statistical relationship. The rule itself is such set of
features described in some formal pseudolanguage.

[0078] SQL, Python, etc. could be mentioned as non-limiting examples of a formal pseudolanguage.
[0079] Data, as stated above, could be stored in one or several bases/tables. Search is carried out by one
or multiple requests to these bases/tables and search for intersections of results.

[0080] If a rule is written for one feature, for example, for a footprint of a specific service, such as e-mail
server CommuniGate Pro version 5.1, the search will be carried out in one base/table where namely
footprints of different services are stored.

[0081] If a rule is complex and comprises features of domains, certificates, etc., the requests will be
submitted to different bases/tables, and then search for intersections of results is carried out.

[0082] For example, according to a complex rule there could be carried out a search for all domains
registered by AAAA registrar, wherein each of them (domains) has a certificate issued by BBBB
company, and also each of the domains ever had IP address at which Apache HTTP had ever been started.
[0083] The analytical module transmits the new rule to the data extraction module, and this step is
finished.

[0084] In case, if the new rule of searching new infrastructure elements has been built by the data
extraction module, it directly proceeds to the new step.

[0085] At step (106) there is extracting new infrastructure elements from the database using the created
rule.

[0086] The data extraction module searches in the database for all records satisfying the conditions
described by the new search rule.

[0087] In the example in question as a result of the search in the database there could be detected a new
IP address 99.00.22.11 without Zeus tag but issued by the same hosting provider Provider, LLC to the
client with the contact address thirdclient@mail.com on the same day 11.11.2011 as the previous two
Zeus tagged IP addresses.

[0088] This step is finished.

[0089] At step (107) there is assigning tags corresponding to specific malwares or cybercriminals to the

new elements, and storing the results in the database.
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[0090] In this case the data extraction module assigns Zeus tag to the found IP address and stores the
result in the database. Thus, a new infrastructure element used by this malware is detected.

[0091] It is worth noting that such algorithm allows to detect "sleeping”, i.e. already created but never
used yet, infrastructure elements of malwares or cybercriminals.

[0092] In the given example the found IP address 99.00.22.11 and related domain name could have been
created by developers of Zeus malware beforehand, however, they remain undetected by any cyber
security means until the described moment, since the malware has never addressed this server yet.

[0093] Without direct reference to the above steps there is also continuous updating of the above-
mentioned database. The following actions are performed for database updating.

[0094] Continuous Internet scanning and taking footprints from the started services at open ports. At the
same time collecting data on domains related to the found servers.

[0095] Taking footprints from the services started at remote server ports is carried out by a vulnerability
scanner which could be implemented by any known method.

[0096] Scanning results are arranged and placed into the database.

[0097] In Fig. 2 hereafter there will be presented the schematic diagram of the computer device (200),
processing the data, required for embodiment of the claimed solution.

[0098] In general, the device (200) comprises such components as: one or more processors (201), at least
one memory (202), data storage means (203), input/output interfaces (204), input/output means (205),
networking means (206).

[0099] The device processor (201) executes main computing operations, required for functioning the
device (200) or functionality of one or more of its components. The processor (201) runs the required
machine-readable commands, contained in the random-access memory (202).

[00100] The memory (202), typically, is in the form of RAM and comprises the necessary program logic
ensuring the required functional.

[00101] The data storage means (203) could be in the form of HDD, SSD, RAID, networked storage,
flash-memory, optical drives (CD, DVD, MD, Blue-Ray disks), etc. The means (203) enables to store
different information, e.g. the above-mentioned files with user data sets, databases comprising records of
time intervals measured for each user, user identifiers, etc.

[00102] The interfaces (204) are the standard means for connection and operation with server side, e.g.
USB, RS232, RJ45, LPT, COM, HDMI, PS/2, Lightning, FireWire, etc.

[00103] Selection of interfaces (204) depends on the specific device (N0O), which could be a personal
computer, mainframe, server cluster, thin client, smartphone, laptop, etc.

[00104] Keyboard should be used as data input/output means (205) in any embodiment of the system
implementing the described method. There could be any known keyboard hardware: it could be as an

integrated keyboard used in a laptop or netbook, as a separate device connected to a desk computer, server
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or other computer device. Provided that, the connection could be as hard-wired, when the keyboard
connecting cable is connected to PS/2 or USB-port, located on the desk computer system unit, as wireless,
when the keyboard exchanges data over the air, e.g. radio channel with a base station, which, in turn, is
connected directly to the system unit, e.g. to one of USB-ports. Besides a keyboard the input/output means
could also include: joystick, display (touch-screen display), projector, touch pad, mouse, trackball, light
pen, loudspeakers, microphone, etc.

[00105] Networking means (206) are selected from a device providing network data receiving and
transfer, e.g. Ethernet-card, WLAN/Wi-Fi module, Bluetooth module, BLE module, NFC module, IrDa,
RFID module, GSM modem, etc. Making use of the means (205) provides an arrangement of data
exchange through wire or wireless data communication channel, e.g. WAN, PAN, LAN, Intranet, Internet,
WLAN, WMAN or GSM.

[00106] The components of the device (200) are interconnected by the common data bus (210).

[00107] The application materials have represented the preferred embodiment of the claimed technical
solution, which shall not be used as limiting the other particular embodiments, which are not beyond the

claimed scope of protection and are obvious to persons skilled in the art.
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CLAIMS
1. A computer-implementable method for malware or cybercriminal infrastructure detection, the
method comprising:

* receiving a request comprising at least one infrastructure element and a tag that the infrastructure
element belongs to a malware or cybercriminal;

e extracting from a database at least one parameter of the infrastructure element, at least one
additional infrastructure element that is used by the same malware or cybercriminal as the infrastructure
element, and at least one parameter of the at least one additional infrastructure element;

* analyzing the at least one infrastructure element, the at least one parameter of the infrastructure
element, the additional infrastructure element, and the at least one parameter of the at least one additional
infrastructure element;

« detecting, based on the analysis, statistical relationships between the at least one parameter of the
infrastructure element and the at least one parameter of the at least one additional infrastructure element;

e creating rules of searching new infrastructure elements based on the detected statistical
relationships;

* extracting new infrastructure elements from the database using the created rules;

* assigning tags corresponding to specific malwares or cybercriminals to the new elements, and
storing the new elements and assigned tags in the database.

2. The method of claim 1, wherein the parameters of malware or cybercriminal infrastructure elements
are at least one of:

. IP address;

o domain name;

] SSL certificate;

. server;

. web service;

o e-mail address;

. telephone number.

3. The method of claim 1, wherein the database is continuously updated with data obtained by Internet
scanning.
4. The method of claim 3, wherein the Internet scanning is performed by at least one vulnerability scanner.
5. The method of claim 1, wherein conventional or common name of the malware or cybercriminal is used
as the tag.
6. The method of claim 1, wherein the request comprising at least one infrastructure element is received

from at least one of the following sources:
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o sandbox;

L malware detonation platform;

o vulnerability scanner;

° honeypot;

o intrusion detection system;

° system of emergency response to cyber security incidents.

7. The method of claim 1, wherein the statistical relationships are detected by machine learning
algorithms.
8. The method of claim 1, wherein the statistical relationship represents at least two parameters combined
by at least one logic operation, wherein each of the parameters belongs to at least two different
infrastructure elements.
9. The method of claim 1, wherein the created rules are stored and configured to receive rule updates.
10. A system for malware or cybercriminal infrastructure detection, the system comprising:
- adatabase module, the database module is configured to store infrastructure elements, parameters
of infrastructure elements and tags that the infrastructure elements belong to malwares or cybercriminals;
- a request processing module, wherein the request processing module is configured to

. receive a request comprising at least one infrastructure element and a tag that the
infrastructure element belongs to a malware or cybercriminal;

. extract from the request information about the malware or cybercriminal infrastructure
element, and information that the infrastructure element belongs to the malware or
cybercriminal;

- a data extraction module, wherein the data extraction module is configured to:

. receive from the request processing module the infrastructure element, and the tag;

o extract from the database at least one parameter of the infrastructure element, at least
one additional infrastructure element that is used by the same malware or
cybercriminal as the infrastructure element, and at least one parameter of the at least
one additional infrastructure element;

° extract new infrastructure elements from the database using a rule created in an
analytical module;

° assign tags corresponding to specific malwares or cybercriminals to the new
infrastructure elements, and store the new elements and assigned tags in the database;

- the analytical module, the analytical module is configured to:
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analyze the at least one infrastructure element, the at least one parameter of the
infrastructure element, the additional infrastructure element, and the at least one
parameter of the additional infrastructure element;

detect, based on the analysis, statistical relationships between the at least one parameter
of the infrastructure element, and the at least one parameter of the at least one additional
infrastructure element;

create the rules of searching new infrastructure elements based on the detected statistical

relationship.
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