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MODEM I{ITH ACOI'STIC COUPI,]NG

Tlre present i¡vention relates substantially fo a terminal inærface and arraDgement enabling

monitoring, maintenance, and, sewice data exchange especially between appliance devices

and service centers.

Mobile telephony is booming tbroughout the wotld and provides rnâqy recently developed

applications in data commrmication. One main advant¿ge of mobile telephony is the

availability at any place at any time. Up to now, this availabitity advattage is primarily used

for voice call conversation. Rather, use case applications including the capability of mobile

telephony are currently developing. ÌVhen referring to maintenance service of typical

elecûonic devices like households appliances, vehicles, and the like or maintenance of

devioes for strict purpose like production machines it is irnmecliateþ apparent that activity

monitoring of those devices. In near fi¡ture, the triumphant process in the development in

electonics especially controlle¡- as well as processor-based electronícs will result in a

majority of contemporary appliances controlled on the basis of progranr code sections and

software progr¿uns. Such cont¡oller-basetl and processor-based devíces c¿n be prepared for

remote software maintenance and operation monitoring. Up to now, the majority of such

devices is still not applicable for being accessed via telecomrntmication connection such that

long distance monitoring, sewice support aad sofrwa¡e maintenance is not applícable.

25 The object of the present invention is to enable access by the

mea¡s of a universal terminal interfaco to a service center, v/hich ope,Íates substaûtially

independently ûom any specific tetecommunication standard.

It is desirable to have a tenninal interface tbat is very simple, fast, easy, and user-ûiøtdly i:r

30 its use.
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1  MODEM WITH ACOUSTIC COUPLING  5 The present invention relates substantially to a terminal
interface and arrangement enabling  monitoring, maintenance, and, service data exchange especially
between appliance devices  and service centers. 10 Mobile telephony is booming throughout the world
and provides many recently developed  applications in data communication. One main advantage of
mobile telephony is the  availability at any place at any time. Up to now, this availability advantage is
primarily used  for voice call conversation. Rather, use case applications including the capability of
mobile  telephony are currently developing. When referring to maintenance service of typical 15
electronic devices like households appliances, vehicles, and the like or maintenance of  devices for
strict purpose like production machines it is immediately apparent that activity  monitoring of those
devices. In near future, the triumphant process in the development in  electronics especially controller-
as well as processor-based electronics will result in a  majority of contemporary appliances controlled
on the basis of program code sections and 20 software programs. Such controller-based and
processor-based devices can be prepared for  remote software maintenance and operation
monitoring. Up to now, the majority of such  devices is still not applicable for being accessed via
telecommunication connection such that  long distance monitoring, service support and software
maintenance is not applicable. 25 The object of the present invention is to enable
telecommunication-based access by the  means of a universal terminal interface to a service center,
which operates substantially  independently from any specific telecommunication standard. It is
desirable to have a terminal interface that is very simple, fast, easy, and user-friendly in  30 its use. 2
It is further desirable to have a simple, fast, and reliable system with a minimum coupling  between a
mobile terminal device capable for telecommunications and the terminal interface. 5 This object is
solved by a terminal interface according to claim 1. 
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It is firther desirable to have a simple, fast, and reliable system with a minimum coupling

between a mobile terminal device capable for telecommunications and the tenninal interface.

5 This object is solved by a terminal interface according to claim 1.

Advantageously the commr¡nication media used for data exchange between terminal interfac.€

and sewice center is a voice/audio conmunication co¡mection of any known or futu¡e

telecommunication system such as public subscriber telephone network @SÏl.f), Global

System for Mobile Comrnunication (GSM), Universal Mobile Telecommunications System

(tlMIS), a¡d the like. In cases where appliance is already cornected in to a communication

system such as a wide area network (e.g. the hternet) or a public subscriber telephone

network (PSTlrÍ) úe present invention provides an advmtageous concept for authentication

and./o¡ authorization applícable with long distance monitoring, service support and software

maintenance.

According to an aspect of the present inve¡rtion, ¿ teErinal interface is providd which

interfaces beftveen an electronic device and a service irovider. The terminal interface

comprisos at least a da¡a interface an"anged for coupling the terminal interface to the

electronic dwice, a processing means adE ted to operate the terminal dwicq and modem

means enabling data communication between the interåce terminal and a terminal device

enabled for voice commut¿tion in a mobile communications network, The dat¿ Processing

means coupled to the dala interhce and the modem meaus is frnther conûgured for

processing d¿ta received from either of the data interface and the modern means and for

gene.rating dafa to be ta¡smitted via the data interåce and/or the nrodem means. Data ib

communicated between the interhce terminal and the service providen via the tetminal

device on a voice communication connectiou through the mobile communic¿tions network.

In particular, the mobile communicatio¡s network is a public land mobile network @LMN),

a satellite mobile network (SMN) and/or an internet phone mobile network (IPMN).
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Advantageously the communication media used for data exchange between terminal interface  and
service center is a voice/audio communication connection of any known or future  telecommunication
system such as public subscriber telephone network (PSTN), Global 10 System for Mobile
Communication (GSM), Universal Mobile Telecommunications System  (UMTS), and the like. In cases
where appliance is already connected in to a communication  system such as a wide area network
(e.g. the Internet) or a public subscriber telephone  network (PSTN) the present invention provides an
advantageous concept for authentication  and/or authorization applicable with long distance
monitoring, service support and software  15 maintenance. According to an aspect of the present
invention, a terminal interface is provided, which  interfaces between an electronic device and a
service provider. The terminal interface  comprises at least a data interface arranged for coupling the
terminal interface to the 20 electronic device, a processing means adapted to operate the terminal
device, and modem  means enabling data communication between the interface terminal and a
terminal device  enabled for voice commutation in a mobile communications network. The data
processing  means coupled to the data interface and the modem means is further configured for
processing data received from either of the data interface and the modem means and for 25
generating data to be transmitted via the data interface and/or the modem means. Data is
communicated between the interface terminal and the service provider via the terminal  device on a
voice communication connection through the mobile communications network.  In particular, the
mobile communications network is a public land mobile network (PLMN),  a satellite mobile network
(SMN) and/or an internet phone mobile network (IPM"). 30 3  According to an embodiment of the
present invention, the terminal interface comprises also  coupling means arranged for releasable
coupling the terminal device to the interface device.  According to an embodiment of the present
invention, the modem means is arranged for 5 converting acoustically coded information received from
the terminal device via an acoustic  interface of the coupling means into converted data to be sent to
the processing means and for  
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AccordiBg to aü embodiment of the present inventiorq the terminal interface comprises also

coupling means arranged for releasable coupling the terminal device to the interface device.

According to aû embodirnent of the present inventior¡ the modem means is arranged for

converting acoustically coded information received from ttre terminal device via an acoustic

interface ofthe coupling mea$s ínto converted data to be sent to the plocessing moans and for

converting data received from the processing means into acoustically coded information to be

sent via the acoustic interface. This means the data co¡verted into acoustically coded

infor¡nation use voice/audio as a signal carrier for data communication.

According to a¡r embodimeDt of the present inventior¡ the acoustic interface provides an

acoustic tansducer, which is arr-anged for generafing one o¡ more acoustic signals, and/or an

acoustic sensor, which is arranged for detecting acoustíc signals. The acoustic interface is

inteniled for acoustic coupling to an audio interface of the terminal device. In particular, the

acoustic transducer rinay be a loudspeaker or speaker, whereas the acoustic sensor may be a

microphone. The audio interface of the terrninal device comprises typically a speaker for

reproducing audio/voice and a microphone for recording audio/voice.

According to an embodiment of the present ìnvention, the electronic device is an on-boa¡d

diagnostic system of a vehicle. The on-board diagnostic system provides diagnostic data,

which comprises diagnostic information and/or senso¡ information obtained from engines'

systems, motlul€s and compone,n8 ofthe vehicle e.g. on the basis of sensors. The data is to bo

tansmitted to the service provider, who provides monitoring support' andlor riaintenaûce

services for the vebicle,

According to an embodiment of the present inventio& the diagrostic data is to be transmitûed

in accordancæ with a malfi¡nction indicatior¡ which is provided by the on-bord diagnostic

system o¡ which is generated by the interface terminal on the basís of the diagnostic data

obtained from the on-board diagnostic systen via the data interface.

30

converting data received from the processing means into acoustically coded information to be  sent via
the acoustic interface. This means the data converted into acoustically coded  information use
voice/audio as a signal carrier for data communication. 10 According to an embodiment of the present
invention, the acoustic interface provides an  acoustic transducer, which is arranged for generating
one or more acoustic signals, and/or an  acoustic sensor, which is arranged for detecting acoustic
signals. The acoustic interface is  intended for acoustic coupling to an audio interface of the terminal
device. In particular, the 15 acoustic transducer may be a loudspeaker or speaker, whereas the
acoustic sensor may be a  microphone. The audio interface of the terminal device comprises typically
a speaker for  reproducing audio/voice and a microphone for recording audio/voice. According to an
embodiment of the present invention, the electronic device is an on-board  20 diagnostic system of a
vehicle. The on-board diagnostic system provides diagnostic data,  which comprises diagnostic
information and/or sensor information obtained from engines,  systems, modules and components of
the vehicle e.g. on the basis of sensors. The data is to be  transmitted to the service provider, who
provides monitoring, support, and/or maintenance  services for the vehicle. 25 According to an
embodiment of the present invention, the diagnostic data is to be transmitted  in accordance with a
malfunction indication, which is provided by the on-board diagnostic  system or which is generated by
the interface terminal on the basis of the diagnostic data  obtained from the on-board diagnostic
system via the data interface. 30 4  According to an embodiment of the present invention, the
diagnostic data is buffered by the  interface terminal. The buffered diagnostic data is to be transmitted
to the service provider to  enable monitoring of an operation of the vehicle. 5 According to an
embodiment of the present invention, the electronic device is an appliance  device, which operation is
controlled on the basis of program code. The appliance device  
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According to an embodime,nt of the present invention, the diagnostic data is buffered by the

i¡terface terninal. The buffered diagnostic data is to be transmitted to the service provider to

enable monitoring of an operation of the vehiole.

According to aD embodimeut of the present invention, the elecbonic device is an appliance

device, which operation is contolled on the basis of prograro code. The appliance device

provides operation related data and/or sensor dat4 which is obtainable via the data i¡terface

of the terminal interfac,e. The data provided by the appliance device is intended to be

commrmicated to the service provider, who provides support, and/or

maintenance services for Íhe appliance device.

Accorrling to an embodimed of the present invention, the interface terminal is arranged to

receive reconfiguration data from the service provider. The reconfiguræíon d¿t¿ is intended

for reconñguring the ap¡rliaace device. The reconûguration data comprises reconfiguration

parameters, prograrn code for reconfiguration" and/or new program code for replac,ement

According to as embodiment of the prcsent hvention, the termiual inærface comprises a

terminal identifier for establishing its autho¡ization at the service provider.

According to an embodime¡rt of the pre.sent inventiorL the interface terminal is arÌa$ged to

transúit adtlitionalþ pa¡rm.ent-related i¡fonnation to the sen"ice provider, who of[ers

paymetrt Eaosaction sefvices.

According to another aspect of the presetrt inveDfioIL a system is provided, which comprises

a terninal interface, which interfaces between an electonic dwice and a service provider,

The terminal iuterface comprises at least a data interface arranged for coupling the temrinal

interface to tle electronic dwice, a processing means adøpted to operate the terminal device,

and mod€ß meaos enabling dda c¡mmrmic¿tion betw€€n the interf¿ce te¡minal and a

terminal device €¡¿bled for voice commutation in a mobile comunicdiots network The

data processing means coupled to tle data interface and the modem means is fi¡rther

configured for processing data reoeived ûom either of the data iuterface and the modem

15

provides operation related data and/or sensor data, which is obtainable via the data interface  of the
terminal interface. The data provided by the appliance device is intended to be  communicated to the
service provider, who provides monitoring, support, and/or  10 maintenance services for the appliance
device. According to an embodiment of the present invention, the interface terminal is arranged to
receive reconfiguration data from the service provider. The reconfiguration data is intended  for
reconfiguring the appliance device. The reconfiguration data comprises reconfiguration 15 parameters,
program code for reconfiguration, and/or new program code for replacement.  According to an
embodiment of the present invention, the terminal interface comprises a  terminal identifier for
establishing its authorization at the service provider. 20 According to an embodiment of the present
invention, the interface terminal is arranged to  transmit additionally payment-related information to the
service provider, who offers  payment transaction services. According to another aspect of the present
invention, a system is provided, which comprises  25 a terminal interface, which interfaces between an
electronic device and a service provider.  The terminal interface comprises at least a data interface
arranged for coupling the terminal  interface to the electronic device, a processing means adapted to
operate the terminal device,  and modem means enabling data communication between the interface
terminal and a  terminal device enabled for voice commutation in a mobile communications network.
The 30 data processing means coupled to the data interface and the modem means is further
configured for processing data received from either of the data interface and the modem 5  means and
for generating data to be transmitted via the data interface and/or the modem  means. Data is
communicated between the interface terminal and the service provider via the  terminal device on a
voice communication connection through the mobile communications  network. 5 According to an
embodiment of the present invention, the terminal device is operable with  any mobile voice
communication technology. 



10

5

meåns and for generating data to be transmitted via the data inte¡face andlor the modem

means. Data is com.m nicated between the inferface terminal and tÏe sewice provider via the

terminal device on a voice communication connection through the mobile communisations

network.

According to an embodiment of the present inventiofL tIIe terrninal device is operable with

any mobile voice communication technology.

According to an embodiment of the present invention, the service provider and the electronic

d.evice a¡e connectable via a direct communication connection, which is used for direct data

communication afrer establishing of an authorization via the terminal device coupled to the

moder¡ means of ttre interface te¡ninal and enabled for over-tåe-air voice commr¡nication

with the mobile communications network

Accordíng to an embodiment of the present invention, the system comprises additionally a

paJ¡ment cÆnfer, which is comprised by or associated with the service provider. The interface

terminal is arranged to transmit additionally pa)ment-related information to the service

provider, who offets paynent hansactioo services.

Further advantageous embodiments ofthe invention are mentioned in the dependent claims.

Further advantages, advantageous ernbodiments, and additional applications of the invention

are provided in the following description ofernbodiments ofthe invention in co¡nection with

ttre trgures being enclosed where

Fig, I shows a block diagram illustrating a first arrangement according to an embodiment of

the present inventioo;

Fig.2 shows a flow diagram illustratiûg an oporational se'quence according to an

embodíment of the preselrt invention;

Fig.3 shows a blook diagram iüustr¿ting aûother allaugement according to anothef

embodiment of the present invention; and
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According to an embodiment of the present invention, the service provider and the electronic  10
device are connectable via a direct communication connection, which is used for direct data
communication after establishing of an authorization via the terminal device coupled to the  modem
means of the interface terminal and enabled for over-the-air voice communication  with the mobile
communications network. 15 According to an embodiment of the present invention, the system
comprises additionally a  payment center, which is comprised by or associated with the service
provider. The interface  terminal is arranged to transmit additionally payment-related information to the
service  provider, who offers payment transaction services. 20 Further advantageous embodiments of
the invention are mentioned in the dependent claims.  Further advantages, advantageous
embodiments, and additional applications of the invention  are provided in the following description of
embodiments of the invention in connection with  the figures being enclosed, where 25 Fig. 1 shows a
block diagram illustrating a first arrangement according to an embodiment of  the present invention;
Fig. 2 shows a flow diagram illustrating an operational sequence according to an  embodiment of the
present invention; 30 Fig. 3 shows a block diagram illustrating another arrangement according to
another  embodiment of the present invention; and 6  Fig. 4 shows a block diagram illustrating still
another arrangement according to a further  embodiment of the present invention. Same or similar
components in the drawing are referred to by the same reference numbers.  5 With reference to Fig. 1,
a first embodiment of the present invention is illustrated. The  arrangement shown in Fig. 1 illustrates a
terminal interface 100 for monitoring, maintenance,  and service data exchange comprising an
interface for coupling to an appliance, herein an on- board diagnostics system 200, from which
monitoring maintenance, and service data is 
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Fig.4 shows a block diagran illushating still another arrangement according to a fi¡rther

embodiment of the present invention.

Same or similar components in the drawing are referred to by the same reference nr¡mbers.

With reference to Fig. 1, a fi¡st embodiment of the present invention is illustated. The

arraugement shown in Fig, I illusnates a termi¡al interface 100 for monitoring, maintenance,

and service data o<change comprising an interface for coupling to an appliance, herein an op-

board diagnostics system 200, from which monitoring maintenance, and service data is

obtained, and an interface to a mobile phone 450, which enables voice/audio communioation

form the terminal interface 100 to a service ce¡rter 300 or, vice versa, ftoE the sefvice centef

300 to the tenniûal interface 100. The d¿ta tansmission is pørformed via a voice/audio

communications channel established i¡-between the mobile phone 450 and the service center

300 preferably via a public land nobile tretwork 400, In particrfar, tle service center 300

offe¡s services via a sewer 310 including for instance a sr¡bscribe¡ data base atrd an interface

allowing for voice/audio communication via a connection to a voioe/audio commr¡nioation

neúwork such as the public land mobile network (PLMN) 400.

It should be noæd that the public land mobile network (PLMN) is one specifio emborlinent

ofa voice corqmunications network. The presetrt invention is not limited to the public land

mobile network (PLMN). Rather, any network enabled for voice/audio commr¡nications

se¡vices is operable with the presøt inyention including in paticular a public land mobile

network (PI-MN) of a¡y mobile voice commrmications teohnologr, any satellite ßobile

network (SMN), and/or any intemet phone mobile netrvo¡k @MN). Those skilled in the art

$'ill appreciate that a¡ry currently available or fi¡tr¡re technologr enabling for mobile

voice/audio com:¡ruaications servic€s may be employable with the inventive concept

illustated on the basis of embodimenb.

Today, on-board diagnostic systems I are widely implemented i¡ motor vehicles including

especially cars and light truc*s. Such on-board diagnostic systems are imFlemented to follow

in particular for the complexity oftoday's contolling electonics in combustion engines and
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10 obtained, and an interface to a mobile phone 450, which enables voice/audio communication  form
the terminal interface 100 to a service center 300 or, vice versa, from the service center  300 to the
terminal interface 100. The data transmission is performed via a voice/audio  communications channel
established in-between the mobile phone 450 and the service center  300 preferably via a public land
mobile network 400. In particular, the service center 300 15 offers services via a server 310 including
for instance a subscriber data base and an interface  allowing for voice/audio communication via a
connection to a voice/audio communication  network such as the public land mobile network (PLMN)
400. It should be noted that the public land mobile network (PLMN) is one specific embodiment  20 of
a voice communications network. The present invention is not limited to the public land  mobile
network (PLMN). Rather, any network enabled for voice/audio communications  services is operable
with the present invention including in particular a public land mobile  network (PLMN) of any mobile
voice communications technology, any satellite mobile  network (SMN), and/or any internet phone
mobile network (IPMN). Those skilled in the art 25 will appreciate that any currently available or future
technology enabling for mobile  voice/audio communications services may be employable with the
inventive concept  illustrated on the basis of embodiments. Today, on-board diagnostic systems 1 are
widely implemented in motor vehicles including  30 especially cars and light trucks. Such on-board
diagnostic systems are implemented to follow  in particular for the complexity of today's controlling
electronics in combustion engines and 7  supporting aggregates. Throughout the last recent years, the
vehicle manufacturers developed  electronic means to control engine functions and diagnose engine
problems. The currently  established standard for vehicle diagnose system is known as OBD-II
(on-board diagnostics),  which has been introduced in the mid-'90s. The OBD-ll provides almost
complete engine 5 control and enables also monitoring of parts of the chassis, body and accessory
devices by the  means of sensors as well as diagnostics of control network of a vehicle.
Conventionally,  OBD-ll signals are most often sought after in response to a "Check Engine Light",
which  appears for instance on a dashboard, or in consequence to drive ability problems, which may  
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supporting ag$egates. Throughout the last recent years, the vehicle manufaotufers developed

electronic means to control engine fi¡¡ctions and diagnose engine problems' The currentþ

established standa¡d fo¡ vehicle diagnose s¡rstem is known as oBD-tf (on-board {iagnostics),

which has been introduced in the mid-'9Os. The OBD-tr provides almost complete engine

contol and efiables also monitoring ofparts ofthe chassis, body and accessory devices by the

mears of sensors as well as diapostics of rontol network of a vehicle. conventionally,

oBD-II signals are most often sougüt afrer in response to a "check Engine Ï-ight", which

appears for instance on a dashboard, or in conseguence to drive ability ptoblems, which may

be experienced by the driver with the vehicle. Data provided by OBD-II enables and

preferably simplifies often to pinpoint the specific component that has malfi¡nctioned such

that substantial time and cost are saved in comparison to traditional guess-and-replace

repairs.

The service indusfy designates such a check engine light provided on a dashboard as a

malfrnction indicator líght typic€lly abbreviated as MIL. Conventionally, the malfrrnction

indicatof light is provided to show t¡¡ee different types ofsignals. For instance, an occasional

flashing malfirnction i¡dicator light (Nftr ) may indic¿te momentary matfi¡nctions, an

consrantly illuminated malfi¡nction indicator liebt (MIL) may indicate that the problem ís of a

more se¡ious natu¡e such as affecting tle emissions output or safety of the vehicle' and

persistently flashing malñrnøion indicator tight o\¿frL) may be an indication of a majof

problem.whichmightcar¡sese¡iot¡sdamageiftheengineisnotstoppedimmediateþ.Inall

cases a "ûesze frame" of all senso¡ ¡eart'iñgs at the time of malfimction indication

(independont from the kind of ñalft¡nction as described above) is recolded by any cenûal

compute¡ of the vehiole or preferably the on-boa¡d diaFostics (OBD)'

Hard failu¡e signals causecl by serious problems will cause the malñuction indioator light

(MIL) to be illuminated any time the car is running rmtil the problem is elim¡nated foI

in*ance by a gange and the maLfimction indicator ligbt (MIL) and the otr-board diagnostics

(oBD)isresetfespectively.Intermittentfailures,vihicharetSpicallyindicatetlbyan

occasional flashing malfrnction indicator light Cofr')' typically depend on momentary

conditions such that the fimdamental probl6¡¡ might þe ¡ot located' The freeze frame of the

20
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be experienced by the driver with the vehicle. Data provided by OBD-II enables and  f. . 10 preferably
simplifies often to pinpoint the specific component that has malfunctioned such  that substantial time
and cost are saved in comparison to traditional guess-and-replace  repairs. The service industry
designates such a check engine light provided on a dashboard as a  15 malfunction indicator light
typically abbreviated as MIL. Conventionally, the malfunction  indicator light is provided to show three
different types of signals. For instance, an occasional  flashing malfunction indicator light (MEL) may
indicate momentary malfunctions, an  constantly illuminated malfunction indicator light (MIL) may
indicate that the problem is of a  more serious nature such as affecting the emissions output or safety
of the vehicle, and 20 persistently flashing malfunction indicator light (MIL) may be an indication of a
major  problem, which might cause serious damage if the engine is not stopped immediately. In all
cases a "freeze frame" of all sensor readings at the time of malfunction indication  (independent from
the kind of malfunction as described above) is recorded by any central  computer of the vehicle or
preferably the on-board diagnostics (OBD). 25 Hard failure signals caused by serious problems will
cause the malfunction indicator light  (MIL) to be illuminated any time the car is running until the
problem is eliminated for  instance by a garage and the malfunction indicator light (MEL) and the
on-board diagnostics  (OBD) is reset, respectively. Intermittent failures, which are typically indicated by
an 30 occasional flashing malfunction indicator light (MIL), typically depend on momentary  conditions
such that the fundamental problem might be not located. The freeze frame of the 8  car's condition
captured at the time of malfunction can serve as valuable basis for diagnosing  such intermittent
problems. However, in typical implantations the freeze frame will be erased  in case the vehicle
completes three driving cycles without a re-occurrence of the fundamental  problem. 5 
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cads condition captured at the time of mal-fi¡nction can serye as valuable basis fo¡ diagnosing

such intennittent problems, However, in typical implantafions the freeze fiame will be erased

in case the vehicle completes tlree driving rycles without a re-occurrence ofthe fimda¡nental

problem.

The ûee frame tepresents a set of serisor data or inforrnation, respectiveþ, where one or more

se¡so¡ data are coded on the basis of pre-deÛned service codes. Such sewice codes includq

bìrt not limited thereto, knock sensor operation data, FI pulse widt\ ignition voltage,

individual cylinder misfires, transmission shift points, ABS break condition datq and the

like. In dependence on the vehicle manufacturer a¡d model, the set of sensor data comprised

in a freeze frarne may include up to ssveral hundreds of individual sensor i¡fonnation.

Vehicles vary iu the compilation they will supporL

With ¡eference to Figs. I and 2, a typical data exchânge procedure i¡ accordance with a

system anangement according to an embodiment of the present invenfion will be described.

Assume that an on-board diagnostics (OBD) 200, which supports fteezing of søsor tlata, on

the basis of which the firnctioning of a vehiole and components flereof can be monitore4

respectively. This meaßs that at least crucial data for proper vehicle ftnctioning is obt¿ined

by the means ofthe on-board diagnostics (OBD) system 200. The Êeezing operation may be

hítiated and performed on detection of a matfunctio¡! which malfrmction detection can

detected by the board diagnostics (OBD) 200 and a component of the vehicle indicating

malfr¡nction to the board diagnosties (OBD) 200, respectively, or the fieezing operation may

be initiated and performed in tesponse to a higger being based on a time information as well

as driving disùance information.

With reference to operation S10 shown in Fig. 2, the obtained data captured in accordance

wíth the freezing or a pæt ofihe obøined data can be obtained via the data interface 110 of

the terminal interface 10Q which is connested via the data interfaco 110 to the on-boa¡d

iliagnostics (OBD) 200. The data from on-board diagnostics (OBD) 200 is then tansferred to

a data processing means 120 of the terminal interface 100. In caso of malfi¡nction an errol

code is har¡smitted ûom the on-board diagnostics (OBD) 200 via the data interface 110 to

15
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The free frame represents a set of sensor data or information, respectively, where one or more  sensor
data are coded on the basis of pre-defined service codes. Such service codes include,  but not limited
thereto, knock sensor operation data, FI pulse width, ignition voltage,  individual cylinder misfires,
transmission shift points, ABS break condition data, and the 10 like. In dependence on the vehicle
manufacturer and model, the set of sensor data comprised  in a freeze frame may include up to
several hundreds of individual sensor information.  Vehicles vary in the compilation they will support
With reference to Figs. 1 and 2, a typical data exchange procedure in accordance with a  15 system
arrangement according to an embodiment of the present invention will be described.  Assume that an
on-board diagnostics (OBD) 200, which supports freezing of sensor data, on  the basis of which the
functioning of a vehicle and components thereof can be monitored,  respectively. This means that at
least crucial data for proper vehicle functioning is obtained  by the means of the on-board diagnostics
(OBD) system 200. The freezing operation may be 20 initiated and performed on detection of a
malfunction, which malfunction detection can  detected by the board diagnostics (OBD) 200 and a
component of the vehicle indicating  malfunction to the board diagnostics (OBD) 200, respectively, or
the freezing operation may  be initiated and performed in response to a trigger being based on a time
information as well  as driving distance information. 25 With reference to operation S10 shown in Fig.
2, the obtained data captured in accordance  with the freezing or a part of the obtained data can be
obtained via the data interface 110 of  the terminal interface 100, which is connected via the data
interface 110 to the on-board  diagnostics (OBD) 200. The data from on-board diagnostics (OBD) 200
is then transferred to 30 a data processing means 120 of the terminal interface 100. In case of
malfunction an error  code is transmitted from the on-board diagnostics (OBD) 200 via the data
interface 110 to 9  processing means 120. Further, the error code data is processed by the means of
the data  processing means 120, where it may be identified as a critical error, which may be a
malfunction, which affects normal vehicle operation, or which may be malfunction of such a  
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processing means 120- Further, the error code data is processed by the means of the data

processing means 120, where it may be identiñed as a critical error, which may be a

malfunction, which affects normal vehicle operatior¡ or which may be malfirnction of such a

nature that service is required.

In a ne¡.t operatiorq a visual indication or any other indication can be switched by data

processing rneans 120 in ord€r to indicate to the driver (user) that a malfi-rnction or any other

condition has been detected, which requires service. Preferably, the indication is operable

with a visual indication such as the malfi¡nøion indicator Iight (MIL) (not shown in Fig. 1) or

any other visual indicatior¡ which infor¡¡s the driver/r¡ser about the malfruction and the

required d¡iver/user action in accordance with the detected (malfunction) condition. For

insta¡ce the indication ínfonns the d¡iver/user to call a service c€nter 300 for sewice. Then, it
is assumed that the d¡iver/user decides whether to make a call to tle service center 300 or

not,

It should be further assumed tlat the driver/user uses its mobile phone 450 ûo call the service

cente 300 via any public land mobile network (PLMN) 400, which suppofs voice/audio

communications service. The public land mobile netwo¡k can be any mobile communioation

network supporting one or more of the cunently employed st¿ndards for mobile

communications or any frrture standa¡d for mobile com¡nuoications, In particular, the public

Iand mobile network can be a mobile cornrnunicatio¡s network supporting at least one of tåe

(cellular) communications standards including GMS (Global Mobile Communications

System), any CDMA (Code Division Multiple Access) Standa¡d such as 15-136 and IS-95,

IDEN, and any WCDIVÍA (wide-band code division multiple access) standard including

UMTS (Jniversal Mobile Telecommunications System), CDI\í:{2000, and the like.

In operation S11 of Fig. 2, the service call is established by the user by the means of the

mobile phone 450 operable with the public land mobile network 400 to the service center 300

connected thereto, After establisbment of the calt initiation, ve,rification/authentication, ard

data exchange between terminal interface 100 and a sewer 310 of ihe service center 300 will
be preformed. In order to enable communication between terninal interface 100 a¡d server

nature that service is required. 5 In a next operation, a visual indication or any other indication can be
switched by data  processing means 120 in order to indicate to the driver (user) that a malfunction' or
any other  condition has been detected, which requires service. Preferably, the indication is operable
with a visual indication such as the malfunction indicator light (MEL) (not shown in Fig. 1) or 10 any
other visual indication, which informs the driver/user about the malfunction and the  required
driver/user action in accordance with the detected (malfunction) condition. For  instance the indication
informs the driver/user to call a service center 300 for service. Then, it  is assumed that the driver/user
decides whether to make a call to the service center 300 or  not. 15 It should be further assumed that
the driver/user uses its mobile phone 450 to call the service  centre 300 via any public land mobile
network (PLMN) 400, which supports voice/audio  communications service. The public land mobile
network can be any mobile communication  network supporting one or more of the currently employed
standards for mobile 20 communications or any future standard for mobile communications. In
particular, the public  land mobile network can be a mobile communications network supporting at
least one of the  (cellular) communications standards including GMS (Global Mobile Communications
System), any CDMA (Code Division Multiple Access) Standard such as IS-136 and IS-95,  IDEN, and
any WCDMA (wide-band code division multiple access) standard including  25 UMTS (Universal
Mobile Telecommunications System), CDMA2000, and the like. In operation S11 of Fig. 2, the service
call is established by the user by the means of the  mobile phone 450 operable with the public land
mobile network 400 to the service center 300  connected thereto. After establishment of the call,
initiation, verification/authentication, and 30 data exchange between terminal interface 100 and a
server 310 of the service center 300 will  be preformed. In order to enable communication between
terminal interface 100 and server 10  310, a mobile communications standard independent information
transmission methodology  
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310' a mobile communications standard iadependent infonnation transmission methodology
is provided by the te¡minal interface 100. The terminal interface 100 includes I modem 130,
which is co¡nected to the data processing means 120 of the terninal interface 100 and has a
microphone and a loudspeaker for audio signal communication with mobile phone 450 as

well as a corresponding loudspealker and microphone of the mobile phone 450. This means

that the user is intended to put the speaker of the mobile phone 450 close to the microphone
of the te¡ninal interface t00 (which might be visuany depicted) such that audio signal
cornnunication Êom the speaker of the mobile phone 450 to the mictophone coupled to the
modem 130 is possible. Furthemrorg the user is rntended to put dre microphone of the
mobile phone 450 close to the speaker ofthe terminal interface r00 (which might be visually
depicted, also) such that audio signal com¡nunication Êom úe speaker coupled to the modern
130 to the mictophone of the mobile phone 450 is possibte. To support tle acoustic coupliug
of the modem 130 and the mobile phone 450, a coùpling means (not shown) can be provided,
which for instance includes the audio interface of the modem (including the microphone and
speaker connected to the modem) and any kind mechanicar a,'angement firnctioning as a
seating retainer, or support adapted for aocepting tte mobile phone 450. such a mechanical
a¡rangement rnaJ/ be usefi¡l to e¡rsu¡e a substantially sufficient acoustic coupli¡g of the audio
interface ofthe mobile phone 450 and fhe acoustic interface of the modem 130.

keferably at the same time, the seryice center as well as the server 3r0 the.reof begins
transmission of data codsd as audio siguals. In a û¡st operation s20, initiation of the data
co¡nmunication between ter¡ninal inter&ce 100 and server 310 is performed. The initiation
can preferably be based on a simal sequqrce (composed of one or more pre-defined or
random signals) Eansmitred ftom the se¡ver 310 via the mobile phone 450 to the modem r30
(and might also be used for enc'ryption/digital signature purposes). As soon as the teminal
inte'face 100 and the data processing means 120 the¡eof receive the sequence a¡d identifies
the sequence as valid dæa the communioation connection to the service center 300 c¿n be
established' preferably by back-tansmitting a corresponding respo¡rse to the initiafion
fequesl

25

30

is provided by the terminal interface 100. The terminal interface 100 includes 1 modem 130,  which is
connected to the data processing means 120 of the terminal interface 100 and has a  microphone and
a loudspeaker for audio signal communication with mobile phone 450 as 5 well as a corresponding
loudspeaker and microphone of the mobile phone 450. This means  that the user is intended to put the
speaker of the mobile phone 450 close to the microphone  of the terminal interface 100 (which might
be visually depicted) such that audio signal  communication from the speaker of the mobile phone 450
to the microphone coupled to the  modem 130 is possible. Furthermore, the user is intended to put the
microphone of the 10 mobile phone 450 close to the speaker of the terminal interface 100 (which
might be visually  depicted, also) such that audio signal communication from the speaker coupled to
the modem  130 to the microphone of the mobile phone 450 is possible. To support the acoustic
coupling  of the modem 130 and the mobile phone 450, a coupling means (not shown) can be
provided,  which for instance includes the audio interface of the modem (including the microphone and
15 speaker connected to the modem) and any kind mechanical arrangement functioning as a  seating,
retainer, or support adapted for accepting the mobile phone 450. Such a mechanical  arrangement
may be useful to ensure a substantially sufficient acoustic coupling of the audio  interface of the mobile
phone 450 and the acoustic interface of the modem 130. 20 Preferably at the same time, the service
center as well as the server 310 thereof begins  transmission of data coded as audio signals. In a first
operation 520, initiation of the data  communication between terminal interface 100 and server 310 is
performed. The initiation  can preferably be based on a signal sequence (composed of one or more
pre-defined or  random signals) transmitted from the server 310 via the mobile phone 450 to the
modem 130 25 (and might also be used for encryption/digital signature purposes). As soon as the
terminal  interface 100 and the data processing means 120 thereof receive the sequence and
identifies  the sequence as valid data the communication connection to the service center 300 can be
established, preferably by back-transmitting a corresponding response to the initiation  request. 30 11  



10

t5

20

25

11

Thereøfter, the service center 300 may use a terminal ìdentifie¡ or an identifier provided by

tåe mobile phone 450 (e.g. t]re telephone number, a subscriber identifier aud the like) to

establish and decide r het¡ef the vehicle imPlementing the terminal interface 100 is

registered for services provided by the service center 300. The verilication for registration,

which allows access to the services of the service center 300, is operated for instalce by the

means of verification request and response transmissions transmitted between servet 310 and

teÍninal interface 100 as shoun in operation S30 ofFig. 2. For user verification purpose, tle

service centû 300 may comprises or may be associated with a subscriber data base (not

shou]Il) that stores subscription d¿ta felating to subscription information of users registered

for services provided þ the service center 300. The subscrþtion data can comprise for

instance a telephone number, any identifier obtainable fiom a subscriber identification

module (sIM) of ihe nobile phone 450, or any other identifier allowing for identifyiog the

user. In case the verification fails the service center 300 may terminate the coÍtrection to tbe

teEninal hterface 100 a¡rd the mobile phone 450, respectively. In case the verification is

approved by tho service center 300, the teminal interface 100 sends one or nore signals

s6.ling dâta generat€d by the processing mea¡s 120 via the modem atrd the mobile phone 450

to the server 310. The signal Í.¿¡smission can be initiat€d ind€pendently by úe terminal

interface 100 or can be initiated by a request for tansmission originating &om the s€rver 300'

A corresponding data exchange opefation is illustrated with referonce to operation s40 in

Fig. 2, It should be wrderstood that ihe alata exchange operation S40 is operable with

exchaDging daÍa ædlor instuctions originating ftom fhe data processing means 120 to be

traûsmitteal to the server 310 as well as data antvor instructions originating from the sewer

3lo to be tarsmitted to the dat¿ proces5ing means 120. Hence, tåe data exchange opemtion

S40 may include one or more trans¡nissions of data and/or instructions in-between the

ter¡ninal interface 100 and the server 310 ûom as well as to eíther ooe the¡eof. Futhermorq

the dat¿linsEuction ø<change between may also include datalinstuction communications

betwe,en server 310 and o¡-board diagnostics 200 via the modem 130, data processing means

720 and data if¡tø¡fune 110, våich couples úe terminal interface 100 to the on-board

diagnostics 200.

30

Thereafter, the service center 300 may use a terminal identifier or an identifier provided by  the mobile
phone 450 (e.g. the telephone number, a subscriber identifier and the like) to  establish and decide
whether the vehicle implementing the terminal interface 100 is  registered for services provided by the
service center 300. The verification for registration, 5 which allows access to the services of the
service center 300, is operated for instance by the  means of verification request and response
transmissions transmitted between server 310 and  terminal interface 100 as shown in operation S30
of Fig. 2. For user verification purpose, the  service center 300 may comprises or may be associated
with a subscriber data base (not  shown) that stores subscription data relating to subscription
information of users registered 10 for services provided by the service center 300. The subscription
data can comprise for  instance a telephone number, any identifier obtainable from a subscriber
identification  module (SIM) of the mobile phone 450, or any other identifier allowing for identifying the
user. In case the verification fails the service center 300 may terminate the connection to the  terminal
interface 100 and the mobile phone 450, respectively. In case the verification is 15 approved by the
service center 300, the terminal interface 100 sends one or more signals  coding data generated by
the processing means 120 via the modem and the mobile phone 450  to the server 310. The signal
transmission can be initiated independently by the terminal  interface 100 or can be initiated by a
request for transmission originating from the server 300.  A corresponding data exchange operation is
illustrated with reference to operation S40 in 20 Fig. 2. It should be understood that the data exchange
operation S40 is operable with  exchanging data and/or instructions originating from the data
processing means 120 to be  transmitted to the server 310 as well as data and/or instructions
originating from the server  310 to be transmitted to the data processing means 120. Hence, the data
exchange operation  S40 may include one or more transmissions of data and/or instructions
in-between the 25 terminal interface 100 and the server 310 from as well as to either one thereof.
Furthermore,  the data/instruction exchange between may also include data/instruction
communications  between server 310 and on-board diagnostics 200 via the modem 130, data
processing means  120 and data interface 110, which couples the terminal interface 100 to the
on-board  diagnostics 200. 
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Refening back to tho data exchange operation s40, once the call connection is established

enor code data and/or other monitored data is transferred by the modem 130 vi¿ the
established voice/audio communication established to the service center 300 and the server
310 by the means of the mobile phone 450. The data is passed via the modem (i.e. and its
audio signal interf¿ce comprising its microphone and its speaker) converting the daø io one
or more audio signals the audio inte¡face ofthe mobile phone 450 (i.e. its microphone and its
speaker) through the audío signal connection 20, the radio frequency sipal connection 30 of
the pub.lic land mobile network @LMN) 400 aud its backend commutrication network to the
processing dat¿ se¡ver 310 of the service center 300 co¡¡nected to the public land mobile
network @LMN) 400 via any cornmunication network such as a public subscriber telephone
network (PSTN), wide a¡ea netwo¡k supporting voice/audio communications and the like. on
seve¡ side the data is preferably stored and processed. once data is sto¡ed and processed by
the service c.enter 300 a confimlation and back response may be retr.Ened to the terminal
interface 100 via the above described co¡¡ection. A.frer successfi,¡l data tansmission, the
connection is relieved or'closed accompauied with a voiced and/or visual notification.
Referring to operatioru s50 a¡d s55 of Fþ. 2, a relieve of the voicey'audio communication
connection betwee,n mobile phone 450 and sen ice ceüter 300 may be perfonued via a hang-
up indication tra¡smitted to ttre mobile phone 450, which may include a stop indioation
communic¿ted by the mobile phone 450 to tåe modem 130, where the stop indication
signalizes the end of communication.

After tåe communicaÍion between the service center 300 and te¡minal inte¡face 100 via the
mobile phone 450 is brought to end preferably ftom side of the service center 300 fi.uther
senrice responses are possible

For insønce, fhe service cente¡ 300 may inform the driver/r¡ser about fruther proceedings,

which info¡mation may iaclude tansmission of a nessage via for instance a messaging
service (e.g. short message service (sMS) or multimedia nessage service (Mlvls)) including
inshuctions to be performed þ the driverfusen For orample, such insüuctions may comprise
infomration about the clearing of the €rror state of the terminal interface 100, which is
applicable i¡ case that the indicated malfünction is not ctitioal. Alternatively, the message
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30 12  Referring back to the data exchange operation S40, once the call connection is established
error code data and/or other monitored data is transferred by the modem 130 via the  established
voice/audio communication established to the service center 300 and the server  310 by the means of
the mobile phone 450. The data is passed via the modem (i.e. and its 5 audio signal interface
comprising its microphone and its speaker) converting the data to one  or more audio signals the audio
interface of the mobile phone 450 (i.e. its microphone and its  speaker) through the audio signal
connection 20, the radio frequency signal connection 30 of  the public land mobile network (PLMN)
400 and its backend communication network to the  processing data server 310 of the service center
300 connected to the public land mobile 10 network (PLMN) 400 via any communication network such
as a public subscriber telephone  network (PSTN), wide area network supporting voice/audio
communications and the like. On  sever side the data is preferably stored and processed. Once data is
stored and processed by  the service center 300 a confirmation and back response may be returned to
the terminal  interface 100 via the above described connection. After successful data transmission, the
15 connection is relieved or closed accompanied with a voiced and/or visual notification.  Referring to
operations 850 and S55 of Fig. 2, a relieve of the voice/audio communication  connection between
mobile phone 450 and service center 300 may be performed via a hang- up indication transmitted to
the mobile phone 450, which may include a stop indication  communicated by the mobile phone 450 to
the modem 130, where the stop indication  20 signalizes the end of communication. After the
communication between the service center 300 and terminal interface 100 via the  mobile phone 450
is brought to end preferably from side of the service center 300 further  service responses are
possible. 25 For instance, the service center 300 may inform the driver/user about further proceedings,
which information may include transmission of a message via for instance a messaging  service (e.g.
short message service (SMS) or multimedia message service (NIMS)) including  
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may comprise information about the nea¡est service station, which is informed about the

malfirnction oD the basis of the data transmitted before to the service center 300. This mea¡s

that the Service staff will have all the data about the malfrrnction preferably with ¡li¡g¡ose

a¡d instructions ¡equired for repair. Furtheç the service oenter 300 having a customer support

320 may call back for voice guidance of the driver/user. It should be noted that the

aforementioned response scenarios of the service center 300 are not limited to tle described

ones. Depending on the service orgaliz,ation scheme and capabilities of the servise

organization frrrther response scenarios ale conceivable.

Altemativeþ to the above desc¡ibed use câse of a malñ¡nction reporting use case, the

arangement shown in Fig. 1 may be also used for monitoring/sewice tasks. The monitoring

data is obtained by the means of the on-board diagnostics (OBD) system 200. The monitored

d*a may be continuously obtained by the on-board diagnostics (OBD) system 200.

Altematively, the obtaining of the monitoring data may be higgered by a time sipal which

may be generated upon manual interaction of the alriver/user, a þre-defined) moment in time,

a þre-define.d) period oftime, a (pre-defined) mileage ¡eaditrg ofthe odometer, a pre-defined

dista¡ce, and the like. The monitored dat¿ is communicated (continuously and/or packet-

wise) to tåe te¡minal interface 100 via its data interface 110 antl c¿n then be processed with

its data processing meaos 120. The terminal interface 100 is preferably arranged for (locally

and ternporarily) storing the data

In resporse to a trigger, which may be g€nerated upon manual interaction of the driver/user, a

(pre-defined) moment in time, a þre-defined) period of time, a (pre-defined) mleage reading

of the odometeç a pre-deñned distance, a (pre-defined) threshold relding to an amoutrt of

stored data, a (pre-defined) threshold relating to afill level of the storage ananged for sto¡i¡g

the dda, a Su¿hty of the data, and the like, the processing merms I 20 informs the dríver/user

that a communication conn€ction to the service ceúe¡ 300 should be establisheû Preferably,

the driver/r¡ser is informed by the means ofa visual índication (not shown in Fig. 1).

On indic¿tion, the user can decide whether to make a call to the service conter 300 or not.

Assume that the driver/user has decided to make a call; the driver/user uses the mobile phone

30

instructions to be performed by the driver/user. For example, such instructions may comprise 30
information about the clearing of the error state of the terminal interface 100, which is  applicable in
case that the indicated malfunction is not critical. Alternatively, the message 13  may comprise
information about the nearest service station, which is informed about the  malfunction on the basis of
the data transmitted before to the service center 300. This means  that the Service staff will have all
the data about the malfunction preferably with diagnose  and instructions required for repair. Further,
the service center 300 having a customer support 5 320 may call back for voice guidance of the
driver/user. It should be noted that the  aforementioned response scenarios of the service center 300
are not limited to the described  ones. Depending on the service organization scheme and capabilities
of the service  organization further response scenarios are conceivable. 10 Alternatively to the above
described use case of a malfunction reporting use case, the  arrangement shown in Fig. 1 may be also
used for monitoring/service tasks. The monitoring  data is obtained by the means of the on-board
diagnostics (OBD) system 200. The monitored  data may be continuously obtained by the on-board
diagnostics (OBD) system 200.  Alternatively, the obtaining of the monitoring data may be triggered by
a time signal which 15 may be generated upon manual interaction of the driver/user, a (pre-defined)
moment in time,  a (pre-defined) period of time, a (pre-defined) mileage reading of the odometer, a
pre-defined  distance, and the like. The monitored data is communicated (continuously and/or packet-
wise) to the terminal interface 100 via its data interface 110 and can then be processed with  its data
processing means 120. The terminal interface 100 is preferably arranged for (locally  20 and
temporarily) storing the data. In response to a trigger, which may be generated upon manual
interaction of the driver/user, a  (pre-defined) moment in time, a (pre-defined) period of time, a
(pre-defined) mileage reading  of the odometer, a pre-defined distance, a (pre-defined) threshold
relating to an amount of 25 stored data, a (pre-defined) threshold relating to a fill level of the storage
arranged for storing  the data, a quality of the data, and the like, the processing means 120 informs the
driver/user  that a communication connection to the service center 300 should be established.
Preferably,  
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450 to call the sewice cente 310 via the public land mobile network (PLMN) 400, to which

the mobile phone 450 is subscribed- The monitoring call is established by the mobile phone

450 suoh as mentioned above with refe¡ence to operation Sl l. After establishment ofthe caII,

initiation, verification/authentication, and data exchange betweetr teiminal interface 100 and

a server 310 of the service center 300 will be preforrred. Dstails ¿bout the operations are

described above ând reference the¡eto should be given.

In this use case no fi¡rther action is taken ûom a side of.to¡minal 'túüface 100 and se¡vice

cenler 300, respectively. The tansmission of the monitoring data enables monitoring and

registering ofthe data obtained by lhe on-board dieeslostics 200 by the server 310 to establish

summa4r over time thereof.

Witl ¡efe¡ence úo Fig. 3, a second embodiment of the present invention is illustrated. The

arrangenent showu iû Fig. 3 illusEates a terminal interface 100 for monitoring maintenance,

and sewice data exchange comprising an interface for coupling to an appliance 250, from

which mooitoring maíntenance, and service data is obtained, and an interface to a mobile

phone 450, vihich enables voice/audio communication fonn the terminal int€rface 100 to a

service center 300 o¡, vice versq ûom the service center 300 to the teruinat interface 100,

The datâ Eansmission is performed via a voice/audio commr¡nications ch¡nnel esøbtished in-

between the mobile phone 450 and the se¡vice centør 300 preferably via a publíc land mobile
qetwork 400. Alternatively, data may bo transfered directly ftom the temrinal interface 100

or the a¡rpliance 250 via a communications con:rection 50 to the service center 300 an{ vice

versa, ûom the service gente¡ 300 via the communic¿tions co¡nectio¡ 50 to the terEriûal

interfac.e 100 or the appliance 250.

One difference betweel the arrangem€nt ofFig, I illustating an embodiment of the present

invention and the anangeinent of Fig. 3 illusFating another embodiment of the present

i¡vention is an optional additional communicatio¡ con¿ectiotr 50 between the apptiance 250

or the terninal interface 100 and the service center 300. It should be noted that such an

optional additional communication connection can also be provided in the embodiment

illustrated in Fig. 1, whero the optional additional con¡munication connection enables direct
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the driver/user is informed by the means of a visual indication (not shown in Fig. 1). 30 On indication,
the user can decide whether to make a call to the service center 300 or not.  Assume that the
driver/user has decided to make a call; the driver/user uses the mobile phone 14  450 to call the
service centre 310 via the public land mobile network (PLMN) 400, to which  the mobile phone 450 is
subscribed. The monitoring call is established by the mobile phone  450 such as mentioned above
with reference to operation Si 1. After establishment of the call,  initiation, verification/authentication,
and data exchange between terminal interface 100 and 5 a server 310 of the service center 300 will be
preformed. Details about the operations are  described above and reference thereto should be given.
In this use case no further action is taken from a side of terminal interface 100 and service  center 300,
respectively. The transmission of the monitoring data enables monitoring and  10 registering of the
data obtained by the on-board diagnostics 200 by the server 310 to establish  summary over time
thereof. With reference to Fig. 3, a second embodiment of the present invention is illustrated. The
arrangement shown in Fig. 3 illustrates a terminal interface 100 for monitoring, maintenance,  15 and
service data exchange comprising an interface for coupling to an appliance 250, from which
monitoring maintenance, and service data is obtained, and an interface to a mobile  phone 450, which
enables voicelaudio communication form the terminal interface 100 to a  service center 300 or, vice
versa, from the service center 300 to the terminal interface 100.  The data transmission is performed
via a voice/audio communications channel established in 20 between the mobile phone 450 and the
service center 300 preferably via a public land mobile  network 400. Alternatively, data may be
transferred directly from the terminal interface 100  or the appliance 250 via a communications
connection 50 to the service center 300 and, vice  versa, from the service center 300 via the
communications connection 50 to the terminal  interface 100 or the appliance 250. 25 One difference
between the arrangement of Fig. I illustrating an embodiment of the present  invention and the
arrangement of Fig. 3 illustrating another embodiment of the present  
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comftunication between the terminal interface 100 or the on-board diagnostics 200 and the

service cente¡ 300. Such an additional communication corurection may use any cu:ently

available communication technolog5r or any firtue communication technology including for

instance GSM (Global System for Mobile Communications), GPRS (General Packet Radio

Services), EDGE (Enhanced Data for GSM Evolution), UMTS (Universal Mobile

Telecommunication System), ary IEEE 802.)0( standa¡d including especially WiFi, and wire-

based network tecb¡olog/ ínciuding especially WAN/LAN (Wide A¡ea Netwo¡kllocal A¡ea

NetworÐ technologies, powerJine network technolory and PSTN @ublic Subscriber

Telephone Network); just to i.llustate a selestion ofcrurently available standa¡tls.

The embodiment illustated in Fig. 3 referÉ to another r¡se case, where the appliance 250

primarily relates to non-mobile appliances or appliances which a¡e located within a pre-

defined a¡ea- The pre-defined area should be understood as relatively fixed in comparison to

lhe mobility of a vehicle. This means that such appliance with a¡e essentially fixely located or

at least located i¡ a well-defined a¡ea can be connected to any network operated in

accordance with any aforementioned communication tecbnolory. In other words, the

appliance can be implomented for di¡ect (and active) dat¿,/instruction communications.

Nevertheless majority of appliances especialþ including hoúsehold appliances such as air

conditioner, dishwasher, freezer, microwave oven, television, water heater, etc. are still oot

enabled for direct (aad active) data/instuction communic¿tions. Such an enablement may be

priscipa[y possible due to tåe fact ttrat such aprpliances are tt?ic¿lly processor and/or

conholler cootrolled, where the processo¡/contoller is oonventionally software contolled- .

The tersrinal int€rfrc€ 100 is intended to be used in conjunctiou with a variety of difrerent

appliançç 5¡"¡, ¿rat the implementation and functionality ofthe dat¿ interface 110 is to enable

direct communication between terminal data processiag means 120 and one o¡ morb

prooessing means a¡d/or onç or more seru¡orr of the appliance. The main fi¡uctionality of the

procèssing means 120 is based on processi¡rg aûd storing functionality of data obtained,

retrieved received, and/or collected ûom the appliance. Beside that the proceesing means

120 of the terminal interface 100 is coofigured to initiate monitoring, maintenauce, and

service calls to the service ceriter 300.
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invention is an optional additional communication connection 50 between the appliance 250  or the
terminal interface 100 and the service center 300. It should be noted that such an 30 optional
additional communication connection can also be provided in the embodiment  illustrated in Fig. 1,
where the optional additional communication connection enables direct 15  communication between
the terminal interface 100 or the on-board diagnostics 200 and the  service center 300. Such an
additional communication connection may use any currently  available communication technology or
any future communication technology including for  instance GSM (Global System for Mobile
Communications), GPRS (General Packet Radio 5 Services), EDGE (Enhanced Data for GSM
Evolution), UMTS (Universal Mobile  Telecommunication System), any IEEE 802.xx standard including
especially WiFi, and wire- based network technology including especially WAN/LAN (Wide Area
Network/Local Area  Network) technologies, power-line network technology and PSTN (Public
Subscriber  Telephone Network); just to illustrate a selection of currently available standards. 10 The
embodiment illustrated in Fig. 3 refers to another use case, where the appliance 250  primarily relates
to non-mobile appliances or appliances which are located within a pre- defined area. The pre-defined
area should be understood as relatively fixed in comparison to  the mobility of a vehicle. This means
that such appliance with are essentially fixely located or 15 at least located in a well-defined area can
be connected to any network operated in  accordance with any aforementioned communication
technology. In other words, the  appliance can be implemented for direct (and active) data/instruction
communications.  Nevertheless majority of appliances especially including household appliances such
as air  conditioner, dishwasher, freezer, microwave oven, television, water heater, etc. are still not 20
enabled for direct (and active) data/instruction communications. Such an enablement may be
principally possible due to the fact that such appliances are typically processor and/or  controller
controlled, where the processor/controller is conventionally software controlled..  The terminal
interface 100 is intended to be used in conjunction with a variety of different 25 appliance such that the
implementation and functionality of the data interface 110 is to enable  
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In the following, a typical service data exchange procedure is described with respect to the

embodimont shown in Fíg. 3. Due to the analos/ in implementation, references will be also

made to the operational sequence described with reference to Fig. 2. Moreover, the procerlu¡e

is essentially in analory to lhose described with reference to Fig. l.

Firstly, service data ûansfer is initiated þ a user by the means of the mobile phone 450,

which is used to establish a voice/audio communication co¡nection on the basis of a voice

call to fhe service center 300. The voice call is established via tle radio ftequency interface

of the mobile phone 
.450 

ro the pubtic land mobile network @LMN) 400, whích is for
instance co lected via a t¡aditional public land subscriber line to the se¡vice center 300 and

the server 310 thereof.

As aforementioned, speaker of the mobile phone 450 has to be put into proximity of the

microphone connected to the modem 130 of the terrrinal interface 100. Likewisq the

microphone of the mobile phone 450 has to be put into proximity ofthe speaker connected to
the modem 130 of the termiûal int€rfac€ 100. The proximity requirement addrcsses tle fact

that the data communicated bstwee|r the t€nninal interface 100 and the servioe center 300 is

bansfe¡red in a converted audio signal seding. The proximity serves for mininizing
interfe¡ence.

Prefe'rably at the same timq the sen¡ice centeÌ as well as the server 310 thereof begins

Eans¡issiou of data coded as audio signals. I¡ a fi¡st opøation s20, initiation of the data

communication between terminal interface 100 and server 310 is performed- The initiation

can preferably be based on a sþal sequenc€ (composed of one or more predefined or
random signals) tra¡smitted from the server 310 via the mobile phone 450 to the modem 130

(and night also be used for encryption/digital signature purposes). As soon as the ter¡ninal

interÞce 100 and the data procæsing means 120 the¡eof¡eceive the sequence and identiûes

tle sequence as valid data the co¡nmunioation connection to fhe .service center 300 can be

established, preferably by baclctransmitting a conesponding respoæe to the initiation
¡equest
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direct communication between terminal data processing means 120 and one or more  processing
means and/or one or more sensors of the appliance. The main functionality of the  processing means
120 is based on processing and storing functionality of data obtained,  retrieved, received, and/or
collected from the appliance. Beside that the processing means 30 120 of the terminal interface 100 is
configured to initiate monitoring, maintenance, and  service calls to the service center 300. 16  In the
following, a typical service data exchange procedure is described with respect to the  embodiment
shown in Fig. 3. Due to the analogy in implementation, references will be also  made to the operational
sequence described with reference to Fig. 2. Moreover, the procedure 5 is essentially in analogy to
those described with reference to Fig. 1. Firstly, service data transfer is initiated by a user by the
means of the mobile phone 450,  which is used to establish a voice/audio communication connection
on the basis of a voice  call to the service center 300. The voice call is established via the radio
frequency interface 10 of the mobile phone 450 to the public land mobile network (PLMN) 400, which
is for  instance connected via a traditional public land subscriber line to the service center 300 and  the
server 310 thereof. As aforementioned, speaker of the mobile phone 450 has to be put into proximity
of the  15 microphone connected to the modem 130 of the terminal interface 100. Likewise, the
microphone of the mobile phone 450 has to be put into proximity of the speaker connected to  the
modem 130 of the terminal interface 100. The proximity requirement addresses the fact  that the data
communicated between the terminal interface 100 and the service center 300 is  transferred in a
converted audio signal coding. The proximity serves for minimizing  20 interference. Preferably at the
same time, the service center as well as the server 310 thereof begins  transmission of data coded as
audio signals. In a first operation 520, initiation of the data  communication between terminal interface
100 and server 310 is performed. The initiation 25 can preferably be based on a signal sequence
(composed of one or more pre-defined or  random signals) transmitted from the server 310 via the
mobile phone 450 to the modem 130  
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Thereafter, the service center 300 may use a terminal identifier or an identifier provided by

the mobile phones (e.g. the telephone number, a subscriber identifier and the like) to establish

a¡rd decide whether the vehicle implementing the terminal inte¡face 100 is registered for

services provided by the service center 300. The verification for regishation, which allows

accåss to the services of the service center 300, is opgrated via a verification request.and

response tansmissions transmitted between server 310 and terminal interface 100 (as shown

in operation S30 ofFig, 2). In case the ve¡ification fails the service center 300 may terminate

the connection to the terminal interface 100 and the mobile phone 450, respectively. In case

the verificafion is approved by the service center 300, the terminal interface 100 is enabled to

send one or more signals coding data generated by the processing means 120 via the modem

and the mobile phone 450 to the server 3 I 0 or vice versa

After successful initiation and verifioation/autåentication, the data exchange procedure starts.

The datalimûuction exchange is operable bi-dhectional This means that for instance

monitoring maintenancg a¡rd/or service data anÜor sensor data obtainable from the

appliance 250 is transmitted via the voice/audio commuûication channol established between

terminal interface 100 and service center 300 can be trarismitted- Likewise, the service center

300 may transmit instructions and/or data to the temlinal including for instance one or more

new paramet€rs for reconfiguration oft¡e appliance or ¡ew finnware data in form ofone or

more data packets, Afrer data exchange, tåe voice/audio commusicalion connection between

mobile phone 450 and service center 300 is relieved.

It should be noted that in case the voice/audio cornmunication channel used for tra¡smission

is subjected to interference or collaps€s for any reason paramete¡ reconfiguration or new

firrnware dat¿ should not be set/i¡stalled until an eror-free transmission bas been completed.

A successfi¡l data tansmission may be indicated to the user, prefembly visually indioæed by

the means of a visual indication (rot shown) and/or audio signal or voice conformation for

instance via the speaker of tle termin¡l interÞce 100. Othe¡¡¡r¡ise the user migþt be informed

also by the means of a visual indication provided by the terminal interface 100 or fiom side

of the service center 300 for example via a SMS to repeat the data exchange procedu¡e. A

30

(and might also be used for encryption/digital signature purposes). As soon as the terminal  interface
100 and the data processing means 120 thereof receive the sequence and identifies  the sequence as
valid data the communication connection to the.service center 300 can be 30 established, preferably
by back-transmitting a corresponding response to the initiation  request. 17  Thereafter, the service
center 300 may use a terminal identifier or an identifier provided by  the mobile phones (e.g. the
telephone number, a subscriber identifier and the like) to establish  and decide whether the vehicle
implementing the terminal interface 100 is registered for 5 services provided by the service center 300.
The verification for registration, which allows  access to the services of the service center 300, is
operated via a verification request and  response transmissions transmitted between server 310 and
terminal interface 100 (as shown  in operation S30 of Fig. 2). In case the verification fails the service
center 300 may terminate  the connection to the terminal interface 100 and the mobile phone 450,
respectively. In case 10 the verification is approved by the service center 300, the terminal interface
100 is enabled to  send one or more signals coding data generated by the processing means 120 via
the modem  and the mobile phone 450 to the server 310 or vice versa. After successful initiation and
verification/authentication, the data exchange procedure starts.  15 The datalinstruction exchange is
operable bi-directional. This means that for instance  monitoring, maintenance, and/or service data
and/or sensor data obtainable from the  appliance 250 is transmitted via the voice/audio
communication channel established between  terminal interface 100 and service center 300 can be
transmitted. Likewise, the service center  300 may transmit instructions and/or data to the terminal
including for instance one or more 20 new parameters for reconfiguration of the appliance or new
firmware data in form of one or  more data packets. After data exchange, the voicelaudio
communication connection between  mobile phone 450 and service center 300 is relieved. It should be
noted that in case the voicelaudio communication channel used for transmission  25 is subjected to
interference or collapses for any reason parameter reconfiguration or new  firmware data should not
be setlinstalled until an error-free transmission has been completed.  
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successî data transmission could be registered on side of service center 300, where all the

changes regardíng certain appliance 250 may be stored on processing the servet 310, which

handles the data communication with the terminal interface 100.

In a final operation, the reconfiguratioa ofthe appliance can be perfonned on the basis ofthe

reconfiguration parameters o¡ the new firmwa¡e data can be installed. The reconfiguration

and/or installation process may be controlled by fhe appliance 250 and its processing means

or with the help ofthe terminal interface 100 and its processing means 120 and interface 1 10,

respectively.

Next, a fu¡ther used will be described with reference to ttre arrangen€ùt of Fig. 3 according

to an embodiment of tåe ¡rresent invention It should be assumed that the appliance 250 is

also co¡nected vi¿ an additional communication connection 50 to the service c€nter 300,

whe¡e tle additional communication connection 50 eqables di¡ect communic¿tion between

them-

This use case might be designated maintenance call applioable with appliance software

parameter reconfiguration or for appliance fümware upgrade. In this use case, the phone call

might not be initiated by the malûrnotion indication light or sound wandng indicating

operational fault but míght be initiated ûom fle service center 300, This means that the

service center 300 makes the customer/user of the appliance 250 aware that a call to the

service center 300 is reco¡nmended or required. Such a notificatio¡ may be done either by

voice call or by sending a message such as a short message or multimedia message to the

mobile phone 450 ofthe custom€r/t¡s€r.

Thereafre¡, it shor d be assumed tlat the user/customer, raùich is made awa¡e to call the

service center, inteods to initiate the call to sewice center 300. The call is initiated by the

user/customer wifh the help ofthe mobile phone 450, whioh is used to establish a voice/audio

communication connection on the basis ofa voice call ùo the service ce¡Íer 300. The voice

call is established via the radio frequency interåcç of the mobile phone 450 to the public

land mobile network (PLMN) 40Q which is for i¡stance con¡ected via a fraditional public
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A successful data transmission may be indicated to the user, preferably visually indicated by  the
means of a visual indication (not shown) and/or audio signal or voice conformation for  instance via the
speaker of the terminal interface 100. Otherwise the user might be informed 30 also by the means of a
visual indication provided by the terminal interface 100 or from side  of the service center 300 for
example via a SMS to repeat the data exchange procedure. A 18  successful data transmission could
be registered on side of service center 300, where all the  changes regarding certain appliance 250
may be stored on processing the server 310, which  handles the data communication with the terminal
interface 100. 5 In a final operation, the reconfiguration of the appliance can be performed on the basis
of the  reconfiguration parameters or the new firmware data can be installed. The reconfiguration
and/or installation process may be controlled by the appliance 250 and its processing means  or with
the help of the terminal interface 100 and its processing means 120 and interface 110,  respectively.
10 Next, a further used will be described with reference to the arrangement of Fig. 3 according  to an
embodiment of the present invention. It should be assumed that the appliance 250 is  also connected
via an additional communication connection 50 to the service center 300,  where the additional
communication connection 50 enables direct communication between  15 them. , This use case might
be designated maintenance call applicable with appliance software  parameter reconfiguration or for
appliance firmware upgrade. In this use case, the phone call  might not be initiated by the malfunction
indication light or sound warning indicating 20 operational fault but might be initiated from the service
center 300. This means that the  service center 300 makes the customer/user of the appliance 250
aware that a call to the  service center 300 is recommended or required. Such a notification may be
done either by  voice call or by sending a message such as a short message or multimedia message
to the  mobile phone 450 of the customer/user. 25 
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land subsctiber line to the service centef 300 and the server 310 thereof. As aforementioned,

speaker of the mobile phone 450 has to be put into proximity of the microphone co¡nected to

the modern 130 of the terminal interface 100. Likewisq the microphone of the mobile phone

450hastobeputintopfoximityofthespeakerconnectedtothemodeml3oofthete¡minal

interfacel00.Theproximityrequirementaddressestheåctthatthedatacommudcated

betçveen ftre terminal interface 100 ancl the service center 300 is transferred in a converted

audio signat coding. The proximity se¡ves for rninimizing interference. Preferably at the same

time, the service center as well as fhe server 310 thereofbegins hansmission ofdata coded as

audio signals. I¡ a first operation s20, initiation ofthe data communication between terminal

inærface 100 ancl server 310 is perforrred. The initiation can preferably be based on a signal

sequence (composed of one or more pre-defined or random sþals) transmitted fiom the

server 310 via the nobile phone 450 to the modeú 130 (and might also be used for

encryptionidígiøt signature purposes). As soon as the terminat interface 100 and the data

processingmeansl20thereofreceivetlresequenceandidentifiesthesequenceasvaliddata

the communication cormeotion to the service center ioO can be established, preferably by

back-tansmitting a corresponding response to the initiation request. Thereaftor, the service

center 300 may use a terminal identifier or an identifier provided by the mobile phones (e.g'

the telephone number, a subscriber identifier and the like) to estabtish and decide whether the

vehicle implementing the te¡minal interfaqe 100 is registered fo¡ se¡vices provided by the

service c€nter 300. The verification for registration, which allows access to the services of

the service cente¡ 300, is operated via a verificafion request and response tansmissiotrs

tra¡lsmitted between se,l¡¡e¡ 310 antl terminal interface 100 (as shown in operation S30 of Fig'

2). In case the verification fails the service center 300 may terminate the connection to the

terminal i¡terface. 100 antt the mobile phone 45Q respectiveþ In case the verifcation is

approvedbytheservicecenter300,theterminalinæråcel00isenabledsondsoneormore

sipals coding data generated by the processing means 120 via flre modem and the mobile

phone 450 to the serv€r 310 or vice versa However, the additional direct communioation

con_nectioE is available, which might be assumed to be faster. consequently, afrer zuccessfi¡l

initiation and the data orchange procedure betweeir appliance 250

30 and service center 300 begins using the additional direct communication connection 50'

Fu¡thermore, the voiceiaudio comnunication connection betwoen mobile phone 450 and
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Thereafter, it should be assumed that the user/customer, which is made aware to call the  service
center, intends to initiate the call to service center 300. The call is initiated by the  user/customer with
the help of the mobile phone 450, which is used to establish a voice/audio  communication connection
on the basis of a voice call to the service center 300. The voice 30 call is established via the radio
frequency interface of the mobile phone 450 to the public  land mobile network (PLMN) 400, which is
for instance connected via a traditional public 19  land subscriber line to the service center 300 and the
server 310 thereof. As aforementioned,  speaker of the mobile phone 450 has to be put into proximity
of the microphone connected to  the modem 130 of the terminal interface 100. Likewise, the
microphone of the mobile phone  450 has to be put into proximity of the speaker connected to the
modem 130 of the terminal 5 interface 100. The proximity requirement addresses the fact that the data
communicated  between the terminal interface 100 and the service center 300 is transferred in a
converted  audio signal coding. The proximity serves for minimizing interference. Preferably at the
same  time, the service center as well as the server 310 thereof begins transmission of data coded as
audio signals. In a first operation 520, initiation of the data communication between terminal 10
interface 100 and server 310 is performed. The initiation can preferably be based on a signal
sequence (composed of one or more pre-defined or random signals) transmitted from the  server 310
via the mobile phone 450 to the modem 130 (and might also be used for  encryption/digital signature
purposes). As soon as the terminal interface 100 and the data  processing means 120 thereof receive
the sequence and identifies the sequence as valid data 15 the communication connection to the
service center 300 can be established, preferably by  back-transmitting a corresponding response to
the initiation request. Thereafter, the service  center 300 may use a terminal identifier or an identifier
provided by the mobile phones (e.g.  the telephone number, a subscriber identifier and the like) to
establish and decide whether the  vehicle implementing the terminal interface 100 is registered for
services provided by the 20 service center 300. The verification for registration, which allows access to
the services of  the service center 300, is operated via a verification request and response
transmissions  transmitted between server 310 and terminal interface 100 (as shown in operation S30
of Fig.  
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service cante¡ 300 has been essontially used for verific¿tion and/or authentícation and not
required anymoro such that the voice/audio communication con¡ection can be relieved.

The datalinstruction exchange via the direst communication connection 50 is operable bi-
di¡ectional. This means tfiat for instance monitoring maintenance, and/or sewice data and/or
senso¡ daúa obtainable from the appriance 250 is ûansmitted via the voicdaudio
com¡nunisation clan¡sl ss¿þlished between terminal interface 100 and service cente¡ 300
can be tansmitted. Likewise, the service center 300 may tansmit instructions and/or dat¿ to
the tenninal including fo¡ instance one or more new parameters for reconfguration of the
appliance or new fi¡mware data in form of one or more data packets. rt should be ¡oted that
in case the comnunication con¡ection 50 used for t¡ansmission is subjected to interference or
collapses for any reason parameter reconfigmation or now firmwaro data should not bo
set/installed until an enor-ûee tra¡smission has been completed.

The a'fangements and use cases according to embodiments ofthe present invention described
above in detail can be fi-¡rthe¡ morlífied including billíng firnctionality. An illusûation ofsuch
a modification is illustrated in Fig. 4 and desc¡ibed in det¿il rvith ref€renc€ tàereto, Fig. 4
illushatçs substantially the a''angemenß ofFigs. I and 3 with billing/payraent ftnctionality
according fo another embodiment ofthe present invention,

The embodiment of Fig. 4 comprises in addition to those illusûated ia Figs. 1 and 3 a
pa)ãnent center 500 comprised by or cotrnected to the sefvice centef 300. The payment center
500 is provided with a (audio) communication interface enabling for co'pling the payment
cente¡ 500 to the public land mobile network 400 via a voice/audio com¡nrmication
connection, a subscriber data basg eventually an interface to a custoEer relationship
management (cRM), and a hansaction interface connected to ¿ financial information syste,rr.

The subscriber data base may bo arranged for storing data relating to zubscribed users
including for instance user identifiers, personal identification numbers (pIN), information
about methods ofpayment including in particutar credit card information and/or information
about bark accounús, encr¡ption infomration.
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2). In case the verification fails the service center 300 may terminate the connection to the  terminal
interface 100 and the mobile phone 450, respectively. In case the verification is 25 approved by the
service center 300, the terminal interface 100 is enabled sends one or more  signals coding data
generated by the processing means 120 via the modem and the mobile  phone 450 to the server 310
or vice versa. However, the additional direct communication  connection is available, which might be
assumed to be faster. Consequently, after successful  initiation and verification/authentication, the
data exchange procedure between appliance 250 30 and service center 300 begins using the
additional direct communication connection 50.  Furthermore, the voice/audio communication
connection between mobile phone 450 and 20  service center 300 has been essentially used for
verification and/or authentication and not  required anymore such that the voice/audio communication
connection can be relieved. The data/instruction exchange via the direct communication connection 50
is operable bi- 5 directional. This means that for instance monitoring, maintenance, and/or service data
and/or  sensor data obtainable from the appliance 250 is transmitted via the voice/audio
communication channel established between terminal interface 100 and service center 300  can be
transmitted. Likewise, the service center 300 may transmit instructions and/or data to  the terminal
including for instance one or more new parameters for reconfiguration of the 10 appliance or new
firmware data in form of one or more data packets. It should be noted that  in case the communication
connection 50 used for transmission is subjected to interference or  collapses for any reason
parameter reconfiguration or new firmware data should not be  set/installed until an error-free
transmission has been completed. 15 The arrangements and use cases according to embodiments of
the present invention described  above in detail can be further modified including billing functionality.
An illustration of such  a modification is illustrated in Fig. 4 and described in detail with reference
thereto. Fig. 4  illustrates substantially the arrangements of Figs. 1 and 3 with billing/payment
functionality  according to another embodiment of the present invention. 20 The embodiment of Fig. 4
comprises in addition to those illustrated in Figs. 1 and 3 a  
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To enable tle use of the payment service provided by the payment center 500, an account

that belongs to the user should be set up in the payment ceuter 500. The accotmt set up is

basically an agreement between the user and the pa)'ment center 500, wherein both parties

agree in conditions of co-operation- Such contact conditions may comprise one or more user

identifiers such as mobile phone numbers or SIM card numbers, information about an

intended method of payment, e.g. money transfer, credit card, etc., optionally additional

agreements and services, which may increase the security of both parties such as tansaction

lirnits, security/authenticafion codes, encryption services etc., and optionally additional

services which increase the flexibility of the user, e.g. multiple accounts, etc. Preferably, the

arnormt may be countable to a telephone bill or a prepaid accounl. The user might be allowed

for altering one or more condilions of the agreemeng which are preferably stored in the

subscriber data base associated with the payment center 500, by the means of user st4lport

services offered by the payment center 500 via for instance internet services, WAP-based

services and similar services. An additional authorization center (not shown) may be

provided, which is arranged to assign to e¿ch user a speciñc identification code' The

assignment can be performed in response to a request of the user or rvithin the tameiork of

business policy, Such a specific identification code allows preventing reveal of the mobile

phone number of the user to other parties involved such that protectiot ofprivacy ofthe user

caû be guaranteed when particþating in the system of invention.

Next, a typical payment procedure will be briefly described. Assume that a voice/audio

cornmunication co¡¡ection is established between mobile phone 450 and the payment center

500 via the public land nobile network (PLMN) 400. This mea¡s that the terminal interface

100 is capable for communicating with the pa¡nnetrt center 500. In response to an initiation of

the communication cob¡ection betwe€û mobile phone 450 and the paym.ent center 500,

verification, and/or authentication of the user is performed on the basis of an identifier

provided by the terminal interP¿c€ 100 or the mobile phoue 450 as well as tÏe subscriber data

base.

After the successfuI ve¡ification described above in detail, the user may be requested to input

an additional secu¡ity/authentication (PIN) code. The user can input such a code by means of
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payment center 500 comprised by or connected to the service center 300. The payment center  500 is
provided with a (audio) communication interface enabling for coupling the payment  center 500 to the
public land mobile network 400 via a voice/audio communication 25 connection, a subscriber data
base, eventually an interface to a customer relationship  management (CRM), and a transaction
interface connected to a financial information system.  The subscriber data base may be arranged for
storing data relating to subscribed users  including for instance user identifiers, personal identification
numbers (PIN), information  about methods of payment including in particular credit card information
and/or information  30 about bank accounts, encryption information. 21  To enable the use of the
payment service provided by the payment center 500, an account  that belongs to the user should be
set up in the payment center 500. The account set up is  basically an agreement between the user and
the payment center 500, wherein both parties  agree in conditions of co-operation. Such contract
conditions may comprise one or more user 5 identifiers such as mobile phone numbers or SIM card
numbers, information about an  intended method of payment, e.g. money transfer, credit card, etc.,
optionally additional  agreements and services, which may increase the security of both parties such
as transaction  limits, security/authentication codes, encryption services etc., and optionally additional
services which increase the flexibility of the user, e.g. multiple accounts, etc. Preferably, the 10
amount may be countable to a telephone bill or a prepaid account. The user might be allowed  for
altering one or more conditions of the agreement, which are preferably stored in the  subscriber data
base associated with the payment center 500, by the means of user support  services offered by the
payment center 500 via for instance internet services, WAP-based  services and similar services. An
additional authorization center (not shown) may be 15 provided, which is arranged to assign to each
user a specific identification code. The  assignment can be performed in response to a request of the
user or within the framework of  business policy. Such a specific identification code allows preventing
reveal of the mobile  phone number of the user to other parties involved such that protection of privacy
of the user  can be guaranteed when participating in the system of invention. 
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the keypad of the mobile phone 450. The payment center 500 checks the

secuity/authentic¿tion code received fiom the mobile phone 450 via the pubtic land rnobile

network @LMN) 400 against information provided by the subscriber data base. If ihe

vetiñcation/authenúcation is successfirl the payment center 500 may inforrn the user to put

his mobile phone 450 onto the acoustic coupling means ofthe terminal interface 100.

Hence, tlre payment cente¡ 500 is enabled to transfer required transaction data ot paynent
d¿ta via tåe voice communication connection established between the mobile phone 450 and

the pajmeDt center 500 via the public land mobile netwo¡k 400. such transaction data can be

coded by means of cr¡4ptographic technolory inplemenæd in tåe processing means 120 on

the side of the tenninal interface 100 and in the payrnent center 500. The processing meaus

120 controls ltre recqrtion of ua¡saction data on the side of the terminal interfaoe 100.

Following the paym.ent center 500 may also check whether tåe Ea¡saction data correspoud

to the specifications aod conditions on the user's account (tansaction limiæ. ..).

After successfirl completion of the above described paymont procedue früther operafions

may follow, especially data exchange between tÉrminat interface 100 and server 310.

In summary, the microphone coupled to the modem 130 of the terminal interface 100 is

empþed to receive acoustic coded transaction i¡fonnation from fhe paymetrt center 500.

The oode is used to pair termfual data and user data that may have been gathered ûom the

mobile phone 450. Authentication and/or authorization may be operated via au additional

direct commu¡icæion connection connecting terminal interface 100 and payment ce¡rter 500

as desc;ribed with refe¡eqce to Fig. 3 or via tle speaker coupled to the modem 130 of the

te¡Einal int€råce I 00 employed to tansmit acoustic coded Eansaction reqronse iaformation,

In c¿se the additional direct communication cormection connecting the terminal interface 100

and the payment oenter 500 is available, the data communication between the terminal

interface 100 and the paymerrt center 500 is preferably opemble via that additioual direct

25

30 comnunic¿tion con¡ection aûer successfi¡l

20 Next, a typical payment procedure will be briefly described. Assume that a voice/audio
communication connection is established between mobile phone 450 and the payment center  500 via
the public land mobile network (PLMN) 400. This means that the terminal interface  100 is capable for
communicating with the payment center 500. In response to an initiation of 25 the communication
connection between mobile phone 450 and the payment center 500,  verification, and/or authentication
of the user is performed on the basis of an identifier  provided by the terminal interface 100 or the
mobile phone 450 as well as the subscriber data  base. 30 After the successful verification described
above in detail, the user may be requested to input  an additional security/authentication (PIN) code.
The user can input such a code by means of 22  the keypad of the mobile phone 450. The payment
center 500 checks the  security/authentication code received from the mobile phone 450 via the public
land mobile  network (PLMN) 400 against information provided by the subscriber data base. If the
verification/authentication is successfW the payment center 500 may inform the user to put 5 his
mobile phone 450 onto the acoustic coupling means of the terminal interface 100. Hence, the payment
center 500 is enabled to transfer required transaction data or payment  data via the voice
communication connection established between the mobile phone 450 and  the payment center 500
via the public land mobile network 400. Such transaction data can be 10 coded by means of
cryptographic technology implemented in the processing means 120 on  the side of the terminal
interface 100 and in the payment center 500. The processing means  120 controls the reception of
transaction data on the side of the terminal interface 100.  Following, the payment center 500 may also
check whether the transaction data correspond  to the specifications and conditions on the user's
account (transaction limits...). 15 After successful completion of the above described payment
procedure further operations  may follow, especially data exchange between terminal interface 100
and server 310. In summary, the microphone coupled to the modem 130 of the terminal interface 100
is  
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It is ftrther to be noteq that in the description the epression "modem'' is used to describe

electric or electronic circuitry acting as a modulator/demodulator, for devices acting as

modulators oúly, and for devices acting as demodulators only.

It should be noted that tåe employment of the modem i30 enabling encoding of data into

acoustic data sig¡als and decoding of acoustic data signals back into data guarantees that the

presented concept on the basis of the aÍangements according to embodiments of the present

invention is applicable with any public communication network \ hich supports voice/audio

communication. To enable voice./audio communication such public cornmunication networks

guarantee the transmission of audio signals within a pre-defined lower and upper audio

frequency limits at a pre-defined sampling rate. Although modem public commu¡rication

network provide data commrurication services, the use of such data communisation services

require typically the adaptation to a plurality of proprietary interface technologies and

interface standards.

This application contains the description of imple'menøtioDs aûd embodiments of the present

invention witl the heþ of examples, It will be apprcciated by a perso¡ skilled in the art that

the present invention is not ¡esFicted to details ofthe embodiments pr€sented above, a¡d that

the invention can also be implemented in another form without deviating ûom the

cha¡acteristics of the invention, Tho embo.liments presented abovo should be considered

illustrative, but not restricting. Thus the possibilities of implementing and using the invention

are only reshicted by the enclosod claims. Consequently various options of implementing tho

invention as detennined by the claims, including equivalent implementafions, also beloog to

t¡e scope of the invention,
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20 employed to receive acoustic coded transaction information from the payment center 500.  The
code is used to pair terminal data and user data that may have been gathered from the  mobile phone
450. Authentication and/or authorization may be operated via an additional  direct communication
connection connecting terminal interface 100 and payment center 500  as described with reference to
Fig. 3 or via the speaker coupled to the modem 130 of the 25 terminal interface 100 employed to
transmit acoustic coded transaction response information.  In case the additional direct communication
connection connecting the terminal interface 100  and the payment center 500 is available, the data
communication between the'terminal  interface 100 and the payment center 500 is preferably operable
via that additional direct  30 communication connection after successful verification/authentication. 23
It is further to be noted, that in the description the expression "modem" is used to describe  electric or
electronic circuitry acting as a modulator/demodulator, for devices acting as  modulators only, and for
devices acting as demodulators only. 5 It should be noted that the employment of the modem 130
enabling encoding of data into  acoustic data signals and decoding of acoustic data signals back into
data guarantees that the  presented concept on the basis of the arrangements according to
embodiments of the present  invention is applicable with any public communication network which
supports voice/audio  communication. To enable voicelaudio communication such public
communication networks 10 guarantee the transmission of audio signals within a pre-defined lower
and upper audio  frequency limits at a pre-defined sampling rate. Although modem public
communication  network provide data communication services, the use of such data communication
services  require typically the adaptation to a plurality of proprietary interface technologies and
interface standards. 15 This application contains the description of implementations and embodiments
of the present  invention with the help of examples. It will be appreciated by a person skilled in the art
that  the present invention is not restricted to details of the embodiments presented above, and that
the invention can also be implemented in another form without deviating from the 
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Claims

Interface temrinal (100) arranged for inûerfacing between an elestonic device (200,250)

and a service provider (300), wherein said interface te¡rninat (100) comprises:

- a dala interface (110) aclapted to enable data cornmunication with said electronic

device (200, 250);

- modem means (130) enabling daø communication between said iuterface terminal

(100) and a teminal device (450) enabled fo¡ voice commutation in a mobile

communications network (400); and

- data processing means (120) coupled to said data interface (ll0) and said modem

means (130) for processing data received ûom either of said data interface (t 10) and

said modem means (130) and for generating data to be transmitæd via said dafa

interface (110) and/or said modem meâns (130);

whe¡ein data is comm¡micated between said interfase terminal (100) and said service

provider (300) via said terminal device (450) on a voice commuoication connection.

Interåce terrninal according to clâíñ 1, comprising coupling mea:rs arranged for

releasable coupling said terminal device (400) to said interface device ( 1 00).

Interface terminal according to claim I, comprísing said modem means (130) ar¿lnged

for converting aooustically coded information recoived Aom said termirat device (450)

via an acoustic interface ofsaid coupling means into conv€rted data to bè se¡xt to said

processing means (120) and for convuting dat¿ received from said processing means

(120) into acoustically coded information to be s€nt via said acoustic fut€råce.

Interfac€ temrinal according to anyone of the preceding claims, wherein said acoustic

interface provides an acoustic transducer for generating otre or more acoustic signals

andlor an acoustic sensor for detecting acoustic sig[als, wherein said acoustic interface is

iutended for acoustic coupling to an audio interf¿ce ofsaid terninal device (100).

15
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20 characteristics of the invention. The embodiments presented above should be considered
illustrative, but not restricting. Thus the possibilities of implementing and using the invention  are only
restricted by the enclosed claims. Consequently various options of implementing the  invention as
determined by the claims, including equivalent implementations, also belong to  the scope of the
invention. 25 24  Claims  1. Interface terminal (100) arranged for interfacing between an electronic
device (200, 250) and a service provider (300), wherein said interface terminal (100) comprises: 5 - a
data interface (110) adapted to enable data communication with said electronic  device (200, 250); -
modem means (130) enabling data communication between said interface terminal  (100) and a
terminal device (450) enabled for voice commutation in a mobile  communications network (400); and
10 - data processing means (120) coupled to said data interface (110) and said modem  means (130)
for processing data received from either of said data interface (110) and  said modem means (130)
and for generating data to be transmitted via said data  interface (110) and/or said modem means
(130); wherein data is communicated between said interface terminal (100) and said service  15
provider (300) via said terminal device (450) on a voice communication connection. 2. Interface
terminal according to claim 1, comprising coupling means arranged for  releasable coupling said
terminal device (400) to said interface device (100). 20 3. Interface terminal according to claim 1,
comprising said modem means (130) arranged  for converting acoustically coded information received
from said terminal device (450)  via an acoustic interface of said coupling means into converted data
to be sent to said  processing means (120) and for converting data received from said processing
means  (120) into acoustically coded information to be sent via said acoustic interface. 25 
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Interface terminal according to anyone of the claims I to 4, wherein said electoonic

device is an on-board diagnostic system (200) of a vehicle, which provides diagnostic

data comprising diagûostic inforrnation and./or sensor information, wherein said data is to

be transmitted to a service provider providing monitoring, support, and/or maintenance

services for said vehicle.

Inte¡face terminal according to claim 5, wherein said diagnostic data is to be transmitted

in accordance with a malfirnction indicatio& which is provided by said on-board

diagnostic system (200) or generated by said interface terminal (100) on the basis of said

diagnostic data.

Interface terminal according to claim 5 or olain 6, wherein said diagnostic data is

buffered by said interface terminal (100), wherein said buffered diagnostic data is to be

hansmitted to said service provider to enable moûitoring ofan operation ofsaid vehicle.

Interface t€rminal according to a[yone of the claims I to 4, wherein said elechonic

device is an appliance device (250), which operafion is controlled on the basis of

program code, wherein said applianrce device (250) provides operation ¡elated data

and/o¡ sensor data, wherein said daø provided by said appliance device is to be

commr¡nicated to a service provider providing monitoring support, and/or maintenance

services for said applíance device.

Interface tenninal according to claim 8, wherein said interface terminal is anarged to

receive reconfigurafion data fiom said service provider, which reconfiguation ilata is

intended for reconfiguring said appliance device, whe¡ein said reconfiguration data

comprise reconfguration para¡ngters, program code for reconfiguration, and/or new

program code for replacement.

10. Interface terminal according to anyone of the preceding clai¡¡s, wherein said terminal

30 interface (100) comprises a terminal identifier for establishing its authorization at said

service provider.

5.

6.

7.

15
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4. Interface terminal according to anyone of the preceding claims, wherein said acoustic  interface
provides an acoustic transducer for generating one or more acoustic signals  and/or an acoustic
sensor for detecting acoustic signals, wherein said acoustic interface is  intended for acoustic coupling
to an audio interface of said terminal device (100). 30 25  5. Interface terminal according to anyone of
the claims 1 to 4, wherein said electronic device is an on-board diagnostic system (200) of a vehicle,
which provides diagnostic  data comprising diagnostic information and/or sensor information, wherein
said data is to  be transmitted to a service provider providing monitoring, support, and/or maintenance
5 services for said vehicle. 6. Interface terminal according to claim 5, wherein said diagnostic data is to
be transmitted  in accordance with a malfunction indication, which is provided by said on-board
diagnostic system (200) or generated by said interface terminal (100) on the basis of said  10
diagnostic data. 7. Interface terminal according to claim 5 or claim 6, wherein said diagnostic data is
buffered by said interface terminal (100), wherein said buffered diagnostic data is to be  transmitted to
said service provider to enable monitoring of an operation of said vehicle.  15 8. Interface terminal
according to anyone of the claims I to 4, wherein said electronic  device is an appliance device (250),
which operation is controlled on the basis of  program code, wherein said appliance device (250)
provides operation related data  and/or sensor data, wherein said data provided by said appliance
device is to be 20 communicated to a service provider providing monitoring, support, and/or
maintenance  services for said appliance device. 9. Interface terminal according to claim 8, wherein
said interface terminal is arranged to  receive reconfiguration data from said service provider, which
reconfiguration data is  25 intended for reconfiguring said appliance device, wherein said
reconfiguration data comprise reconfiguration parameters, program code for reconfiguration, and/or
new  



10

26

I l. Interface terminal according to anyone pf the preceding staims, rvfis¡sin said interface

termin¿I (100) is arranged to tao"mit additionally payment-related infomation to said

service provider offering payment transaction services.

12. system comprising an interface temrinal (100) ananged for interfacing between an

electronic device (200, 250) and a service provider (300), wherein said interface terrninal
(100) comprises:

- a d,afa interface (110) adapted to enable data con¡nunication with said electronic

device (200, 250);

- modem means (130) ü¿þring data communication between said interface ter¡ninal
(100) and a terminal device (450) e,nabled for voice commutation in a mobile
communications network (400); and

- data processing means (120) ooupled to said data interface (110) and said motlem
means (130) for processing data received ûom either of said data interface (110) and

said modem means (130) and for generating data to be ha¡smitted via said d¿ta

interface (l l0) and/or said modem means (130);

wherein data is communicated be¡peen said interface te.minat (100) and said service
provider (300) via said temrinal device (450) on a voice com¡nunication connection.

13. system according to claim 12, wherein said terminal device (450) is operable with any

mobile voice commrmicæion technology.

14. system according to claim 12 a¡d claim 13, wherein said service provider (3@) and said

elechonic device (20Q 250) are connectable via a direct communication connection,

which is used for data communication afrer establishing of an authorization via said

terminal device (450) acoustically coupled to said modem means (130) of said interface
ter'oinal (100) and enabled for over-the-air commrmicatioa with said mobile
commmicæions network (400).

l5

program code for replacement. 10. Interface terminal according to anyone of the preceding claims,
wherein said terminal  30 interface (100) comprises a terminal identifier for establishing its
authorization at said  service provider. 26  11. Interface terminal according to anyone pf the preceding
claims, wherein said interface terminal (100) is arranged to transmit additionally payment-related
information to said  service provider offering payment transaction services. 5 12. System comprising
an interface terminal (100) arranged for interfacing between an  electronic device (200, 250) and a
service provider (300), wherein said interface terminal  (100) comprises: - a data interface (110)
adapted to enable data communication with said electronic  10 device (200,250); - modem means
(130) enabling data communication between said interface terminal  (100) and a terminal device (450)
enabled for voice commutation in a mobile  communications network (400); and - data processing
means (120) coupled to said data interface (110) and said modem  15 means (130) for processing
data received from either of said data interface (110) and  said modem means (130) and for
generating data to be transmitted via said data  interface (110) and/or said modem means (130);
wherein data is communicated between said interface terminal (100) and said service  provider (300)
via said terminal device (450) on a voice communication connection. 20 13. System according to claim
12, wherein said terminal device (450) is operable with any  mobile voice communication technology.
14. System according to claim 12 and claim 13, wherein said service provider (300) and said  25
electronic device (200, 250) are connectable via a direct communication connection,  which is used for
data communication after establishing of an authorization via said  
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15. System accordíng to anyore of the claíms 12 to 14, comprising additionally a payment

center (500), which is comprised by or associated witå said service provider (300),

wherein said interface temrinal ( I 00) is ananged to transmit additionally payment-related

infonn¿tion to said service provider offering payment transaction services.

terminal device (450) acoustically coupled to said modem means (130) of said interface  terminal (100)
and enabled for over-the-air communication with said mobile  communications network (400). 30 27
15. System according to anyone of the claims 12 to 14, comprising additionally a payment center
(500), which is comprised by or associated with said service provider (300),  wherein said interface
terminal (100) is arranged to transmit additionally payment-related  information to said service provider
offering payment transaction services. 5 


