METHOD AND SYSTEM FOR CONTROLLING ACCESS TO PRESENCE
INFORMATION ON A PEER-TO-PEER BASIS TECHNICAL FIELD [0001]

The described technology relates generally to controlling access to presence

information. BACKGROUND [0002] Real-time conversations between
conversation participants via their computer systems are becoming
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of real-time conversations is provided by instant messaging services. An

instant messaging service allows participants to send messages and have

them received within a second or two by the other participants in the

co%@%\%ﬁ%h@%iving participants can then send responsive messages

to the other participants in a similar manner. To be effective, a real-time
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contrast to conventional electronic mail systems in which the recipients of

electronic mail messages respond to messages at their convenience. [0003]
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participant needs to know whether the intended participants are available to

respond iReealtine teshasaanns!f patwben ceBruERiaabANSpdRicipants via their
conventional electronic mail, voice mail, or some other mechanism may be
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services. An instant messaging service allows participants to send messages and
have them received within a second or two by the other participants in the
conversation. The receiving participants can then send responsive messages to
the other participants in a similar manner. To be effective, a real-time
conversation relies on the participants becoming aware of, reviewing, and
responding to received messages very quickly. This quick response is in contrast
to conventional electronic mail systems in which the recipients of electronic mail
messages respond to messages at their convenience.

When an initiating participant wants to start a real-time conversation, that
participant needs to know whether the intended participants are available to
respond in real time to a message. If not, then communications via conventional
electronic mail, voice mail, or some other mechanism may be more appropriate.
For example, if the computers of the intended participants are currently powered
off, then a real-time conversation would not be possible. Moreover, if their

computers are currently powered on, but the intended participants are away from
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initiating participant would like to know the availability of the intended
participants so that an appropriate decision on the form of communication
can be made. [00041 The availability status of an entity such as a computer
system or a user associated with that computer system is referred to as
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information to subscribing users ("subscribers™). Thus, a presence server
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serfeertisethaddhe starag@@seicompataitan Whenever the presence information of a
user changes, the presence server is notified of the change by that user's
computer system and in turn notifies the subscribing users of the change. A
subscribing user can then decide whether to initiate an instant messaging
conversation based on the presence information of the intended participants.

To protect the privacy of users, presence servers allow users to specify
access control rights to their presence information. For example, a user may
provide the presence server with a list of those other users who are authorized to
access the presence information of that user. When a user who is not on the list
requests to subscribe to the presence information of that user, the presence server

denies the request.

[0007] A difficulty with the enforcement of access control rights to presence

information via a presence server is that the storage and computation

requirements of the server become a bottleneck. The bottleneck results from the
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requirements of the server become a bottleneck. The bottleneck results from
the 2 need of the server to store the access control information for each user
of the presence server and to check the access control information
whenever a subscribe request is received and possibly whenever presence
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SUMMARY

[0010] A presence information system allows access to presence information of a

publishing entity to be controlled by the publishing entity and enforced by a
computer system of that publishing entity on a peer-to-peer basis, rather than by a
presence server. A subscribing entity can send to the publishing entity on a peer-
to-peer basis a request to subscribe to the presence information of the publishing
entity. When the publishing entity receives the request to subscribe to its
presence information, the presence information system of the publishing computer
system can allow or deny the request based on access rights associated with the
subscribing entity. If the request is allowed, then the publishing entity notifies the

subscribing entity of its current presence state and new presence states. The



system can allow or deny the request based on access rights associated with
the subscribing entity. If the request is allowed, then the publishing entity

notifies the subscribing entity of its current presence state and new presence
states. The 3 presence information system may also allow a publishing entity

to gedieriteaMBrRISEERCS SOsehibpt nsticatlentheupsanag Hatey & Ufine its own
publishing entity. BRIEF. DESCRIPTION OF THE DRAWINGS Eo_01_1] Figure
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Figure 2 is a block diagram that illustrates data structures of the presence
inf@RIk o D BBCRIAMEONEOE A eiEeDFeeVINGBIter system of a user in one
embodiment. [0013] Figure 3 is a block diagram that illustrates data stores
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basis, rather than by a presence Server. Once a subscribing entity loCates
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[0016] Figure 6 is a flow diagram that illustrates the processing of the notify
subscribers component in one embodiment.
[0017] Figure 7 is a flow diagram that illustrates the processing of a create access

control lists component in one embodiment.
DETAILED DESCRIPTION

[0018] A method and system for controlling access to presence information on a
peer-to-peer basis is provided. In one embodiment, the presence information
system allows access to presence information of a publishing entity to be
controlled by the publishing entity and enforced by the computer system of that
publishing entity on a peer-to-peer basis, rather than by a presence server. Once
a subscribing entity locates the address of the computer system of a publishing
entity, for example, using a presence server, the subscribing entity can send to the
publishing entity on a peer-to-peer basis, using the located address, a request to
subscribe to the presence information of the publishing entity. When the

publishing entity receives the request to subscribe to its presence information, the



entity, for example, using a presence server, the subscribing entity can send
to the publishing entity on a peer-to-peer basis, using the located address, a
request to subscribe to the presence information of the publishing entity.

When the publishing entity receives the request to subscribe to its presence
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presence state when it changes. Because the publishing computer systems,
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Cotst" pubishing \btetity Goamtlimathivibve doslineiestptesdinee information system may
allow an entity to define a presence model for their presence information, rather
than rely on a predefined set of presence states. A presence model may define a
hierarchy of presence states. For example, one publishing entity may define a
presence model that specifies the presence states of "at home" or "at work™ within
the "online" state, whereas another publishing entity may specify the presence
states of "on the East Coast" or "on the West Coast" within the "online" state. The
presence information system allows a publishing entity to define access rights of a
subscribing entity based on its own presence model. The presence information
system may also allow a publishing entity to define multiple presence models and
to expose different presence models to the different subscribing entities. For
example, a publishing entity may provide a presence model to their spouse that is
different from that provided to a coworker. In this way, the presence information

system allows a publishing entity to define a presence model that is customized
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presence information system allows a publishing entity to define access
rights of a subscribing entity based on its own presence model. The
presence information system may also allow a publishing entity to define
multiple presence models and to expose different presence models to the
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in apresisocsefodscnpyvbavaiag presence information system may allow a user to
define the hierarchy of presence states of a presence model and to define multiple
presence models.

In one embodiment, each presence state in a presence model may have an
associated access control list that defines the access rights of subscribing entities
to presence information associated with that state. When a publishing entity
changes to a new presence state, the presence information system notifies the
subscribing entities that have the appropriate access right of the new presence
state. In general, a subscribing entity is notified of the nearest ancestor presence
state of the new presence state (including the new presence state itself) to which
the subscribing entity has access rights. For example, an employee may give their
supervisor access rights to the "at work" and "in a meeting" presence states but
not give access rights to their "on the phone" and "at lunch" presence state. When

the employee leaves a meeting and goes to lunch, the presence information



associated access control list that defines the access rights of subscribing
entities to presence information associated with that state. When a
publishing entity changes to a new presence state, the presence information
system notifies the subscribing entities that have the appropriate access
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supervisor that the employee is currently "at work," which is the nearest

anoNBRR HreRMPLRYREEETHI fiosns ki siast talidBgor facsahaue. the presence

emipiRyefatitdy gfseciReicifierettyinceesstighth4e theieaplgyeehonsirantly "on the
"at_lunch” presence state. When the employee goes to lunch, the presence

inféYiRAKon sydfé RBTRRAMeIPLUBRELRY tRYSHSeniifREls dRfshuloGRtnotly  the

lunshipeMibentibeRve M lipbinsoravasuaesdasttifiainthomhibe mbisiie was "at
nce, information system notifies their secretary that the e

the prese loyee is .,
Lt It RURE™ERE AR Y ARGy HobhdnelEr, BBethe Phone
notpnesBntiee ssarerviseichesauseribmgupatitisothvas alaady nsditisidéhad the have a
employee was "at work" and the superyisor does not haye access rights to,
ncOIBATRRY MEdnte e RECSE1G. AL SRS RIRg Y SIST A4S Hights. The
consiskssaddoihfvrmatiditfesgsteriewnalo titypresefycervodesiaiostiednedtities of a
by their access rights. The prese ce.inforhnatign.s stem may only notify

h
SRR IR P S RRCE T RIG KARLS A SPEUAEN state that is within

[oo22itheir viewFigar2 L Figarblddk dibpekdiharaliudialtdkisisatestdauptgiofuies presence
of th? Qresence information sal.stem maintained on a é)eer con%%uter Tystem
; f8h8

of S TREPARSHRBANRAI AR 3tk ebERIrSOMPEE 2% /@atieer in one

tabderiMdtiment. The data structures include a publisher/state table 201, a
subscriber/access rights table 202, and a presence model 203. The presence
model represents the hierarchy of presence states, which may be represented by
a conventional tree data structure with each presence state being represented as
a node of the tree. A user may define their own presence model. The
publisher/state table contains an entry for each publishing entity to which the user
subscribes. For example, the first entry indicates that the user is subscribed to the
presence information of "user5" and that "user5" is currently "online/at work."
Whenever the computer system receives a notification of a change in the
presence state of "user5," the presence information system updates that entry of
the publisher/state table. An instant messaging system or some other system can
access the publisher/state table to identify the current presence state of a
publishing entity to which the user is subscribed. The subscriber/access rights

table contains an entry for each entity that is subscribed to the presence



subscriber/access rights table 202, and a presence model 203. The presence
model represents the hierarchy of presence states, which may be
represented by a conventional tree data structure with each presence state
being represented as a node of the tree. A user may define their own
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presence model 303 as described above with reference to Figure 2. The presence
information system also includes a user/access rights table 304 that contains an
entry for each user for which access rights have been defined by the publishing
user. When a user subscribes to the presence information of the user, the
presence information system copies the subscribing user's access rights to an
entry in the subscriber/access rights table for use when enforcing access rights.
The set user access rights component 305 allows a publishing user to set the
access rights of subscribing users to their presence information. The receive
subscription request component 306 receives a subscription request for presence
information and either allows or denies the subscription based on the access rights
of the requesting user. The notify subscribers component 307 notifies subscribing
users of changes in the presence state of the publishing user. The presence state

engine 308 receives events generated by the computer system and updates the



peer-to-peer basis. The presence information system 300 includes data

stores 301-304 and 309 and components 305-308. The presence

information system includes a publisher/state table 301, a subscriber/access
rights table 302, and a presence model 303 as described above with
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presence jnformation system is implemented may include a central
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computers, hand-held or laptop devices, multiprocessor systems, microprocessor-
based systems, programmable consumer electronics, digital cameras, network
PCs, minicomputers, mainframe computers, distributed computing environments
that include any of the above systems or devices, and so on. The computer
systems may be cell phones, personal digital assistants, smart phones, personal
computers, programmable consumer electronics, digital cameras, and so on.

The presence information system may be described in the general context
of computer-executable instructions, such as program modules, executed by one
or more computers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, and so on that perform
particular tasks or implement particular abstract data types. Typically, the
functionality of the program modules may be combined or distributed as desired in

various embodiments.



[0027]

[0028]

[0029]

structures may be stored or transmitted via a data transmission medium,
such as a signal on a communications link. Various communication links
may be used, such as the Internet, a local area network, a wide area
network, a point-to-point dial-up connection, a cell phone network, and so

on. [0025HynkodineristeithgiRgrasnesdnintRiess syriepovayshey of the set user

implemented in various operating environments that include personal

coAPERERS, G CORPRNRAYS, RaPRen S BPUPRIH deiBes CRRPREL sispPassed an

SYSHRIS(HINCEI R QRRFVFORBSRELBYSIARIRsREP BHarpIRIsifgRSeMEFe to be controlled.
electronics, digital cameras, network PCs, minicomputers, majnframe

corhPGtERTMBRAANREPUSIRB AT BhUNERACHE A WDIE 4h§ suplishing user can

abeyr cifpteas icdewiaashnd B igBck neogorItes naysHRING raglebesele presence
phones, E}erson_al digital assistants, smart phones, personal com%ers,

proGRARMEIIE ot AR /0hitRe dRARSRGHERESs, dRdRBTn ARd28 e Romponent

pregiepre, i faforatiabaystene Radedesedergddmibadeneial eomisotedt may display
computer-executable instructions, such as éﬁér&grim modules, executed
u

b
on@NollisRIie8 OPERREPERAEEE ARMAALINY hEgHSRr idlWGae whether to

inCliRy tDutiteSsHagieMms YS CtstITAPPOSENts, stata Shiveildiss 408dthe @dmponent
that

erform particular tasks or implement particular abstract data types.
TSIy en AL RS IRy O (ie PRSSh HRRSIALE e PO Sk R or In block 404,
g@stﬁbuwlﬁéﬁtre@aagu@rm eg&b@dic@fetsigﬂﬂ@%ﬂlgiwr@ﬂﬁatatﬂev\new access
laqgram t Illustrates the processing of the set user access rignhts

o e e ST c Baroeno el FACRTaS. indication of a

user whoseq@geess igghtsitnthtayralishingt Uiasaeede beecpntisdiesingliog the receive
component provides a user interface.through which the ubijshin user can

i it otol A

spHRPHIPURALEIHERISCOTRAARAGD, N SRRRNENET MBRIEI s passed
mogle| ituit itienpodpriate festirey nassed nsetetorbirmis4@Rcthe camattowndr deny the

e A I EAE AR TR ST A coman

whethey téor the requesting user, then the component denies the request and
completes, else the component continues at block 502. In block 502, the
component retrieves the entry from the user/access rights table for the requesting
user. In block 503, the component stores the entry in the subscriber/access rights
table. In block 504, the component notifies the requesting user that the
subscription has been allowed. The component then completes.

Figure 6 is a flow diagram that illustrates the processing of the notify
subscribers component in one embodiment. The component is invoked when the
presence state of the publishing user changes. The component is passed the new
presence state and notifies the subscribing users as appropriate. In block 601, the
component selects the next subscribing user as indicated by the
subscriber/access rights table. In decision block 602, if all the subscribing users
have already been selected, then the component returns, else the component

continues at block 603. In block 603, the component retrieves the access rights of

10



allow the passed user access to that presence state. In block 403, the
component receives access rights for the passed user from the publishing
user. In block 404, the component updates the user/access rights table to
reflect the new access rights of the passed user. The component then

comleiefed P BLbIMSISgLadlow diatsarndbal HvsiEainp drePreesssisary node of

the receive subscription request component in one embodiment. The

cothlSoREFREE 5 SaRde LFPBRRAIAINS Lor iR B6H HTESENSRSHRIR iR Cks 605-607,
whetbeidmpdaenersisity dbardeimeelr thalpeigiestklneksBL pifdéénce state of the new

user/access rights table does not contain an entry for the requesting user,

thePf 858 26 SHHENF U MUS b Fe EREGHISEBREIRNE, BRSY AT dthpeRRAigNts.  In

corinisio RberkeoBy? ifl thel aehcadidd thed € pnpeN Yt IebiRY @R dRa RN EMERMbing user
the user/access rights table for the requesting user. In block 503, the

coMPBRANIBNE eI OIS PRRE IERSRACE S1E alileth BRsERONent loops

5040 thR crBPLNEidIet gt xeguestinaiHgeisbat éise SHeSHRPOAdRSCcontinues at
been allowed. The co_mg\géntﬁnt then com Iegés,ll. I00291 Figure 6 is a flow

diagiar AR iR ALES M PPGkelfhg'd O SHRRRRRISCURS R éttprized to
oneerabydtiecstlddied peneet s3dmofkrt wherttheponesenamataiebthelock 608,

publishing user changes. The component is passed the new_presence state
P S Ak R CORET S ABTLERS 26 PlgBHop el ARG LT (s component selects
conteopanéselests the nrxisaldgedbingiasanastiietida@esby thtock 605 to determine
[ In.decision block 602, if all the subs ribiﬁn
t

subscri er/aﬁcess H%ht@ taléle. E , 9
usV R R SRIGBEE PUBRRIBINHSTHHE BUMBOAHRAAFES2I RElected parent
compasenin dslotk LeBBatINo el mPdnkNbleek ) Anthedicutipanehthetpryssnce state of

R e S A SR SRR o o o
newgkesense siatsuhsdipikg 668607, the component loops searching for
the nearest ancestor presence state of the new presence state.to which the
0020 otrea SIBUEAETD BLIPR AL RE P 5ol BIGRSis of b Sate access
seleotarbhdides isthepoot moite oheretheadibsenibinghugds embodiment, the presence
information system maintains an access control list for each presence state.
When the presence state changes, the presence information system may visit
each ancestor node of the new presence state and notify subscribing users as
indicated. The presence information system may store at each node an indication
of each subscribing user that has access to the presence information of that state.
In such a case, a subscribing user would be identified at each node from the root
node to the node of the most detailed presence state to which it has access. In an
alternate embodiment, the presence information system may indicate the
subscribing users only at the node of the most detailed presence state to which it
has access on each path to a leaf node. Although this embodiment would avoid
the storing of redundant information at ancestor nodes (since a subscribing user
may be assumed to have access rights to all ancestor presence states), the

presence information system would need to visit each node on the path of the

11



[0031]

does not have access rights to the new presence state and the component
loops to block 601 to select the next subscribing user, else the component
continues at block 606. In decision block 606, if the selected subscribing
user is authorized to access the selected presence state, then the

cornpgacst GABtINGOS pidieplc0&arishdhe aanpesesRntiauascaldiPclode. The
607. In block 607, the component selects the parent node of the selected

no&8BRANREH AL RILEIGEK FERSRS SRRt Jh o asgregtrebwiih each presence
sulsgfiig WSeIrSsRREDriFREED. aChesSEItik SrieCtad®acerippaent IO the next

608, the component sends an indjcation of the presence state of the

selBURSFIRNS 1-Fe YRR RIPSTHEGHARGEISHUMG 1RBIFoARSIRS 1510888 02, 1T all

selgfd tihserbrigPasERineavseirERBPbddaweldcra, iRvndidg @mibsiient completes,
illustrates the processing of a create access control lists_.component in one

emBS8ithEEOIARARES YR, #hOIBRsERRe IMRIRRKIST sierRmPonent retrieves
majhtaincceBaeRERs extelditdarigrchdmsieprristateschbiey thepreremiscks 704-

state ch?ﬁges, the presence information system m?%/ visit each ancestor

nod@ b tE BRGNP ORI UL R sBBESD SrLRI0g;HiREL Y the access
Th@ﬁﬁﬁg@ﬂig%"@fﬂﬁﬁ@ﬁﬁ@éﬁéﬁfé mat/esmﬁa ahearioose féuﬂﬁéﬂﬁﬁif?]a@faccess. In
ea SUDSCIIDI user that has access to the presence information of that

Stallo%Hh Qa8 SOMRORGR SRR 5 DX PSS ISR WhEeFIoi block 705,
froin dheHepravedr dostacesdsie/efdhedtpHeataiaitldeesenen giatedmpbithitioops to
ha cgasé% In an ?Itern te embodi%%%n , the §resenﬁ%ir%ormation system .

may Aficate e SERLCHMNG Ul ey ) APt &SGR NE T GRMRRLIFLY continues at
presiesRe7o@te o dduisivl biaglagesssioheasicpatd tuddeabmmpaséltkoagthorized to

b e g 0 OSSRt i o

rigltiséotiad songsinentdsepseciesy, 108 tpresktatisformaposssyriestate. In block

e B R s B 5 o hecess conrol i

genrgsicinm agithsheantus |t thevselsstmiapedsnitioeatikprasdnden loops to block
704 to select the next presence state.

From the foregoing, it will be appreciated that specific embodiments of the
presence information system have been described herein for purposes of
illustration, but that various modifications may be made without deviating from the
spirit and scope of the invention. One skilled in the art will appreciate that the
users associated with an enterprise (e.g., a corporation) may have their presence
models stored on and/or enforced by a server of the enterprise. Thus, such a
server would act as a proxy for the computer system of the users. Accordingly,

the invention is not limited except as by the appended claims.
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[c1]

[c2]

[c3]

[c4]

[c5]

state of a presence model. In block 701, the component selects the next
subscribing user of the subscriber/access rights table. In decision block 702,

if all the subscribing users have already been selected, then the component
completes, else the component continues at block 703. In block 703, the
component retrieves the access rights aspagigted with the selected

subscribing user. In blocks 704- 707, the component loops adding the

selected subscribing user to the access control lists of each presence state
thalt/\t,{)g égﬁﬁted subscriber can access. In block 704, the component selects

the next presence state. In decision block 705, if all the presence states

have already been selected, then the component loops to block 701 to select

the next subscribjn else t o cqQntinue k o :
decision block 7&%\‘%@%@6’%&? gquégépﬁ%?u eﬂ %Héaﬁér:ﬂgsg t%mﬁgcfebsrscontrolhng
theaselessdd presence stfoemidontioé thenfipsinentityo thienestixo tlockpoging:

else the ¢ 1ent Joops ta.block 7 e e stat .
piock 70 0 TLeann o808 A oA R SEIGNT AEKERCIENNE 37 Erlfles o the
control list assogisteenoghnfermatierobfibesélstwulifyesence state and then

loops to b}g%iiﬁﬁé ?Poﬁ?%%&(ﬁ?}@%?ﬁ%?ﬁ@?%fégéﬁ 9P 31(%?%)% g'lﬁit}q a request to

foregoing, it Wi appreciated that specific e ments e presence
information systesnlisavid® éephsstrisci fosredtidor piuip Hest entillyisandon,
but that varj ifi aH{HI . ﬁlge j t iafi t iri
and scopg %%#ﬁ%@ﬁ\%ﬁion. Slrﬁgﬁiﬁﬁg In thgg}a%?tgmnqﬁp:g%%%q at[%‘;?g? Bﬂﬂar system
users associatedPigEgeaeeeinferpiaioe ¢f. thechipoeation) mase bedanteeivith the access

presence modeﬁ\gﬁ.&r%q ﬁ%%@@’&ﬁ&@?ﬂr d by a server of the enterprise.
er

Thus, such a server would act as a proxy for the computer system of the
users. Accordingly, the invention is not limited except as by the appended

caims. 1Z,CLAN S NS AT ks £ WRUIGH B TrACEMHIREP /S and the

of a first entity for contro
second computer system are peers.

3. The method of claim 1 wherein the first computer system and the
second computer system are in a network of computer systems of entities where a
computer system provides access rights of entities to the presence information of

its entity.

4, The method of claim 1 including providing at the first computer

system a presence model specifying presence states of the first entity.
5. The method of claim 4 wherein multiple presence models are

provided for the first entity and wherein the access rights of entities further identify

a presence model.

13



[c6]

[c7]

[c8]

[c9]

[c10]

[c11]

[c12]

access to presence information of the first entity, the method comprising:
providing at the first computer system access rights of entities to the
presence information of the first entity; receiving from a second computer
system of a second entity a request to subscribe to presence information of

the first ergity; arghsengéradecrorthadirat eorumersisy stemiprethereesatd models are

computer system presence information of the first entity in accordance with

thePARKEET ({ghtd 5t tHESLRBHY AR RSP HUTRERAbPEFSRAIRE 1 APREESnaPply to

thediifsreaptbte’ SyRies and the second computer system are peers. [c3] 3.
The method of claim 1 wherein the first computer system and the second

computer system are in a network of computer systems of entities where a

computer pysteny REOMidasoRCEEERNE HVPPBiTid P IES-RERS8RE.S are hierarchically
information of its entity. [c4] 4. The method of claim 1 including providing at

thefiBgRshuter system a presence model specifying presence states of
the first entity. [c5] 5. The method of claim 4 wherein multiple presence
models are provided for the first entity and wherein the access rights of

entities futher idERAyYMEHedeRtcaiBel4 1 W[EER The nasERRFofiglim gpecify the
whereiie ArdtiRlg ey s emsRIMpdele chadrsAYigathiondadist entity and

wherein different presence models apply to different other entities. [c7] 7.
The method of claim 4 wherein the presence states are hierarchically

organized [C8] 8T HeBRINRHLEIARIM WHERIFIRIEREF§S it sPecily

the presence states to which the second entity has access. [c9] 9. The
method of claim 1 wherein an entity is a person.

10. The method of claim 1 wherein an entity is a device.

11. The method of claim 1 wherein after receiving from the second
computer system of the second entity a request to subscribe to presence
information of the first entity, determining whether the second entity is allowed to

subscribe to the presence information of the first entity.

12. A computer-readable medium containing instructions for controlling a
computer system of a user to provide peer-to-peer access to presence information
of the user, by a method comprising:

providing at the computer system a presence model specifying a hierarchy

of presence states of the user;

receiving at the computer system access rights of entities to the presence

information of the user, the access rights for an entity indicating the
presence states of the user to which the entity has access such that
when the entity has access to a presence state of the user, the entity

also has access to all ancestor presence states;

14



[c13]

[c14]

[c15]

[C10] 10. The method of claim 1 wherein an entity is a device. kill 11. The
method of claim 1 wherein after receiving from the second computer system
of the second entity a request to subscribe to presence information of the
first entity, determining whether the second entity is allowed to subscribe to

the presepgsgeivifgRIAN QitisutEptSRIEMEdAP IR hmsBPIEgiEsRAIabISubscribe the

medium containing instructions for controlling a computer system of a user to

provide peer-to-fFeLilS ORI &S BRESIHIR RIANBbIEHESE user, by a

method coip@fiseeiRiayidinthatdbmporapP ERsteIsia ey RSEENCRIFRABe an entity to
specifying a hierarchy of presence states of the user; receiving at the

computer systeni§cPERSSGRAHRERAHRY & the HR&ence information of the

user, the accessdigbmiaimy) emiyhadicating iy Presaneksthtes cdbedssasresence
to which the entity has access such that when the entity has access to a

presence state of the uSdPTRAURRIS W8J'ASE 38Ckss to all ancestor

presence stateswiiefe eeyinfepmi tomN Aty tamy ¢f titoaritlies etieesipresence
to subscribe the entities {0 presence. information of the yser; upon _receiving
rgj%%m presence

at the computer system UM SIS HTEE SHRRERPI dhe SRLYHGth

information of the user,jdfiafatiAbO MRt egatity is allowed to access
presence infornggltion of the user; a&d when it i? determined that the entity is

allowed 10"Atk BASPESRRIES MRl SEHeCIER0 ST LR &HBRY RIBSEREy fiate.

the presence infigimatigiesf thet user; suiskudisstthe prespresesieéeinfdh@ation of the
user changes to a new presence state, for entities that are subscribed to the
presence information o 'user,

identifying the nearest ancestor presence state to the new
presence state to which the entity has access rights;
and

sending to the computer system of the entity an indication of
the identified presence state as the new presence state

of the user.
13. The computer-readable medium of claim 12 wherein multiple
presence models are provided for the user and wherein the access rights of an

entity specify a presence model.

14. The computer-readable medium of claim 13 wherein a current

presence state is maintained for each presence model.

15. The computer-readable medium of claim 12 wherein an entity is a

person.
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[c16]

[c17]

[c18]

[c19]

[c20]

[c21]

[c22]

identifying the nearest ancestor presence state to the new presence state to
which the entity has access rights; and sending to the computer system of
the entity an indication of the identified presence state as the new presence
state of the user. [013] 13. The computer-readable medium of claim 12

wherein mugtiple TRees@apunddelacsiOrmadashiosthaadisen anguhereiadhentity is a
access rights of an entity specify a presence model. [c14] 14. The

corﬂ%\ﬁ‘f‘e@-—readable medium of claim 13 wherein a current presence state is
maintained for each presence model. [c15] 15. The computer-readable

medium of claim 12 wherein an entity is a person. 15[016] 16. The o
computer*éadadlBGreRRY S dRAHeeVReiH L RRdNsI? melicing:mqdifying the
17 plbscsr@pYREIeadable medium of claim 12 including modifyi_ng the

presence model. [c18] 18. The computer-readable medium of claim 17

wherein the user modifies the presence model. [c19] 19. The

computerfgadabigdneaisp At LRiRtABIWhRISHIIRE UPCEISPECHIPS Witerein the user
access rights of the entities. [c20] 20. A method in a computer system for
comeflifigsabeeBEaRERRE B information of a first entity, the method

comprising: providing multiple presence models for the first entity, a presence

model specifying presence states of the first entity, a presence model

having a cftrent pr€seiiBRitERE T BRSIARIRg BIedisEBCiatiofldf grésdierein the user

Moged ¢Riah BRIBERM rights of the entities.

20. A method in a computer system for controlling access to presence
information of a first entity, the method comprising:

providing multiple presence models for the first entity, a presence model
specifying presence states of the first entity, a presence model
having a current presence state;

providing an association of a presence model to an entity; and

when a presence state of a presence model changes, notifying computer
systems of the associated entities of the new presence state for the

presence model.

21. The method of claim 20 wherein the access rights of an entity are

specified based on the associated presence model.
22.  The method of claim 21 wherein the notifying is in accordance with

the access rights of the entity to presence information of the associated presence

model.
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[c23]

[c24]

[c25]

[c26]

[c27]

[c28]

when a presence state of a presence model changes, notifying computer
systems of the associated entities of the new presence state for the
presence model. [c21] 21. The method of claim 20 wherein the access rights
of an entity are specified based on the associated presence model. [c22] 22.

The method of clpfia detmoereindenmo\inekiein agsisknes wibeth a hierarchy of

access rights of the entity to presence information of the associated presence
mdES8BI®SKIES: The method of claim 20 wherein a presence model is a
hierarchy of presence states. [c24] 24. The method of claim 23 wherein an
entity is notified of the nearest ancest%resenc_e state to the new presence

state to whfth thd RaTREHIRIaBECRIMighaVResIDAhessidpirdiditicthekthe nearest

MesHEBSEONFHENRe daskided Qb iar SOREneR fiEsh ROBRVIREIFYREEBhAEAhas access
first entity to provide access to presence information of the first entity, the

meft omprising: providing at the first computer system access rights of a
second entity to the presence information of the first entity; and when
presence information of the first entity changes, sending from the first

computer &ystenftEUTHUEEHIRABIREP 8GN CONBI L HiRirEAtigNSfr controlling a
indjratien Ahiite chpaami bPEERRNEH PRI BHON RS W HEs RNPPedBNCce information of

accordance with the access rights of the second entity. [c26] 26. The

coftputEsl 8RHRL e B HIAG FRMPRSByherein the first computer system
and the SerEURIPRMALIRS SHEICEMSRSC Sy et | A etherRpRPIes 1eadiieentity to

medium of claim 25 wherein the first computer sgstem and the second

computer systeniNg@iRSERERIBIR BIAtGA It JFstepREtt 8Rflties and a
computer ggiepreseyide srsaestioeistabanttieni® tefanges, sending from the first

computer system to a second computer system of the second entity
an indication of the change in presence information of the first entity

in accordance with the access rights of the second entity.

26. The computer-readable medium of claim 25 wherein the first

computer system and the second computer system are peers.

27. The computer-readable medium of claim 25 wherein the first
computer system and the second computer system are in a network of computer
systems of entities and a computer system provides access rights of entities to the
presence information of its entity.

28. The computer-readable medium of claim 25 including providing at

the first computer system a presence model specifying presence states of the first

entity.
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presence information of its entity. [c28] 28. The computer-readable medium
of claim 25 including providing at the first computer system a presence
model specifying presence states of the first entity. 17 [029] 29. The
computer-readable medium of claim 28 wherein multiple presence models

[c20] @re providegl for theefirsbaijiilvernd a@Iein ABANHY lof acrpsiated WiR&BfM multiple
of the presence models. [c30] 30. The computer-readable medium of claim

28 WReFRGhEBARIE LS SRIRUAGE HijhaltRicliRS ofgARiz&Nd gvherein an entity is

associated with one of the presence models.

[c30] 30. The computer-readable medium of claim 28 wherein the presence

states are hierarchically organized.
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