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In at least some embodiments, the successor node in the consistent hash ring serves as the
secondary flow tracker for the packet flow.

[0054] Figure 3 shows an example load balancer (LB) node 110 that includes componey 4
that implement all three roles (ingress, egress, and flow tracker), according to at least “
embodiments. In this example, an ingress server 112 component performs the ingres; ‘le of
receiving inbound TCP packets from client(s) and sending the TCP packets as apsulated
packets to the server(s). An egress server 114 component performs the egress 1Q receiving
outbound encapsulated packets from the server(s) and sending the decapsulate CP packets on
to the client(s). A flow tracker 116 component performs as a primary or Sg ndary flow tracker
for one or more packet flows that are established between the client(s) 1 0 ’.and the server(s) 134.
The ingress server 112 may also communicate with the flow tracke;, "‘16 on load balancer node

110, or with the flow tracker 116 on another load balancer node 140 to initiate a TCP connection

between a client and one of the servers 134 in response to a copfiection request received from the

respective client 160, or to obtain mapping information for fhe packet flow. If the ingress server

does /
Load balancer nodes p

[0055] Referring again to Figure 1, in at leasome embodiments, the load balancer nodes

110 in the load balancer node layer receive cli‘ traffic (packets, e.g. TCP packets) from one or
more routers 104 on the network and encay late the packets according to a protocol (e.g., the
User Datagram Protocol (UDP)) used e distributed load balancer system on the fabric 120.
The load balancer node layer then e ards the encapsulated packets to the destination server

f server node 130 includes a local module 132 that is a

combination thereof on ?Qe server node 130. At each server node 130, the respective load
balancer module 13%&dfécapsulates the packets and sends the TCP packets to a local TCP stack
for normal TCP gr’g;:essing. In at least some embodiments, the load balancer node layer may
maintain state ,,iﬁ/formation for every client-server TCP flow; however, the load balancer nodes
110 in the 1 é’iil balancer node layer may not interpret anything about the TCP flow. Each flow is
manageg "Between the server 134 on the respective server node 130 and the client 160. The
distrijputed load balancer system insures that the TCP packets arrive at the correct destination

rver 134. The load balancer module 132 at each server node 130 makes the decision as to
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a consistent hash function to determine a flow tracker node for the data flow according to a
consistent hash ring and recover the mapping from the flow tracker node.

Asymmetric packet flow ,J/

[0080] In at least some embodiments, to efficiently utilize ingress node bandwidth and @i’U
usage when the ratio of outbound traffic to inbound data is greater than 1, the distrib d load
balancing system forwards outbound packets from the server nodes 130 to multiple e éss nodes
as shown in Figure 7. In at least some embodiments, for each connection, the / oad balancer
module 132 on the respective server node 130 hashes the client endpoint/pub}:i‘g endpoint tuple
and uses a consistent hash algorithm to select a load balancer node 110 to éerve as the egress
server 114 for the respective outbound packet flow. However, in s fe embodiments other
methods and/or data may be used to select the egress servers 114 fog,connections. The selected
egress server 114 may typically be, but is not necessarily, a differept load balancer node 110 than
the load balancer node 110 that serves as the ingress server 1 /I the connection. In at least
some embodiments, unless there is a failure of that load bajdncer node 110 / egress server 114,
all of the outbound packets for the particular connectioy “will be forwarded to the same egress
server 114 in order to avoid out-of-order packets. |

[0081] In at least some embodiments, the met” and data used for selecting an egress server
114 by the server nodes 130 may be different ¢ 'n the method and data used for selecting an
ingress server 112 performed by the edge rg er(s) 104. Using the different methods and data
may generally result in a different load by fncer node 110 being selected as the egress node for a
given connections than the load bal4 cer node 110 selected as the ingress node for the
connection, and may also result iy ultiple load balancer nodes 110 being selected as egress
nodes to handle the outgoing traffic for connections that pass through a single load balancer node
110 serving as an ingress nog

[0082] Figure 7 grapldcally illustrates asymmetric packet flow, according to at least some
embodiments. At leasy/One connection has been established from clients 160 on external network
150 through ingres Server 112 to each of server nodes 130A, 130B, 130C, and 130D. In at least
some embodimgfits, to select egress nodes for the connections, for each connection, the load
balancer module 132 on the respective server node 130 hashes the client endpoint/public
endpoint le and uses a consistent hash algorithm to select a load balancer node 110 to serve as
the e ;r" server 114 for the respective outbound packet flow. For example, server node 130A
haselected egress server 114A for a connection, and server node 114B has selected egress

gerver 114A for one connection and egress server 114B for another connection. However, in
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processed by one or more modules on the load balancer node 110 before being delivered to the ;;*""

BGP client, including processing by the Linux kernel to manage the TCP connection andf'ﬂ

effectively translate the packets into a TCP stream. This design allows the BGP client to gb“g

K3
written using standard Java TCP socket libraries. 1; &

[0213] Figure 27 illustrates processing of incoming BGP TCP packets by a load balancer
(LB) node process 650, according to at least some embodiments. A packet from the«edge router
104 arrives at the north-facing NIC 640 and goes into input queue 640 for the reé‘elve core 652.
The receive core 652 reads the packet from the queue 640, identified the packet as a BGP packet,
and places the packet on an input queue 654 for the slow worker core 656. fhe slow worker core
656 validates the packet and places it on the JNI output queue 658. x.-PJNI packet receiver 660
reads the packet from the queue 658 via JNI, mangles the source/ﬁéestination addresses, and
writes the packet to a raw socket 644. The Linux kernel 646 re391ves the raw packet, handles it
according to the TCP protocol, and appends the payload data t #the TCP socket InputStream. The
data from the packet is then delivered to the Java TCP sockgf in the BGP client 662.

[0214] Figure 28 illustrates processing of outgoing BGP TCP packets by a load balancer
(LB) node process 650, according to at least some er?bodlments The BGP client 662 writes data
to a Java TCP socket of Linux kernel 646. ThifE?nux kernel 646 handles the data according to
the TCP protocol and converts the data into T@P packet(s). In at least some embodiments, the
TCP packet(s) match a 127.x.x.x iptables ruﬁif The TCP packet(s) are placed on an output queue
648, for example a Netfilter LOCAL @{IT queue. A Java thread of JNI packet receiver 670

monitoring the queue 648 via JNI r é:lves the TCP packet(s) and marks each NF_STOLEN to

make the kernel 646 forget aboutghem. The Java thread mangles the source/destination addresses

and adds the packets(s) to a JNI input queue 672 for slow worker core 656 via JNI. The slow
worker core 656 receives thie TCP packet(s) from its JNI input queue 672 and places the packets
on the outbound queue664 for the north-facing NIC 640 transmit core 666. Transmit core 666
reads the TCP pack?&(s) from its input queue 664 and writes them to the north-facing NIC 640.

The TCP packets gre sent by NIC 640 the edge router 104

Distributed load balancer simulation and testing

[0215]

e load balancer described herein is a distributed system that requires the interaction
of manyg#independent components (e.g., routers, load balancer nodes, load balancer modules,
etc.). ;;f o perform testing of the distributed components, logic, and protocols, as well as to

si éalate scenarios such as node failures, message drops, and delays, embodiments of a test

stem are described that enable the distributed load balancer to be run in a single process where
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In at least some embodiments, the successor node in the consistent hash ring serves as the
secondary flow tracker for the packet flow.

[0054] Figure 3 shows an example load balancer (LB) node 110 that includes components
that implement all three roles (ingress, egress, and flow tracker), according to at least some
embodiments. In this example, an ingress server 112 component performs the ingress role of
receiving inbound TCP packets from client(s) and sending the TCP packets as encapsulated
packets to the server(s). An egress server 114 component performs the egress role of receiving
outbound encapsulated packets from the server(s) and sending the decapsulated TCP packets on
to the client(s). A flow tracker 116 component performs as a primary or secondary flow tracker
for one or more packet flows that are established between the client(s) 160 and the server(s) 134.
The ingress server 112 may also communicate with the flow tracker 116 on load balancer node
110, or with the flow tracker 116 on another load balancer node 110 to initiate a TCP connection
between a client and one of the servers 134 in response to a connection request received from the
respective client 160, or to obtain mapping information for the packet flow.

Load balancer nodes

[0055] Referring again to Figure 1, in at least some embodiments, the load balancer nodes
110 in the load balancer node layer receive client traffic (packets, e.g. TCP packets) from one or
more routers 104 on the network and encapsulate the packets according to a protocol (e.g., the
User Datagram Protocol (UDP)) used by the distributed load balancer system on the fabric 120.
The load balancer node layer then forwards the encapsulated packets to the destination server
nodes 130 over fabric 120. Each server node 130 includes a local module 132 that is a
component of the load balancer system. The module 132 may be referred to herein as a load
balancer module or simply LB module, and may be implemented in software, hardware, or a
combination thereof on the server node 130. At each server node 130, the respective load
balancer module 132 decapsulates the packets and sends the TCP packets to a local TCP stack
for normal TCP processing. In at least some embodiments, the load balancer node layer may
maintain state information for every client-server TCP flow; however, the load balancer nodes
110 in the load balancer node layer may not interpret anything about the TCP flow. Each flow is
managed between the server 134 on the respective server node 130 and the client 160. The
distributed load balancer system insures that the TCP packets arrive at the correct destination

server 134. The load balancer module 132 at each server node 130 makes the decision as to
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a consistent hash function to determine a flow tracker node for the data flow according to a
consistent hash ring and recover the mapping from the flow tracker node.

Asymmetric packet flow

[0080] In at least some embodiments, to efficiently utilize ingress node bandwidth and CPU
usage when the ratio of outbound traffic to inbound data is greater than 1, the distributed load
balancing system forwards outbound packets from the server nodes 130 to multiple egress nodes
as shown in Figure 7. In at least some embodiments, for each connection, the load balancer
module 132 on the respective server node 130 hashes the client endpoint/public endpoint tuple
and uses a consistent hash algorithm to select a load balancer node 110 to serve as the egress
server 114 for the respective outbound packet flow. However, in some embodiments other
methods and/or data may be used to select the egress servers 114 for connections. The selected
egress server 114 may typically be, but is not necessarily, a different load balancer node 110 than
the load balancer node 110 that serves as the ingress server 112 for the connection. In at least
some embodiments, unless there is a failure of that load balancer node 110 / egress server 114,
all of the outbound packets for the particular connection will be forwarded to the same egress
server 114 in order to avoid out-of-order packets.

[0081] In at least some embodiments, the method and data used for selecting an egress server
114 by the server nodes 130 may be different than the method and data used for selecting an
ingress server 112 performed by the edge router(s) 104. Using the different methods and data
may generally result in a different load balancer node 110 being selected as the egress node for a
given connections than the load balancer node 110 selected as the ingress node for the
connection, and may also result in multiple load balancer nodes 110 being selected as egress
nodes to handle the outgoing traffic for connections that pass through a single load balancer node
110 serving as an ingress node.

[0082] Figure 7 graphically illustrates asymmetric packet flow, according to at least some
embodiments. At least one connection has been established from clients 160 on external network
150 through ingress server 112 to each of server nodes 130A, 130B, 130C, and 130D. In at least
some embodiments, to select egress nodes for the connections, for each connection, the load
balancer module 132 on the respective server node 130 hashes the client endpoint/public
endpoint tuple and uses a consistent hash algorithm to select a load balancer node 110 to serve as
the egress server 114 for the respective outbound packet flow. For example, server node 130A
has selected egress server 114A for a connection, and server node 130B has selected egress

server 114A for one connection and egress server 114B for another connection. However, in
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processed by one or more modules on the load balancer node 110 before being delivered to the
BGP client, including processing by the Linux kernel to manage the TCP connection and
effectively translate the packets into a TCP stream. This design allows the BGP client to be
written using standard Java TCP socket libraries.

[0213] Figure 27 illustrates processing of incoming BGP TCP packets by a load balancer
(LB) node process 650, according to at least some embodiments. A packet from the edge router
104 arrives at the north-facing NIC 640 and goes into input queue 640 for the receive core 652.
The receive core 652 reads the packet from the queue 640, identified the packet as a BGP packet,
and places the packet on an input queue 654 for the slow worker core 656. The slow worker core
656 validates the packet and places it on the JNI output queue 658. JNI packet receiver 660
reads the packet from the queue 658 via JNI, mangles the source/destination addresses, and
writes the packet to a raw socket 644. The Linux kernel 646 receives the raw packet, handles it
according to the TCP protocol, and appends the payload data to the TCP socket InputStream. The
data from the packet is then delivered to the Java TCP socket in the BGP client 662.

[0214] Figure 28 illustrates processing of outgoing BGP TCP packets by a load balancer
(LB) node process 650, according to at least some embodiments. The BGP client 662 writes data
to a Java TCP socket of Linux kernel 646. The Linux kernel 646 handles the data according to
the TCP protocol and converts the data into TCP packet(s). In at least some embodiments, the
TCP packet(s) match a 127.x.x.x iptables rule. The TCP packet(s) are placed on an output queue
648, for example a Netfilter LOCAL OUT queue. A Java thread of JNI packet receiver 670
monitoring the queue 648 via JNI receives the TCP packet(s) and marks each NF_STOLEN to
make the kernel 646 forget about them. The Java thread mangles the source/destination addresses
and adds the packets(s) to a JNI input queue 672 for slow worker core 656 via JNI. The slow
worker core 656 receives the TCP packet(s) from its JNI input queue 672 and places the packets
on the outbound queue 664 for the north-facing NIC 640 transmit core 666. Transmit core 666
reads the TCP packets(s) from its input queue 664 and writes them to the north-facing NIC 640.
The TCP packets are sent by NIC 640 to the edge router.

Distributed load balancer simulation and testing

[0215] The load balancer described herein is a distributed system that requires the interaction
of many independent components (e.g., routers, load balancer nodes, load balancer modules,
etc.). To perform testing of the distributed components, logic, and protocols, as well as to
simulate scenarios such as node failures, message drops, and delays, embodiments of a test

system are described that enable the distributed load balancer to be run in a single process where
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CLAIMS

1. A distributed load balancer system, comprising;:
a plurality of load balancer nodes; and
a plurality of server nodes each comprising a server and a load balancer mog le;

wherein the plurality of load balancer nodes is configured to/ distribute data

respective client and the respective server;

wherein, after establishing a data communications protocol connection for a packet flow
betwegn a respective client and a respective server, the load balancer module on
eagl{ server node is further configured to:

Aelect one of the plurality of load balancer nodes to act as an egress server for the

/ data communications protocol connection;
/ ! receive incoming data communications protocol packets for the data
;f/ communications protocol connection from one of the load balancer nodes
/
y 79
/ﬁ
/



and send the incoming data communications protocol packets to the serve_jg’ﬂ

on the server node; and

intercept outgoing data communications protocol packets ‘
communications protocol connection and send the outgomg data
communications protocol packets to the selected egress server;for delivery

to the respective client.

2. The distributed load balancer system as recited in claim 1,, ’further comprising a
router configured to distribute the packet flows from the one or more chents among the plurality

of load balancer nodes according to a hashed multipath routing techm!que.

/
&

IF‘,.

f./
aﬂ‘)‘
3. The distributed load balancer system as recited im“*‘claim 1, wherein the plurality of
load balancer nodes is further configured to select the sewerfnodes from among the plurality of

server nodes to receive the connection requests accordln/% ba random selection technique.

m‘J

4. The distributed load balancer systemy és recited in claim 1, wherein the plurality of
load balancer nodes is further configured to se j(’:t another server node from among the plurality

of server nodes to receive a rejected connect i6n requests and send the connection request to the

/

5. The distributed load /balancer system as recited in claim 1, wherein each packet

other server node.

% .
flow is a Transmission Cor}u“ol Protocol (TCP) packet flow, and wherein each data
communications protocol cofinection established between a client and a server is a TCP
connection.

,f“

6. The ,:distributed load balancer system as recited in claim 1, wherein each data
"
communicationg/protocol connection established between a client and a server is a direct data

communicatjéns protocol connection that originates at the client, passes through one or more of

the plurg}ﬁy of load balancer nodes, and is terminated by the server, wherein the one or more
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load balancer nodes do not act as proxies for the data communications protocol connection j)a’({

do not terminate the data communications protocol connection. 4

7. A method, comprising;: ,fg

performing, by one or more of a plurality of load balancer nodes: Vi
receiving a data communications protocol packet in a packet ﬂovi'(for a client; and
sending a connection request for the packet flow to a servqr’ node selected from

r
among a plurality of server nodes; £

&

&
performing, by the selected server node: .

determining if a server on the server node gla‘n or cannot accept a data
communications protocol connection for t’he respective packet flow;

rejecting the connection request upon deterr 1n1ng that the server cannot accept
the data communications protoco&pbnnection; and

accepting the connection request upoxyﬁetermining that the server can accept the
&

data communications protqgol connection, wherein said accepting the

connection request corr?{ses

cooperating with the}? 1e or more load balancer nodes to establish the data
commumcﬂ{g{clons protocol connection between the respective client
and the gépectlve server for the packet flow; and

selecting ong ~of the plurality of load balancer nodes to act as an egress

sg:r‘{/er for the data communications protocol connection, wherein

k4
_gfoutgoing data communications protocol packets on the data

#  communications protocol connection are sent to the respective

/y client via the selected egress server.

rd
&

8. bnghe method as recited in claim 7, wherein said determining, said rejecting, and

said acceptn{g are performed by a load balancer module on the selected server node, the method

further/eomprlsmg performing, by the load balancer module after accepting the connection

rquest

81



receiving incoming data communications protocol packets for the data communicati/o(;sf
protocol connection from one of the load balancer nodes and sending y he
i

. . .. 4
incoming data communications protocol packets to the server on the serv%n”node;

F
and /

r
3

intercepting the outgoing data communications protocol packets f(}ff the data
communications protocol connection and send the outgoing data @%munications
protocol packets to the selected egress server for delivery to the gxﬁgspective client.
,véﬁf
9. The method as recited in claim 8, wherein the packet flow is a Transmission

Control Protocol (TCP) packet flow, and wherein the data communigdtions protocol connection

established between the client and the server is a TCP connection.

10. The method as recited in claim 8, wherein th€ established data communications
protocol connection is a direct data communications progbcol connection that originates at the

client, passes through one or more of the plurality of l#ad balancer nodes, and is terminated by

the server, wherein the one or more load balancey’ nodes do not act as proxies for the data
communications protocol connection and do not terminate the data communications protocol

connection.

11.  The method as recited in glaim 7, wherein the packet is received from a router that
distributes packet flows from one op’more clients among the plurality of load balancer nodes

according to a hashed multipath ro

12.  The method/réjs recited in claim 7, further comprising the one or more load
balancer nodes selectingi,tﬁe server node from among the plurality of server nodes according to a

>
. s
random selection techmique.
g
£

/f
13. ;l?he method as recited in claim 7, further comprising, if the selected server node
rejects the génnectlon request, the one or more load balancer nodes sending the connection

request t 4nother server node selected from among the plurality of server nodes.
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14. A non-transitory computer-accessible storage medium storing program
instructions computer-executable to implement a load balancer module on each of a pqu?llity of
server nodes, wherein each load balancer module is configured to: l

receive, from one of a plurality of load balancer nodes, a connection requg:sfi for a packet

P

flow from a client; .

determine if a server on the server node can or cannot accept a data communications

protocol connection for the respective packet flow;

reject the connection request upon determining that the seljy{-i:r cannot accept the data

kd

communications protocol connection; and S

ya

upon determining that the server can accept the /ﬂata communications protocol

connection: /

r

/,f' . .
communicate with the load balancer node and with the server to establish
‘fvf . .
the data communications protocol connection between the client
7

and the server for th?,p';lcket flow; and

select one of the pluralit)é/é’f load balancer nodes to act as an egress server
for the data}/éommunications protocol connection, wherein
outgoing d 2 communications protocol packets on the data
commur}jéations protocol connection are sent to the respective

clien‘g,;»{/ﬂia the selected egress server.

J

&
o~
& 4

15.  The non-tran§it%ry computer-accessible storage medium as recited in claim 14,
4
. t . .
wherein the program 1nst1;yff:t10ns are further computer-executable to implement the load balancer

node randomly selecting the server node from among the plurality of server nodes to receive the
4

: £
connection requestf'

+

Vi

16. / The non-transitory computer-accessible storage medium as recited in claim 14,
#

F
wherein, 16 reject the connection request, the load balancer module is configured to decrement a
4

i .
time t'gﬁ"live (TTL) counter in the connection request and return the connection request to the load
7

AL
S
.,
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balancer node, wherein the program instructions are further computer-executable to implemejyf

the load balancer node: ff

&
§

checking the TTL counter in the returned connection request; V4

4""’
if the TTL counter is above a threshold, selecting another server node from gmong the
s

plurality of server nodes to receive the connection request; and /7 l
if the TTL counter is at or below the threshold, dropping the connection lg,e’gluest.
s
/
17.  The distributed load balancer system as recited in claim 1,Avherein, to determine
&

if the data communications protocol connection is to be accepted bw*?"he server on the server
node, the load balancer module is configured to analyze one or n‘ére current resource usage
metrics of the server on the server node to determine if the server can accept the data
communications protocol connection, wherein the one or n} re current resource usage metrics
include one or more of CPU utilization, bandwidth consx}pifbtion, server latency, and number of

established data communications protocol connectionsk/

18. The method as recited in claim ’]{ wherein said determining if a server on the
server node can or cannot accept the data .;‘(/iommunications protocol connection comprises
analyzing one or more current resource u% metrics of the server to determine if the server can

accept the data communications protoco}connection.

19. The non-transitory, C6mputer-accessible storage medium as recited in claim 14,
wherein, to determine if aServer on the server node can or cannot accept the data
communications protocol ¢ ’ﬁnection, the load balancer module is configured to analyze one or
more current resource usage metrics of the server to determine if the server can accept the data

communications pr(}gﬁfcol connection.

/

20. /f he non-transitory computer-accessible storage medium as recited in claim 14,

wherein thegfone or more current resource usage metrics include one or more of CPU utilization,




‘{_X’

21. A distributed load balancer system, comprising: Vi

a router configured to receive packets in packet flows from one or more clients accordmg

to a single public IP address of the router; *”

a plurality of server nodes; and §

§
. &’

a plurality of load balancer nodes each configured as an ingress server 1nr ‘the distributed

load balancer system, wherein the ingress servers all advertlse the same single

ﬁﬁ
.

public IP address to the router; £
wherein the router is further configured to distribute the packet ﬂo;vs among the plurality
of ingress servers according to a hashed multipath roﬁiing technique applied to
source and destination address information of the paokets in the packet flows; and
wherein each ingress server is further configured to recel,,\?e packets in one or more packet
flows from the router and distribute the packets to one or more of the plurality of

server nodes that are mapped to the respectwe packet flows.

e
;

22. The distributed load balancer systen&;ﬁs recited in claim 21, wherein the hashed

multipath routing technique is an equal-cost mult@p’gth (ECMP) routing technique.

o

b

7
o

23.  The distributed load balancejt?"ﬁsystem as recited in claim 21, wherein each load

.;\

balancer node is advertised to the router gy one or more of the other load balancer nodes.

'ﬁ#’

kS

24.  The distributed loadwbalancer system as recited in claim 23, wherein the one or
more other load balancer nodes gach establishes a Border Gateway Protocol (BGP) session with

the router to advertise the loadwbalancer node to the router.

F
"»"

,fr
25. The dlstributed load balancer system as recited in claim 24, wherein each of the
one or more other load balancer nodes advertising the load balancer node to the router is further
configured to: f

detect,that the load balancer node being advertised to the router is down; and

&
£
&

a
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in response to said detecting, close the BGP session that advertises the load balancer nodé

to the router.

26.  The distributed load balancer system as recited in claim 25, wherein tl_}(e’frouter is
further configured to redistribute the packet flows among the plurality of ingfess servers
according to the hashed multipath routing technique in response to the one orfn’{ore other load

balancer nodes closing the BGP sessions.

27. The distributed load balancer system as recited in clalm 21 wherein the source
and destination address information of a packet includes a client IP address a client port, a server
public IP address, and a server port. /

28. A method, comprising:

receiving, by a router, packets in packet flows Q‘om one or more clients according to a
public IP address; /lfa"{f

distributing, by the router, the packet ﬂo“fg among a plurality of load balancer nodes
according to a hashed multlpa’[h routing technique applied to source and
destination address 1nf0rmat10’6 of the packets in the packet flows, wherein the
plurality of load balancer n@*dies share one or more public IP addresses; and

distributing, by each of the onefor more load balancer nodes, the packets in one or more

packet flows recelvegffrom the router to one or more of a plurality of server nodes

that are mapped tgf(he respective packet flows.
£

30. Tl}e’ method as recited in claim 28, further comprising each load balancer
advertising at least one other load balancer node to the router, wherein each load balancer node is

advertlsed 3;0 the router by one or more of the other load balancer nodes.
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31. The method as recited in claim 30, wherein the one or more other load balancgrf

Fa
nodes that advertise a load balancer node include the load balancer node’s left and right neig/l;rf)or

ka
i

/

£
&

load balancer nodes according to a specified ordering of the load balancer nodes.

/
32.  The method as recited in claim 30, wherein said advertising comprifsés each load

balancer node establishing a Border Gateway Protocol (BGP) session with the/f}buter for each

other load balancer node that the load balancer node advertises to the router. f’f

&
&

r

33. The method as recited in claim 32, further comprising: ,//

detecting, by a load balancer node, that another load balancer p%de being advertised to the
i)‘

router by the load balancer node is down; and J‘f'

in response to said detecting, closing the BGP session ﬁxgith the router that advertises the
"‘v

&

other load balancer node. 4

/
34.  The method as recited in claim 33, furts:véi comprising redistributing, by the router,

the packet flows among the plurality of load balapcer nodes according to the hashed multipath

routing technique in response to determining thdt one or more BGP sessions advertising a load

balancer node have been closed.
35. The method as recited 1 claim 28, wherein the source and destination address

information of a packet includes a cHent IP address, a client port, a server public IP address, and

A

a server port. / '

36. A non-tragsitory computer-accessible storage medium storing program
instructions computer-?éltable to implement:
advertising, }.ﬁ} a plurality of load balancer nodes, one or more public IP addresses shared
by/ée load balancer nodes to a router;
recei\;;nyg, by the router, packets in packet flows from one or more clients according to a

/f single public IP address;
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distributing, by the router, the packet flows among the plurality of load balancer nodg__s”:;
according to a hashed multipath routing technique applied to source and

destination address information of the packets in the packet flows; and

distributing, by each of the one or more load balancer nodes, the packets in oge’“or more

packet flows received from the router to one or more of a plura}lify of server

nodes.

5

o+ 4

37. The non-transitory computer-accessible storage medium q}s‘ﬁrecited in claim 36,

&
wherein, in said advertising, each load balancer node is advertised to th/e*"router by one or more of

the other load balancer nodes. fy’

J
#

,r‘?d

p

é’

38. The non-transitory computer-accessible stora%_g"}medium as recited in claim 37,
wherein each of the one or more other load balancer nédes establishes a Border Gateway
Protocol (BGP) session with the router to advertise the /lyéﬁ balancer node to the router.

39. The non-transitory computer—acce@fg:; storage medium as recited in claim 37,
wherein the program instructions are further co/u/puter—executable to implement

detecting, by a load balancer node, tlﬁ),d'% another load balancer node being advertised to the

router by the load balancegmode is down; and

in response to said detecting, 91'E)sing a Border Gateway Protocol (BGP) session with the

router that advertisegy‘%he other load balancer node to the router.
/

40. The non-tral}si“";ory computer-accessible storage medium as recited in claim 37,
wherein the program inst};kfz:tions are further computer-executable to implement redistributing, by
the router, the packet\}ﬂgws among the plurality of load balancer nodes according to the hashed
multipath routing Epégimique in response to determining that one of the plurality of load balancer

nodes is not ad\{,eiftised by the other load balancer nodes.

7
i
f(

41,;""' A distributed load balancer system, comprising:

;
#
#
#
A
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a plurality of load balancer nodes, wherein at least two of the plurality of load balancer//
nodes are configured as ingress servers, and wherein at least two of the pluraﬁty

of load balancer nodes are configured as flow tracker nodes; y/‘o
;

. /

a plurality of server nodes; and s
P

a router configured to distribute packet flows from one or more clients tg’the ingress

servers according to a hashed multipath routing technique; 7

&
¥
ﬂ

/

receive a packet in a packet flow for a client from the router;,gfi

wherein each ingress server is configured to:

determine that the ingress server does not have a mappi}; for the packet flow to
the plurality of server nodes; ;f

determine at least one flow tracker node for ttljefi)acket flow according to a
consistent hash function applied to fs%ﬁrce and destination address
information of the packet; 7

obtain a mapping of a connection to a géﬁ'ﬂcular one of the plurality of server
nodes for the packet flow from léjhj; at least one flow tracker node; and

send one or more packets of the paclket flow to the particular server node.

42, The distributed load balancey’system as recited in claim 41, wherein the packet

flow is a Transmission Control Protocol (

43. The distributed load/B’aner system as recited in claim 41,
wherein at least two of fﬁe plurality of load balancer nodes are configured as egress

servers confi f/éd to send outgoing packets from the server nodes to the one or

more client

wherein the sery€r node is configured to:

select’one of the egress servers for the packet flow; and

sf@ﬁd one or more outgoing packets for the packet flow to the selected egress
A :

v server;

.“1

wheérein the egress server is configured to send the outgoing packets to the client; and
¢
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wherein the selected egress server for the packet flow is a different load balancer nodg”
P
than the ingress server for the packet flow. /

K

44,  The distributed load balancer system as recited in claim 43, wherein the ingress
server encapsulates the one or more packets according to User Datagram Protocol (I;ISP) prior to
sending the packets to the server node, wherein the server node encapsulatgsfﬁ the outgoing
packets according to UDP prior to sending the outgoing packets to the egress .§c’1{ver, and wherein

£
the egress server strips the UDP encapsulation from the outgoing packets/prior to sending the

. . s
outgoing packets to the client. /
f'[f
45. The distributed load balancer system as recited i;}g’i’ilaim 44, wherein the server
y
node includes a load balancer module configured to: r
f(v
&
select the egress server for the packet flow; f*’A

a
receive the incoming encapsulated packets from tl}pﬁmgress server;
r

strip the UDP encapsulation from the packets {;a’gd deliver the packets to a server on the

&
server node; £

i

obtain the outgoing packets from the serzﬁ% on the server node;

send the encapsulated outgoing packets to the egress server.

s

&

V;
encapsulate the outgoing packets a::‘?ﬂing to UDP; and

46. The distributed load !ﬁlancer system as recited in claim 41, wherein, to obtain a
mapping of a connection to a pagﬁkéular one of the plurality of server nodes for the packet flow
from the at least one flow trac%gé’f node,

the ingress server s.e*ﬁds a message that includes information for the packet flow to a

primary/ ow tracker for the packet flow;

the primary ff]-(’)/w tracker sends a message to a secondary flow tracker for the packet flow

th?,t/ lincludes the information for the packet flow, wherein the primary and

/{econdary flow trackers for the packet flow are different load balancer nodes;

/
the gecondary flow tracker sends an acknowledgement for the packet flow to the client;



e

the ingress server receives an acknowledgement packet from the client and forwards the
acknowledgement packet to the primary flow tracker; ’ '

the primary flow tracker randomly selects the particular server node from arr},o’;;g the
plurality of server nodes as the server node to receive the packet flow and sends a
message to the secondary flow tracker indicating the particular servqf‘;lode;

the secondary flow tracker fabricates a synchronization message and send; the fabricated
synchronization message to the particular server node;

the secondary flow tracker receives connection information for thé:'];;)acket flow from the
particular server node and sends a message including the connection information
to the primary flow tracker; and « i

the primary flow tracker sends a message including thgﬁéonnection information for the
packet flow to the ingress server, wherein t}}e”{';:onnection information maps the
packet flow to the particular server node.

v

47.  The distributed load balancer systel}r’;és recited in claim 46, wherein the server

node includes a load balancer module conﬁgureqf.,.tg:

receive the fabricated synchronizationgﬁessage from the secondary flow tracker;

¥

determine that a server on the servernode can accept a connection;

d

generate a synchronization packét according to the fabricated synchronization message
and deliver the synch;&;ization packet to the server on the server node;
intercept an acknowledgeim"{gnt packet generated by the server on the server node; and
send a message inclu(yl}rfg the connection information to the secondary flow tracker.
&

,8""52’
48. A meth&d’fgcomprising:
performing,fbﬂ; an ingress server on one of a plurality of load balancer nodes:
r@c"é/iving a packet in a packet flow for a client, wherein the packet is received
from a router that distributes packet flows from one or more clients to the

plurality of load balancer nodes according to a consistent hash function;
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&
&

e
determining a load balancer node that serves as a flow tracker node for the paclg,e’t

flow according to a consistent hash function applied to sourcec,‘,/énd
s

destination address information of the packet; i’f

obtaining a mapping of a connection to one of a plurality of server nodes for the

packet flow from the flow tracker node for the packet flow; an{i

sending one or more packets of the packet flow to the server node,,mdlcated by the

mapping. /
f’f
49.  The method as recited in claim 48, wherein the packey’ﬂow is a Transmission
Control Protocol (TCP) packet flow. /1
;"#6.
;"’”
50.  The method as recited in claim 48, further;f comprising the ingress server

encapsulating the packets according to User Datagram Prot col (UDP) prior to said sending the
one or more packets of the packet flow to the server node, 1’9
51. The method as recited in claim 48, fgﬁ’ier comprising:
selecting, by the server node, one of th(g* plurality of load balancer nodes as an egress
server for the packet flow, wl;fgi%in the selected egress server for the packet flow
is on a different load balanceff node than the ingress server for the packet flow;
sending, by the server node, one or more outgoing packets for the packet flow to the
selected egress server; xénd

sending, by the egress server the outgoing packets to the client of the packet flow.
4‘

/

52.  The method as’) ;ecited in claim 51, further comprising:

the server node ??éapsulatmg the outgoing packets according to User Datagram Protocol
(UDP) /]/I‘IOI‘ to said sending the outgoing packets to the egress server; and

the egress sferver stripping the UDP encapsulation from the outgoing packets prior to said

sefiding the outgoing packets to the client.
S
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53.  The method as recited in claim 48, wherein the flow tracker node is a primafy

flow tracker node for the packet flow, and wherein a next load balancer node in a consisten;’hash
ring according to the consistent hash function is a secondary flow tracker node for thég packet

P
e

flow.

54.  The method as recited in claim 53, wherein said obtaininga“';l mapping of a

connection to one of a plurality of server nodes for the packet flow from theAlow tracker node for

the packet flow comprises:

sending, by the ingress server, at least one message to the prlmary flow tracker node for
the packet flow, each message including a packet of the packet flow received from

the router;
£

selecting, by the primary flow tracker node, the sﬁeﬁler node for the packet flow from

among the plurality of server nodes; i

#~

/
sending, by the primary flow tracker nod‘,e*‘ packet flow information including an
indication of the selected server node to the secondary flow tracker node;
facilitating, by the secondary flow tracker node, establishment of the connection to the
selected server node for th?/ﬁgcket flow by communicating with the server node
and the client; and ] f‘
sending, by the secondary flo /\&5 tracker node, connection information for the packet flow
to the ingress serng via the primary flow tracker node, wherein the connection
information ma}pﬁ the packet ﬂoyv to the selected server node.
/

55. The mett;cfd as recited in claim 54, wherein the server node includes a load
balancer module, whpféin said facilitating establishment of the connection to the selected server
node for the packg;t"%low by communicating with the server node and the client comprises:

sending;/i)y the secondary flow tracker node, a fabricated synchronization message to the

) / load balancer module on the server node; and
Be?forming, by the load balancer module on the server node:

ya determining that a server on the server node can accept a connection;
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generating a synchronization packet according to the fabricated synchronization":.
message; |

delivering the synchronization packet to the server on the server node;

intercepting an acknowledgement packet generated by the server on‘/ﬂie server
node; and

sending a message including the connection information to the\_.,,;s‘"ﬂecondary flow

tracker node.

56. A non-transitory computer-accessible storage megli"ﬁm storing program
instructions computer-executable to implement an ingress server andﬁ;évﬂow tracker on each of a
plurality of load balancer nodes, each ingress server configured to:‘;;f"’v

receive a packet in a packet flow for a client, wherein tt}é;‘i])acket is received from a router

that distributes packet flows from one or r90re clients to the plurality of load
balancer nodes according to a consistent ha h function;

determine one of the plurality of load balancex/nodes that serves as a flow tracker node

for the packet flow according to a c?ﬁsmtent hash function applied to source and
destination address information of.fhe packet;

obtain a mapping of a connection to (?yp'e of a plurality of server nodes for the packet flow

from the flow tracker node fgf the packet flow; and

send one or more packets of the p‘gcket flow to the server node indicated by the mapping.

rd

57. The non- tran31tory computer—acces51ble storage medium as recited in claim 56,
wherein the program 1nstruct19ns are further computer-executable to implement an egress server
on each of the load balancer' nodes and a load balancer module on each of the plurality of server
nodes, each load balance,r ;nodule configured to:

select one of the plurality of load balancer nodes as an egress server for a packet flow,

Wherem the selected egress server for the packet flow is on a different load
halancer node than an ingress server for the packet flow; and

sendf,one or more outgoing packets for the packet flow to the selected egress server;

)f"
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wherein each egress server is configured to send outgoing packets in a packet ﬂqvi;

received from a load balancer module to a client of the packet flow.

58. The non-transitory computer-accessible storage medium as recited in clai}h 57,
wherein each ingress server is further configured to encapsulate the packe"[_s"éccording to
User Datagram Protocol (UDP) prior to said sending the one op‘ﬁlore packets of
the packet flow to the server node; l/
wherein each load balancer module is further configured to:
strip the UDP encapsulation from the packets receivedxﬁ‘(—)m an ingress server and
deliver the packets to a server on the respectivéﬁserver node;
intercept the outgoing packets from the server on the respective server node; and
encapsulate the outgoing packets accordmg to UDP prior to said sending the
outgoing packets to an egress servel;;'“
wherein each egress server is further conﬁgured to strip the UDP encapsulation from the

outgoing packets prior to said sendmg the outgoing packets to the client of the

packet flow. s

59.  The non-transitory computpf—accesmble storage medium as recited in claim 56,
wherein the flow tracker node is a prmyptﬁry flow tracker node for the packet flow, and wherein a
next load balancer node in a consm}’ént hash ring according to the consistent hash function is a
secondary flow tracker node fc;r'.the packet flow, and wherein, to obtain a mapping of a

connection to one of a plurali}y“of server nodes for the packet flow from the flow tracker node for
/é
the packet flow: A

7
the ingress ser\;c"fr is configured to send at least one message to the primary flow tracker

£
node‘,«fzor the packet flow, each message including a packet of the packet flow
rqﬁéived from the router;
the pr;rfiary flow tracker node is configured to:

select the server node for the packet flow from among the plurality of server

nodes; and
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send packet flow information including an indication of the selected server noc}ej

to the secondary flow tracker node; 4,;;”{
the secondary flow tracker node is configured to:

H
~f

facilitate establishment of the connection to the selected server node for fhe packet
flow by communicating with the server node and the client; arrd

send connection information for the packet flow to the 1ngre§s server via the
primary flow tracker node, wherein the connection ir}ﬂfg}mation maps the

packet flow to the selected server node. i

60. The non-transitory computer-accessible storage med}um as recited in claim 59,
wherein the program instructions are further computer-executable to implement a load balancer
module on each of the plurality of server nodes, and wheren}, to facilitate establishment of the

iv{ . . .
connection to the selected server node for the packet flow by communicating with the server

¥
1
&

node and the client: 5

r,
T4

the secondary flow tracker node is conﬁguféd to send a fabricated synchronization
message to the load balancer module on the server node; and
the load balancer module on the server node is configured to:
determine that a server on th?,Server node can accept a connection;
generate a synchronizatiq'ri/packet according to the fabricated synchronization
message; j;}" J)
deliver the synchror}iéfation packet to the server on the server node;
intercept an ackr;oévledgement packet generated by the server on the server node;
and /’[
send a m ésage including the connection information to the secondary flow

acker node.

96



CLAIMS

l. A distributed load balancer system, comprising:
a plurality of load balancer nodes; and
a plurality of server nodes each comprising a server and a load balancer module;
wherein the plurality of load balancer nodes is configured to distribute data
communications protocol packet flows from one or more clients among the
plurality of server nodes, wherein, to distribute the packet flows among the
plurality of server nodes, the plurality of load balancer nodes is configured to:
select server nodes from among the plurality of server nodes to receive connection
requests for the packet flows from the clients; and
send the connection requests to the selected server nodes;
wherein the load balancer module on each server node is configured to:
receive a connection request for a packet flow from one of the plurality of load
balancer nodes;
determine if a data communications protocol connection for the respective packet
flow is to be accepted by the server on the server node;
if the server cannot accept the data communications protocol connection, reject
the connection request; and
if the server can accept the data communications protocol connection, cooperate
with the plurality of load balancer nodes to establish the data
communications protocol connection for the packet flow between the
respective client and the respective server;
wherein, after establishing a data communications protocol connection for a packet flow
between a respective client and a respective server, the load balancer module on
each server node is further configured to:
select one of the plurality of load balancer nodes to act as an egress server for the
data communications protocol connection;
receive incoming data communications protocol packets for the data

communications protocol connection from one of the load balancer nodes
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and send the incoming data communications protocol packets to the server
on the server node; and

intercept outgoing data communications protocol packets for the data
communications protocol connection from the server on the server node
and send the outgoing data communications protocol packets to the

selected egress server for delivery to the respective client.

2. The distributed load balancer system as recited in claim 1, further comprising a
router configured to distribute the packet flows from the one or more clients among the plurality

of load balancer nodes according to a hashed multipath routing technique.

3. The distributed load balancer system as recited in claim 1, wherein the plurality of
load balancer nodes is further configured to select the server nodes from among the plurality of

server nodes to receive the connection requests according to a random selection technique.

4. The distributed load balancer system as recited in claim 1, wherein the plurality of
load balancer nodes is further configured to select another server node from among the plurality
of server nodes to receive a rejected connection requests and send the connection request to the

other server node.

5. The distributed load balancer system as recited in claim 1, wherein each packet
flow is a Transmission Control Protocol (TCP) packet flow, and wherein each data
communications protocol connection established between a client and a server is a TCP

connection.

6. The distributed load balancer system as recited in claim 1, wherein each data
communication protocol connection established between a client and a server is a direct data
communications protocol connection that originates at the client, passes through one or more of

the plurality of load balancer nodes, and is terminated by the server, wherein the one or more
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load balancer nodes do not act as proxies for the data communications protocol connection and

do not terminate the data communications protocol connection.

7. A method, comprising;
performing, by one or more of a plurality of load balancer nodes:
receiving a data communication protocol packet in a packet flow for a client; and
sending a connection request for the packet flow to a server node selected from
among a plurality of server nodes;
performing, by a load balancer module on the selected server node:
determining if a server on the server node can or cannot accept a data
communication protocol connection for the respective packet flow;
rej.ecting the connection request upon determining that the server cannot accept
the data communication protocol connection; and
accepting the connection request upon determining that the server can accept the
data communication protocol connection, wherein said accepting the
connection request comprises:
cooperating with the one or more load balancer nodes to establish the data
communications protocol connection between the respective client
and the respective server for the packet flow; and
selecting one of the plurality of load balancer nodes to act as an egress
server for the data communications protocol connection; and
performing, by the load balancer module after accepting the connection
request:
receiving incoming data communications protocol packets for the data
communications protocol connection from one of the load balancer
nodes and sending the incoming data communications protocol
packets to the server on the server node; and
intercepting the outgoing data communications protocol packets for the
data communications protocol connection from the server on the

server node and sending the outgoing data communications
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protocol packets to the selected egress server for delivery to the

respective client.

8. The method as recited in claim 7, wherein the packet flow is a Transmission
Control Protocol (TCP) packet flow, and wherein the data communications protocol connection

established between the client and the server is a TCP connection.

9, The method as recited in claim 7, wherein the established data communications
protocol connection is a direct data communications protocol connection that originates at the
client, passes through one or more of the plurality of load balancer nodes, and is terminated by
the server, wherein the one or more load balancer nodes do not act as proxies for the data
communications protocol connection and do not terminate the data communications protocol

connection.

10.  The method as recited in claim 7, wherein the packet is received from a router that
distributes packet flows from one or more clients among the plurality of load balancer nodes

according to a hashed multipath routing technique.

11.  The method as recited in claim 7, further comprising the one or more load
balancer nodes selecting the server node from among the plurality of server nodes according to a

random selection technique.

12. The method as recited in claim 7, further comprising, if the selected server node
rejects the connection request, the one or more load balancer nodes sending the connection

request to another server node selected from among the plurality of server nodes.
13. A non-transitory computer-accessible storage medium storing program

instructions computer-executable to implement a load balancer module on each of a plurality of

server nodes, wherein each load balancer module is configured to:
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receive, from one of a plurality of load balancer nodes, a connection request for a packet
flow from a client;
determine if a server on the server node can or cannot accept a data communications
protocol connection for the respective packet flow;
reject the connection request upon determining that the server cannot accept the data
communications protocol connection; and
upon determining that the server can accept the data communications protocol
connection:
communicate with the load balancer node and with the server to establish
the data communications protocol connection between the client
and the server for the packet flow;
select one of the plurality of load balancer nodes to act as an egress server
for the data communications protocol connection;
receive incoming data communications protocol packets for the data
communications protocol connection from one of the load balancer
nodes and send the incoming data communications protocol
packets to the server on the server node; and
intercept outgoing data communications protocol packets for the data
communications protocol connection from the server on the server
node and send the outgoing data communications protocol packets

to the selected egress server for delivery to the respective client.

14. The non-transitory computer-accessible storage medium as recited in claim 13,
wherein the program instructions are further computer-executable to implement the load balancer
node randomly selecting the server node from among the plurality of server nodes to receive the

connection request.
15. The non-transitory computer-accessible storage medium as recited in claim 13,

wherein, to reject the connection request, the load balancer module is configured to decrement a

time to live (TTL) counter in the connection request and return the connection request to the load
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balancer node, wherein the program instructions are further computer-executable to implement
the load balancer node:
checking the TTL counter in the returned connection request;
if the TTL counter is above a threshold, selecting another server node from among the
plurality of server nodes to receive the connection request; and

if the TTL counter is at or below the threshold, dropping the connection request.

16. The distributed load balancer system as recited in claim 1, wherein, to determine
if the data communications protocol connection is to be accepted by the server on the server
node, the load balancer module is configured to analyze one or more current resource usage
metrics of the server on the server node to determine if the server can accept the data
communications protocol connection, wherein the one or more current resource usage metrics
include one or more of CPU utilization, bandwidth consumption, server latency, and number of

established data communications protocol connections.

17.  The method as recited in claim 7, wherein said determining if a server on the
server node can or cannot accept the data communications protocol connection comprises
analyzing one or more current resource usage metrics of the server to determine if the server can

accept the data communications protocol connection.

18. The non-transitory computer-accessible storage medium as recited in claim 13,
wherein, to determine if a server on the server node can or cannot accept the data
communications protocol connection, the load balancer module is configured to analyze one or
more current resource usage metrics of the server to determine if the server can accept the data

communications protocol connection.

19. The non-transitory computer-accessible storage medium as recited in claim 13,
wherein the one or more current resource usage metrics include one or more of CPU utilization,
bandwidth consumption, server latency, and number of established data communications

protocol connections.
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