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(57) Abstract: The object of the
present nvenlion 1s lo provide a data
prolection system  that reduces to a
degree the amount of enciypled data
that 1s distmbuted to a multplicity of
and that has a structure in
lermunal - whose  dectyption
kevs ate ewposed by o dishonest party
15 made unable to decrypte the data
correctly, while other termmals are able
1o deerypl the data correctly The present
mvention 15 a data protection system
that includes a muluphcity of terminals,
and an enctyption device that encrypis
distribution data that is distributed to cach
tetminal - Each termnal 15 corresponded
with one node on a lowest level of
d-ary tice structure or the like that has
a plurality of Ietarchies The data

lernumnals,
which a4

TERMINAL 52 Q/ )

protection system, for each node n the tree structure, escluding those on the lowest level, determunes a plurality of combination
patterns that mclude combmations of two or mote of all four nodes that are teached one level below the node, decides an indhvidual
decryption key lor each determned combination patiern further decides an individual decryption key for each node on the lowest
level, and has each terminal store all decryption kevs decided for the nodes on the path from the node on the lowest level that
corresponds 1o the terminal through o the node on the highest level The data protection system presenbes nodes reached from the
node on the lowest level that cortesponds to the terminal thiough to the node on the nghest level that correspond to a terminal that
has been dishonestly analyzed as invalid nodes  TFor invalid nodes, other than 1nvalid nodes on the lowest level, the data protection
system designates an encryplion kev that comresponds to the decryption key decided in correspondence with the combination
patiein that combines all nodes, excluding invalid nodes, of the four nodes that are reached one level below the node, and has the
enciyption device encrypt distribution data that uses each ol the designated encryption keys



Abstract: The object of the present invention is to provide a data
protection systemthat reduces to a degree the anmount of encrypted data
that is distributed to a multiplicity of termnals and that has a structure

in which a terninal whoseygggr ' ysa ar e |flkposed by a di shonest piifllt v
i s made U}O'Pgﬁ!f@ 2 - ile other termnals are—

able to decrypt the data correctly. The present invention is a data
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encrypt i onBA&IEL G At MefrePpte @Y 8tr Hhut imonvdar Godtslat igradingvmpdyot @b gy
each ternmMafY ™E4Eh terminal is correspotfdédehien” e Myde’ 6fi"a | onest

| evel opuflsnary tree structure or the like that has a plurality of

hi er ar chi esvion hheadat a.provectiion pyssem for each in the tree structure,
excl udi ng whoseren therd owest | evel, determnes a plurality of conbination
patterns that include conmbinations of two or nore of all four nodes that
are reached one | evel below the node, decides an individual decryption key
for each determ ned conbination pattern further decides an individual
decryption key for each node on the | owest |evel and has each term nal
store all decryption keys decoded for the nodes on the path fromthe node
on the | owest |evel that corresponds to the termnal through to the node on
t he highest level. The data protection system prescri bes nodes reached
fromthe node on the | owest |evel that corresponds to the term nal through
to the node on the highest | evel that correspond to a term nal that has
been di shonestly analyzed as invalid nodes. For invalid nodes, other than
invalid nodes on the |lowest |level, the data protection system desi gnates an
encryption key that corresponds to the decryption key decided in
correspondence with the conbination pattern that conbi nes all nodes,
excluding invalid nodes, of the tour nodes that are reached one | evel bel ow
t he node, and has the encryption device encrypt distribution data that uses
each of the designated encryption keys.



