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transmissionfae, security reasons. Encryption makes tapping of signalling and
user data difficuit. The data to be transmitted is encrypted using an encryption
algorithm at the transmitting end and the encrypted data is transmitted from
the transmitting end to the receiving end, where the transmitted data is
decrypted using an encryption algorithm. The same encryption algorithm is
used at both ends.

[0003] An encryption mask created by the encryption algorithm is
attached to the data to be encrypted using an XOR operation (logical exclusive
OR operation), so the encryption does not per se increase the number of bits
to be transmitted. This can be presented by the formula

C=M®P (1)

[0004] wherein C is the encrypted data, M is the encryption mask, P
is the uncrypted data and @ is the XOR operation.

[0005] The encryption algorithm requires input parameters to make
the encryption mask created by the algorithm different for each user and each
usage time. The most important parameter is the encryption key whose length
is 128 bits, for instance. A different encryption key, and thus also a different
encryption mask, is used for each user. However, a problem arises from the
fact that the same encryption mask cannot be used twice for data with different
content. This prohibited situation can be described by the formula
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O+ PzO+M=CZ (2) P,Pz=C,Cz ' [0006] wherein P, and P2 are uncrypted data
with different content and C, and C2 are encrypted data with different
content. v og@issPe seen, a 5 possibl e eavesdropper can repoyaidihessoask by
perform ng an XOR operation between the data having different content and
encrypted using the same mask, thus breaking the encryption. [0007] Because
of this, other paraneters are also used in encryption algorithns, for

i nstance the encryption algorithmof a raglio access 10 network (UTRAN)

enpl oyi ng the w deband cgge ivd,si on multiple access nmethod of the

uni versal nobile teleco dttions system (UMIS) uses as input paraneters

a counter paraneter @ahi ghdcanggs with tine, a directional par amet(g?]
«(uplink/downlink) a e aranmeter. [0008] The structure of the

h J

encryption al gorithm‘toPibE USegli n 15 GERAN has not yet been decided. It
shoul d, however, neet at |east the followng requirenents: - inplicit

encryption synchronj ' ci,alyly I | ' ] -
sim lar approach tot@q]wré%rﬁ-ﬁf?hgﬂgn% %%n&r?ée}gﬁféttd’: ﬁé;ta‘é\(}élﬁt@ic@@és}gﬂggfmtent
i ncr enent al anddunandde; are gncrypprdateywitbvdiffarendigonderdnAsuean det searmed sane

time slat, ' | v, | [ : t user
cqui prent, POSHDlS Safaditnss (i tlenfine Hodash BY RrRIRIE an R Yoo ¢
| NVENTI ON [ betyegen tthe sdaja Bayiegtdiferantecamieeiendneperyptast ilgindathe mank ed

net hod for hikSMdd breakif theleicngfiona GPRS/ EDGE radi o access network GERAN

and user equi pnent Ile system a piece of ipproved user eqyi pnment
and an i nproved @R@%ﬁpﬁeaete@és’ne r [PAEHRENS A8rB0ASR é@%éd" of
the inventi encryptiontdigorithore) foli ingtangecthai enclyptiorpakgeeittiradffaradio acsess t i ng

dat a be{&Bfg%ﬁN%R@f%r)gég{??%@rﬁﬁgﬁat ﬂvgc}e‘ﬁ%‘& ggg'ﬁ“ﬁd%%:’r’srﬂhm frgJeirﬁ%BQé of &

mobi | e sys . ' nventT user  equi
accor di ng t snethad raf thei uniyerssemobile talecamminidationsesystem (UMTS) wses as

present od, B PArEHSter s oBuir RRfariglotifich RahaRs T uife, < gfodiqRel® !
parameter (uplink/downlink) and a bearer parameter.
[0008] The structure of the encryption algorithm to be used in
15 GERAN has not yet been decided. It should, however, meet at least the
following requirements:
- implicit encryption synchronization, especially in connection with
handover,

- similar approach to both real-time and non-real-time services,
20 - incremental redundance,
- multiplexing several different users to the same time slot,
- multiplexing several different radio bearers to the same user
equipment,
- enabling multi-slot operation.

25 BRIEF DESCRIPTION OF THE INVENTION

[0009] It is an object of the invention to provide an improved
method for transmitting data between a GPRS/EDGE radio access network
GERAN and user equipment of a mobile system, a piece of improved user
equipment and an improved GPRS/EDGE radio access network GERAN. As

30 an aspect of the invention, a method according to claim 1 is presented for
transmitting data between a GPRS/EDGE radio access network GERAN and
user equipment of a mobile system. As a second aspect of the invention, user
equipment according to claim 17 is presented. As a third aspect of the



dependent clainms. [0010] The invention is based on re-using the encryption
algorithm5 of UTRAN as such in GERAN. This is nade possible by defining

t he i nt erwalo2apsnati on of the encryption algorithmas a blpaakripoossnd by
nodi fying the input paraneters required by the encryption algorithm
according to the requirenents set by GERAN. [0011] The nethod and apparatus
of the invention provide several 10 inprovenents. Designing a new
encryption algorithmis a very demandi ng qperation. Wen using the

i nvention, a new encryption algorithmneed not be designed for GERAN, but
the al r eady irdesitigned GARSKEBGE sauio anceésgneMdnlnGERAbleacmdmgrtetmm 33hi s
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5 [0017] UTRAN is made up of radi o network subsystens RNS. Theinterface
between RNSs is called lur. RNS is made up of a radio networkcontroller RNC
and one owommnessdodes B. The interface between RNC and Bi ecaatibgmedoub. The
coverage area, i.e. cell, of a node Bis marked Cin Figure51 B. RNS can
also be called by its nore traditional nane, base station systemBSS). The
network part of the radio systemthus conprises a radi o accessnetwork UTRAN
and a core network CN.[0018] The descriptjon in Figure 1A is very abstract
so it is clarifiedin Figure 1 B by indicating approxi mately which part of

t he GSM systspedificationss pelatésl to enerygptiopaint pariculdFSarel tncohpanated dierain el t hat

t he present &gpes[&r Lption is in no way binding but for the purpose of
sillustration, 'sincé theresponsibilities and functions of the different

parts of UMIS are stBd TEdnhtRRYBghedSeanitpArckitactegui pnent 150 can, for
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(Wreless Application Protocol) phone can be used. 30 [0026] The connection
bet ween the packet transm ssion network 142 and the switching field 120 is
established by a serving GPRS support node (SGSN) 140. The task of the
serving support node 140 is to transmt packets between the base station
system and a gateway GPRS support node (GGSN) 144, and to record the
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7 Internet protocol or an X 25 protocol can be used in the interface. The
gat ewaysupport node 144 hides by encapsul ation the internal structure of

t he packetworansssssi on network 142 fromthe public packet pPoranemoss on
network 146 sothat to the public packet transm ssion network 146, the
packet transm ssion5network 142 seens |ike a sub-network and the public
packet transm ssionnetwork 146 can address packets to and receive packets
fromthe userequi pment 150 in it.[0028] The packet transm ssion network 142
is typically a privatenetwork that uses an Internet protocol and transfers

signal 1 ing and user [QRt7]. UDRAPEisanade ap ohradipeetwek, subisystemsiBNF.eThe t he
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asne | he SW tche enVl ronnent t he core networ
RSP s by el

conprises a packet transm ssion 15 network 142 and
gateway node 144. [({0822] ITheaddilio metworkucontiofetd3NE natnprisese a @PRSEP has

two spegpf | Csvﬁ{(s | nce[ﬁd 1320C 68+tr8 P12'4"Tt|t%§!=btgi‘gwﬁclﬁlﬁ:§‘f%id "?2@% fsedni t

anne Ing I nc rvvar Error
Codi ng) and phﬁ@@@%@ﬂﬁ atﬁaﬁﬁrtﬁle@ﬂ%r?él iR BRINeG PIGNAIERY SHeUitss e hase
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U 182°Posi SRENHE el YRR o Blp B et stodPr RORER, sletRh's

i npl ement at itakes icare g the redies palér waplementation paedesicobed petzqwet cl'her radio
transcei ver-specific unit. PCU 180 is connected to CCU 182 over an Abis
interface. PCU can reside in the base station 100 or in the base station
controller 102. Figure 1C shows PCU 180 in the base station controller 102,
but for clarity's sake, its location in the base station 100 30 has not
been shown. ' [0035] Figure 1 D also shows the structure of the user
eqU|pnent UE mnth respect to the parts of |nterest to the present



.shoul d, however

[ 0036] The structure of the transceiver in the base station B or the
structure of the transceiver in the user equi pnent UE are not described in
nore det alwlp RAiRLN, because it is clear to a person skill edrimoivdaggeart how
sai d apparatuses are inplenented. It is, for instance, possible to use a
normal 10 radi o network transcei ver and user equi pnent transceiver
according to EGPRS. For the present application it is only inportant that
the radio link 170 can be inplenmented, sigce the operatlon required by the
application is then perfornmed in the higher OS| en Systens

| nt er connecnetw)rknamhdiolieaRNG, typ@pkﬂcrtd{GSycane olh‘dnet llowingiymanagemeod 3]
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11 [0043] In the base station system BSS, the nessages of the session
managenent sub-layer SM and GPRS nobility nmanagenent subl ayer GW are
processedwg emapar ently, i.e. they are only transferred baak/aotdeesth. 5

[ 0044] According to prior art, the logical link control protocol LLC
establishes a reliable encrypted |ogical |ink between SGSN and M5. LLC is

i ndependent of the |ower |ayers so that the changing of the radio interface
woul d affect the network part of the nobilg network as little as possible.
The services of the logical |link control protocol include: a very reliable
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encryption algori ware, can sed
in both GERAme@ndesmrbtwedz@ ROCASPUUIRIe BuBPCrh Negeet4D Por et Gbonnthfaé:ei. nput
paranmeters of the encryption algorithm The agreed format defines the
nunber of the input paraneters and the | ength of each paraneter. The UTRAN
i nput paraneters are defined in the above-nenti oned 3GPP specifications.
They are: an encryption key, a counter paraneter which changes with tine, a
di rectional 30 paraneter (uplink/downlink) and a bearer parameter. In
addition a parameter |nd|cat|ng the Iength of the encryptlon nask 412 |s

Y



13 [0051] At the receiving end, the encryption is renoved using a simlar
operation as in the transmtting end, i.e. the encryption nmask 412 is

conbi ned Wy @n132R operation 416 with the received encryptred/det@eghl8 t o
obtain the original uncrypted data 414. 5 [0052] The transmtting and

recei ving ends nmust be synchronized with each other in the sense that the
paraneters 402) 404, 406, 408, 410 of the encryption algorithm400 used to
encrypt certain data 414 nust al so be useg to decrypt the encrypted data
418 corresponding to said uncrypted data 414. Inplenenting this may require
signal ling ﬁQUV\e*gﬁ tstpportamodiet ti49g thed dalaaind transmitiedi wvey thed.pankiet or
data modul aibAGmAbF HRANGHK FA9 IRBUBNCINEObaARAT Ao 143 D% dahlr 14eer el n,
-because they are not essentjal for the iInvention and are known actions to a
person ski | Feanesied te the publig packet fengmisiompewarkdd6: ne transnitting end

conprises means 400[00824 m’rcltam;/rsy@?ké}g?itgﬁtsm)% émt1nitaatrf?]dtt§fbvt/@ thse |
‘recei vi end using,an _encr i on,al gori n e receiving, en
cor r espondi WY& ¢ %ﬂ?i §5§”W§§’r¢§ﬁﬁ%0,3%916‘3?%2&'8@@96%& ﬁ%t%iat‘% ?@@ém}%%j from
the transm simultareodslysiTings ishboweeer gbimpietelygpodsitienatididcorBemay sincehfece

t , .
cerve. as 1 SHAL oA TeRR 6o skt G nGQ o Eltbul Syoted dbla faRpmistibe, o
equi prent  ctimpeicket-swit¢hach&rapamissinn.oh netwnek aanl alse bzobdic ity prhicm andans.
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the GPRS/ EtDGE radi o[GuI3 1%t gj%té%yn*ﬁnﬁﬁ@ul\‘goﬂm%gﬁﬁﬁWg@diﬁ@kérﬁ{&‘@ftiey'é& the
conpri ses e neans : . r ake
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bits, val uesPafife elrments: Zoarannergodey unit ClY spaisopacint eaatiohiung-PFre
sl ot nunber p#hgshpskeanautie AflrrRIdadhdiddudivg!rEC Qrenrasd Erfbri Soding
of 7. second | ayer Sfegnal | na,— S&/nbol for deflpl nﬂgl ane or other, d tai et her
data to bel @RFtIAterleRVINg, yafligeChandicd feRsINgs UaS n%fs-ucl??yﬁﬁrqlﬁ“ Vel o
gu rrbelr : B@C(r)]mbéi_@ece Si@n}ag neckptign pogieh of 4eceivetd siginbb apd i’ninfermation hrelated tcl)
ata:length,1l.bit e r n er. : [ val ue
Ol 1Bear er pg&é&%t%qya%é: I@%ﬁuﬁ&%&b%ﬁ ?ﬂggg% ﬁggéisi' éﬂéﬁé? %%%b%’éﬂnté:éqdenrgt h
of Val ue: | eagsémbty olibn |l {lrodicaltiink Sontmddsegmente ARA (Subdrosiic Repeabl ock
wi t hout radig&&,@ [ | fg ahsjuiikac i
par anmet er 408: e'I:Sl tth%%iq@Hig%Iaé&P?%ggﬁ % a)x:?e 1us“ﬁ§\’/v§b‘ o@vé'%clggig%put
paranet ers 6Pnkelande@dieahanngt asndaman ihelinns CeERARZomsIdRS iy the
falr)fmet %55 Wt@ﬁé sttéﬁﬁrsrrpo,t bAE depRhdingPbA e ifdlémentzgioheitidapsbe Tondidered the
abl e shows to b% oy %%aerrglo -rsgetr:iﬁglgrraeg'ansceiver-speciﬁc unit. PCU 180 is connected
to CCU 182 over an Abis interface. PCU can reside in the base station 100 or
in the base station controller 102. Figure 1C shows PCU 180 in the base
station controller 102, but for clarity's sake, its location in the base station 100
30 has not been shown.
[0035] Figure 1D also shows the structure of the user equipment
UE with respect to the parts of interest to the present application. The user
equipment UE comprises an antenna 190 through which a transceiver 192
receives signals from a radio path 170. The operation of the user equipment
35 UE is controlled by a control unit 194, which is typically a microprocessor with

the necessary software. Protocol processing described later is also performed



by UTRAN. The mi ddl e col um shows an alternative, in which encryption is
performed in the RLC protocol |ayer, and the rightnost colum shows an

al t er nat iwe p2/irsenhi ch the encryption is perforned in the PAUFIN®OEO0!

| ayer. [0055] The UTRAN directional paraneter 404 defines the 10

transm ssion direction, to which the data to be encrypted is transmtted.
Value O is uplink and value 1 is downlink. The directional paraneter 404
can al so be used as such in GERAN. [0056]g In UTRAN, the bearer paraneter
406 defines the used radio bearer identifier. This nmakes it possible to use
t he sanme enwitlyhidosoktwarel(df ddditidreto theudescribeesparitsythe arssrusijupraenieUal

di 1 erent 1 adhochRarers MUGR HfFace. HRicHPEAICAN ChRIFE%h | Bubls AaHe
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GERAN. [ 005mjcropharTRAisplalyeand fgyhopa st erbattey ddhieae saneh dowgyer.r eet key
| 5
stream | engidycribed:intrisre Fetdi heR{] tE@c@%ﬁl\t}M% Bﬁéhn‘ﬂéf%st@@ ﬁé@éﬁt

‘paraneter 410 can be used as suc using the tocol,
its val vt i@VERON.ength of the payload or the length of a full block
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MAC protocol, its v I,ch asethe
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TDVA frame nunber is use count er neans t
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begins to get 20 éane P ues agaln ahd the encryption can be broken
unl ess a ne’\?\?%@ﬁﬁl&dﬂlt ﬁt'R‘@i/l 3Y€'t aken into use. [0060] The counter paraneter
410 campt as such gO3TIEihUre 2EHAS packetiprstoeonétacks ofitisd EGPR®0gtdl Whi | e

bar ano or | H8NEs sy “pih bier. $5° Rotéd B ohE £oodiheg 3e Al inffte™"
defi nes wheE@ERS$.hEhelpretocal siackmareyformedi accdading do thé ©Sle@pean Systems

The hyper 'F‘ié‘ngsﬂﬁﬁ%‘m%&'@t@?@ﬁﬂ“*é?ﬁamﬁrS* haFRHEA D Bt O
sequence nuﬂ?‘@e@ | sngde); the prtocolestaghseareg da/ﬂﬂ,e%liﬂ@é@ﬂfénlrb@"ﬂgplﬂ ttBeﬂeong,

i n whiclp c baes&ldn W@”Fi@uf&l@bgﬁm\@ {80 edéh t?iét@oh@@lbmérﬁ}e tHe Palckéty ool
whi ch defi nes V\/net her the data to be encry eco | ayer

at a
si gnal | i ng PIOLeROT rarty that arg foeﬂﬁsaﬁﬁénlwet HPE’VQ{ES‘S \,‘QI ﬂl‘ée 1o t he
data to be esiworptedmentotdrer tidatraobileastatiine M$, tHases etatioth lspst em S%al l'ing

P 1 PR gl SEI. TRe 4dSB4GE e, O 5 S50
const ant. shawn separately, because an interface has not been defined between them.

25 The protocol processing set for the base station system BSS can thus in
principle be distributed freely between the base station 100 and the base
station controller 102, not however the transcoder 122 even though it does
belong to the base station system BSS. The network elements MS, BSS and
SGSN are separated by interfaces Um and Gb between them.

30 [0038] A layer in each apparatus MS, BSS, SGSN communicates
logically with a layer in another apparatus. Only the lowest, physical, layers
communicate directly with each other. Other layers always use the services
provided by the next lower layer. A message must thus physically advance
vertically between the layers and only in the lowest layer does the message

35 advance horizontally between the layers.



[ 0061] When using the MAC protocol, the counter parameter 410 is forned by
an extended TDVA frane nunber, a tine-slot nunber and a synbol defining
whet her twe @aus2t 0 be encrypted is data of the second | ayefr/@gingdd i ng

pl ane or other data. The length of the TDVA frame nunmber is thus 5 extended
to 28 bits. The 1-bit synbol which defines whether the data to be encrypted
is data of the second | ayer signalling plane or other data obtains in this
case the value 1, when the data to be encygpted is other data than data of
the second | ayer signalling plane. The tine slot nunber can be constant, if
only one tinme slot [8038edhelactpakbitilees! datantrassmissidre isrdone aisingolthe t he

10 effectiv niof: th t I r OQW,%I%‘} as, idee e
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par arrez ers \eﬁta;blitbl;\]mgj h“taiirﬁ?naﬁ&glaﬁd rﬁﬁseﬁ iégn&idttémgal.nlhaeswathgbg%hmrk

encr i on pmust . n rfor in I ot ac ayer.. e

Gy et i onal T dnare SIS oo Bvand: 85 106 AR SaekBhung M deage

par anet ¢5 4@ddcemallingu sederah indepesaent \wapnettions samsitdridousty betvwosah bwyer

signal ling %ln?iﬁgs data as when transmtting other data. [0066] There is no

radi o bearer tdentifier for the second |ayer signalling plane data, so the
bear er paraneter 40§0040]gThemeiwedniayentcomprises a wession managepEmEub-A

dosor i bed | H s S R e e A Lt onded ToW
framel ength 32 bi tsﬁé&rﬁwﬁ@@;}fgﬁé@%} t'ganagefaep ﬁ%"@e{rg@w%iﬁsrf?r%l ot
lr)lurrber : Q?ngtd_ﬂ tﬁgbécms%qwn@ez 0<|:a7ﬁs§wrbgal thélomodefr}enit nefnthes Pﬁér dﬁttaet ||mobile -
eencr e . a, of sec er_.signal l.i ngpl ane or ot her e
bt VAl e GaaRt Bre REPAFecBR Blatde 5 Padin FREARER Méoditibef Hhlmecpat
par anet er 4@8:thal publicoH0icHddk tejephdnebinebdankg this psutalayee waelld také ware lafngt h
of fulllength,. id.sb EnCr ' 08 g [f-S
Table 2 [O%?Mﬁiéﬁ%oh%\%rﬁp@af: éﬁ@%é&?\dzﬁe ﬁgée?gir?:} r.rgﬁéf@?t“}toﬁ@' is@c%ﬁ%upger
signal | i ng peinerkd dhia sub-layer supperisayseinebilityoregistrationaang sranagemential MAC
Frame naapel O g BB o B et e
data to be &nRRIE: Blgtipa (ﬁﬂdang‘ﬁ tia%"@t@@on @yeralﬁqqu@ PERYYSSH ab(@séﬁg‘ét her
gat a. ]]'heh1{*drfsnﬁsrsibnlokahis§§ubil[elfy§an%<e?3/rma¢mbet\/v?ma’:j@mabilgestahm_' MSeﬂqi s
ata of the r ing plane or other data obtains in this
case the valtﬁgggﬁgqlgWS’ﬁ@%’gﬁdata to be encrypted is data of the second
| ayer signalling pl §0@42]ThEheenséssiorvi@abbgerent sulsdayere®M [ oegepes all
Nat ur al hy, i I Of, i = fd e
ot hor vy, r SeASTERiSq 8 puEReCoyictbcedt et pept MR R ddiet thae |
"data of the re@anent aféhe sisghalhe sgspipanvanagement sebdayrubi @stabﬁahe ‘hat
the data to Rgine8s YME delsaseshesniiitidns. It has its own procedures for calls

initiated by and terminating to the mobile station 150. The message
transmission of this sub-layer, too, takes place between the mobile station MS
35 and the support node SGSN.



18 [0069] The follow ng describes alternative preferred enbodi nents of the
invention. [0OD70] In a preferred enbodi nent, one of the bearer paraneter

val ues i swoeany@d for signalling plane data to be encryptmdyridhecssd s t he
above5 mentioned constant value, for instance "00000", described in table
2. This way, it is possible to replace the synbol which defines whether the
data to be encrypted is data of the second layer signalling plane or other
data. The val ue "00000" deflnes that the qata to be encrypted is data of
the second | ayer S|%nalllng | ane, and any other val ue defines the used

radi o bearer identi 0@43] 110 ham |siat¢<zn ahysten BSS, athieo messagesi aediefi er
I's used for b@@oﬁeﬁﬁqﬁ t QJtﬁl‘é 'Eﬂ\ﬁ %@rﬁPﬁ@ %otﬁlﬂysnﬁﬁﬁggﬁ%ﬁf Qjpdes

-t he advant age t hat ective e counter para ncreases
by one bit, e e oﬁ*@aa'@&ﬁﬁ%@é tﬁﬂﬁ‘&PaE?f%‘MeéPf .t@emaﬂ.qr@qusée oprked
for one radia@.dbrgﬁher identifi er [0071] In a preferred enbodi nent, when

“usi the MAC t 15 t t t 0 be st d f ast d
g e N B ot O RobdBBud OB 80 h Bt e ol B 50
connecti on, estaljishesia ecliable sengwpdaechlldg;ceﬂtlm@ﬂetweerhsaswl a(rtEUMS:rlth@ns
ldentity M t . UE

mmnagenent _Bshe TR SriRnBrer Tav S B STonaM R Je AT ierdace .
used on t he veaule affechdhe inetworkheart 26 theh mabileanetewrk BRUitile asepmlﬁi@rTh%
stored whi C*%ePfféeé’B? %é“ﬁ%e&éﬁm*k' &9&@1 pY@HoHSl m\é'llﬁié %Sbég} féu@b%gloﬁjdé?‘ﬂ’n

connectl on one va t he comuni cat Is value is
used to Qegmtwg@n deer \antitios %:rpnqﬁtef%éwrl@bml@@gﬂbmfowmammﬂee?aﬁapm ue is

referred tofgs b&EFABEkndeg@a odritRUhaskrisibAged afdta UrtbnsissioRdedch %é rane
nunber pref era?%ﬁﬂcorrprl ses. a certalﬂ 25 nunber of . t he nost S|8n|f|

bits in the %R e T @Hﬂ’ésn@ﬁﬁ rd SRR Or FERGVI(G; KR ‘ﬁe RLC
protocol, t statior, suppbitdor diffaréet éasrcetmmehmyswh ds dlfi%remmmmntles cftdated in

e, user eay gL /b, RPolRBn o lra RRRa: bty a0l e MeEh), LG etk i ot
of the ﬂr’éfst turgmlﬂedamm&ﬁems the Wine ahdp&ib :Bule}‘faaes bw@doglcmh(hnkie@mtrdbedt )

e
oo g o iRt SR TRVRELATE AUThangatd! e MBI (RREBMITRY dfer Lne
GERAN, nost qmpdsﬁ@m%@mwtt%lsmkmﬁom@@nmrfbe lb#@tsuweyemtﬂm@%i\%ﬁal ling

of said stoiRRMAISuB-I6FEr. CRABLE sk tH@ELCeéLib-de%FchM $so B@%&ﬁ%ﬁ%rt he

ng;bfﬁghpﬁéﬁfgg‘gwte%$€mﬁ&C?Hie?@ﬁ |C§%R5?tehhe st or age
IbotCﬁtltﬁﬁonge st or eqomhealmcwég@f sarespdnsiblelor toanitiowings tasksng
i mum o (GU gl afcatd Soplipie BBl Ry (oaISatiGEle nbatork Ry
when t he coranecdpwnliok (nabvarkepart doirpopiie staﬁlcxmamgwcbemmmanagen@nRQfEDGE
radi o acces?@ﬁk"@éﬁsrﬁns%ﬁ“ﬂa%%%Ei@rcba?éﬂ&?e%ﬁ ”5ﬂd&¥tﬁén%ﬁ&“¢1ﬂlﬁ§a%" ng

wi deband co I VI SI on access ne or nat1 on on st used
ext ended TDMQWW"&JKérWLﬁFB'éﬁ'OBrPafDd@ i¢ F@W"ﬁﬁﬁb&aﬁlf’s pﬁpawmrwagﬁm

{ﬁdl oI 32593%l§t€bé@fn§s t@ﬁﬁusﬂb?eﬁm RDCr 1% éw Rikelsare Wuﬁar@ﬂilﬂlﬁgtL?_rC-d’é%%raf in
e old radip,acce r n Key. i npu er
408 of tho. StarE G TP %ﬁf@%@ax RiE R b oL Clrartes B RIS
Thi s way, i tdats bbecksi dricetransmitsitidernite the MAC Iayer starme upikK dir@ctian, RLC
uncrypted d f n 0 n r woul d
be. necessar P Rge diiyEmEs e RLECHBRCPIo ﬁ e Siis) BRRE Wife: LG on o
a new encr yﬁay@hThewl"b'étqablayer Ieeimplementad ip atUmJE[n’wﬁ@cerw a;mdsmimlsﬁqradl 0
access B! WGhdtance a radio interface defined by GSM. For instance, carrier modulation,
interleaving and error-correction of the data to be transmitted, synchronization
and transmitter power control are performed in the physical layer.
[0046] A BSSGP (Base Station Subsystem GPRS Protocol) layer
transmits data of the higher layers and information related to routing and the
35 quality of service between BSS and SGSN. An FR (Frame Relay) layer



15 GERAN when the connection changes, due to handover, for instance. In
principle, this procedure can be inplenented in two ways, either so that

t he user @@ui2pnsgdt conprises nmeans 190, 192, 194 for provigmgoi/elsey mati on
on the fast used extended TDVA frane nunber or hyper frane nunber to the
new radi o access network when the connection of the user equi pnment UE 20
changes between the GPRS/ EDCE radi o access network GERAN and the radio
access network UTRAN enpl oyi ng wi deband cede division nultiple access

met hod, or so that the GPRS/ EDGE radi o access network GERAN conpri ses neans

180 for rec@eviormysithephysidadiransmission of thigsisforanationd S tirkvark erviegber
or hyper fr%sﬂih@ﬂﬁésé%és% &bgggm@ﬁg@&ggr {.25 the connection of
an e

.the user equipnent UE ¢ ges en the ‘radi o acceas net wor k

GERAN and t he radi o [8@4dsHavieg vk ayearn ensareniendf hedeipestarecetie et on
mul Iti ple ag%ymm@dapdwe Iio&ﬁaé%lhiﬂtae{(ﬂ%_@a; Mei?[%%?pbﬁbl@rfb RXaficthy ded
M| enenLea.l n, suc manner .ne 1 n rnmatl on to .pbe r oyl de
Lonr oos o imglegustafiof ol SheryBfon B ayBbBld Sysfiin sising; GERA Plafed' he
i Ef or nr:ati onfshtmr/]wssmd/v ithme tl?ta fiew g‘cnaei;it fmomctheetcat@smni_ttbyg emflit@_trwcmv_ '_ingtemlr. kEjl 1
the value o . | A | N e
bne. ' hi'e o faRkifiiia AHTE tn*the' (4 OHhE, R, A Y retleliind BdTaRaAS o b
mask 412 t wiright siste israapapated fean dt v 8 verical diashed dine. toGERAN, @heryptiam be

i npl enent ed ;s gg@@\ﬁaliﬁ hRé _ﬁa%ﬁevééﬁtraiggﬂ ygg HRAkribEd %fbobggaﬁﬁ’%/tﬁéﬁ VSf adi o

access networ .conprises neans .ncreasing one t /al ue of
the nunf@r mesiRNeRy iR e capliel unit 194. skaeryptiends perfogmpdiusirg ankinction

For U1 et anc e R U O N S Ssoa findiens Ban 168 Jor k-
I NS \VA| ! Si 1 T1 I,LLS
coul d be st&mﬁeﬁf@wgﬁﬁ%%ﬁ&n%&% 2 SeftyRrARYR B %@ﬁm{ﬁfﬁfﬁfgﬁ PEGHIFPY: dAnt
bits ](c:pul dt lvdwiel’: wese. thehirequiead frgﬂfzﬂicﬁ\sdiaa‘e‘ exeonies be_tsm‘wal mheohmaents.t .
signiti can I e | ‘PArta . | | e e . e
save enor yot 1A ATBGEGIEBR" (2 Blse, BRSuble, (B ARSRNER” Ater LHLBALOF

fl ow chébt iSperifpinte@atad@iréuit)lana cantpl dagionadenep of epparnatacompeneatsen i n
th thod for t b fi i i : t wor k
GERAN and user equr 100ART Te (v R SRR E00 15 BT df WikOrtl Sxpelt 0O
bl ock 300. [Medvelk |LTRABCeniloyinghthe avidebane ecodendiMisiane dnuliiplen @oggsed

usi ng an enghgthbH AT tAé URiVErSaN OB ctelédtnimUARRALAS isPStep thlsd RAGWH dgifehl ock

ecei 5?552?&"%&%&8&%éiﬁéﬁﬂ%?aé %%kiﬁ&m@% ﬁ%ﬁ?@%ﬁe&%ﬁ&ﬁ%ﬁ%ﬁ;ﬁid
using tBe emsampin dottatiyn GRREIEDOEatadid@ctesenetworkeGERAN GAg] tHEheadib aci ng
?Lelbi oot ?ﬁ%ﬁéﬁiﬁﬁgjj&%@giﬁhb@ﬁ%tﬁ%fﬁ@@89@%@@’%@@2%%%&%&5 OTRAN
enp oying t : pde o] ee i fo‘sirmanm j | heaceame Znamge ot

unt ver sal  abldmbaRERMTHBIRIASIOSoSUSHIER, SeliS68 B84 i BARTEERAN NG |

al gorithm ich’ case the input parareters
of agreed f&TﬁANrequi red by the encryption algorithm400 are created on

the basps of the opgo@49NITRANNES &R gfded ftna@t RS thE@RpitasHrantsr o thet wor k
GERAN. 25 [007%{ As t&ep cco anél n%%I ai s re\yeal 4 t he rTEt hoqri an. bet
modi 1 ed usiSRGT ¥R AIEPSTRC S, Bgreheh St AETagS ithe TuBPeL Al HRoiPite and
t he GPRS/ ED@arameiers saamckthe leagtio ok eGeirfsdrainets0ThEVdTiRAN inpiut paeametersit | on
has been ex [ ih.th i3 e r % i cgoldance
wth the acasapdiiied i g AvereBiO TP RPP SReRHEME, Khefhl, A T,
restricted temcrywnbley,cacogsterophreimaiet whicthghangss withhtime; teediseciianabf t he
I nventi¥g | 4eRafets @pHAk/UBWhiRK)/2AARE WshrEl BhFBimeter. In addition, a parameter
' indicating the length of the encryption mask 412 is needed that does not per

se affect the internal operation of the encryption algorithm 400, but only

indicates how many created symbols are taken from the key stream to the

encryption mask 412.

35 [0050] The uncrypted data 414 is combined by an XOR operation

416 with the encryption mask 416 to obtain the encrypted data 418.



21 CLAIMS 1. A nethod for transmtting data between a GRPS/ EDGE radi o
access network CGERAN and user equi pnent of a nobile system conprising the
steps of :wh 23082 encrypting the data to be transnmtted uCIgFIeNNNESCr ypti on
algorithmat the transmtting end, (304} transmitting the encrypted data
fromthe transmtting end to the receiving end, (306) decrypting the
transmtted data using an encryption algorithm 10 at the receiving end, ¢ h
aractar i z adby (310) using an engryption algorithmof the radio
access networ k UTRAN erq)l oyi ng the wi deband code division nultiple access
nmet hod of the uni ve[@881InBbithe reseiwingmendi dbe i enatypljan dsnremoved esibgydt i on

al gorithm igfnidH ng?r%ﬂéﬁt:{]é“% {Hbo%nﬁﬁﬁtgﬁghéﬁé . tﬁ@r&gﬁy{)ﬁdmaﬁﬂﬁ%i red

by the encryption algorithmare create asl s e operati ng%

paranet ers SPMGREEPRIENGR ORGrfIoNcHEE viiethroracetyadancrypted datantid
claimed i n ¢bdimtAe Qﬂfﬁfaﬁhﬁcﬁybﬁgm@m.{ﬁorﬁat of the input paraneters of
i

D R AP S0 P oA Ll By B R0

| engt h of each para
precedi ng ciwithmeaciwbithariin theesemiserthipt thenparayoeierdd0ls 464pUB6k408x4 D dfi t s

GERaN and t 10 AT b RB8 RV Aol u Rk e Rpir ARt et 18, BREE et " ¢
di vi si on nulusedlte denryptsheesrtoohted slata 4A8marrespoading W said unerypted alada of
par et o S0 REmati B8, haF OB AR BehEahe iR R ey
conpri sd8 aanghihel regeiving o rfdds wh stata medidation ndochrnnal cGoding @re N at a
o he sccoushmen b aesb| uobishae ohosbi i) Srn 50 st o
e aneter | ARGPTDRE A BrR KBRMPGICtBRS drdt eeron silsd B heddit it fhPUh to
signal I'i ng picte¢hatathe trandmittingcengicechprides/meansd00a416Ifar ewdryiptingldstan 4,
o L R o A
nunber. 15 2@e receiving end correspondingly comprises means 400, 416 for decrypting

data received from the transmitting end using the encryption algorithm 400.

Because the connection between GERAN and the user equipment is bi-

directional, both can serve as transmitting and receiving ends. Thus, both

GERAN and the user equipment comprise both the encryption means and the

20 decryption means.

[0053] The GPRS/EDGE radio access network GERAN comprises
means 402, 404, 406, 408, 410 for creating the input parameters of agreed
format required by the encryption algorithm 400 on the basis of the operating
parameters of the GPRS/EDGE radio access network GERAN. The user

25 equipment UE comprises the same means 402, 404, 406, 408, 410. For
clarity's sake, Figure 4 uses the same reference numerals 402, 404, 406, 408,
410 to depict both the parameters of the encryption algorithm 400 and the
means to process them. In practice, said means are preferably implemented
by software in the control unit 194 of the user equipment UE or in the packet
30 control unit 180 of the GPRS/EDGE radio access network GERAN:

RLC protocol MAC protocol
Counter parameter 402: - RLC sequence |- Extended TDMA
length 32 bits number: length 7 or 11|frame number: length

bits, value range 0-127 |28 bits, value range 0—
or 0-2047. (2%2-1)




8. Anethod as clained in claim?7, wherein the extended TDMA frame nunber

is based on extending the Tl counter
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performed in the RLC protocol layer, and the rightmost column shows an
alternative, in which the encryption is performed in the MAC protocol layer.

[0055] The UTRAN directional

parameter 404 defines the

transmission direction, to which the data to be encrypted is transmitted. Value
0 is uplink and value 1 is downlink. The directional parameter 404 can also be:

used as such in GERAN.

[0056] In UTRAN, the bearer parameter 406 defines the used radio
bearer identifier. This makes it possible to use the same encryption key 408
when a user uses simultaneously several different radio bearers which have



19. User equipnent as clained in clains 17 to 18, wherein the encryption
al gorithm (400) is a black box and its inplenentation exactly the 20 sane
in both t{e jSHRSHREDGE radi o access network GERAN and the rpaaifoidfesSs
net wor k UTRAN enpl oyi ng the wi deband code division nultiple access nethod.
20. User equipnent as clainmed in clains 17 to 19, wherein the input
paraneters conprise a counter paraneter (402). 25 21. User equi pnent as
claimed in claim20, wherein the counter aneter conprises a synbol which
defines whether the data to be encrypted is data of the second | ayer
a/ingna! | i n% Pheeremultiphexed tcd’Etteasarﬂé_.pHySE:GIb%qdr frome. Tae béa%zrgg)rémeteléaiom 17]’:
erein the LS nkhse a bearer paraneter , and one o
-the bearer 3@@%5%?%&%%65‘%6\8@ is reserved for signalling plane data
to be encrypted. 23.[005€} |ediiTRABLtthadendthi padmeier KADndefihesntiner mquimlden
executing th i | gar 0 I
'stack, the C@e n!tg g%gﬁ{alé}{rbéﬁ P8 Z}ﬁ)%%'ﬁ:@ﬂ %f g@sﬁgﬁn}ﬁﬁ&; SRT% ﬂr?éaﬁ%'q
24. User Ezequp@mmqteaéwk:anrb@wsad a$ aimhw EBGERMeWﬂaenn@mtl‘emBé@ m@tqqgm
frame nunmberitd %al’%sﬁ%gﬂeﬁ@jﬂﬁ@ﬂtmﬁpé 8ad braAEN thp@Fé foll bRM without2the?S-

User equi pment .as ¢ ereint equi

conpri ses neeio Eﬁar%'i gﬁ?rﬂ tier rﬁ"tSJr %cﬁ?%ﬁ”?ﬁeml"ﬁ er. @‘é}? E\gdg'be %

frame nunberpifotdicdl hies rakie GQhBGéhgmnof 26ull bleek, Wthnie@ésleamepr@Img\t@arer ded
t,on he as se ende

I wh. h

C T} 25 RSl e pEPRGTRL o, Tl BRmStOT S oS e R ARIORCS
of the d)&enﬁadlnﬁmmnémmsmnnunber and the user equipnent (UE) conprises
means for |ncreasi nogkepii (PRAKR!HE EloryMor B8P ParbfichEABY didtiids Rt
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encrypted. ThegB 11 bits form a T1 counter part which when extended to 16 bits provides
the extended TDMA frame number. A 5-bit T2 counter part and a 6-bit T3
counter part can be kept in the extended TDMA frame number.

[0063] When using the RLC protocol, the payload of the user, but

20 not the radio bearer identifier or the RLC block header, are encrypted to
ensure the reception of the RLC sequence number. Another alternative is to
encrypt the payload of the user and the header of the block, but not the RLC
sequence number or the radio bearer identifier. When using the MAC protocol,
the entire MAC block is encrypted.

25 [0064] Table 2 shows how the input parameters of required format
are obtained from the GERAN operating parameters when transmitting second
layer signalling plane data. The encryption must then be performed in the
MAC protocol layer.

[0065] The directional parameter 404, length parameter 410 and

30 encryption key parameter 408 can be used in the same way when transmitting
second layer signalling plane data as when transmitting other data.

[0066] There is no radic bearer identifier for the second layer
signalling plane data, so the bearer parameter 406 is given a constant value,
for instance "00000". A specific meaning can also be defined for this constant

35 value, as described later.
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frame number, a time slot number and a symbol which defines whether the
data to be encrypted is data of the second layer signalling plane or other data.
The 1-bit symbol which defines whether the data to be encrypted is data of the
second layer signalling plane or other data obtains in this case the value 0,
when the data to be encrypted is data of the second layer signalling plane.
The entire MAC block is encrypted.

[0068] Naturally, the possible values of the 1-bit symbol could be
defined the other way round, i.e. value 1 would mean that the data to be
encrypted is data of the second layer signalling plane, and value 0 would
mean that the data to be encrypted is other data.
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that a specific meaning must be defined for one radio bearer identifier.

[0071] In a preferred embodiment, when using the MAC protocol,

15 the information to be stored on the last used extended TDMA frame number is

stored in the user equipment UE for the next connection, in practice it is

generally stored on the SIM (Subscriber Identity Module) card of the user

equipment UE. Hyper frame number management known from UTRAN s

applied hereto. If several radio bearers are used on the same connection, then

20 the extended TDMA frame number is stored which has obtained the biggest

value. When establishing a new connection, orily one value then needs to be

communicated, and this value is used to begin the encryption of the new

connection. In UTRAN, said value is referred to as START. The information on

the last used extended TDMA frame number preferably comprises a certain

25 number of the most significant bits in the extended TDMA frame number.

Correspondingly, when using the RLC protocol, the information on the last

used hyper frame number is stored in the user equipment UE for the next

connection. The information to be stored on the last used hyper frame number

preferably comprises a certain number of the most significant bits of the hyper

30 frame number. The described storing of the extended TDMA frame number

and/or hyper frame number for the next connection can also be performed in

the GPRS/EDGE radio access network GERAN, most preferably in the packet

control unit 180. How the signalling of said stored value can easiest and most

efficiently be done between the user equipment and the GPRS/EDGE radio

35 access network GERAN when establishing a new connection affects the

selection of the storage location. One stored START value takes care of
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connections using both the RLC protocol and the MAC protocol to the same
user, i.e. the maximum of the used values is stored.

[0072] In a preferred embodiment, when the connection of the user

equipment UE changes between the GPRS/EDGE radio access network

5 GERAN and the radio access network UTRAN employing wideband code

division multiple access method, information on the last used extended TDMA

frame number or hyper frame number is provided to the new radio access

network, and the same encryption key input parameter 408 as in the old radio

access network is used as the encryption key input parameter 408 of the

10  encryption algorithm 400 in the new radio access network. This way, it is

possible to avoid the use of the same mask 412 for uncrypted data 414 with

different content. Without this procedure, it would be necessary to always

perform the signalling required by the initiation of a new encryption key

between the user equipment UE and the GPRS/EDGE radio access network

15 GERAN when the connection changes, due to handover, for instance. In

principle, this procedure can be implemented in two ways, either so that the

user equipment comprises means 190, 192, 194 for providing information on

the last used extended TDMA frame number or hyper frame number to the

new radio access network when the connection of the user equipment UE

20 changes between the GPRS/EDGE radio access network GERAN and the

radio access network UTRAN employing wideband code division multiple

access method, or so that the GPRS/EDGE radio access network GERAN

comprises means 180 for receiving information on the last used extended

TDMA frame number or hyper frame number to the user equipment UE when

25 the connection of the user equipment UE changes between the GPRS/EDGE

radio access network GERAN and the radio access network UTRAN
employing wideband code division multiple access method.

[0073] The described procedures are preferably implemented in

such a manner that the information to be stored or provided comprises a

30 certain number of the most significant bits, and before the information is used

in the new radio connection or radio access network, the value of the number

formed by the most significant bits is increased by one. This way, it is possible

to avoid the use of the same encryption mask 412 twice for uncrypted data

414 with different content. This can be implemented so that either the user

35 equipment UE or the GPRS/EDGE radio access network GERAN comprises

means 402 for increasing by one the value of the number formed by said most
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presents the steps that are taken in the method for transmitting data between
the GPRS/EDGE radio access network GERAN and user equipment UE of a
mobile system. The method starts from block 300.

[0075] In block 302, the data to be transmitted is encrypted using
an encryption algorithm 400 at the transmitting end.

[0076] In block 304, the encrypted data is transmitted from the
transmitting end to the receiving end.

[0077] In block 306, the transmitted data is decrypted using the
encryption algorithm 400 at the receiving end.

[0078] The placing of block 310 at both the transmitting end and the
receiving end describes the fact that an encryption algorithm 400 of the radio
access network UTRAN employing the wideband code division multiple access
method of the universal mobile telecommunications system is used as the
encryption algorithm 400, in which case the input parameters 402, 404, 406,
408, 410 of agreed format required by the encryption algorithm 400 are
created on the basis of the operating parameters of the GPRS/EDGE radio
access network GERAN.

[0079] As the accompanying claims reveal, the method can be
madified using the above preferred embodiments of the user equipment UE
and the GPRS/EDGE radio access network GERAN.

[0080] Even though the invention has been explained in the above
with reference to examples in accordance with the accompanying drawings, it
is obvious that the invention is not restricted to them but can be modified in
many ways within the scope of the inventive idea disclosed in the attached
claims,
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20 3. A method as claimed in any one of the preceding claims, wherein
the encryption algorithm is a black box and its implementation exactly the
same in both the GPRS/EDGE radio access network GERAN and the radio
access network UTRAN employing the wideband code division multiple access
method.

25 4. A method as claimed in any one of the preceding claims, wherein
the input parameters comprise a counter parameter.

5. A method as claimed in claim 4, wherein the counter parameter
comprises a symbol which defines whether the data to be encrypted is data of
the second layer signalling plane or other data.

30 6. A method as claimed in claim 1, wherein the input parameters
comprise a bearer parameter, and one of the bearer parameter values is
reserved for signalling plane data to be encrypted.

7. A method as claimed in claim 4, wherein when executing the
encryption algorithm in the MAC layer of a protocol stack, the counter

35 parameter comprises an extended TDMA frame number.
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pX<9 parameter comprises a hyper frame number.
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15. A method as claimed in claim 1, wherein when the connection
of the user equipment changes between the GPRS/EDGE radio access
network GERAN and the radio access network UTRAN employing wideband
code division multiple access method, information on the last used extended
30 TDMA frame number or hyper frame number is provided to the new radio
access network, and the same encryption key input parameter as in the old
radio access network is used as the encryption key input parameter of the
encryption algorithm in the new radio access network.
16. A method as claimed in claim 15, wherein the information to be
35 provided comprises a certain number of most significant bits, and before the
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5 to be stored on the last used extended TDMA frame number comprises a
certain number of the most significant bits of the extended TDMA frame
number, and the user equipment (UE) comprises means for increasing by one
the value of the number formed by said most significant bits before the
information is used in a new radio connection to form an extended TDMA

10  frame number.

27. User equipment as claimed in claim 20, wherein when executing
the encryption algorithm (400) in the MAC layer of a protocol stack, the
counter parameter (402) comprises a time slot number.

28. User equipment as claimed in claim 20, wherein when executing

15 the encryption algorithm (400) in the RLC layer of a protocol stack, the counter
parameter (402) comprises a hyper frame number.

29. User equipment as claimed in claim 28, wherein the user
equipment (UE) comprises means for storing information on the last used
hyper frame number for the next connection.

20 30. User equipment as claimed in claim 29, wherein the information
to be stored on the last used hyper frame number comprises a certain number
of the most significant bits of the hyper frame number, and the user equipment
(UE) comprises means (402) for increasing by one the value of the number
formed by said most significant bits before the information is used in a new

25 radio connection to form a hyper frame number.

31. User equipment as claimed in claim 17, wherein the user
equipment comprises means (190, 192, 194) for providing information on the
last used extended TDMA frame number or hyper frame number to the new
radio access network when the connection of the user equipment (UE)

30 changes between the GPRS/EDGE radio access network GERAN and the
radio access network UTRAN employing wideband code division multiple
access method, and for using the same encryption key parameter (408) as in
the old radio access network as the encryption key parameter (408) of the
encryption algorithm (400) in the new radio access network.

35 32. User equipment as claimed in claim 31, wherein the information
to be provided comprises a certain number of most significant bits, and the
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33. A GPRS/EDGE radio access network GERAN of a mobile
5 system, comprising
means (416) for encrypting data to be transmitted to user
equipment (UE) using an encryption algorithm (400),
means (416) for decrypting data received from the user equipment
(UE) using the encryption algorithm (400);

10 characterized in that the encryption algorithm (400) is an
encryption algorithm of the radio access network UTRAN employing the
wideband code division multiple access method of the universal mobile
telecommunications system, and the GPRS/EDGE radio access network
GERAN comprises means (402, 404, 406, 408, 410) for creating the input

15  parameters of agreed format required by the encryption algorithm (400) on the
basis of the operating parameters of the GPRS/EDGE radio access network
GERAN.

34. A GPRS/EDGE radio access network as claimed in claim 33,
wherein the agreed format of the input parameters of the encryption algorithm

20 (400) defines the number of the input parameters and the length of each
parameter.

35. A GPRS/EDGE radio access network as claimed in claims 33 to
34, wherein the encryption algorithm (400) is a black box and its
implementation exactly the same in both the GPRS/EDGE radio access

25 network GERAN and the radio access network UTRAN employing the
wideband code division multiple access method.

36. A GPRS/EDGE radio access network as claimed in claims 33 to
35, wherein the input parameters comprise a counter parameter (402).
37. A GPRS/EDGE radio access network as claimed in claim 36,

30  wherein the counter parameter comprises a symbol which defines whether the
data to be encrypted is data of the second layer signalling plane or other data.

38. A GPRS/EDGE radio access network as claimed in claim 37,
wherein the input parameters comprise a bearer parameter (406), and one of
the bearer parameter (406) values is reserved for signalling plane data to be

35 encrypted.
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41. A GPRS/EDGE radio access network as claimed in claim 39,
wherein the GPRS/EDGE radio access network GERAN comprises means for

10  storing information on the last used extended TDMA frame number for the
next connection.

42. A GPRS/EDGE radio access network as claimed in claim 41,
wherein the information to be stored on the last used extended TDMA frame
number comprises a certain number of the most significant bits of the

15 extended TDMA frame number, and the GPRS/EDGE radio access network
GERAN comprises means (402) for increasing by one the value of the number
formed by said most significant bits before the information is used to form an
extended TDMA frame number.

43. A GPRS/EDGE radio access network as claimed in claim 36,

20 wherein when executing the encryption algorithm (400) in the MAC layer of a
protocol stack, the counter parameter (402) comprises a time slot number.

44. A GPRS/EDGE radio access network as claimed in claim 36,
wherein when executing the encryption algorithm (400) in the RLC layer of a
protocol stack, the counter parameter (402) comprises a hyper frame number.

25 45. A GPRS/EDGE radio access network as claimed in claim 44,
wherein the GPRS/EDGE radio access network GERAN comprises means for
storing information on the last used hyper frame number for the next
connection.

46. A GPRS/EDGE radio access network as claimed in claim 45,

30 wherein the information to be stored on the last used hyper frame number
comprises a certain number of the most significant bits of the hyper frame
number, and the GPRS/EDGE radio access network GERAN comprises
means (402) for increasing by one the value of the number formed by said
most significant bits before the information is used to form a hyper frame

35 number.
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47. A GPRS/EDGE radio access network as claimed in claim 33,
wherein the GPRS/EDGE radio access network GERAN comprises means
(180) for receiving information on the last used extended TDMA frame number
or hyper frame number to the user equipment (UE) when the connection of the
user equipment (UE) changes between the GPRS/EDGE radio access
network GERAN and the radio access network UTRAN employing wideband
code division multiple access method, and for using as the encryption key
parameter (408) of the encryption algorithm (400), the encryption key
parameter (408) according to the received information.

48. A GPRS/EDGE radio access network as claimed in claim 47,
wherein the information to be provided comprises a certain number of most
significant bits, and the GPRS/EDGE radio access network GERAN comprises
means (402) for increasing by one the value of the number formed by said
most significant bits before the information is used.



