1 SYSTEM AND METHOD FOR GENERATI NG A SECURE STATE | NDI CATOR ON A DI SPLAY
[ 0001] The invention relates generally to data protection, and nore
specifically to 5 the protection of data on conputing devices, including
nobi | e devices for exanple. Background of the Invention [0002]
Confidential or otherw se sensitive datatis conmmonly stored on conputing
devi ces. Such data may include the contents of e-nmil nessages, contact
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lost or stolen.

[G003] Most mobile devices provide device-locking functionality to prevent
unauthorized third party use. A mobile device lock may be initiated manually by a user,

20  or automatically after a pre-determined timeout period or upon insertion of the mobile
device into a holster, for example. When a mobile device is in a locked state, access to
the device is prevented until the user is successfully authenticated, by entering an

appropriate device access password, for example.

25  Summary of the Invention

[0004] In accordance with one security scheme, when the device is in a locked
state, the data stored on the device (or a subset of data that has been designated as
sensitive, for example) is encrypted. This provides additional security in that sensitive
data cannot be retrieved in unencrypted form, in the event that a memory store is

30  removed from the device, for example. Furthermore, applications executing on the
device are prevented from accessing sensitive data when the data is encrypted, affording

even greater security.



[ 0005] While a computing device such as a nobile device is | ocked, the
device may be nore specifically considered to be in a secure state, if
data on the device (either all of the data on the device, or all the data
on the device that has been designated as sensitive, for exanple, as may
be configured) is encrypted, such that applications which 5 mght wish to
access the data cannot decrypt the data for use. Enbodi nents of the
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the locked state,

Brief Description of the Drawings

{0007] For a better understanding of embodiments of the invention, and to show
25  more clearly how it may be carried into effect, reference will now be made, by way of

example, to the accompanying drawings in which:
FIG. 1 is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile

device of FIG. 1;

30  FIG. 3 is a block diagram of a node of a wireless network;



a display in an enbodi nent of the invention; and FIG 4B is a flowhart
illustrating steps in a nmethod of generating a security indicator on a

di splay in anot her enbodi nent of the invention. 5 Detail ed Description of
Enbodi ments of the Invention [0008] Sone enbodi nents of the invention nake
use of a nobile station. A nobile statign is a two-way conmuni cation
device wth advanced data communi cation capabilities having the capability
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comruni cag es wi th ot her devices through a network of transceiver stations.
[0009] To aid the reader in understanding the structure of a nobile device
and how it Detwmied Deatiptioniof Embbimiendesfithefnventbéer ence is made to FIGS. 1
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[0010] Referring first to FIG. |, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a

20  number of components, the controlling component being microprocessor 102.
Microprocessor 102 controls the overall operation of mobile device 100.
Communication functions, including data and voice communications, are performed
through communication subsystem 104, Communication subsystem 104 receives
messages from and sends messages to a wireless network 200. In this example

25  implementation of mobile device 100, communication subsystem 104 is configured in
accordance with the Global System for Mobile Communication (GSM) and General
Packet Radio Services (GPRS) standards. The GSM/GPRS wireless network is used
worldwide and it is expected that these standards will be superseded eventually by
Enhanced Data GSM Environment (EDGE) and Universal Mobile Telecommunications

30 Service (UMTS). New standards are still being defined, but it is believed that they will
have similarities to the network behaviour described herein, and it will also be

understood by persons skilled in the art that the invention is intended to use any other



4 suitable standards that are developed in the future. The wreless |link
connecting conmmunication subsystem 104 with network 200 represents one or
nore different Radio Frequency (RF) channels, operating according to
defined protocols specified for GSM GPRS conmuni cations. Wth newer
network protocols, these channels are cagable 5 of supporting both circuit
swi tched voi ce conmuni cations and packet swi tched data comuni cati ons.
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[0012] M croprocessor 102 also interacts with additional subsystens such as
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be used for BedhDivessrminitipktAwass(EDMADorfCININ200netwertsh GYMEHRSr i ng a t ext

message r I SS) e L GEs j ctions
stch 3 3 careaPaTRHhaRREko DRI A B R (O PN R DGR
ni cr opr ocessard UBTS Sotgpldeatianpdtsar detaiconteic petweiks imhideghoMebisaxt i Radoas

flash memoryL0f Y G0 DIRY AR RBRAAELN. DRafpibE8%0R i IRIRRY b ROV oF
networks include Personal Communication Systems (PCS) networks like GSM and Time

Division Multiple Access (TDMA) systems.

20  [0012] Microprocessor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
input/output (I/0) subsystem 112, serial port 114, keyboard 116, speaker 118,

microphone 120, short-range communications 122 and other devices 124.

[0013] Some of the subsystems of mobile device 100 perform communication-
25  related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both
communication-related functions, such as entering a text message for transmission over
network 200, and device-resident functions such as a calculator or task list. Operating
system software used by microprocessor 102 is typically stored in a persistent store such
30  as flash memory 108, which may alternatively be a read-only memory (ROM) or similar

storage element (not shown). Those skilled in the art will appreciate that the operating



storage el enent (not shown). Those skilled in the art will appreciate that
the operating 5 system specific device applications, or parts thereof,
may be tenporarily |loaded into a volatile store such as RAM 106. [0014]
Mobi | e device 100 may send and receive comuni cation signals over network
200 after required network registration ®r activation procedures have been
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store additional subscriber information for a nobile device as well,
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appl i cations, subscriber is not necessarily bound by any single physical mobile device. SIM 126
20  may store additional subscriber information for a mobile device as well, including

datebook (or calendar) information and recent call information.

[0015] Mobile device 100 is a battery-powered device and includes a battery

interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132

is coupled to a regulator (not shown), which assists battery 130 in providing power V+ to
25 mobile device 100. Although current technology makes use of a battery, future

technologies such as micro fuel cells may provide the power to mobile device 100,

{0016] Microprocessor 102, in addition to its operating system functions, enables
execution of software applications on mobile device 100. A set of applications that
control basic device operations, including data and voice communication applications,
30  will normally be installed on mobile device 100 during its manufacture. Another
application that may be loaded onto mobile device 100 would be a personal information

manager (PIM). A PIM has functionality to organize and manage data items of interest



30 will normally be installed on nobile device 100 during its manufacture.
Anot her application that nay be | oaded onto nobile device 100 woul d be a
personal information nmanager (PIM. A PIM has functionality to organize
and manage data itens of interest 6 to a subscriber, such as, but not
limted to, e-mail, calendar events, voige nmails, appointnents, and task
items. A PIMapplication has the ability to send and receive data itens
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20  example, be used to load an encryption key onto mobile device 100 through a direct and

thus reliable and trusted connection to provide secure device communication.

[0019] Short-range communications subsystem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated circuits
25  and components for short-range communication. Examples of short range
communication would include standards developed by the Infrared Data Association

(IrDA), Bluetooth, and the 802.11 family of standards developed by IEEE.

[0020] In use, a received signal such as a text message, an e-mail message, or
web page download will be processed by communication subsystem 104 and input to

30  microprocessor 102. Microprocessor 102 will then process the received signal for output
to display 110 or alternatively to auxiliary I/O subsystem 112. A subscriber may also

compose data items, such as e-mail messages, for example, using keyboard 116 in



[0020] In use, a received signal such as a text nessage, an e-mail nessage,
or web page downl oad will be processed by comruni cati on subsystem 104 and
input to 30 m croprocessor 102. M croprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary
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oper at i on. of evi ce m ] ar, . .except that the

bi | |
recei ved i gRgF%I{S{}ﬁEﬁ%dwﬁr “eé‘ﬁ?fg&bgfha" Zéﬁ%g{uh%i%}ﬁ Sghﬂ'mg’l Wal's for

transm ssi on d be enerate one.. 120. t| ve vgol|.ce or
hodioT 70 culdtRH) ¢ 0 B VRS doR ] BRARER s 1 Bl Gl al so
be 10 i npl errarb@taduablry snmhmj cezcétﬁvhacelel&ﬁwe@\klghuwgmmbe oatpoto spedke 198,gimdl

output is acco i shed .primari t hr ou | ay 110 may al so
be used to p?lé’ilﬁr{%%’[ tfé‘&FHi* Siloéln‘ﬁ‘?u%‘}(ﬁ%ﬁ“ﬁt&{ iﬁh Jlé(ﬁ AF ?%lve%ﬁ?”ch)r
cal | i ng part ydiguoatbsyseas, sacn/@lacx@l&a:hdssagefecoﬂﬁrrgesrub%@teﬁ@nﬁahiso bel at ed

i nformat| 022 eferring now to FIG, 2, a block dia ram of t he

conmmuni c};é)l oH‘[‘p qme %&W?@lﬁ‘%&‘ﬁ%&%n‘f“‘f@&h B‘?‘CWLG“S‘IO Sjega $ Communi cat i on
subsyst em 104cco@mpigdel $EManly (RS $tv@@akle5©;8 , Aishh@N$ehinhy &%o Béased@dl@o%enor e
enbedded or internal antenna elenments 156, Local Gscill at orf (LOs)

158, and a prdlae] Riprmaien welstidhe wentiy Of)i’ grlking p@gﬁquroéeé’g%ﬁa’ \BSP) 160.
[0023] The paihti wideahi 4@ sbdMi@hag@muni cati on subsystem 104 is dependent
upon 20 the network 200 in which nobile device 100 is intended to operate,

thus it shoufghb2Re undesrstinpdod RAtic B Cle&d ARerhihlov 8l cBiBfnichiddl G 2 serves

only as one exampl e. Signal 8 received by antenna 154 through network 200
are input® tosqbéﬁéqfﬂlé?mﬂ@@ntl\%ﬁloéﬁl%ys sheainf Grommniggtieninbeystaetd ver

functions aSc&h;S}ﬁésla%bérfi'sﬁaatt'ra‘?l@mnt{ef SOUBHCY: HPMmbERRY BF ﬁte%hl aﬁtbz&ﬁae“ ng,
channel selection, and analog-to-digital (A/D) conversion.

conver si on oflorcnte & &6 Lsac@ﬁ&m“aﬂorsd@@shbﬁe estsipp medwp él&ihlaéﬁ functions
such as Digital Signal Processor (DSP) 160.
[0023] The particular design of communication subsystem 104 is dependent upon

20  the network 200 in which mobile device 100 is intended to operate, thus it should be
understood that the design illustrated in FIG. 2 serves only as one example. Signals
received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D

25  conversion of a received signal allows more complex communication functions such as
demodulation and decoding to be performed in DSP 160. In a similar manner, signals to
be transmitted are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to transmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over

30 network 200 via antenna 156. DSP 160 not only processes communication signals, but

also provides for receiver and transmitter control. For example, the gains applied to



denodul ati on and decoding to be perfornmed in DSP 160. In a sim/lar manner,
signals to be transmtted are processed, including nodul ati on and
encodi ng, by DSP 160. These DSP-processed signals are input to transmtter
152 for digital-to-analog (D/A) conversion, frequency up conversion
filtering, anplification and transm ssiog over 30 network 200 via antenna
156. DSP 160 not only processes comruni cation signals but al so provides
for receiver and tr ans smtter contrql., F th s.applied to 8
cormunt cat | ofCRMyR DN FerpBanoarer sy b bR AR ho1 ver oo 8Bbha BRURHEh: Pvel v
control |l ed tihowyhgtcaniiio geikicontfil aiRofhifis iaplemlkaed id DS® 1600pl enent ed i n DSP
160. [0024] The wireless |link between nobile device 100 and a network 200

may contai n[@0g#]or noTie \elzireflése tiglbetebannelik, deviypi Rdddy wifdre eMinaiRF

channel s, and associ at ed rotocols use bil e devi ce. 100 and
ek 200 SR o5t e PR EORIEE S el e IR et f 4SSl o
typi cal | y5dU§rdtébolSlU§bd BetwéenQiadila ldbvibanmbvingd hBrwaae2 do. rﬁRBdhadaaItlb@u;mﬁ@vver of
nobi | e devi ce 100. 0025% When npbil e device 100 is oper at j onal

f

transmitter i%ouresthpimpst F?mmV%§éﬂm%4YFH?H@H“%H“BWFQIWH@ﬁ“t?a?%1§€ﬁhlng to

network 200 agebri powdchemabisadvitened off to 10 conserve resources.
Simlarly, receiver 150 is periodically turned off to conserve power until

it is neededfgors)ecei Vighsi S0BileSdeQlce 106 RITMY bRFatbhdl, @nsﬁlde} 18U itGcally
designated tinme periods. &0026] Referring now to FIG a bl ock dlagram

of a node of keyegior Birpesconaishae it is sendigi nalavodn200 qnﬁlwth%mseéum%?fmk 200

conpri se$poNgoRkrAREBuad %RQ%/ rd¥BRE 1%0 il rfé@i‘éhl@ﬁuﬂx@@ oﬁQ@U&H&b&@b@&ex‘M th a
node 202 within wirel ess network 200. In the exarrs)d | ement ati on of FI G
l|ll‘1

3, node 202 Patildonmpesigd Ereraivestanslsda mfernygtion (Eetrmdl Rignatedm¢ o Servi ce
(GPRS) and G%ggﬁl Systens for Mbile (GSM technol ogi es. Node 202 includes
a base station controller (BSC) 204 with an associ ated tower station 206, a

Packet Contr ﬂiO ' t ( H@#ém%gﬁo@%jﬁﬁ} hof bl%a@%%@%%o&%%@l@ss M?tmoh@
Swi t ching 20 CEn 0, a Home Location Register

Vi sitor Locafs Sbﬁ“f’Ré@Z@t rfy pragtideRyetark, 20§ cHBPRifeA gNTRREISH r29 I\Wéﬂf( SGSN)
216, a Gasevay,i&PRe ¢ %ﬂ[c%te?@ﬁﬁ a n(n%lﬁgi)wna&[g wi @gs I%t‘%ﬂg %Hﬂ) Cinwgééxample

Conf i guration Protoco 220 I'1 st o conponents 1s not neant to
be an exhausimplemgsitaionaif FiGie, ootrpddentanfighred inegopordae wihGengial Rioketa

GSM GPRS net woiiK seRitle (E3R8FInd®bbal sy HmE RTRAGRE i Ron i &GO WRARLY, used i n

includes a base station controller (BSC) 204 with an associated tower station 206, a
Packet Control Unit (PCU) 208 added for GPRS support in GSM, a Mobile Switching

20 Center (MSC) 210, a Home Location Register (HLR) 212, a Visitor Location Registry
{VLR) 214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node
(GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant to be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in

25  communications through network 200.

[0027] In a GSM network, MSC 210 is coupled to BSC 204 and to a landline
network, such as a Public Switched Telephone Network (PSTN) 222 to satisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to
the public or private network (Internet) 224 (also referred to herein generally as a shared

30  network infrastructure) represents the data path for GPRS capable mobile devices. Ina
GSM network extended with GPRS capabilities, BSC 204 also contains a Packet Control
Unit (PCU) 208 that connects to SGSN 216 to control segmentation, radio channel



25 conmmuni cations through network 200. [0027] In a GSM network, MSC 210 is
coupled to BSC 204 and to a landline network, such as a Public Swtched
Tel ephone Network (PSTN) 222 to satisfy circuit switched requirenents. The
connection through PCU 208, SGSN 216 and GGSN 218 to the public or private
network (Internet) 224 (also referred togherein generally as a shared 30
net wor k infrastructure) represents the data path for GPRS capabl e nobile

devi ces. xte th CPRS. c al so
Comtares & PRl B PRk b e SRk plobfiE veyBRodidn
control seg rrani aazhiim;ty f@&dioth difeain Bedtchdd amd paekatsivitched mthnhgensamt, |}§ﬂyz Iaie k et

swi t ched req nts e device Lon an i bility
for both CII’ W?Eﬁ&%{?&“ﬁé%i]&mﬁ%ﬁsééo J?{E%;dgn'se‘?‘?f‘ ﬂi‘% %él s

shared bet vveen)_I\/SC 210 and SGSN 216. Access to VLR 214 is controlled by MC
210. 5 [0028] Station 206 is a fixed transceiver station. Station 206 and
BSC 204 g ogpuo2e] f or mutha 206 wedil-danaceivwedtatRel SpIenkos a3 ed

transcei ver equi pnent prOV| des wireless neé rk coveraege f.or i cul ar

coverage ar eX9SEHHBNR thefard Frnsgeiyss equpmenty dhp fixed tapgogty 8@‘?‘?‘8‘?@? Yidesr

equi pment trﬁzﬂ@l@&sirﬁ:hﬁ&ﬁﬁw&élg@tfé&rba&kﬂ&ah@ve&éigea&d cbRARhNAsferré@RYAI Ccati on
signals fromnobile devices within its cell via station 206. The fixed 10
transcei ver &Gt pREHXedSRAREIVGE o8 IPMSRREINSTR COUHERIFRSIoR sigaalsiRddrsedtss and
possi bly  engagipgcand’s %ﬁal@ﬁ%ﬁt)ﬂ%ﬂll@'aeﬂf:essd/&lﬂ@|t§cetliov1§3§atﬁd’na§m}%mﬁh& @ded 0 the
nobi |l e device in accordance wth particular, usually predeterm_ned,

comuni cH i oansedivseanismantormallyneeforpsssuchy frpetions gnmogrlagan ndPossiy r ol | er .
The fixed trart%gag\Aﬁ&/oﬁauryeﬁamfﬁgnmsltasé MansHERRAY LRtEDiRAGViIBORS] bl y decodes
and decrypts, necessary, any communi cation signals 15 received from

mobi | e devi ceccosiongsi il periiquiarasnally roedviaminedtdonmypicstiopiotecaliand par amet er s
may vary bet f XA efRiifyy @

di fferent m@ﬁ%g%tlg}gh@%ﬁ%%%ﬁgég(ﬁgg@?g at ﬁ?%@%ﬁlpgﬁe%ﬁfﬁm es than ot her
nodes. [ 002@mddutates|and porsibliedededes ord ddcdypty, éicstssarpdnpicommanisplew $4ngls

net wor k, r fi i h f s stored in
HLR 212. “ﬁ angfilg&gf“s%%g)gﬁ g%vﬁése @g Vﬂ@'&:rg tﬁs%ﬁ |Cr%15 8?1 r?a%t%ﬁ{;)nn&to %Cbﬂé‘;gg regi stered
nobi | e devi cmrametexsamayb/er}cpmc'eeedtﬁf@erdebmrsnfneexanﬂpb mwnodntnabr@ua)ﬂqym of a

mobi | e devic % res bIe u catd reas and
stores the dglgfgre&} fmp lgatﬁ)ﬁ’ﬁ ér%of‘él igte aQ?‘rf n‘%‘{ e uenc‘?s tR%‘t P ItOdQS
responsi bil | E%Z'QT For all mobile devices 100 registered with a specific network, permanent

configuration data such as a user profile is stored in HLR 212. HLR 212 also containg

20  location information for each registered mobile device and can be queried to determine
the current location of a mobile device. MSC 210 is responsible for a group of location
areas and stores the data of the mobile devices currently in its area of responsibility in
VLR 214, Further VLR 214 also contains information on mobile devices that are visiting
other networks. The information in VLR 214 includes part of the permanent mobile

25  device data transmitted from HLR 212 to VLR 214 for faster access. By moving
additional information from a remote HLR 212 node to VLR 214, the amount of traffic
between these nodes can be reduced so that voice and data services can be provided with

faster response times and at the same time requiring less use of computing resources.

[0030] SGSN 216 and GGSN 218 are elements added for GPRS support; namely
30  packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wireless network 200 by keeping track of the location of each

mobile device 100. SGSN 216 also performs security functions and access control for



VLR 214. Further VLR 214 also contains information on nobile devices that
are visiting other networks. The information in VLR 214 includes part of
t he permanent nobile 25 device data transmtted fromHLR 212 to VLR 214 for
faster access. By noving additional information froma renmote HLR 212 node
to VLR 214, the anount of traffic betweegmn these nodes can be reduced so
that voice and data services can be provided with faster response tines

and at the s i e of . conput i ng. resourc 0030]
SGSN 216 and%&f ngéraée%”‘ﬂlge emsn(?éﬁél2 ggﬁwfdes m@'ﬁé mﬁoo eCni')ﬂnr?’e 430 packet
swi t ched dat axtsmplgmciet switdhied netGSMs aBGEEMn2d:6 toaoe NBOrESHRLE6 mamnl ar

responsi bilities t.hin SS n rk 20 ing, track of the

| ocation of é%% et il g\%é?f#(ﬁ@efﬁgvm% %gnﬁ‘nég %é”?"?r&zﬁg é@fﬂfﬁi ty
functions aI’ldomtWat@ﬁmtarg@JenanibiléﬁewétﬁI(m s hédfimQT Gretsertdch2 @lacqeSN 218
provi des %nt erﬂae%kir{bg conne t| ons £ ext er nal Igo;aﬁtcket swi tched

net wor ks And®¢ © BHESHRARGFAC S GRS SePHBMERLAS B Preset &t HEIPr ot ocol
(1 P) backbonewit@tusike GREAAE AnidhiakidEechgs mﬁglw Nléwzﬂeasmr) laatﬁessaméml
operations, a |ven nobi | e device 100 nust performa "GPRS Attach" to

acquire 5 anUi JAPEEINcOmIng spdRubaning GpllE- acg‘é‘?“\‘}lﬁ’cfélsGPIﬁ F%’aP’@d‘ﬁY‘Yoélfféﬁ? is

not present pRydi rd rﬂtcal@%glgﬁ?ﬁdP y&nrsﬁescnﬁ@%h&mg% DIt e WAl edo S8MnkLe®s
Digital Netvvork ;[\)Qw )Thr esses are used routing incom ng and
I

out goi ng cal fsthe erg|are EyrRIneckaRBNE fq*i éwmlk&’ signmpry ipgluding
dynam cahdy as %leﬁdﬁo%@lé REEE Adﬂﬁéﬁ%a&tﬁﬂ%ﬁl‘ 19y $2GEe ﬁ@{ﬂﬁm%a@g

connected tot . There are many nechanisns for dynamc |
assi gnnent , RwEPHEP seyvao Qrse thy GPRoAbRabds Fonplo®, slofertopansaliethent i cati on

Di al -1n User es%ﬁtﬂl\éﬁegefrm bR a R R 480, tln%‘[l?h EF‘%% da[ }ﬂ%bs@f%%%ﬁ%??s Attach

is conplete, a logical connection is rom a nobile device 100,
t hrough PCU Pos8t N@#@dAS&wnszﬁﬁN@h 8 AdhesEN rRgkyehts Nd@@ca(l ARND T ani IP HimelGGSN

218. The APNthraF&E%ﬁﬁJ}ta&e@s &9& & @Qmﬁitm%més %pg&aw ﬁe@@&k%&e%hmer

access direct Internet co Serv wor K connecti ons.
15 The AFRN aWb@APb‘plsesmcssmaasemum ychagisineni muw@rhﬂomenwﬁarrlas 280, mabilsof ar as

each nobil e assigned t or ..npre AP and nobil e
devi ces 100 8§ﬁno®8n%gp%ewgén%q? 3 Wt %""ﬁ:tA[ﬁ‘?\llsraé1 mﬁé)?]? o?vrlﬁeﬁ g 28BS Attach to
an APN t hat etchinas dbteenthoawmmermenhngam%xxﬁm td\BNABHyhehakaehsender ed to be

oS o PRSI IR 8 S R Bl e >
traffic is suchas “myconnection. wireless.com”

20 [0031] Once the GPRS Attach is complete, a tunnel is created and all traffic is
exchanged within standard IP packets using any protocol that can be supported in IP
packets. This includes tunneling methods such as IP over IP as in the case with some
IPSecurity (IPsec) connections used with Virtual Private Networks (VPN). These
tunnels are also referred to as Packet Data Protocol (PDP) Contexts and there are a

25  limited number of these available in the network 200. To maximize use of the PDP
Contexts, network 200 will run an idle timer for each PDP Context to determine if there
is a lack of activity. When a mobile device 100 is not using its PDP Context, the PDP
Context can be deallocated and the IP address returned to the IP address pool managed
by DHCP server 220,

30 [0032] Embodiments of the invention relate generally to data protection, and
more specifically to the protection of data on computing devices. While embodiments of

the inventions are described herein with reference to a mobile device, at least some of



exchanged within standard | P packets using any protocol that can be
supported in IP packets. This includes tunneling nethods such as |IP over
P as in the case with some |PSecurity (IPsec) connections used with
Virtual Private Networks (VPN). These tunnels are also referred to as
Packet Data Protocol (PDP) Contexts and ftthere are a 25 |imted nunber of
these available in the network 200. To maxi m ze use of the PDP Contexts,

net wor k. 200 t}%ée emrb?&m% ts! ;f)_eti{lxﬁgtnegtgﬁ %g(%gplf di%@éf% rth%nqr% «[)m ne if

there is a lack o en a no IS not using its PDP
Cont ext, thedeRRs. Cont ext can be deal |l ocated and the I P address returned to
the | P address pool nanaged by DHCP server 220. 30 [0032] Enbodi nents of
t he i nventi di§088) at e gemalainpletimp&ateatammtaambﬁledeviaar(d g. mobide &peeilffcal | y

to the prote dat u |ce n t he
oventi one. aid Gougre i P FRRTE o BN Bevet SR SRS o | eas
sonme of Bl Thwasebienbad Ymiﬂh&yﬁ'ﬂB.WIiﬁ}ﬂedtﬂﬂhﬁﬂ‘ﬁhﬁEdseﬁmrmmmﬂdlﬂgtadéw ces ot her
than nmobile devic 0033 n exa bi | e.device
(o0, Trobi | Rt & Bre-de g (g trEed HEVADaNT Bekis RoAURIERaI |ty
to prevent unauliidrzRdetdnipld party use. 5 The nobile device |ock may be
initiated manually by a user, or it may be initiated automatically after a

pr e- det er m nN@d34) meoutn prbidafkeorithieretdity sohbint, evtﬁkevﬂdbﬁe deviteng@ris @k into a

hol ster, for ac anc vvlth secur t chene, when
nobi | e devi c@ekfagpafe d"i“%‘us'iﬁt“’ﬁ 086%9‘6‘“'%‘?&% 1ce EQ\Q %‘t’rgts gﬁta tff‘t”é%ﬁ% ‘Pe device
100 (or @ subpsghated ascbﬁﬁsatnteb]@stenb%tdaeQ“ﬁlsJs@cuﬁ%ﬁﬂcgfﬂﬂé @dpﬁ!ﬁed&:@'rh&iatd ve) is
encrypted. This security schene is applied by a data protection stem

residing on RBHFHR sgemEesidipon mabilgdeyics, 8Py this raMRidRPEMBRICThE dat a

protection syt QoBEA s@ﬁeﬂn%;ﬁdﬁﬂﬁaﬁ:ﬂwﬁéd@s §§Hﬁ\%@é SRodREUhBlicaBPPbi @aky on or
utility that resides and is executed (e.g i croprocessor 102 of FIG

1) on nobi | ehifaesidss andp exequipddegahy 'atﬂfoﬂf‘?ﬁﬁ?sé‘ ofthilgnl) anfrotystdsviss H%ct i on

system nay b . yaRLE Frtﬁﬂlreﬁlgnt'aponl %chﬁ[aq%@t%@uon-gg’ﬁerq A9 pRhApREEARM ISy St em
descri bed herein need not be iInplenented in a separate nodule, and some or

all of itSs fhasdwarenkhadeia metepttﬂne%ystametqswbﬁqhhttrwame%tnqsheIr@trfem%%m@t her
applicati Onsseﬁéraﬂg‘ﬁ%bfésax{d%%tn‘é'otlgn 8Ptk s B8YbE RutckPled RitX &at 8Mne or

i npl ementatio
more other applications or modules residing on mobile device 100 in variant

implementations.

[0035] In mobile device 100, access to memory stores (e.g. in flash memory 108)
20 is controlied by the data protection system. The data protection system encrypts data
received for storage, stores encrypted data to memory, and decrypts stored data for
components of mobile device 100. In one example implementation, read and write
operations to and from the memory stores initiated by components of mobile device 100
are performed via the data protection system. In a variant implementation, components
25  of mobile device 100 have direct access to the memory stores, and will interact with the
data protection system only when data is to be encrypted for storage or when encrypted

data needs to be decrypted for use.

[0036] For ease of exposition, the following description makes reference to the
encryption and decryption by the data protection system of data generally, where

30  protection for the data is desired. However, it will be understood by persons skilled in
the art, that not all data to be stored need be secured in this manner. For example, only

data that is related specifically to a user of mobile device 100 may be secured.



[0035] In nobile device 100, access to nenory stores (e.g. in flash nenory
108) 20 is controlled by the data protection system The data protection
system encrypts data received for storage, stores encrypted data to nenory,
and decrypts stored data for conponents of nobile device 100. In one
exanpl e inplenentation, read and wite 4gperations to and fromthe nenory
stores initiated by conponents of nobile device 100 are perforned via the
data protect e I n . Of

mobi 1 & devi cARG0NRAE Pegirt i Bis 3L tooh 1R S AL AL 00y pEAIRRAEEAS ety
interact w tht@h@au@taramtmaemalﬂ;ow ay@pbmtzomlergecuﬂnmrdabtalacbvatce)lme s@ncr ypt ed

for storage encr data n e use,

For eane o B bBRPRERLUR L Ris FEE OSSR R FRE e b & SEeiged D o)
encryption anneknd@mzqr@;tof@mnuﬂy defiee t[wtrﬁapr“eQIeﬁgﬁatﬁiﬂfosy@teem)metﬂaﬁ a generally,
where 30 protection for thfe data i s de it will be understood

| )
by persont s¥TAFERTAG Al ?tlon‘? ﬁ’ﬁtpoﬁ?zlileﬁ’l‘fa“a%ftl’é‘p't%@eﬁtét‘%”csor ed need be

secured int nner is relat

spec 11 cal 1 yIO37ER Lo arTughS frsthite Pedyn G obpoady B ted Pt sy be

Al t er nat i vel ghabls@ecdibdbleddaich thdt @i c orSPREdIchptddypesr Qécrﬁﬂéc&wlﬁﬁ&:yth@dhta
desi gnated as sensitive, eifp Uab a user qr automatically by a

appl i cati on BREEHRAN WEeBs 5B @Y ey be permildys toepahie ‘?‘ld/(’r‘fﬂiﬁalblé ﬂ?éjéfi'r ed in

thi's manner . plb&ctonl sktbMen XA Bnpl@kdi¥atida! de 849 pRELCHBN SREGI hesk nENDry
stores of nobi|e device 100 may be designated for prot ectlon Ot her 5

arrange tse“é'ﬁlﬁ ey ‘bfiiirbh"filrﬁﬂ%teiéfr'@’MI%F@“PWOR/WF’Q}% ﬁ“ﬁ]ﬁP@FPéht“atl ons.

[0037] In thigo@xReRie anoﬁHﬁ%%dhﬁ&ogﬁ@@% gty protection system may be
enabl ed or disabled, such that data can only be encrypted and/ or decrypted

whil e the da{toa;;gpr ot egh b@éﬂatﬁ%sﬂ]@@hﬂa%r&&ﬁ@h @ﬁterﬂ@&és’%ei‘@%q@ﬁo@%ﬁxﬁﬁﬁ@ to
enabl e and/ or disable the data rotection system In a variant

i mpl ement at i BRFe reSHENERREmR B { LR tlaghmepetyelps ﬂﬁﬁl%é) 1 e sBrBe and/ or

di sabl ed renpllYontB¥n 3 1@&%@%;%&@&1@'1@} bt ;%?é?i%ﬁthe é@d?—ﬁati%ﬁ%ﬁa Qéc)fyﬂulan
accordance wth an information technol ogy g‘s ) pol icy). [0038]
QIGe

operati ot t¢alalde he pacorcd s stord 511e ken deree rdp eroyst tf@ﬁnkréptsom lwysa key
store residi ﬁ&nhﬂadﬁf‘d?%a/usfeethgk féa@é&oﬁ%ﬁﬁﬂ){hé! k%}pﬁor_@fm Erlcﬁap %&fonh nagne exanpl e

i npl emrent ati on, | east ohe symetric i's used for the encryption
and decrypt |@nrmsorbkema@saswaeqbeltbféx;eme@dptpé, upbo eesteck entiyd aegr sdegice. | n

order to pr X Or&@qegm@xpkicgp ke FS d¥cfr¥pqgﬁ %ﬁ%ﬂ%d GEGo e B nd RE KGYS are

stored int ey store 1n enc
or in another memory (e.g. RAM 106 of FIG. 1) or cache so that it need not be decrypted

20  each time it is needed. However, the decrypted symmetric key is subject to deletion
when mobile device 100 is locked in this example implementation. The next time the
mobile device 100 is unlocked (e.g. by a user entering the correct password), the

encrypted symmetric key can then again be decrypted.

[0039] Furthermore, in accordance with the security scheme mentioned above,
25  when mobile device 100 is in a locked state, the data to be secured (e.g. data that could
be considered as sensitive) is encrypted. Since the mobile device lock can generally be
initiated at any time, even when an application is in the process of performing an action
that has not yet completed on certain data in a decrypted state (e.g. the sorting of secure
data items), it may be desirable to allow such an application to complete the action in
30  progress, rather than to have the data encrypted immediately upon the locking of the

device s0 as to interrupt the action.



encryption key may subsequently be decrypted, upon correct entry of a
user's device password for exanple. A copy of the decrypted key may then
be stored in the key store, or in another nmenory (e.g. RAM 106 of FIG 1)
or cache so that it need not be decrypted 20 each tine it is needed.
However, the decrypted symetric key is gubject to deletion when nobile
device 100 is locked in this exanple inplenentation The next tine the

nobi | e devi c is n k a user. € Cco

passwor d) , ﬁ)eol‘ggncr yg 8¢ Fdfa& %}é@mﬁt&’r‘\’alﬂtﬁet %teﬁgorhse‘fg e{}‘p(’tcfed [ 0039]
Furt her nore, mbblleactmaeda@mfer eMatnlplet hley seﬁmhertzwaaednmwemmmenhpab@mens 25
when nobi |l e deyvi ce 100 data to be segured (e.q.

Hoen ot cotihing frttun it s MURSTRPP B et Hn ol an SRR AR (e wobi | 6

devi ce | ock egtirganesalolsycidedath,thd dppli€iontarbidiudst MBckeCHON WA an

application is in the prqgcess. o erformng an action_ that has not yet
conpl et ed‘50 onPTOEFEN) SH“H%I 3? Abile ‘I?é‘@f’)}?)q sdn & wilecked sigte, the dota BRASCHER of secure

data itens), syster/ WM iRghedREIY ARlA tthzetaeb ltlféVé{pﬁM,(ého@n()@ﬂ@'dttfe@hér@nzf%bﬂ@”p| ete
the action in 30 progress, rather than to have the _data encrypted

i mredi at el y Ry68 Ipﬂés in 3dpqkad state. thpdata geiactien seteaswillndt wewsra igset e act i on.

13 [0040] | ghparsden, ﬁr@vefnﬂﬁ%!adcks%tb% t%%h@alﬁﬂﬁftd @PalduteYdatd NG d@fuBst Ra9t €ction
system of nobile devic exampl e, may be further adapted to issue

"tickets" t oeiﬁlﬁbbq ¢eaisdotysh t@é@maa@loa%%\g@ulé be Eapigedtodencat theweareshier a
appl i cat{®Pn HeLANLd AR 36 &%Eé {fb@&omés‘?ﬂw(:k&ﬁ aﬁé}ﬁﬁﬁélgt Hle ARGUI €

data, the application can re?uest a fromthe da ot ectl on
system |f n@yBieréordwstcmana 0 igrdhe lﬁsuampewﬁlth@dicé@t i regpense torthe @Ilaglaalmqy?%ctl on

system wi | | ﬁr[mﬁ%bﬁ‘é 8lYeel 19 glgebs@ql&ehgypéco Qs LSRR Wfidh i i ellchg Ot her

hand, if nobi device 10 I'n ed state, the data protection
system wi | | aemiticglijeissuetiite thetapplatibne  appl i cati on, preventing access by
the application to the secure data. The request may either be denied, such
that the applt0d4li on Woubni: dsenmepjisatiethdds a ehid dickdtitbe pmpdigsn Wikbea 10
ticket n e n QF I : atively,
the data® prop e e s U B ot R AR o B ARES PP
response to lohedothe gpmahtlme‘qdﬂemntmusmcb hévermodzist ® thiescce® dm(a(DmEiUbsequent |y

beco.rres Unl OCkggeﬁlthr%%ﬂ{esgtﬁe Eiclgr? J\ mallllocnseate ("'.IaXS ClJ use EICke 5. O fI-OI' iﬂ‘tegt to the

applicati on.ap[p as ant pp RAN BReHt G2 VErid t he
appl i cati on mriol obgme ixﬁomartmcbmpkdteamcaem tuad mhebasqlmntlgredlaisathe Evleans if nobile

devicesion beﬁ:enr]t?e ac%on% S5E tcox¥1pleted In a variant implementation, tickets may be
20 considered to be valid only for a specified time interval, after which time the tickets may

be deemed to have been released.

[0042] The data protection system is adapted to keep track of each application
that has been issued a ticket, but which has not yet released its ticket. While there are
outstanding tickets, the encryption key needed to decrypt the secure data remains in the
25  clear even if mobile device 100 becomes locked, since an application with a ticket is still

entitled to access the secure data. However, once the data protection system determines
that all of the issued tickets have been released while mobile device 100 is in a locked
state, the copy of the decrypted encryption key is deleted. Accordingly, the secure data
stored in encrypted form can no longer be decrypted by applications in this state, and

30 mobile device 100 may be considered to be in a secure state.



| ocked, the application will continue to have access to the secure data
until the application releases the ticket. Applications are expected to
use tickets only for a short period of tine in order to conplete an
action, and to subsequently release the tickets when the action has been
conpleted. In a variant inplenmentation, {4 ckets may be 20 considered to be
valid only for a specified tine interval, after which tine the tickets may

be deened to been_rel gas 004 The dat rote tion stemis
be deerred LT, Do el Eass L O0Zl IR dala proLeSl) o BusLem 1S
but whi ch hameol fotglenéraliRasSReurity tdidatk 8h a dMPial; 0f & B@NRutAE Gevigd)tosihaiogte Ng
tickets, the ncrxgélon key needed to decrypt the secure data remains in

the 25 cl ear™ “HﬁﬁPFglaéﬁﬁﬁﬁs%ﬁB becones | ocked, since an application
with a ticke still, entitl s the secure data. ver, once
the data pr oiqgg‘?ﬂ on sy% “’tf‘“e‘ﬁ’flﬁlﬁﬁpm“gre% ‘ﬁ‘é‘ft illysfratyie sops i %%@gﬁ’v\fc kets have
been rel ems egemtlhgamhbem@lea&bp&l al&lgal inlafl eﬂqbbﬂlﬁiéﬁ@oftl&i iab&ioh heneopy of
the decrypted encryptlon key is | ete Accord the secure data

stored in en8fgptigads PO} nlinimethpd faaﬂ’é%?s user 16%'|ﬁ§ﬁt°é‘d3fwe'abﬁwlé‘é%&ﬁ%‘c? nthis

state, and 3@ dmabiblie d86M 188 ot REG MBY:s iRE ERRSisleWaEh [kde 1N a secure state.
14 [0043] Enbodinents of the invention are generally directed to a system

and nethod fopasgener ak| awc@oeaewelv&lm rbRENERIQhotdR dvidd S0Y, AVndha@ CoONputi ng
device, to indicate when a |l ocked device is in a secure state. [0044]

Referring t oolFaiongashayfatsiie Rak-tickets e isenad (Ag- Bt bf PRicsioRURGE of 5

generatifg a.&eetHy &rymbmlmwﬁo@%ﬂe%Sdah@m e%e%rmq%m%azedqfaté e
invention is shown generall . This method facilitates user

i denti fi cat i tplisgtionpEaquestios mﬁgm tﬁ gecelaﬁa@en ofdsr g, pastobn pe agfiopioadhelGouIsf FI G
1) isin a Segill gl ge;etsvmmhéﬁés%%aseh frin/RugPRebmfERgabove Wth

reference to nobil evice 100, 1 n nornma operation shown at step 302,

tickets are [omfd (&Rl 1B, €8l BERAGH LARRURLATAR RXEEHIRAGI Ao OD! e

devi ce 100) Wwhile the conputing ce 1s I'n an un ate
appl|catlonsﬂﬁ@qaé@$ﬁ®ga@c§b%ém4QWEEEQT%G@BMEHpwﬂwmdéxmﬁwt@bﬁ$@ﬁMﬁhn action

on the speurg IE t I ed when the action is
conpl ete §§ [Oaﬁﬂth K ﬁ? B&b§%§ g %ahggg g@??%ﬁ%%isten1detects when t he
computi ng depigagy  ent ol Hookethi2h Bl g@ BoRf0L GRLbAT Y St em can
continue to yésue tlcket§$(e o at &@’ 10n§§% ‘ ong asgqhe conputi ng
device is i namﬁcq}mgﬁmeﬂergu@u@i a tICket whlle the computing devtce was in an unlocked

state have since released their tickets. If so, any encryption keys in decrypted form that

can be used by applications to access secure data are deleted at step 328, and a secure

20  state indicator is displayed on the computing device at step 330,

[0048] In one embodiment, the secure state indicator displayed at step 330 is an
icon resembling a [ocked padiock. Other secure state indicators may be employed in

variant embodiments.

{0049] The secure state indicator is displayed so that it is clearly visible to the
25  user when the device is securely locked. For example, the secure state indicator may be

displayed on a ribbon banner in the computing device display.

[0050] The secure state indicator displayed at step 330 shows that the computing
device is not merely locked to prevent unauthorized user access, but is locked and in a
secure state (1.e. “securely locked”), such that applications on the computing device

30  cannot access secure data (e.g. data that has been designated as sensitive). The secure



" [0047] At step 320, the data protection system determ nes whet her al
applications that were issued a ticket while the conputing device was in an
unl ocked state have since released their tickets. If so, any encryption
keys in decrypted formthat can be used by applications to access secure
data are deleted at step 328, and a secut® 20 state indicator is displayed
on the conputing device at step 330. [0048] In one enbodi nent, the secure

state indi catgf, 1@&1@&1@%&91119313&5% Pk %orﬁﬁhtm'gqgﬂcé ﬁﬁﬁ%'aﬁgn%ci&%@éj
padl ock. Other secure state indicators may be enployed in variant

enbodi nent s. of @04 gpceThie ssaicudata bt appéicdtiogs sathsrwisspatingfidayed so that it is
clearly visible to the 25 user when the device is securely |ocked. For
exanpl e, thel[@Hddre st df et stapdi28athodatapsotdstion gistepl dejestiingn that notbon banner in

the computi ng qica u%rﬁ él?at %Brea}Xsue(ﬁ 9 Eécoel WI c th%%&!ﬂ{)ﬁm%tcﬁgﬁo lzvn%jln al?ltu?aLoc édtsgl ayed

at step 330 Stows t he conp
pr event uﬁautsttmrhazeﬁbiaasﬁrth@r:ttMs axhudicatsr indickeg sand- smuxastatses:ahs[éawﬂatle

(i.e. "securely |l ocked:), such at applications on the conputing device 30
cannot accesglescé’lﬂﬁpé %‘?a%’é?e@g“ } ata that has been designated as

iti . 15 t . dj
zggf)lut: XS) dew@s (rag'ltjlrj(ralﬁls HFSm é‘e |n ggno%%%egs @lcﬁﬁfﬁsﬁﬁ%e%esge (5)46secure

data by appl h@&foh@mmbsngnnhﬁﬂms@amwcm Otied no-QQ0ek]statd indica®tsapay320, t he
data protection tem determ nes that not all applications that were
i ssued a ti cRBP! OW}‘/I‘?We"af‘Fl‘éeE’@ ARy device was in an unl ocked 5 state have
rel eased 6he|6 ‘Et‘r? ckets,.an indicat o% indicati n a non-se. stare

F0q t

di spl ayed®o conput PHTaEV T 8O ey ’%35 a¥gos= he C(?Eydr'ér‘rﬁi (? ment ,

t he non- secutte wbaten thedeateos lodkegip batyret satirehit quzkeBA@rlesam;ae] thecom-geggenbl | ng
an unl ocked é%l |9cﬁgator%§}%e @yéae&”l"é foush Bhenedr RAhE &Y usin icB®isp@PPl oyed in

vari ant enbo I ments The non-secure state In |cator I's displayed

so that it |s clearly visi bIe to the user when the deV| but
not securel y{#%&led. ~ Fbiis BoifsnTe stafeiadingpr dgrltyed at S%?pa%‘@ H‘H? @‘5?%& Héﬁ/

di spl ayed ongg bhpliy (ﬁ@!&@%lﬂ'ﬁﬁ@&k@@stﬁgnﬂ%%brﬂﬂut \de6iBe RindPInaysecurt 0QRA4] Th| s
non-secure state indicator disp I%/led at step shows that although the

conput i n@S devingeatilaasi ‘Hlea‘PP]éf@R@HSté HE accepsa S%Fﬁ)‘iﬁﬁ AR may Peable o de6EPE n a
secure stat esé]cgresda'fhc q?u%ezjxrﬁﬁ,s ttheQ:Bﬁlpﬁ@r@ dSRLINR B bd donbiSreatsBSR ke Secure
data, and may be able to decrypt

since the encryption key used to decrypt the secure data may still exist in a memory store

in a decrypted state, which an attacker could potentially retrieve and use to decrypt the

secure data. The status of the outstanding tickets can be monitored by repeating step 320,

20  and the non-secure state indicator can remain displayed until a secure state on the
computing device is detected, or alternatively until the computing device returns to an

unlocked state or until access to secure data by applications is otherwise permitted.

[0055] Referring to FIG. 4B, a flowchart illustrating steps in a method of
generating a security indicator on a display in an embodiment of the invention is shown
25  generally as 300b. This method facilitates user identification of when a computing

device (e.g. mobile device 100 of FIG. 1) is in a secure state when locked.

[0056] Method 300b is similar to method 300, except that method 300b may be

applied in implementations where secure data, when decrypted, is marked as plaintext,

for example. When an application requires access to secure data, the data protection
30  system may decrypt the requisite secure data, store the decrypted data in memory, and

mark the decrypted data as plaintext, as shown at step 304, Moreover, for greater



secure data. Furthernore, the conputing device nmay not be considered to be
secure since the encryption key used to decrypt the secure data may stil
exist in a menory store in a decrypted state, which an attacker could
potentially retrieve and use to decrypt the secure data. The status of the
outstanding tickets can be nonitored by fsepeating step 320, 20 and the
non-secure state indicator can renmain displayed until a secure state on the
conputing device is detected, or alternatlvelg until the conputing device
it

returns to aifcuTi wRIedbe compulingdevige herompsdeckedthe Llrurkedat papipx

applicati onsvefén@& R%@F&Iﬁ@n%ﬂﬁhgﬁlﬁﬂtext &@&@?Lho%fd B dldich, b9 ifeldma 4B, a
flowhart illustrating steps Ina eneratlng a security

i ndi cat or onPrtegiYpIYEfar %ﬁ%ﬁb&@%ﬁ@mé@%ﬁ @f # Rl Bbicstds WaYY apd
general Iy asgn3@BiRet idfde - %r%?edf iAChdl 588 RRmUR ﬁ{a&'bggﬁéryﬁtb&l?} h0R2@f when a

conputlnaia device (e.g. nobile device 100 of I's in a secure state
when | oclkéd. prp@gts@] syNemder t@e)epnzptélngldn’vlptabecmemle@kvdd Apphicatiorowith tickest

met hod 300Db ﬂi%’ha@g %/Qpﬁée fhidaded IR 6 ﬁ@eh?&ﬁ%lﬁ‘@%ﬁ%ﬁﬁ%ﬁ& %@C G RGN

decrypted, is nar alntext or exa an a ation
requi res accessgo ﬂ@gmm@ gdattach ttm@thdatmtp\n objeci's mep b8 Geleped (@rm fray decrypt
t he reqU|s|t§ %gﬁgre data, store the decrypted data in nmenory, and nmark
t he decrypte 1 as plaintext, as shown at step 304, Mboreover, for

greater 16 |ty, Mﬁﬁﬁ?@gﬁfﬁggﬁy&gﬂgcgﬁ%’&% ng ebBSFﬁQ t he data

mar ked as pI erein general aln Xt obj ects)
shoul d G de¢oaaslécted bybetlhe sekareastatp notild et alknpphmbmmamereleawqdlaettckttfwhlle

persi st ent St]hgrgrggut dew l %E%qgl%)étun%?lte%c&at%iavs AL &ir Elgkq[tt Qx?d @?Lﬂ?m I's not

already stored’in en orm ncryp
protection splsinent tafjetoesrhamheemeipasbd ngccdﬁunglg, doeiep BRGD, uxacziaaq;mtécpphl cations

th tickets_ that h d itted to hold
Dl i nt ext - obPEETCEIREITES RS P F BB heR QR iy iy B TP e

pl ai nt ext obindchisr Esphaged 2lsepsSe0l (feog thefdh-seded @itk daficatdr @OEFA]layled at hi s
enbodi ne of t2® i nvention, the conputing device is not 10 considered to
be in a Secuf® ttate until (1) all applications that were issued a ticket

while the ¢ i ng device s i ocked state have.rel eased their
tekets, andODo ot IoF srib@Rop @Rt Bedbbm it ibas BB SRR ngiy, a
step 320b tdb@crd&ti&nﬂhrr@fb&ﬁéd mmetww@detmﬂnnmw\b@&wmmm of these
condi tions %ie sat.i sf If so, cure state indicator |s d|splayed

at step 330.9FFmMHERE W ?ﬁ]ée”ﬁ&ﬁmg'été‘lﬁr Vs’F pertiapgt! @ spre glde-gMORT Byl

states may also be defined and determined in variant embodiments.

20 [0059] In a variant embodiment of the invention, a third state indicator may be
employed to denote a state where it is determined that (1) all applications that were
issued a ticket while the computing device was in an unlocked state have released their
tickets, and (2) all plaintext objects have not yet been released. In this embodiment, a tri-
state icon denoting the three states (i.e. tickets exist and plaintext objects exist, no tickets

25  exist but plaintext objects exist, neither tickets nor plaintext objects exist) may be

employed, for example.

[0060] In a variant embodiment of the invention, the data protection system may
be configurable to allow a secure state to be determined either in accordance with method
300 or with method 300b as may be configured at a particular time. The data protection

30  system may be adapted to be configured (which may encompass modifications to an
initial configuration) by a user, and/or by an administrator for example, possibly in

accordance with an [T policy.



15 step 340. [0058] In a variant enbodi ment of the invention, criteria in
addition to those described with reference to nethod 300 or nethod 300b
may be established, in determ ning whether a conputing device has attained
a secure state. More than two states nay al so be defined and determ ned in
vari ant enbodi nents. 20 [0059] In a varigpt enbodi ment of the invention, a
third state indicator may be enployed to denote a state where it is

determ ned t &1) altﬁéﬁf at i %hat were issued a tlck%t_mhile t he
conputing de¥Tcelwas i PiA %Bﬁ BINGTARG B SqeUTiy4REErPHR FRPOdiMER St s and
(2) all plaiof &¢invehii®@Chs, yevidat askREcuRBRN o RARRA/CtidMR stofdSon¥hpdicrent , a
tri- state |cogﬂgenot|n the three states (i.e. tickets exist and plai ntext
obj ects exi ste@d3fie medigef C@SME%WBWeBEWMBPﬁFhWE%Pﬂ@bjects exi st, neither
tickets nor @ﬁ%ﬁteXt objects exi st) may npl oyed, faor exanple [ 0060]
In a variant di mentheédrvanfign ]‘%\Péﬁ‘% ﬂﬁwquhﬁtWﬁg% B peusber gh system may

be confi gsir abhBodiRemb.| AWyaves, qewmebesm&@tob@ bggergﬁ{s%mmdh@m 8 oth&t
accordance with nethod 300 or with nethod as may be configured at a

particul ar t V#iantsppd mpdificapensieastticaprdg ovithput depprting frpe tharsppeef tho be
configured (wWRkshhnRYeSRAGRREITPIJhéRlH.RAs t0 an initial configuration)
by a user, and/or by an adm nistrator tor exanple, possibly in accordance
with an IT policy. 17 [0061] The steps of a nethod of generating a
security indicator in enbodinments of the invention may be provided as
execut abl e software instructions stored on conputer- readable nmedia, which
may i nclude transm ssion-type nedia. [0062] The invention has been
described with regard to a nunber of 5 enbodi nents. However, it will be
understood by persons skilled in the art that other variants and

nodi fications may be made wi thout departing fromthe scope of the

i nvention as defined in the clainms appended hereto. 18 Cdains: 1. A nethod
(300) of generating a security indicator on a display of a computing
device, wherein secure data is stored on the conputing device, wherein the
secure data, when encrypted, can be decrypted using at |east one
encryption key in decrypted form and wherein



5 the nethod conprises the steps of: a) detecting (310) when the conputing
device attains a |ocked state in which access to the device is prevented
until a user is successfully authenticated; b) determ ning (320, 320b) if
any of the secure data can be decrypted by any of one or nore applications
residing on the conputing device, while the computing 10 device is in the
| ocked Glasthe;, c) displaying a first indicator (340) if it is determ ned at
the determning step that at |east some of the secure data can be
decrypted by, at le one of the one or npre applijcatiaons while the
conput ilng de%inz:eémf@ébw ?fﬁ%enrﬂ@élpg& Pty iR 5?@_5@5%@03%8% evice;

| ndi catyferéid3Rkutel dith i Stal8l MR do@butile dBGLE" FhAkRIuR! §Rurel datahdhepoONe
of the secure data can be decrypted by any of the one or nore appl i cations
on t he esenyptedi eap ieddcowtethidieg atheast onpebérpptiaekdyde desrypredtfhen,| adketretat e.
2. The pethoed . .of claiml wherein the conputing device is a nobile device
(100) . Bormgtoggamiuish

( . . & e%?®%? iml or claim?2, mherein the first indicator
is an icon rgsendetdnan310MRek ek padbasly danek !M?ﬁﬁ@la_fl_lo&m SECORAGwhich

indicator is an icon resenbling a | ocked padl ock. 4. The nethod of any of
clains 1 toagcessiftthgaeviesigmresenied vt asusepis sagoessfglbypuibentBoRy; a ti cket
while the c uti i J i tate 1o i gation
requesting g@?eség o ﬁﬁ%gg%%gﬁg&ggggn?ﬁ¥@%%%gugﬁﬂ%%?%b?ﬁggﬂngéiPg%gbd%

wher ei n eaclnappl moat agrlickSomdapidck oa thel @agatinfalevicek ethiliesthuadnigueingt o
when the action.is COEPke ed; deleting (328) the at |east one encryption
keJ® upon defSViSF i Rghe kogkedtate; ssued tickets have been rel eased, such that

none of the gecurgdata, £an: RRHdRG ?ﬁ@b?ﬁipﬁé defifin AR \?ﬁfhet&?erﬂﬂﬁng ESGH%E&'

applications residing on the conmputing device; an erein step
conprises det Basti winregof{ B2Gec32dbla smchchdecrgited by stibdstt drekeft the hav er nwen

rel eased. 19 5. .The thod of claimdA4, .further, c rising the steps of for
each of at FB%E?“SW%WQE%PFéQFﬂBﬁP&HﬁFﬁ?H@“(@%@f“ﬁﬁgﬁﬁgﬁPof the secure data
as plaintegy whamplfenessbedhdisdidfer yRoeer & & ddi&niRdd s @e IeRPAGTAY Step
application while the conputing device is not in a |ocked state, wherein

t héd r espect thaé nappP| thetsearreidsta Gndhingrcsrptedbyienepbthernerntrhen appliestonaf t er

use thereof,, @I{Edcomputing device while the computing device is in the locked state.

2. The method of claim 1, wherein the computing device is a mobile device (100).

20 3. The method of claim 1 or claim 2, wherein the first indicator is an icon resembling an

unlocked padlock, and wherein the second indicator is an icon resembling a locked padiock.

4. The method of any of claims 1 to 3, further comprising the steps of®
issuing (302) a ticket while the computing device is not in a locked state to each
25 application requesting access to the secure data in order to perform an action,
wherein each application is adapted to release the ticket issued thereto when the
action is completed;
deleting (328) the at least one encryption key upon determining that all issued
tickets have been released, such that none of the secure data can be decrypted by
30 any of the one or more applications residing on the computing device; and
wherein step b) comprises determining (320, 320b) whether all issued tickets have

been released.



determ ning (320b) that all marked subsets are del eted before the second

indicator is displayed. 6. The nethod of claimb5, further conprising the

step of displaying a third indicator i it 10 is determ ned that all

i ssued tickets have been rel eased but not all of the marked subsets have

been deleted. 7. A software application for execution on a conputing

devi ce,5.t he Hpphethad bbnlaing dnfuthst crgnprisphgithalsiepy obf i nstructions stored on a
ner ating

conput er - r eadahl e di.u the instructions,. 1 é’r t he od of ge

2 bour1 ty | naREaEah OGAT leosh s PGHeD BnpaE U dev e T T e At any
of claims 1 tophintdxt Whéhaths sibRt RCAdePpt&ly ok e b thOIRBSIAYVE Afpld:aties Whilky

i ndicator on a display of a conputing device, wherein secure data is

stored on the Hwraomnutigsdevice & najfie pdogked Fatey sthgreipthegestcedyes anplisyiéanein i s
adapted to dec o t [ at | east one

encfgypti on keyggﬁkﬁ%rdég%%‘%f@arrﬁw%é&%¥g%eﬁtgfrﬁgﬁﬂg a protection systemis
further adapt edetetmainiideBeot) tha dl0hatdeéRubdes we dpleicdngfde icecatd Adiata

| ocked state in which access to the device is prevented until a user is
successful |y atitBeleyedat ed: 25 determine (320, 320b) if any of the secure
data can be decrypted by any of one or nore applications residing on the
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| ocked heépli@ete@and di splay a second indicator (330) if it is determ ned at
the determning step that none of the secure data can be decrypted by any
of the one or nore applications on the computing device while the
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claimed in any of claims 1 to 6.

8. A data protection system for generating a security indicator on a display of a
computing device, wherein secure data is stored on the computing device, wherein the data
20  protection system is adapted to decrypt secure data, when encrypted, using at least one
encryption key in decrypted form, and wherein the data protection system is further adapted
to:
detect (310) when the computing device attains a locked state in which access to
the device is prevented until a user is successfully authenticated;
25 determine (320, 320b) if any of the secure data can be decrypted by any of one or
more applications residing on the computing device, while the computing device
18 in the locked state;
display a first indicator (340) if it is determined at the determining step that at
least some of the secure data can be decrypted by at least one of the one or more
30 applications while the computing device is in the locked state; and
display a second indicator (330) if it is determined at the determining step that
none of the secure data can be decrypted by any of the one or more applications

on the computing device while the computing device is in the locked state.



11. The data protection systemof any of clains 8 to 10, further adapted
to: issue (302) a ticket while the conputing device is not in a | ocked
state to each application 10 requesti2sg access to the secure data in order
to performan action, wherein each application is adapted to rel ease the
ticket issued thereto when the action is conpleted; and delete (328) the at
| east dhe enthey gath gmotketyorupwaterd etf eslaiimBngheteat tled bompetumdddvick st & nivbile been
release s%?ﬂythat none of the secure data can be decrypted by any of the
one or plications residing on the conputing device. 15 12. The data
protection systemof claim 11, further adapted to: for each of at |east one
application, mark (304) a subset of the secure data as plaintext when the

s ubs et i de"BreAa(faepromtmm systerp of hlsalméstpe(ﬂ;arw% velpptin glee fiesh ingiagas is amécon
ut|n vice | | oc sta einther c
OB afeoi G Aol e dic, SREFReRE R sk O Bl RIBOT kis¥iblina s

and detlecadadiodR0Db) that all marked subsets are del eted before the second

indicator is dlsplayed 13. The data protection systemof claim 12, further
adapted to display a third indicator if it is determned that all issued
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del et
issue (302) a ticket while the computing device is not in a locked state to each application

10 requesting access to the secure data in order to perform an action, wherein each application is
adapted to releasc the ticket issued thereto when the action is completed; and
delete (328) the at least one encryption key upon determining that all issued tickets have been
released, such that none of the secure data can be decrypted by any of the one or more

applications residing on the computing device.

15
12, The data protection system of claim 11, further adapted to:
for each of at least one application, mark (304) a subset of the secure data as
plaintext when the subset is decrypted for use by the respective application while
the computing device is not in a locked state, wherein the respective application is
20 adapted to delete the marked subset after use thereof; and determine (320b) that

all marked subsets are deleted before the second indicator is displayed.

13.  The data protection system of claim 12, further adapted to display a third indicator if
it is determined that all issued tickets have been released but not all of the marked subsets

25  have been deleted.



