-1- DEVI CE, SYSTEM AND TRANSACTI ON METHOD FOR | NTEGRATI NG PAYMENT FUNCTI ON
AND RECEI PT FUNCTI ON FI ELD OF THE | NVENTI ON 5[ 0001] The application rel ates
to the technol ogy of electronic commerce, and particularly to a device
integrated with payment function and collection function, a transaction
system and a transacti on nethod. BACKGROUND OF THE | NVENTI ON 10 [0002] Wth
the maturity and devel opnent of nobile gcomunication technique, nDbiIe
intelligent termnals are provided with nore and nore functions.
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PUS nac I ne operating I n an on-line or
terminals for users. These functions are convenient for people and satisfy the social

15  requirements of fast tempo and high efficiency, and thus are popular in customers.

[0003] At the same time, with the ever-increasing popularity of credit card and integrated
circuit (IC) card, more and more payment transactions and query transactions are done on
Point of Sale (POS) machines. Compared with cash transactions, non-cash payment systems
based on credit cards or IC cards have advantages of security, quick operation, no change,

20 healthy, etc., and thus are used widely in financial, telecommunication and traffic industries.

[0004] There are many methods of non-cash payment in the prior art, which can be
generally classified into two types: in solutions of the first type, a payer makes payment on a
POS machine in a fixed business place by using a portable payment device such as a magnetic
card, an IC card and a Radio Frequency (RF) IC card, and the POS machine in this type of
25  solutions is connected with a POS center of a bank via cables; in solutions of the second type
of, the payer makes payment with devices same as that in the solutions of the first type, and
the payee has three modes for the collection: the POS machine operating in an off-line state,
the POS machine operating in an on-line state by connecting with the POS center via a
wireless communication channel, and a mobile intelligent terminal being integrated with the

30 function of the POS machine or the RF card reader and operating in an on-line or off-line



- 2 - state. [0005] In solutions of the first type, the POS machine is of
no nobility and only used at fixed places, and dedi cated equi pnents are
required, which leads to high cost. Therefore, this type of solutions
| acks flexibility and is only suitable for deploynent in enterprises or
S5institutions. [0006] In solutions of the second type, anong the three
nodes, the first two need dedi cated equi pnents, and have di sadvant ages of
hi gh cost, |arge volunme and hard to cé?Fy. In order to use the nobile
intelliggpt termnal and the nobile POS machine at the sane tinme, the user
has to carry the two handhel d devices, which |eads to inconveni ence and
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tr ansa@bb%3WQ{&ve@&, ¥ (b MRion requires that the mobile intelligent terminal of the

15  payee, such as a mobile phone, a PDA, or a portable computer, has a card reading unit

corresponding to an IC card and is integrated with various secure transaction application
modules such as a POS Security Module and a Purchase Secure Access Module (PSAM),
which means the hardware of the existing mobile intelligent terminal requires to be modified.
Due to the fact that there are a large number of manufacturers and model numbers for mobile
70  intelligent terminals, the cost of modification is high, and the third mode is hard to popularize

in actual applications.

[0008] In addition, the process of loading funds in the above two types of solutions can only

be performed face to face at specified sites, and leads to a bad user experience.

25 SUMMARY OF THE INVENTION

[0009] In view of this, an object of the present invention is to provide a device integrated
with payment function and collection function, a system for payment and collection, and a
transaction method, which do not require modifying the hardware of the existing portable
terminal device and are easy to be popularized and applied, so that the user can conduct

30  transactions anywhere at anytime.



-3- [0010] To achieve the above object, the present invention provides a
techni cal solution as follows: [0011] A device integrated with paynent
function and collection function, including a smart nenory card and an
intelligent termnal, where the intelligent termnal is connected with the
5 smart nenory card via a universal storage interface; [0012] the
intelligent termnal is adapted to gengrate a secure transaction nanagenent
instruction according to an instruction froma user, send the secure
transacfohpfy MHAGHAGOL,d 511%% %ﬁéoﬁ%é gre%g&ﬁ i O@ﬁitonfcﬁ%%éfs £ Ani AN [y the
user of an ‘execution result of  thHe sécure transaction nanagenen?

i nstrucfoilowsf ed back fromthe smart nenory card; to interact wwth a 10 bank
side systemvia a renpote conmuni cation network; to performinformation
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interface, 25[0015] the intelligent termnal is adapted to send a secure
t r ansadtnasienrpad aglesion fungionueithiors pred¢ttmnisedirangeramamyarefaeld camoomidatignt o an

instructipn, of a user, and notify. t er of an execution re t .of. the
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network; to performinformation interaction with the user via a user
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transaé®d on application instruction to the bank side system and

[0013] the smart memory card is adapted to execute the secure transaction management

.0 instruction and the secure transaction application instruction.

[0014] The present invention provides another device integrated with payment function and
collection function, which includes a smart memory card and an intelligent terminal, where
the intelligent terminal is connected with the smart memory card via a universal storage

interface,

25 [0015] the intelligent terminal is adapted to send a secure transaction management
instruction to the smart memory card according to an instruction of a user, and notify the user
of an execution result of the secure transaction management instruction fed back from the
smart memory card; to interact with a bank side system via a remote communication network;
to perform information interaction with the user via a user interface; to process a transaction

30  instruction from the user or the bank side system, generate and send a corresponding secure



5[ 0016] the smart menory card i s adapted to execute the secure transaction
managenent instruction received fromthe intelligent termnal; to interact
wi th anot her device integrated with paynent function and collection
function within a predeterm ned range in a radio frequency conmmrunication
node; to execute the secure transaction application instruction received
fromthe another device or the intelligent tenninal, and send the execution
result of the secure transaction application instruction to the intelligent

term na : he er - LEe. 1 The pres invention provid a
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i npl enent a purchase transaction by interacting respectively with the
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present invention provides a nethod f oad transaction zing the
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70  apparatus which serves as a payee; to implement a collection of the electronic transaction as a
payee by interacting with the bank back-end system and another terminal apparatus which

serves as a payer; and to implement a load or unload transaction by interacting with the

load/unload transaction sub-system;

[0019] the card issuing sub-system is adapted to personalize the smart memory card of the

25  terminal apparatus;

[0020] the bank back-end system is adapted to implement a purchase transaction by
interacting respectively with the terminal apparatus serving as the payer and the terminal

apparatus serving as the payee; and

[0021] the load/unload transaction sub-system is adapted to implement the load or unload

30  transaction of the terminal apparatus by interacting with the terminal apparatus.



10 aut hentication, automatically entering into a |oad interface, acquiring
| oad i nformation of the user by using the |oad interface, and proceeding to
step d); if the intelligent term nal does not receive informtion

i ndi cating a successful authentication, pronpting an error to the user;
[0026] d) sending, by the intelligent termnal, a | oad service request
containing the load information of thesuser, to the bank back-end system
and 15[ 0027] e) perform ng corresponding | oad operation on the smart nenory

card vifhgshie L BLILASRt ol 81 TR LHHDE ARk RASK-AAM, SXREM, sRcsordl N9

to the serv ce reques resent 1 nven

met hod fo@paﬁﬂﬁﬁiaﬁ@eolﬂdfoaﬁﬁ%Hltﬂélmbmodsndl@déshe system for paynent and
collection, and the nmethod includes: [0029] according to a paynment request

sent froes t ey 8iish %p@‘éé”c‘hi’@ d&a t@an@ﬁi/s%fonoéhaﬁnéeoetc\l&@éﬁsﬁﬁﬂtélﬂ Erﬁot?ﬁﬁitnalse”t
froma term nal apparafus as a payee, perfollning a two-way c grtificate
aut hentandat bawk tmekweeésysthie, aﬁmnimﬂ*h&pp@nahmbmdsbmhemﬁ&yewHHMﬂumhmngéﬁﬂina

t. h stabl i dat.a chan 0030]
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smntchlng he term nal apparatus_as the payee to a coIIectlon node
25[ 0031 %‘éndhmgﬁ@ﬂ@gq@etl?%@ﬁe%d Bﬁlsaﬁloab r YRt oORERTRGY P@§ﬂ6@d¢rmgnal

f1 nancl alnchfiaRRACHE e SARGH L AR Nk ehot RRla.ARRALALHS as e pay e

and the tem i nal apparatus e payer exiting from Re pay nent
nDde afihelliganistanciasls byulthd baakdack-endisysbyn;t he term nal apparatus as the
payer; generating a transaction record, signing the transaction record by

usi ng go@zsjvad)e ikethel AntalligRY ttemBREI YreSavh ahfokRgt el MiRatin@Ppakalcbssias the
pa¥8e saving the signed -6-

authentication, automatically entering into a load interface, acquiring load information of the

user by using the load interface, and proceeding to step d); if the intelligent terminal does not

receive information indicating a successful authentication, prompting an error to the user;

[0026] d) sending, by the intelligent terminal, a load service request containing the load

information of the user, to the bank back-end system; and

15 [0027}) e) performing corresponding load operation on the smart memory card via the

intelligent terminal, by the bank back-end system, according to the load service request.

[0028] The present invention provides a method for purchase transaction by using the

system for payment and collection, and the method includes:

[0029] according to a payment request sent from a terminal apparatus as a payer or a
20  transaction request sent from a terminal apparatus as a payee, performing a two-way
certificate authentication between the terminal apparatus as the payer and the terminal

apparatus as the payee and establishing a secure data channel,

[0030] switching the terminal apparatus as the payer to a payment mode, and switching the

terminal apparatus as the payee to a collection mode;

25 [0031] conducting the transaction in accordance with corresponding financial transaction

specification by the terminal apparatus as the payee and the terminal apparatus as the payer;

[0032] exiting from the payment mode after a successful transaction, by the terminal
apparatus as the payer; generating a transaction record, signing the transaction record by using

a private key in a smart memory card of the terminal apparatus as the payee, saving the signed



transaction record in the smart menory card, and then exiting fromthe
col l ection node, by the term nal apparatus as the payee; [0033] |ogging on
t he bank back-end system and sending the saved signed transaction record to
t he bank back-end system by the term nal apparatus as the payee; and

5[ 0034] verifying the transaction record received fromthe term nal
apparatus as the payee with a public key, which corresponds to the private
key in the smart nmenory card of the payee, and processing an account of the

payee aeGRIHOAGedRd ihed LANS @fe(&)%ogg]caﬂ?%&i it -ﬁ@ﬁoeﬁ%lafcbg@%ioﬂf}n&@e, pgssed,

by the bank back-end system I'n a conclusion, in th resen
i nvent itbateripynabapmnging the pepgr € transaction 10 application unit in the
smart nmenory card, the term nal device including the smart nmenory card and

a port goo3s|t elogting! o PpRAbAtSadd-eRl sydh@n i AtieddntiBenthet QK Ed Rilned thsivtioni ded
with the paynent function and the collection function wi thout nodifying the
exi st i AeCPHFQ Bisbenk bagk-engl syatsma ba thestermsipak apapragis s dre prvee;cmdduct
transacti ons anywhere at anytine, thus facilitating the popul arization and
appdi cd00¥h oferiffieg phe sentaciio esvordecelvsd BRINEFhDESCRI2PIHICNIGE af e PRAW NGS
[ 0036] Tq nmake. the above and ot her. features and advantages nore arent to
{ hose 2RI T BEPiebey HERah EoTEETTs oS¢ PaLTHy Eo% RUBE HRIEIGRS CHE i/ Gbee

i nventiagd Mobdssite SeSeEhledofl hedBhel acdofdibfbo! B! RURABHBY rEQkETdGnEO t he
drawi ngs, ‘in which: 20[0037] Figure 1 is a structural schematic di agram of
a firstvesfipddnnepassed, by thkebdnkdagk-cod dystgnt o t he present invention; [0038]
Figure 2 is a structural schematic diagram of a second enbodi nent of the
devi ce [@iS5Hr ding tamctid®npriesémrt prass@ninvention, by arfad@i3g] aFsaguree tRAnkastiamot her
styuctural schemntic diagramof a core control unit 1012 in 25 Figure 2;

[ oB‘ﬁO] a algﬁ&?l%n Anitdn AGFIPRTE MMEATY e it Feémtﬂag&fﬂ“éﬁ? grclugding theetmarb gy rent

and col}gcijon p@ﬁﬁﬂ@qgﬁﬁngloaﬁﬂ%?an% &£ he iiﬁlé’lﬁ@éﬂtot@ﬁninal ) is provided with the

payment function and the collection function without modifying the existing portable terminal
apparatus, so that a user can conduct transactions anywhere at anytime, thus facilitating the

popularization and application of the present invention.

15

BRIEF DESCRIPTION OF THE DRAWINGS
[0036] To make the above and other features and advantages more apparent to those skilled
in the art, the illustrative embodiments of the present invention will be described in details in

the following by referring to the drawings, in which:

20  [0037] Figure 1 is a structural schematic diagram of a first embodiment of a device

according to the present invention;

[00638] Figure 2 is a structural schematic diagram of a second embodiment of the device

according to the present invention;

[0039] Figure 3 is another structural schematic diagram of a core control unit 1012 in

25  Figure 2;

[0040] Figure 4 is a structural schematic diagram of a system for payment and collection

according to the present invention;

[0041] Figure 5 is a schematic flow diagram of a first embodiment of a method for load

transaction according to the present invention; and



- 7 - [0042] Figure 6 is a schematic flow diagramof a first enbodi nent of
a nethod for purchase transaction according to the present invention.

DETAI LED DESCRI PTI ON OF THE | NVENTI ON 5[ 0043] The core idea of the present
invention is to enable a smart nenory card to execute a correspondi ng
secure transaction instruction such as an el ectroni c bankbook operating
instruction, a POS security nodul e progessing instruction or the |ike by
arrangi ng a secure transaction application unit necessary for an electronic
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and col l ection function can be achieved by conbining the intelligent
termnal with the smart nmenory card. A systemfor paynent and coll ection

i npl enented by using this termnal device is easy to be popul ari zed and

appl i edEFAULEDCOESCRIPYION OBNIRE INVENEIGND i npl enented by this systemis
nore flexible, by which both the off-Iine purchase transaction and the
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secure transact| on man%%ement instruction to the snart nmenory card 101, and

not i fy thipsysigm s grorefleaplss byiwhich bath the off- ]tllllf‘ep‘éré]é?if?éraﬁl?a&ﬁ%@flii e dchagement
I g u%hfcﬂgsef fshshafs 4k %Hﬁﬂo@&ds&%r’cﬁe R sl A be 11:11?)lemented in a remote

mode other than in a face to face mode at specified sites.

[0044] The present invention will be described in more details with reference to the
drawings and embodiments, to make the objects, technical solutions and advantages of the

present invention clearer.

20 [0045] TFigure 1 is a structural schematic diagram of a first embodiment of the device
integrated with payment function and collection function according to the present invention.
As shown in Figure 1, the device according to the first embodiment of the present invention
mainly includes a smart memory card 101 and an intelligent terminal 102, where the
intelligent terminal 102 performs information interaction with the smart memory card 101 via

25  auniversal storage interface 1011.

[0046] The intelligent terminal 102 is adapted to generate a secure transaction management
instruction according to an instruction from a user, send the secure transaction management
instruction to the smart memory card 101, and notify the user of an execution result of the
secure transaction management instruction fed back from the smart memory card 101; to
30 interact with a bank side system via a remote communication network; to perform information

interaction with the user via a user interface; to interact with another device integrated with



30 interact with a bank side systemvia a renote conmuni cati on network; to
performinformation interaction with the user via a user interface; to
interact with another device integrated with - 8 - paynment function and
collection function within a predeterm ned range in a near-field

comuni cati on node; to process a transaction instruction fromthe user, the
anot her device or the bank side, genergte and send a correspondi ng secure
transaction application instruction to the smart nmenory card 101; and to
notify eﬂﬁhéﬁ? %n&fonagn@)&‘éﬁy&ioﬂnﬁfn%ﬁ&ll twﬂimtrﬂgyr&ﬁ%ﬁleﬁ beby g@%ﬁca | R field
applicatirron instruction fed back fromthe s t nmenory ca 101, or send

t he execumomcatesuhbddd; do proecdsantkarsacd®nsystuetivo frotrhihe anat fhe randlidw devicd @047]
In prac i aI 1ﬁpllcatlons t he near-field comuni cati on mode may be but not

limt ed Frf SRPTIEE WA @ CRIeRPDHBIgSCEvTe ArapFasa o, ARl cAB NS RS TN
node. The %pﬁgnfo ]{, aagi eHRCIAN D Wb&ﬁr a&%é&%rof%ve&%um li’ésﬂlta%fp{h%ds%té m ned

range in the near- communi cation node 1s well known to those sk

he taartsactiod a/piplhlcatmmt 1nbﬁu¢imcfedtiﬁadk|fmrdehatsinarthaemony carfl Q04 8br Ftrel ﬂmr pose
of processin transaction instruction fromthe user, another device or
t he barﬁi‘eg‘f“H}g‘ rie%“’ttBt & SYSteBt Tap AMIP T ¥sEur e transaction appl i cation
instruction executable by the smart nenory card, so as to effectuate a
cor r esp8RdfingIsaetical eprlisabens: B¢ neahfipld ommapunigatiop gawle nraebenog limited

Fransaqh Rkl GaLhORCHI PG 07 BRYGIE, AnBLERLEANhEdBarkbaRls, gPRrati ng

I nstruction ynent or a securl rocessi ng

i NSt r udhieguetih@ ikl dnecier aéwa@wcthirﬂ £ptetdierminad wnge tint ﬂﬁlne&pﬁélﬁmatnnﬁnﬁcaﬁbhe
seCﬁre transaction applicatjon_ instruction_can be an electronic purse
opePat imegas s sclldaorao drosg skilled Hude aead mall getredespilrg) ie defadakfreny ocessi ng
instruction or other transaction application instructions, as 1,0needed for
act ual [8¢481i cBhe pwposd QOBOpesTing tb@@@n@ch@ramb:e@ti@nfrmﬁhggmmnqthmdﬁmt:| on
is an |ns mana vari ous,.secure ransa ct|o for

f
exanpl S PHAEM PR RrieorRted FarsPuings Sl LaBTRas] ARRugRBn gfittiass

appl i cakeamnsble 54 6he §Hard RRINMGERChRN) 6 @k €5 bffe@uatdalcBnes otk ketide thahaREast i on
record querying, PIN code resetting, etc. 25[0051] How to generate the

secureappbﬁﬁﬁétlon managenent instruction according to the instruction of
the user and how to process the transaction instruction so as to obtain a
co 5es¢@&ﬁﬂnngasammeﬁnm&xmonlqmﬂmmmhlmammonmlnsawmmtmnmkmannMebmﬂmbehented
by those skilled i h? % Wt h an% met hod, ﬁﬂg wi |l not be descrihed in
det ai | P ﬁrélpgg 1nstruct10n or effectuating payment or a S secunty module processing
instruction for effectuating collection. In practical applications, the secure transaction
application instruction can be an electronic purse operating instruction or a purchase secure
access module (PSAM) processing instruction or other transaction application instructions, as

70 needed for actual applications.

[0050] The secure transaction management instruction is an instruction for managing
various secure transaction applications, for example, inquiring information related to the
secure transaction applications, such as application selecting, balance querying, transaction

record querying, PIN code resetting, etc.

25 [0051] How to generate the secure transaction management instruction according to the
instruction of the user and how to process the transaction instruction so as to obtain a
corresponding secure transaction application instruction can be implemented by those skilled

in the art with any method, and will not be described in details herein.

[0052] The smart memory card 101 is adapted to execute the secure transaction

30  management instruction and to execute the secure transaction application instruction.



-9- [00531 In the enbodi nent, the smart nenory card 101 includes a core
control unit 1012 and a universal storage interface 1011, and the universal
storage interface 1011 is connected with the core control unit 1012. [0054]
The core control unit 1012 is adapted to execute the secure transaction
managenent 5 instruction fromthe universal storage interface 1011; to
execute the secure transaction applicatklLon instruction received fromthe
uni versal storage interface 1011; and to send the execution results of the
| nStrUCiiosRs 1P i EnbHhBbhl ARMUmAPhIEMRL 2101 chlis UNYELSAloISHR FOO
interface 1011. [ 0055] The universal storage interface 1011 is adapted
t o i npl emtentmivefar natgo mtenfdcerlddt,i and the betvesehstblage iimtbfhde YHENAtis tconmichall 102
and the core control unit 1012. [0056] In practical applications, the

uni ver s¥It Segosgeentiol Bt 481011 may be, but not limited to, an
international standard contact integrated circuit card (1S078 16)

i nt er f d0854la Hhe eonseanaolcenid! (IRNEpdamiedsior eeute shesiswiedransgtioa mysRymeginor y
cardg in Ce, data Co ct, Fl as. I ) . rt .
vl 01 ot PR, o, BT koGt GERLE 10T L M Gife B Mibasasio ace.
The spegipfitationnihefiios reeeitial 868 dtheunvaed ise@agathidrcderoan rmetb bynd tHese
skilled 1n the art according to the intelligent terminal to be used

t oget hegxecytppsrprultspricthe iivsctons; tethe dntelligenit tepningni Q2 Yithe junierrgb stozage
storagq?%gg&{ﬂhlunit 10121 and a secure transaction application unit 10122.
[ 0058] storage control unit 10121 is adapted to receive the secure

t ransactj 20, managenent instructi fromt uni.versal.storage, interface
1011 albt B narprEn sl ereiEr MM aE e R R B  ERRBbur <
t r 0S aWetwébnaRPInt ORGP Rertiidl 189 dLRhbQbreeooREYt 1aN10120 return an execution
result fed back fromthe secure transaction application unit to the

uni ver §gfsejt angfiﬁcﬂcﬁf %&ﬁi@&tﬁ)t&%g ?u%l%@f&af ﬁ%ég@ theldifeSBEY hﬁgtbre,a&?t%tt }iﬁf}ted

application instructi received fromt niversal storage Interface 1011
t 0 t he tsemumerbatmnslagtiidand c@fac ik gratetli crouiticatd (I9A7826) antelfzenad madtimxdeut i on

result of ecure trapsaction ication instruction fed back fromthe
secure c@rfda@? BEppI4 SO R R e e 4 A geAaaar HﬂS}gﬂlpz
vi a the inictshiseifadl 9sage MM GLERS MNP Ldrd interhQOGH UIRRraPSL £ Bk 20885t | on
application unit 10122 is adapted to execute the secure transaction

appdi cattedacd A&t spedifiomtenfabetthdessediireptacacrseat hodetommagkhp those skilleddt i on

recei ved 30from.t he storage contr.ol ugit %0121 and feed back the execution
resul t etzgt fGrQr ?%poatgg 1@81%5?13|termmal to be used together.

[0057] Specifically, the core control unit 1012 includes a storage control unit 10121 and a

secure transaction application unit 10122.

[0058] The storage control unit 10121 is adapted to receive the secure transaction
20  management instruction from the universal storage interface 1011 and send the secure
transaction management instruction to the secure transaction application unit 10122 for
execution; to return an execution result fed back from the secure transaction application unit
to the universal storage interface 1011; and to send the secure transaction application
instruction received from the universal storage interface 1011 to the secure transaction
25  application unit 10122, and send an execution result of the secure transaction application
instruction fed back from the secure transaction application unit 10122 to the intelligent

terminal 102 via the universal storage interface 1011.

[0059] The secure transaction application unit 10122 is adapted to execute the secure
transaction application instruction and the secure transaction management instruction received

30  from the storage control unit 10121, and feed back the execution results to the storage control



-10- unit 10121. [0060] In practical applications, the secure transaction
application unit 10122 executes the secure transaction application
instruction and the secure transaction managenent instruction received from
the storage control unit by neans of nodul e(s) for inplenenting various 5
applications of electronic financial service, which is built in the secure
transaction application unit 10122. In practical applications, the specific
application nodul e(s) built in the secdPe transaction application unit
10122 cani bgr3el ected according to actual needs, i.e. nodul e(s) for

i npl ementing various other applications of electronic financial service,

] g vari ous other appli cati ons of o financial service,
oy ot SWORE | AEPRGUGR bBac PRIt Q8P LETubAR T bER ARE L RERE B C

fi nanci adcuseratise@ionSplitdtioaahbtiuctibnwntl ShexRet RadsheitOmbRsRARM NYtrE&CH €
transaction application instruction and secure transaction nanagenent
i nst r ucteP@iiebyront ithe sfoprget erartioliunit- by, masas|oé (wypdule(sivder iRplementing vhdeE

ski ld ed_j M t._he descrihed..] il s _herein. 061] It
chout d BEYshiEsF KPP i A e KRS Sl R RSB B P s
i mpl emewtit nQ122pPh ipeaticsingpphitat@dneC theOdpleCifiki dpphicith SOHMEGE bult & HeesssiR!
menory card and using the smart nmenory card to execute various application

51 Ng { ( :
i nst r ucfaspEionsPrisation uaHil0 114 eansheciclssted aceqrdingrte Briapl nagds. he. Peflwe(safar t hat
the int:elhi it .nal .k I.1:£S: L f-Led in.or . to_have_ the.
R R S L T e
enbodi rappticatiohecriedit epplicgaod, dné rerdditadard Biplichitdn) des. al R OBOBHedtcCiatplement
nanggenent unit 1026, a card read/w.ite unit 1025, an input/output unit
1024, £orieshragding ywlispins i dlectionia fnewpl ssriesaSperidcls domutn exacrisnthani t
1021 a e l.catl | : : ] - ' uni t
1025 | S Rgr O e CAT Ao Mo Didon efhcrb R A e (SR AT ARV By
menor y iostratid by atidlzinp éheclarii-imandgkig it wal ikhod0 26thoanskitled inntht errant wah
information interactjon between the smart nenory card 101 and the
transaépfgﬁdﬁ¥ﬁégg@i PiSAETe023. [ 0065] The card management unit 1026 is
adapted to generate the secure transacti on managenent instruction according

to the [PO&Hr Uét shomldbet Retedstat inothse sthbpRienesnsc by ebwitding abe i wadule(s) for

15  implementing applications of electronic financial service into the smart memory card and
using the smart memory card to execute various application instructions for electronic
transactions, the problem in the prior art that the intelligent terminal requires to be modified in

order to have the payment function and collection function is avoided.
[0062] Inthe embodiment, the intelligent terminal 102 includes:

20 [0063] acard management unit 1026, a card read/write unit 1025, an input/output unit 1024,
a transaction processing unit 1023, a near-field communication unit 1021 and a remote

communication unit 1022,

[0064] The card read/write unit 1025 is adapted to implement information interaction
between the smart memory card 101 and the card management unit 1026; and to implement
25  information interaction between the smart memory card 101 and the transaction processing

unit 1023.

[0065] The card management unit 1026 is adapted to generate the secure transaction
management instruction according to the instruction of the user; to send the secure transaction
management instruction to the smart memory card 101 via the card read/write unit 1025; and

30  to notify the user of the execution result of the secure transaction management instruction fed



managenent instruction to the smart nmenory card 101 via the card read/wite
unit 1025; and 30 to notify the user of the execution result of the secure
transacti on nmanagenment instruction fed back fromthe smart nmenory card
101, via the input/output unit 1024. [0066] The input/output unit 1024 is
adapted to inplenment information interaction between the transaction
processing unit 1023 and the user; andlﬁg i npl ement information interaction

bet ween the card managenent unit 1026 and the user. 5[0067] The renote

CoNmuNi gk ifdh HRishakdRenbs AHAPIEYid Be il SIBAL wiipf @4rati on interaction

bet ween the transaction processing unit 1023 and the bank side system
0068 neaf - f | b Cat [ LS Ll nt

it om dVee] | b bigE PuRRETHALER s R0tPA bo it tmleR ARG hRerscttiBlber

anot herthé @heetivh pricessitreupic @d23 endriiether;cideo ikl 69 linfbhaafisransasétioan
processing unit 1023 is adapted to process the transaction instruction
recei vartweathe pard gemagemendt vaHdORG andi g vser i nt egrat ed with paynent function
and collection function within the predeterm ned range or the bank side
sysPem[08&Her Bhe ramdts endinldcationr @sihohtlhds setanted to angdonéersnidpphitoat | on

i t ti 1 t.h t d vi d/lywrit it 1025; t
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result to the another device via the near-fi conmuni cation unit 1.
[ 0070] predepmrmatadcahgeappl i cations, a RF interface and a correspondi ng RF
control unit can be 2,0 arranged in the smart nenory card, so that the

deVf ce [e@699r dTgrdmadtion Ro@sang uhitvens iscidapad tPpiotess Mhdeaisabtidl idstruction
communi cation with anot her nearby device in a RF node via the smart nenory
card, wercERdvirom the upgr the anethey deice dptestatadnwish paym ertepaton: prd @pestion

Fi gure I : . i ¢ diagr fe: o] odinen f the
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intelligent termnal 202. [0071]. The intelligent termpal 202 is adapted to
send aC¥EIGrETEAREADPZ Do FRERY ﬁwwﬁr phieraxeeytion reelt pleths papure FapgAciiotar d
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execut | resu e secure transacti on nagenent 1 ns ctro
from t h624 masendbrekycutian de2iltltp thobinkt sdaoistend via the trardte sodgusicatiemunit a a
renot e 8onnu i cation ) . .

1022, or feed back the execution result to the another device via the near-field communication

unit 1021.

[0070] In practical applications, a RF interface and a corresponding RF control unit can be
20 arranged in the smart memory card, so that the device according to the present invention can
perform near-field communication with another nearby device in a RF mode via the smart
memory card, which will be illustrated hereafter through a second embodiment. Figure 2 is a
structural schematic diagram of the second embodiment of the device according to the present
invention. As shown in Figure 2, the device of the second embodiment includes a smart

25  memory card 201 and an intelligent terminal 202.

[0071] The intelligent terminal 202 is adapted to send a secure transaction management
instruction to the smart memory card 201 according to an instruction of a user, and notify the
user of an execution result of the secure transaction management instruction fed back from the
smart memory card 201; to interact with a bank side system via a remote communication

30  network; to perform information interaction with the user via a user interface; to process the



30network; to perfoiminformation interaction with the user via a user
interface; to process the - 1 2 - transaction instruction fromthe user or
t he bank side system generate and send a correspondi ng secure transaction
application instruction to the smart nenory card 201; and to notify the
user of an execution result of the secure transaction application
instruction fed back fromthe smart nmeppry card, or send the execution
result to the bank side system 5[0072j“The smart menory card 201 is

adapt et {Ra GHRC HsEubiiéh SRENT el HLARSGCHAO haHRNAEE B Her, ”gérfe%%&é I Lekeived
fromthe intelligent termnal 202; to interact wi th another device

i nt egr atceckspartdin gomygmentanfachion |appilcat1dn ooliuetodn torthé smart memony timidr204; and to

predetermn d ran in a RF co cation node, and.to.execute t ecure
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termnal 202 or the another device. The smart nenory card 201
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manage rAsivice iafegnated Wit PReRent éieatlv@anql FoltsctiAR funstion matyn %Pt?rda@enrnﬁfl &e8ce
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from t he intertace the universal storage In ace and
send t heceweiCiubrh aline areshdrtdetice bhéhel mrteﬁigeng&frmnhemﬁ aad séd2hy Bﬁeduhen multer sal
stobage interface 2011 or send the execution result to the another device
vi aVt heo fre infellagenbicamyigh 302 Or[tbe%qt FHEVIEHi ver sal storage interface 2011 is
adapted to inplenent information interaction between the intelligent

t er mi ndP078)2 hmsmﬁénm@y@@rdtwl inglyiles 28 Anterfagn2)3, ?rr@rwmml 8pit20822013
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Pref er aﬁ)ﬂeisfaceiﬂﬁlal:ebdiﬁx%ét%@ﬁ@th&ﬁé-&r@@ﬂntm‘minﬁmmlz information interaction
between the 25 <core control unit 2012 and anot her device by utilizing

ul tr ahijgéy4ir epyeRRY coRPs unft 200D $s H@aﬁf)ted' th dxScul@thel LEHE &ﬁﬁsécﬁo@%h&é&x%'t' y
arrange an"extra antenna to the intelligent termnal, whi further avoids

molid f i dedtiugtion oretdiecdexiost i thg wmvesdli gemget terfacal 20108 tooaxeye‘re ithe peacti cal
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storage interface 2011, and send the execution result to the intelligent terminal 202 via the
universal storage interface 2011 or send the execution result to the another device via the RF

interface 2013.

.0 [0075] The universal storage interface 2011 is adapted to implement information interaction

between the intelligent terminal 202 and the core control unit 2012;

[0076] The RF interface 2013 is adapted to implement information interaction between the

core control unit 2012 and the another device within a predetermined range.

[0077] Preferably, the RF interface 2013 can implement information interaction between the
25  core control unit 2012 and another device by utilizing ultrahigh frequency, and in this way, it
is not required to additionally arrange an extra antenna to the intelligent terminal, which
further avoids modification to the existing intelligent terminal. Of course, in practical

applications, other frequency bands can be used to implement two-way RF communication.

[0078] Specifically, the core control unit 2012 includes: a storage control unit 20121, a

30  secure transaction application unit 20122 and an RF control unit 20123.



[0079] The storage control unit 20121 is adapted to send the secure
transacti on managenent instruction received fromthe universal storage
interface 2011 to the secure transaction application unit 20122 for
execution; to send the secure transaction application instruction received
fromthe universal storage interface 2011 or the RF control unit 2013 to
the secure 5 transaction application g@'L for execution; and to send the
execution result fed back fromthe secure transaction application unit to
the RF [Wi%r Ofrhél Bbtagd RbrPol wRlit HENHid MBPRUGS WrldaRe EQREH trarsfetidhnilabehkhgent
termnal 202 via the universal storage interface 2011. [0080] The RF

cont r olingtnictioR 0e28ved fadaphe dinieriahpitaaentinterficsi ABtl ¢ thatsecwet traawadienween
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node can be inplenented by enabling the smart nenory card 201 to switch
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identification processing on information to be sent or received, so that
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anot her device 1 ntegrate th paynment function and collection function in
a RF cohmensnorapat comtrohmd#, antihthe elnythee deving it leRE ccommumedtioonmpég wia teeRFs f or
t he pur.chase transaction between the 20 payer and the payee during the

el et r GWPE2%% ansaction. The speci fic nethod can be inplenented in any way
by those skilled in art and will not be described in details herein. [0082]
The sed®¥¥lt rBersie thomiametipe dtprgptiambetween the stayaggieqtiod upip apd &raanethere
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instruction and the secure transaction mana?ement instruction to the

st or ag@cigahsegt: ignproviding the praBIFPRe card 20K doth Bgdbration Pl agh tagenidahe uni t
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det ai | petfemeictrresponding RF identification processing on information to be sent or received, so
that the smart memory card 201 can interact with the smart memory card in another device
integrated with payment function and collection function in a RF communication mode,
thereby meeting the communication requirements for the purchase transaction between the

20  payer and the payee during the electronic transaction. The specific method can be

implemented in any way by those skilled in art and will not be described in details herein.

[0082] The secure transaction application unit 20122 is adapted to execute the secure
transaction application instruction and the secure transaction management instruction received
from the storage control unit 20121, and feed back execution results of the secure transaction
25 application instruction and the secure transaction management instruction to the storage

control unit 20121.

[0083] The secure transaction application unit 20122 is the same as the transaction
application unit 10122 in the first embodiment of the device described previously and will not

be described in details herein.

30 [0084] In practical applications, the core control unit 2012 can also be implemented in the

form shown in Figure 3, i.e., the RF control unit 20123 is connected directly with the secure



transaction application unit 30122. Accordingly, the functions of the
respective units wll be different fromthat in the structure described
previously. In Figure 3, the specific situations of the storage control
unit 30121, the RF control unit 30123 and the secure transaction
application unit 30122 are as follows. 5[ 0085] The storage control unit
30121 is adapted to send the secure transacti on managenent instruction
received fromthe universal storage i At&rface 2011 to the secure

t r ansacthRRciaRPidpfitd@NutinB 61200 cBXBRIE, My f1BBELEQHISRE gesﬁa@&i\)%)iﬁl%t\ifiﬁrbe
result fed back %}on1the secure transaction application unit to the
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The RF control unit 30123 js adapt to impl enent information interaction
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devi ce midchie Rt JNbehtaGSRGES I N an RF communi cation node. [ 0087]
Herein, the RF control unit 30123 inplenents the information interaction in
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applicatign instruction received fromthe storage control unit 30121 or the
RF cont3licaiims ugh forsexacatigni gt i@ $nd the crpaitiop dpeHt fdohrdraiiagetheniecure
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execution resul the secure transaction managenent 1 nstruction and the
secur e 20lansacti on application instruction to the storage control unit
30121 or the RF control unit 30123. [0089] Herein, the specific execution

of ,Ohe [8686)r €Thé RFS@GHrb DM TBIIAG 6 I RMptdd Dt ifrihldnh IR iBfOEM4tIR iBREAON heaeact | on
application instruction can be inplenmented in any way by those skilled in

t he ar tthapeeuig ranspeions@pleaiion Oil A2 ared Hhielagother ¢gvice s HIEORD jntqtiece 2013
intell%ggﬂﬁuggg 'na%m%%iégﬂisecond enbodi ment at | east includes: [0091] a

card managenen ok a card read/wite unit 2025, an input/out put

unit 2Q024...a fransacti r ocessi nit 2023 and.a renobte comunicati on
it 50808717 e e KIS R S T iem i a Ty RE G ) SR ¢
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managenent unit 2026; and to inplenment 30 information interaction between

t héSsmireteimenory card 201 and the transaction processing - 1 5 - unit
2023.
[0088] The secure transaction application unit 30122 is adapted to execute the secure

transaction application instruction received from the storage control unit 30121 or the RF
control unit 30123; to execute the secure transaction management instruction received from
the storage control unit 30121; and to send execution results of the secure transaction
‘0 management instruction and the secure transaction application instruction to the storage

control unit 30121 or the RF control unit 30123.

[0089] Herein, the specific execution of the secure transaction management instruction and
the secure transaction application instruction can be implemented in any way by those skilled

in the art and will not be described in details herein.
25 [0090] The intelligent terminal in the second embodiment at Ieast includes:

[0091] a card management unit 2026, a card read/write unit 2025, an input/output unit 2024,

a transaction processing unit 2023 and a remote communication unit 2022.

[0092] The card read/write unit 2025 is adapted to implement information interaction
between the smart memory card 201 and the card management unit 2026; and to implement

30  information interaction between the smart memory card 201 and the transaction processing



[ 0093] The card managenent unit 2026 is adapted to generate the secure
transacti on managenent instruction according to an instruction of an user;
to send the secure transacti on managenent instruction to the smart nenory
card 201 via the card read/wite unit 2025; and 5to notify the user of an
execution result of the secure transacti on nmanagenent instruction fed back
fromthe smart nmenory card 201 via the input/output unit 2024. [0094] The

i nput/output unit 2024 is adapted to ipglLenent information interaction

bet ween,Jih|okr ansacti on processing unit 2023 and the user; and to inplenent
information 1 nteraction between the card nanagenent unit 2026 and the user.
10 [ 00 h enDt comuni atl i.s adapted, to_inplenment
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adapted to process the transaction instruction recei ved fromthe user or
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appki cat i truction to the s car 01 via
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t he sewaicke fiomahs a@kitMiendfPIch@al(10Aa tHeshpuitui@n vhedoback fromthe smart
menory card 201 via the input/output unit 2024, or send the execution
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[0097] The'intelligent teminal 202 further includes a near-fi

conmun |tbfatramactmn progeRingsunit A3 avethdawses @andfto impleswobd mfonmtmain mmuctloan
intera% anot her devi ? @£o§igl%¥ in a 20 Bluetooth or infrared
connunl QY?B 111 n“%Wﬁ?ﬁP%En% QM9 PR e existing intelligent ternina

field communi cation_unit 2021 the sa as .t he near - fleld
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and W lnjxteﬁgﬁorpﬁet%éﬂh'e%ﬁsdcﬂ%ﬁ]g}d%leé %\9%@8& r&%‘f&r @:ﬂ! y, the

transaction processi ng uni t apt e to process t he
[0096] The transaction processing unit 2023 is adapted to process the transaction instruction

urt

received from the user or the bank side system, generate and send a corresponding secure
transaction application instruction to the smart memory card 201 via the card read/write unit
15 2025; and to notify the user of an execution result of the secure transaction application
instruction fed back from the smart memory card 201 via the input/output unit 2024, or send

the execution result to the bank side system via the remote communication unit 2022.

[0097] The intelligent terminal 202 further includes a near-field communication unit 2021
so that the device of the second embodiment can interact with another device at proximity in a
20  Bluetooth or infrared communication mode, which is present in the existing intelligent
terminal. The near-field communication unit 2021 1is the same as the near-field
communication unit 1021 in the second embodiment of the present invention and will not be

described in details herein.

[0098] Accordingly, the transaction processing unit 2023 is further adapted to process the
25  transaction instruction received from the another device, generate and send a corresponding
secure transaction application instruction to the smart memory card 201 via the card
read/write unit 2025; and to feed back the execution result of the secure transaction
application instruction, which is fed back from the smart memory card 201, to the another

device via the near-field communication unit 2021.

30 [0099] It should be noted that in practical applications, the secure transaction application



25 transaction instruction received fromthe another device, generate and
send a correspondi ng secure transaction application instruction to the
smart nmenory card 201 via the card read/wite unit 2025; and to feed back
the execution result of the secure transaction application instruction,
which is fed back fromthe smart nenory card 201, to the another device via
the near-field comunication unit 2021. - 16 - units 10122, 20122 and
30122 involved in the above devices ofl®he present invention can be
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sub- sy pexari eod itepinplesrent di be@torlumﬁ@a@@nséﬁldyebmnraﬁm syt thentead/nglogdr d in

t he te%%hgghmllﬁgra%us and the

[0102] The card issuing sub-system is adapted to personalize the smart memory card of the

"0  terminal apparatus.

[0103] The bank back-end system is adapted to implement a purchase transaction by
interacting respectively with the terminal apparatus serving as the payer and the terminal

apparatus serving as the payee.

[0104] The load/unload transaction sub-system is adapted to implement a load or unload

25  transaction of the terminal apparatus by interacting with the terminal apparatus.

[0105] In practical applications, the system for payment and collection may further include
a first card read/write device which is adapted to connect with the card issuing sub-system to
implement direct interaction between the smart memory card in the terminal apparatus and the
card issuing sub-system. In this way, the user can carry the smart memory card to the card

30  issuing sub-system and personalize the smart memory card of the terminal apparatus directly



card issuing sub-system In this way, the user can carry the smart nenory
card to the card 30 issuing sub-system and personalize the smart nenory
card of the term nal apparatus directly -17- at the card issuing
sub-system by utilizing the first card read/ wite device. O course, this
can al so be inplenented via a renote network. [0106] The system for paynent
and collection may further include a_§Fﬁpnd card read/wite device which is
adapted to connect with the | oad/unload transaction sub-systemto inplenent

5 direch gldWaed %ﬁghg @upgﬁgggg ga,tﬁ%zﬁl he GRR R ek htlitd Bevifle OrdolisBahis can

apparatus and t oad tranSaction sub-system In this way, the
| oad/ urdlsodde impharsattd dn agetheteystvesrkcan i npl enent t he | oad/ unl oad
transaction process for the smart nenory card by directly using the second

card rgagion i Tie S8%nt &r paymbRlid]cotiedtRinmay Agthlet ngtudear @esfberddaddaviGievi ce
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pract i ¢add apdd eaisheins Subesyksead Ih tResAst tanloadtnlohe ttankeadn steRgaehican have
a simlar process, the nethod for |oad transaction is illustrated
15her eilmafement the load/eniapg tansaction pujceshior phe sBAR MEYNt GaHHh b rdirgrde gsiag
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:0  an existing device capable of reading and writing a memory card and will not be described in

details herein.

[0108] The system for payment and collection proposed in the present invention can
implement load/unload transactions. Since in practical applications the load transaction and

the unload transaction have a similar process, the method for load transaction is illustrated

15  hereinafter as an example.

[0109] The present invention provides a method for a load transaction implemented based

on the above system for payment and collection. The method includes the following steps.

[0110] Step a, establishing a secure data transmission channel between an intelligent
terminal and a bank back-end system, after a user loges on the bank back-end system by

20 utilizing the intelligent terminal and the bank back-end system authenticates an identity of the

uscr.

[0111] This step is different from that of the existing load process in that: in the existing
load process, the user is required to carry a bank card and make a face-to-face operation at a
bank, and no secure data channel is required to be established between the user and the bank;
25  while in the embodiment, since the user performs the load activity in a remote communication
mode, in which the security of the interaction between the user and the bank needs to be
ensured, the secure data transmission channel is established to ensure security in data
communication between the intelligent terminal and the bank back-end system. The
establishment of the secure data transmission channel can be implemented by utilizing a

30  Secure Socket Layer (SSL) or other existing techniques and will not be described in details



term nal and a bank back-end system after a user |oges on the bank
back-end system by 20 utilizing the intelligent term nal and the bank
back-end system aut henticates an identity of the user. [0111] This step is
different fromthat of the existing |oad process in that: in the existing

| oad process, the user is required to carry a bank card and nmake a
face-to-face operation at a bank, and no secure data channel is required to
be established between the user and théasbank; 25 while in the enbodi nent,

si nce tjhgeiyser perfornms the load activity in a renote conmuni cati on node,
in which the security of the interaction between the user and the bank

needs t e nhe . 1. &S} I S: i.shed to
B R e
t he bank pgeafkmen8OSylsitetrmibat aedt@idatish manthe diitelligentseeningl, dataetub@ng MinSSi on
channel can be inplenmented by utilizing a 30Secure Socket Layer (SSL) or

ot her é%@§ﬁﬂﬁ§“@é€ﬁﬁ?@G@%Hﬁﬂégﬁﬁﬁmﬂﬁﬁi be described in details - 1 8 -
herein. [0112] Step b, the bank back-end systemtriggering the |oad/ unload
trafsad0Pibi sbhlbreby shelDdikgdennshrafeRas-4 tekeinglehavingathe dutdien off gt dxintingn t he
intellhng%:ter inal, and returning an authentication result to the
intellig 8 nal . 5[0113] Herein, the POS-like termnal refers to a

term nal vinpg .t functio f the existing POS term.nal,. .[0114 )
Pr ef eriﬂi{}ﬁ t F el %&@Edggﬁ%@%wf@g g%?&nghﬁﬂ_q é%é?/ﬂﬂ%ﬁdralpﬁ%@acu on
sub- SYszhﬁ-’%}rét&nRﬁiﬁaf:H&% tep 6k il £ MR cafUh BEMd mad!li St Pmi€in Step
intelligent termnal 1n Step b includes: 10[0115] the back-end bank
sub- systientutles:ggeri ng the | oad/ unl oad transacti on sub-systemto begin
aut henticating the intelligent termnal as a POS-like termnal; [0116] the
| 0&Q/ urfboEs] tthanssicehd bastbutsystetimd gEtiag thapat @nkbat henkdctiah sub-estd%e | | ke
termnal jidentity of the intelligent term nal and sending signature
i nf or meBBRugientipating dheiimieiligend termand aet POIY-Wkrfeayigrbm to the intel | i gent
term nal
[0116] the load/unload transaction sub-system requesting to authenticate the POS-like
terminal identity of the intelligent terminal and sending signature information of the

load/unload transaction sub-system to the intelligent terminal;

15 [0117] according to the signature information received from the load/unload transaction
sub-system, the intelligent terminal verifying the identity of the load/unload transaction
sub-system, performing corresponding identity authentication interaction in accordance with a
POS terminal authentication specification, and sending information related to the POS-like

terminal identity to the load/unload transaction sub-system; and

20  [0118] the load/unload transaction sub-system processing the received information related

to the POS-like terminal identity to perform identity authentication.

[0119] The specific method of identity authentication can be implemented in any way by

those skilled in the art and will not be described in details herein.

[0120] In practical applications, after finishing the authentication and before returning the

25  authentication result to the intelligent terminal, the method may further include:

[0121] if the authentication is successful, the load/unload transaction sub-system notifying
the bank back-end system to allow the intelligent terminal access the bank back-end system
with the POS-like terminal identity; otherwise, returning access-refused information to the

bank back-end system.



15[ 0117] according to the signature infoil ation received fromthe

| oad/ unl oad transaction sub-system the intelligent termnal verifying the
identity of the |oad/unload transaction sub-system perform ng
corresponding identity authentication interaction in accordance with a POS
term nal authentication specification, and sending infounation related to
the POS-like termnal identity to the | oad/unload transaction sub-system
and 20[0118] the | oad/ unl oad transact+b®-sub-system processing the received
i nfol i@ksHNn aLe . = b term: i degtd o] identity
aut hent[?g?tai o%@b[ %ﬁg#@%&g&;ﬁ%ﬁ%&%{ﬁg%le%%n% gegr}%dic%%/éf&altu? gé\rﬁ&%gﬁ’oﬁ{%can
be i nplieteligeatteiminahyutomytidzylytehsmgskiola lesd interfdve imatle wadintdrfdce nmuivmg
described_ in details_ herein, In practical applications, after
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resul t ﬂr&nhﬁﬁ%wéﬁéﬂtbgﬁ@&s&.erm nal, the nethod may further include: [0121]
e

if the authentication 1s successful, the |oad/unload transaction sub-system

otV e BNk BRGHARI NSLEM LaRll MG RLLLGRRE A SRRl CCess

t he ck-€ Sys Ke term na entl W'Sse,

r et ur niin@raseasstthetissad thabokmtk-end tytdde bank back-end system - 1 9 -
[0122] Step c, after receiving information indicating a successful

aut hentjpeaf|i ofkep Tef‘@ccbi’&iﬁ’% td gRNbad STich ddquattt BiEBIahR Bhb. ANt REdN PeiBtRing | 0ad
interface in the user interface, acquiring | oad i nfornmati on of the usér

f r om t werregmddingtleadf eresgticand the swert diengry cardtvapthd intelligentiesminalpr onpt i ng an
error to the user. 5[0123] Step d, the intelligent term nal sending a | oad
ser vi c40125jueltretotiicaiond Pyetatien ioadll iknben nathaa skillet e theset and evitl et bank
bam-end sréstem [0124] Step e, according to the | oad service request, the
bah® bagK ﬁél“‘s%ﬁ Perf ormi ng correspondi ng | oad operation on the smart
menory card via the intelligent termnal. [0125] Herein, the |oad

oper at ilBR6] s Tl $tekpdnahudes: t hose skilled in the art and will not be

10described in details herein.
[0127] the bank back-end system processing the load service request, checking fund in the

user account, and if the fund in the user account is sufficient, notifying the intelligent terminal

to prepare for the load operation, otherwise returning back an alert of insufficient balance;

15 [0128] the intelligent terminal correspondingly processing the received information, and

notifying the smart memory card to switch into a payment mode;
[0129] the user inputting load information to the intelligent terminal, the intelligent terminal
signing the load information and sending the signed load information to the bank back-end
system;

20  [0130] the bank back-end system verifying the signature of the load information, and

processing the load information;

[0131] the bank back-end system temporarily deducting fund for the load from the user

account and returning deduction information to the intelligent terminal;

[0132] the intelligent terminal requesting the smart memory card to write the fund for the
25  load;

[0133] the smart memory card processing the request for writing the fund for the load, and

detecting a record of original fund in the smart memory card,;

[0134] the smart memory card summing up the original fund and the fund for the load and

writing a new fund for the load;



[0126] The Step e includes: [0127] the bank back-end system processing the
| oad service request, checking fund in the user account, and if the fund in
the user account is sufficient, notifying the intelligent termnal to
prepare for the | oad operation, otherw se returning back an alert of
insufficient balance; 15[0128] the intelligent term nal correspondingly
processing the received information, angd-notifying the smart nenory card to
switch into a paynment node; [0129] the user inputting load information to
the int Ege Ainal i | Liger SL S g |
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| oad inforna%% n,, and processing the load information; [0131] the bank
back- ent°s§s ﬁP@énporarily deducting fund for the |load fromthe user
account and returning deduction information to the intelligent terminal;
[0132] [0A36]i nths hankdack-erd pystam prasgsring thegnioraatemaphouiosugcesafid loas andi t e

t he sf un . 1 X 3 the smart nenory card processing the
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about the successful |oad; [0136] the bank back-end system processing
the i nf[@if@t |9 fella%ygmbfbeve%ﬂgg&%ﬁwa LGN 2ePRld &B) WuhGASHYGihan of
t he user account; an

includes:

10 [0139] the intelligent terminal notifying the smart memory card to exit from the payment

mode; and

[0140] the smart memory card performing operation to exit the payment mode, and

notifying the intelligent terminal of the result of the exit.

[0141] A first embodiment of the method for load transaction according to the present
15  invention is described hereinafter for further illustrating the above method for load transaction.

Figure 5 is a flowchart of the first embodiment of the method for load transaction. As shown

in Figure 5, the method includes steps of:

[0142] Stepl, a user using an intelligent terminal to log on a bank back-end system, the
bank back-end system authenticating the identity of the user using a digital certificate and

20  establishing a secure data transmission channel;

[0143] Step2, notifying a load/unload transaction sub-system to start authenticating the

intelligent terminal as a POS-like terminal;

[0144] Step 3, the load/unload transaction sub-system requesting to authenticate the
POS-like terminal identity of the intelligent terminal, and sending signature information of the

25  load/unload transaction sub-system to the intelligent terminal;

[0145] Step 4, the intelligent terminal receiving information send from the load/unload
transaction sub-system, verifying the signature so as to authenticate the identity of the
load/unload transaction sub-system, and performing corresponding identity authentication

interaction in accordance with a POS terminal authentication specification, and sending the



[0137] the user confirm ng the | oad and sending a notification of an end of
the I oad to the bank back-end system [0138] To further inprove the
security of transaction, after the step e, the nethod further includes:
10[0139] the intelligent termnal notifying the smart menory card to exit
fromthe paynent node; and [0140] the smart nenory card performng
operation to exit the paynent node, and notifying the intelligent term nal
of the result of the exit. [0141] A f+es$t+ enbodi nent of the nethod for | oad

transaq%&ﬂpmqﬁfghg&ﬂ%ag@ah %ﬁgggﬁggkﬁm;S invention is described hereinafter
il [ e a

for further ustrating t ove nethod for |oad transaction. Figure 5 is
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signa?ﬁ?% o] %gggb&%g%%gﬁﬁkgggéﬂghgﬁﬁSeH??%gpﬁ?ﬂgﬁ%qua%?%ﬁﬁ%gégﬁégﬁéggtion
sub- sy shebPOSdikd tgrarifdridentigy wahe eggbpeitngniiddnt i ty aut henti cati on
interaction in accordance with a POS term nal authentication specification,
antilsenoiqvy tdiep 8; retdring the authentication result of the POS-like terminal identity, if the

authentication result is allowing to access the bank back-end system, entering into a load

interface; and if the authentication result is access-refused information, prompting an error;

[0150] Step 9, the user inputting load information on the load interface, and sending a load

service request to the bank back-end system;

15 [0151] Step 10, the bank back-end system processing the load service request information,
checking the fund in the user account, and if the fund in the user account is sufficient,
notifying the intelligent terminal to prepare for load operation; otherwise, returning an alert of

insufficient balance;

[0152] Sepll, the intelligent terminal processing corresponding information, and notifying

20  the smart memory card to switch into a payment application mode;

[0153] Step 12, the user inputting specific load information to the intelligent terminal, and
the intelligent terminal signing the load information and sending the signed load information

to the bank back-end system;

[0154] Step 13, the bank back-end system verifying the signature and processing the load

25  information;

[0155] Step 14, the bank back-end system temporarily deducting the fund for the load from

the user account, and returning deduction information to the intelligent terminal;

[0156] Step 15, the intelligent terminal requesting the smart memory card to write the fund
for the load;



result to the | oad/unload transacti on sub-systemy [0146] Step 5, the

| oad/ unl oad transacti on sub-system processing the received information
related to the POS-like termnal identity to performidentity

aut hentication; [0147] Step 6, if the authentication in the | oad/unl oad
transacti on sub-systemis passed, 5 notifying the bank back-end systemto
allow the intelligent term nal access_the bank back-end systemw th the
POS- I i ke term' nal identi ty ot herwi se, “feturni ng access-refused i nfornmation

to the g }rgl%nﬁle PR g}léaﬁh b &Rsif, tﬁ h@s%%ﬂl&}hﬂ fHd fRRA 6L {h‘é”

sub-sys emretu ning t tication result f the POS-Ti ke term nal

i dent i tiyad, and Hetectuﬁgediebgtelnifohgmmi fumld;in 0] @1dt9] Step 8, returning the
aut hentication result of the POS-like termnal identity, if the

aut hent[pesg]i 08tep @FUtte dnfarBinbMoiyNarl QuAaGies ap theonank faecknert fyatfeihe
entering into a load interface;” and if the authentication result is

access-lpast anduriting ement fuod (nusmbsshfor the landier ror: [0150] Step 9, the user
inputting load infornmation on the load interface, and sending a | oad

ser §i cd0tEueStep t18, thresthan kndpaark - canﬂnet;irﬁlﬁr@nheliﬁfe@ljg'en} t@n@palm a sureedsank
back-end system.processing.the |oad vVi.ce reques |nfor i,on, .checking
Che 7 e i M8 HEdrecRlentinal T aee P sk o1 STHED QS BHORREG Ao e
suf fi ciggilessiObhd:yi Ng the intelligent termnal to prepare for |oad
operation; otherwise, returning an alert of insufficient bal ance;

[0152] m St%ﬁew' {hteeclahk%g eﬁ(ﬁ e)%‘té?ﬂ" r(R: Q8 t?h'quf gﬁﬁﬁ&?%ﬁq'tﬂgsuccessful

i nfor tIOIL noti fying y card to swtch into a

paynentloe&ipﬁ%m@la& inosili gamd ermi1 %34 c&hi@mﬂ@thddeduct&erof thpuder hogpuspeci fi c | oad
information to the intelligent termnal, and the intelligent termnal

si g0i ngotd1g | sl 20nfrRruwet tentirai &@nma@gaﬂdh@nair@medoﬂl@@don rifenraid étheo t he
bank back-end s stem [0154] Step 13, the bank back-end system

veri fydW@ltprﬂee@ar@ﬁwb@edamm@r ocessing the | oad 25i nformation; [0155] Step
14, the bank back-end systemtenporarily deducting the fund for the Ioad

f rom t @163 erStege Coutite, inwhidzene temmmiah gotfuhg theamadrnfnemony icand tocextithisom the

intelligent termnal;
cgr payment moge; and

[0163] Step 22, the smart memory card performing operation to exit the payment mode, and

15 notifying the result of the exit to the intelligent terminal, therefore the load is completed.

[0164] Figure 6 is a flowchart of a first embodiment of the method for purchase transaction
implemented using the above system for payment and collection. As shown in Figure 6, the

method includes:

[0165] Step 601, according to a payment request sent from a terminal apparatus as a payer
20  or a transaction request sent from a terminal apparatus as a payee, performing a two-way
certificate authentication between the terminal apparatus as the payer and the terminal

apparatus as the payee and establishing a secure data channel.

[0166] Herein, the specific implementation of the two-way certificate authentication and the
secure data channel varies from different transaction scene selected before the transaction.
25  The transaction scene can be a RF transaction scene, (i.e. using an RF interface in the smart
memory card for communication), a near-field communication transaction scene (using a
near-field communication unit in the intelligent terminal for communication) or a remote

communication transaction scene (using a remote communication unit in the intelligent

terminal for communication).



- 22 - [0157] Step 16, the smart nenory card processing the request for
witing the fund for the |load, and detecting a record of original fund in
the card; [0158] Step 17, the smart nenory card summng up the original
fund and the fund for the load, and witing a new fund (nunber) for the

| oad; 5[ 0159] Step 18, the smart nenory card notifying the intelligent
termnal of a successful |oad, and th_ezg_ntel ligent termnal notifying the
bank back-end system of information about the successful |oad; [0160] Step

19, t hg?g?‘/]k PRE 'e%s@ et:ﬁ%%eeéﬂ FQéﬁ%&icgﬂtaEIiQano%Qﬁé@Hcﬁr&s RO il Ived in

succes | oad fr intellirgent termnal, and confirmng the deduction
of t he this eansacte@umM fier B i thabtre@i R, the kehersequeso kbnfimisngetttresdctian,, thand
sendi nq a notification of an gnd of the lo to the bangntgack-en system
[0162] TSrHpales the RayemisetWiihen (o tie PRIt 3RBEFFPP YO SN nilF deifdirds Bard t o

exit fr%?ééi'@%wﬁ@ﬁé&tB%yc!SﬁQ&idmg)%iaﬁﬂg%ode. [0163] Step 22, the smart menory

card pgr ormng operation to exit The paynent node, and 15notifying the
resglt he it . to the intel|i. rm.nal ., . fo '
compl Bl Cingl el AT sbuEile s e Pilon it DTSR Bk v

met hod Hh9 theiufihag Gort doflosast dendntht PRy nenlad] ispargud fiemahe benls V3keastdray
paynment and collection. As shown In Figure 6, the nethod includes: [0165]

Step 60@f thepuehagp fignsastion gan e grsureeielic twenvay saH{igate apthemzgation Beleels as

a payerth%é) QFar?dtﬁlEnge%Cti on request sent froma term nal apparatus as a
payee, P Porim ng Wo-way certificate authentication between the term nal

h dth i nal
ot ani 18oRg SCESREVE P REwirE f BiroBbereaf v iEhed B i@ ode,

i mpl) emang atel ikl dpbsratudQs WRYpA8E biihk eRitehaduhivanidikafidmoand the secure
data channel varies fromdifferent transaction scene sel ected before the

tr ansa%i?@?' Step 603, the terminal apparatus as the payee and the terminal apparatus as the payer

conducting the transaction in accordance with corresponding financial transaction

specification.

[0171] Step 604, the terminal apparatus as the payer exiting from the payment mode after a
15  successful transaction; the terminal apparatus as the payee generating a transaction record,
signing the transaction record using a private key in the smart memory card of the terminal
apparatus as the payee, saving the signed transaction record in its smart memory card, and

then exiting from the collection mode.

[0172] In this step, by signing the transaction record with the private key in the smart
20  memory card of the terminal apparatus, the transaction information is avoided to be tampered

by the payee, and therefore the accountability of the transaction is enhanced.

[0173] Step 605, the terminal apparatus as the payee logging on the bank back-end system

and sending the saved signed transaction record to the bank back-end system.

[0174] In practical applications, the payee can timely log on the bank back-end system as

25 needed, so as to upload the transaction record generated previously to the bank back-end

system.

[0175] Step 606, the bank back-end system verifying the transaction record received from
the terminal apparatus as the payee with a public key, which corresponds to the private key in
the smart memory card of the payee, and processing the account of the payee according to the

30 transaction record after the verification is passed.



25 The transaction scene can be a RF transaction scene, (i.e. using an RF
interface in the smart nenory card for comrunication), a near-field
comuni cation transaction scene (using a near-field communication unit in
the intelligent terminal for comunication) or a renote conmuni cation
transaction scene (using a renote communication unit in the intelligent
termnal for communication). - 2 3 --2,0167] The nessage for the either
request contains information such as the fund involved in the transaction.

After tlagrdiar iymidakp, tRE Binkeack R d i EBaI vereRy Rt &R R cdl S cddi ARASRGHT ON,
the termnal as the payer is switchéed to a paynent application node, and

t he t erthe tairas apfreeatpayeteipsysnwvitc hedbliokey, ediidhectriespondly ¢o gtei iy ateoichy. in
5[0168].1In this step, the tw-way certificate t hent.ication is. us to
cont 11 Rttt ReTsny atch @S B aHae oy 11 J° (BT ot deUKh SO dyele s a
| egal apRURBLHSILEQM IRE HEMansIARnS RLBEd Wpldafled NS BIY pRAREHAS %@%%Gtﬂh@” can

be ensured by the two-way certificate authéentication between the payer and
t heSpayedficftdhsFe Birdpb&BAndt dystetre corigsabndipgamaoeesseaghe hecquay ef thxepayge
switched into a paynent node, and the term pal appar.atus as the payee being
owi t chader s B B5Y Fatieelin mines pg1o01 R gAb AR CRFA T agtr Be s a
the paygeatduid8etariTehdplcppar atus as the payer conducting the
transaction in accordance with correspondi ng financial transaction

Speci fugﬁm;nn%%@ﬂ”%ﬁiée %m t@%i%aﬁ leuhgﬁsmtﬁ?heﬁp@gf AlYnedst [REnRAVELs G8itiNng

fromt ter a successf transaction; the termna
appar atfoBowisigt featupery eeapgleleesitprovddiagt omhisacpayarent emdr dollestigmi fingctidre and
trapsaction record using a private key in the smart nenpry card of the
t er i n&OnLHRRFAPEENE c@@%el} fungidng FHY 31%8%%%%%5 Y B’ng?e‘@ﬁ‘i‘?ﬂi»i n
its s i TR Xntdlfgnt HQMiAAE (HOEAG! bR hofSited to §0172]
I n th??aéatbg%@%émg?%ﬂ%%egnfta%k}f%?oalﬁsact ?%r? recérd \%1 th t%e private ekef In the
smart 2@ohikemphoye, adtA of PChiatdilégant harhe apana¢sustc. )i tepable aif baiog iveerd with any

i is avoid and .t herefor.e the

i nfol | natj on d.to be_t red by the, payee,
Bli2Pet, S A oh i sael |G T SrvErebgal Mepad Sl i Geiifng 5

account®
ter m Nal,cBRPARALMTIAS {BSRAYREhARYi ficome! fif: bARKnRESK-8RY BY Shem-and

sendi ng the saved siTgnhed transaction record to the bank back-end system
[ 0¥ 4] interfprea@idledihg dpiphotdanitan®, a SReinfrafree acEfBtinteefaye, |aogF ontetfhes, bdtik

back-end system.as 25 needed, so as.to upload.the transaction record
gener al”&ﬁr% e¥icdus 3 lﬂalsﬁfé“gag‘rgg‘%ﬁ%&éﬁ&ng%?éffn%e[‘@%ié]a‘@tgeap S’@B’éfca e bank
back- endn3yst&MaNEbhinyi LIt o BRIAEE e 1A FLaRhYEI LM IR LSS M nal
apparatus as the payee wth a public key, which cofresponds to the private
key i nbased on intelligent terminals, so as to support the innovation in the finance industry and
telecommunication industry; capable of implementing on-line or non-contact payment and
20  collection function conveniently by only carrying an intelligent terminal plugged with a smart
memory card; capable of supporting various application modes of electronic financial services,
including but not limited to an electronic purse, an electronic bankbook, debit application,
credit application, credit card application, etc.; capable of being applicable in various
transaction scenes, including but not limited to mobile intelligent terminal-to-mobile
25  intelligent terminal payment transaction, mobile intelligent terminal-to-fixed intelligent

terminal payment transaction, and the present device-to-intelligent terminal payment

transaction.

[0178] The transaction system of the present invention has advantages of being compatible
with the existing bank specifications, having a high security, and easy to be integrated into the
30  existing bank back-end system without large amount of modification, therefore it facilitates

fast deployment, large scale application and popularization.



the smart nenory card of the payee, and processing the account of the payee
according to the 30transaction record after the verification is passed. -
2 4 - [0176] In this step, the bank back-end systemverifies the
transaction record received fromthe term nal apparatus as the payee with a
public key, which corresponds to the private key in the smart nenory card
of the payee, so as to ensure the validity and integrity of the transaction
record; after the transaction record UpPoaded by the payee has passed the 5
veri fi qgisen, Thh&aharkoPagkeRNSURLH 4RI 58SRPMlAabY cBh A6BRIRSt tlfote
account of 'the payee according to the transaction record and correspondi ng
t r ansadbad)whigelrifgscahvangnca rudeheampiuediss epemBorsewst.i on i s conpl et ed.

[0177] By using the above technical solutions, the device of the present

i nvent ijongdasid heohehbion Mg dbeas umdsdintapailecordy eforbit agbodinlehtzeohagment
and col l ection function and non-contact. paynent and_col | ection function;
smal |, TresgAt Weveghen.amtfl eres ot snteded ator fimgdt thea peapeechprabestig of thegeteseit o
various_jntel| | i t i.nal Ny ugj t . i1 s I hone,
LA Sl ST EAOE, SoIFLLGAORE Aol SR BBl e,
any i ntginkipgest the predeniahvdadvh sighlicfall dn $Heaopost projevdsal thd ataentrihesmntiase

W thout requiring a customzed intelligent termnal hardware, since the
data transm ssion uses the universal 15 interface (including but not
limted to a SDinterface, a USB interface, a CF interface, a RF interface,
etc.), and thus being highly adaptive and highly flexible; having a
significantly reduced cost and being applicable to the | arge-scal e depl oyed
paynent/col | ecti on application based on intelligent termnals, so as to
support the innovation in the finance industry and tel ecomuni cation

i ndustry; capable of inplementing on-line or non-contact paynent and 20
coll ection function conveniently by only carrying an intelligent term nal
plugged with a smart nmenory card; capabl e of supporting various application
nodes of electronic financial services, including but not limted to an

el ectroni c purse, an el ectronic bankbook, debit application, credit
application, credit card application, etc.; capable of being applicable in
various transaction scenes, including but not limted to nobile intelligent
termnal-to-nobile 25 intelligent term nal paynent transaction, nobile
intelligent termnal-to-fixed intelligent term nal paynent transaction, and
the present device-to-intelligent term nal paynent transaction. [0178] The
transacti on system of the present invention has advantages of being
conpatible with the existing bank specifications, having a high security,
and easy to be integrated into the 30exi sting bank back-end system w t hout

| arge anmobunt of nodification, therefore it facilitates fast depl oynent,

| arge scal e application and popul ari zati on.



- 25 - [0179] The transaction system according to the present invention
can inplenent renote | oad, which brings convenience to users and reduces
operation cost. [0180] In a conclusion, the above enbodi nents are only
pref erabl e enbodi nents of the present invention, and are not intended to
limt the scope of protection of the present 5invention. Any nodification,
equi valent alternative, inprovenent within the spirit and principle of the
present invention shall fall in the scépe of protection of the present

i nvention. - 26 - CLAM cLammglevice integrated with paynent
function and collection function, conprising a smart nenory card and an
intelligent termnal, wherein the intelligent termnal is connected with
5the smart nmenory card via a universal storage interface, t he

i nt el ligent. A deicaiategraedwithtperment fyeetmnand callsdmnrfontticaneanpristrg asmagement

instruction according.to_an instructi.on.from ser, send .the secure.

L ans &GO HaHAGEHARI FREPHUGTI AL CREHE hie RairPy CArs SR ot Py ¢ he
uses Ofihafn SXBeHo-PBarll €514 hnibrsiNoraQeME@fbEansact i on managenent
instruction fed back fromthe smart nenory card; to interact with a 10 bank

side system vi renpte. communj cati on ne rk; erforminformation
inter a%:/ti 0 evdn?ff]nﬁl%eﬁg ‘iﬁ’énélina iR %ia {geélr 9 egrﬁ‘\ggecg; S%%rignttraél(rg%%ltonwlqaﬁa ot ter
devi ce jhdiegsRhedrath fo RAYARRLLS1RGH ORiséNgendoht 86¢ure fahitdtdh elinigdnidng a
predetermned range 1n a near-field comunicati on node; to process a

t r ansadustatiomn thasmagrmemem b and aetifyt e vaprofiver cxgevticeregilt phidiesasie si de
system,_generate and send.a cor j e t I on. i Lon
ot r ol ERaD S RSt MRS KAORERP REGHLEnlh AR B, RTinBRR AR
exeQut ibaik kkie Wybtef vik hereafte ceminiangaeh netwakpld patiraninfastatiostineractied back
fromthe smart nenory card, or send the execution result of the secure

t r ansadtithotheaisst vigat vew nifskeeicio; Bkerach WiHearpthR d5vire iagrded ortht PRYMEISt her
devi ce; ] t . r ] .secure
e R ol AR RS2 PP IG5

appl i caiddentd pidtesyGittrARactidn iksteucten ifen kit wgr, ahednathérhlepiygnehe bakcsidlon and

col l ection function according to claim1, wherein the secure transaction
appl i cAYSI®n. Eenstate and send aserrIRedng wrwstiFasacion applipioppgsikuEion rtatthhg

i nf§ r u%ﬁi‘&tt?:}g%ﬁor@ ﬁ?&;nindo‘{o x§@£if§ tﬁg @r c?feﬁlu&écﬁtigfp gééhﬁ dHRe %é&fr@gransaction

25Instruc
application instruction fed back from the smart memory card, or send the execution result of

the secure transaction application instruction to the bank side system or the another device;

and

the smart memory card is adapted to execute the secure transaction management

Y0  instruction and the secure transaction application instruction.

2. The device integrated with payment function and collection function according to
claim 1, wherein the secure transaction application instruction comprises an electronic
bankbook operating instruction or a Point of Sale (POS) security module processing

25  instruction.

3. The device integrated with payment function and collection function according to
claim 1, wherein the secure transaction application instruction comprises an electronic
bankbook operating instruction, a Point of Sale security module processing instruction, an

30  electronic purse operating instruction or a purchase secure access module processing



3. The device integrated with paynment function and collection function
according to claiml1l, wherein the secure transaction application
instruction conprises an el ectronic bankbook operating instruction, a
Poi nt of Sale security nodul e processing instruction, an 30el ectronic purse
operating instruction or a purchase secure access nodul e processing -27-

i nstruction. 4. The device integrated with paynent function and
col l ection function according to claimi, wherein the smart nmenory card
conpri g as&pre control unit and the universal 5storage interface, the

uni verSal storage interface is connected with the core control unit,

the core control unit is adapted to execute the secure transaction
managenent instruction fromthe universal storage interface; to execute the

secure transaction application instruction received fromthe univers
st or age i n‘f-ea'Teaé%V;lcea%gegr@Jte e‘?‘ﬂgh tpﬁgn@(te@ﬂffil% a?‘g§8ﬁ‘f°§1°8f{‘?f‘ﬁtéoq ﬁ%ctof(ﬁeg i%%ns to
the | mc%%irhi geRferb il fMeN@harV hRnidde HRI ¥ShpRdesSI B5RUQNHD! @hftama; thanthiddtde

uni vers storage intertace Is adapted to inplenment information interaction
bet heentordpe intetfetd, itgentivéreal sionade iatedfatdvie coonastaslomitl tie ogrd ¢ontrol unig.  The
devi ce according to claim4, wherein the core control unit conprises a
st or age caht e6le dafirdl widisadsgediteederate Ske sdcore aguphdtoatmangemett, indHitchien
storage control unit is adapted to receive the secure trapsacti.on

B@PEE

menage et therigeyaiedl istrager grieRe ot e SeercdFsiHte gatioy r}a?‘[%ﬂan t he
secure r({cre%ﬁ aﬁ‘[)xltnoglg pﬁﬂ@&%gfe RbrdoBShfdtfbe:08nd Qo (efd SRE WBcdtloANRAGH! OF the

appl i catton uni executron; to return an execution result fed back from
t he segistracti¢dns dotineiligeppleimaial via thertivérsaltstoeageninteefasalandt or age i nterf ace;
and to send the secure transaction application instruction received from

t hp) uni vergaknStRrRg6rag0 ihtbirasd Beapted thanpleeneinforansiag intencampbétoatih on
unit, and send an execution result of the secure transaction application

i nst r uthei iotelligedt tsapinal arshthe kereseptiplinit ansact i on application unit to the
intelligent termnal via the universal storage interface; and t he
secure transaction application unit is adapted to execute the secure
transaction application instruction and the secure transacti on managenent

i nstructi on Theckivicechcbsdimg toeclzins tpmnageirc dret coob comird], urdincbripiéss bagtdraghe

execution results to the storage control unit.
control unit and a secure transaction application unit,

15 the storage control unit is adapted to receive the secure transaction management
instruction from the universal storage interface, and send the secure transaction management
instruction to the secure transaction application unit for execution; to return an execution
result fed back from the secure transaction application unit to the universal storage interface;
and to send the secure transaction application instruction received from the universal storage

20 interface to the secure transaction application unit, and send an execution result of the secure
transaction application instruction fed back from the secure transaction application unit to the

intelligent terminal via the universal storage interface; and

the secure transaction application unit is adapted to execute the secure transaction
application instruction and the secure transaction management instruction received from the

25  storage control unit, and feed back the execution results to the storage control unit.

6. The device according to any one of claims 1-5, wherein the intelligent terminal

comprises:

a card management unit, a card read/write unit, an input/output unmit, a transaction



6. The device according to any one of clains 1-5, wherein the intelligent
termnal conprises: - 2 8 - processing unit, a near-field comunication
unit and a renote communi cation unit, wherein: the card read/wite unit
is adapted to inplenent information interaction between the smart nmenory
card and the card managenent unit; and to inplenent information interaction
between the smart nenory card and the transaction processing unit; 5the
card nmanagenent unit is adapted to geﬁ@ﬁéte the secure transaction

managenBitesking WhiCl hQR FRELInh PG cAtRnl et dndSerbld @inrRinibARNUSE! wheRisend
t he secure transaction managenment 1 nstruction to the smart nmenory card via

the card rgad i pt, .an i : t4] egul t of
the secur ettt Sb At Sl aniEE sl iipiepent b lich IR PARSH B
Menory sadrtmémant bediafduid el prbnageént uvhif hel tonpipléertt prformatidn inseradiapt ed
to inplement information interaction between the transaction processing

uni t arkftvera the apart Hreanary cardnd A FaSAFTRIOFSHNE BBy act i on bet ween t he
card nmanagenent unit and the user; the renote comruni cation unit is
adapt ed t othengsiré meavagéménsrurat isoadaptrdetoagericonic [ee wewie traasachemm seanaEgnent

pr ocessi nit and the_.bank sj.de ste 15t near-field. .communication
e e ePh e B pily ARl Ee PR ol S TRlreuboa R PR L SR

t r ansaghitARtibh @SB SRS HEhbrydhed {hahapat hedd/ War Ger; whd B fotiff ehapiseelef e ned
range; and the transaction processing unit is adag%ed to process the

t r ansaceaHionmesyltof fhensecersetrynsactionomapdgemes ke nstrpefonaegt ek fenay jthe smart

integrated with paynent function and collection function 20 within the
predeté?ﬂpﬂ%ﬁmpgﬁﬁéuﬂPpWﬁ%m%gﬁ%ﬂside system generate and send the

correspondj ng. secure transactjon application.instruction to the smar

roiry car e VAT HEDWARE! adten B RPERCHo THOTAYP Y, HEasar BEoig. e
execut iR f@dH o Qbsih N Gnd SRH!Be LEANAAC t ARpRAR EASrnifoh ISeFldabn BBrweedl back
fromthe snmart nenory card via the input/output unit, or send the execution

resul t thé carbhenapegamaent tniasdtteiwer, appl i cation instruction to the bank side
systemvia the renote 25comuni cation unit, or feed back the execution
resul t of thbeersetewommniunddisian tuntiis afyptddciatimpiement information interaction between

the transaction processing unit and the bank side system;

15 the near-field communication unit is adapted to implement information interaction

between the transaction processing unit and the another device within the predetermined

range; and

the transaction processing unit is adapted to process the transaction instruction received

from the user, the another device integrated with payment function and collection function

20  within the predetermined range or the bank side system, generate and send the corresponding
secure transaction application instruction to the smart memory card via the card read/write

unit; to notify the user of the execution result of the secure transaction application instruction

fed back from the smart memory card via the input/output unit, or send the execution result of

the secure transaction application instruction to the bank side system via the remote

25  communication unit, or feed back the execution result of the secure transaction application

instruction to the another device via the near-field communication unit.

7. The device according to claim 6, wherein the near-field communication unit is further
adapted to implement information interaction between the transaction processing unit and the

30 another device within the predetermined range by utilizing Bluetooth or infrared



instruction to the another device via the near-field communication unit. 7.
The device according to claim6, wherein the near-field comunication unit
is further adapted to inplenent information interaction between the
transacti on processing unit and the 30 another device within the
predeterm ned range by utilizing Bluetooth or infrared -29- comunication
t echni que. 8. A device integrated with paynent function and
collection function, conprising a smarjqnenory card and an intelligent
terninq%nnymg&ﬁﬁgt&mﬁghg;elIigent termnal is connected with 5 the smart
menory card via a universal storage interface, the intelligent term na
is adapted to send a secure transacti on nanagenent instruction to the smart
menory card according to an instruction of a user, and notify the user of

an executipon result of the.secure transacti,on na nt instruction fed
back £ r om PO ViR G B cri R P e SPBRTEE S 8t e
renot e NS UafPhh®an %EM%E&? tekRind0 WIREEIRMRR 1MEI05eMttE@NnAlNE @bASdk@Nwiht h
the user via a user interface; to process a transaction instruction from
t heS uséhe smart hentvay kard ivitea syisersah stggegemteriacand send a correspondi ng secure
transaction application instruction to the smart nmenory card; and to notify

t he user othe adtcligeititintinalrie addptedto sehe a seaue gatsaemsanbnagemappinsitadtionrio
instruction fed back fromthe smart nenor nd the, executj on

; d,
resul t o SPAE BEBAPE UHatSRER ISP éﬁplwﬁfe%&t%ziﬁgﬁr ﬁétsgf;élfsl& JHPtiEY, e UpHeOh ARk
side sYSLeMon a8t of tHe@cS LB dnsARITR! Kbl chS irRERR oAl baBX St hd RBageCUr €

transacti on managenent instruction received fromthe intelligent termnal;
t 0 i nt eiaedrywiatd) tanotctrer withvd bank sitle gysitre dvisviatrhmpteyerembufigaioni metwarkd to

collection function within, a predeterm ned range i.n a ,radi o frequen
pomunﬂ)e*_;a@%ﬁn gEion BreRet FifiGe Sauna a an et n <BpIoEat FgRacion
I nstr u?}ﬁ(fkl%@ﬁ&r?%hl & 08 &Q%aﬂl@@fdﬁ%&s@ﬁy .g&?erﬁé ahd8eddd @bﬂré#@ﬂ&mé gesdroal ,

and se the execution result of the secure transaction application
i nst r uttahsaotionm applécatint ehdtigent to ehermaltt emotyecadottvero detviyche user of an 9,

The devi ce i nt egrat W th ment function and collecfio unct.i on

accor diFhgFen di F%\lwg%%ﬁﬁﬂlﬁpﬁg‘?%@% 8%@5:38?% ASETSh ?%ft)b?(?(c PFof® smart

I nstr U?ﬁén‘ﬁﬂ?r CRAPLE S&% BB c8L&EbH QBiut AFNANRROKaRBRIAL dpRHcAtibatihsfltion tor a
Poi nt of Sale security nodul e processing instruction. 10. The device

i nt2gr dieduhnkiside systymeatd f unction and col | ection function according to claim
8, wherein the secure transaction application instruction conprises an

el ect r oni ahbanidrookenoper adri Nig adapteduct ienecuta tRoisaturofirdBab@iosemanageyneamddul e
processing instructiaon, an 30e| ectronic purse operati nqh(iarngtr,uc,ti on gcg a

pur cha&straeliqn Ecsived @%1@1@% égrg}nhﬁ, to interact with ano evice integrat

with payment function and collection function within a predetermined range in a radio
frequency communication mode; to execute the secure transaction application instruction
0 received from the another device or the intelligent terminal, and send the execution result of

the secure transaction application instruction to the intelligent terminal or the another device.

9. The device integrated with payment function and collection function according to
claim 8, wherein the secure transaction application instruction comprises an electronic

25  bankbook operating instruction or a Point of Sale security module processing instruction.

10. The device integrated with payment function and collection function according to
claim 8, wherein the secure transaction application instruction comprises an electronic
bankbook operating instruction, a Point of Sale security module processing instruction, an

30  electronic purse operating instruction or a purchase secure access module processing



-30- instruction. 11. The device according to claim8, wherein the
smart nmenory card conprises a radio frequency interface, a core contro
unit and a universal storage interface, the radio frequency 5interface and
the universal storage interface are connected with the core control unit,
the core control unit is adapted to execute the secure transaction
managenent instruction received fromthe universal storage interface; to
execute the secure transaction appliqg&ﬁpn instruction received fromthe
radi o freguenRsy i nterface or the universal storage interface, and send the
execution result of the secure transaction application instruction to the
intelligent 10termnal via the universal storage interface, or send the
execution result the secure transaction application instruction to the

anot her deyice via.the radio frequency interface; t he, uni versal storage
nterface i TR TR s P BYrHk (oA FH R ARV IO FETHEER ARG
i ntelli gefent @ik, ABskelBRrEI0NS RN iRkedll doragdthterface, the radibFrdyBHQ
fre%yency interface is adapted to inplenent information iInteraction bétween

15t Pe ciotefaco and die uanietsabsidragh ntenfaselaey caavited wWithithe et hentpoledét er ni ned
range. 12. The device according to claim 11, wherein the core control
uni t conpr tlekesracstol age icalaptedlto exédute the semirotrinsacirtenaynapenichtinstnnitionand a

secure trans tioqﬁapplication unit, the storage control unit is fdapted to
send t HECEE AT} g earsad Fiorastatd > [NStSeHEt 6 Fecw TaBgIgR #PPEGHAPhe

uni ver sgly-gkioh 308t Rih #Eralifd AORAELIMERE 3P %%di@&sﬁ@@r&%ﬁi{iﬁe?ﬁcé‘,%ﬁ_ for

execution; to send the secure tranhsaction application instr I on received

from t heendinhe exsatioss rembge thatsecdradanseactibh eppladition finggeene yo clonimtdligemi t to
thg secure tran actLonﬁgpglicati%n unit for execution; to send an execution
redd S

|t PEYNBER T B E Rt SOBREGRICHPSHh Shasnddhe SHPPeRTsBl thfniccutedranpretirsdi o

freque fh%éli@aﬁf&hriﬁ’étnféﬁbﬁ t¥he 9B Her d29i RXBLHE kAo He§Mey i thack from the
secure transaction application unit to the intelligent termnal via the

uni ver sal i : . i. ant. it
e PRI LA e L5t Wl RS SR ek
uni t ante iedligemtdialina end de csreaconfre] wadiaadf requency interface in a radio

frequency conmuni cati on node; and
the radio frequency interface is adapted to implement information interaction between

15  the core control unit and the another device within the predetermined range.

12. The device according to claim 11, wherein the core control unit comprises a storage

control unit, a radio frequency control unit and a secure transaction application unit,

the storage control unit is adapted to send the secure transaction management instruction

20  received from the universal storage interface to the secure transaction application unit for
execution; to send the secure transaction application instruction received from the universal
storage interface or the radio frequency control unit to the secure transaction application unit

for execution; to send an execution result fed back from the secure transaction application unit

to the radio frequency control unit or send the execution result fed back from the secure

25  transaction application unit to the intelligent terminal via the universal storage interface;

the radio frequency control unit is adapted to implement information interaction between
the storage control unit and the another device via the radio frequency interface in a radio

frequency communication mode; and

the secure transaction application unit is adapted to execute the secure transaction



- 31 - application instruction and the secure transacti on nmanagenent
instruction received fromthe storage control unit, and feed back execution
results of the secure transaction application instruction and the secure
transacti on managenent instruction to the storage control unit. 513. The
devi ce according to claim 11, wherein the core control unit conprises a
storage control unit, a nenory unit, a radio frequency control unit and a
secure transaction application unit; -314he storage control unit is adapted
to se n@p?lti"@at@ﬁ Gaki@ich SR RSR e QBuFBRARGSHRAm ikpbhat indifudtRe abd@ekd fom thee

uni versal storage interface to the secure transaction application unit for
10exec storage; ceno] tuoits emdl feddebaskeengritom resslis of ftled] sesaiek trhpssgtiom appleatior

transaction.appljcation unit to the intelligent term nal via.the .universal
St o agdn it ke secie sl PGeaBrey nSRTberS [ Phhe bl it

i npl ement information interaction between the secure transaction
application unit and the another device via the radio frequency interface
in a radio frequency comuni cati on node; and 15the secure transaction
appdi cat i of3. Thedevise ackopding te elain déuwberchethecors eontioh HEA COMPHSHFHIPEAE | on

instruction received fromthe storage r ni.t. or the i ncy
controfoﬂﬁﬂt?n’oaé%ggﬁpéupﬁeasggﬁ?g%%u%ﬁ?éé@#%ﬁ'h%%a%ghgh§&$%%??%%gﬂgﬁ
recei vegplidaaon Lfie storage control unit; and to send execution results of

t he secure transacti on managenent instruction and the secure transaction

appl i cati QR kRRigkYGhire) nﬁtqsfah%téé £ R0E 1EORCHR! tradBhdtiofmdnagerth @dliifstruction
20f requency control unit. 4. The device according to any one of clains

9- 13, wheiveil rfrdthehé mhpletsaletotageanteirfaat t@ bl péosiess transaction application @mit for

mapagenent .unit, a ca read/ wite i Nn.input/output uni.t. a.. .

T hanErruHomses, Bgat uomittokra il b kel aBit srens fonitipy abbticarigp,
card rgagidMHetifeiidkht tniafiaRs 8 Jndvd P kOARRtnterthe; Mat i on interaction

bet ween the smart nenory card and the card managenent unit; and to

i npl enent thé‘iaa{m&agﬁ%} BEREA Ghit 902 P1NRE Bmblieh AR miBR it cGfish BaGcLhe
transacti on processing unit;
the secure transaction application unit and the another device via the radio frequency interface

in a radio frequency communication mode; and

15 the secure transaction application unit is adapted to execute the secure transaction
application instruction received from the storage control unit or the radio frequency control
unit; to execute the secure transaction management instruction received from the storage
control unit; and to send execution results of the secure transaction management instruction
and the secure transaction application instruction to the storage control unit or the radio

20  frequency control unit.

14. The device according to any one of claims 9-13, wherein the intelligent terminal

comprises:

a card management unit, a card read/write unit, an input/output unit, a transaction

25  processing unit and a remote communication unit,

the card read/write unit is adapted to implement information interaction between the
smart memory card and the card management unit; and to implement information interaction

between the smart memory card and the transaction processing unit;

the card management unit is adapted to generate the secure transaction management



- 32 - instruction according to the instruction of the user; to send the
secure transacti on managenent instruction to the smart nenory card via the
card read/wite unit; and to notify the user of the execution result of the
secure transacti on managenent instruction fed back fromthe smart nmenory
card via the input/output unit; 5the input/output unit is adapted to

i npl ement i nformation |nteract|on bet n the transaction processing unit
and the user; and to inplenent infor mﬁ?on i nteraction between the card

Manage nRgkudith tac@lﬂ&’m% h& tHéSBStiuction of R UsBTRS Sen@ARIIHRLFALdRACHIRI haragede@pt ed
to inplenment information interaction bet ween t he transaction ﬁgoce55|ng

uni t andsttirgiobamihesindet mysvensardni thechrd readiwsitecuiip ang foteEsithgusenif thes
adapted to roce ?the transaction i nstructi n receiv q% the user

the barfReSyts (i el @nsarlepns BRRP SR E G BEen Qfpghe Shart”

transaqhhﬁgbﬁ&wﬂbﬁaﬁé ?uy&§~&qﬁﬁﬂon to the smart nenory card V|a t he card
read/ wite unit; to notify the user of the execution result of the secure

tragsact| Oﬁleaﬁgh{/ﬁ%ﬁtoﬁréﬂrt rﬁg tea{ndékfi{eﬁo{% fnﬁgleﬁl%ﬁ%( ufdfo Echhe %rﬁ&’%%or{r%%%ééncﬁ{ ed via

the input/outp e execution res secure
15transan@mmanp@kkmagnmnzmﬂshemsmz@ndt@uhbhnhankﬁmmﬁmosyﬁknnﬁnh&eﬁhﬁm

r enot e connunlcatlon unj t 15. The device according to claim 14,
wher ei 1h¢ FEdMAnAEFREEMRItERA FRGISETf ur t her conprises a near-fi el d

conmmuni cation unit adapted to inplement infoinmation interaction between the
t ransact i othepemelerommpnieation ami i hdapserotonaldesit dxforpatifnnterretion bgtesPni ned

range; g gral%%&e ! aé&gmgtuw@nmhec%%gsi& YAk, iy fur ther adapted to process

a transactioninstrue n receive romthe ano her devi ce, generate and

se a cor ondln secure tr. cation instru toth
S0t “renchs TRRMHON AT Pt FORPIAR o STOAY Pyl e Bt on
resul t mfm HEusSLGUNE bhfieRaasian aRblatCald RAd 'tHl:ScIoHé%dnﬂﬁmgf fduRagksddiom t he

smart nmenory card to the another device via the near-field comunication

uni t. 2pplication Gnstificgonl v ithresmaart oragiory catd wlaathmcas! reafvrde nnitheo netafy-theel d

tl t f ted t t t
et woerfSgif 167 SHSHELT B PbHsser i MaHenahar e Ravah e olrt SRR S he-
pr edet @iaHNREeMbAN 88rddVialthk! inghtnditRltUetiQ Wrhse@ll thefdkaRidn CRIIM I GAE isefure

t echni que.
15 transaction application instruction to the bank side system via the remote communication unit.

15. The device according to claim 14, wherein the intelligent terminal further comprises
a near-field communication unit adapted to implement information interaction between the

transaction processing unit and the another device within the predetermined range; and

20 the transaction processing unit is further adapted to process a transaction instruction
received from the another device, generate and send a corresponding secure transaction
application instruction to the smart memory card via the card read/write unit; to feed back an
execution result of the secure transaction application instruction fed back from the smart

memory card to the another device via the near-field communication unit.

25

16. The device according to claim 15, wherein the near-field communication unit is
further adapted to implement information interaction between the transaction processing unit
and the another device within the predetermined range by utilizing Bluetooth or infrared

communication technique.

30



- 33- 17. A system for paynent and collection, conprising a term nal
apparatus, a |load/unload transacti on sub-system a card issuing sub-system
and a bank back-end system wherein the term nal apparatus is the device
integrated with payment function and collection function according to any
one of clains 1-16, the term nal apparatus is arranged at the user side,
and 5 the | oad/unl oad transacti on sub-system the card issuing sub-system
and the bank back-end system are arraﬁééa at the bank side, t he term nal
appar at us i’ Askapine trtpaymep! aiesllcetiqrayomptising aaemehadeppamnius, 4 ladsattidon as
a payer by interacting with the bank back-end sg%egff ag(g anot he{1 t ei m nal
appar atttaysaghios Fubeysias, asan isayes sub-gystem Eaframank bag-eaE syHFt oW heE! the

el ect rqni c_transa tSi Qn, as, ?fic%aﬁﬁFe%r Y4 %Ie zﬂﬁén'f'%ﬂ@tfoﬂ mecafgggopqg&glgﬂd

syst em SR HREPRETS: & B A B BA et Us serves as a payer; an
i Pl emaREorineGdhng lonb I @BEmE 11aIes ded fepnina apparanastirrgged ththe heel Déel/andl oad

transacti on sub-system the card issuing. sub-systemis ada dto
per Sondh¢ mdfm@%ﬁﬁa%w-%&ﬁ@a &he ed 1?%?‘% FHor %’éﬁﬁhi’"&f E}?db%%tet??é}(ﬁaﬂk
back- end system i segg te%gn]%gld%rrpl enent a purchase transaction by

W

i nter ac,styftﬁg afee%rﬁaen rvely he term nal apparatus serving as the payer

d the terninal t ing.as. th - | d
P onsact | omeudtaind BPaHANS S FEntaS BB R e M hn cecBfic RLAHBLIR
transagt)Re 8§ iﬁtgx%]c-ttél?g Withahe BpRAbAKUSADYsich Sidsidting teniihalt dppatagusmivhiah

appar at us. r2 .~ The system for paynent and collection accordi ng to
cl ai m Fervenherepayecheo syplesrent or cqdiggiempl derl clesirpetTasaqigpt #fe? PEYFHPYses a

first card read/yit evi ce and/ or a Mo J i & e ice:
thoDt | HEErsire P Ehy BTt B evioe Ty TN Ry SR R B .
| SSUI NG2&; SHO-S MR entndloadraiBedd dhnsacion by en@eicting wiet ieehad heloadar t
menory ‘card in the term nal apparatus and the card issuing sub-system and
t he sedwnshrctian dub-exstiiowr i t e device is adapted to be connected with the
| oad/ unl oad transacti on sub-system and inplenent direct interaction
bet ween t hite simt issnimgonp-systenh isnadapeedt tor pérsarialiap the sneg maerdoryhearl gfdthan| oad
transacti gn sub-system -34- 19. A nethod for a |load transaction
i npl ené?ﬁréﬂal\m’??{a%‘ﬁ'e system for paynment and col |l ection according to claim
17, the method conprising: ) . . .

15 the bank back-end system is adapted to implement a purchase transaction by interacting

respectively with the terminal apparatus serving as the payer and the terminal apparatus

serving as the payee; and

the load/unload transaction sub-system is adapted to implement the load or unload

transaction of the terminal apparatus by interacting with the terminal apparatus.

20
18. The system for payment and collection according to claim 17, wherein the system for
payment and collection further comprises a first card read/write device and/or a second card
read/write device;
the first card read/write device is adapted to be connected with the card issuing
25  sub-system, and implement direct interaction between the smart memory card in the terminal

apparatus and the card issuing sub-system; and

the second card read/write device is adapted to be connected with the load/unload
transaction sub-system, and implement direct interaction between the smart memory card in

the terminal apparatus and the load/unload transaction sub-system.
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a) establishing a secure data transm ssion channel between an intelligent
termnal and a bank back-end system after a user |oges on the bank
back-end systemby utilizing the 5intelligent termi nal and the bank
back-end system authenticates an identity of the user; b) triggering
the | oad/unload transaction sub-systemto performa PGCS-1ike term nal
aut hentication on the intelligent ter m nal and returning an authentication
result to the intelligent term nal, by 3¢he bank back-end system c)
if the inted|iogBihol ofianRhd RELiceS infpl@nemed onthi @i gatehn dorapseaeatiul
aut hentication, 10 automatically entering into a |load interface, acquiring
| oad i rdodeetiom asording thelaimel’, Hie methed cemprisiegid i nterface, and proceeding to
step d); if the intelligent term nal does not receive informtion
i ndi cat i nga)aessablisieiag faldecaatdatntransatissom, clmnmrﬂidm@ynaam igtellegent ermirel asée,;

the intelljgent term nal service re

he' T odtimRHFEl it 1 0HeBr AKE AL OB PhbAMRE BAEketn A Lyer B ds)

per Bor Thiddi e eRmmarsiange t&ﬁ@bé&%atsyaan%tﬁehﬁcam%tmmﬁpwth%rs& via t he
intelligent term nal , by bank back-end system according to the |oad

service " Végenn 1oa%9unﬂe{aetrg;gsta@@gla§% n* g th?ﬁ: HolANS BEIJ_BRe 2GGQ5HT NY

to clarml erern rrg ering nsaction sub-systemto

per f or rautteatiB@6n| bketht einfdlligdnt aetohiest bodtreuming drheutPenticatieh | jegdnttot eni nal
by the bank back-end systemin ste b% conpri ses: triggering the

| oad/ uribigHigertarmaiaal by theshapk Hpet-604 $51%Bgi n aut henticating the intelligent
termnal as a POS-1ike termnal, by the back-end bank sub-system

r equest i ngC)tlé thehiatdlnganlt |t¢rgle1rrrt1 TEQEiVES n@ﬂonﬂétFOI?aWﬁWéﬁtlg éé?@%@@@@tﬁck@n

I f. th
o B vt ik i i PR e P B e B DR BRR8 8 Biipe o

term nahe 18 f@fdceaghd P&@@@lﬁhg ab et dpl‘[ffihkbnﬁylﬁtg&m terminalV @6ésf yotn@ceihe
identity of the | oad/ unl oad transaction sub-system accor di ng to the

si gnat urfermeiey indicriong @ secspsred apiheniieation) RFABPHAE dKETeTAARREE 0N sub- syst em
perform ng corresponding identity authentication interaction in accordance
with a POSIt esndingal byathichénelligenti tmrnspécaflp@rhtsmo'rpe taquest evuditaaging nthor lvad i on

rel at ed othe li ke term |de 35 - to the |oad/unload
transact Hﬂaté‘l?b(’é?%‘ﬁ%toﬁ%ﬁ]?aﬂgeﬁaﬁlf &P i‘%‘i‘ P i nal ; and pr ocessing the
efgrvedrnforrratron related to the POS—IrketermnaI e n&g

or mi neP)iPERTMING catresRondingdeadaperfion ¢ith ¢ SHATRTBAY P ééﬂ&%r ligent

sub- Sy%érﬁmlal, by the bank back-end system, according to the load service request.

20. The method for the load transaction according to claim 19, wherein triggering the
load/unload transaction sub-system to perform the POS-like terminal authentication on the

20  intelligent terminal by the bank back-end system in step b) comprises:

triggering the load/unload transaction sub-system to begin authenticating the intelligent

terminal as a POS-like terminal, by the back-end bank sub-system;

requesting to the intelligent terminal for authenticating a POS-like terminal identity of
the intelligent terminal and sending signature information of the load/unload transaction

25  sub-system to the intelligent terminal, by the load/unload transaction sub-system;

verifying the identity of the load/unload transaction sub-system according to the
signature information received from the load/unload transaction sub-system, performing
corresponding identity authentication interaction in accordance with a POS terminal

authentication specification, and sending information related to the POS-like terminal identity



521. The nmethod for the | oad transaction according to claim 19, wherein
step b) further conprises the follow ng operation after finishing the

aut henti cati on: if the authentication is successful, notifying, by the
| oad/ unl oad transacti on sub-system the bank back-end systemto allow the
intelligent termnal to access the bank back-end systemw th the POS-1ike
termnal identity; if the authentication is not successful, returning, by

t he 10l oad/ unl oad transaction sub-syst&ht access-refused infoinmation to the

bank bae khelogd/anShE Fansactior?dib-she@niyey ligdinfadligehh@rhal] shdansact i on accor di ng
to claim19, wherein step e) conprises: processing the |oad service request

and checkingciund R 1eives ShiRReANN treldd thandatSliRe AR AGSYStRAm i f
the fund ih the user account is sufficient, notifying the intelligent

t er m nalerfoominggdentitpadhapeaten, by,thé oad/melohd trdnsantiethgubusysteraccount i s not
sufficient, returning back an alert of insufficient balance;
correspondi ngly processing the received informati on and notifying the smart
menory card to switch to a paynment node, by the intelligent term nal

20i gput ti ng| |10RANERHOKEREE QBad BatdEridiRbIdiGER clhli MONaheleih tBE bYiFeither
signing the load information and sending the signed |load information to the

bank baekweises thy Sllowihg opdratiomafidrifingbing the petherdication:  verifying the
signature of the load information and processing the | oad information, by
t he bank bididhke anbemsigsti@nis @6tasfobmatifiiyg,dedihe toatguiflopsdirénsactidpesubesydtefr, om

the user accqunt and r rni [ i [ [ [
t ei mi ndhe b%%aﬁ}é-ea%gj@t%%gq(wﬂgeﬁg#z %ﬁleg‘p t_e{-rg{n%{ tg%tc!:eosg tﬁeobagnﬁ](%alclg-teg L;'ysgeenﬁ‘ t
with the POS-like terminal identity; if the authentication is not successful, returning, by the

10  load/unload transaction sub-system, access-refused information to the bank back-end system.

22. The method for the load transaction according to claim 19, wherein step e)
comprises:
processing the load service request and checking fund in the user account, by the bank

15  back-end system, if the fund in the user account is sufficient, notifying the intelligent terminal

to begin load operation, if the fund in the user account is not sufficient, returning back an alert
of insufficient balance;

correspondingly processing the received information and notifying the smart memory

card to switch to a payment mode, by the intelligent terminal;

20 inputting load information to the intelligent terminal by the user, signing the load
information and sending the signed load information to the bank back-end system by the
intelligent terminal;

verifying the signature of the load information and processing the load information, by
the bank back-end system;

25 temporarily deducting fund for the load from the user account and returning deduction

information to the intelligent terminal, by the bank back-end system;

requesting to the smart memory card for writing the fund for the load, by the intelligent

terminal;



processing the request for witing the fund for the |oad and detecting a
record of original fund in the smart nenory card, by the smart nenory card,
suming up the original fund and the fund for the load and witing a new
fund for the load, by the smart nenory card; 5notifying the intelligent
teimnal of a successful |oad, by the smart nmenory card, and notifying the
bank back-end system of information agﬁgg the successful |oad, by the
intelligent termnal; processing t i nformati on about the successful

| oad and cprotéssiignige tdaeesd dstuwtitinniheffuid frubeloadaad dotectinyya tdeerdoaicidieatk - end
system and 10confirmng the | oad by the user_and sending a notification of
an end fand fnBe ppary memark 6adabk s saiarigRemepsaEth 23. The method for the

| oad transaction according to claim19, wherein the nmethod further

conpri ses sunening|upote gigopk fand awsthaflemt fosttee lagyl: and syting yinay fthé femthet
menory .c g 0 exit fromthe paynent node, by the intelligent termnal; and
perfor&?%% 3%%?%R%WﬁquBB@%F’ the payment node and notifying the intelligent

terpinal of g result of the exit, by the rt ry card. 2024. t hod
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term nal dpparatus as a payer or a transaction request sent from a tenninal
appar atintslligsntaenpaysde, perform ng a two-way certificate authentication

bet ween the term nal apparatus as the payer and the term nal apparatus as

the 25 paygecasidg @stiairinshbmngbdut SieciiicCestiail BoadhadrRehfirming the deduction of the

user account, by the bank back-end system; and

10 confirming the load by the user and sending a notification of an end of the load to the

bank back-end system.

23. The method for the load transaction according to claim 19, wherein the method

further comprises the following operations after step e):

15 notifying the smart memory card to exit from the payment mode, by the intelligent

terminal; and

performing operation to exit the payment mode and notifying the intelligent terminal of a

result of the exit, by the smart memory card.

20 24. A method for a purchase transaction implemented with the system according to claim
17, the method comprising:

according to a payment request sent from a terminal apparatus as a payer or a transaction

request sent from a terminal apparatus as a payee, performing a two-way certificate

authentication between the terminal apparatus as the payer and the terminal apparatus as the

25  payee and establishing a secure data channel;

switching the terminal apparatus as the payer to a payment mode, and switching the

terminal apparatus as the payee to a collection mode;

conducting the transaction in accordance with corresponding financial transaction



switching the term nal apparatus as the payer to a paynent node, and
swtching the term nal apparatus as the payee to a collection node; - 3 7
- specification by the term nal apparatus as the payee and the term nal
apparatus as the payer; exiting fromthe paynment node after a
successful transaction, by the term nal apparatus as the payer; generating
a transaction record, signing the tra:??sactlon record by using a private key
in a smart nenory card of the ternina apparatus as the payee, saving the
si gned spedifi@tisady iteterramal shparatiswe therpayeempdtiretenana, appacitustesrthepateisng from
the collection node, by the term nal apparatus as the payee; | oggi ng on
the bank hagkreh, Qm&%%;%@:ﬂdné&wﬂdﬂ@ dubecssfay ahst@ne dytthansadidl @pparewer d to
the bank back-end system by the term nal apparatus as the payee, and

ver i f yianthetfrgert, ganaidng @trams@emrdrqe@@emwgﬁ o rRTAeiQererpidly shpme BFitidicas

the payee .with a 10 publi Gorr ngds n the
smar t %E%d?ya KRS 18161%9}% ¢ élygg lthewge ﬁ)r%aoc gr;%ﬁlg %nthaecg%ggt BHIM? e lég%ﬁeh
accor digfsdcQot BRotd ANGRGH LNmERGHY Bardf 48T theh @xitiigi ffdit ahd eﬂlacaopmdby by

t he bank back-end system
the terminal apparatus as the payee;

logging on the bank back-end system and sending the saved signed transaction record to

the bank back-end system, by the terminal apparatus as the payee; and

verifying the transaction record received from the terminal apparatus as the payee with a
10 public key, which corresponds to the private key in the smart memory card of the payee, and
processing an account of the payee according to the transaction record after the verification is

passed, by the bank back-end system.



