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Background of the Invention 1.Field of Invention 10The present invention
rel ates generally to the field of conmunications systens, and nore
particularly in one exenplary aspect, to wireless systens that allow user
devi ces twoaotlhascate to wirel ess networks (e.g., cel PATAIS2018108400KS,
W.ANs, WWANs, etc.) using access control clients. 15 2. Description of

Rel at ed Technol ogy Wrel ess gy, . are used to provide, inter alia,
voi ce and data services to user equ%%\%%ﬁr such as cellul ar tel ephones and
conput ers. . A portion dfohwdistlbemabf this peern dequn@rrenntains npaterdl ded issiubjechto
Subscri ber .Identit ule (SIM card. The .SIM carlg %nc.l udes sgcggrit
i nf or metPSHBR RGO hG 5P OPRFLPHERT TGO i RTHG TERIBEIGHD
aut hentdngshé g m@?ateﬁﬂab&ﬂm& drand gatht Wisdlosi@! WK appears in tHe P@YntNid

al ways be desirable to require the use of SIMcards. For_ exanple, the need
t o iSncl Traderaark) Oitficer atehbtlileh opsigrorday belestheawigs tosctresk allt pepyaiahl ¢@dtsoul ky
and addW é%ss(;tevljt al so necessitates managenent of SIMcard inventories and
di stribution by the manufacturer or service provider. 25A user m ght al so
want to purchase wirel ess services even when the user is not able to easily
obtain a SIM card. It would therefore be desirable to be able to
provi de i nproved ways in whi cHSEHO 1 the 1 with the ability to

pur chasg andg;iSE, b &l network services. 30Sunmary of the Invention

The present invention addresses the foregoing needs by providing, inter

al i1®, appar afhesprasuit etchias rdlaes pereedlbste thetfisbl &f enmimenicatiasisystems \¥Dd

2011/ 139795PCT/ US2011/ 034199 In, one aspect of .the.invention, a

fet wor KOGE RATRAIBOU BRS¢ CXURMaRsasRetiofq Hsicoy Syt el AR daytes to

di stri biykiRnB6AE%S watd&R ndiRoks (gl dBLBR| ncBURERS WISANY, dWMARY, dogulstrg
(USIM) credentials to a trusted services nmanager via a USIM vendor or

di r ect |agcesFleentral gewsl servi ces manager may maintain a |ist of authorized
users. These users

15 2 Description of Related Technology

Wireless systems are used to provide, inter alia, voice and data services to user
equipment such as cellular telephones and computers.

Conventionally, user equipment is provided with a Subscriber Identity Module (SIM)
card. The SIM card includes security information such as private key information that can be

20  used in authenticating user equipment to a cellular network.

It may not always be desirable to require the use of SIM cards. For example, the need
to include a SIM card slot in user devices tends to make the devices bulky and add cost. It
also necessitates management of SIM card inventories and distribution by the manufacturer
or service provider.

25 A user might also want to purchase wireless services even when the user is not able to
easily obtain a SIM card.

It would therefore be desirable to be able to provide improved ways in which to

provide users with the ability to purchase and use wireless network services.

30 Summary of the Invention

The present invention addresses the foregoing needs by providing, inter alia,

apparatus and methods for wireless network authentication.



5 may be, for exanple, custoners of the trusted services nmanager or an
associ ated entity. User credentials may be naintained by the trusted

servi ces manager for each of the authorized users. A user at user
equi pnrentwoRy1ianipténti cate to the trusted servi ces nmana@€m/usgsdmy3adset of
user credentials. Once authenticated, the trusted services nmanager nmay
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servi cé B‘} T g Vst REMECE B o ﬁﬁ\ﬂé’ °|r8ﬁ gt © user equi pnent nay
use the USI My gaeat sdbviged Rahagdh enasPmdtr@4if dh lidd dfmath%gﬁw Bsc@d eMRBe @ard he
user equi pnent to authenti cate to the network service provider. Follow ng
sucdes sy badph@wmm@tcuﬁnmetsr\ﬁ thretrudiedseseices m@qgr:w @eafssma}ecbmtwd Esehe
user equi W t Ies hyice ( cel
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provi didygrswi r el ess servi ces to a user at user equi prrent is disclosed. In
one enbodi nent, the method includes: distributing access 20 client data to
a first ent |wsercaéﬁ%fﬂﬁ@mﬁé%&@B@l@n@&t%wtth@avaeql PEHICEHBARIZCE PSIBRAISEY (o a
second a [ I [ to
at hont S ors FESAHE OhE R aRTMOL "AL WaREd dhfies HLARIREY pRARIPEL\RLS
equiop metth a tsetaofSF SIM bﬂ:@eﬂthidis dEleeESIM| drehentigdlabryfeotmrtd it s eaandelentitton t o

t he usedj] equi pnent over a second comuni cations link. In one variant of the
net hod, ¢ KT PHPETCRt | ty includes a USIMvendor, and the second 25entity

i ncl udes a thHSh G5k BRIVALRSs PRI Hircless netwdrR &P@Eé&e"thevéééraé&hgﬂien% hay

met hod, the access client Includes a Universal SIM, the trusted
servi cefstabhsiagemrplem tnkethenathicheset icqaipuregt and the nbtw:akfawr\ndcreprwahrant ,
the transferri of acces nt dat a. cau in equj n 0 store
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seqgnd R ileAbdcaRSelbnBlt b GRS cBuipBiHl B Whth&ItRA® 16ORBSEIWAR service I N
still another variant, the first comunications |ink additionally includes

del i veriragder. Foyloideg suseenstig evientication,che agtwonk sesicwptmider nvp provide the
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In another aspect of the 1nvent10n a method for prov1d1ng wireless services to a user
at user equipment is disclosed. In one embodiment, the method includes: distributing access
20  client data to a first entity; conveying the access client data from the first entity to a second
entity over a first communications link; using user credentials to authenticate the user
equipment; and after authenticating the user equipment, transferring the access client data
from the second entity to the user equipment over a second communications link.
In one variant of the method, the first entity includes a USIM vendor, and the second
25  entity includes a trusted services manager.
In another variant of the method, the access client includes a Universal SIM (USIM),
and the trusted services manager performs the authenticating.
In a further variant, the transferring of access client data causing the user equipment
to store the access client data to a secure element.
30 In yet another variant, the second communications link includes a secure Wireless
connection.
In still another variant, the first communications link additionally includes delivering

a physical storage device containing USIM data.



I n anot her aspect of the invention, a wreless apparatus is disclosed. In
one enbodi nent, the apparatus includes: one or nore comunication |inks
adapted to 5 conmmunicate with a services provider; a secure el ement

conf i gur 80Ot20118139198 an access client; a processor; and RCISeEJIMH3HOYI ce in
data communi cation wth the processor, the storage device conprising

conput er - exegUiRIR valght! Hel h@P Sredbifald RIS bLEQRRE HEMERRN! GUERE 16 e WHEN
executed by the processor: authenticate to the services provider, wherein

sai d suewessful authentication results in the provision by the services

provi der of fhe cess client; .10and responsive to receiyi t.he access
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| ong-range and short-range wirel ess conmunications circuitry. In
another copnizipate withen serdceseippoiides et seaerdiel dnoma ronfigune teodere Maaccds elient;
Commnié:at(i)cogls ( NFC& fi rceui t r.%. . 4 co I.na% fulrﬂigl Qﬁar }/Oacreisaptthet hoq_aseecure
el ement L Stmén%’él -605%3 flﬁ‘fl e@%@%& OPPREEAHORAF TR S99 B pels’ ﬁﬁnentsfy Bui | t
into théevagpasmpiing computet-BxEMBHIE indALH@R!  ThehBsEeRGne £t eFBALuks Bdapt ed
to authenticate the user equipnent to a network service, ,based at least in

part onvhefe exequiers by thenpragsesar: authenticale 6 dheeserdegseprovisiert maicray etid on, a
met hod . St Or ] ' [ [ L S1:ant-

i sol ostbestF diEkich Gl L AREE Frol iy ABMA Rk, BBt o B B |
20 wserarch sdpaittsival ® t@cRimetiw aespretivitd@tore tilke at¢ean siibiit imityinC s sergrd he
services provider to authenticate the user equipnent based at |east in part
on the Bf8“Yr nore user credentials; once successful authentication of the

user equi pMeRtoRA%RAIT R IR hS H&Tuset BHEHMERIndINGsAFHESS Wdth R 1dREa over
a communi cations link; and storing the access client data within a secure

el enentand2bort-rargs wisglésawbmntinécationneindudtat.i ons | i nk i ncl udes short-range

irel h _as Near. Fi el d Copmuni cat i
e rcurtry TR SRl Yl i “UBuc3Pl BB PO KPR oo

I Nt egr at @HmGhicetibrds (NIFEY cirbuift§r manently built into the apparatus. In a
further aspect of the invention, a Subscriber Identity Mdule (SIM .
accessory 30Mahphaeher yaripnd, Hiessgeytsedompnt Ik tEMsEEToRl inteetaed gspul Haliés

oebepy e PLg, GEARBLGRL on |k dsod o communical e Wi e,
conmuni cat i dn anbthlr vtdvenpticcsssor glethbie is bdapsgdo dethenticate the user equipment to
a network service, based at least in part on the access client data.
In another aspeét of the invention, a method for securely storing access client data at a
user device is disclosed. In one embodiment, the method includes: transmitting one or more
20  user credentials to a services provider, the transmitting causing the services provider to
authenticate the user equipment based at least in part on the one or more user credentials;
once successful authentication of the user equipment has been accomplished, receiving the
access client data over a communications link; and storing the access client data within a
secure element.
25 In one variant, the communications link includes short-range wireless
communications circuitry, such as Near Field Communications (NFC) circuitry.
In another variant, the secure element is a tamper-proof integrated circuit that is
permanently built into the apparatus.
In a further aspect of the invention, a Subscriber Identity Module (SIM) accessory
30 apparatus is disclosed. In one embodiment, the apparatus includes: one or more
communication [inks adapted to communicate with a cellular device; a receptacle; a

processor; and a storage device in data communication with the processor, the storage device



WO 2011/ 139795PCT/ US2011/ 034199 conpri si ng conput er - execut abl e
instructions. The conputer-executable instructions are configured to, when
executed by the processor: notify the cellular device of the presence of a
SI M devi cwohaui3g7si rst SI M data stored thereon within Ph@/usexiafsaed e; and
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SI M devi gy LHRpAME LLoyTRI iR AQMTMNI PR | SMphicPiRscuable indAARR YA/ T ANt
the cel 'UIar device incl udes a secure él ement, "t he secure el ement
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the data when accessed al | ow ng for user access to one or nore network
ser i cesmmunicatioflinkker features of the invention, its nature and various
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Descri pion@iguet té ford¥mwr dgtse second SIN@tf eat ures, obj ectives, and advant ages
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set forth belPRox! wAehen arest of Ahe BIVERHEL poivmpuia readablermsdivg ds digglosed. nIn
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for SuQﬁﬁILbe Identitg Modul es ESIQ%G 25FIG 4 is a diagramof an
i |1 ust rAtoIRE {F PEYT SEECSE IR OTE PEBYHRATYSHt h an enbodi nent of t he

present i nvemiri@P features of the invention, its nature and various advantages will be more
apparent from the accompanying drawings and the following detailed description of the
preferred embodiments.
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Brief Description of the Drawings

The features, objectives, and advantages of the invention will become more apparent
from the detailed description set forfh below when taken in conjunction with the drawings,
wherein:

20 FIG. 1 is a diagram of a prior art Authentication and Key Agreement (AKA)
procedure. |

FIG. 2 is a diagram of a prior art AKA operations performed by the USIM.

FIG. 3 is a diagram of a prior art hardware architecture for Subscriber Identity
Modules (SIMs).

25 FIG. 4 is a diagram of an illustrative wireless system in accordance with an
embodiment of the present invention. _

FIG. 5a is a functional block diagram of a first exemplary embodiment of a hardware -
architecture for “virtual” Subscriber Identity Modules (SIMs) in accordance with the present
invention. -

30 FIG. 5b is a functional block diagram of a second exemplary embodiment of a
hardware architecture for “virtual” Subscriber Identity Modules (SIMs) in accordance with
the present invention.

FIG. 6 is a diagram of one exemplary embodiment of the present invention operating



FIG 5a is a functional block diagramof a first exenplary enbodi ment of a
hardware architecture for "virtual" Subscriber Identity Mddules (SIMs) in
accordance with the present invention. 30FIG 5b is a functional block

di agram ovo0s¢391d exenpl ary enbodi nent of a hardwar e RCTRiSe@a84109 f or
"virtual" Subscriber Identity Mddules (SIMs) in accordance with the present
i nventi : i 1 3 . j : -t he present

| nvent i B e B e B S TS e et o wi th a
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5 All Figures 0 Copyright 2009-2010 Apple Inc. Al rights reserved.

Det & | ed Description of the Invention Ref erence is now nmade to the
drawi ngs wheggin | j f t i r ghout . Those
of ordinary églFF#%”ls}r(lét g’%g{‘%ﬂ@g 23)?9?%\}?}% ]:ﬁg'r 52101%%}5;1%&%}%% vari ous

enbodi ments of the present invention are useful for both prior art
architectures (e.g., USIMdata enbodied wthin a physical SIMcard), and
new architectures (e.g., UPeaPescEs o REAHCRUR secure 15 el enent). In
some vari antRegoldie N §5&HhaddVEMd QRWIRNK (/VF’[EIIGHF Fik& PaRIberCRID! RafikPPertof
both prior art card operation and secure el enent operation, enabling
suplor tthfamghbggacy SIM cards that aren't stored within the secure el enent.
I n one exenpl ary enbodi nent of the present invention, SIMdata includes
hi gh security contents useful for inter alia, authentication (e.g., keys,
and encrypt i Pbsalod 8fdibdFYBki1IAA tBE Soldied KRS weX &BLBize MHa®RarkRBWiiHoik &l 8Nt S
may conprise an authentication key (Ki), and all encryption algorithns
(e.g., tBf prgspnt fE3entios aramdelib fordwti psior aiedchitscBRRees BSIM @iBtav@nigadied

publ i shed, .Decenber « 2009 and entitled "Specifdcati,on of.the. M LENAGE
A'gor 1 cRiiBek StAeL i B e f Hhehbisfities CBER L SIS T it UG ey
gengr atdl@fedtyNed k@RS vhdiantd, [thé presént ihvientibf mdybfuadher &fble cdoiteindtine @@iboeh bei ng

incorporated herein by reference in its entirety),In
prior art card operation and secure element operation, enabling support for legacy SIM cards

that aren’t stored within the secure element.
In one exemplary embodiment of the present invention, SIM data includes high
security contents useful for inter alia, authentication (e.g., keys, and encryption algorithms,
20 etc.). For example, high security contents may comprise an authentication key (Ki), and all
encryption algorithms (e.g., F1, F2, F3, F4, and F5, as described in 3GPP TS 35.205 V9.0.0
published December 31, 2009 and entitled “Specification of the MILENAGE Algorithm Set:
An example algorithm set for the 3GPP authentication and key generation functions f1, f1%,
12, 13, 14, 15 and 5%, the foregoing being incorporated herein by reference in its entirety).In
25  another embodiment, SIM data includes operator bundle information, and/or user data
information. Examples of the such information include, network selection parameters,
identification information, operator data, application data, etc.
Common examples of network selection parameters include, without limitation:
Public Land Mobile Network Selector (PLMNSel), Forbidden PLMN (FPLMN), Home
30  PLMN (HPLMN), etc. ' ‘
Common examples of identification information include, without limitation:
International Mobile Subscriber Identity (IMSI), Integrated Circuit Card ID (ICCID),
Temporary Mobile Subscriber Identity (TMSI), Packet TMSI (P-TMSI), and Mobile
Subscriber Integrated Services Digital Network Number (MSISDN).



25 anot her enbodi nent, SIM data includes operator bundle information,

and/ or user data information. Exanples of the such information include,
network sel ection paraneters, identification infornmation, operator data,
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F4, andekRyved 888 NSRRI I136, ROV s thh reR&iO¥d RUNIY td O6R5 OB LRMA B3bonse

reference in its entirety), 30 the stored key K and the recei ved AUTN and

RAND. URES) using tRasprednldl addbe sampeakeotihnrthat wheerais) tha SRt e (LHe pagees
(Angnynj t A Nunber) .i s rated b 'n‘gls@ﬁlusive
GRSt M e R PG TP a0 PO PR g B R Fee el P R
AVF as thapbitise SN aothorizés thE3IE fnthe ik opdaoltiSviveleaiisivesk deha@co¥MAC ( Expect ed
Message Aut hentication Code), RES, CK and I K. Thereafter the UE conpares
t he XMAC FIG. 2 graphically illustrates the prior art AKA operations 200 performed by the
USIM to verify the received AUTN. The USIM uses cryptographic functions I'l, F2, F3, F4,
and F5, (sée 3GPP TS 35.205 V9.0.0, previously incorporated by reference in its entirety),
30 the stored key K and the received AUTN and RAND. Using the RAND and K as inputs to
FS, the USIM computes the AK (Anonymity Key). A SQN (Sequence Number) is generated
by XOR’ing (exclusive OR) the AK with the first field of the AUTN. Using the RAND, K,
SQN, and AMF as inputs to F1, F2, F3, and F4, the USIM computes the XMAC (Expected

Message Authentication Code), RES, CK and IK. Thereafter the UE compares the XMAC



WO 2011/ 139795PCT/ US2011/ 034199 with the MAC of the AUTN, if they are
different the UE sends an authentication failure nessage back to the

VLR/ SGSN (Visitor Location Register/Serving GPRS Support Node) with an

i ndi cat i onMOa@b1Y138796ause, and abandons the procedure. | nPORAISRMIPIOg4RNt at i on
if the XMAC matches the MAC then the UE verifies that the 5 SQNis in an

accept abi tﬁéi ke &W‘ﬂe%@@ ; R talf'@ fregatd @p U@%QIQ{%S& %ﬁéﬁﬁ%&ﬁ%ﬂ@ the
VLR/ SGSN, mhlc I ncl udes thé co ute result RES. Alternately, 1f the SQN

i's not mcﬁsegft bindketo thh SALR A€ 3DE (ﬁesnthLnsat'toheRmsterySmhnngE&S iSuppgt doddur e

and sends chron% ation féﬂlurﬁ sa ack to the VLR/ SGSN. After
successWﬂPF? PRE ﬁﬁ‘?wg st dhgaiions e 8 the UE and UTRAN are in 10

agreenent ontyhe l%meﬁaﬁteldsn ﬁfiﬂe X@»’I‘A@%dt&?és%h&hﬂ@&ﬂéﬂ&h@% YMRY ik Yhe
protection. Referring now t o 3, atypical prior art hardware

ar cHi t et®lrie 1360 Efcgqtpt@dbsmgebend B@t&htant autihindightens (equmy nessdgle| hask tathe. As

2dapt e PG bidn MR (P8 Bmplial ST 1R SR K sRL be!

sof t var gt dUnes MEecC eds apytfdri ttllitﬁ‘ A@nﬂ&@ﬁ@éﬁb’rﬁ {r8&edd S Cdnidbadndsn &1 GS.
1 and 2). The secure 15 U CC stores secret keys known only to the USIM and

the netWBEkonzAEAIlNCANprsagahask imthedFUNEESN. (e. g., state) related to

ty t h
ot 1ver o proRfch PSRl GNRICRL HRAMLATbRIR, 5%%2%@%2‘3%}%%% in
Enmbiadi nespécsnent 20 A @Xen@ﬂla;andeambadmmmpbén@ anidrigte grsts Iﬂcytsctﬁm Bfeirmgwhi ch a
user at user ment 430 ma tain es k ices fr a
net wor kﬂ%rwfﬁg%@dwa@rpwfﬂﬁ%gwmg fPWéS ‘@ggﬁ{’ 9“?? R Mg&ﬂ]%m in
FI G 4.(SThR) MSBisnafid PRRbwASH USRY 118 is E@Eecﬁd&ﬁé‘@hﬁms@l ﬁ@éﬁﬁth@&&@ﬁ@ﬁﬂpne or

snartphone a table-top conputer | apt op conputer, or other suitable
conput | RYCEMAdeptea o mserpmm pathinya aeltubrdeyisd 306 hd ha $BlMVeesicpioe Hie seBwarmy 25

comuni 3t &t L0G t‘% htlé%‘éé Cﬁm%h(‘é%é’ Lhdelindd 2, &S 184 Y fﬂ(\)eﬁgescul-é nk

432. 8 seP |pne Ve el 885 Edmmint ¢

Ci rsui tWICC kRiesesearplkeys kieviisaly 1©qhe LUBIN add herywoike ahd mﬂtangeltwnabl ess
comuni cations circuitry such as cellular tel ephone circuitry t

communi CHPETON e Hite) qulfmd KB?CB%‘EYn‘ﬁaT@é‘mOHF arthg é’lhéffiﬁ% By 434 Ooﬁth%@%

900 MHz,,, 130124 190 e &Hobal System for Nbblle 30
Conmuni cat | ons. of %@%ﬁm'? Siar teﬁ%gﬁéng'ba Long-range wirel ess
communi cations circuitry in the user eqU|pnent 430 may al so accommodat e
e.g., e 2100 and. If desired, the user equi pment 430 nmay al so use
short-ré&ﬁﬂgﬁﬁfxﬁﬁgb IPEMSini cations |inks to effect communications with -
neaipby equi PR Ndxem! g%y peidiBentebe Gl hARIGs A§¥emeR00EBY wih a user at user
2011/ 139795PCT/ US20117 034199 comuni cate uSing the WFit (I EEE 802. 11)

bands atquibnzenGA20 amay ebtaizwaeldsst meswBtkussrvioeshfipin dagiovosk sorvige @rpvider 412

according to the present invention is shown in FIG. 4. The user equipment 430 may be, for

example, a cellular telephone or smartphone, a table-top computer, laptop computer, or other

suitable computing equipment. If properly authorized, the user equipment 430 may
25  communicate with the network service provider 412 over the wireless link 432.

The user equipment 430 may have wireless communications circuitry. For example,
the user equipment 430 may usc long-range wireless communications circuitry such as
cellular telephone circuitry to communicate over the link 432 using cellular telephone bands
at 850 MHz, 900 MHz, 1800 MHz, and 1900 MHz (e.g., the main Global System for Mobile

30  Communications or GSM cellular telephone bands). Long-range wireless communications
circuitry in the user equipment 430 may also accommodate e.g., the 2100 MHz band. If
desired, the user equipment 430 may also use short-range wireless communications links to

effect communications with nearby equipment. For example, electronic devices may



The network service provider 412 may require that wirel ess users properly
aut henticate before services are provided. For exanple, the network service
provider 412 5 may mai ntain Universal Subscriber Identity Mddule (USIM

i nf or mat IO 2404139194t is used in determ ni ng whet her a giPCEUSAGI034199

aut hori zed to use the services of provider 412. Unauthorized users (e.g.,

users V\@P : Vi Clr: n i e..deni S izC | zed
users w Igg%lggtfal%% ﬂ?eotwgs aﬁ‘ﬁ.ﬁgﬁ %@ngg %Jén&ghatagﬁtﬁgzl i nd\li|54§'§)f\%%d~'?rﬁﬁ e and
r ecei veBlmetooth® bheich@neGEal | s, to downl oad and upl oad data, or to otherw se

obtain the services 10 available fromthe network, service provider 412.
Convent i onal FJE ReREOTKSSRIVIFSt Rroyider| 3% iy [ BOv e Wa AVESIGH, YO0 JSBPETY ¢ he

form of yupbeehik BRork d8REdCE YardVBRERA( Sk oGRS -thd RbdvoAPRERREHr8RAGT #11 Y
requires the availability of a SIMcard slot in the user's equi pnent. Wth'

ar r angementsinhintPeveryd Subbovher [denkityGModule) (USIND anfpamatagebifsihpt wotsed in
necessa faor. 15 user. equi pment  430. to recei ve the USIM data 4 in the
for m oferpifipg 3R 7l UsPERR enlifiehd) habe' 1 MafieeP ol FRLRst B2 1

W red apfidyloret alsesS(engt Werkwhoneadt WN&. active acccddtsqwitiXigapérded k&eicdSI M
data 414 can be distributed to user e?_ui pment 430 _fromthe network service

pr ovi defuthenzaf psssc il bsrallgwien do etiablish linse Euphpethidkdoé) Oriniks @6 T6eRYF as a
USI M vepdar xe‘hﬁ%ogﬁ%/aﬂg, ® &({(vuﬁaﬁﬁaﬁ@ruéio%asd NAIRN othédvise BbRiP IR SAGRRl ary

i mpl ement ati on, e network service provider 412 may distribute USIM data
41410f oravailhhle ploe ths ectsvarl sarvidSiptwdardd?2. 422 over a link 416. The link 416

may b . i Lel i nk,..qr.. may . i | hysi. | | i
n Yt or age acuioetity e R SRk b aidfinTR AR B S thi tn
may be Swsc@@mlﬁtﬁmoqmqsmzbmg trhatapPRA a&ickdiRSredfiraalt evidBilicyay

distribute the USIMdata to the trusted services manager(s) 424 over a link
420 (alaeMaaidsiatyn theruger sefluipéiices manager may obtain the USI M dat a

tr ust ed ser viAROTRRReNE DT WRFRRPREY FRE'4 BN BB BOR R debMad i it

selllss ukens@qduipimnt 4380 fceiad tIeNURIM dahod 14 i3 the $@fi all £ebmvdviableaSIvengdr of
equi pnent . 430 mab% 30 nmaintain a database of user credentials 426. The user
cr edentRather, U§Mplatajaayibe distbutadiysirg Wipd md/jareviseles acirk 6presdomSust omer s

o 0 11U P EEMAE BRIl 1 b 55 el A
network service provider 412 directly or using one or more intermediate entities such as a
USIM vendor 422 and/or a trusted services manager 424.

20 In one exemplary implementation, the network service provider 412 may distribute
USIM data 414 for multiple users to a USIM vendor 422 over a link 416. The link 416 may
be a secure wired or wireless link, or may involve physical delivery of a storage device
containing the USIM data 414.

The USIM vendor 422, which may be for example an organization that manufactures

25  SIM cards, may distribute the USIM data to the trusted services manager(s) 424 over a link
420 (alternatively, trusted services manager may obtain the USIM data directly from the
network services provider 412 over another link 418).

The trusted services manager 424, which may be for example an organization that
sells user equipment 430 or an entity that is associated with a vendor of equipment 430, may

30 maintain a database of user credentials 426. The user credentials can be used to establish
which users are authorized customers of the trusted services manager and/or are authorized to
obtain network access from the network service provider 414. For example, the user
credentials 426 may include account information that users of the user equipment 430

established when purchasing the user equipment 430 (or soon thereafter). The user



credentials 426 may include account information that users of the user

equi pnent 430 established when purchasing the user equi pnent 430 (or soon
thereafter). The user WD 2011/139795PCT/US2011/ 034199 credentials 426 may,
for exanpWwe,20ivish19de usernanme and password i nformati on, PCTABRe11634189
information, and other information that nmay be used to establish the

i dent i t yre@nti@Mt YN hEE Kokl S8Ar8ple, HRIUUE YREB5nS GhY Ipa &SRR NABRRatibA% cedll dafll ONe
enbodi ment perform account managenent tasks associated w th maintaining

user aciduntesoli and. othesi information dhatimry bhasedderespbbaetici idenfity 26 anthgrized

det ermﬁlslep whi ch of the users associated with user credentials 426 are
authori Zzed'to obtain the USIM data 414 to authorize their user equipnent).
A web site, dind teusidoRBivicser Maapef efplesant al iones cavadibbl edbprheheaphane,

can be linked into the conputi ng equi prent of the trusted services nanager
4245 THaaggsment lasksgpsqsiated with myptagingpics acqoynisdi-gp PRy Maiarng Biedsenpl i sh

an acc O&Qéen%% 2 &g%%ﬁ:‘trﬁﬁrtﬁﬁ% $licolr e %E?g ra?s%@ﬁiéd%ﬁh uPY EORT R EMQ@ lafe5S

servi ces e use provi der make ot her purchases from
the tr Lmtlﬁdizsértwbblam thra AEIBT d4424114 e¢d authonze thelh'nllsél' dqyjyinoailt). s& endw die, arl user

of the user e ment 430 communj t he d, servj ces manager
424 overSRmY RVRETEDAIPIVR WSH BV, Heptine. F ot DETakt b QoA ED
Wi I el esguidoies opetdeafed NevieSUinRARsR!E 4980 TRE G BRNRYSy H@ﬂsed' for@%&th)fédto

i nt ernedi ate equi pnent (e.g., a personal conputer vvlth h the user

equitpnedtows 30useo tmesteblishs imgiceout ,and. amasserisial sgépf allselbgsvd@ﬁmisem@ﬁse may

e vi ceUEAgRr< 4B BatEd St e B TE e e SUP B U TR TR T o

"t he trt@}@@hssﬁn\ég&e@m@{aager The trusted services manager 20aut henti cat es
these credentials using in one enbodi ment a user credential database 426.
| f the user I@qlﬁbrpmlrﬂcem@%ac@@s@ﬁ‘tm uwaqnmmﬁw@mnmmeatwwﬁhé@ @@t@ﬁi ces

mnagerseﬁ%é@s%# (O %ﬁove hn rélr% %Sl%qgﬁa 4114ncfu%etfgef>)li|%§ e SHHd med“ 430

over a secure C nne 'n t e USE equi nmay S%DOI’E t he

USIIY dakiaclbdyalinkss beweeh ad éqihﬁlﬂilézﬁ A9y ahd oet@SpEred24. sun“hd@&ed NirferiREAEEL
el ement 428. The secure el enment 428 may be e. ata er-proof 25

i nt egr AEEIRSIF (48t 2 Peraenal §0@@1&ﬁ%wethtwlyclbmemser?qw&i}m@éﬁ @ §OSRSABING I or
may be a.f;eqonantg bﬁ% &ﬁ%&n?ﬂ Imay b bethbiGlied i'ﬂ"thc-‘fr’écﬁ"zﬁ@t a 414 has been stored

in the user equlpnen equi an use the stored USIM data
to request \ivhidé e&ﬁnﬁtﬁfc‘dﬁ@@&znhrthmmsta@bmfcks sefiaget 2Qrthy hgte eqdipenCitde t he

user %{KB{BHEM 430 s authenticated to, the networl%@serv e provider 30 412,
t he net O B8PS ' ‘i’[S‘PB\?i Qe tuenfyst SEVIRES tTanagEe L oUPFFRe FETVAESH ThiTtager

Wi gl e%%ﬂﬁaﬁﬁ&’elt@sesﬁes%%%ﬁeﬁﬁ ¥ aglﬁgmiéﬁé emlﬁgﬁ@lseg é?%'aﬁﬁétéﬁé'sé ¥o4iSi ng the

wireless path 4 e erring now to two exenpl ary
enbodi nment s Iﬁtheaushaaqmgmentalscshcctesﬁuhlw euth&@RateBOthp tfusted"servitasahdnaGebdll i ber

Irggntl txf{%'v%d‘éid%s éSI 1“115%;-[ 8%ﬁ\ﬁr di n he i n\éentl Ot&tﬁhev' | 1 lést r%ed i
pectPPePYViIaGHppIogTia “E:P?‘?Sr‘? ypmeq F RS CRYE el
the link 434. The user equipment 430 may store the USIM data that is received in this way if
desired, such as in a secure element 428. The secure element 428 may be e.g., a tamper-proof
25  integrated circuit that is permanently built into user equipment 430, or may be a removable
element. .

After the USIM data 414 has been stored in the user equipment 430, the user
equipment can use the stored USIM data to request wireless services from a network service
provider 412. Oncé the user equipment 430 is authenticated to the network service provider

30 412, the network service provider may provide the user equipment 430 with wireless services
such as voice call and data link connectivity using the wireless path 432.

Referring now to FIGS. 5a and 5b, two exemplary embodiments of a hardware

architecture (502, 504) for “virtual” Subscriber Identity Modules (SIMs) according to the

mvention are illustrated, respectively. Unlike the prior art solution of FIG. 3, the exemplary

10



WO 2011/ 139795PCT/ US2011/ 034199 enbodi ments of FIGS. 5a and 5b store a
USI M 506 within an enbedded Secure El enent (SE) 508, not a renovabl e card.
The first illustrated enbodi nent 502 of the present invention (FIG 5a)
addi ti onaWwbypoimigh19des a Near Field Conmuni cation (NFC) POUUS2013D04199he
second il lustrated enbodi nent 504 (FI G 5b) does not conprise the NFC
router. erﬁbcﬁinﬁent@ of |E‘I@St 5388 FohRodel 4 BSIAMHRAWIBE aP @Abeddeki! $ecuRaR]eint

conjunction with a M accessory devi ce 602. As shown, the SI M accessory
devi ce 602 ¥Wablogs2 reml@nrabhd card. t Thadfins dhastra@db@nlbmﬂemtnst 5%21@fsth9|m¢aenf or

| egacy arc ac S fin artl cu

adopt ed"B§* %%@E@ns a S?(kf%%%y lgaﬁg‘ﬁe? in.ear ?ﬂ %‘}1 tErlﬂicae]r o8 dlﬂ!q) rg}t{'ér sﬁ\?@W or
resi st anke ée@oﬁtpmlﬁlﬁgdt&gerhb&jlﬁleﬁ%(ﬁﬁ(l:[@ IFIVEY Ko coMPriS@WINEQrotez 6, the

Bl uet ooth 10 SI M Access Profil ewgSAP provi des the required functions
(e.d, AKA pl?léi driluptrafos thl ﬁsste edinat 592 #fgH{s Peain Spiamster Withse ¥y

W thin f}.c%gssor gewce 602 %s £ QM e gﬁ/laacscleggocar e\/1?l’:026d[2S ch;ﬁﬁ%rtetgr 'aﬂ the
SI M accessor évice Sl ot e dccessory can e Wt ef1 ul ar

devi ce w@umsitichhleeBbétRinemts haﬂd Aippori Melegadh Grdhﬁébtﬁ%s kgRpasy Ehbsdidcieakst ,
purse, etc. During_nor mal operati on the cellular device (in 15
comuni e Pacwin Yelynwheredopios iy fredient $IG-caigle rswappqrheae@(%?%ﬂs $atshoul d

e e e MBI G5 RSSO 0 kP ititbcpgeced

t oot g now to one pfior art nethod
f orlOdep$M|Anged§S]’rwﬁBﬁ@SAB) proajales dlad teguirkd dsdatiahe de. g ASIEA quntocdlpinbtmlddtsa i s

gener at ed at era 708, . and step 70 distributed to a SIM card
vendor e7‘88‘1“’@1' &'ftlc i&ﬂlc}ﬁﬁf&m@ﬁéed@l Refdt-act ured into U CCs 302 for

20 sale t0 a\UgRSwn, Q& § REMULLE F02Sis tiﬁé%?te& RS hd 8BV essbiRedsild Yb@indevi ce

304 at step 703 the cel lular device and operator can execute the Steps of
acti vat acocs,somahemmmumam withehe selhdan daviceetver t}(esﬁleptomw)ranscewer hd can

contrast, ,FIL.G .8.illus rates one ar odi t

ol oo e kiR it By BRkF iBtse oo s GArEd rern e, <BulRt Y8t on.
As showndhusit£Rn80ih 1125 eﬂe« th8 nS&NE fat @deraal SV eRRI@bes&O8If sand

distributed to a USI M vendor 806. The USI M vendor can transfer USIMs to

e.g., dher tis ewdemr W% exccpmpadir extaon) SBY03Q: asnegsledozia thaBlyerpihr 4P des
the USIMt 0 i
or evm red i gt%ﬁng) O?Qtocﬁ 833)536 éjso S O%Q@X? C&sé@ gﬂ:l §Dg|3ﬁp‘g 3?% 1%%3%5%1

| ssuer 'iHustegut. | AysHoomailus I &) 1s(@he|pteﬂ(h4)mwﬁemfmr 1768 umelree dtep AO D diskribuSst ur e
El ement ( duri ng_ manuf act ure. e USIMis succes I

transf éf rae@v{ garvendad 100t arhegedti e, Sl éﬁ%}samww&ﬁﬁ&rs aﬁa?ﬁﬁéﬁé{)&f%an
ex%fut &aldtB asﬁs%PSPﬁée getunvat h&érbeeﬁﬁlﬁsjaﬁ&ﬁ Erﬁé%ﬁ@ébllufa?%ﬁ%é 84 Qt”stepﬁ’?@r kSt ep

be recogni zed that while certain aspects of
i nvent |®Hu]ar éeviee end bpetaton che enscutsf tha stape eif factvaieguartbentichtiat, e@stm‘aoa,
nmet hod, gﬁscri ptions are only illustrative of the broader nethods of
t he |nvee?1t nd may be nodified as required by the particular WO

2011/ 139795HQ%H@&Q1111/@%ﬁl%@u@@pbﬁ&@idn@ary%@ﬂeﬁt&@&n&ayd B+ depn@iged

unnecessary or opti ‘onal under certain circunmstances. Additionall y, certain
st eps d/SIMiArformsiin $96,iayercherdarigedith dhe heeseitsayandion. efvbsliwreat step 3014 he

L R g i
her ei n.USIM vendor can transfer USIMs to e.g., a trusted services manager (TSM) 810 at step 802.
The TSM provides the USIM to a cellular device 502 over any secure pipe (e.g., a wireless,
or wired interface) (step 803). As shown, the secure pipe is based on an Issuer’s Security
Domain (ISD) (step 804) which is burned info the Secure Element (SE) during manufacture.
30 Once the USIM is successfully transferred to the cellular device, the cellular device and

operator can execute the steps of activation, authentication, registration, ete. (step 805)

It will be recognized that while certain aspects of the invention are described in terms

of a specific sequence of steps of a method, these descriptions are only illustrative of the

broader methods of the invention, and may be modified as required by the particular
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5 Wil e the above detail ed description has shown, described, and pointed
out novel features of the invention as applied to various enbodinents, it
wi || be understood that various om ssions, substitutions, and changes in
t he for mwaoote3aidss of the device or process illustrat @6TASP01BA34102€e by
those skilled in the art without departing fromthe invention. The

f or egoi - i pt.i L f e C I :
carryin ggt t'ee%%ﬁﬁné%ﬁff%n?e%£?§$%%ggrP%%?%ﬁgﬁg¥¥n8 Sﬁﬁgyﬁﬁggng%Fglbe
li mti ngreubustancest heddishailydedreit alcen oasfund¢tionslityanay deofdded do glendisalosed

principles of the invention. The scope of the invention. should be. .

Gt or i stage inenraaitBy Sk s AR aRiea gD or YUYy S99 S3 P LR BT 883 109
VWHAT | Sl MhdMidped @ belenfoMBARGHwWItRI (RE AeRliNOIiNI6 LIRS cRBhd K@snt 0 @ user at
user equi prment, conprising: distributing access client data to a first

entity; 5SconVéylerihe teheveadetede! déscaptiordhasn shavom deseriticily and paintadyoutongyekecond
entity gver a.first comunicati.ons.|ink; i ng user,credentials .to.

ot hemt {8 EFes il BB ARRRIA 5 Vb Manodhip it SPETN FLAERUR B fdots e
equi pmegthissibh Nsbstititing, tahe AREESSIC i frntah@ detdId $theheS€sadtd of Rirddeys t 0

t he user equi pment over a second communications |ink. 102. The nmet hod of

d ai m Bllugkdeemay bpaade bythesgskiled ap Hsrarswyhept depavting fasy the grgntione Sakond

entity i . 1 e Iyl T aim
2 uhor OrEReS AEecphbi S it B bt BRod MANRhAY sonemrlig ALY (e
t r uBt edinsertionc eBhisrdesagptiomparihoongay mea@ub fberitmitiag, g rather shouldl beltakenmed hod

of Caim1l, wherein the transferrj .of acce client. data causi,n t he
user eq‘ﬁ]f‘ﬁﬁaé]r‘(fa % dhes paEl pRRC RIS el dhE iTeREoR A e FepPs %éﬁwae%tr%wﬁ%d]“ge

determined with reference to the claims.

12



5. The method of Caim1l, wherein the second conmunications |ink conprises
a secure wreless connection. 6. The nethod of Caim1l, wherein the
first conmunications link additionally conprises delivering a physical
storage d¥0i20681/B915ai ni ng USI M data. 207. The net hod of @C&IUSRALI/01EY e t he
user credentials conprises account information specific to the user.

8. A W (Al £99s RPaRAiY . conprising: one or nore communication |inks
adapted to communicate wWith a services provider; a secure el enent

configured tb stoAenmthodctesprovidientwird&a praces sorg userdata uséroequemeieyi ce
in data_communi cation with the processor, the storage device conprising
conput ef2BREL  abl e i nstructions configured to, when executed by the

processor: agki®itihe McBsst Dichh\@us &Y ¥Viikesmyovi der, wherein said successful
aut hentication results in the provision by the services provider of the

access cl i engonvayide 307 espemeliant dpt fremahy ifing enhity tece eepond lenbivt ovestaolinst t he

access ¢lient. w thil.n the secure el enent. ' 9. The apparatus of Claim
comuripnications link; . o : : :
8, wherein € uUsér equi pnment conprises |ong-range wirel ess comuni cations

circuitry. W@kl tASRABRCTIESROY B343&Rquipment; and
after authenticating the user equipment, transferring the access client data from the
second entity to the user equipment over a second communications link.
10 2. The method of Claim 1, wherein the first entity comprises a USIM vendor,
and the second entity comprises a trusted services manager. |
3. The method of Claim 2, wherein the access client éomprises a Universal SIM
(USIM), and the trusted services manager performs the authenticating.
4. The method of Claim 1, wherein the transferring of access client data causing
15 the user equipment to store the access client data to a secure element.
5. The method of Claim 1, wherein the second communications link comprises a
secure wireless connection.
6. The method of Claim 1, wherein the first communications link additionally
comprises delivering a physical storage device containing USIM data.
20 7. The method of Claim 1, where the user credentials comprises account
information specific to the user.
8. A wireless apparatus, comprising:
one or more communication links adapted to communicate with a services provider;
a secure element configured to store an access client;
25 a processor; and
a storage device in data communication with the processor, the storage device
comprising computer-executable instructions configured to, when executed by the processor:
authenticate to the services provider, wherein said successful authentication
results in the provision by the services provider of the access client; and
30 responsive to receiving the access client, store the access client within the
secure element.
9. The apparatus of Claim 8, wherein the user equipment comprises long-range

wireless communications circuitry.
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10. The apparatus of Claim9, wherein the user equi pnent additionally
conpri ses short-range w rel ess comruni cations circuitry. 11. The
apparatus of Claim9, wherein the user equipnent additionally conprises
Near Fi elwoComminiosati ons (NFC) circuitry. 512. The appaPeTs2@f/063199 m 9,
wherein the secure elenent is a tanper-proof integrated circuit that is

per menent |y Ryl | Ui Babie GRARERS Uherdid (TRCARRAALH S4B O RAIR dnfprisber i n

the secure elenment |1s adapted to authenticate user equi prrent 'to a
net wor ksheerngevirblasednatudiessns cmoypryt on t he access client data. 1014. A

hod f ' : | i d ..equij
Comprising: - T g ey RIene G Belrfp Bt aiiaR e BTy cos

provi deNeartFi@d ioaisimitdtiond (ICPUBEIRGitke services provider to authenticate
t he user equgﬁrrent based at |east in part on the one or nore user

credenti al s; 12 50ntke anperssssstiiflaigu? verrreio dhg ausfelammt iselan@guPerent has
been ac i shed. ceiving t C cli data over a conmmuni cati ons
li nk: a@%@g t%d? cucuitttﬁeg[ 15 erma%entpy.ebu%lg (fngg The e\tﬂp?%%us

I ng access cCcll1 en ata n"a secure el enent.

- 15. The net horB.of ThadgPaddys ofiHai@l N Wwiecis dieeonealdnoms id ddafted @rpri ses short -
range wirel ess communications circuitry. 2016. The net hod of C aim 14,

wher ei AUEHRREHP i 1SEhIWRRRIL AR APpinoEk sqise, hesed ¢ lesshirniricon the ACEFNFC)

Cireui t fint data.
10 14. A method for securcly storing access client data at a user equipment,
comprising: '

‘ transmitting one or more user credentials to a services provider, the transmitting
caﬁsing the services provider to authenticate the user equipment based at least in part on the
one or more user credentials;

15 once successful authentication of the user equipment has been accompliéhed,
receiving the access client data over a communications link; and
storing the access client data within a secure element.
15. The method of Claim 14, wherein the communications link comprises short-
range wireless communications circuitry.
20 16.  The method of Claim 14, wherein communications link comprises Near Field
Communications (NFC) circuitry.
17. The method of Claim 14, wherein the secure element is a tamper-proof
integrated circuit that is permanently built into the apparatus. -
18. A Subscriber Identity Module (SIM) accessory apparatus, comprising:
25 one or more communication links adapted to communicate with a cellular device;
a receptacle;
a processor; and
a storage device in data communication with the processor, the storage device
comprising computer-cxecutable instructions, wherein the computer-executable instructions
30 are configured to, when executed by the processor:
notify the cellular device of the presence of a SIM device having first SIM
data stored thereon within the receptacle; and
responsive to receiving a request for SIM operation, provide access to the SIM

device via the one or more communication links.

14



17. The method of C aim 14, wherein the secure elenment is a tanper-proof
integrated circuit that is permanently built into the apparatus. .
A Subscriber ldentity Mdule (SIM accessory apparatus, conprising: 25one
or nore ANORONVGASon |inks adapted to conmuni cate w t hPaTASROWI019Yevi ce;
a receptacle; a processor; and a storage device in data comunication wth
the processog !Neyolphadl ARULGR1S, whok @Bl GRd nfPUBNh AnRAGHILARI ©

i nstructions, wherel e conput er -'execut abl e instructions 30 are

confi gu-rcmaprises aN&mnFlebde(bmhmdnioytmﬂ(éJF@)dnﬁssor not| fy the cellular device

of the prese eo aSIMde first ata stored thereon within
the recepta the apparatys 63 @% “fr]%“?”ég@ 8 ?1]61' gevﬁ‘éeq‘i?é‘&nsf?%? SN
oper at | @BmeR! AKisAGr@ERASH: dMFLHRI S MoHAHIcR mirasédfd 8N da, mor e

comuni cation |inks. WO 2011/139795PCT/ US2011/ 034199 19. The
appdratus of Claim 18, wherein the one or nore comunication |inks:
conprises a Near Field Conmunication (NFC 20. The apparatus of Claim

18, wherein the cellular device conprises a secure elenent, the secure
el enent configured to store one or nore second SIM dat a.

15



