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201 When a user performs identity authentication, receive dynamic facial

authentication prompt information sent by a server

202 Obtain pose identification information of the dynamic facial authentication

prompt information by identifying a facial pose presented by the user

203 Send the pose identification information to the server so that the server
determines that the user passes the identity authentication when the server

verifies the consistency between the pose identification information and the

dynamic facial authentication prompt information

(57) Abstract: Disclosed are an identity au-
thentication method and apparatus, a termin-
al and a server. The method comprises:
when a user performs identity authentica-
tion, receiving dynamic facial authentication
prompt information sent by a server; obtain-
ing pose identification information of the
dynamic facial authentication prompt in-
formation by identifying a facial pose
presented by the user; and sending the pose
identification information to the server so
that the server determines that the user
passes the identity authentication when the
server verities the consistency between the
pose identification information and the dy-
namic facial authentication prompt informa-
tion. By means of embodiments of the
present application, the identity of a user can
be authenticated with high security by
means of dynamic facial authentication;
compared with the existing authentication
mode of using an authentication password,
authentication  information cannot be
thieved by a malicious third party, authentic-
ation reliability is improved, and the user
can be identified as a live user by means of

dynamic facial authentication, thereby further improving accuracy of identity authentication and reducing security risks during the
authentication process.
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