A security-protected portable mediumfor digital data and a security

‘protection nethod using said data nedi um The present
invention relates to security- 5 protected portable nedia for digital
data and the security procedures applied when using such data nedia.
More specifically, the invention relates to a se- curity-protected

digital data nediumwhich can be read by 1 an electronic user device
having at | east one input inter- 10 face, this data nedi um bei ng desi gned

to be subject ad dduri tplpd Hasdted NHELEABIL] ﬂdHHVFd" dal¥at BR4

el ec- tror Sard data
nedlun1haV|ng—A ; . J d gu;nﬁa;d datarmpdqgm -
a receiving |nterface for rece|V|ng |nput dat a fromthe el ectronic user

devi ce, - a transmssion interface designed to transmt

output data dependi ngTae thprésent daimvercrdvedrdilfedit- to  BeEudaty-
corresponding (directly or indirect]ly) to a secu- 20 rity code to be
communi cat2d P&otretedhogtade medis ﬁQRadlglﬁﬁkﬁﬁ#?ﬁn%nﬁséhedéepce;ty

- and a central. el ?%trre%nl Ynidy %réqleg}sqqlgt Qe data | Qe_LVI ng and

transmtting Atertaces a progranne SO "as o determne the output
data on the basis of Mb@elm@ﬁcifiakﬁkyﬁuthé01nvensﬂbn sellateust md gaka-via
t he transm ssi on ment US-A-5 652 838
describes an E%&&ﬁWépﬁPt§Cted:ﬂ%ﬂh§5®'?ﬁ?ﬁe@?%ﬂump8pﬁﬁﬁl§%ﬁ § afeddt By

medi um of thign electronic user device having at least one input inter-
10 face, this data medium being designed to be subjected to
at least a predetermined movement imposed by the elec-
tronic user device when reading said data medium, said
data medium having an electronic security device compris-
ing : |
15 - a receiving interface for receiving input data
from the electronic user device, .

- a transmission interface designed to transmit
output data depending on the input data received, the out-
put data corresponding (directly or indirectly) to a secur-

20 rity code to be communicated to the input interface of the
electronic user device,

- and a central electronic unit connected to the' -
receiving and transmitting interfaces and‘programmed so as
to determine the output data on the basis of the input

25 data and to transmit said output data via the transmission
interface. '

Document US-A-5 652 838 describes an example of a
security-protected, portable digital data medium of this
type which, in this case,.is an optical disc. The input

30 interface consists of optical sensors set up to detect a
reader laser beam in  a computer using the optical disc,

this laser beam being controlled so that the sequence in



type which, in this case, is an optical disc. The input 30 interface

‘consi sts of optical” sensors set up to detect a reader |aser beamin a
conput er using the optical disc, this | aser beam being controlled so
that the sequence in 2 whi ch
It passes across the optical sensors corresponds to a certain input
code. The output interface of the optical » di sc consists of a screen

whi ch di spl ays an out put code based on the input code received by the
conmputer. The user .5 nust renove the o tic%L diisc fromits-reader in order
to read tHngEtﬁgtRﬁﬁﬁﬁseﬁﬁﬁﬁsﬁmFEE SR dCade SANFS | FPEFFEPONAS cRe
fromthe keybgacd @hihi SipRPWSRIe. Mhehoaupler 1382 rracd Ner CORPULRE 1 EQUSe
the optical disc. This prevents unau- thori sed copying of the disc. 10
The di sadvant ggécofcansdsit profedureereent Watchhedisplawadang deputhasotle be

directed at t ti.cal.,se f the da | U whi ch_neans t hat

t he opti cal sgg %Bsoﬁa%ga EEB@% %gdﬁbﬁqé%ii§§fhiﬁﬁh§EERQP%?%Faggﬁﬁnger
the data me- mustdiréfioard thd SoptPESES deerstimimt 5t NrbelBs afn tdheqdat ao15
| ayout in said data storage zone and places |imts on the st orage
capacity of s&f8ddihg SUSPNje i, after whichTgaigdhjusem errss thnsthis

I nvention is % i a | |S.end,
the inventi onégggp?srgg{r:c%%cﬁ% ??grgo%ﬁ%cggﬁ?u&?ﬁ at‘ﬁhelc(ﬂ g‘i%tl%*%%]a a°
medi um of thethgpeomputer to nexk abvweophichli sishar attier imesvémt ¢ hahatihe

N , : : Con nsor -
recei ving thggggggcgoggiﬁglgfd%hg gg%bgn1has a notion sensor designed
10 'The'disadvantage of these prdcedures is that the

reading beam has to be directed at the optical sensors of
the data medium, which means that the optical sensors have
to be positioned in the data storage zone of the data me-
dium and this imposes constraints in terms of the data

15 layout in said data storage zone and places limits on the
storage capacity of said data storage zone.

The objective of this invention is to overcome
these disadvantages.

To this end, the invention proposes a security-

20 protected, portable digital data medium ofithe type . out~
lined above which is characterised in that the receiving -
interface of said data medium has a motion sensor designed”'
to detect movements of the data medium, the central unit
of the data medium being set up to determine the input

25 data on the basis of movements of the data medium detected
over a period of time.

In preférred embodiments of the data medium pro-
posed by the invention, one_and/or the other of the fol-
lowing features may also be incorporated :

30 ~ the central unit is designed to determine the
input data by detecting and/or by not detecting movement

of the data medium over a period of time;



to detect-novenents of ‘the data nmedium the central unit of the data
‘medi um being set up to determine the input 25 data on the basis of
novenents of the data nmedi um detected over a period of tinme.

In preferred enbodi nrents of the data nedi um pro- posed by the

I nvention, one and/or the other of the fol- | owi ng features may al so be
I ncor porated 30 - the central uni3 is designed to determ ne the

i nput data by detecting and/or by not detecting novenent of the data

medi um over a period aof WH® data medium is ; b : 3
- the data nediumis designed to be subject egetségned s%’ver%l S%’?%a%ftggmtﬁed
nmovenent s i npesawral thredstarniomd movemsptsdéwposedhdry sehe datatmegiigm

i s being readlu t he cen- tral q@it gf thg.data di.um being set up to

det er ni ne t he %585 r?gq.}’tlcc?at"g‘%rh I3 pdaFe Brddumy 15 tediet s skber sen-

movenents of theldaind dTedi WhlelAc et OMB Kd 1wy (4d€Se to &sééﬂﬁl?ﬁe”‘é}éebe
ar

used i ndependently of the features out- ~lined above and in particu
regar dl essd of 1estheflatfe on thet phesift epf acaic predededmimechestoemaaf

an acoustic 1 cer}; -4 ion _sensor i§ .an
accel erati on g‘é’&\’%}g‘%%;qg 5% the d‘:’lt?hénea%lt]’grgrrg%}cﬁ%tleg a%%‘?ﬁn%d‘“leo yEhese
rotated by febh@arelseatapnbe ussyd déxdepeaticatlleast ©Re WLARIRIdM BEH-

speed whilst it is q§%§? reag, the notion_sensor being a 15 radi al
accel erati on <&R&6r Yn8H%t I HePREEIFBLALI dieIFrdlesy hefyathethey uthat

said at |east ,QRguRr A SFFAALAi §P@8Gvided in the form of an acoustic

10 transducer);

- the motion sensor is an acceleration sensor ;

~ the data medium is designed to be rotated by
the electronic user device at at least one predetermined
speed whilst it is being read, the motion sensor being a

15 radial acceleration sensor désigned to detect rotation of
the data medium at said at least one predetermined speed ;

- the motion sensor is a current micro-generator
which is designed to geherate an electric current when the.
data medium is in motion and which supplies the security-

20 protection device at least partially with electrical en¥
ergy;

- the central unit is designed to shut down if"
the motion sensor detects a movement of said data medium

"which does not correspond to certain predetermined crite-
25 ria in keeping with normal use;

- the central unit is designed to shut down if
the motion sensor detects a continuous motion over at
least one predetermined period;

- the transmission interface has an acoustic

30 tranéducer which transmits output data in the form of an

acoustic signal (this feature may be used independently of



- the notion sensor is‘a current mcro-generator which is designed to
‘generate an electri'c current when the data nediumis in notion and

whi ch supplies the security- 20 protection device at |east partially with
el ectrical en- ergy; - the central unit is designed to shut
down i f the notion sensor detects a novenent of said data nedi um

whi ch does not correspond to certain prededermned crite- 25 ria in keeping
wi th normal use; - the central unit is designed to shut down if

t he notion se r C : i 101 I n .
predeterninedeggr?gg?g hén%l%ﬁ@klﬁyﬁhe:ﬂ%ﬁéﬁ%é§§2ﬁﬁg?ﬁ%9?%§gﬁéag §ﬁtl°n
acoustic 30 tsansdu¢er which transmts output data in the formof an

acoustic signal (this feature e used independently of . _
4 t he above-nentTonghei m@géhe??b%eogn&&ﬁxﬁ%ﬁqn@eglﬁﬁﬂkﬁ1Set up

sensor) ; so that thd hasgitials 'élOErBHetﬂ@t%fgﬂ%95%§€1?%tig ued

so that the acoustic signal fromthe transducer is issue he T orm of
a series of sbandhsi faams of @asgirdgsdwfa-sound tsdigmaleparfat e § 1o dBLa-

th b eriQds [ C predet er m ned duration,_the output
Gata bei ny conkatogSPRESEER ExBh Speiarior o e AT erbrt LAGRNG OF &

si gnal s; predetermihbé demhrtdbnynitheofoutiitdataa JBeH iHY | So$&d Hf £fe SO

that the acoustic signal fromthe transducer is emtted in the Torm of

several streaW8rBingotngasigRars, thgcRifdmrent sound signals;
- the central unit of the data medium is set up

10 so that the acoustic signal from the transducer is emitted
in the form of_several streams of sound signals, each com-
prising several elementary sound signals of a constant du-
ration, the number of elementary sound signals in each
stream of sound signals being between 1 and a whole-number

15 n at least equal to 2, the streams of sound signals being
separated from one another by periods of silence equal to
at least one bredetermined-duration, and the output data
being coded by the number of elementéry sound signals in
each stream of sound signals ;

20 - the transducer is an electronic buzzer Whicﬁ
issues an acoustic signal having a constant spectrum of -
transmission freqﬁencies; | '

- the transducer is a loudspeaker connected to
voice synthesising means, the central unit of the data me-

25 dium being set up to coﬁmand the loudspeaker to transmit a
sound message comprehensible to a human operator and con-
taining the output data;

- the data medium is an optical disc.
It should be pointed out that in replacement of

30- said input interface incorporating a motion sensor, one
and/or the other of the following features may be incorpo-

rated if necessary :



prising several elenentary sound signals of a constant du- ration, the

‘nunber of el enentary sound signals in each stream of sound signals
bei ng between 1 and a whol e nunber 15 n at |east equal to 2, the streans of
sound si gnal s being separated from one anot her by periods of silence
equal to at | east one predeterm ned duration, and the output data
bei ng coded by the nunber of elenentary sofind signals in each stream of
sound signals ; 20 - - the transducer is an electronic buzzer which
| ssues an acousti c signakphawy apt, .Spect 0 t 1.SSLQn
frequenci es; lt h{é h\git%a?ggﬂggé ?rgnaﬁﬁu%és%%aégr acnon%gggﬁg]ég@égj

voi ce syntheshekthg neeas, tire penmtigulam taoflidiet ddteame- wRScHi ubbbelng
set up to co nd the.l.ou eaker., to trapsm,t , sound nessage | .
conprehensibrgg?gsasﬁﬁﬁﬁﬁg%%bﬁﬁ rrantS cbh- 3 %eﬂ§ﬁmﬁﬁ?4¢m$Q%tﬁﬁFea&%ag
- the data meghuariFsacan Al atli $east one therhbe388HLYD& RQILNEd QUL
that in replacenment of 30 _said input interface incorporating a notion

sensor, o hibjkdngr athdeashernsf eliestirgld skianpdtemiateiss mlyi ¢le varbepo-

rated if nece : : . . S,

- the data neé?g%¥géﬁgbgﬁ%éﬁftﬁﬁ%ﬁ?% S Fomsgts thermesd asbinq i plement
particul ar a beghy leameathdch (Hoeakbkyy or heatsrsaidygateo medieunzastibli s
being read, the,rec iﬁbgg i nterface having at | east one thernoelectric

el ement ex- BPHEDLPEI afataaBeddHR e PEG the cidcadidt finanseh vartes

detect passes of the electromagnetic beam across the ther-

10 moelectric element on the basis of variations in said
electric characteristic and to determine the input data on
the basis of these passes detected over time (if neces-
sary, these features could be used independently of the
features described above and in particulér regardless of

15 whether the transmission interface is provided in the form
of an acoustic transducer);

- the thermoeleqtric element is designed to gen-
erate an electric voltage when heated by the electromag-
netic beam, this electric voltage constituting said elecc

20 tric characteristic ; ' L

- the thermoelectric element has a PZT base.

Another object of the invention is to provide a
security protection method using a data medium of the type
defined above, comprising the following steps whereby:

25 - the data medium is read in a reader belonging
to an electronic user device whiéh has an input interface,

- the electronic user device transmits the input
data to the receiving interface of the data medium,

' - the central unit of the data medium determines
30 the output data on the basis of the input data,
- the transducer of the data medium emits the

output data in the form of an acoustic signal,



depending.on its tenperature, this thernoelectric el enent bei ng
‘connected (directly or indirectly) to the central unit of the data

medi um and the data unit being set up to det ect passes of the

el ectromagneti ¢ beam across the ther- 10 noelectric element on the basis of
variations in said el ectric characteristic and to determ ne the input
data on the basis of these passes detegted over time (if neces-

sary, these features could be used independently of the features

descri bed above and in particul ar regardless of 15 whether the transm ssion
interface is provided'inq?ﬁ% TS ILY GPA5n SRIGIRIRA 4IRhsBAcdhye output

- the thernoelgehbrie ebamemidatcdHONHE 1O A ronic L& edétéﬂliéée%éi £he

vol tage when heated by the el ectronag- netic beam this electric
vol t age const ipRutngnsgirdasiceef 2@ it ied estracaditenissty clevice, - the

t hernoel ectric el enent h@ Anot her_obj.ect, of the

I nvention is to provide a%p%n%s;%;élj?q e&/trb? o?%g?FaﬁngPHiSd rlfﬁérf'd’eéj dAY athe

medi um of & heellgperonicdafdiereddebbye, aorguritdityg hbeef okl Qi‘piélgatsjtc?rpswill
wher eby: 25 ...~ the data mediumis read in a reader bel onging to
an el ectroni cOtis¥ildePPlePinptihhrzdsed bypdaichedecdawnic user devicet he

el ectronic user devicenpt fg_’i‘@?@k&édt Qﬁ‘bi"@%fenttshg%itgﬁ}eﬁ g?éﬁ{ao# %i)féé/‘#l%g%a?%

interface of the data nmedi um _ uni
medi um det er nthes i3@enttd oout pute deatd’@n the bakes of tthe ifylliowlaiq, fea-

- the transduger _of the, data nmediumemts the output data in the form
of an acousti u£?§nﬂﬁ¥ be 1ncorporate@. 6

10 - a human operator listens to the output data
contained in the acoustic signal and this operator deter-
mines the security code on the basis of the signal heard
and communicates this security code to the electronic user
device from the input interface;

15 - the acoustic signal confaining the output data
is received by'the input interface of the electronic user
device directly:;

- the acoustic' signal containing the output data
is transmitted to a remote control station which deter-

20 mines the security code on the basis of said acoustic.sig-
nal and transmits this security code or not to the input
interface of the electronic user device. '

Another object of the invention is a method using
a data medium as outlined above, this method involving an

25 exchange of coded data between a remote central station
and the central unit of the data medium via the receiving
interface and the receiving system of said data medium.

Accordingly, the user can be identified by means
of the coded data exchanged between the remote central

30 station and the central unit of the data medium in order
to protect a remote transaction, for example a remote pay-

ment transaction.



- the security code corresponding to the output data i s conmmuni cated to
‘the electronic user device via the input interface of said electronic
user device, - depending on the security code received by the

5 el ectronic user device, a certain node of operation wll or will not
be authorised by said el ectronic user device. In preferred
enbodi nents of the nmethod proposed by t7he i nvention, one and/or the

ot her of the follow ng fea- tures may be incorporated: 10 - a

human operator |istens t put C ne he acoustic
signal and this operator détefﬁﬁd%Jafg%é&?%m?%%g%$l fgco R“on°tHe BaSPs of
t he signal heaxtity- gnutenﬂadnﬁaﬁhemeﬁhmm.&ﬂ@uthéytqwﬁed&tIiEE@|ﬁ%bb%n'C
user devi ce frqn1the Jﬁ“ i nterface; 15 - the acoustic signa
cont ai ni ng théM the elech Rl pysereribypudevheer cansasnst ha

el ectronic usgkg menQﬁ%Q?ﬁcﬁhﬁﬁ?téﬁ'unlts of valué Ah§ ?&9&58§ O?'g?g%ﬁgn

cont ai ni ng t he out put is transmtted to a renote con
whi ch detef- 20 rdaied steusttyrdeyicedd orprdgrdases b sairg acDust i gnsiko-

nal and transmts.this security_code QR0 to the i i nterface of
the el ectroni E&E < d%Jﬁ% "basis®8 ﬁiﬁ%ﬁa(ﬁﬁQﬁﬁJ%# R FReeabiskers a
met hod using by rnedaientred wnias void | i Hee e @ROMRE nd Nd1Sa n@%QHE‘mi%%M' Qﬂ an
25 exchange of coded data between a renote central station

central unit &erfd€e®ata medi umvia the recei ving |pterface and the

ey Lo o ot SR Byeo rapess L0 SLMINY 1K ket

central 300st atirdn yapaddteeteehtdata uddiwd dhecltatoypedierlhed oadere, int O

protect a rempte transaction, for_ exanple a renote pa ment

transaction. whlch method the electronic security gév1ce contains in

' its memory at least one user unit counter and the central

unit of said security device is programmed to vary said
counter on the basis of the movements of the data medium

15 detected by the motion sensors.

Advantageously, the user unit counter can be read
by an external reader by means of a communication inter-
face belonging to said security device. “

Other features and advantages of the invention

20 will become clear from the following description Qf:sev;
eral of its embodiments, given by way of example and not .
restrictive in any respect, and with reference to the ap- "
pended drawings.

Of the drawings:

25 - figure 1 is a schematic view of a micro-
computer which is capable of using an optical disc of the
type proposed by the invention, having an electronic secu-
rity ciréuit,

- figure 2 is a block diagram showing a first em-

30 bodiment of the electronic security circuit of the optical

disc illustrated in figure 1, proposed by the invention,



7 : The invention also relates to a nethod using a se-
‘curity-protected data nmedium of the type outlined above, I n which

nmet hod the el ectronic security device contains in its menory a count of
units of value and said central unit 5 of said security device is
programmed to vary said wunit count on the basis of coded data received
and transmtted by the central unit vig the receiving and transm ssion
i n- terfaces. The invention also relates to a nethod using

a se- 10 curity-protected..data nmediumof, the type defined. above, in
whi ch method the el ect ro%lcga%%csur t Fife cﬁrﬁo&gﬁwﬁs gimilar; £ Hehat y okt

| east one usefigfire CQuAllErusKEt iRy Il and tHY £d OdmISEH ImEREY! bEY the
device is programed to vary said counter on the basis of the novenents

of the data nedVeRtLILNd&ESHEST e lthe noti on sensors.
Advant ageously, the user | 1o n.b . y.an_external reader
R TR R e WA

by means of a conmuni cation inter- el"onging to sa
devi ce. 5 lectri@ ldrenfeget wlesclandapdbantiages waftht hhd nRsdd DRen® 1WM-1 |
beconme clear fromthe fqllaow ng description of sev- eral of its .

enbodi ments, GPFERATIAY - IEETIe and not restrictive in any

respect, and wth ref @reng@meo dFRr rafice numdRded A PYNES;in the differd
t he draw ngs: 25 - figure 1 is a .schematic view of a

m cr o- corpiit drawiings ite cepatiiee tdfe $simey cam sdptiileat alieswerdfs t he

t d by the in I on, | | ect ' - Lty
ype proposed by <he pugny o e, hELSSLLE SE0U cohiiShng o

bodi ment pd tkerekactizgnic e@mBdty Thr shHt a0kehBeropt i digi®hBCopti-
illustrated in figure 1, proposed by the invention,
cal discs (CD-ROM, DVD, etc.) or other digital data media.

The specific purpose of the invention is to pro-
vide security protection for the use of the optical disc 3
or any other similar digital data medium which may be used

15 with the micro-computer or with another electronic device,
in order to prevent unauthorised copying of this optical
disc (or other data medium).

To this end, tHe optical disc 3 (or other similar

. data medium) has an electronic security circuit 6, prefs-
. 20 erably outside its data storage zone 4 and advantageously
in its central part 5 which does not contain data.

This electronic security circuit, which is illus-
trated in figure 2, is integrated in the resin matrix of
the optical disc and comprises

25 - a central electronic unit 7 such as a micro-
controller or a micro—procéséor coﬁnected to a memory 8
which may be internal to said micro-controller or micro-
processor (a micro-controller such as the P8WES5032 sold by

. PHILIPS SEMICONDUCTORS, a division of PHILIPS ELECTRONICS,

30 Eindhoven, NETHERLANDS, might be used, for example, or al—'
ternatively the AT89SC micro-controller sold by ATMEL COR-
PORATION, 2325 Orchard Parkway, San Jose, CA 95131, USA),



- figures:3 and 4 are views simlar to that of figure 2, illustrating
‘'second and third enbodi nents of the I nvention respectively,

- and figure 5 is a schematic view of a thernoe- 5 lectric elenent which
may be used with the enbodinent il - lustrated in figure 4.

The sane reference nunbers are used in the differ- ent drawings to
denote the sane or simlar elenents. 9 Figure 1 shows a

m cro-conmputer 1 conprising a 10 screen la, a keyboard Ib and a reader 2

for digital opti-  caluflisnsdd Aol DVBoueke: b dhuchi er i gl ofata

medi a. The speC|f|c pur pose o e rnvention
vi de securi tyi|s|edt écttitemryf offatheexmepbé &hbatpeirgalsudins as3 that osoaayugt-her

simlar digit dat ed 15 with the mcro-conputer or
wi th anot her ébt?%ﬁnﬁghgg]ggang W§¥ q%¥ﬂ§¥it3E$ﬁ§9é9§I§§au?ﬂBPP§é ION,
copying of thuaogptTmie Moudhit®G n( OBz PEber AR TR} rado (c0) godgalhis
end, the optical disc 3 (or other simlar dat'a medi u ha

el ectronic se&3§|A|)t,yWéfnlﬁ@uﬁﬂlp@llﬁtseftheZ@J@r%tmqnmut@MHu s6,dat a st or age

zone 4 and advant ageousl ntyr I rt_5 which dpes npt contain
dat a. This el éc rom ¢ ssee%lusrl y O(B;II’ %T asvﬁﬂc"’hcq%f‘??"f‘ﬁ%on sen-

trated in figsoe,2 desilgrnatdegtat elttert hertRs+PadBaLi X tehhgent itd16§ OptLeal
di sc and conpri ses : a central electronic unit 7 such as a

mi cro- coﬁFPGPP&rQ£‘EP?nQEQ%iﬁ%c%é%%r EBrnexeEglee #meneriesably a

radial acceleration corresponding to the rotation speed of
10 the optical disc 3 as it is being read in the reader 2 of

the micro-computer (this sensor 10 is used to transmit

data from the micro-computer to the optical disc 3 and,

advantageously, also as a means of issuing commands to ac-

tivate and shut down the central unit 7 depending on
15 whether the optical disc 3 is being used),

- and an acoustic transducer, preferably a piezo-
electric transducer such as a loudspeaker or an electronic
buzzer 11, controlled by the central unit 7 and issuing-
sound signals having a constant frequency spectrum, fo;

20 example. |

The acceleration sensor 10 may be a micro—sénsor;-
for example (having a surface area of 2 mm by 2 mm for ex- "
ample), produced by micro-machining on silicon, such as
the 2g and 50§ sensors made by Laboratoire d'Electronique,

25 de Technologie et d'Instrumentation (LETI) of the CEA
(ATOMIC ENERGY COMMISSION), FRANCE.

The device described above is capable of running a
security protection procedure that will be able to check.
whether the optical disc 3 inserted is an original corre-

30 sponding to a certain application (programme, data base,
etc.) used when this appliqation was initially installed

on the micro-computer 1, for example.



whi ch may.be internal to said mcro-controller or mcro- processor (a

‘mcro-controller such as the P8WE5032 sol d by PHI LI PS SEM CONDUCTORS, a
di vision of PH LIPS ELECTRONI CS, 30 Ei ndhoven, NETHERLANDS, m ght be used,
for exanple, or al- . ternatively the AT89SC micro-controller sold by
ATMEL COR- PORATI ON, 2325 Orchard Parkway, San Jose, CA 95131, USA),

9 - an electric power source BOsuch as a m niatur- | sed
battery (for exanple a battery such as that sold un- der the TMF brand

by BOLDER TECHNOLOA E ' 3 ' | l, ,
C)cl)l orado (CO 80403, §§Cg§%%hw2%%pléﬁgs%I%goglcggﬁﬁg%rg g%%ﬁﬁlﬁglggn

- a notion sefther iMGtaldh tdompraepsEmratoDrtlseepplicsoion dési gnedtion,
det ect ortho-r?yia entiaLalacc ratjon of the optical disc,

| (t | -
for exanple, &PL5r ef?](e?‘g’g Q Wity erbqraatceceﬁ’é‘P‘éFi FrtCorFeShoRdi my £drske
rotation speegagfiokd ddie OphieR! i@l Xorahasidted ShPeithg head-d Nedhs,fepder 2

of the mcro-conputer (this sensor 10 is used to transmt data from
the m cro-Zonbgt &het optHi€adptdicéd Hisc 3 and, advant ageously, also as a

T o o oot oS Bane s, MR A SNy e SR Aot
and an acoust mayt banscheteet ,iprefer fbiy afphez@op anelRCiddGudi@OSFECEhe
such as a | oudspeaker or an el ectragnic buzzer 11, controlled by the
central unit ‘Ppéﬁ&ailss‘g’r% readss, i sHyPal 8P4y BRI RO cEAdEENOY r BEQUEhDY
spectrum for (3@ Q%Qﬂﬂtfon of go periods and/or stop periods of the

10 disc. '

For example, this stop and go sequence may start
with a predetermined fixed series of stop and go periods
which alerts the central unit 7 to the transmission of a
message containing input data and which enables this cen-

15 tral unit to synchronise with a predetermined time frame,
each period of which contains a data bit. After this pre-
determined fixed series of stop and go periods, the stop
and go sequence contain’s the input data in which the input‘
data bit for each.period of the time frame will be equal

20 to 1 if the disc is moving and 0 if it is stationary, for
example.

The sensor 10 detects whether the reader 2 is in "~
stop or go mode and transmits the stop/go data to the cen-
tral unit 7.

25 This central unit recognises the predetermined
stop/go sequence at the start of the coded sequence con-
taining the first random code and determines output data
on the basis of the input data: this output data may be in
the form of a second pseudo-random code, for example, gen-

30 erated on the basis of a coding key contained in the mem-

ory 8 of the central unit.



The accel eration sensor 10 may be a m cro-sensor; ‘for exanple (having a
surface area of 2 nmby 2 nmfor ex- anpl e), produced by

m cro-machi ning on silicon, such as the 2g and 50g sensors nade by
Laboratoire d' El ectroni que, 25 de Technologie et d'Instrumentation (LETI)

of the CEA (ATOM C ENERGY COW SSI ON), FRANCE. The devi ce
descri bed above is capable of running a 11 security protection procedure
that will be able to check whet her the optical disc 3 inserted is an
original corre- 30 sp i certai | & Lgn a dat a,_base,
etc.) used when this gggl?%nggﬁngéa?n?¥?§Fl%ggﬁégaf$g%ﬁgg Hgﬁatﬁgl tge

M cr o- conput efotm bdr aexamplestic signal via the transducer 11, prefera- 10

To this end, when the m cro-conputer i S running the installation
progranmme of PhY apptiredti Jf§ nddsest P ofaving ¢ fps be odiamaiedi [fragensdtat e
i nput data sug¢ha@grasfirst random code which is transmtted by the
m cro-conputer 1 5 to the optical disc 3. In the exanpl e

illustrate¥d here, thiEhispacodsttdac signgl bmayodetpird sehesdwsma bf sBrehap

and go sequence of the . tical disc reader_ 2, the inpnput bejng coded by
varyi ng tﬁg 58?&& gﬂ‘ggfa(i%o (@lri SEERHS ? HH i%?r_?‘go%l%‘?ajt hgtliea’&%c.
For exanple, thts Tomprardngo semwdCeelBYehtaty soun¥ S ghdiledel SLa pgd
fixed. series of stop and go peri ods which alerts the central unit 7
the transni ssPBR 8pogher ($epezgéesodramiong iamhhataty anhdoewieh efiadl s

this cen-

to

s for example) and of constant duration. The number of

10 elementéfy sound signals in each stream of sound signals
is between 1 and a predetermined whole number at leaét
equal to 2 and it may be equal to 4, for example. The
streams of sound signals may be separated from one another
by periods of silence equal to at least one predetermined

15 duration (for example, these periods of silence may all be
equal to approximately 2 s).

The output data is then coded by the'number of
elementary soﬁnd'signals in each stream of sound signals..\

A human operator 1listens to the acoustic signal

20 containing the oufput data and the human operator then de;
termines the above-mentioned second code in the form of a -
series of digits ranging between 1 and n, corresponding
respéctively to the numbers of sound signals in the dif-
ferent streams of elementary sound signals emitted in suc-

25 cession by the disc 3.

The operator then communicates a security code
based on said second code (in practice constituted by said
second code) to the micro-computer 1, from the keyboard
lb, for example. By preference, guiding prompts are given

30 for these operations by one or more messages displayed on

a screen of the micro-computer.



15 tral unit to synchronise with a predetermned tine frane, each
‘period of which contains a data bit. After this pre- determ ned fi xed
series of stop and go periods, the stop and go sequence contain's the
i nput data in which the input data bit for each period of the tine
frame will be equal 20 to 1 if the disc is noving and O if it is
stationary, for exanpl e. ThE2 sensor 10 detects whet her the
reader 2 is in stop or go node and transnmits the stop/go data to the

cen- tral unit 7. 135 the seculitsyy E6BEM Aec .ét%erigcogghﬁga {d€tpe

pr edet er m ned stop/ go sequence at” the start o oded sequence Ccon-
tai ni ng t he fifdststr andontbedeaovedeertidmed ozdgre dat aa predetkemiasids
of the input data:. .this qutput data nmay be jn . the fo of second
pseudo- ra_ndome_(%]&é:,lofldr RS oS Iérjlat“é’dllontkﬂ?lr_é %Lg%"g Bsealééaﬁﬁg
key contai ned 1iaft ilhe pfRGramme Ay Bl ihensenti@lyil tprevent this pro-
The central unit then issues oqutput data in the form of an acoustic

si gnal vi & t hereraes fredr renningemarpally. ply without the disc 3 having to
be renoved fromits I er . Thi Qustic signal may
conpri se several stregﬁgr%% (ﬁﬁﬁﬁﬁﬁﬁi%Fgﬁ%ﬁslPﬁgﬁigéiﬁﬂ%aQF%%F%@%%UW&Y
signal streamalso becachteaiiddsiasy faddewal: el enentary sound signals cl ose
to one another (separated fromone another by a period of 0.2 s for
exanpl e) and of const ant PYursRGOR T A% tiifigtaicontained in the optical

disc 3, it not being possible for this data to be de-
10 crypted'éxcept with a decryption key which will depend on
the above-mentioned security code and the above-mentioned
fifst code,
- or by incorporating in the installation pro-
gramme Or in a programme contained on the optical disc 3 a
15 branch to a programming address, which is intended to be
copied to the memory of the micro—cbmputer and which can
not be determined except by means of the above-mentioned
security code or the abbve-mentioned first code. ..
The same principles may be used to control not
20 only the one-off installation but also use of the computer
application in question, by obliging the user to insert.
the optical disc 3 in the reader at least when said appli-""
cation is launched.
This being the case, it should be pointed out that
25 it will also be possible to control the terms on which
this computer application is used, depending on data con-
tained in the memory 8 of the central unit of the optical
disc 3 and to set the system up so that the central unit 7
does not return the above-mentioned second code unless the
30 requisite conditions of use are complied with.
' By way of example, the system might be set up to
stipulate



10 el ementary sound signals in each stream of sound signals I s between
"1 and.a predeterm ned whol e nunber at | east equal to 2 and it may be
equal to 4, for exanple. The streans of sound signals nay be separated
from one anot her by periods of silence equal to at |east one

predeterm ned 15 duration (for exanple, these periods of silence may all be
equal to approximately 2 s). ThB3 out put data is then coded by

t he nunber of el enentary sound signals in each stream of sound signals.
A human oper at or IIsteHSatqnéﬁﬁn@ﬁowéhberSIo@wéu@@s cgpt al g hiie BULRY
data and the human operator then de- term nes the above-nentio
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the disc 3. applicatiohh&iQuemt Qorida QOO £ en %ﬁ@f@éltalgedg is

based on said second code (in practice constituted by said second code)

to the m cto- BE&FHEELDL, fromthe keyboard | b, for exarrpleb By
reference, guiding pro r for e_ogperations one_or
Iromre messages di spl ayedme’trs ﬁt%a%%%&e%&f% %%Hr%nis'c?g % e mpdte? rem e mod-
12 ulekf dmedaEaumm;cmodheraxsmn/edans ddowierd '(Dnt h;fhls 1htest of

t he above- nentloned des b redet erm ned equation, the
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if not, it “ﬁbbaﬁéﬁVéﬂbr§ht§mErQhe user wants to access a new programme
10 module or data).

It should be pointed out that the signal emitted
by the transducer 11 could be coded in a different way
from that described above, and in particular

-~ by emitting this acoustic signal in the form 6f

15 a sequence of sound signals of variable duration separated
from one another by periods of silence of a predetermined
duration, the output data being coded by varying the dura-
tion of the different sbund signals; _.

- or by modulating the frequency of the soﬁnd

20 signal emitted (in this case, the frequency spectrum of
the transducer 11 must not be constant, in which'case the .
transducer may be a piezo-electric loudspeaker).

In another embodiment, it would also be possible
for the acoustic signal emitted by the transducer 11 to be

25 received directly by thé'micro—computer 1, in particular
via an external microphone 12 connected to an internal
sound card of the micro-computer which the user can move
close to the reader 2 at the appropriate moment in accor-
dance with instructions displayed on the screen of the mi-

30 cro-computer. In view of the fact that the sound signal is
not emitted in a very specific direction by the transducer

11, this sound signal will be very widely broadcast, in-



5 gramme fromrunni ng normally. Correct running of the
‘installation programre may . al so be controlled as foll ows: -
by encrypting the data contained in the optical disc 3, it not being
possible for this data to be de- 10 crypted except with a decryption key
which will depend on t he above-nentioned security code and the

above- nenti oned first code, ' 14- or by incorporating in the

i nstall ation pro- granme or in a progranme contained on the optical

disc 3 a 15 hnagihg Guit RO BB R ALAE SRSy nt epded to _
copied to the enDrygEf the mcro-conputer and %ﬁ ﬁu%g%é E@ Qa t%%re

det er mi ned exdepe @P|ﬂ§§¥iXﬁpx¢k§duupmbynﬁhe(mnntophom@chmlty code or the
principles may be used to

bb t df t
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application i Byqugsd i eRankyiuellr gllnglgha;ﬂas@mtt%dﬁx%t
disc 3 in the ?gader at | east when said appli- catlon E%ﬁ?ﬁunchh§§

This bei ng®t hét@&den i3 shoul d be pointed out that 25 it will also be
possi ble to control the t o hi s application is
used, depending on data & HHE&HErQanél #ﬁ?rréhéﬁ) gﬁoﬁgghéid%ﬂ@?ﬁllémt
of t he opt i cabelongdingc t® auhee tndl cyi-ddiep syt €Im any splﬁllg@a tsetggnggﬁbtgm t
7 does not return the above- ggptloned second code unl ess the 30

requisite conGPRiFERT SEaTde™ ISP @k Hehe switched pplempone net-

exanpl e, the gystkem m ght be set up to stipulate

13 .
10 - or by the user dialling in to the central sta-

tion 13.

In the latter case, the remote control station 13
will determine the security code on the basis of said
acoustic signal and transmit this security code to the mi-

15 cro-computer 1 via the modem 14 (or the user will be is-
‘sued with the security code by telephone and enter it into
the micro-computer from the keyboard 1b). Optionally, the
remote central stationt 13 may be set up so as not t9~
transmit this security code to the micro-computer 1 1if,
20 for example, use of the computer application in que§tioﬁ
is subject to payment of a subscription and this has not.
been paid. |

In another embodiment illustrated in figure 3, the
acoustic transducer may be a loudspeaker 16 connected to a

25 voice synthesising cifcuit 15 which is in turn controlled
by the central unit 7: this being the case, the loud-
speaker 16 issues a sound message which is comprehensible
to the user and contains the 6utput data corresponding to
the security code. Optionally, the voice synthesising cir-

30 cuit 15 may be integrated in the central unit 7, which
might be a micro-processor of the TSP50C0x/1x type, for
example, sold by TEXAS INSTRUMENTS, Dallas, USA.



- a maxi mum nunber of tinmes or a nmaxi mum peri od of time for which the
‘conput-er application can be used, - or alternatively a date
from whi ch the conputer application will- no longer run unless an
optical disc 3 is 5 purchased, _ - or alternatively a limt on
t he progranmme nod- ul es or data which the user can access (in this

| atter case, the above-nentioned securliy procedure nust be re-
peated every tinme the user wants to access a new progranme 10 nodul e or

dat a) . |t Teheiat ther poBd&tnoNt , t bAL h@%i%ing”.%nsed%]t 18dcou1gby

the transducer 11 could be coded in a different way fromthat described
above, and i nceaMUNd@ade a rotation speedi maasgrdnrentacofistile sbghdlcailn
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to be 25 received directl the m cro-conputer 1, in particular via
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particular case, the transmission rate of the input data
will be double that at which said input daté is coded in
the form of a simple stop/go sequence.

15 Furthermore, in order to increase security of the
optical disc 3 still further, the central unit 7 is pref-
erably programmed so that it shuts down in particular:

- 1f the motidn sensor 10 detects a movement by-
the disc 3 which does not meet certain predetermined cri-

20 teria in keeping with normal use and in particular if thé
motion sensor detects continuous motion for at least one.
predetermined period (which may indicate an attempt to™
"pirate" the optical disc),

- and if it receives a shut-down command from the

25 micro-computer 1, for example if the latter has received
successive error codes instead of the security code corre-
sponding to the output data of the central unit 7.

In another embodiment, the acceleration sensor 10
might be an electric current micro—generatdr capable of

30 generating an electric current due to the rotating action
of the optical disc. This current sensor, connected to an

electronic power storage circuit incorporating a capacitor



14 cluding outside the mcro-conputer housing it can there- fore
‘be easily picked up by the nicrophone 12. I n anot her

enbodi ment, the acoustic signal emtted by the transducer 11 is
transmitted to a renote control 5 station 13 : - by nmeans of
said m crophone 12 and a nodem 14 bel onging to the mcro-conputer 1 and
| inked to the renote central station 1B by neans of the swtched

t el ephone net - wor k, 10 - or by the user dialling in to the

i | h
central sta for Lh@phd, could then Adbldle: @A’é;‘/& OOy & 1627 SIBLEy at

control station 13 Il determne the securit

said acouderstsi sgcmadé &fd thansdiectitiics peeeri tpnecated obyyhethd - e1bc-
Cro- conput er % via the nod%pk}4-(or the user will be is- sued with the
security code“BY-& &FTGE fad enter it into the nicro-conputer from

the keyboard |b). OptIenadHould e poirfed®tsueehhr alddkabmOntni NBYe P§ SEt
up so as not to transmt this security code to the m cro-conputer E
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is in turn controlled y, the central unit 7: this being 't he case, the
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code. Optionally, the.voice synthesising cir- cuit elin egra?ed

in the cellrakephral7unifti da as nﬂghﬁtbetadnumrdlgmaeegsor of t he

TSP50Q0x/ 1x type, forFor example, data may be transmitted by control-
ling the laser beam of the optical disc reader 2 so that
it passes across one or more light sensors connected to
the central unit 7, in a manner known per se from the

15 prior art.

In another.embodiment, as illustrated in figure 4,
use can be made of the occurrence of local heating of the
optical disc 3 as it is scanned by the laser beam of the-
reader: in this case, instead of using light sensors, sev-

20 eral thermoelectric elements 17 will be used, each of
which will be connected to the central unit 7 wvia an ana- .
logue-to-digital converter 18 or another adaptation cir- "
cuit and which will exhibit at least one electrical char-
acteristic which varies depending on its.temperature.

25 Accordingly, the central unit 7 will be able to
detect the laser beam of the reader as it passes across
the thermoelectric element 17 due to variations in said
electrical characteristic and determine the input data. on
detection of the beam as it passes over a period of time.

30 The thermoelectric element 17 may be of a PZT base
-in particular (lead-zirconium titanate) and may be adapted

to generate an electric voltage (due to the piezo-electric



exanpl e, sold by TEXAS 1 NSTRUMENTS, Dallas, USA.

15 . I n anot her enbodi nent, the notion sensor 10 could

comuni cate a rotation speed neasurenent of the optical disc to the
central unit 7, for exanple via an anal ogue- to-digital converter (not
illustrated) and a command would 5 be issued to the optical disc reader
2 by the mcro- conputer 1 to rotate the disc at several di fferent
speeds i n succession in order to encode the input data. Said in-

put data coul ¢ffeit bt tirensdadd ese i Pzt hewhon nﬁ@it@d”l‘:q/t"che _rea\ﬁl%lrie?btetaﬁé

signal having two val ues, for exanple a quadriva- 10 ent signa

reader 2 is sdhd@ isbegtabfe icdtawggp constheuiing Sadd retetteric mhamﬁﬁeh
different spe s d | ieul ar_case, the transmission rate of the
i nput dat a %%vsﬁﬁﬂbéemc?é:uebqtee(fﬁga‘% tg}é véﬁ %rijailﬂ”ﬁp t data is coded in
the formof a sinple gisopilgustetenteinlbigure 5, Fort herdm e, | Phardge-to
I ncrease security of the optical_disc 3 still further, the central wunit

7 is pref-2 Te&agly il diarhdp o kharired ik sPEBwh | viphr &i tbigkness

- if the noti NSOk k0 nd et 8elsS 1 by ; .he disc, 3. which does
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and in particdaher aogtidel discpandnasensdfacketands tonthBueusia®tépnif @p at
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"pirate" the éﬁMQE%lcﬂ%ﬂ)%n the plane-PéﬁaXiﬁliMﬁﬁﬁxﬁﬁ%sféQﬂﬂncﬁomhe
command from bB2i2a1 Mue6e; COPRYS #pdral PLIEIANRA® Bdidd™® £ A B3 two

10 electrodes 20 connected to the above-mentioned circuit 18.

Although the element 17 is only briefly illuminated by the
reader laser beam as it passes (in the order of 1 us), the
light energy picked up by the element 17 is sufficient to
generate a voltage of several Volts between the electrodes

15 20. '

This embodiment has an advantage over the light
sensors known from the prior art because the laser beam of
the reader does’hot have to be so accurately positioned
relative to the thermoelectric element 17: in practice,

20 even if the laser beam does not pass exactly across the
thermoelectric element 17 and instead passes slightly to-
the side of it, the pass of said laser beam will neverthe;w
less produce heat which is detected by the thermoelectric
element 17.

25 | It should also be pointed out that one or the
other receiving interface mentioned above could be used in
conjunction with a transmission interface other than an
acoustic interface, for example an optical interface.

Finally, it should also be pointed out that the

30 security procedure permitted by the optical disc 3 or
other data medium proposed by the invention is not limited

to controlling the use of programmes or data contained on



successive error codes ‘instead of the security code corre- sponding to
the output data of the central unit 7. I n anot her enbodi nent,

t he accel erati on sensor 10 m ght be an electric current m cro-generator
capable of 30 generating an electric current due to the rotating action

of the optical disc. This current sensor, connected to an el ectronic
power storage circuit incorporating a capat$tor

16 for exanple, could then replace the battery 9 or supply at

| east sonme of e i r e - tronic cifcuit
6 thi® ) e o e B PYa ke, EhES  spcrRetinbEogetite
data may be t mauysrie twskd ras ahmeansr ofcdrjauitarf vir the ther ppEbeakxdisc 3

by a nethod other than a toe andﬁgg sequence in the reader 2. This
bei ng the cas®lShe-hoPRER1CUaLe & PRENEbULE™REFeRIMIRRE SERRSapEions

provided in the Ciliow rdmdte 6aEBegédeE| ltBrBQ@Ert%Id ag {é(atain%g apd do so
infrgure 4.

shut -down of the 10 central unit 7, as i ustrate

For exanpl®, #dthowdy necassanidy tkavipgcbot folt- the micwp+bempaser heam of
the optical disc_rea ] 2 S0 Lq%; . itfpa§§es across one or nore |ight
sensors connelt EFSCETIC SR OVIHS UFR 35 £ (TRFIRYY kFRRA peRASE Prom
the 15 prior samilar. I n anot her enbodinent, as illustrated in

figure 4, use can_be made of the occurrence of |ocal heating of the
optical disc 3 as it L8 sduhhe§2B§-t He | BBer Micwaufonthiter 1r dalefitiad

this case, inghead PinHStOohoAINE2SERNOTS mnS&YA 14, the security proce-
10 dure will be initiated when the user enters a secret code
from the keyboard 1b, after which said central station 13
(or similar) will exchange coded messages with the secu-
rity circuit 7 of the optical disc in order to check the
consistency of the code entered by the user and a secret
15 key contained in the memory 8 of the central unit 7, in a
manner already used with debit cards incorporating a mem-
ory.
A data medium of the type described above could-
also be used in an application such as the electronic
20 . purse or similar. In this case, the electronic secprity
device 6 may run a count of value units (monetary units.
or similar) in its memory and the central unit 7 of said™
security device will then be programmed to vary the value
units in said abcount depending on the coded data received
25 and transmitted by the central unit 7 via the receiving
and tﬁansmission interfaces, for example, when the user is
purchasing units to top up the account for example or in
the reverse situation to debit the account when purchases
or other payment transactions are made by the user, for
30 example on the internet network.
If the security device 6 is used to control or

limit usage of the data medium, as described above, or to



20 eral thernoelectric elenments 17 will be used, each of which will

‘be connected to the central unit 7 via an ana- | ogue-to-digital
converter 18 or another adaptation cir- cuit and which will exhibit at
| east one el ectrical char- acteristic which varies depending on its
tenperature. 25 Accordingly, the central unit 7 will be able to
detect the |aser beamof the reader as it pAsses across t he

t hernmoel ectric element 17 due to variations in said el ectrical
characteri sti @sajghldeiteran agethprbm@ub dafrii.s Wlectrélefeckbenrot vt ke heam
as it passes over a period of tine. - The thernDeIectrlc el enent
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by the central unit 7. illustrated in figure 5, for exanple
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i['lum nated byrah@mission interface of the security device will cease
10 issuing the coded output data that would normally allow
the user device to run the data medium if the central unit
7 has detected that the data medium has been launched a
predetermined number of times x, i.e. if the counter has
reached x starting from 0 or if it has reached 0 starting
15 from x. |
If it is desirable to establish a user profile,
the usage counter or counters may be incremented each time
the data medium makes ¢ertain movements or certain prede-
termined sequeﬁces of movements representing certain pre-
20 determined operations, for example. . |
Advantageously, a reading of the user units ig the .
counter can be taken from an external reader 22 (EXT. DRV™-
- figure 2) via a communication.interface_21 such as an
electronic tag (TAG) programmed to communicate with the
25 interface 22 via Hertzian channel and belonging to said
security device 6. This method of taking a reading from
the counter could be used in situations where the user is
shopping in a retail outlet selling the data medium, for
example. In this case, the data medium may advantageously

30 be miniaturised, for example to credit card format.



reader | aser beamas it- passes (in the order of 1 [err]s), the | i ght

‘energy picked up by the elenent 17 is sufficient to generate a voltage
of several Volts between the el ectrodes 15 20. Thi s enbodi ment
has an advantage over the |ight sensors known fromthe prior art
because the | aser beam of t he reader does not have to be so accurately
posi tioned relative to the thernoel ect20c el enent 17: in practice, 20
even if the | aser beam does not pass exactly across the t her noel ectric
el ement 17 and instead passes slightly terarmMgthe side of it, the pass of
said | aser beamw || neverthe- | ess produce heat which is detected by
the thernoelectric el ement 17. 25 It should al so be pointed out

that one or the otsher, recei Vi interface nmentioned above coqul d he used
in conj unction wi th éqt?éﬁ%ﬁ%ggTBﬁofﬁFgFgaggr%P% Fﬁ%&*ﬁﬁ for sé@dstic
interface, forcaaxagpte amiehlica bt @chaCoy an electrdritdl h¥eri ey d

al so be pointed out that the 30 security procedure permtted by the optical
disc 3 or 5 @theFonEbshedi & praFEseachy e iintenfage i 1ot 1Rj niltdad

e one o R BB AR IR Bk BB U8 iectng, . g
as a nmeans of liedertt idng nyredcterseined anoesasnt impepse€d by pRet etekakrondc
permt renote paynment tran tions 0 allow renote access to protected
data and to d §§% égv1ce ??? when reading said data medium, sagd data
medium having an electronic security device (6) compris-
10 ing: '
- a receiving interface (10) for receiving input
data from the electronic user device,
- a transmission interface'(ll; 15, 16) designed
to transmit output data depending on the input data re-
15 ceived, the output data corresponding to a security code
to be communidated to the input interface (lb, 12, 14) of
the electronic user device,
- and a central electronic unit (7) connected tq-
the receiving (10) and transmitting (11; 15, 16) inter-
20 faces and programmed so as to determine the output data oﬁ
the basis of the input data and to transmit said output .
data via the transmission interface,
characterised in that the receiving interface of said data
medium has a motion sensor (10) designed to detect move-
25 ments of the data support, the central unit (7) of the
data medium being adapted to determine the input data on
the basis of movements of the data medium detected over a
period of time.
2. A data medium as claimed in claim 1, in which
30 the central unit (7) is set up to determine the input data

on the basis of whether movement of the data medium is de-

* c L M S *

tected or not detected over time.




5 wthout necessarily having to fit the m cro-conputer with a specific

'securi.ty device such as a nenory card reader or simlar. I n
this case, if the mcro-conputer 1 is fitted with a mcrophone 12 and a
nodem 14, the security proce- 10 dure will be initiated when the user
enters a secret code fromthe keyboard | b, after which said centra
station 13 (or simlar) wll exchange Zbded nmessages wth the secu-
rity circuit 7 of the optical disc in order to check the consi stency of
the code entered by the usegaeadmadqseq’ 1 cont t TR 8
of the central unit 7, in a man%g?n gélsr eg%jilkﬁéé(%dg\% ?:Ihlrbgg%l? clgr%(i &

i ncorporatin t@lhﬂnSUbJeQﬁ®d to several predetiatminedi movefehhe tiypesed
p g

descri bed abo d b e n. an ation such as

el ectronic 20¥Sbﬁ$§% %egF%1ﬁ r. %§£%t$#Vl%%sZ?th 8 FSFUNE §@&a dgfra
device 6 may médidm,CAHYE Génvedleubntt §7)( ENQLRY YdHY tifediumObeShh 's%rt)
inits menpry and the central unit 7 of sald security device w /Il

be prograntred Yo bPadpiaraning Jde 1nRHﬁt@@¢¢l@ﬁu%h%cb@@h$ dépeﬁddngredekhe
coded data rec&g ﬁﬂ‘ijxe%s s@@grgia%&érbggtgy deeLRENtE A “\%gd&%gﬁﬁggptleg

recei ving {ransm ssi on interfaces, for exanp e
pur chasi ng unbwert¢immp up the account for exanple or in the reverse

situation to debit th co whe urchases or ot her paynent
transactions are nade %Xﬁgﬂﬁ%é? Jlih WG el PR YieCnfit BEnEhendRor k.

If the Secur|EbdQ%b*QﬂéiM§ Uﬁ@dwﬁﬂcﬁoﬂhéoth&on sdid9t dsage gbc-Lhgrdata
medi um as descri bed above, or to
19 10 tion sensor (10).

5. A data medium as claimed in blaim 4, in which
the electronic user device (1) rotates the data medium at
at least one predetermined rotation speed when reading it,
the motion sensor being a radial acceleration sensor (10)

15 adapted to detect rotation of the data medium at said at
least one predetermined speed.

6. A data medium as claimed in any one of the pre-
ceding claims, in which the motion sensor (10) is a curf-
rent micro-generator which- - is designed to generate an

20 electric current when the data medium (3) is in motion and
which supplies the security device (6) at least partially.
with electric power.

7. A data medium as claimed in any one of the pre-
ceding claims, in which the central unit (7) is designed

25 to shut down if the motion sensor (10) detects a movement
of said data medium which does not meet certain predeter-
mined criteria in keeping with normal use.

8. A data medium as claimed in claim 7, in which
the central unit (7) is designed to shut down if the mo-

30 tion sensor (10) detects continuous motion for at least a

* [+ L M S *

predetermined pefiod.




establish a user profile, this electronic security device may have one
"or nore user unit counters in its nenory. If it is desirable to
limt use of the data ne- dium this counter may represent a period of
usage, for 5 exanple, or a nunber of tines used and the central unit 7

of the security device can be adapted to increnent or dec- rement said
counter depending on the novenments of the 22ata medi um detected by the
notion sensor 10. For exanple, the transm ssion interface of the

security device will geage bQ s hesMidad L€ 1¢! %g% l.d_

normal Iy all ow t he user ggbice %B run ghg' atgH%e|¥ﬁ§ﬁ$.%€g£%%ﬁ§Fg

unit 7 hasedénhgciddimmsat irhewhiixtla tledi tmehamibedbnl duehethde has an
he _.count er . has reached x

predeterm ned_nunber of_ tines X, i i ,

Dot ma o BoBetie i arRectr b o' 16k MG 5ot khe outBUL dAfa |t
is desirable {g eababbiradho* UpehcRultiilesignalt.he usage counter or counters
may be increnented each tine the data nmedi um nakes certain novenents or

certai n priede- t et fi nAd dedguaesisimfasiovkeaimed ieprcésém iNg erdhish
pre- 20 deterpin at.ions,, Sfor _ex | e. Advant ageousl y, _a
readi ng of théﬂésggnggggshngtﬁg) 1S E%EEP r SCatBE (eIt in ekeRthal
reader 22 (EXfrolRYhe trarfddider 2)J1Vj alg)casmniciddnin NtRef aegmlosugh
as an electronic tag (TAG programmed to comunicate with the 25
interface 22 SPALREr tOF afCBREANRBIINE beforifighls sdpgationgecsrpayatiedi ce

it one. weEFSh, FEK, B8RSy Gt o' UeigpRl o SPULAR SRS
data nmedildm dorationexahpel eutputt ket dseing heoded abgedhemvemyiation in
advant ageousl vy, 30,02 1 8habE" L R8%: kL 852 MRLEAL0 s Gedy Y card format.

11. A data medium as claimed in claim 9, in which
the central unit (7) is set up so that the acoustic signal
from the transducer (11, 16) is emitted in the form of

15 several streams of sound signals, each comprising several
elementary sound signals'of a constant duration, the num-
ber of elementary sound signals in each stream being be-
tween 1 and a whole rnfumber n at least equal to 2, thel
streams of sound signals being separated from one another

20 by periods of silence at least equal to a predeterminea
duration, and the output data being coded by the number of .
elementary sound signals in each steam of sound signals.

12. A data medium as claimed in any one of claims
9 to 11, in which the transducer is an electronic buzzer

25 (11) which emits an acoustic signal exhibiting a constant
emission frequency spectrum.

13. A data medium as claimed in claim 9, in which
the transducer is a loudspeaker (16) connected to voice
synthesising means (15), the central unit (7) of the data

30 medium being set up so that the loudspeaker emits a sound

message which is comprehensible to a human operator and

I

contains the output data.



20 . : CLAI M5 1. A
"security-protected portable mediumfor digi- tal data which can be read
by an el ectronic user device 5 (1) conprising at |east one input
interface (lb, 12, 14), this data nmedi um bei ng designed to be subjected
to at | east one predeterm ned novenent inposed by the electronic

user device (1) when reading said data neddm said data medi um havi ng
an electronic security device (6) conpris- 10 ing: ' - a receiving
interface (10) for reg@i vangqd#ypu $ umd I e NLE-US

devi ce, - a trang%{gﬁigﬁdﬁﬁféféicgﬂ%?%%ﬂﬁ5?A1%§ﬁﬁeg§8ne theto
transmt out ppregadandegdadimsg cwnsitd tuhdmg dat agtd-calls dicsi ved, the out put
data corresponding to as c%{i%%mfoq§ tg.be conmuni cated to the input
interface (Ib, 12, 14)°sf® YRS SocPFORIELHgeSogdFilty, Protection fogng

a central el egt 8aBECmeBiitun( 7)3)C@MRAEGED in ardeodecdt Vi 1g; hd0) gBd13
transmtting (11; 15, 16) inter- 20 faces and programred so as to détérfi ne
t he out put’ dafBdoRomPrighadyiies fofl lowd nonsirensat at@weyw transnit said

out put data via the NS SSi i r . characterised in that
the receiving interface tc#l%sgll %dgnt(églu[&{ ggm%%%udm hd araerﬁ) ?%n(zgn}?‘c’)&o{l%)
desi gned to déhgctonmare-elécteohicohistite ddatizesupporhaving eentimbutinih-(7)

of the data nediu ei adgpted to determ ne the input data on t he
basi s of nove ﬁ?g quhﬁe gg?aqggdiun1detected over a period of tine.

2. A data medium as c{RiNBUeb@rehdcMiber Bethiceh 39 %ﬁ{é'tw fn @: s
set up to determ ne the input data on the basis of et her novene of
t he data Medi datéstdethe reredvéngodntetrfdeeedildd oferthsi mmta medium,

- the central unit (7) of the data medium deter-
mines the output data on the basis of the input data,

- a transducer (11, 16) belonging to the data me-
dium transmits the output data in the form of an acoustic

15 - signal,

- the security code corresponding to the output
data is communicated to the electronic user device (1) via
the input interface (1lb, 12, 14) of said electronic user-
device, | N

20 - depending on the security code received by the
electronic user device (1), a certain operating moée of .
said electronic user device will be authorised or not.

16. A security protection method as claimed in
claim 15, in which a human operator listens to the acous-

25 .tic signal containihg the output data and said operator
determines the security code depending on the signal heard
and communicates this security code to the electronic user
device via its input interface (1b).

17. A security protection method as claimed in

30 claim 15, in which the acoustic signal containing'the out-
put data is received by the input interface (12) of the _

electronic user device directly.

A



21 _ 3. Adata nediumas clainmed in claim1, designed to be
‘subjected to several predeterm ned novenents inposed by the electronic
user device (1) when reading said data medium the central unit (7) of
the data nmediumbeing set 5 up to determ ne the i.nput data on the basis of
sai d prede- term ned several novenents of the data nedi um detected

over tine. 4. A data nedium as24«l ai ned in any one of the pre-
ceding clainms, in which the notion sensor is an accelera- 10 tion sensor

(10). 5. Aidata @%@h&ﬁk@sﬁgb@é@%idd1MéﬁHdH‘%s'5&3#%?8 in_ahfe

el ectronic user device (1) rotates 't data nedi um at ast one
pr edet er ni nedonet aifi ¢ asiped whed t'éadingwhich thata;auﬁtmm segsal behrg a

radi al accel e atigg s sor H% é% ada ted to, t rotation of the data
medi um at sai d2af" gagt 01 et to a remotegcomtygly

medi um as cl agsgeEibA dnB)oR@ieh Hlé(telihﬁnes tkfeecgétgncl@y NBodéd NoMhi g8 fhe
notion sensor (10) is a, cur- rent m cro-generator which is designed to

generate anh 2018l &f r?éléurarc@rﬂsﬁm%ns%%’éahata@%mmmg}s| ¢hirs neeconiapd
whi ch supplieg yhe §e2#§£q¥>qu é- htgggggep ﬁ%5alh¥ h?hmiégggéggérlc

power . ta ne alne ny ‘one of
cedi ng cl ai nsusen dbwvdbet he central un|t (7) i s designed 25 to shut down if

the notion sensor (10) _.detects _a novene of said data medi um which

does not mneet certainlﬁreﬁéFeP a d%ﬁﬁuﬂFQﬁWWeﬁ?aciﬁlméépﬂﬁgaﬂxrpmﬁrﬁﬁl

use. claims 1 to 14, in which coded data are exchanged between .

10 a remoté central station (13) and the central unit (7) of
the data medium wvia the recéiving interfaces (10) and re-
ceiving system (11 ; 15, 16) of said data medium.

20. Use as claimed in claim 19, in which the user
is identified on the basis of coded data exchanged between

15 the remote central station (13) and the central unit (7)
of the data medium in order to provide security for a re-
mote transaction.

21. Use as claimed in claim 20 as a means of proj.
viding security for a remote payment transaction.

20 22. Use of a data medium as claimed in any one of
claims 1 to 14, whereby the electronic security'devicé (6) .
has in its memory a count of units of value and the cen-"%
tral unit (7) of said security device is set up so as to
vary said count of wvalue units on the basis of coded data

25 received and transmitted by the central unit (7) wvia the
receiving (10) and transmission (11 ; 15,16) interfaces.

23. Use of a security—protected data medium as
claimed in any one of claims 1 to 14, whereby the elec-
tronic security device (6) has in memory at least one user

30 unit counter and the.central unit (7) of said security de-

vice is set up so as to vary said counter depending on

Hlllll! HIIH lIIN Hlll I llll



8. A data nmediumas clainmed in claim7, in which the central unit (7)
'is designed to shut dowmn if the nb- 30 tion sensor (10) detects continuous

notion for at |least a pr edet er mi ned peri od.

22 9. A data nediumas clainmed in any one of the pre-
ceding clains, in which the transm ssion interface has an acoustic
transducer (11, 16) which enmits the output2data in the formof an
acoustic signal. 5 10. A data nediumas clainmed in claim9, in

whi ch t heme@Bheak sUBIEt thé) da?casef{edamnmét@étééwof%étfnStEbH“QLan or

fromthe transducer (11, 16) is emtted in the form series o
sound S|gnals(é9)var|able duration, separated from one anot her by

peri ods of silence of predet e ed 1 dur tlon t he ,out dat a bhei ng
coded by the varlatlonalndg% %J%%hﬁ%ﬁgoﬁn F ghe gﬁﬁféﬁﬁﬁ?ﬂ§6uﬁdr§ﬁgﬁags
11. A data medfughasuskai med tisn otl &h® Lountethiih takerd h@r&@n&ﬁalexi:'@khaﬂ)
is set up so that the _acoustic signal fromthe transducer 16)

emitted i @ t hESRERH 6R215DYsBEERS Oft e MMM ISP igHe sfacach2l) be-
conpri sing sey§ﬁ§#e terSQE”E@gﬁrigﬁgge%H%%al of a constant duration, the

num ber © ntary sound Signal's in eac ‘st ream bei ng be- t ween
1 and a whol e nunber n at |east equal to 2, the streans of sound
signal s being separated fromone another 20 hy periods _of silence at |east
equal to a predeterm ned duration, and the output data “bei ng coded by

t he nunber of el ementary sound signals in etﬂniﬁ"mﬂ'm""rﬂ)ﬂnd si gnal s.
12. A data nediumas.clainmed in any one of clai



9 to 11, in which the transducer is an electronic buzzer 25 (11) which

‘emts.an acoustic signal exhibiting a constant em ssi on frequency
spectrum 13. A data nediumas clainmed in claim9, in which

the transducer is a | oudspeaker (16) connected to voice synt hesi si ng
nmeans (15), the central unit (7) of the data 30 medium being set up so
that the | oudspeaker emts a sound mesd¥age which is conprehensible to a
hunman operat or and contai ns the output data.

23 A s&éur&t@ab&dﬂaﬁﬂéaEﬁbﬁ%&bl&*héﬂl@ﬂYf@Eedl il data and
preceding clarnms, constrtuting an opticarl arsc. I5. A metrtod of

provi di ng Se(‘%r$¢9uﬁi‘-ﬁ¥pPFPﬁ-ﬁc¢APn methcﬂlaﬂlélmgsmg Jate meddymd in any
one of clains 9 to 13, 5 and conprising the follow ng steps, whereby

- the data mediumis read in a reader (2) bel ong- ing to an electronic
user device (1) having an input in- terface (1b, 12, 14), -

the electronic_user device (1) transmts the input 10 data to the

recei vi ng int%??%ﬁ%c?lo) of the data nedi um - the central unit
(7) of the data nedi um deter- m nes the output data on the basis of the
i nput dat a, - a transducer (11, 16) belonging to the data me-
diumtransm ta SEeunmtpuprdaeated el ifuor nf af dhgﬂt@MsﬁataﬂbompﬁﬁEﬂng a

- the security code,corre B di ng &8 t he out put data js conmuni cated to
the ol ect roni FeCSLYLBRVIRESFERCE 410) SEfatPhi@ TefedaddiRab, 902 Augmof

said el ectrondg H$BEtronic user device by detecting the movements im-
posed on the medium by the user device, an output inter-
face (11) set up to transmit output data on the basis of
the input data received and an electronic central unit (7)
connected to the receiving and transmission interfaces and
set up to determine the output data on the basis of the

input data and to transmit said output data.

FIGURE 2



dévi ce, 20 | - depending on the security code razgi Octi Q>)5 tsné 0-7

el ectrqnl c user device (1), a certain operating node of sai da $§9 Ma?l c
user device will be authorised or not. 16. A securlt pY*t ect’f on
met hod as claimed in claim15, in JfiRh a human operator Ilstens to the
acous- 25 tic signal containing the output data and sai d operator

det er m nes thmgrlty cdde dependi ng on the sjgnal heard and

comuni cates #hi gcburity cpde vb the eJrecion) c uigr device via its
input interface (Ib). S 17. AybecuLiyl protection method as
claimed in 30 claim15, ijn W ch t heZacousti|c pignal containing the out-
put data is received by tHe |’nput mferface( 2) of the el ectroni c user
device directly. / 24

18. A security protection |nmet hod as/clai péd i hny one of clainms 15 to
17, in which the lagoustic |signal gbn- 4 taijnihg the outt data is
transmtted to a refQte cqntto ati-on—('13) ghi ch déler es the
security code on the c oS inSmep g G |gnalnd nsmts this

security - de or not {T e Trmput—nertaeR (14) oF the el ectroni
user devic ot Use of a dalTa nasdpm as clained in an

clains 1t i n whi 3911 oted data are exchanaggd bet ween

central statysen (13) a __"'"' ﬁ:&ﬁﬁi&&% t he ata medi

t he receivi nl;?. nt er f aces S=FF—are—Fe Hg syste

sai d data nedi um 20. Use as‘)tglal med in claifm 19/ i o\t he
user
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Fg‘identified "t hetbasi s of coded data exchanged between 15 the renote
centrafl. station (13) and the central unit (7) of the data nmediumin
order to provide security for a re- ?' e transacti on. 21.
Use as clained in claim?20 as a nmeans of pro- viding security for a
renote paynent transaction. 20 22. Use of a data nmedium as clainmed
in any one of ~claims 1 to 14, whereby the electronic security device
(6) has in its nenory a count of units of value and the cen- tral
unit (7) of said security device is set up so as to vary said count of
val ue units on the basis of cuged\g‘ ived 4 |g§$ mtted by the
central unit (7) via the recei vVI'ng ACE®) m {11 ; 15,16)

i nterfaces. 23. Use of a|security-protected data medi um as
claimed in any one of clainms 1 to 1¥%—whpe t he el ec- tronic security
device (6) has in nmenory at |east one uspr 30 unit ﬁ;unter and the central

unit (7) of said security de- Vi-ce—ib-set, up s vary said counter
dependi ng on MP 28 novenent s of
ectBAT Dy t

t he data nedi um det ‘ ensor 4 24. Use as
read of*t\S usert fts on the counter
5 read y nea J]of ac ni cation

clained in claim?23
is taken from an exter

interface (21) be- Bngi ng to“said sefurity device (6).
A/D
T8
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