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Rel ated Application This docunent clains priority to U S. Provisional Patent
Application Serial 5 Nunber 60/528,890, entitled Trusted Mbile Platform

Ar chi t ect uW@2045%¥§! Decenber 11, 2003, the entire spediGVERHEMYE which is
hereby incorporated by reference. This application is related to pendi ng

U S. Patent Application Serial No. (Attorney Docket 884.B89US|I), entitled
"METHOD AND APHARESEEDONM ABIREPIRKOEORMA RGHEFECTUVREN 31, 2004,
which is 10 assigned to the assignee of the enbodi nents discl osed herein,
Intel Corporation. Technical Field This invention relates generally to

el ectroni c data processing and m&&d%%gljcﬁﬁb]ﬂr| y, to a trusted nobile

platformarchi tecture. 15 Backgroun re[ess nobil e devices (such as

cel lul ar t el ephisdeeiment elabpgpriarityyta EliS. BreoyisianahRadent (yppligationSegal) ar e

LyPlcal | % B8R d0/58, 802 EnhANELAS! fido R Bladlet ARBIELAECARADLLNG 90, AS easy
as they are to 10Sé,” such devices are just as easy to steal. Because of the
pr opensi 2903t thekeatizGspstificaion dfiwdsch isherelpemcaperagddyepfeidabe t o t anperi ng.

Mor eover, the m nimal|.st.app ch to ildi a..l ow power,.devi ce often
makes these m&a&%ag%lsé%@{%?%?ng{giIg'g(ﬂ)aget{%%rpﬁgcagpn%(%@r%?‘i ng system and
hardware), which in turpAfB#Hep DobIABS4ABLEMS ) ngitied“METHTD AN a nalicious
user and7or applicafion. Users are depending on these devices for nore

val uabl eAPRARATYSRFRRA TRYS PRACERSARS fHed oreliacdsd 1, 2@k whighds st ori ng

conf jglentd i : : r j e red ogunbers,

addr I&laésjsegsé,Si%'%l %‘? %ﬁgﬁq%ﬁ%gﬁg %nggﬁl{rfe atesr%ﬁe alsmd%%ﬂgblﬁﬂ?og%ggmﬁkcor di ngly,

t hese devices are increasingly becone a prine target for thieves because of
the ease with which they can be o c.kel el hus, there are needs to ensure
the integrity of the device, in application and data stored
therein. 1 WORQ@hAt6E felatdd(cha PR P (A EbbRR YataBro@bsite st e ipanicalbriy,he

Drawi ngs Enmbodi pents aof .the invention may be best understood by referring to
the fol Toméeﬁ%‘fqﬁiﬁtiﬁ?m“%{ﬁ}é}teﬁ%npanyi ng drawi ngs which illustrate such
enbogk ments. The nunbering scheme for the Figures included herein are such
that the | eading nunber 5 for a given reference nunber in a Figure is

associ ated with the number of the BichgroundFor

‘Wireless mobile devices (such as cellular telephones, personal digital assistants

(PDAs), etc.) are typically small in size, untethered and are therefore easy to lose. As easy
as they are to lose, such devices are just as easy to steal. Because of the propensity to be
20  stolen, these devices are susceptible to tampering. Moreover, the minimalist approach to
building a low-power device often makes these embedded systems simplistic (in terms of
operating system and hardware), which in turn makes them susceptible in the hands of a
malicious user and/or application. Users are depending on these devices for more valuable
uses. In particular, within such devices, users are storing confidential information, such as
25  receipts, credit card numbers, addresses, telephone numbers, confidential documents, etc.
Accordingly, these devices are increasingly become a prime target for thieves because of
the ease with which they can be attacked. Thus, there are needs to ensure the integrity of

the device, including the application and data stored therein.



exanple, a trusted nobile conputing device 100 can be located in Figure 1.
However, reference nunbers are the sane for those elenents that are the
sanme across different Figures. In the drawings: Figure 1 illustrates a
sinmplifiedVPaMWEP%8Hal bl ock di agram of a nobile conput PRFUSAVYBENce havi ng
a trusted platformarchitecture, according to one enbodi nent of the

invention. Figure 2 illustrates a sinplified functional block diagramof a
cryptographic processor AIntion Of #ub AW conputi ng devi ce, according
to one embodigmmly il he hUFR nA) be best EhliiGodhy lobdiztd @R one embodi ment
of an entry in a key cache in a cryptographic process wthin a trusted
mobi | e cfolipwing descedptiorcand aacnapadying dtawingseviechidustraenducl Embbdimentsvent i on.

Fi gure illustrates a flow di agram for. the operations . for interfacing with
a cryptol F’&n%ﬁ“ﬁ%%g%?}fe Igig‘é‘%? ’&Fni’fgechfr%ﬁéfeéﬂggthf’tﬁgﬁ{eag‘f‘gﬂ’f@ Fhvention. 20
Fi gurse Sfof b biveh feldr@ifee Ruib&Vin dIFa@ERe N bRk iatediviihahé mahte? Bf e Figerey FbOgr aphi ¢
processor, —according to one enbodi nent of the invention._ Figure 6A

i | | ust r espls, # iresfpdamelylesompatingdavined 40 spehederatrdsnkigwe h Hogteypt ogr aphi ¢
process Wefer&%g@{rgﬁe?garg (ﬂue%gﬁl? SR %‘ﬁe'ﬁ{enfgfthz? hEe thd MRt RIS ﬁﬁf&éﬂte 6B
illustrates a tlow diagramtor execution of a cryptographic operation 25

usi ng a Kigwyps dgtlmpdrawingey wit hin a cryptographi c processor, according to one

nbodi nent . the tion,  Fi N rat fl.ow di agr.am f
pdat i ng ot Mg lERRS hefnyed Mrbiidest bokf oG Ba s M sBalRiRRG 0o one
enbod) Medevice hatifiea trist@hlht®iim arbhigutuee, 8cdotdiniSioloat embadimenidfithe ed functi onal

bl ock di agram of a system 30 configuration wherein a trusted nobile
communi cBY§¥A% devi ce havi ng cryptographic operations may operate,

according to i . Ofs i i : j¢l i:ption 2 WO
2005/ 060151 F@f’%%gg‘gﬁﬂfgg?516‘3;1‘5@@?‘#8%@3’88‘29‘3 ug]adgr? ysS %?rfrlslgf or a trusted
mobi | e piratesr mithinchinistedtebéle zpmputingodevise,ciccdrding heorfecimbmdimentad dher i pt i on,
nuner ous, Sé)%ci fic details are set forth. However, it is understood that
enbodi nefit€8F t he i nvention may be practiced w thout these specific

detaid s. | n @ifak 3iihsdtrars efc embddimémofan eitryGitiiaksy cathe icd eiypsogapllid echni ques

have not been 5 shown ir& detail in,order not to obscure the understandi ng of
this desRIPFESIOr & hin a trusted mobile computing device, according to one embodiment of the

invention,

Figure 4 illustrates a flow diagram for the operations for interfacing with a
cryptographic processor, according to one embodiment of the invention.
20 Figure 5 illustrates a flow diagram for initialization of a cryptographic processor,
according to one embodiment of the invention.
Figure 6A illustrates a flow diagram for secured operations within a cryptographic
processor, according to one embodiment of the invention.
Figure 6B illustrates a flow diagram for execution of a cryptographic operation
25  using a cryptographic key within a cryptographic processor, according to one embodiment
of the invention.
Figure 7 illustrates a flow diagram for updating of microcode within a
cryptographic processor, according to one embodiment of the invention.
Figure 8 illustrates a simplified functional block diagram of a system
30  configuration wherein a trusted mobile communications device having cryptographic

operations may operate, according to one embodiment of the invention.

Detailed Description
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This detailed description is divided into three sections. In the first
section, a hardware architecture is presented. In the second section,

trusted and cryptographic operations are described. In thir ection, a
syst em opeV&x % %’%‘%M ronment is described. 10 Hardwar ep%?@%p{lg)éﬁg e Figure
1l illustrates a sinplified functional block diagramof a nobile conputing

device having a trusted platformarchitecture, according to one enbodi nent
of the i nvenMethods,lappavains anddystems forgurusted mobyle platfame architeGtWeE nobi | e

conput i ng_deyi 00, Whi ¢ ) : i u f
di ffer engestcg}%%(g%#her%gg?‘f’l g@S#%BWé}Q%%{&’?%g gaﬁgggthﬂ%%eg% fgréﬁ'l Sflgg{evfél ephone,
a PDA, efitds Jndefsisdithat ehdddimehisl of tleanentiomgayespraetickd Ovithnet thesesspacific

systemon-a-chip 102, a dis 103, a ,touch 04 and an nna 105,
whi ch ar 8etady gy f”étjé‘l‘:q%eY’glll'%ﬁ%w’H?‘Ecﬁ}t%lﬁ“nge%%adge%ﬂh%ﬁ gab‘fe I%ng\%ﬁ%ng devi ces,
such 8s andvi il ddtailGh Ylethoth SBca thd-(Hdbrstabdiag of thétdescripiont ouch pad 104 may
be used to receive input from20 the user of the trusted nobile conputing

devi ce 100. F&hisaxtailed descrintiontpdizided it thing spatipns.pli the Hishéstotouch pad, a
keyboard, et c. . t I LS H[gg:lai ng device 100
may i ncl tlférgwarenég\é ltg?tﬂ%p S g%%ee@%\éﬁr}iﬂghsgg%h ssgb?lg)ﬁ’g as aggg{}@sage%%{f/ Qut put (1/0)
| ogi c, etoperafi@rs atddeséritiedt Imthe tidrd seotionpd syatedi apedding efiviommenéisuser . The
systemon-a-chjip 102 nay be a single chip wherein the conponents descri bed
25 herei e%’Flge‘ivithi n, for exanple, a same seniconductor substrate.

Al terjpatively, the system on-a-chip 102 nay be a nunber of such chips that
are epoxi ed together. The systemon-a-chip 102 includes an application
processor 106, a trusted boot 1t ry (ROM 108, a conmunications

| i 110, : AT - ot |
ogl ¢ a %&'5 ?Tk@?até&%g@ﬁﬁ?@ﬂfﬁ%(ﬁﬁi 31801(@5@%5&‘1 ofQMdbak c@ﬁlgﬁtétg% a?i e

nonvol atil e nertbr e nenmory 30 controller 118,
menory 12@yicahayirgphincted phagfamidhitecturti aceodingdorongerabadiwent ofhed) | ogi ¢ 124, a

crypt ographi ¢ processor 6 .peripheral [|ogic 128, .a Joint. kest. . Access
& b (o PReSerh B RS Ren S5, B SisBrea RS spPi SRS 00eTkish 106" e
trustigd hagtoe skRBtivd e MBEY 6f Giffbreftgpds 00 dbild Ehmpltiag doviced(shetras112, the
nonvol atile 3 2005/ 060151 PCT/ US2004/ 041909 penpry contr?lfker 114, the
nonvol at ialcellwianiglephone.s PPAected ks frustedanahily computing degice 19 inclydsg agr aphi cs

bus. 130 Keehelnar 0% R 108 B e e F e P e
conponentcguplediiogethiérs ghedispRg maydetamsmbenof ivjeaing devicss csueloam bluld t he
system Orbr)gs_taﬁ lﬂigplg'yo&éd}rsgr% h, etc. The touch pad 104 may be used to receive input from
20  the user of the trusted mobile computing device 100. For example, the touch pad 104 may
be a numeric touch pad, a keyboard, etc. Although not shown, the trusted mobile
computing device 100 may include a number of other peripherals, such as audio
Input/Output (I/0) logic, etc. for the input and output of audio data from the user.
The system-on-a-chip 102 may be a single chip wherein the components described
25  herein are within, for example, a same semiconductor substrate. Alternatively, the system-
on-a-chip 102 may be a number of such chips that are epoxied together.
The system-on-a-chip 102 includes an application processor 106, a trusted boot
read only memory (ROM) 108, a communications logic 110, a controller 112, a
nonvolatile memory controller 114, a nonvolatile memory 116, a volatile memory
30  controller 118, a volatile memory 120, a graphics logic 122, a direct memory access
(DMA) logic 124, a cryptographic processor 126, a peripheral logic 128, a Joint Test
Access Group (JTAG) interface 155 and a bus 130. The application processor 106, the

trusted boot ROM 108, the communications logic 110, the controller 112, the nonvolatile
3



5 the peripheral logic 128. The antenna 105 is coupled to the comuni cati ons
logi ¢ 110. The communications |ogic 110 provides for the receipt and
transm ssi on of I/O|nto and out fromthe trusted nobile co t devi ce
100. For eX4hO¥0{He conmmunications logic 110 nay recBfVESHAA4NANsH ¢t

W rel ess comuni catl ons into and out fromthe trusted 10 nobile corrputi ng
devi ce 100 using the antenna 105. The antenna 105 nmay be a patch, nonopol e,
di pol e, besamqry semzojler bid, themertdlailememanedfathe soshilg tmm@wonm&lerr st her

descri be [ggﬂp cause the
appl i cat ﬂ%n h?é/! 10%9?22%% %geggdggglseg%ﬁgh%?wjgr pirztﬁfnatr%?d\}g ?ﬁﬁhﬁuctl ons
for a cr ot o30. adpcmondmagly:,rth& busrlBO Provides pormmimicateons ambngmich@nmpmytsbe

transmtted to proce 26 for e

i o1 oneliegispiad e d i e B8y B RRRS lo gt e T Ot D db Bt

crypt ggrq%&lpg&@na%lbqgg perfornmed by the crypt ographi c processor 126. In
sone enbodi nent s e communi cations logic 110 may |nclude a baseband
processor (a dhgpntgmnagiOdissoupled ieths spmmapieations lagicel 10 e est abl i shes t he
parti cul r ng devi ce
190, The 5 SEIRRH: 3G 310 b aRENo gl el o R e
exanpl e, frdm thed¢rusted stobile owiputiag dc\ocq:)LQOl Fgr ekawiptep theQ@ningungcatients| legiar

t el ephone,, .t hen t Qrmuni. ns logic 110.provide a,cel |l ular network

i nterf acélog‘%r?cgf‘@?g trﬁ?sél?l\’p‘ggﬁlessfco lcat[‘?lﬁél%an#r%tisffoén g’(?ﬁﬁb’ﬁtﬁll ng device
100. 16or hdbile chinp@ifpSdevicall 60 ﬁﬁﬁgﬁhebﬂ@mﬁdssbﬁﬂdarﬂélﬁﬁﬂ@&h&yfwh peshabl i sh a
code division nultiple access c%lCDI\/A cel l ul ar radi ot el ephone conmuni cati on

system dRONgPQle Pt hgamEArapes dipetiamrbantenaeagtonE OFKEN A UM IPEPS DN syst em
as just g as a
col Lt on RS B e B0 e ol o o
St andar dsl0b e génerateeonetor loye prmitive instrpetiopofak cryptagnaphid epeetiont Sushal
Tel ecommuni ca ti.0 iLon for rnationa lecommuni cati ons
(ny - 3B By Bt e e Rl S B Pl B Toe 46T R 30 Syet ene
(FPLI\IFBS) .exddutiomas edicouehllyl the amtidia lm)ayna@%h@bt ¢omiimeiibationt @ NMuni cat i on
standards such as d obal Systemfor Mbile (GSM Comyuni cation, ETSI,
Ver si on STPIRBrERISAASFAYERS a%@syedlaft EETBIOBTAPPS PRRESIREUZD Servi ce (GPRS) (GSM
02, 60, ver ! ofy buomdikSrs, 1 EmntRZAIAO0NT ALy RETUUEAGHA 1909 The
trusted boot ROM 108 stores code that Is executed he application
pr ocessoprdeoptai digital signal praskssor, iforgxamopit) thit qsvbhshe@ﬁsmattlcn systemto be
execut ed ot 8 SRR OB RLAES 3B dAuriff oS i) 1dgscri bed bel ow, such
code causes € execu

20  communications logic 110 may be a wireless interface. For example, if the trusted mobile

‘:1

computing device 100 is a cellular telephone, then the communications logic 110 provides
a cellular network interface, a wireless interface, for the trusted mobile computing device
100. For this wireless interface, the baseband processor may establish a code division
multiple access (CDMA) cellular radiotelephone communication system, or a wide-band

25 CDMA (W-CDMA) radiotelephone communication system, as just a fow examples. The
W-CDMA specifically has been proposed as a solution to third generation ("3G") by the
European Telecommunications Standards Institute (ETSI) as their proposal to the
International Telecommunication Union (ITU) for International Mobile
Telecommunications (IMT) - 2000 for Future Public Land Mobile Telecommunications

30  Systems (FPLMTS). The baseband processor may establish other telecommunication
standards such as Global System for Mobile (GSM) Communication, ETSI, Version 5.0.0
(December 1995); or General Packet Radio Service (GPRS) (GSM 02.60, version 6.1),
ETS], 1997.



a nunber of trust operations (using the cryptographic processor 126) to
ensure the 5 integrity of the operating system A nore detailed description
of the trusted boot operations is described in the follow ng co-pending,
commonl y ad¥? YMELPOFIS, patent application entitled " SeRPGFURIHN 1P ect r oni ¢
Device", Serial No. 10/745,469 filed on Decenber 22, 2003. The JTAG
interface 155 provides a debugging interface into the trusted nobile
conput i ng deviT(hetrmSI@dbMKDMlﬁ&mmbaodeltbatriemm}teflbﬁthmpplb@tiahy of a nunber

o o SRt REHES Ll S E o pe LA
types of applictibh procssséreidiol esrfedmin: d%mbﬁlﬂbv@,&u&ﬁ%ﬁﬂ@ﬁ&uséﬂheeﬁew&mo& (RAM
(e.g., Synchro etc. 15 The

nonvol at |W§‘“H’€ﬁ‘b¢ls Sf%‘ﬁ’("ft@m @%Smﬂélf? ‘?%PteﬁﬂngA Hrof"’oss?rﬂégh’i?rﬁ?é?rﬁf}iel e menory 116.
The vgl atlhtlegnt?%mre)bp&@ﬂﬁé Qsled] A dfrd detfiRY ak&ﬂgﬁ&l $thiRe H@h@ttdoe menory 120.

Accordi ngly, “conponents coupled to the communi cate with the
nonvol at |qperaﬁerirm gk:sm@ed lalfhf H@wmepapmcbngmmnlyz@smmddbgmaﬁqné nonvol atile

memory CO Entfltl%é“ ecurl ié? gv1 ’rrgér}/al f‘]%n{d/ £6r9 fill respectively.
Do RSl b %

The crypt rap |c proc $Sore peri phera ’ogi'c are coupl ed
to the buBectdbert2y 2003h TﬂnbéTDM‘inﬂeﬁ'@deClSi&bﬁowdé@melmglghg interfaqel istd the t he bus 130
may communi cate th the cr p aphi c processor 126 and the peripheral

| ogi c 128“‘{3??% P‘i’i’ép‘tﬂ%dl%‘@ 24. The cryptographi c processor 126 is al so

couplgd di reCt’I‘h}énoﬁ%‘la@ﬁ@ﬂﬂeﬂbtyvﬂ%%aylﬁétaﬁ{rBﬁ&ﬁ&nb&%fﬂl@ﬁrdﬁ@%@d&T' le menory 116
and the volatile nmenory 120 through_the 25 nonvolatile nmenory controller 114

and t he ongelptile wrigabls pemeness gichap a f@BSHrIé@p@’beth/eTf}e volaide BIRBORY, 1% her

t t
;?gg 22 ggrlﬁ?o%%ggfg Bb&ﬁf:%g)é gs S ‘#{%?ﬁ RONV Ol l(t?e %ggrar@%p%ﬂmﬁ%ts ﬁ%el §%I Ia? |n |l e
menory 128ccessiMangi (RAdMHe.gr, Symdheoniont BytﬂmeRAM\dSiDRAM)aDRy&M DTeR-

cryptogrgﬁgigvﬁrggﬁ%sor 126 and the application processor 106 nay access
t he nonv ty 116 and the volatile 30 menory 120 through the bus

130 (public i nhehbdeasile mmsry%ﬁe&mr1@pnlc@uﬂé@fb&ﬁ@@dnv&&ﬁlermemd}?r1t16tl on the
volatile nmenory 120 into at |east two different sections (a public section

and a prilhstvelagleqnsrenty comealist 41 &vigicqupleshipyhe yodatile momeygi2ep Iﬂﬁcé‘)fé’rrlﬂé)és sor 126
D005 0601 ST PR IRSERS 1 EAT Sy I kolpirblate Bl g5 REAYRANP hehll; 15 110,

di f f er entand drepoiatite metnoryt 126 througit thel nomiolatite mcmm'gubntmgledém el thd0 may access
the addr Solatild 4 agmeor\§m c%rrlltlr(ﬂl ?F8 rgs?)eétf\:fe@e%é grr;lp%fgratpﬂlfc": processor 126 and the

20  peripheral logic 128 are coupled to the bus 130 through the DMA logic 124. Components

coupled to the bus 130 may communicate with the cryptographic processor 126 and the
peripheral logic 128 through the DMA logic 124.
The cryptographic processor 126 is also coupled directly, through private
interfaces, to the nonvolatile memory 116 and the volatile memory 120 through the
25  nonvolatile memory controller 114 and the volatile memory controller 118, respectively.
As shown, other components in the trusted computing device 100 (such as the application
processor 106) may not access the nonvolatile memory 116 and the volatile memory 120
through these private interfaces. Additionally, the cryptographic processor 126 and the
application processor 106 may access the nonvolatile memory 116 and the volatile
30 memory 120 through the bus 130 (public interfaces).
The cryptographic processor 126 may partition the volatile memory 120 into at
least two different sections (a public section and a private section). Accordingly, only the

cryptographic processor 126 may access the address space within the private section of the
5



vol atile nmenory 120. Such a configuration allows the private section to be
used for secure/trusted use and precludes the application processor 106
fromaccessing this section. 5 Therefore, if a virus and/or nqlicious code
vere to beWORMAPIEY on the application processor 106, SRR EIEE ay not
corrupt the private section of the volatile nmenory 120. Accordingly, the
crypt ographi c processor 126 nay use this private section for_ secure storage

of  encr ypeletdle srepro 2 phdditicnayly, thedifferepiroppopeniyin the FredIpebile i ons perf or ned
therein. odfo e btitDho HESELLRGH: RNl il v ABli8RRL6n B @EesSOT 126
DT ot Bct e t n f

conpri ses storage and a nunber of different functional units. The
crypt ogr aglhtile npneee $30r Sutha coafjgurgioowilowes the private bestion tuld wad BF sof t war e,

har dware, configurati on data, etc...associ at ed Wt £ ithin the
st o ottty oudhs 4 SpttagFroalf it Hom MeeBHBTH ol
initiali7atkRR, ofa AR ahdds iadciomoleweempbs éxegutiip\inake dfplicattdne crypt ogr aphi c

processor 126 15 may perform a cryptographi c hash across the co of an
appl i cat poseseil osshcade mpynet£eRuptihs %Véﬁedﬁ‘é@né’?g@é’rﬁ‘fﬁuzq MR ]1(1 “securely

stored i . ggf@ i Wet=¥ dhFéreBaire y, the
crypt ogr%ﬁfﬁ‘f}g‘“%%@%? r ?g%aﬁ%@#ég?rgggﬁéfegrﬁm ???tgrséﬁit c]%_y rgraphic

. pt o
oper at i oserage of empryet ayptograplic kéys, ¢te. i beebedimbthe eperaiigngPeremsdyvi ce 100. For
exanpl e, ;the cryptographic processor 126 may generate cryptographic keys,
perform i ¥rent types of 20 encryption and decryption, generate hashes.

di gi tjgl si gnanyR@ter BdseribedtR1AN M ERitOMIphiy froes swrl 26 06mprises prtdcteda i r st
operating context, while the crygt Oﬂraphi processgr 126 ma e in a second
oper at i n§toEgA ers e numpg of differend SuicHenaheputsc JR¢ BYPIORHENICRESERb P BPer at i ng

cont ext R ol ARRAGEHRALr QImARC RaQWARY corbilalo B, cxdlasetiubadifiel ow, the

appl i cat processor 106 nay execute .a’cczlrl_ver (for the cryptographic 25
pr ocessomor &@eitingheithip tevtiugted mdbde compiting devieret e dior axamnle 46 pyhal tBkecut i ng on

Lhe e RS S RO il BB Bl OO A AR BB BrROr 28 (| 1 Ouah

the DVA [MBY Ves 1 edue erent ‘security
ser vilges magypeHemi 4 68biographicrhastt acrose fercydd ofain applémtiyphndevmpatecthis Haslom t he

operating system controlling the appl.ication rqcessor,. 106.. The driver may
gener at e?%%ﬁg%ﬁd ‘ﬁ‘i’iﬂeétl"_ﬂrﬂi"“rtrfstﬁei%‘éfe]b'ﬁ& f}}eé%teﬂgg’éﬁe&mﬁﬁu%@ Yice Ig&gervi ce
request . sHIRRRaIB/, tHE dypiSarhpid %ss&sb&n% A& ploRfi8s For FRSert ryiphfraphiePt 0gr aphi ¢

processor 126 for execution. reover, the cryptogr agqrbl C_processor 126 nmay
retri eve operations dfiringyepenasionf thsl tarster eohderenmputing davies H0. thes exammie.ithe nenory

120, 7oA 0k R R BB B BB oo on e
pr oc @9sokndiioneayd dxagption, generaypiiashpsadipital sigpam@sjetmn on the retrieved data
The application processor 106 may be in a first operating context, while the
cryptographic processor 126 may be in a second operating context. The first operating
context and the second operating context may be independent of each other. As further
described below, the application processor 106 may execute a driver (for the cryptographic
25 processor 126) that provides the interface between applications executing on the
application processor 106 and the cryptographic processor 126 (through the DMA logic
124). This driver receives requests for different security services (authentication, trust,
encryption, decryption, etc.) from the operating system controlling the application
processor 106. The driver may generate one or more primitive instructions based a
30  security service request. These primitive instructions are then issued to the cryptographic
processor 126 for execution. Moreover, the cryptographic processor 126 may retrieve data
(from the nonvolatile memory 116 and/or the volatile memory 120 through the DMA logic

124) on which execution is performed based on the primitive instruction. The
6



based on the primtive instruction. A nore detail ed description of the
operations of the trusted nobile conputing device 100 are set forth bel ow
in conjunction with the flow diagrans in Figures 4, 5, 6A- 5 6B. Figure 2
i1 ustrat esVQ2U50015% j ed functional bl ock diagram of a EFYREHYMEIMOC
processor within a trusted nobile conputing device, according to one

enbodi ment of the invention. In particular, Figure 2 illustrates a nore
det ai | ed dsymsegraptiiapioassserf 126 may egedyisch erppiogrephie Rperatiopmndle wpiaved gtecessor
126. 10 T, I essor 126 includes a DVA interface 202, an
instructi%ﬁe&iﬁ%gﬁé@%d an{eiét? 04, a controller 206, a mcrocode nenory 240,
a patch fl ag nemoredetilBd desariptiont ofthe spegitiohesf thetru@dBmolsieosptiting

storage/pl atf conf | tiqQn registers. 210, status .register 12,

nter med deviee Q08 rEge ot bay T crrr Bppern Sedlo SREATS i FERES 515 680 | nt er nal
vol atiqd e ggenory 220, an arithnetic logic unit (ALU) 222, a data encryption
standard 15 (DES) unit 224, a nessage digest &I\/D) unit 226, a_.random nunber
gener at or ( R\NEjigwrsi2tillusirates agimplifigd SangHens! hloglodiagiam qfarmyptogiarhi® 30, an
advanced Ji L aRgahshi [ ! ' ithmetic
uni t 234&%3%6,9%@21 %r ypt og‘?oé%ﬁlg@)%tr c&(gglg%’fﬁ%i%’gglg?ﬂgi uaes gﬁ érﬁh%@% of

di f f er entinfamtion.i biymiticwhart Bigyre Adllusttatega moreudeteled biock idfagmaneoftonecr ypt ogr aphi ¢
uni ts) (theq U %2{ t he, DES, unit 224 f{,he MD unit 226, the RNG unit 228, 20
the SHA URTROIBRHT 0% e CYPLOBIARAIC POESSSOR 12§ e exponential arithmetic unit 234).
Wi | e1¢ he m crieeeptdpeiphidprédssof IO McRidéd £DRIA interPpes 20d, anaRpidta, i n one
enbodi nent, the m crocode nenory 240 is a read gonly nenory (ROM. The

i nt ernal Seqeangs byfter gRtnsrqpnipoltr ﬁé@ agicroRgdegnenaory #ABch pagh RASMRDI®NL t ypes of

vol atil e i § ealploPreg(tRH i}z@%%ﬁh&%a%@g%gmﬂ@g@gérsQ%“é\ar&@- g,

, &t
Synchronous Dynam ¢ "RAM 2 | .), etc. As shown,
t he i nt ermgibtexs@13tinleemediate stprage 204, sutpnftersddy, mputmiesid 18 anriotstnabner ypt i on

key 241 215, ..The. key. , f
i1t er ent < By SRR gyl o il SEE LR LZ2, ERp MBI IR, o ey
encr yist i qDBESPusit £245 @dndsSage izt IMDYaha 226 BiionOMuisy SnersieRAVEIaMit Nt  Of

the key cache 221 is described in nore detail below.in conjunction with

Fi gure 3.22802 seawrefasioHeenthy (FEADpgit 21 anadrapeed sagryptionsstandatsld AES) untt  f er ent

types of 401588 b Bxpotitrtia® &RhefiBIR 4335 ThaY &l ﬁpt%%ﬁﬁ%@&?&%:z%mr y (RAM
(e.g., Synchronous nam c. RAM ( SDRAM , "DRA -SDRAM etc.), etc. As
further doedudeseymbprefslifferetidunstion uhitsl@nchusting ymaaiser nédifsteot e pat ch flags
that corresRondliCunRIRIARU 22, nd B Wr 298 He Rl ubiFHe B30 Uit 9%

20  the SHA unit 230, the AES unit 232 and the exponential arithmetic unit 234),

While the microcode memory 240 may be different types of memories, in one

embodiment, the microcode memory 240 is a read only memory (ROM). The internal
volatile memory 220 may be any of a number of different types of volatile writeable
memories, such as Random Access Memory (RAM) (e.g., Synchronous Dynamic RAM

25 (SDRAM), DRAM, DDR-SDRAM, etc.), etc. As shown, the internal volatile memory
220 stores a key cache 221, a root encryption key 241 and a counter 215. The key cache
221 may store a number of different protected keys, which may be data encryption keys
and/or key encryption keys (used to encrypt data encryption keys). One embodiment of
the key cache 221 is described in more detail below in conjunction with Figure 3.

30 The patch flag memory 281 may be any of a number of different types of volatile
writeable memories, such as Random Access Memory (RAM) (e.g., Synchronous
Dynamic RAM (SDRAM), DRAM, DDR-SDRAM, etc.), etc. As further described

below, the patch flag memory 281 may store patch flags that correspond to segments in
7



the m crocode nenory 240. A given patch flag is indicative as to whether a
given segnent of the m crocode nenory 240 has been patched. A nore detail ed

description of the use of the patch flags are described in nore detail
bel ow. The MMM f ace 202 is coupled to receive and PEHHEMWY4HLP a into

and out from 5 the cryptographic processor 126. The DVA interface 202 is
coupled to the instruction sequence buffer 204, the control register set
208, t he theomicsscpdesmemaryel4PCRsgivernaiehfiagds idisgtiverasde whether paiyen t he out put

butters 2dndit s h frib e P50 Bl e BRCHAS AT Ui SPAUaRAR BT T o7 204

stores pr ve Instructions recelve mthe app n "processor 106.
The cont rtid bserof 26 Patch flagedre desesba iginweadgail bélowve i nstruction 10 fromthe

instruction segu .huffe D4 and.retrieve .the assqci ated m crocode

i nstruction( s)%? ﬁ@ﬁgfrﬁ@farﬁ:ép%@d’agpq%#&??“?ﬂd t‘?ﬂsé%ligag? Hﬂ?‘_?)%ja%n %ﬂglt ructions
may isnc |th@&yﬁto%@;§ﬂi@§ro@éss&ﬂ@6ﬁﬁh@mm§ tht&rrch 0] RicEBsledMotthé Mhstriior ypt ogr aphi ¢
processor 126. For _exanple, one instruction may cause the controller 206 to

retri eve sadheBerciufist 2. tharcantreliegisipn sebt08 iy cppisxhstomese(fiiRa  10ethastadey 120. A
di 7 er entrogdifieh DU SR Yuta 260 hilteind mpGORIF Jigr 206 to transmit this key

to one o uriction units cryption. Another instruction may
cause t he decThpinstiudiat sceroceyquficn204kstgres prithitive imatrsetions medeived fonditlief er ent

functional uni.t to perf cr 0 phi c_operat.ion. . The ou t fromthis
series orPPiiPhomSeSerdBb, s fmSheAr B dr BR R kT s Bl oBuf Tor s 216,
The dii veéfont felinstrictionGEyiRheIhERARO4 RdaeRiesOthe 16diate@Yhiéloedter et ri eve this
output. A nore detailed description _20 of such operations is set forth

bel ow. THESTSERON() frompthe magrpeqde mesragy 240- gBHFES BHEORARIFANGI9AE B%r y pt ogr aphi ¢
hashes. Tmude%'éeﬁegruftopé%g\omgr R@ﬁ&%&ﬁl@a %nﬁth@&?%tﬁéﬂa 18 pratBor MBC For

cal cul ati ons based on" SHA. e exponential arfthhetic unit 234 may be used
t o perf orcnaplecine instrugtionghaycanserthe condiollerR0bfte retnigve an iendippted datoper at i ons. For

exanpl e, i . i i 4 . used to performfor
asynmet r ieégkgﬂtgarﬁ%p I%%‘Ii:ld %&15&8@%%%%@A?&s‘%élﬁ?eﬁ%ﬁrégrgﬁpﬁg% ichseotﬁe a signature,
et c. 15or cdntidlier 206 tottyepasit tiis lesyao yid ofthe Ainatishal st ferdebrypton. hendthéerest , Shaman

and Adel.man (RSA)). To. il lustrate, the exponential arithmetic unit 234 may
perform W&E}Féﬂ“ m%)xﬁ%??ethf fi%cmsffﬁfi SaensTarion Kai o 8&{15%1&‘5 forn diferepton,

addi ti on furiiBhd] ik b fﬁh%-ﬁ&% R SPtdtioR SZhd B R FohPhiY Rrigiyrber  of
different types of d;é\b(r:roypt icons (s%ﬁemreltori C, asyrrrré)tri c).nThe AES unit 232

may per f GHpTogefierRgRCtimS ey dx stomedainteethe awspes buffersiBé6. Bhe drdven(for theat i s
Cepenent oI5 90, Kl AR ST AR TS 1
and 24 8 of\xcA@PEratiGBls &l fdPBTbelol52004/ 041909
The SHA unit 230 may be used to generate and validate cryptographic hashes. The
SHA unit 230 may perform SHA-1 operations, and HMAC calculations based on SHA.
The exponential arithmetic unit 234 may be used to perform acceleration of a number of
different arithmetic operations. For example, the exponential arithmetic unit 234 may be
25  wused to perform for asymmetric encryption and decryption, signing, verification of a
signature, etc. for different types of encryption standards (such as the Rivest, Shaman and
Adelman (RSA)). To illustrate, the exponential arithmetic unit 234 may perform modular
exponentiation, modular reduction, multiplication, addition, subtraction, etc.
The AES unit 232 may perform a number of different types of encryptions
30  (symmetric, asymmetric). The AES unit 232 may perform encryption based on a variable
number of rounds that is dependent on the encryption key length. For example, AES unit
232 may support key lengths of 128-bit, 192-bit and 256-bit, that result in 10, 12 and 14



rounds, respectively. The AES unit 232 may be used to encrypt data
encryption keys wwth a different key, ternmed a key encryption key. Such an
operation enabl es the secure storage of the data encryption keys in the key
cache 221 JdYORWM&O&MdY1ati|l e menory 220. The crypt ogr aphi cPEFEEWEEH90226 may be
5 configured with a hierarchy of encryption keys. For exanple, the AES unit
232 may encrypt data encryption keys with key encryption keys. The AES unit
232 may emnundspiespectieslk eTheohES ynit 23hmkehsused taenchpt dase enaypiiopdeyowitikey 241.

VWiile in apn.enc ted for the .data encryption keys and the key encryption
dogenl iy e 3Ry Spigtiey

keys may b Yas the volatile menory 116, the
nonvol ati | e mMeS¥oh ¥n dpdtiorehatlewthe beuicherage\of tirglagidnc s/ pfioOReSsI0thekBy 126. To

ensure security, the root encrypti key 241 is not exposed externally to
the cr yp‘iaﬁlé‘?%%tﬂféhep‘fo @smor]}yz%(). %ﬂ%cr&@wﬁhlp pﬁﬁssﬁhﬁé@ﬁw m a nunber of
di fferfﬁ_“tcohﬁgﬁ%d Qrﬁth%'l‘&rﬁ%l?ﬁ)} Mbn@%ticlngl%kr&ypér'e&(ﬁj}g{)l%%e mrmllitezsztnk@ DES unit 224

may enci pher “and deci pher 64 bit " bl ocks o a based on a 64-bit key. The
MD unit 2@@rypheetgenveypsion kpysshidskeyraaeynigan keysyeBhesAES Bnip A¢2may ancayptunber  of

di fferent ndar ds. I he... ' Y, shes
based on tk/%ic%' er'%/l?&ﬁ?n e‘%é .Vﬁepﬁgpb%t ﬁé\“fﬁnﬁ%@' ﬁ@éel”@ea nggﬁé@gg%mb gck of
ar bi t r ar yddtzsigtyiptianReyg ané thetkey anckZBionikeyshgyeiss storddhin dMdembiyt (suchGsmigy al so

perform Keyed- Hash Message Aut henti cation Code (HMAC) operations. The ALU
222 may p %t@er REBOR G ethe Bpnina SRRy o2P) sikamal ¢ R EYRRETNC RFBESSSi ons 20

for tiust1RNeoRAGIY BchRHy, fﬁ@%(ﬁreh&??t_ionﬁ@,f’ 28XRMBE SpobdiCexfirddligde tHERY perform
addition, subtraction, nultiplication, division, bit alignhnents, shift

oper at i on®yptegraphie piocesfadizéal  functions (such as AND, OR, XOR, etc.), etc.
The RNG unit oY, f [ I \ nerati on.
The RNG unit ?%’g rraymﬁtgig“gﬁz{?i%é%[rﬁ gg@géarccﬁﬁgﬁe?%r&t B&Eg?ﬁngmﬁégﬁf to generate
a 25 sequizngeptiaf. Foaegonplliths DESdGit2Romay kncipHehenddeciplier &F bit blecksloBRs may be
passed th h . the uni for._additional randommess., The control
register é&%@%@ﬁgﬁ‘% ﬁ‘&tﬁgd’él&&zgﬂla?%?ﬂq‘%? hﬁsﬁ%s' @‘P%?iﬁgﬁ&g&f} C processor
126. P COatdd e 3/nuntRIBOM BBTeAt Qﬁﬁdﬁfd@.aﬁorte‘iaﬁlgl‘é, t8E Wb GRiE 0BGy PERERGSOr 126 may
store data into the control register set 208 related to control and

conf i gur dtaples bated oA MBEG, MDAt Sgr VP ynitg26 sy reced®. a messagedeadoal

Crust ed ronrty e b SPRE I RRE THRRD W% D MELEAR RERE. 0o pone
210 may stashdeasage Yytiwgricgon CodagiMA) opaationsst operation related to
g?ggggts IO? aalog &h%{ﬁ%&%%ftglaeynf)er?dpn%u Ifu?ntblero or e ditefé(rgl%%}i!chr}rgeti% g.né ?oegicaapgll)elrzﬁ%glé on
20  for trust and encryption operations. For example, the ALU 222 may perform addition,
subtraction, multiplication, division, bit alignments, shift operations, different logical
functions (such as AND, OR, XOR, etc.), etc.
The RNG unit 228 may perform different types of random number generation.
The RNG unit 228 may use a Linear Feedback Shift Register (LFSR) to generate a
25  sequence of random bits. Additionally, the output of the LFSRs may be passed through
the SHA unit 230 for additional randomness.
The control register set 208 may store data used to control the cryptographic
processor 126. Accordingly, components external to the cryptographic processor 126 may
store data into the control register set 208 related to control and configuration of the
30 cryptographic processor 126. The context storage/PCRs 210 may store context and
configuration data related to the trusted mobile computing device 100. For example, the
context storage/PCRs 210 rﬁay store a cryptographic hash from a trust operation related to

authentication of different applications executing on the application processor 106, The
9



WD 2005/ 060151 PCT/ US2004/ 041909 status registers 212 may be used to used
to store status regarding given operations wthin the crypt ographi C
processor 126, status of the different functional units

i nt er nedi at®COXBOYR 214 may be used to store internedi EF@/UIS@E"L'{P‘P%"% hat nay
be output from one functional unit that is to be inputted into a different
functional unit, 5 The input buffers 218 nay store data for, which a given

oper at | onStAtES Fgistest Mecmay megysed 1op¢ 0 Store St regaklinggiven PReratiopeWitha ¢ uct ion a
crypt ogr aglic @?@hicﬁ)&&s £ 196 s{Q1s58 the ﬁ‘?ér&?t%uﬁc‘ﬁ%nél%ﬂﬁs Qfc. aheappl i cation,

the code 1s s e Input buffers 218. As shown, the cryptographlc
pr ocessor int@aediateistodkgs 244 mayibe |usft§1ft0 fStspm:lmeUn@dlatG rasulés thaf meyl beddutpt omunber  of

act 1 onaPto R R IR sk R R SRR Pl 0 290 e of

di fferent opertaatmpnsbufwdsen&nmytsﬂaﬁe datd foF wﬁdhatgevdne@uiahsn aperfemeadr e.  As
further d scribeduiggq the, .controller 206 nmay troI b\i‘g&ﬁ erations of
these di f FerSAMPIEUAETagian REmiHe msiHctan %C‘FYPESWaPPH %h’éé? ofmaed i || be

descri bedyorbRenhLdodPhOSH @dibhb%oﬁﬁﬁ@@&ﬁ% stér8 ith HRWBpt Bufregoyg.e operations 15
by providing atomicity and/or integrity of the operations therein. The

atomicity of 4pshoani tasniptogmphicrsecesier h26 neludes wmasr ngftapiionatyndid t her ei n
may not b@nclﬁécﬁg%? Bl?rg Q)? dﬁﬁe{eﬁﬁ {}‘flﬁtﬁ E)fng FJH‘?sg 2hd d {%pg?llt %l'af?l@ stol'z&%.egr ity of

operation |ne suc grap I'C processor -126 provides
for opéci Additibndllgethe nt;@tdgmih&tmoaé&toa lwnday pafdrins nubliter ofdiffpteagr aphi c
processor 126 serves a

re of .the trusted |Ie CO devi ce 100
D0 or o QBTG MHGTH DU edate AT AP ATE S NOTeR ISER I | el ude
secure st pird@8er 206t RHrENBS P erAdInAECiBésR datdreN f@ctisfa Whis 41d daRAGTowPt ed
comuni cati on, random nunber generation, etc. The cryptographic processor

126 may o@é Bv4ep. bot h a non- protected m)de and a protected node. In a

non- pr ot ect ed ADA b A8 el AL BRDIGLELASESIOTIAAR I BRGE Bhduts 25 @

non-secure hardware accelerato t1on and decr xanpl e,
t he ciypt bgpmpiding ammcﬁﬁsmiforjlﬁtﬁgmlay)f thecopémeom therejue She amnmatyfaﬁr m a bul k

encryptlonoeratl for an a i cation.executin t he appl,ication

pr ocessor ORAHIons §5 dg ’berdostuglé&‘ébarﬁcg’@gmgtoﬁ%rau?f‘r f)rFB’grng)Wq(peBFeﬁE@EeQGP‘?TZG may
perform athﬂblﬁéiﬁfrm@d tocdofpRetidn! [EQEHY 6f Befiiofs 19 BEfiRidi sAfiSthat the MOr € det ai | ed
description of these operatlons Is set forth below, 30 Figure 3 illustrates

one enbodfiRiREraBlic arpcesser L26inroudesdyr epaeitieofthe intesmodiatsglaasnd eesuly Jdessor
vent ] on P oEathif B Sor PRI HEVHE B e RIRESHIEIL Rl B B 0Ty T
the k&y choe h@atlr%znglwr-htmbseamnatscdv@emh yergizes mahinckely secactmtor2®] may i ncl ude
one to a pu rTJ%eexecutlon acceleration of secure or encrypted communication, random number
generation, etc.
The cryptographic processor 126 may operate in both a non-protected mode and a
protected mode. In a non-protected mode, the cryptographic processor 126 may operate as
25  anon-secure hardware accelerator for encryption and decryption. For example, the
cryptographic processor 126 may receive a request to perform a bulk encryption operation
for an application executing on the application processor 106. In a protected mode, the
cryptographic processor 126 may perform a number of different secure atomic operations.
A more detailed description of these operations is set forth below.
30 Figure 3 illustrates one embodiment of an entry in a key cache in a cryptographic
processor within a trusted mobile computing device, according to one embodiment of the
invention. In particular, Figure 3 illustrates one embodiment of an entry in the key cache

221 of the volatile memory 220. The key cache 221 may include one to a number of
10



10 WD 2005/ 060151 PCT/ US2004/ 041909 entries that include a protected

crypt ographi c key 312 and a header 300. The header provides a nunber of
different identifications as well as restrictions on the usage of the key.
As shown, tYHR2WEHWEY 300 includes an identification 302PCHUBHBY¥Yon
identification 5 304 and a nunber of flags 306. The nunber of flags 306
include a unit type 308 and a usage type 310. The identification 302 nay be
an al pharamtrissithat malusleaphmcwddémtbgrﬁmcg 12@6@‘@@4@63‘& yﬂﬁd@&@bhl c key 312.
The di ffer

cryptogr appﬁﬂgesﬁkﬁg@tggg%?&%htﬁg@ﬁﬁgét%ﬁe | tﬁct:%oﬁﬁsgﬁq%olfh% access the

pr ot ect eckeycrypt ogr aphi c key 312 The prot ectl on identification 304 nay be

an alphanuner alue 0 th |f|e e ke encr tlon k sed to
encrypt this %’EéEF Cg EX} t\!ﬁ(‘ftlon?(? flﬁé alon

crypt agr am'aﬁd Kﬁwmﬁéf%mﬁ @W%e%ﬂﬁbé’rﬂiﬂﬂ@@s 0®yinclhdeea @ﬁpﬁysesoma a

identification 304 nay be the identificatron for one of the key encryption
keys. |f usage tymiﬂaoeé?theddqatli}mt@gﬁa%maz b ay alghanumerig vadag thahidegtgics 818 key, the
protectiq Ca [ 15 The
init 1 yp EHET G ERpE Rep S, TRiRGRel ek Rl LRSI LSRN H0g
cryptogr aiphlhmr@t@gmﬂmprodééﬁortllﬁéhnalywe the ¢dentifitdtion fOD toeartesd tlmrgt@teﬁgi aphi ¢ key
312. Accordin u cau es the generation of

m cr ocode’ f}’lﬁgﬁr%t%tlf n%ﬁ ﬁé?pm(}aetc}/%ﬁ{g fffaﬁ g&4am% /"dﬂéﬁ“g{?ﬁ’i? % Tess a

gi venopr chRGEdEfied e kSOEnBpen k&yusdd & énldaipt thss pi6fected ehgBiogtdpBid kby3the uni t

type 308, the access is denied and the cryptographjc processor 126 20 may
return anifgremsteates arpriogiapi ket 31+ # defa é%‘tfb’l?fb)né‘ﬁbﬁh"ek@@ﬁ%?%n The usage type

310 ide I pgtikor med usi ng
t he prot gg%%@%&gﬁ;ﬁ%ﬂr{ ;Egr’iiﬁ“c‘tdﬁ %?@ﬂgﬁ%@%ﬁ%é}egf oggr at?%%sﬁrtr%es i ncl ude

si gni ng, wntcctycﬂ)crgﬂtognap]magey 312Anstaérsy endryptioh deytthe protéetjon idemificatpmar @i ons, etc.
25 Trusted 0y rq,phl C %frati ons A nore detailed description of
trusted afdy ert%f 88 gfﬂ OnkSvfitions is now described. Figure 4 illustrates
a fl o di agr armé@hit type 308 edeatifiesthe bpmotdvfelid RtdtivaaMinits nﬁthecr ypt ogr aphi c
processor, according to one enbodi nent_ of the invention. articular,

Figure 4 qrnrte.%rﬁrfhawgceasqr|18®ﬂmt aaya?ﬁesﬁdbepwec{eﬁén@&zﬁr%hacow 338 a driver (for
the crypt QQLaRE lﬁﬁpraﬁ@ﬁeﬁfs%ctﬂe%%s%&&e%Eﬁé?aloﬂrbfm&oam%hhs%w&@ tHf ocessor

106 for interfacing wth the cryptographic processor I'n block 402, a

security %ternm@éaaveeaqﬁnasmonfabmnltaacwsastgwn@rotmtgdplrnyoamhl@k@pﬁﬁahatmqts _

(r)ﬁc,?'h\e/ed 1d¥r\1’t1tf Qd {)y I R%}?pet3%8, tﬁg a&:g?sqg adhie rhtan(afthe':cl: grafnlhlc procés'sc\/r 26execut 'ng
20  may return an error to the application requesting such execution. The usage type 310

identifies one or more types of operation that may be performed using the protected
cryptographic key 312. The type of operations may include signing, encrypted storage,
Attestation Identity Key (AIK) operations, etc.

25 Trusted and Cryptographic Operations
A more detailed description of trusted and cryptographic operations is now

described. Figure 4 illustrates a flow diagram for the operations for interfacing with a
cryptographic processor, according to one embodiment of the invention. In particular,
Figure 4 illustrates a flow diagram 400 for the operations of a driver (for the cryptographic
30  processor 126) executing on the application processor 106 for interfacing with the
cryptographic processor 126.
In block 402, a security service request for a trusted or cryptographic operation is

received. With reference to the embodiment of Figure 1, a driver executing on the
11



11 WD 2005/ 060151 PCT/ US2004/ 041909 application processor 106 receives the
security service request for a trusted or cryptographic operation. For
‘exanple, this driver may receive this security service request fromthe
operati ng sWEUMOHYHSot her applications executing on the PEPAISEOAP41HN
processor 106. The security service request may be a trust operation for
aut henticating an 5 application, hardware, configuration information, etc.
The securapplication progessprelfipgsteives yhetsecuritpsereceredprsbipr apiusied 8per at i on (such as
hashi ng, i i OR.: Lon: ) nti nues
at bl ock (.)E’g( ﬁé\hﬁf‘fr} oeéﬁgﬂoigpé’{a&%eag?s %ﬁ’g’{ %1%9 tﬁ%ﬁvsgﬁ % %eg%l}ltﬁ'gtg&gcrg %%u%gener at ed
based on fidmetieepertihy systeat o atker apyglitetsdns eMcuting e the applécation prloeeseorbodi ment  of
Fi gure 1, driver for the 10 cr raphi c 126 generates at

t h to rocessar
| east one'%r &HF fgepaty; Sr‘?@’f%&‘ﬂ‘feéﬁn@'aiegaomgho eﬁ%mng‘ércat‘x'?}fef’gc"é‘é‘gﬁ‘ce request. For

exanple, dpbBcatief Hatdwars b G RatloRGMBIhatidRYetd. TP kdEurR) SertRe fequbkd ARG be OF
di fferent crypt ograglzl c operations. Accordingly, the driver may generate

primti velor hetypieerapbis operation (achorsthpedings keyograpmtipn facrypinm AATYRIGAL | nues at

bl ock 406 %Igg hpfmtive instruction(s) are transmitted to the
cryptogr a%?i#'(r:b g%oggigg%sgﬁgﬁﬁ? Lmref erence to the enbodi ment of Figure 1,

t he driver f ornbloek 4064t legstapbpimitive ostrsction idgMetatealimped on théigecprifymi t i ve

instruction(s) to the. cryptographi c. ptocessqr 126. he driver makes this

L r anm s SPOICTEBe Y I BRI Db TR L e Lt PRUSEHES b ock 408, 1 n
bl oc klmo&r%@ogr@;&ﬁ@ proBéssdre6 pendrattd it Geabtthb bHEGIvRIhshuction bR6€bvRd from the 20
cryptographi ¢ processor. Wth reference to the enbodi nent of Figure 1, the

crypt ogr aSSPHIRY Sqhvige eeguest. Harexampl§sthe sesumty sewifetreqyestnay ipeludg enote a
i t ti j: t : i _ 126
Instructl @ﬂ{b%) omﬁ'&eﬁ&{%ﬂr/ﬂggr%ﬂéy ?ﬁeritl(aﬁs. tﬂh%oﬁ}@fﬁttﬁw&?\%g 'gﬁly%% S8 Sor

t hrough the out put buf usi ng nter . For exanpl e,
i f the prormitive/@strucsibnafot therdifferbrtoperatians a Contualtcompmiesitti dockf496. aut hent i cati on

of a given applicati t he result may be Bool ean val ue indi.cative as to
25 whet her t hd® S5k 406 theph T ot o e B0 6 cr&ta%&af i f the
pri m 13 veprodesdor. UdlithQefetefce @ th€eBsdiménd bf RigdRCll, Heldriasr PP teatyfdpraghite resul t

may be a Bool ean_val ue . indicative as to whether the decryption operation is
successf ArOKHYT hpfeiransmifs theguimitive ptrustion(s)fa dhe ssyRtegraphic processerd 26 ¢ he

resul ts ofpeSiivhy HAGE WL rQRmidsPndndhdl BE BRIA 4 ’Cd.ntro{ QftiRidsaL tive

instruction is a request for a random nunber, the result may include the
random nis&rd08The 30 operations of the flow di agram 400 are conplete. A

nore detail ed s aNe] f e._processin f..a_primtive instruction by
the cryptogr ggﬁll%gﬁ %(?%85%8&0 f%@rﬁtwﬁdwﬁﬁlgg%lﬁf)B%‘Efeell‘f%%?@%%e illustrates a
f1 ow 20i agrytodraphic processor. With reference to the embodiment of Figure 1, the cryptographic

processor 126 transmits a result of the primitive instruction(s) back to the driver for the

cryptographic processor 126 through the output buffers 216 (using the DMA interface
202). For example, if the primitive instruction relates to a trust operation for
authentication of a given application, the result may be a Boolean value indicative as to
25  whether the application is authenticate. In another example, if the primitive instruction is
a request for a decryption operation, the result may be a Boolean value indicative as to
whether the decryption operation is successful and where the results of such decryption is
stored or the results of such decryption. In a different example, if the primitive instruction
is a request for a random number, the result may include the random number. The
30  operations of the flow diagram 400 are complete.
A more detailed description of the processing of a primitive instruction by the
cryptographic processor 126 is now described. Figure 5 illustrates a flow diagram for

initialization of a cryptographic processor, according to one embodiment of the invention.
12



initialization of a cryptographic processor, according to one enbodi nent of
the invention. 12 WO 20051060151 PCT/ US2004/ 041909 In particular, in an

enbodi ment, the flow diagram 500 illustrates those operations to be
per f or ned pWPHIY%08kecuti on of operations within the crRGFEHIUHMHI0
processor 126. After successful execution of the operations of the flow

di agram 500, the cryptographic processor 126 is within a trusted state. 5
| n bl ock Bgerticuler,iif prembedimext, the Elpwrdiagrn 50@hustrates: thege oppatism® bdi t 228 s

gener at i g, R ARELd, I0ARIL ARG ot P ST ERES A id G RUbodh TRAL Of Fi gure

2, the PeErto IS Verifirc verification may
i ncl ude asusesssfebexeutionaftieipsratianstdftheRN® diagm2508, the crypsogthphicnunbers. The
controller 206 .verify thaé the different random nunbers output there
fromare HP?qS%)Fgﬁ%IISaW%FémﬁF ¥affidom val ues using, 10 for exanple, tests

specifged fr th%ld%i%s@ér,%fiﬁﬁat{oﬁ]ﬁb%mﬁﬁ&l to©REUré Blat he RINCGPUMB2A isbl ock 504. In

bl ock 504, verification is perforned to ensure that the counter is in a
proper sgeaetingprepergardont nuneberso Vidh reserencsite thecobadisent pKigurg 2¢the of t war e or

har dwar e nc%);?}ﬂgﬁe‘?rzok géﬁfomﬁ%%&i .cgti@r{.”Qﬁcgg%%ﬁgaﬁ&gtr{aﬂ%chfdya £AATY € up. The

count er e used in transactions an entication protocols to
ensur e nesgageto dreRNE@ phi22fifop randsmciumbens. Thacvordrodler 206/thdy veriéf thathee to t he

enbodi ment. .of Figure 2, . the controller 2 erfaorns this verification of

t he count%ﬂ?@i@ﬁéﬁ%nvﬁﬁ’ﬂ%oﬁf’mﬁf € BIE}r?fee&?f?%Bt ‘ﬂ’gfr% r@?%q%&al?%_uélﬁg’enpr ypt ed
statelf i | fr bxampld) Cestap¥afied frérft FIETI0Yfor rh@dontAes. eC it contimbes@blotk cat i on may
i nclude reading an encrypted state file fromthe nonvolatile nmenory 116 to

ensure th?%. value of the counter 20 215 has not been decrenented and an

arithmetic ch : I L5 at its
upper range. ggm&rcglsgg’?rﬁlﬁﬁ%ﬁﬂgg?sa% ?%ﬁg%(ﬁ%gbgge ﬁﬁf’@fegé&ntéégm aa’ér. ication is
per f or medstéte. Eixsenuatet may bt henchotonicicomatr thatiit & saftveare gelmedwdre nopngar e r
results. th.reflerenge 0 tthe‘enb di mﬁgt of F%?gu e 2,..the controller 206
perforns THPE WYY PPEATTHR™ TQURRMPEIPs T RETUBIT FaY OF IR L2RRENH AR of

di f f erent in2thepeanbn ﬁ@&)cblﬂ td SRuinhds§igBire kaphsied Onaded witiré thar BceyWidhf | cat i on
of the output of suc gperations. For exanple, the controller 206 may

i nstruct ekEeneE thapmbodimentof Kigure?, thecongaliereQ6 perferms this vedfirationoly f f er ent
data. Th bk er i 1 Q]Eezi j -0 decrypt

t hese datet gg %I'ﬁgé?g Ié%t ?%‘??Aéé@%%%éﬁggk?%g#ﬁ?@?%%@,%\ILU fgjﬁt&l gtsf:aggn%lgﬁrg the data
prior to thhaswolpitamemonysl 16i Therefatea swhiveefijeation may isclode rephngdn ons. O her

(eSO R o bbb Te P YRS R TEC, 0
t her e20 r oxnsrhay nétdbee0dgradahtddang b biithinétic check to ensure this value of the counter
215 is not at its upper range. Control continues at block 506.
In block 506, verification is performed to ensure that the functional units are
generating proper results. With reference to the embodiment of Figure 2, the controller
206 performs this verification. Such verification may include execution of different
25  operations in the different functional units and verification of the output of such
operations. For example, the controller 206 may instruct the DES unit 224 to perform a
series of encryptions on different data. The controller 206 may then instruction the DES
unit 224 to decrypt these data. The controller 206 may instruct the ALU 222 to compare
the data prior to these operations with data subsequent to such operations. Other types of
30  verifications of the functional units may be performed. For example, a functional unit
may receive a standard test input and the output there from may be compared to publicly

published values from a given standard, such as a Federal Information Processing
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publ i shed val ues froma given standard, such as a Federal Information
Processing 13 WO 2005/060151 PCT/ 1JS2004/ 041909 Standard (FIPS) set forth
by the National Institute of Standards and Technology (NIST). Control

conti nues aWORNEEKOBD8. I n bl ock 508, verification is pdiGToFSIRE/06f0% he

vol atile nenories. Wth reference to the enbodi nent of Figure 2, the
controller 206 may verify the volatile nenory 120 and/or 5 the volatile
menory 22 @tanBard FIP8) seft fartit iyche NatjoniahIistittie of StratiadsrandeTachmologafNISHR vol atil e
menori es %{) t itnC|CUdtebfld3t5§ stored therein. Another verification my

i ncl ude a OBE&OPM}W SP WA WPt s therein to verify that that data may be

stored proper| jh Bk FI8Nveritieaicie paforaRa of b vblaglefrhednorits ayvitive et caroe
conplete. Figure 6A illustrates a flow diagramfor secured operatjons within

a crypt ogikgsmtodineyt pligus dothe cenpttodlerit (gnasovestiethertplaticremonytl Y Ae/Pvent i on.
In bl ogk gz, @Jtnetﬂ&nwﬂwwse&r@%@&ﬁm RayPhé i 4 derinfiBitioh ot 4R vefafeor the
associ ated  data are received. WTth reference to t he enbodi nent of Figure 1,
t he crypt owmzopie$ do ngsrinniedesiata sieél thersi. \Aswtlzer perifidationvmay insludgettogghing r om t he
driver for_.phe. oar.aphi I or 126 (ex ting o h i cation
processor Oi%%}tg%%%ggé’re ﬁgletgat Eacg@gt?%iaﬂcbﬁ S%é“f)’??ﬁ#ﬁi%%%h?# % 8@??@02% may be
for diffenét floyptsgrah s6@agrcenpleper ati ons, such as a trust operation,
cryptographi c gperation, etc. Wth reference to the emhaqdi nent of Figure 2,
the cryptograP u&%&?&@@@f%ﬁ@% diagagn {AE SeqUFRd QpPTEHPRS WD ASDPEREEAPBIT t hr ough
the DY i %E&eisa@@cco RNle ShBEmeSEhd iRvdntiBgI i ON into the instruction
sequence buffer 204. Additionally, the cryptographic processor 126 nmay

recei ve associ bt deckddRaf therflovhdiagram 60i apnirhisize inggudtign rndar the assqeipighber of
such instructi WA e I ' 2, the
cryptogr a|c()1 ié }egrr@?)e@ggg wtlﬁ%%?%nggg? t\}/légmg) (gmglggs)og%@? é;%j t%é;%riﬁog% gﬁah the DVA

i nt er f ace pAEssbni26 redeives A primitbuefihetrustidil Som Aor dreafop the, crydtogriyghipri m ti ve

instructions relates to a trust .operation t ut.hentica an application
ORI o S R T S s ey T e L
executygd ipﬂnﬁtﬁk% iﬁ’d@dﬂhﬂi&ﬁ&ﬁa‘?%e%x%ﬂ”@r@@t&yﬁé@@f séchﬁd%?é@t%n%! ﬁﬂh%@aﬁﬁéta is the
code for the application that is retrieved fromthe nonvolatile nenory 116.

To f urt heEP¢Rlins eryRtostaphis eperpijn egr Jikh tefesense éxthe pmbodimgaboffiéguieddhe o
encrypt d i i J.al . : t 3

modi i cat i ‘E?%@g%ég%&pé?cﬁgﬁ%g?ifﬁgﬁbéé%ééé’g?‘ﬁgggg%‘gﬁwggmg‘g%‘dtﬁ%w&{tﬁ?aﬁgt ed

nmobi | e co@pbnduoreesnick enstrOfiondntp thet iestituction seguénce huffdye0ag nodi fi ed or vi ewed
by ot her appli i.ons, or uses of .the trus nobi l.e co ti 0 devi ce 100.
Vbr sover , the SRPHBBTYEGR S PREBeb Heceissh Sy et Se Al AR LT o 1 o
conmpui ng peleNtiveanstrdridn ¥at a msmkriof seh ihdh@ctidingl Walh (Begdits (oY enBsdimb@ Pr ot ect

content and_. . . .
of Figure 2, the cryptographic processor 126 receives the associated data through the

DMA interface 202 into the input buffers 218. For example, if the primitive instructions

relates to a trust operation to authenticate an application (e.g., the operating system for the

application processor 106) to be executed in the application processor 106, the associated
25  data is the code for the application that is retrieved from the nonvolatile memory 116,

To further illustrate, the cryptographic processor 126 may be used to encrypt data
that is confidential or needed to be protected from modification. Accordingly, such
operations can be used by the trusted mobile computing device 100 to protect files from
being modified or viewed by other applications or uses of the trusted mobile computing

30  device 100. Moreover, the cryptographic processor 126 may be used in a trusted mobile
computing device 100 that is part of the Digital Rights movement to protect content and

digital rights (permissions) objects. Therefore, the cryptographic processor 126 may be
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digital rights (perm ssions) objects. Therefore, the cryptographic processor
126 may be 14 WD 2005/060151 PCTI US2004/ 041909 wused to decrypt a Mving
Picture Expert Group (MPEG Audio Layer 3 (MP3) file that has been
digitally pYOREAYYYin accordance with the Digital R ghPSTHRPEH¥M? Anot her
exanpl e of such data may include data for a bul k decryption operation,
wherein the data is received into the trusted nobile corrg@tl ng devi ce 100

froma rewed® dem@mﬁl%ﬁﬁweﬁgpw GrqupMBPEG) fotslic bayge di(ME3) Blethaer . etc.).
The assocﬂa%ﬁegtcﬁ'@{aﬁﬁ% Jtt&ﬁh rddiGe ﬂﬁfl gneé[?léﬁfl %ﬁg MRVEert! ONg_Wi t h the

public ke or m t operation. The
cryptogr aphl c Amodrees:mmlelaﬁunlag}ata sepinchidt deta dersotmilla tientyptan apération; he

primtive |nsruc i.on thr h.a blic .nterf ce of. t onvol atil e nmenory
116 and/ o‘?’hetrfﬁ% %t‘? fegetvepn ﬂ‘b%@&i%(’b‘ StOTPY ﬂ%d?vdcet ﬂ@’? nbwegfoggr am 600,
contra Ccauct (Buelpasd dibfeRMKmEBI devite Hefek efO4 The Assobiated @adeuyiifdideuct i on(s)
for the primtive instruction are Tetrieved. Wth reference to.the

embodi merffie g2 [ Rgiearyptedaipag sdthithopybde keyythat is 1pgdco perfemathe deayRSioBde
instructigpfs),for the primtive instruction fromthe mcrocode nenory 240.
A given (gjgl mtive instruction may include one to a nunber of different

m crocode 15 |Trhslcryqntrtgmphs: prE@lssoeX%Tmhmecclfvethwelswmamdtdataeforthspnmm“mn isto

he ‘appl | e FEeh ERYBETERER o SRR e ab sl PR Vel one oy

i ncl uge aﬁemmtllzolCRetemlﬁg:)tort@a fl6ve dRglahe6 08| ned] edntidleditat Block 6040m t he
nonvol atile nenpry 116. ot her m crocode_ instruction ma¥ i ncl ude t he

retrieval of a{%b@ﬁléﬁ%tﬂi‘fb‘ﬁlcmdq ingtryctipr(shigh ths IPEimitive i 1 3¢6 that is used
for 20 crypf ﬁaﬂﬂl‘l FefdtBsd 1o ﬁl%%‘iﬁb%ﬁm%ﬁéfqg@&@ 2l tﬂéE Mllef:%?mﬁﬁe{’%Qﬁéjde a nove

operation of encryption key to uni t le a ditfferent

m cr ocodenicrisodelipstiugtionfa)/for tistprlunmve indpmcBiAfromithe MBOocode pembryr240t e
cryptograp hIC ha ode, i nst r,uct i ncl.ude a nove
opor at  ord eV o REF R A 306 o AL R Bl midk o8 (e cr edentii al
to this AlikbtARtionsh Fbeexantpld, ifehiepimitive ggasidn igtdtanthehiicie daPapplidasivi uct the ALU
222 to 25 performa conparison_of these two yval ues. Anot her m_crocode

i nst ruct | BEGARA feawg@sq%f a sigped; predepial afdhe pmphieation 6 2 S@ICEABIS et be st or ed
into the tﬁé‘ﬁlﬁﬁﬂ&coﬁé’fnfsﬁﬁélogéﬁlaﬁ WMRLRE ah ShstrhdtRAITTtiEA tRAGEndiRrddBRiafPP! | cati on

processor 106). As described, a given primtive instruction may include a
seri es offrqmthe@g@ﬁéatllq‘: H@momlll%rfslotbAcmmOdgwthtm maytiscldathat e results for

2o v BT Y LR EE PP B R  FOTRORERA 2, 2ot e
cont rafl  cdyitographic laitsh bAactkerGfiorocode instruction may include a move operation of the
encryption key to the SHA unit 230, while a different microcode instruction may instruct
the SHA unit 230 to perform the cryptographic hash. Another microcode instruction may
include a move operation of the result of the cryptographic hash and the signed credential
to the ALU 22, while a different microcode instruction may instruct the ALU 222 to
25  perform a comparison of these two values. Another microcode instruction may cause the
result of the comparison operation to be stored into the output buffers 216 (which is
transmitted back to the application processor 106).
As described, a given primitive instruction may include a series of microcode
instructions. Accordingly, the intermediate results for a given primitive instruction are
30 opaque to components that are external to the cryptographic processor 126. Returning to
the flow diagram 600, control continues at block 606.
In block 606, a determination is made as to whether sensitive operation(s) are

performed within the cryptographic processor based on the microcode instruction(s) for
15



In block 606, a determnation is nade as to whether sensitive operation(s)
are perforned within the cryptographic processor based on the m crocode

i nstructi on&%wf or 15 WD 2005/060151 PCT/ US2004/ 041909 t hi s@Pri mtive

i nstructi onWORYY 8 erence to the enbodi nent of Fi gure PETYREMO8R% ol | er
206 makes this determ nation. Exanples of sensitive operation(s) may include
any operation that uses the root encryption key 241, that uses_any of the

pr ot ect ed thisgrmitive instiectiope Withaefraenpe 10 the prabesiiment #f Fipneed deasconfigll@ount er 215
or any of : g I I gt erm ni ng that
sensiti vezgé;@%s?%%?ést%&gfohbfﬁ &%%’?1? éc:(r)%srrstg Wt ?%ﬁ?lﬁeﬂn%%%?g%?@éhi C processor
126 based operatidnahativsesabonet émsyption key2H s thaf wes artyi of ther profetied &eysi(insthe uct i on,

control continue t blo 610 ich js,describ i re tail below. In
bl ock 608 Lt Txidead i irtagceiea i Gutr 7 Do e PP bSFh SpliEBipn e

W t hi N5t heegistdry PLoO A fe b rrRih RIGaBA Qénsit R opeatash (<) Are e pafferiree fdtin the
instruction(s) for this primtive 10 instruction, determ. nation is made as

to whet hefrypiegraghiy prosgtsap hitcbassdbereiss pricrpeode ipsguction(ia frdhis PHIEVeW th
refer enceir{seu&i%}%, &HRedis fg&esgt @E&t 02 which Mo sG el iPnbRy dedl@elBikes this

determ nation. In an enbodi nmen e cryptographi c _processor 126 nay not be
in a trusted Bbittdoak G0B, aftee deteyyiniog tizab binsitipe oprzativnls) aRderformest within gher | v

initialized (as described ove,in. conjunction w t he. fl.ow.di agram 400 of
Fgur o 4) SR RRS B GRaD oL s BRI SRE YR atinls) st pifllit 21 0 otat o
if anipll eg&hctignﬁmﬁdtérﬁghdﬁaﬁi ishagde 49 es ﬁvﬁgtnadheba%yptegtapm& prloeéssaris éﬂ#l egal
operation nmay, be when data is atteppfed t e | nproper mved_ from one

| ocati on trogedstate.c Yt reiseeRes E?rfﬁ? gab ’%‘E’?‘ti"gg@uﬁ&ng}eﬁoﬁﬁr?%ﬁzgéﬁ}aﬁesttglst he
restricti gismAhatda!l & APUREGRIhent, thd BSpfogBhie BFRBRLL1 I REESR BE inlZBudi&y al so
not be in a trusted state if authentication fails, or if a key is not
proper |y Fetededie cryptogeapbicypeasgponpa is ngtproperkyrinitialized (asrdesesibed abesisdi at ed wi t h

20 & PO LR abORHRYG AT BRanPIR Rl ) HIBBLBRE RGP 126

Aut henticatron s use eys, ‘an I'St's MAC- SHA
cal culiat i efay usi begn a tatss watedf anitlegaMopertittondatbesngeefommed néen Eangdwriganer at ed

by the cryptaographi c processor 126 and the ot her ener ated by the
appl i cati 1 gﬂropa@%?n mifh g Eﬂtﬁ‘a&%ﬂs_@aﬁrapﬁe@r? bpedipipeY TP AR IR0 om ¢ he
prim tivetd Nekénddbéaeion piddefiribed hérbﬂ%‘%iﬁﬁe%‘ird td8e kRMictiOndt daRaGRmeRd. | N some

enbodi ments, an application that wishes To |oad a cryptographic key into
one of thé&h¢ erplogi@RBE Praspser 146 masealsa Rasbo tiraipisted spatoid estberticatien fadds, executi on

| cul at : ' - he k b.eatd:
have pri of fasey SeEpaRobdid ABARARNSkchlc biiCor B ors blE-PREIEA AL ™
creat @d, b&hphsmipplinstatiion 2aye setwithirethp aspwanoge, efthdutheplicatiat isasedray provi de

pri m & v PR o3 Some pgTUAT ST ey RO R o AR s
t he random numbers, one random generated by the cryptographic processor 126 and the other
generated by the application or user. The HMAC calculation may also include values from
the primitive instruction 502 or attributes of the key to be loaded.
25 In some embodiments, an application that wishes to load a cryptographic key into
one of the functional units of the cryptographic processor 126 for execution calculates the
HMAC using the password for the key. The application may have prior knowledge of the
password. For example, when the key was created, the application may set the password.
The application may provide the expected result of the HMAC calculation as a parameter
30  for the primitive instruction 502. The cryptographic processor 126 also generates the
HMAC calculation and compares its result to the expected result parameter on the

primitive instruction 502. If the two results match, then authentication is successful and
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HVAC cal cul ati on and conpares its result to the expected result paraneter on
the primtive instruction 502. If the two results match, then

aut hentication is successful and 16 WO 2005/ 060151 PCT/ 1JS2004/ 041909 the
key is | 0ad¥@20%06%¥e results do not match, then aut henPFEASIWHOKA s and
the key is not |oaded. In block 609, the primtive instruction is aborted.
Wth reference to the enbodinment of Figure 2, the controller 206 aborts
this pri rihe keyds loaded: lfthe resultsteanos maishy thes qushenticpgion dpits and thedey dynoiddi t i onal

m crocodgyiqagt ructions and may also send a fail notification to the driver
executing on the application processor 106. The operations of the flow

di agram 600 admblohle 0% tregiraitive instriwtion ks abdied. aWitk referenertnithei ng t hat t he

cryptographi ¢. processor 126 i s in rusted state n. operati on associ at ed
o ¢ e horieRl SRS 2L B8 comaBe g i Bl priR B sl BRCIRE 10" 5 T he
enmbodisme rdon®bller 206 femidatet Bigy &xditionsl thigfoc@@bingaiRtiond diniks alvodend Dfailexecut.i on
of the different oPerati ons based on the m crocode operations. Therefore,

the cont riofifigation dpthegyveriexagiing on theappliatipn pregessercklbod he gperaions atthen to t he

appropri af?o‘%v@ih' ié@@%etH&HorﬁﬁélétQi n the cryptographic processor 126, the
nonvol atile nenory controller 114 or the volatile menory controller 118.
The appr opri atlebloon6tq, efier detemnining thitithe ¢riptographit prpcagshi 261iSinprtostedsor 126,

t he nonvol atil nory controller 114.qr. the.vol ati oller 118
por for m s 2b SR AN L B pitty bl Bt IO R 2 o) 116
and tite tudHeamibogintatof Bigdré @, e contpllexzblohols e dried of exedutionved thenst r uct i on,

the cryptgographi c .prqocessor. 126 may perform such access thro the private
| nt er T a0 HEPALOREA T PBIRALT e THREROH ORTHIORf i REOFol tCPméoq_f%ﬁ‘%] $2%20. For

exanpl e, BHsHAR chitAl iMRuGMaTRExREutIIA LR the ApROFRMe FBdtisRY univRitkil thes Stored in
the volatile nmenory 120, is to be used for a cryptographic operation for a

prim ti veryntegranhés proeessoridé.dbnronyplatile mapepryrggntradler 1 has theyadatilencr ypt ed dat a

encrypti t i e | f . the tid.e menory 120.
a1 onanries shilksEs, YbeRbh B Ge hob AL PG bRk e BE " Ve

I nst ribct ippocessoe 126, tHeumhveldtie niemotheontteBarlilpior the votatild hembiyeontrded (set forth
above). The controller 2 ma ve data anong the diffe t functional
i 15" OB PETo G REEEo SR LTRIALY T BEESE e e CBETasn | [GRGEE w t b one
or nore datatildMhery 120 @adingd &eb@IbH-of BléPRinti®wd iitelctioNIheRFptbgapiat a rogue
process cannot surreptitiously read any sensitive informtion out fromthe
cr ypt ogr AEfeEsop Frmasprrformesuctiiceess tisaugh the prvate inteyfapefor Shegroavplatile t he

m cr ocode, RRiDh Ve 240he E&aﬁlggrgeﬁp mg%rgfa&ﬁpl{,%&uqegﬁ%tgn ef?&‘fr%%cf&b% data 30

stored in the” key storage rombeing witten e ou uffers 216.
Such 28  encrypted key, which is stored in the volatile memory 120, is to be used for a

cryptographic operation for a primitive instruction. The controller 206 may retrieve this
encrypted data encryption key through the private interface for the volatile memory 120.
Additionally, other examples of operations associated with the primitive instruction are
illustrated in the description for the block 604 (set forth above).

25 The controller 206 may move data among the different functional units. However,
the cryptographic processor 126 may be configured with one or more data moving
restrictions. Such restrictions ensure that a rogue process cannot surreptitiously read any
sensitive information out from the cryptographic processor 126. Such restrictions may be‘
stored in the microcode memory 240. For example, one data restriction precludes data

30 stored in the key storage 220 from being written to the output buffers 216. Such a
restriction prevents an encryption key from being read out from the cryptographic

processor 126 in an unencrypted format,
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restriction prevents an encryption key from being read out fromthe
cryptographic processor 126 in an unencrypted format. 17 WO 2005/ 060151
PCT/ US2004/ 041909 Anot her exanpl e restriction may preclude data stored in
t he i nput b 2ees/e60218 from being witten to the cont ext pet/usmgedsrORs 210.
Such a restriction prevents an overwite of the platformconfiguration for
the cryptographic processor 126. Another exanple restriction nmay preclude
data st OL ed i Anbther dxapiple rbsﬂ‘la‘:tiatfnsmziiyl;ﬁ‘eo‘hliclm‘latzlffs'tcfig?c wﬂrl]é inpot Hnﬁfetshaawffyn 5 cac heOI
221. Such a restrlc I on prev %@&%gﬁé%w'te of .the encryption keys store

t her ei n. DEREMEIIER Ryt FSOQtFFgS?OF PO reRBRndIre g A RU R TS o) ock 612.

I'n bl ock tRldatiAmdehe t'ilihtfbpﬂ‘le'c%rp\f/@%hfé%r&&s%@ﬁd‘%n&ﬁ’é?'e&érﬁﬁl@' m crocode
|nstruct|ons are to execute reference to the enbodi nent of Figure

2, the aestiiation may p@@dndat@sstom ig thycinpyt uffers 2bh fromdeingswtittandel thetkeve, t he
contraqll r [ A1 co ons for a
gi ven%pr:%mlﬁ%l §élcgltru Ct}b%‘??‘g%&%ﬁ%v m cere%fég%e%%ﬁ%ggfb&éélﬁere ore, the
cont r ol | Retizfifig d:etheﬂnwnﬁ&ramet)(hebntmeemnﬂesfzitet@mﬁlz| nstructions have been

executed. Aft hat addi . ti onal cod instructions are to
be execut ed f&blagﬁg ?tf‘\?éSF’ﬁget?SJBtthiﬁ fiop Iml&ﬂ‘i?‘ﬁ%ues at bl ock
606,  whep@btichs aelth 86 eﬂ%cuﬂauc PAOERdnAS f tHE Bl ent OF gkt thef t er

determ ning that additional 15 nicrocode instructions are not to be executed

for a giwenrqler 26 makes this determinasion. Aisdescribed aboveldheseatroller206 rasueresp

oper 3yl ONGe {9, HRTHAL Sfﬁallfocgdé( Bﬁﬁlué?{ogé:f%? fveﬁﬁﬁm%t \f%Xr?s @nén I;r(;n[xld?et ed state.

Cl ean-up operations I nclude I NgS suU enovi eys romcrypto units
t hat wer eme@ﬁednmhmrg 24@1e’[‘1mnezﬁom therpnteoller 206 datmnem%emedtiwdeehﬁf@aul ts in

I ntermedi.ate rae214w| or_.on set.ti.n ags in the
orypt o prigigieas T entresatled aa TSt R ainify St b BrhmiEe i tidal ity o' no

| onger awad fodBleoculi For AY¥iv@ prithified indRuctiBR! RhirMtodtithes b Blbskivpd, the
operations of the flow diagram 600 are conpl ete. The operatlons of the flow

di agr ams VABFiIbhdTerot migjogede instuction s exepuipdh b flesrdetegpining thafadditigel ed and
t toth
nomvarar TidoCodb ikt S0 fo S ERREPAPL BN KARIER el I, SECPR0 105t o

nunber ofrmdno‘cddereecmltdslctﬂak&p obemtiensdophsere thé crwpte psoc:ssooﬂZ(i $teysnmavol atil e
menory 116 | ei tes e nonvol at i r 16 may include eight
one- mega tg‘? B n'“prﬁ%er é“rcthglle ﬂHPgsfS@Fle?ﬁre‘B%‘ng %ﬂéoni’l %éwqﬁssom at ed
enabl e t ahdt ieteruBbd AMridg&h@Eseestion, 6kl infthedidty Rb GG ia itb@negiagCessor 126 may
allow for the assertion of the enable for a_ given block after the data to

be st or edtorageds With #8rop Qe pnesFesraling stale Begs It GRITROgesserrie ndiralgdnyer for t he
Cryphegr apBhforls BGE5RR or k&R AEHEINES aFaibBRYEL I XA RIUhSH opEAGSief OF @ Wite

finished, the operations of the flow diagram 600 are complete.

The operations of the flow diagrams 300 and 600 may be used for a number of
different trusted and cryptographic operations. One such example involves the write
access to the nonvolatile memory 116. The nonvolatile memory 116 may be divided into

25  anumber of different blocks. For example, if the size of the nonvolatile memory 116 is
eight megabytes, the nonvolatile memory 116 may include eight one-megabyte blocks.
The number of different blocks may have an associated enable to control write access
thereto. The cryptographic processor 126 may allow for the assertion of the enable for a
given block after the data to be stored therein has been authenticated. Accordingly, the

30  driver for the cryptographic processor 126 receives a security service request for a write
access to a given block in the nonvolatile memory 116. The driver then generates a
primitive instruction that requests authentication of the data to be stored in the block. The

primitive instruction along with a signed credential and the data are transmitted to the
18



access to a given block in the nonvolatile nenory 116. The driver then
generates a primtive instruction that requests authentication of the data
to be stored in the block. The primtive instruction along with a signed
credential V¥AFPAYHata are transmtted to the 18 WO 2065Fd5Y 4941909

PCT/ US2004/ 041909 crypt ographi c processor 126. The cryptographi c processor
126 may then execute a nunber of different mcrocode instructions to
gener at e Ayogprugpreptsser 124s The emyptographie pragesser 13¢amay theeofpsuliead to t he
signed cr | al. e [ i I r icate the
dat a bas enﬁ;?@%} {)ﬁdéffgrg%pnéﬁ&slcggggﬁ ﬂorgsr;[ d §§Ige?r%1§ g °ﬂé§°%6%mﬁ°sh§ %%‘?gg?ke

aut hent i cdatd thet iscompurgbioche fignedaregentiah Tipdrytograpiic proatssorsl2danayl oaded i nt o
trusted nohile c uting .devj ce 10Q. Accaqrdi ngl as descri.bed, enbodi nents
of "t ho. | FIEGHF BA JEis BRI o boroRRRiRS: SU BLBREPIGRSY e ot ogr aphi ¢
oper at§ ongthehfichiting 8@ newPRtch rf&cﬁgi%ragf)ﬂitﬁﬁoﬁ thatis [dBivRloaded iftaRided MoBilg ONt ext
that is independent of the executable context for the application 10

pr ocessorcoppuinsdeyieerl@8t ed nobil e conputing device. Therefore, this

crypt ogr aphi c %ctﬁ EE? %ﬁi I .guch as
trusted boot &)dgléa I ﬁgE{i%E%Xg%ht?ﬁ@?] |c%rﬁ%9§hgeﬂlg%?%#;ﬁ%¥gl syglflhé)'é)n&fr}glrs'{et he

appl i cat i aperativucad ooyprograghid epeadtions wihing séine psaessor thatrig witbinan units to

performdifferent s . of cr ogr.aphi c ration ubseguent to the
trusted bEGH @E%?Oé‘&%‘gﬁ@ 18 %&P%‘F({%tg’é e eégcug@iec?qnﬁeé‘ﬁfor eapeﬂff‘g‘t%gr aphi ¢

pr oCeqp Or prdckBsotBythe Sttisted Mabilet ddiphtingsdevice e TRérefdres B¢ Mpplogfapkieys are not
exposed (unencrypted) externally. The cryptographic processor 126 nmay

ensure t HEPCESIOF Biaprdgiusaddo petfprm wyst prasgtiong (yeh ey tyysteddrogponesatiopeioat i ons are

al so not L 26 may
ensure thaglp{éﬁgﬁdgeeﬁlé% etgr?@tr%ée ,Steg‘%é‘ﬁ@g% 1@5&%&1@8@%@%?@ gﬁgﬁsghﬁggﬁng{lﬁ]%i ed or

t anper ed fwi¢tionflruoits ROpesfompalifferers types ef argitographieoperationseutsegietiioltisd

descri pt itont fb t he e>t<.eguti on of a cryptographic operation that includes the
use of a PSS BEH" ey i s now described. In particular, Figure 6B
illustyates a NMbewwed] Rdesombtd thetpRodriphic focasd2phagreanlie thapetaiti on usi ng
a crypt ogrla hic key within a cryptographi ¢ processor, according to one
enbodi merfelaisd epereptionksys prsmot eppeseddutanerpigiherternsllys otheIcHéegraRes val i dati on

and aut henbledh i1 96 nah ehktd @BSinfeRfiedidie gﬁﬁﬁpxteggﬁs%@blicﬁtorgﬁ?)ﬁc bRtiohsQrd LS Use in
0 t he pro r

t he execution of an operation in rypt ogr aphi ess 126. 1n bl ock

652, a pralseinot oxposersextarsallyo Furtbery e efyptograpbicpeocessoml 2hmayensata tbat i n a
cryptogr L€ - i .ud . f raphi c key. Wth
ref or encatie et E3Bletatle PRI ho! BEatREoLmBeRi b E oy 1 evei ve

t hi s Jr i miokipeRentdSdtdrialtthedeto. The

A more detailed description of the execution of a cryptographic operation that

includes the use of a cryptographic key is now described. In particular, Figure 6B
illustrates a flow diagram for execution of a cryptographic operation using a cryptographic
key within a cryptographic processor, according to one embodiment of the invention. The
25  flow diagram 650 illustrates validation and authentication operations for the cryptographic
key prior to its use in the execution of an operation in the cryptographic processor 126.

In block 652, a primitive instruction is received to perform an operation in a
cryptographic processor that includes the use of a cryptographic key. With reference to
the embodiment of Figure 2, the controller 206 may receive this primitive instruction. The

30  cryptographic key may be generated external to the cryptographic processor 126. Sucha
cryptographic key may have already been loaded into a memory within the cryptographic
processor 126 prior to receipt of the primitive instruction. Alternatively, the cryptographic

key may be loaded into the cryptographic processor 126 in conjunction with the primitive
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30 cryptographic key may be generated external to the cryptographic
processor 126. Such a cryptographic key may have already been | oaded into a
menory within the cryptographic processor 126 prior to receipt of the
primtive iMeZPAEfNEh. Alternatively, the cryptographi c PCRAP2HEN4IBY | oaded
into the cryptographic processor 126 in conjunction with the primtive 19
WO 20051060151 PCT/ US20041041909 instruction. The cryptographic key may be
i nt er nal |igstapetienr. Skhecrypfogriphid kayondydredhtemnally generated biethe funstienpl spitsiie pr ocessor

126. The ic Kk [ r j yption key.
addi 1 ondlt YSPEHPREGESY (% TI8 KSR el o ALy B EREERE |

E) whi ch ar@c@pﬁmk@edkddﬁidmlﬂ}e udit tyes arailmh E&g‘ertypmrﬁ@ni}md:ﬁyptngm@hib kEy gglre I:,) may
e associated 5 with the cryptographjc key.. Contr cqnti nyes at. bl ock 654.
I'n bl ock (B"glf’?laée#é? BT S0 C&@”ﬁﬁ‘w}’rﬁg‘“{aagnﬁﬁg? a30Ha*dnd/ or t he
usage 5 t Wpigh the bryplRrdphitile ICERPI Cotifiied & bRdeki®gsi zed. Wth reference to the
enbodi nent of Fi'gure 2, the controller 206 may nmake this determ nation.

Returni ng to Mngleek 634, adetsanination igsadeexto whehst therinit drpeapd/opdiempager et ri eve

t he head f |Gk : .

dot er m neURs) ey iolty SOAPR AR B R f R e Rlsrloht SR ¢ key
is |liste,tessonnelen206 may uaké thisydetsmBQdon. ARletintningtalFigure 3 hehetpithustaltd,er 206
may determmne whether the . operation, to. be perforned. usi th r ypt ogr aphi c
oy 1o 1 ithe BepealANE o i B Beadh e or Be RO eV ol FATS Mt ¢ o

uni t oy pe0gnslyeterie wWhager thy Benclioral LhietHat ¥ R6 Q@A BtolRphic key R0isted

aut hori zed, control continues at bl ock 664, which is described in nore

detai | bels@ne ofithe ppit Bpeci08sFelditimally, thyeqontrpilas2Ag map determpie whetherthoe and/ or

t he usag r &9@'0 LS: I ! ge is
gener at eg’.pg%/é\?tg %{o?%f%%ﬁ%%d l%égltg? ﬁ% n%rgéiﬁ?rgﬁtﬁsg#{eﬁ?%gﬁ&% @%Sﬁg%ﬁqr ol Il er 206
causes t Hd0gadeer deteromniog that thhahit &pgend/dr the nsage agedpitthe ciypipgtapbic key | oaded
into the .cryptagr.aphic ocessor incl.ude an ,.associ at. assword.
The assodt it e RHERNS TR SHBRTRI BOER PRY vt Uhe ke A RRaC sBHERBRESor 16
and by t he apphblak 686) aftersdsten@inidpeth@rthénidit type aiiBdrithelisagitypd b tiont rol | er 206

may generate aﬂﬁih‘g}fl enge that is oQutput back to the application executing on
the applSERFBRNIOKY s auhorzedes chllense pngonerdted. Yath refgense {o ey esponse from

the appl i &@fobRient Of Figite P2AB it JIRLIASRASE MERNRRESY O bhallisL € AL he hash of
be a nunber of f |§b

the password may 0 different t'ypes, i1n one erbodi nent, the
hash is bagseraphiakeyHiviids lopdaddutodi cranogrepliic p@EessemiZo6maysneludddnock 658. | n

0 o, St ETARNIR: ol B SO LSO S g Kbk ST 11
pri m20i veprodessor 124 arary thexpplivitiongssoingttiecprivpipive tRtricion PThE esidllerl X6 transnmits
the res p%‘%egeggr%tlé at c%altler;xege that is output back to the application executing on the
application processor 106. The challenge may request a response from the application for
a hash of the associated password. While the hash of the password may be a number of
different types, in one embodiment, the hash is based on an HMAC operation. Control
25  continues at block 658.

In block 658, a response to the challenge is received. With reference to the
embodiment of Figure 1, the application (requesting execution of the primitive instruction)
executing on the application processor 106 transmits the response back to the
cryptographic processor 126. The controller 206 receives the response to the challenge.

30  Control continues at block 660.
In block 660, a determination is made as to whether the response is correct. With

reference to the embodiment of Figure 2, the controller 206 instructs the SHA unit 230 to

generate the hash of the password. For example, the SHA unit 230 may generate the hash
20



cryptographi c processor 126. The controller 206 receives the response to the
chal l enge. 30 Control continues at block 660. In block 660, a determ nation
is made as to whether the response is correct. Wth reference to the

ermbodi nent VWP 25HeHE 2, the controller 206 instructs th&CHHA2NHP419930 to
generate the hash of the password. For exanple, the SHA unit 230 may
generate the hash 20 WD 2005/ 060151 PCTi us2004/ 041909 based on an HVAC
oper at i onbasethen andiViAS] opsratipo6 Thegoritreler 26tmayHestmeiUhe AU 22depapare t he hash
recei ved . [ cation. t t it 230. If
the has htﬁeléR%}ltégcga%g?l{(’h}tﬁéeLé)ﬂggé)%or?stjé%?egﬁ gﬁ;%egﬁ%ge;dgo Ee@%rgpriéc‘{m p‘f Iet{r{ﬂ‘%:let erm ni ng
t hat the lslsparsualsthedabonselis ankiderdobret. Abertdereneaming thhl theiesiBde iswhi ch i s

described in nore detail . belo |.ock 662 ter deternmining that the
response 74 CWFée’Et,réltcﬂ%tmé‘FWﬁ\%&‘b‘_i;ﬁRi ‘gh‘gléﬂf de?cgb?‘g{zgd’@ ©i ﬁtlaﬁli’f’]ﬁg desi gnat ed
functipnal unith bfoRk 66X A6t deditmintig that @E Rispie€istcOrrtdiethe ERPRIBtapRIdtkedf Fi gure
2, the controller 206 causes the cryptographic key to be |oaded into the

desi gnat eld lqadetinfoarhe fesignated fignctiena yptt fgsexectipn  Vitdcetfernes todbg t nay t hen
execute t i £ i i . j 0). The
operati on%%c())fd in?ﬂlt(te F’ff‘gxl}v‘%?o&‘gi%gg'?‘;‘% 2@%&53%9%{{%{#}8%%%% @.%I%r? qﬁdg%}? %64, t he
prim ti vethe designatet ifoetipsal abib foredecutiivn.nThie furciom@burtibpmey then exdsottithent  of
Figure 2, . the _.coptroll.er 206 aborts this iJmtjive instructiqn. The

control | e‘F‘StQ’GBO?élsﬂfﬁ‘f&g%dsgbgﬁﬁ/lnatgﬁlbf’wmarﬁ#@g‘]o@hﬁ%pqr%&nf ﬁﬁb’f’glﬂ%’ and may al so
send g f adibgraf @0 hieGRdd Rpldte.t he driver executing on the application
processor 106. The ogerati ons of the 15 flow diagram 650 are then conplete.

The flow di aglakiosk064./thaprimisive inspetioaiaaherted. ofVith refeeeneetioded r esponse for
aut hori zat jon: e of | g1 0 phi ¢ processor
06 i RN ok, e P s K b D e Peaponcs
usi ng a hesholddr 266 tepaswies nuly akkitomiabmEdoonit instrivdony andtnoayr aspdend k éajl

Enbodi ment s..of . t he i hvention nmay e 20 other type f.chal | engel.r.esponse
oper at 1 onichf AT -8 ebn Hicacp el loska B Rner omé MBerafit e e

m cr otpdeflsre dagim0 afeheorslétehed or updated. However, if the mcrocode
menory 240 is a read_only nmenory, the patch may _be stored in the volatile
menory 220 su&%‘etm&‘tdl%ﬂ’f@“iﬁgflf“ﬁ%ﬂt%ﬂse expmple of 2 phallsagelisspange 98ed in  pl ace of

those i n ARRATAEHIGONE o FeRDIbePAlic el i1 BfyploRraBRic}halcBiot g, Sgcur i Ly and 25
trustworthy state for the ypt ographi ¢ processor 126, such patches/updates
may be aparticabnrtbeifled dipgrany 63(billusteates|al challenge/regpanse niinglk hashtoffor such an
update to i i nSt.ructi.ons i w descsibed. .In particular,
Figure 7 galts%lx‘aozg ?{ag%)ée;létgg & 8hv§ %?%agré 1? ger:y. Embodth &S5t the ﬁlgentlon ay use

20  other types of challenge/response operations for authorization.

The microcode instructions stored in the microcode memory 240 may be patched
or updated. However, if the microcode memory 240 is a read only memory, the patch may
be stored in the volatile memory 220 such that the instructions within the patch are used in
place of those in the microcode memory 240. In order to maintain the security and

25  trustworthy state for the cryptographic processor 126, such patches/updates may be
authenticated prior to installation. One embodiment for such an update to these microcode
instructions is now described. In particular, Figure 7 illustrates a flow diagram for
updating of microcode within a cryptographic processor, according to one embodiment of
the invention.

30 In block 702, trusted boot operations are initiated for the cryptographic processor.
With reference to the embodiment of Figure 1, the cryptographic processor 126 is booted
based on instructions stored in the trusted boot ROM 108. As part of the trusted boot

operations, the instructions in the microcode memory 240 may be patched (which is
21



updating of mcrocode within a cryptographic processor, according to one
enbodi nent of the invention. 30 In block 702, trusted boot operations are
initiated for the cryptographic processor. Wth reference to the enbodi nent
of Fi gure WO 203@60pY pt ogr aphi ¢ processor 126 i s boot ed PATASW4EH 09
instructions stored in the trusted boot ROM 108. As part of the trusted boot
operations, the instructions in the mcrocode nenory 240 may be patched

(whi ch i des2ribédin 2005dd&0hThe PGTAIISRO0A000.44908 e deleded ddseription ofithee detail in

the flow diagram 700). A por etail description of t tr boot
oper at i oHESt?Cng%g%ef?tl?é‘ﬁ 1§ ‘ﬁg?rﬁgg%@f’ Sﬁg’ﬁ'éngccgf%eglﬁﬁﬁh%qm%%q a?\sf%‘g@gggned uU. S.
pat ent agﬁkﬂt@ licatloreétititled eSecuSeca Elogronic Btvead’ Sstlal NoeW/#45,469%d¢d @l No.

10/ 745, 469 filed on Decenber 22, 2003 C%ntrol continues at block 704. 5 In
bl ock 70Recquhsr 222003 Conieol conippeset Blask 7¢her ati ons) a determination i s made

as tos whet hefnlgfl&%rmi s BarP 8t thOrh9Ed ﬁdafoﬁ@rﬁfoaaoad@eteﬁ%ﬁdﬁf)ﬁesflﬁaaﬁeraga) to the

enbodi nent of gure 2, "the nonvol atil e nenor’y 116 includes a segnent
desi gnat stietherthert israspptchofor thamuiprecodeo Wiklerefars¢nse taibd embadimentefiFiguse 2,

Al di ngly, the. trol . 20 m i atch for
Che o Stenat JRUERYRA, L indhts TXereh BRI Mt (SIS Bad® OO Tl
10 pat chmidbéode irdehetons.nAbeprdifgly, the esreroiler 206tmay detdrmine wintheofieresiti ons of t he

fl ow diagram 700 are conplete. In bl ock 706, after determ ni that there
is a pat BHCh &Y t}ieH’élcFﬂce‘&"o%Efg?n ‘f’h%ﬂ%él@@ﬁn%dewqted:@g?lﬁ%t ‘8‘%%? aphi ¢ key

and 3p9nghel eAhQrdelchBindd @8k thee ARHE PatcV Ml bpefhiBh e O Be HBwidraneTdpodi ment  of
Figure 2, the controller 206 | oads the patch, the cryptographic key and the

15 si gnaegrcemplste. t he patch into the volatile menory 120. Control continues

2t bl ock 7108, ol ekt An AR LT LAR L OBl rIRAER ol MRS gt e

crypt ogr aphi cI ey for i'sva erence’to e enbodi nent
of Fi gur eveR as theerypoogvaphid kdyandeipnatyre fdrGhe paagh is heddedle Wathsefgranod tottieat | S

defined as,"qgne ti r anmmabl.e". | n rticular, this  segneni nmay be

ari tten pavediaemar B s e Tumehg 296 1ok e gl B6 bitsrrhR L RIS pt ocess 20
f r omy5odiiaiitng féiiRe FAERINSS BE Q6lalile nidicty $20 CdHirol ddttmusSdBRRk 7081y | ncl ude a
hash of the cryptowiraphlc key for the patch. Therefore, the controller 206

may retrieve IhleckiyAShn determination iy mdecy tawhstheritby cryplogmaphis kavfvéieat i | e
oy | st PUST R AT B s tond SR Flcitheny of ARRRZ, IRty e sRRREI IO 1T ey,
The cont nay liretud2@Gegragnt thae is defisdd ascdnd fivee plopraZfRatie)’. do ppaicelat, this 25 hash
result and the hash retrjeved.fromthe nonyol.atile nenory .116 to determ ne
1 hes e eB A RurErL oA ES Y RSN G (AR BETA EoBEES t he
Crypbogr aphimodifihg thé dith stoRatig this segment. This segment may include a hash of the
cryptographic key for the patch. Therefore, the controller 206 may retrieve this hash and
the cryptographic key from the nonvolatile memory 116 and the volatile memory 120,
respectively. The controller 206 may instruct the SHA unit 230 to generate a hash of the
cryptographic key. The controller 206 may then instruct the ALU 222 to compare this
25  hash result and the hash retrieved from the nonvolatile memory 116 to determine if these
two values are the same. If these two values are equal, the cryptographic key for the patch
is valid.
In block 710, after determining that the cryptographic key for the patch is not
valid, the patch, the cryptographic key and the signature for the patch are deleted. With
30  reference to the embodiment of Figure 2, the controller 206 deletes the patch, the
cryptographic key and the signature for the patch from the volatile memory 120.
Accordingly, the instructions within the patch will not be loaded into or executed by the

cryptographic processor 126. The operations of the flow diagram 700 are then complete.
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is valid. In block 710, after determining that the cryptographic key for the
patch is not valid, the patch, the cryptographic key and the signature for
the patch are deleted. Wth 30 reference to the enbodi nent of Figure 2, the
control | er VOYIYMLYes the patch, the cryptographi c keyPaH¥SHMEMIIYnat ur e
for the patch fromthe volatile nenory 120. Accordingly, the instructions
within the patch will not be | oaded i nto or executed by the cryptographic
processor 126In bitpek Yaerfiaridetermisingtthas thel coyptegraphiaksyZonthg patch HeliBampl ete. 22
VD 2005/ OG0l EEH hR2A04LA0R, sl 0kind baon RNLER Wik RGLALAG that the
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properly authorize at c or t cryptographi ¢ processqr . In oc ,
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exanpl e, mefnoBy 24 drdf Batched, IR confrolld¥208 af Toddl thhe PRIER MY A thd Bch RIMENt five

C
in the mcrocode nmenory 240 has a corresponding patch. Accordingly, the
file thatmemesy e Suchpatpinflegs mayybe annehifrepragentrsion For ep¢hesggment isthei es of pat ch
segnent s Mo\ a g Laital ségnat QV. the patch
fl ags angﬁ %rﬁgc’%ggl% es g?@p‘%géc}#tggéﬁr%&%%cgfgh%{e%go{%zéﬁggg%gméﬁt\?;;gen patch tag for
a 2526 egremdspomiitgregmentinthedeicroeode yeret) 240 baespdtdhe Forkxampfel ifaitifae of t he

ment in th a
€9 is Sef inl thd) pa%c%}}]ag memory 240, then segment five in the microcode memory 240 has a

corresponding patch. Accordingly, the file that includes the patch may include the patch
flags, a series of patch segments preceded by a patch tag and a digital signature over the
patch flags and the series of patch segments and patch tags. A given patch tag for a

25  segment in the microcode memory 240 stores the identification of the segment in the patch
that is to be executed in place of the segment in the microcode memory 240. Accordingly,
during execution of instructions in a segment of the microcode memory 240, if the flag
indicates that this segment is patched, the controller 206 fetches the instructions from the
patch (using the tag entry) for execution in place of the instructions from the microcode

30 memory 240. In some embodiments, the segments of the patch are only loaded from the
volatile memory 120 to the volatile memory 220 when instructions therein are to be
executed. Moreover, this segment may remain in the volatile memory 220, Accordingly,

if the instructions therein are to be reexecuted, the controller 206 does not have to refetch
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that is to be executed in place of the segnent in the m crocode nenory 240.
Accordingly, during execution of instructions in a segnent of the m crocode
menory 240, if the flag indicates that this segnent is patched, the

cont rol | er VADB0$/@i0ties the instructions fromthe patchPCUERH/4MWIt ag
entry) for execution in place of the instructions fromthe m crocode 30
menory 240. In sone enbodi nents, the segnents of the patch are only | oaded
from t he thiy @é@teint fomeheovolatil® hetnoryt 129. \The apérhbonsefitieyfloRPdiagvmary0D st r uct i ons
therein ar H) executed. Mreover, this segnment may remain in the

vol atile® % 220. Accordingly, if the instructions therein are to be
reexecut ed, t MBe@fMd, a0 HbRfibedd) thedRiefocodiwitlay thelctypt@r@ihidprdcesi¥p 126051060151
PCTI US20041041909 thi s segnent fromthe vol ati I e nmenory 120. The operations
of the fImAy aBbalbs RathPd based on ag swhensicationmperetipn fhat ingldefe Ty PIBFADhIE he

m cr 0Godg Wiyl afifife P04 8’:9£ﬁ‘£a'ﬂﬁt R's f‘é@%r“oﬁgﬁmeg?égrﬁ&héfblpest@%é ghed based
on an authentication operation that 1 ncludes a cryptographic ey that is
val i dat edheagthdntmatien drpwtnonhsaalsq wiligltted based on a sigoateretacross fhe pgichusinp| e
storage. _The ent | cat operation is also validated based on a signature
acr oss tﬁge%i?ﬁtﬁ ﬁ?’lph) h‘fg( “Yal i dated cryptographic key. System Operating
Environnment 10 In this section, a systemoverview is presented. The system
overvi ew presents a network confj guration, used in conjunction with

enbodi ments of the inventiorYs V. tew al so presents the general
functjpnality ; : |

si npl M)l ed fu%‘gﬁﬁ‘%%gﬁlaﬁFgﬁ%?gﬁﬁﬁqiﬁ%&%ﬁsF‘é‘%ﬁ%’ﬁ?f’%ﬁ‘zyﬁﬁ%er ein a
trust ed msbidrk cofiguration aséddn sonjendtion Wﬁh\ﬂsmbgdlmeyptocﬁ@wap‘?‘ﬁnbon 1Bheoper ati ons may

operate, according tq one e dlrren th ent ure. 8 illustrates
o oyet emaBEReRGy ot Are Rese Rl TRCaBER BRCidnay L YRR PSR g devt ces
| OOA- 100N an®rigure 8riivestratel a Siipligics ﬁBﬁﬁdhaB&Gbk dibglamaofe sl ed t oget her
through a petwork 804. The network 804 Str)fget wi de area network, a | ocal
area net iSFREWSHIOR Whegsh A Hasted Fob) e%ﬂm‘é?“e"ﬂf’n VIS REINg REPLIgFaRicde

CO”mJTS' C%bﬁﬂo&%wﬁ@%cMgfo &e eﬁ@o&fr}éﬁtt&%é‘iﬁbéﬂtr%nc@fqa%s ng devices |
OOA- | and the nunber of sefvers 806A-806N. For exa t he nunber of
trusted nﬂwrla@s & aygbem Boythdbinclydes a nuader of] thmwtmyolbks oﬁhfpn@mdﬁvweﬁ ypes of

Wi rel ess v s configured
to pr OCEI??%%pgﬁng%uhﬁgi%ﬂs‘gg? |S§Irq§[,\'ag i Iﬂl(iaat glfea&) Pﬁl er e h%’%g? %t he network
804 may hetwork864. gllieatbt\trmkmommymWm&hrea)nmmaﬂ(paldcmerea‘nMwaerni cations

wi th the nunber. servers. 806A-
combimation of d2 éerent networks that prov18e communication between the number of

20  trusted mobile computing devices 100A-100N and the number of servers 806A-806N. For

example, the number of trusted mobile computing devices 100A-100N may be different

types of wireless computing devices, wherein a part of the network 804 is configured to

process wireless communications, while a different part of the network 804 may be

configured to process wired communications for communications with the number of
25  servers 806A-806N.

The number of trusted mobile computing devices 100A-100N may perform a
number of different trust and cryptographic operations as described above. For example,
users of the number of trusted mobile computing devices 100A-100N may perform
different electronic commerce transactions with different applications executing on the

30 number of servers 806A-806N.

In the description, numerous specific details such as logic implementations,

opcodes, means to specify operands, resource partitioning/sharing/duplication

implementations, types and interrelationships of system components, and logic
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The nunber of trusted nobile conputing devices | OOA-LOON nmay perform a
nunber of different trust and cryptographi c operations as descri bed above.
For exanple, users of the nunber of trusted nobile conputing devices

100A- 100N Nﬁ%ﬂﬁ§WW6ﬂn1 different el ectronic commerce trBREHEPBHE%0 t h

di fferent applications executing on the 30 nunber of servers 806A-806N. In
the description, nunmerous specific details such as |ogic inplenentations,
opcodes, mammgbntsgteum ghompeara setforth sswderde provide a more thoroug

artiti on| h e o1 e

R e e R e R P
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to provide a npre thorou under st andi n sent, invention. It wi
be gppr eg[FQ&QHmStﬁﬁ%éxﬁé)Ptr BtH@S’sﬂ@fq ?P“Staﬂggﬁf%"%maetm%ﬂ%m ments of the

i nventsi OnefRYicdiabs AGbk&howh i @athil ﬁl%ﬁbr%@%'dbh&lt@'@k 3hibddimehfd optHRer
i nstances, control structures, gate level circuits and full software

i nst r uct iiayengon cHsa éé@fdhﬁWeSkHbm tb@é’h withghminclpderbdespriptions willbe atdeto t o

obscure t; H}j@fé fonOrdinary skill in the
art, wt hH@he [ nag’P %ﬁécg%?% ons tuHmb g\%ﬁ&tﬁo i mpl enent appropriate

f unct i onal i t y Refdrérmat mLthdmmﬁmtmnltortéMeaambodunﬁéf Earegnoteslimentt, Hm speci fication
to "one errbod ment

i ndi cat e AP eteﬁlémélm?&ﬁn &8@3‘?%‘&&“%&9 ?ﬁaﬂbﬁ%jfﬁg‘?‘ F2ul ar feat ure,

St r uctQUr art@la€ RARRE, tsaﬁusﬁel & chidéte83R] but @& dhbBdimeiBiaadt ne@esiBAr i | Y
i ncl ude the (%Otrtl cul ar feature structure, or characteristic. Mreover, such

phrases argusfdhe particlarisstpteystugiigs, of ehiractsTictie MarpeventishiPhBrS At her, when
a_part | CUleBdsed Rttt iBing 1hE UiihodRiet N PEALE AU lchlal fardchlaf Gafiled bed i 0
odi tte t hat

connection wth an e ment , 1S su is wthin the

know edgetmétuner diiactesistid 1sndtshebes{1rm comeetidnewith suethbddeaenty iéis ssbmitedur e, or 15
characterjstj.c i n ectl enb d| et her not

ol et ¢ RS pi i dBe REGRE obbld udlisdSh pE TG B e b Rhub & e

net hods ahaateEaRIe soﬁdaationrmh cktﬂer e aichents vvnetmar Br AR GRpINGH EdReidedbl e
i nstructions praqvided by a nachine- readabl e nedium A nmachi ne-readabl e

medi um i ncl ud@énbgﬁyneﬁ’éﬂféliﬁ igpsniian di¢lude deptess methogs or preecspesdhas Hay &
transm t Shhobed Withtd ARcHild-ceb U1 &gﬁmahsbgreweyd By MRGRIAE dafalle -+ @ COMputer,

a 20 network device, a personal digital assistant, manufacturing tool, any
devi ce wimedium.sAtmashinegpagable nediuen mpbdess@mmechamsm )vvhldhrpr@und@(eaml ary

embodt e More R il AR AR 40 o LASHHEIED o YOLRRE LEx andghop-vol at e

media (e.g., read on ran gnetlc
di sk 20t omatyeorkdeliice, athﬁsDxfaaﬂngtil%ﬁgmtniﬁﬁhtﬁacnfrhgshomﬁme)hce d&&ilacseﬁof etc.), as
well as %lng ((:)1'E rrnlo%aplroce(s) otrs! %t% I) Inagnog(se;[nlpfary embod(l)rtngr?tra Ingghrﬂleo Ieagarblepn%gda Lod signals
includes volatile and/or non-volatile media (e.g., read only memory (ROM), random
access memory (RAM), magnetic disk storage media, optical storage media, flash memory
devices, etc.), as well as electrical, optical, acoustical or other form of propagated signals
25  (e.g., carrier waves, infrared signals, digital signals, etc.)).
Such instructions are utilized to cause a general or special purpose processor,
programmed with the instructions, to perform methods or processes of the embodiments of
the invention. Alternatively, the features or operations of embodiments of the invention
are performed by specific hardware components which contain hard-wired logic for
30 performing the operations, or by any combination of programmed data processing
components and specific hardware components. Embodiments of the invention include
software, data processing hardware, data processing system-implemented methods, and

various processing operations, further described herein.
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25 (e.g., carrier waves, infrared signals, digital signals, etc.)). Such
instructions are utilized to cause a general or special purpose processor,
programmed with the instructions, to perform nmethods or processes of the
enmbodi ment SWORISPEBSE nvention. Alternatively, the featuPEI/USROOGHEP®L i ons of
enbodi nents of the invention are performed by specific hardware conponents
whi ch contain hard-wired logic for 30 perform ng the operations, or by any
conbi nat i on ofA pumlpr afifigetesishon YPeekodiagamg)of sysfame amhappamts fepetrastéidc har dwar e

conponent s, .. i men f the | i i . f t.war dat a processing
har dwar e,r%%%{%g’? %gglggrsctg?t% rseylréllte‘1 8%%{%%%3%53 g lgngﬁtﬁgglgl,e Hé‘ﬁ&ﬁm%iagi ous

pr o;:es si rl?mﬂz}aeoﬁﬁg'u@e%&how %Wlﬁﬁgrdﬁfﬁ?htbe&ﬁg hpdsrﬁﬂidns glz'cl{il tﬁ@éﬁ&ﬁ&iiﬁ@%ﬁn

PCT/ 1JS20( 14/ (1419119 A nunber of, figures show bl gc i agrang_  of systens
and apparaaglu@gtfl@r maacwré%rtceavqﬁmhoémpﬂn qfabw‘aqneﬂ?-tElmneé%twphgﬁ%%@mance wi t h

e mbodi 18 Yigerths flleod el At érer RENG el b OMTARNANRYH oW dicagr ams

illustrating operations for a trusted ile pllatform architecture, in

accor dancdiagim$ Rerryef. iteshoeld b undrestped it thoeperatioas ofbtbe flowashagrams t he fl ow 5

di agranms wi |4 hi i f s shown in
t he bl oc kélguic?l baegjgggrr%? eﬁl&é’\%&@é’mlﬁ%ﬁf&gﬁggﬁ%ﬁg%zd a%ﬁ%étlrﬂg? %glil&l? Ilggt{ogt{)(ﬁ%rug%gr ations of
t he fl ow witlagfaerke tccthe btbek diagetisoandeanbodinsentsatiscomset svithfrefeyeatetoghand

apparatus ot her than thpse di scussed i.th reference to the bl ock diagrans,
b b BT EPRITCA OB EPeRPIR Opain s Alirrens U Ehovt g Spsned WEDSHPTS coul d
per f orgm opexefdwiliagdinkf erent than those discussed with reference 10 to the

flow diagranms. In view of the wide variety of pernutations _to the

enbodi ment s déB ¥iewd dherwidevariety phpesmyiations te theganhodimantsodeseribed hegilded to be
il lustraty . Sk { Ja.tq pe of the

i nventi ontl.hf’§ SQP%C?%S?B%P g%&kﬁ#ﬁgg ?Pl;sggtggvﬁ%’ haédeggpfélﬁg)é%?%kﬁ%st and
encr ypt i dimitipgthatscapesf diviihentibe To liksteate, witiie ldescabepwith ngferdaaei to&rudt00 is in

actual 15 ation by.a user .of suc eyi ce, enbodi s of the invention
are not saél(afgﬁmtgg.()p%?mse@gkﬁﬁ%@#@m&li}ﬁ?@g}l%%g mgﬁ@h $83fM426 may be
used 150 aspehdiod beater af el idedcd] embbdnm@nts @€ hid GnveRBsEdre a6t Pflinkikd. Forst ed
nobi | e conputjng device 100. Returning to Fi gure 1 to illustrate, a device

may be cdtpTRY: Hie CHROSEPIS DB EEOR 1 20 PRV Beussd Fo ashentipate a devicduripg AG

i nterfaceged iofl 6PIa @ ' ; r ' ragessor 126

may 20 aqtehggg?éeg%lto g%t %h?glhgtgw@gﬁg %ﬂgﬁgge‘@ﬁﬁ%@é%w@gg%ﬁ@%%gr ation. The

crypt ogr aptdtiete, pdeyiesgvay bel@epld o the neptugephicphaessend2b thhagh ittee JTAghsmitted to
erface 155.. .Such devf&%e t hen generates a

: ggpgﬁ\:eqf{tgﬁ?%g lsgg%fq%%& %g' J‘I%e%\gredri’?ﬁ%é he Fy PGPS DO eSS PTalIRMeY0r ocessor 126
aut heatt i cathestidateithis devicetirdugh @dhgllenpdresp@sOomsRion! Mhe cryptographic
processor 126 may generate a challenge that is transmitted to the device coupled to the
JTAG interface 155. Such device then generates a response to the challenge. Therefore, if
the cryptographic processor 126 authenticates this device based on the response, the
device is able to perform communications with the trusted mobile computing device 100
25  through the JTAG interface 155.

To further illustrate a permutation of embodiments of the invention, while
described such that primitive instructions are executed serially within the cryptographic
processor 126, in an embodiment, a number of different microcode operations for different
primitive instructions may be executing at least simultaneously in part therein. What is

30 claimed as the invention, therefore, is all such modifications as may come within the scope
and available equivalents of the following claims and equivalents thereto. Therefore, the

specification and drawings are to be regarded in an illustrative rather than a restrictive

sense.
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device is able to perform comunications with the trusted nobile conputing
device 100 25 through the JTAGinterface 155. To further illustrate a
pernut ati on of enbodi ments of the invention, while described such that
primtive instructions are executed serially within the cryptographic
processor 126, in an enbodi nent, a nunber of different m crocode operations
for different primtive instructions nay be executing at |east
si mul t aneoyghvisichim@lls:t herein. What is 30 clained as the invention,
therefore, is all such nodifications as may cone within the scope and
avai |l abl e equi valents of the follow ng clains and equival ents thereto.
Therefore, . the AsafttdiscahippBingnd drawi ngs are to be regarded in an
illustrative rather than a restrictive sense. 26 Wat is clainmed is: 1. An
appar at us conprdngiopgroroFEPOLrapbicanks;ypd ogr aphi ¢ units; and a menmory to store
one or nore dat tJ ol or
nore data encrjﬁ??@ﬁﬁi@jgggﬁﬁgﬁzﬁﬁﬂgﬁ%gégéggﬁ%?gﬁgﬁ@gggﬁk%%%%ﬁékgﬁﬂﬁg of
the one ahe one er owypdag eapiptconukeys, swistdn tiee assecidték hetdbaddimes whidhoo!f they. 2.
The apparatus of claim1l, wherein the associ ated. header defines a usage type
for the dﬁFé“@H%?9B9$@ﬁmhﬁvm“§?mfﬁéﬁagﬁgwﬁngy@¥m €im2 further conprising
a controller to restrict which of the one nobre cryptographic units are to
use the data engryption k and a, type of operatiaqn ed on the_associated
header forZthe HERPEALEPETRER Bperth hesaougintbendticdeinets uiade WPEWdPei n ¢ he
associ at edyfeareypridgkenes an identification of a key encryption key used to
encrypt the one or nore data encryption keys. 5. The apparatus of claim1,
wherein the one or nore cryptographic units is froma group consisting of
an advancedl encriyspbatsiofodand fufhdr codpdh@a eaRrilRE toRstitawkial 6f Biohe a
message di gest unit and a secure hash aFgorlphn1unit or an exponenti al
al gor i t hni @ogrAryptogaphic waithag te vppihesialigenciyptien ignegndaa premf operatiomeasedict i on
into a cry r i r Lon of a cryptographic operation
t hat uses §¥%g€§85h%935(%gﬁﬁﬁgad%ﬁéyﬁﬁggg%o'ected within the cryptographic
processor; retrieving the data encryption key and an associ ated header for
the data epcrypflon,,Kak.oraghal Whilm @e §%8&i§t%8‘ﬂeéb%ﬁ9@f‘ine9%ﬂ b ‘ﬂﬁﬁé’%ﬁbg%f of one
or nore cryptographic units are to use the data encryption key; an

a key encryption key used to encrypt the one or more data encryption keys.

5. The apparatus of claim 1, wherein the one or more cryptographic units is from a
group consisting of an advanced encryption standard unit, a data encryption standard unit, a

message digest unit and a secure hash algorithm unit or an exponential algorithmic unit.

6. A method comprising:

receiving a primitive instruction into a cryptographic processor, for execution of a
cryptographic operation that uses a data encryption key that is protected within the
cryptographic processor;

retrieving the data encryption key and an associated header for the data encryption
key, wherein the associated header defines which of one or more cryptographic units are to
use the data encryption key; and
performing an operation within one of the one or more cryptographic units using the data
encryption key, if the associated header defines the one of the one or more cryptographic

units.
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perform ng an operation within one of the one or nore cryptographic units
using the data encryption key, if the associ ated header defines the one of
the one or nore cryptographic wunits. 27 7. The nethod of claim6, wherein
t he associ ated header defines a usage type for the data encryption key. 8.
The nethod of claim?7, wherein performng the operation within one of the
one or nore cryptographic units using the data encryption key conprises

perform ng7t he PREmAtHoADS cWith ¥, WheRe BE atddeiaRAeheader MefifesCd NREOBpRITH! eUni t's
using the data encryption key if a type of the operation is defined by the

usage typedatdencypigdticle- r eadabl e medi um that provides instructions, which
when executed by a machine, cause said machine to perform operations
conprising: receiving a primtive instruction into a cryptographic
processor, 8f or Ekenwthodnf ofaira 7, evhyeirog foplhing tbe epatticnwithiatone ¢ sheaordatra
encryption key that is protecte ithin the cryptographic processor,;

ot 1T Bui ng MR BoRraBRiE BBt Fote ey ac s P ek e ar e g TR a
encrypt i onyik&Yonc\Wreednd &r'ﬂ%r@&@?fb‘g?&tpﬁfé ARRAGHg BRIdaReRcMBLIENKES if et MDT e
cryptographic units are to use the data encryption key; and perform ng an
oper ati on vietdperatiomes dsfinechley tim@sage typsr e crypt ographic units using the data
encryption key, if the associ ated header defines the one of the one or nore
cryptographic units. 10. The machi ne-readabl e medi um of claim9, wherein the

associ at ed9headrchidetdadatsie anedisagBatt proeidtolinstroetichdf Shhchiigt ieétutedyby 21. The
machi ne-readabl e medi um of ¢l aim 10, wherein performng the operation
wi t hi n one"BfEhippEapResaigmarhig te POHIBLIPSFHIOBS SHPR'SINEI ng t he data encrypti on

Crypt ogr aphi o ubcra T Amk(E IRRERLLRR: kBRI ood Sl RESaRu TR oFa
oper ati on kgptefiphedoparatidne thas ages nygea eB8yption key that is protected within the
cryptographic processor;
retrieving the data encryption key and an associated header for the data encryption
key, wherein the associated header defines which of one or more cryptographic units are to
use the data encryption key; and
performing an operation within one of the one or more cryptographic units using the

data encryption key, if the associated header defines the one of the one or more

cryptographic units.

10. The machine-readable medium of claim 9, wherein the associated header defines a

usage type for the data encryption key.

11.  The machine-readable medium of claim 10, wherein performing the operation
within one of the one or more cryptographic units using the data encryption key comprises
performing the operation within one of the one or more cryptographic units using the data

encryption key if a type of the operation is defined by the usage type.
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