; bcdef ge3eC(C| 6T(, Y-WD 011 15382 PCT/ SG9/ 00086 Legitimacy Protection of

El ectroni ¢ Docunent and a Printed Copy Thereof cooool* FIELD OF THE

| N\VENTI ON 5 The invention relates to secure electronic and [l)_ri nt ed
documents aMf 0152 particularly, to a method and apparat #§TE6799P8yvi di ng
integrated | egitimacy protection of electronic and printed docunents.
BACKGROUND 10 In daily business and personal |ife, electronic and paper
versions of a docunent a ) heport ant, ubi quitous
items, Immﬁmum“mmw R Vi e%‘v%giﬂ fhﬂ%é%%lﬂl?&??ﬁ ggr%%e%{tﬁghﬁt er net ﬁnd l'i ke

net wor M} this, ﬁ%ﬁ ing the

| egi ti macyc@borrone form%?e{i e d%ggﬁﬁﬂmﬂ@ﬁﬂ%%ti on of the other
formof the document. A nunber of conventional nethods and systens are 15
descri bed below. U S. Patent Nos. 4,981,370 (issued to Dziewit et al. on 1
January 1991)geppPSE I INVESTEONt O Dziewit et al. on 9 July 1991 },
5,163,091 (issued to Graziano, et_al on 10 Novenber 1992), and 5) 191, 613
(i ssued t & GHiinysptiongelates tysecure Flspteqniciang printed desumsats 20d.d8eier act  (or singl e
si gner documgy chﬁﬂg,% B ¢hefoR GRS SparanA deH RSREIAE irtdpBated RBiABy RbieidpCt roni c
contract signi ng: security, tangibility, reliability, authentication,

| ongevi ty ancfelertranic and prigied dpgyameatsus descri bed in these patents produces a
final authenticated docunent using conputerized techniques. The docunent is
stated to satisfy the | egal docunent authentication and authenticity

requi rement s BAGHGRQIMP| y associated with 25 printed docunents. The
docunent t i} i i LY : o] olsl t hat
verifies 1?ﬁehlﬁgge1l ti cigﬁgr%eaggi?% tL%é’d%%Ebn}éﬁ%ﬁggﬁﬁﬁﬁlénéﬁgﬁlﬁ? ti ng{igﬁnd

recei vi ng st aqually impertanyandzaréimpiorian eedquitonpitentss especially ingyigesofithe t he docunent
so that nodif}] | r d ' tication
handshakes f Pg%ﬂ%ﬂﬁtgé}f%@%}ngg%gen Rf?g&t %gliﬁ%et%? ﬁaflgégag ﬁ?‘ﬁ’g&%ﬁ%nat ories
of the docunefiprotacting e idgitinhcy 8Doneformiottherdorument Haze ignorsd protectippelr at us

pronpts the [t4 0 .cat i | ectronic
signhature t hgf;ile e{d@)&%ﬁ'#eo@g{ &t]ogpﬁkrgl gAﬁrIm%,%r %%E{L%B%ag%e%Wf%g%g

PCT/ S@9/16008#8scriBechbeldvent i cat i ng of the el ectronic docunent can be

i npl enented as an additional password step utilizing a personnel identity
val i dati on apparatus. Therefore, two |l evels of password protection can be

used such t hai.StRuemeNex 498,320 Gpet aziewdot ahent Janwetyel99i) 408 hgl4passwor d” .

The mor e Sophicath eahoglh 0w SHS G 1651} B 65RO £ ARG WaRufOl of A D that 2
docunent's authentication 1Ts vali’d.” T thi’s nner, Nno paper document
versi on of tMNoveinbati®B)i endHhn?l,cldt(issweddo Brazpmo,cit elowh. 2 Nlah tl P23]idescdbal

el ements of a pa contract ar . £ ctronic foormin the
Comput e 2y < RaifRilon SRRk Kk BLEAHHBE W Nessel arehldeAl froniBlbt [ 1 )

know edge- baskdirateiuntrect sipiigesecirty amgitihiiysretiatilityyduthreatieationidéngefityt he
docunent creatijon..and..aut henti cati.on,.pr,ocess. .In partigul.ar., the gcreation
of &l t1 - pdbd YR Rae feP el A8t B8 B Blnes dinREd 458 Bt anount
of i nteracti docmmenngsing@nipaterivaltechnguparTheascunidnt & statedas parisfyathd ghf fi ci ent -
in the arena of El ectronic. Doc nt ..l.nt er change I where stapdard form
mssacen or o el Sl RBgR PniaPFRERRS sabRod e ErE s ans. | 55
Thus, these fpoibted daduithts. Tiadocivhéh asthaticativmipeocesyis aaivhted agri cftai on and i
si gni ng process. wever., the, dj.scl os f these.docunents fails to
address an i ﬁf%?‘g‘ﬁ’@ﬁveggleﬁﬁ?bq?n4’?ffneﬁso%§ee&’§ﬁ??rgﬁft@e G e docunent s
and on ways tracimig&taﬁodﬂﬁwggmtmgwspgéd:dompaMna?@Rﬁkﬁhltl& do@ux?iﬁﬂ&b that 30 u. Sb
Patent No. 5,7 685 (i ssued tq, Benson, et. al. on, 2] ril. 1998 escri bes
a method for "%féfzﬁ“ﬂ&}?qﬁ angiet ?‘ETB?\&P‘F PROSESH Hisn @¥pits %‘Hﬁnﬁ“@%‘fg@ﬂ%@rﬁ'% cati on of
the sanme. A partsorndbéiftst dieitistaaértitieCottthOdgards braatoduhRat drsveifiagned t o

produce a digital signal associated with some text nessage, which is
conpr esséd, g?fcdr"ﬁ‘ﬁ? authenticgfionapparaugprompls thepagties iophesiicaie 88 on t he

backsi de of tdbeunedeEBY dppkhidihg Aelebbhic sipRatiid thedldd.erie RGusIAkigning" or

(RO
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t he coded nessage is scanned, decoded, and decrypted, expanded, and

di spl ayed. Authentication can be corned out by conparing the displayed

i mge and t the i mage and t ext printed on the card, arly,
Hut ti nger, W“Q "Online Ticket" Conmputer G aphik, Vol. 1?&9%65%

Jan. 1999 descrlbes an online ticket that is delivered to a cust oner, mhlch
is selected and paid via the Internet. O the ticket, a 2-D barcode is
provi ded representing the WO 01/ 15382 PCT/ SGR9100086 -3 data of the
tickets and stufpraticatiag ofithgielgetrenic docyment fea be Beplemepied sengddiionad prove t he
authenticity if[ss&(l)}ﬂ s{eB‘ﬁKﬂfmg ypésonﬁ@ltxg&tnt)l\@ahdéltuﬁ@?ng@%s (PheseRd @ Pastor on

1 August 1989) describes a systemfor authentica document, i ncl udi ng
a devi ce havi lsgelaotrasswqsd P@FPCR@chaﬂlbﬁGﬁeda&‘}ﬁlll ﬂ‘éh@lFféﬁXl% alsmwm@mﬂﬁrow ded
by a user, th tm ﬁ\@mm ting the
source of the&aﬁétﬁﬁwﬁ?gg%éﬁg?bﬂ% ?s%)%g?sg\elétgde@e% decryptio g;c;daf or use
with the ihf occmtqamhe fhaby defamentys authentigatipe s, valij. rﬁlﬂa$m9:r1neU$0|Pameent No.

5, 388, 158 (|s S Y, cure docunent
and a 10 net ho {c)itovgﬁﬁgl&g?egétiﬁcgmﬁ%ﬂﬁc %?ﬁgz’%’ﬁg‘%g lﬁ dlﬁcg ing the sane.
A docunent i selsmenmef:h papemooumgreazlldngmtaﬂl els¢trpmad formi thh comspwtarspstessed,
encrypted, and coded as a two-di nensi onal barcode or |ike form of coding.
The barcode is incorporated into a |label affixed to the docunent. A signal
representing Ahdmbmﬂg@abmuesmrc yihiaed sjm'enljs is qiuiotwiladgk—bgseé namypérisgstersy st em
and the kz i's wnl oa edt % ftﬁ pLer 102 dn Z‘?’f aut henti cati on,
the corre %onﬁﬂ 1S GRLPPPTBA g doahmepty ct (“]‘ Wa? AuieBicalion progess g

i ncor por at ed partidua, mabﬂatlo'ﬂbma]hulﬁi-@hley ddwnﬂmcumhaiacddmactcadﬁﬁ asignal is
scanned from t.he_| abe anded d di spl.ayed. The
card may thenm%ﬁ%\‘ﬁ’?ﬁ@ﬂ‘f ging Hon @B?%ggﬁ'f %%Wa B AL ﬁ‘éﬁﬁ%ﬁgﬂy
representati Oé‘fﬁ&fenﬁlh ﬂlel disgef EkdirdieDdasneiehiterchfgd {ED]), Rafeitanilad fdml57, 72G

(i ssued to Merkl e, | . op 20 ober 199 ScCri bes system for
aut henti cat i nﬁ‘e%?a%eér"‘ff %awg?f{]beé‘ﬁe%‘rq!‘eg‘?aﬁté‘lsJ&Ei%%%[naé'ﬁtmvo}fte gf’ﬂ sender' s
station, the original document and an identification (1D) card are inserted

into a special_ copyi nfg machi ne.. The machj ne dlg{tl zes the daocunent text to
produce a di girbus thoss foprstentsdeal with dlectiomic SpniEcGRegatiation AndsighRSHPIRESSF-on f r om

the sender's HBwewk Ghe diki1SsufBsTithdde dduRREKS Bls o Nflikéls aORYegPlted BRIREITENL, tO
which is added the digital si nature The sender retains the aoriginal, but

forwards the BUPglectspnigandpainte;daspmegts aP@S%“@é?tOWEaFBW%P“FH@éP@S t he
recei ved copyadchitsblé thpedpehi ne at his |ocation, which digitizes and
processes_t he docunent text and signature and |nd| cates whether 30 the
digital sfQnature is valid. WO 011 15382 PCT/ SG9/ 00086 -4 U.S. Patent No.

5,710, 886 (i S@L@@a&ﬂ@Slﬁh@%@&ue&bBeﬁon &m%ﬂﬂmnwa}%@&th%CH bes a
met hod for distributi ng gener at.i q? redeem ng di scount coupons rebat e
18

or gift certimptad &g verfyingpddetific e&%r éa%wcwéwgdﬁn@@rlﬂgoat gsAmsufter 1D
number pri nt egerygp vt’l{b?n ﬁ@%ﬁﬂﬁca@@ﬁ’&@&‘ﬁkﬁi@ﬁ'&@@sc@ﬁ&ﬁﬁd hed a%%ﬁf sgpcally,

for exanple, 1n the form of di skette or twar e of tware on the
di skette or CBs®Nedhyifh Wﬁﬁ’ét raeswﬁs\ﬂnérwtcemermed énil’—)’Bﬁé qededrse XBr a

val i dati oBs nupRESde Ond pRidfRd ofPtHd HABksida® f BIRGEG i Si8ton bR BIRIIEEE HRGaRET SONNeE!
request consunmer denographic and or identification information, which can
be entered i nthe cededanrssagr isAcanngdtdsprslsd. an@ﬁ?;“é)’l?tt?fbe&ﬁltl%ﬂ@ displaysdi dat ed, a
consuner ted only
21 ed muna Bt S8 1€ ELBRs BB SaRparr il SUHERU AR AT AC B g
consurer | D nimdge and ioxigfrmtedisinghd gard. he f orm of a bar code The patent states
that "the use of a consuner |ID nunber on the coupon may reduce or prevent

t he fraudul ent copying and redenption of coupons”. 15 U.S. Patent Nos.

5, 374, 9763Q i sSwekirly dH\8pegentiphay tﬂnlizaTDkdéﬁbmputE@GzhphikS\;’@lZBl PF®-10,ssued to

Lanbert on 20J O:I@g%escn 82!1 o%ﬂgc éck%é'tﬁa&? zeh(v red !t'oegcus%mer W 1ch is selected

and paid via the Internet. On the ticket, a 2-D barcode is provided representing the




on 28 May 1991 ) describe nethods for protecting paper docunents agai nst
phot ocopyi ng. These nethods use a high resolution printing rachiné (e.qg.,
600 dpi), tQupgiEis;a document with enbedded patterns. ThesgRichsstaad
patterns are not visible 20 on the original docunent. After being

phot ocopi ed by an ordi nary photocopi er, which has a |l ower resolution (e.g.
300 dpi) the patterns becone visible. Tk above techni ques have a nunber of

di sadvantages, Firstly, the.techniques for electronic dogcunent

aut henti cat i oq?taa‘?fréﬁ‘?wt °'ﬁ§’é‘f§‘¥ﬁ‘§ﬁcﬁ g‘?ﬁﬂﬁ‘g&f‘tﬂﬁte Y8 18 ‘Fﬁ‘gmi’é‘“‘?éﬁ%ni ques do
not nake the gkraticignifthediziétment tangi bl e or easily conprehendable to
users. An encryption key or 2-D barcode is not directly readabl e by users,
and the users do not know whet her the docunment or itemis authorized and by
whom t he dOCUU?SNPaieﬁtN&MtKSB,DKEdssuéiBl@%&byonIﬁﬁmoim? ESsciibed aRPdterk RPWN t O
exi st that_ provide an integrated sol utjon £0[ bo(iﬂch el.ectronic and printed
docurent . SThiaithegticaing a doquimep), ingtyding adeyige hving 1acryrfion kyalpehs, either for
busi ness or daplidatibh {cfinfoVhtidnProvidddeg aalsedthe @) skdnk RVeald AR oREGHLH 1] _

hi gh-speed delivery via the Internet and an Intranet can bé enjoyed, while
keepi ng t he cBessagsindicabingthy sewrryefshe authengisatign butadso paosadardha decrpptiodl y, WO
01115382 PCT/13(R&/ \[O04R _meéni%ﬁﬁaﬂi@flg}&f;&eu%p t}&rxﬁmeﬂe?nm%ﬁwlﬁa&rﬁmm ques is

not personalized. This is also ortant for |egal and business docunent,
where each peh3RSalSRdissugd eBerspnameiskebmann 1995 bdeseritien g sesureyiocugent @sdpansi bl e
for the cont Rin&H anldiad afiSkatidfof pro@udihgind RathEcatiRSthe Smfe? & A Rsued to
Benson) et. al. on 21al Kg‘?‘?l ) 199%?, 4,%3,3961 (iassue% tg' Pa@'?‘glr]é (t)?]s 1 August
1989) and 5, 388med® grpduse adigital siEmak Biichis onmaesseda ercrypdl pndfioded e net hods
or systens f qg,,Rf b BEGIR Rk G colAR Sfhe® ncdSy t ogr aphi c
t echni que. Ho%%@%‘gfoﬁese csyst ens have cao ngﬁi)hgr g%?‘@?é‘%ﬁé’%&éé% ncl udi ng:
10 1) The netlelmlisffised toythe dogument! 4 signalventesentingdheiiniagn isfencryated @siegé r oni ¢ or
paper docune X W1y ) Cf. V. gr aphi c
t echni ques, \rbt#'lb gﬂké?eg%g@&%gﬁ?%?&gzhﬁcgﬁon| cadg%ga’ﬁénclg ‘?‘e‘g% %%llg{a{r%ot

t angi bl e Bnd avthentamtienthetcorrespending decriptiyn kpypk ercayntahsith notlepkey abidcunent i s
still 15 pref, 1 ReTa oW T f A by man eopl e; 3)
The protecti dﬁéo?l;sgr%% %tggg%%a I ZEH%QEGH\?CGH% rugﬂ%{)c(r%d%!)% ?rallalnstsgan\?\ne%/ﬁg%l tiple
si gners; and tHg latidladegoded, deoryptet adxparled anddishiayed e cammvaycberf r

aut henti cati ' . : | Ve X1 S f a met hod of
protecting t%gﬂﬂg@gﬁa&? kgg@%%%ns@g?ﬁmé@s é&eggﬁgesgﬁtg%r%/fﬁl%eelal a%%‘rmsdﬁféens of a
docunent overdoowmeny, or at | east aneliorating, one or nore of the foregoing
di sadvant;ages. SUMMARY OF THE | NVENTI ON 25 The aspects of the invention
seek to provide an integrated nmethod of protecting the |egitinmacy of

el ectroni ¢ dd&8n@annt Nads, B57¢126 (iss1ed hlMarkle) et bt ed20/©cteberr1 99D hiescribes a

i npl enented by _user-friendl. -seal s. .The.praotectiop,i ersgnal i zed using
a personal e- %%T.orﬂg{élﬁlﬁel@cﬁtt‘% é/emhair °°r?ﬁ’|°tff’%?%gq§$§ﬁ°e%eng£ﬁ%5§e q%f%%?t?‘\?el y and
ef ficiently photrigiiabdocanentand iaf idedtifi@@on (IDacod m@ameRediiniohn spedialr St aspect of
the i nventi on tiﬁ‘e{ngcﬂmse El SCLC ?n%ddiaxﬁze%lth%c 0roni ¢ dgcume t fgr. reproduction
of a correspSRB RGBT LU BALIRSIE 1758 HISiog Bt oAt o prequRsa disfigh 01/ 15382
PCT/ SG99/23008&gnattre, which incorporates unique information from the sender’s ID card. This

machine produces a hard copy of the document, to which is added the digital
signature. The sender retains the original, but forwards the copy to the recipient or
receiver. The receiver inserts the received copy into the machine at his location,
which digitizes and processes the document text and signature and indicates whether

30 the digital signature is valid.



| egitimacy of the el ectronic docunent protected, the printed docunent being
a printed version of the electronic docunent, the el ectronic docunent

i ncl udi ng: w8Wi/fAE, of an original document in electronic fﬁ?.ygl@,%og&nt ent

di gest for the content the original docunent in electronic forn an

el ectronic seal or e-seal for authenticating the original docunent in
electronic form the e-seal including a4visible seal of an authority and

the content djgest enbe in the visible seal; an optically sensitive or
sensi bl e con#oﬁé’ﬁienﬁﬂgég%g% S“égf% st 8t Glo%%@“?%rl%%i nting using a
trusted priniésdgbdRaQR@E& fof BietriBRfingG gérdeyatingmi rédéemBly dsRBSItRbG oYM ONENt

containing informatjon for indicating copying or nodification of the
printed docufRYAE oF gifteegifirptes Thnmrataddrrchvragh Fuipen ueng 8 RspPiiad docunent .

I n accor danc gubdrhprifited 36 ARLoddE Chuths hA§ bl BaMuteaRIeckrBifEAlyl fordi scl osed a
printed docunent reproduced froman el ectronic docunent capabl e of having

the | egi t # masyame, imihe fprmefadligkstonr-RMsefvers, Saftwarpen e digketsoanment

bei ng a pri nceARBRA SbPBrofipt b Bnstmettb @1 h P¥06 ndR6LH BN varlaiforifurbEeg docunent
including: rendered content of an original docunent; an electronic seal or
e-seal for acedseRuiegthe phonetsall delegarkatinghweioneg requesi denssaher demdgerppici nt ed
docunent, the,es5S8akifk AonYStoRBatdn WSERLS B f; ' d a content
di gest for t%% Cont ent Bg’%‘ the orln’gi natF %‘ocﬁeﬂn%ﬁ% lg%ggg‘g%a{;dna%{%bg&\'/i sible
seal ; an opt One¢ thy sefbware is validaed, 8 sprsumermay pin 9o hselacted dewpmds.iBack he

aut henti ggte IHFB?Hﬁ [ Q. AN ess, optically
sensiti vgaorg%‘é)(r%rsli‘d'ﬁfe corr%on%?mgg%%?%gapﬁmﬁ oirafgrcgl[ﬁ%gﬁ&f%? a}shglgcati ng

copyi ng or nouprintglwitiha cafsuned Dprumbicr, grafaebiyinthe formeofadpy cale. Mbei fi ed
version of th rinted. d nent.. ln a rdance with a third.aspect of the
i nventi on, tﬁgtrmg Sliagcsgtllastc?‘%gséed&laa cr?réﬁuﬁjc?glﬁgf' MR On e PP Y PR EINES t i mmcy of
an el ect r oni prestatt tiveefintudalest capyiog mebiedemption of coupbret. docunent, the printed
docunent being a printed version of the electronic docunent, the nethod

i ncluding the steps of: generating a content digest for an original
docunent 16n &l.@ateariNes. 5 37#p7@(dshahtbiSpairentsnrg bk 20 Deginibat 19bag,unent i n

el ectronic faqr i a | ect roni,c seal e- e-seal . including a
vi si bl e seal gt#g ﬁé Q%Pﬁd;tf’ﬁta?‘%% 021% Otcﬁgcrc@%?)ear@%gilagg?géﬁ’fﬁ‘iﬁ’%{&'k T the °
vi si bl e seal pnagltiayg 981) depdribe alethods fon piotdcting papes éotambhte agamgoonent to the
aut henti cat ed, docunent, .f or i nting,using a trusted jntin rocess, the
optical 1y soRttrpeng, TtesteBpds ish fpiehanbdon pitna ik & fosfir or . V0
01/ 15382 PCT &St AQ0aREent With embéddgd pRRYsTOhess erfiBslidéd setfein Aredfot Visdlepr | Nt ed
docunent _in a &o%ﬁor difi eg_pv rsion of thelppri néed docunent. [I.n

accor dané@ wPP fregrigial dasumentepfterfreingiphotopopisd orgipary ghetecopicviided an
appar at us f ohaq leiveciekdl@idnh(e.gl ¥00idpi)nie yatinsdec@hedtibrRNi ¢ docunent and a
con-espondi ng printed docunent, the printed docunent being a printed
version of the el ectronic docunent, the apparatus including: neans for

generating aTaeREcRBtecHhighdthalds mahbed bf didaRhnt£hRe URBAL, thoteehfigids @i ¢ form
neans for authenticating the original docunent in electroni¢c formusing an

el ectronic s&4Firic documant authenticationsare notysercfgendly-dn othey werds.dbay| of 10 an
aut hor i t psangechiigues A8hBIHhalh tHE SlkctRARASRReN: Pkl of eNil)lcBmpRABEndBERNS foOr
adding an optically sensitive or_sensible conponent t0 the authenticated
docunent f or U M FRFIRSIPA§ROt S B dereadgis pekdissgtbpreadablsdy vsere asdthiccal | y

sensi tive or usR&d it kn&w WRSMRENthe QIR Hr el i MhRKIFBEA Y fyQkhdnD@kcat i ng
copying or nodification of the printed docunent in a copy or nodified
versi on of t Hecysentis suthgpeednsepndly.dechpolagiesareneidaoyp fhexzst that pigvide pect  of
the inventi ofnedrhied ShtiionGbKdiPaeGroRicGRIPHEE dRARRAThiD{QEHEL é&a\“ ng a
conput er usabl e medi um having a conputer readable program code nmeans
enmbodi ed 3Phemassipnfasiticprapplicatipnigeithsetor beinesherdpilplifeaWithlapdntegated docunent
and a corres ' | C : R ' a 20
printed ver s?@gmol?g?ﬁ%éngﬁ?gth?%n#g& Sé‘ﬂ%?gﬁ‘ta?ﬁét ]ﬁée%%(t)glrrgdﬁ#grﬁ 9%‘}%54#‘2’% pr oduct

i ncl udi ng: cenjpyedewhileketpingdhgnooyeniance addangihility of @ pamge denatent Fhiadlg,ont ent

di gest for an original docunent in electronic form conputer readable
program code nmeans for authenticating the original document in electronic
formusing an electronic seal or e seal, the e-seal including a visible
seal of an authority and the content digest 25 enbedded in the visible
seal ; conputer readabl e program code nmeans for adding an optically
sensitive or sensible conponent to the authenticated docunent for printing
using a trusted printing process, the optically sensitive or sensible
conponent containing information for indicating copying or nodification of
the printed docunment in a copy or nodified version of the printed docunent.
30 In accordance with a sixth aspect of the invention, there is disclosed a

e e N » o . B o .




WO 01/ 15382 PCT/ SG9/ 00086 _g_correspondi ng printed docurrent, the printed
docunent bei ng a printed version of the electronic docunent, the System

i ncl udi ng: ? 1$53697 generating a content di gest for an o;,tg/sa@,oogggcunent
in electronic Torm neans for authenticating the original docunent in
electronic formusing an electronic seal or e-seal, the e-seal including a
5 visible seal of an aut hori ty and the gontent di gest enbedded in the

vi si bl e seal ; means_ for an optically sensi Eée%/ie nsi bl e conponent

ar, s
Vot he aut he s EaCRiT R RO T R Hgioh Srngpelead TSt P mheTong
process, the nedatand Bﬁsﬁx@ﬁ&b&dﬁi@u @Fhefedash PerSonGASIOPEINterd A idprotediing
i nformatl on for 1ndicating copying or. npdification of the printed docunent
in a copy or OFbeing resRpnyidledpohe Bmtsnh et Hisherb8H document. 10 I n accordance
with a seventh aspect of the invention, there is disclosed a systemfor
protecti ng t he Ie itimacy of an electronic docunent and a correspondl ng

c

printed ddcurtbhtPa @h@o%)?gt‘%ﬁ?? fesnertio Rersopestd ongd Apaih AP HEp 381
aut henti cat ed;sgl-g8% mfyren@%g{mrm gtaﬁ@s 384, DA (idskei(t6 BeRbLEA 7ARbRadOCUNENL

including content of an original 1 document in electronic form "an

el ectronic séa?S)@vscbsg@aqhmiw systemcliat protectingelectranis or pinsadocywentvsiag i n
electronic fQrflogtdifictschfifibe] kil %s@sﬁé{eﬁis%@easﬁﬂxlnbe%fcﬁ&d%&&%'ty and a
content di gest e ée In the e-seal; rfeans for generating an optically
sensitive or imdudiighl e conponent added to the authenticated el ectronic
docurent (for pri 0! NOryShdibhad of RIS I pkVidd1ekoRE 85 eleBorPb Cal | ¥
sen3|t|ve or senst bl € conponent con |n|ng I'ntormation I ndi cating
copying or nodifi catlmpercbcum@tpmlvnt ed document in a copy or nodified
version of the prynt @Wﬁ? f | thimcy of the
aut henticated el e trgﬂﬁ c doc B s sm?re%r?éper O\Aec;%’b)ftér%r t?ﬁ'édqgggt‘ henti cat ed

el ectroni ¢ docunent amjsebtuefmrpnle@alrdnycémswnnwamqumteanéi ng the trusted
printing process depe an 25

aut henti cated print ecf%gg%eﬁgﬁgﬂﬂ Elem ya%égér?ggnwt 4 ellﬁﬁﬁisgg%ect of the
i nventions there is cﬁrsfexlabteéoi‘rmnlymplbimdtubrmranqbpmfmﬂbmpahhpedpkgl ti macy of an
el ectroni c docu a].?‘e mtec%rresn%gneqlsorﬁgh |eqt§m ¢ < met hod

i ncl udi ng the st ps 0 pgenera |ngpan au H |ca€f‘ed P?g‘ﬁ ¢ 30 docunent,
t he aut henti cated el endlnpilalsxgnds;caudrent i ncl ud| ng content of an origi nal
docunent in el ecjroni

aut henticating the ori gfenlaf% @%élsjoﬁléﬁ@prg&c : ?fé‘e fo?aut %’?r%ﬁmpﬁg& %ehggé{l
including a visible seal of an authority WO 01/ I 5382 PCT/ SG9/ 00086 -S

Senst t1 valor TaindreasERR SR A el e R Rteun e BBl

docunent for apd priritedneerdicrisiog a dodument @droomirng, bng leasonetisratihd) enopimaal | y
sensitive or gi??l ble c %Oﬁnt containing information for indicating
copyi ng or foe tuEg Brinted document in a copy or nodified
version of the printed docunent; verifying the legitimcy of the

aut henti cate i ; inting the authenticated el ectronic
docunent andgfﬁtﬁﬁf@?ﬁgﬁimmlﬁ conmponent using the trusted printing
process dspemdendpestponhe hﬁentfbhisée}titﬁlgrostdepnhﬁegﬁitétyindmo@ﬂflﬁbtbhﬁl@ttﬁdl at ed
printed docunent. 10_.1n accoydance wth a ni th asﬁggct of the invention,

there is di sciB5EBAGY §f BlEFHAMCLOCHRERY PYGeRee mﬁQVP versighAbiRIer usabl e

nmedi um havi ngmflementedbyCisef-SREAMD leedls. TUE ot ABeis PeRbliesiRBig@Getsbpil €i n for
protecting the |l egitimcy of an electronic docunent and a corres(gondl ng

print ed dochréFFtl ?‘:I“}E‘eetéﬁ‘b@t"é’rmﬁi? HEREnean e gtiediveiand gt rRiseiedr readabl e
program codemeaor generating an authenticated 15 el ectroni ¢ docunent,
the authenticated el ectroni c docunent including content of an original
docunent 3Pn electronic form an electronic seal or e-seal for

aut henti cat i ma&&am%l“gthrhaﬁrst%ﬁeéme inOerﬁ‘ibﬁ%ér@ﬁ' cﬁscio@émn diddGofic Seal
including a visible seal of an authority and a content digest enbedded in
the e-seal ; deswenefor repEdugsion Oﬁﬁs@;reamr@mr%éﬁgcwt eppplle af havipsabe

optically sensitive or sensible conponent added to the




20 aut henticated el ectronic docunent for printing using a trusted printing
process, the optically sensitive or sensible conmponent containing

i nformati onwi)%/dg Ppl cating copying or nodification of the ppiisBbfflediocunent
in a copy or ed version of the printed docunent; corrput er readabl e
program code nmeans for verifying the legitimcy of the aut henti cat ed

el ectroni c document; conputer readable ftogram code 25 neans for printing
the authenticated el ectronic document and the optically sensitive component

usi ng the t r degtErcyof Hieietfgirpnie Lo enupektieh the R Bed dosumenpeine  Prialadabl e

program code vaRRA S R&ERtroBE dy@hchy tHR@1dcRoié BYdudRnBfcladhPetnnpbesh Printed
docunent. 30 In accordance with a tenth aspect of the invention, there is

di scl osed a mEghaFog ment inelecironisdomeng contant 9’8?55? f‘W]éF qonirat the prginglhe et hod
i ncl udi ng th%oain%&ncmems&wm Saﬂ'eﬂﬂtr@n@%l‘&ee g&m@hﬁaﬁticgfh(gg%gk bet ween
parties at one or nore ocati ons; WO 01/1S382 PCT/ S

veri fyi ng5t heriginelfiocempersin dlecitonisfpmy, thag-eeal iarlnginge aisibl¢ spal of ﬂparlﬁlanO si gn
an ori gi nal folo=Ys! nt in

el ectronic fgﬁ%ﬁg?ﬁﬁtem %%gtﬁet%eﬂgﬁi&dmﬁl @éé%%@%ﬁﬁg con§J 9‘9’?{% an
origi nal doc mqmmnenmdébtbmtthmthﬁnﬁcﬂtm dogurmem fenpirintngyusing 4 wwstedpeintiogt ent  of
the original i o al or

e-seal for auﬁggﬁﬁgg 6&1195%&18?&‘9%%%@@g%%ﬁtﬂx%ﬁcol n ne‘lf E‘rr@%!lm% grm t he
e-seal i ncl udndigpting vipyirglce medificatidn efitherintedrdocyment dh 4 bapycontodifieddi gest
enbedded lpn tvgrgio}{'opgx%:?%nt%gﬁ{)éun?e pdl ng a protected, signed electronic
docunent from'a sending party at ‘a first location to a receiving party at a
second renote |ocation of the network; notifying the receiving party of the

sent protected el ectraoni,c docunment rec th r.ot ect ed

el ectronic dg ﬁfmc tWIt SRS (L:aoaﬁ%ec %ﬁg?léw? %’ﬁ’ttﬁ%ﬁlso‘ﬁs"‘? &ﬁg’?%ﬁ k; and
sendi ng a red&qmnofeptoldmedeﬁm a1 eéctrohie doaintmt capable ofiBvingaht lekitinlabe sendi ng
party at the fjrst. atlo | E In the
fol | owi ng de§E$hF {‘P‘S %‘HﬁBHR’H@ﬁ‘F‘g ‘%EPW"@ 4°ﬁ‘é‘8?ﬂo§8‘ﬁg aPB“H&&fF‘PB@gm

rel ationiso bi‘é&rdiicﬂ&\zlcﬂ@ﬁx)t ih8 piftied 56cuﬁleg&nclhdin§.6exﬁi’eﬁ:dgbﬁt¥§t&ﬂ|aﬂohglﬁéles
illustrating an exa e-seal Ehe.role of .the e-seal's
conponent's i foymeat gﬁ BII%‘étE‘fql%ﬁ?a foy %ﬁeéb Hé‘ﬁ ugatng "?%@%gﬁq%m s of the 20
invention; Fidhderdd irSthephinted Hoclinegy telskdl iisdludirig a’lﬁs@leCs@zﬂtoﬁ&l alidrityi t i on
schene for doc(ijrrents gﬁth mul ti %Ie Stj ners |1 accord with the first
enbodi ment ofq Heenient digest &1 thexsonientof the grigina a?cé‘F?%? gﬂ’g‘@“{fﬁ"’d’i}? lged as an

exanpl e of WgdadraRbkiéany séhshivalor sABER c6inp§hent feR@eréd iAahd {iMERlicawal Ng bi nary
coding tg enmbed the docunent digest in spatial domain in accordance with

the enbodf meAPLmsnt YN 3 tHtsdPrgHng progsss, Ahq ptigally ssestiveioagenathla | | ustrating

the layout Oﬁoﬂp&@ﬁ%ﬁimﬁkﬁﬁfoﬁﬁatﬁn%ﬁ 1h@i@étﬁ1g$:6§§'mg'39r rﬁ@dlﬁ@a%b)n ophet ection in
accordance with a first enbodi nent the invention; Fig. is a block

di agram i | | u8tintsd ﬁ?fgm&nbfla&ewrdmd&o ledoversenn o ﬂerdz;rwmﬂocmmon zation using
an e-seal in accordance with the first enbodi nrent of the invention;

In accordance with a third aspect of the invention, there is disclosed a method of

25  protecting the legitimacy of an electronic document and a corresponding printed
document, the printed document being a printed version of the electronic document,
the method including the steps of: generating a content digest for an original
document in electronic form; authenticating the original document in electronic form
using an electronic seal or e-seal, the e-seal including a visible seal of an authority

30  and the content digest embedded in the visible seal; adding an optically sensitive or
sensible component to the authenticated document for printing using a trusted printing

process, the optically sensitive or sensible component containing information for



WD 0l /15382 PCT/ SG99/00086 -11 Fig. 6 is a block diagramillustrating a
verification process for an electronic docunent in accordance with the
first embodj,gRihssgf the invention; Fig. 7 is a block di agpafisésddesel’ ating a
printing process for converting an el ectronic docunent into a printed
version in accordance with the first enbodi nent of the invention; Fig. 8 is
a block diagramillustrating a verificaf7ion process for paper docunent in
10 accordance th the first e e invention; g. 9is a
i agr am Sy QAR ST IARE g A OTeRs itk DEMPEN T o or Hodined

certificati oRkRAnTHEPHNRA dosunt@cor dance with the enbodi nents of the

i nvention. 15 DETAI LED DESCRI PTI ON An el ectroni ¢ docunent and a printed
docunent capabl e of having their legitimcy protected, and a nethod, an

apparat us, a 1 adietdafite WiiPSfoaRth RIpEtWE thedfivbnflors Yeke8 disEl0sdaran afSdrat ol he
legitimacy of electronic and printed docurrents are descr i be In the

f ol | owi ng 5de§é‘?‘?"{3‘ﬂ‘88}?l°3ﬁ'ﬂfﬁ%"fycﬂ§§n glestranicsdogpment apd 3 gpryesponding painted specific
encryption 2Qohafdhn itk fnediRbahentBEikL agnﬁte&bémaxueﬁme sledttRiY dodingéil | NY

net hods and the [iKe, for exanple. 1t wll arent to_one skilled in
the art, howdheapparsivainciudingpmeanis for geperating wnWayP igest f9F ae PigiBd wi t hout t hese
speci fic det gobdnent h MchiBhic fota RR&RSor MehtidlifYhel oﬁ@ﬁxﬂlr&%mﬁérﬁ‘ iffot descri bed
in detail so as not to obscure the present invention. 25 For ease of

descri pti on, eleg@orderfnmiusing es elgetrantreseplpy chicrl the £resaldusdvdinga visiblsseal of
referred {0 as

nodul es. m)a‘g F‘hm%tg%é&fﬂﬁ c%g?r i cuFtrbmeﬁaedt"hgle%%%@%ﬁ%??%gﬁfﬁd&%qgan be

i mpl ement ed ioptiesilly lsensitiva oriseasible spmperfentiartes authentidatedgloument Grpsntng, a nodul e
is a process, . I b e a

particul ar func%?grﬁ\@tgé pl‘r?rgwg?é%l#ﬂ%%tg gcﬁgg’ senElﬂ@% &EWLXO rgﬁsense a

nmodul e is a fconteiningnaformesion ferrindicating cefrysrigym enddfisationsef the nrmt@tdwemnmbrrponent S
or nodules. E ﬁéqgg| . I nted using discrete

el ectronic céIer%)S nt s,o‘abﬁreaiv?gfégr???lwngﬁdgérﬂﬁegﬁeof an entire electronic
circuit ddch as WD 01/ 15382 PCT/ SG9/ 00086 -12 an Application Specific
Integrated G i 0 Those
skilled in tﬁég%r {daﬁé%‘%{q@aa %ﬂgﬁﬁgﬁgﬁhﬁh{%{’%& et s?ée#@ggagl%é%ﬁ i npl enent ed
as a conbi natpragranoprodect duxinga mmﬁmaw:rmedmdhh‘esgaﬁoxﬁnnercendmﬁm ence and

Sverview of G TR Bl W BB HESR b B B RA BR o B g

Verification dl@cwmsmd]ﬂo&cspﬁndldgupmﬁt%dqmm the pﬁ)wted dooamemtfbeﬁ‘ggsat em The

enbodi ne i.ny docu ti macy
protecti gh %HPEGH%QS]HI&‘EP%\ gféc ouré(’;c%rﬁrc')lg11 t'{hs} S ru\?eitr%gog 36“ tr‘l’bc(ﬁgﬂf@edy

del i very of ZIbmputarstatiblelpergranomode rmads imagereradngammm dxglesa forram okiginelr net
and/ or an Intranett and cer o|fi,cati rlzatlondserw The

enbodi ments PP OVIRL RIS IRy SRR r?a }? of °Fegi € %ﬁ‘é’?}‘sﬁeot ection of an
el ectroni ¢ andthpiticatirgdhelarigimad docimest ingleatrorsd ﬁn:rhmemgan electronic seal or e-

seal, the e-seal including a visible seal of an authority and the content digest

25  embedded in the visible seal; computer readable program code means for adding an
optically sensitive or sensible component to the authenticated document for printing
using a trusted printing process, the optically sensitive or sensible component
containing information for indicating copying or modification of the printed document
in a copy or modified version of the printed document.

30
In accordance with a sixth aspect of the invention, there is disclosed a system utilising

a network for protecting the legitimacy of an electronic document and a



seal, or "e-seal". The e-seal is a visual representation of a person's

aut henti cation of' the docunent) and includes three major conponents: 1) a
vi si bl e sealyoRhpusssi ng a 20 visual identity of the personpMicelodegy? be an
i mge containing a logo, a real seal, a signature of the person, or a

conbi nati on of them (with an e-seal people i mediately know who authorized
t he docunent); 2) a watermark, enbedded-s8snto the seal images to protect the
integrity of the dogunent d the termar ki ng information contajns di gest
of the documéATresPRRtRERTFdAocHPER): By PLp f‘%cg‘frgmheelgoapwéﬂ Y5frdon %ﬁ%ﬁ 25

nodi ficati on epkir6lR6 UGMRATenG MHRlsGiém CCARIERS nieﬁlfs%ﬁéeﬁ&x@flﬁ%a D&M Bigedt fer cont ent
and the e-seal. To provide, integrated protection for both electronic and

paper docurreﬁ_ﬂg}"gi&a]rﬁ?_%‘l’e‘ﬂi“g%lg‘itm&é?rff’%tfi_’@ﬁs for gupetispinestheenginded, which
generates a SoRirhé irftk1EeShicforn @it RRir6nid 86kl BABKEAIVRE SIs&it tchidird adOCUMENL
3) an optically sensitive conponent is added to the printed docunment on the
fly by a Specishle prel phansgtheatnrod thecontertdipstiemieddedip the visiblegeganeaps t o
verify that tfyed0eUHBPlicaly s&litlvk BR&KsibR B Borht Rith\rthehliGatQddemtnt
sensitive conponent pr ot ec%ls the original printed docunment from possible
forgeries, suerprimsingusing:dtustedsprintiag progessd theentically sepsiphoerseagiyleng and
rescanni ng. \%&goﬁeﬁlfcomm ihirdrmrafien ARG &@?ﬁ@ of Jrﬁdf?ﬁ&t‘icﬁxadflt% sensitive
conmponent, the verificatioh can be done vistalfy wth sinple or comonly
avai | abl e de\printed doThmsnbint dopy ovwadifindwrsion offhe honted dooumgnt. i nt egr at ed
solution {0 protect both an electronic docunment and a printed copy of that
el ectronic docunent agai nst possible attacks. The enbodi nents of the

i nvent i on i ndhacterdancerwigh oshventh Aspectaf thespvention, tltbrey disclos¢dedsydemuforent
delivery, electroni ertification/notarization. an el ectroni heck or
negoti abl e i r’i’§?t?°u'ﬁl§?1klc,clc 1Erll%?a?'i %F%%"% m%‘?loco prtangd c%%sﬂ?‘r%%‘i?g lfﬂfﬁ?él tiple
parties. The dowinhent] thquysiemahcludipg aecahsior gaermpiug en aythagicaed geacburt system
can be applied to di f.f er.ent es. aof doc nts. The enbodinents of the
i nvention of 8?"1?‘7#’3%3 Tluél%/cgflgsa}?dyctrl)éeégr °of %B?%%egc i Sé{ngﬁ\o\t}?gio F’éo%ﬁaﬁ provi des
| ow | evell5pr abeghéndin dlectraaic forps apElecttdnit seallve dsalforaithénticatinghios i zed and

protected. The rmar k .provi des. secure otection,from possible.

unaut hori zed °f§‘% |°P'i”8§t‘$ BRCG fﬁ%“’gﬁ%‘ijﬁﬂ?‘“‘g‘&é‘é Aeisiie Se?ﬁ%‘s%ﬁ‘{h@éﬁy

sensi tive corpdaesiter) dipestdabeddet icthe ¢aesly mbae for@endratingtdn®pfédllyt ed docunent
with sinple and. off |ine visual verification. Advantageously, the

enbodi ment s éF‘?‘tV&%S%‘EP—“PWB’PF&YVH%@O%F éutg‘?iwc?:}é‘gi’ CW%PW ‘f&’ﬁa/"ﬂﬁ‘t Z‘Trect ronic
docunent in grineyg Ssind d tAistddPridtin®proteds) it dPUPATy sdBGENERIR sensMN @®mponent

advant ageogusl y, the epbodi nent_s%igqr}pvi de .an in&t‘:dggr ated_solution for both an

el ect ronid® dSCUARHE infoFmafion fort mgichRyIng oriestficatipg pihe prmpddqeumentor t ant
because bot h @8 celyastnidaified waioh cftheiiited dBARRENt; 1R¥a6E R verfymgdiacunent have

t heir advantages, and both type f docynent are required in many

appl i cati ons3‘9%483‘%’?3&%‘?’58%@3%qucg?f“%g"‘i“g‘,m‘é memsiigrRIntigg ey feature for

m ssion cri tiagknt@Rel eliroridi@ocuibient and tHerdphisdily stid@ive@Binpéieheubingtthaist ed
printing nmethod, which verifies the docunent’'s legitimcy before printing
and adds t he Tgied pantinggpreges) dependspidman the yarityig meaps taprpyged el ect roni ¢ and
printed dgcunmikniaidd pliheglbtleyt. prevents these docunents from 30 attacks
such as a screen dunp and cut-and- paste. WO 01/15382 -14 2. The E-seal
and E-seal Conponents PCTI S39100086 Again, an electronic seal or e-seal in
accordance Wigh BedohfainWoietth BBRh Sspbt deliRe ihPRABOH, itie IsUS UGS, AetibSlop! € | mage
identifying a person’'s authentication of a document. The e-seal represents

ef fecti ve andrefqtingthedegiimagyersian slectrancdesimentiond a sonrespenging pringd t he

docunent . Fi g8ecundenfrtie frethhd iRk hefepS B A YR Fatb ramﬁe.gr%ét'e lslgct afcordance

w th the enbodi nents ofcthe_ i nvention. Each e-sé€al prefera S three
conponent3®. alogymgn|the axthenticated ehestrenic dogyment inelnding eontert of amporgindl gest of t he
content of a gdoghdR %1.\%}(1) ' it ' component. 10
Fig. 1A showsdgan e- g{acz;'f&?%& ’%‘:hﬁ%?ﬁycb%ag? tetaggﬁlgfap{mg?&g?d@k?gr porated in,
an el ect r oni erigoeldnsnmertiw tlegttoniofprm,fhg e-srabinclufing b ivissle seal ofrap attherity- seal

110 is depicted in a black-line rectangle. The e-seal 110 includes an inmge
of a person's signature 110A (Jiankang Wi) acting as a visual identifier of
the signer of the docunent. The visible seal 110A is kept in digital inmage
format. Qther visible images 110A besi des a




15 person's signature may be practised without departing fromthe scope and
spirit of the invention. For exanple, the visible inmage 110A nmay be a
docunent hewggissage | 0go, an inmage of a person's face, a geepbésabessynbol ,
and the |ike. Nunerous possibilities exist which will be apparent to those
skilled in the art in view of the disclosure herein. Still further, the
visible imge 110A is preferabl y waterrmirked with informati on 20 about the
owner of the visible of.the visible
seal 110A. Tﬁ%‘5 R cantent a‘ﬁ% cg‘%g‘@A? WctPg‘aré%a?a@“ ?é“&%rﬂ?{‘i%ée‘%bé&h ng as a

noi se-1i ke stéﬂsihldmﬁﬁfonédneddedngﬁe G\flthéﬂﬁﬁatsd gaatdnrc&lotmn@%for'ﬂmatlmﬁsﬁfmar k 110B
conveys the di é of . t he doc lll_.ﬁrrent Ry & It % b i nf ormati on

contai ned in¥ éte BRRHABREOSCSe G APYG Y?B{'fl wfﬂras oyt eﬁﬂ'dp?"ﬁgt foping o pr ot ect
the integritynfoimdtibe fatendicueing copling odh@ﬂﬁ‘tcaﬁrfn éf%a‘,}ﬁmtdﬂl’ﬂocm&enﬂﬁsalcfdpbed in
greater detail reinafter,. Fig. il ustr cQ ing e-seal |20
rendered on QrB‘PSWP%H“SSEﬂ%ﬁ?g'ﬂtﬁ%&’cé‘%%)’e ngﬁdfﬂalﬁ "f"&t d within a

bl ack-1ine r aghanhte@elehidhic dodgmentSaiking &2 aMehtitdRa eRctydrsd dcémeRahd 120A and
a watermark 120B containing the digest of the 30 docunent's content.

grey, rect andif epticallysersiffvecamponent ising the psigd nriphing BoRsS dependeppepons added
right under ie,eHRies Bt pidvidelniabthbhiRated pRiteddslagieaent when rendered. This
is done prior to rendering of the drawing using a trusted rendering
p_rocess WO 011 15382 PCTlI S99/ 00086 -15 Optionally) a serial nunber

(i.e., 99@72Q92oidinRdpfh Aifth bR cCAMRARPRMioR 18Re K2EIok& d datphulef Y t he
printed docunent. The ogtl cally sensitive or sensible conponent 120

contai ns i nf GragEA™ Predecs aYipRIP eUMAUHRY UERSIR/Medum haYingls Ferariteraerdatle t he print ed
document in % c&.fe e ALY éd)‘t?oqlc“%{éélﬁ)fbr(ﬁfotéclﬁﬁg ﬁfc'l iGHad U U BRetronfd 9- 1C i's
a depiction oOf "an 5 seal 130 in a@f? hot ocop the original printed
docurent comdawmqngandrfecoec@emmawt dqnl”@ent» e C‘Pfhp'mrgm&[@n Prodectphot ocopi ed
e-seal 120 hagpgy @&99@5@93@%&&@@%@@3 z\ﬂuﬁmeﬂf?{] alggon of the
optically senS|t| e conponent 12071's now perce e signature
of Ji ankdfAg ‘Ftronic tﬂdwempﬁoﬂleé@ib'tl@dated eleé’fonm@@wnl@t mcmdxngs;pmmt ofageal |n the
enbodi nment s i

user-fri endI ;%LF]}‘F‘% ‘g%:{gﬁlg{n &go@llc\sf%ﬁ %ggﬁfo?%cysgggr%n ﬁ\'élluttf8 or |e'?]§.aﬁ%t tinger,

St ephan, " Onithervgigifiabdostthent@o nlptttoerc fornaShe desealMotluding 2 visphl®sealpf adanuary 1999

di scl oses a &R% ] docunent,
which is an tedgﬁsl?%qg&]ﬂcta fﬁg @3 %gqgﬁgﬁ/pt eg&?{]‘leg(?ﬁr%g%?o imA bar code
i's a printedcoderagaps fm)denermg@homwﬂllbeenélét’%@ﬁse@lbiycfaant@d@i@ towder with a

very |l ow,@rr Jhmé& ahhlﬁﬁ A pR&i is, with a
bar code 2§n gﬁ %@%ﬁt@%m&m& Eﬁmdgcu %Wsn'% orli Segﬁr%r?és@%ge knovvn and
a user cannotbpiiailpsensitize thsemh@c b@npmmontslnwgveﬂomatméomndlmmgvm thout a
testing devi N dual )
often has a %8 y]@eor%%dﬂ?gaﬁg’{ rg{g]jnh% %ﬂnoﬁf;i[ g?cerg'og t?‘ﬁe li ke.
The i mage of phh!edﬂnnuagm ntgnmsertrhadahlemoutam @damemrfpovmﬁympﬂmet he e-seal. To
protect the ershi p,of the. e i ble wate is preferably
enbedded i nt gwqheacg OPYhefurlrt%an%cat?%ggé%\%ﬁ goﬁ'lm{&ﬁ COln uter{?a pr?%?rﬁﬁ?(?on may

i ncl ude, 2But megnsfot printm‘gtlechuﬂmmldatcé e}eemau@docuﬂnmtcamme oam;hlly kensitigt € of
generation of the sea rmat i on i ncl uded in t% seal i
i mge. |If t h&RRTE? mﬂnﬁlme tmﬁgcg 53@ pmcesstdellq%%//dgrrntlipl%?eecgmg?tﬁnfa glreson cannot
pretend to berdghuen @te@ieand meme fonatefyingnd progide an awthenicatehprigdedot ection i s

di scussed i ndCox Lngemar J., and MIller, Matt L., "A Review of

Wat er mar ki ng Sﬁli’t‘ﬁ e | mportance of Perceptual 30 Mddeling”, Proc. O

El ectronic | maging ' 97, February 1997. A seal image can be | ocked by the

f ti d st : Th
S R T e S R S M R T

trusted document delivery via a network, the method including the steps of:

establishing a secure communication link between parties at one or more locations;



WO 011 15382 PCTI SG9/ 00086 -16 docunent. Access to and unl ocki ng the seal
i mge can bé done  using a password, a smart card, or bionetrics.
Wat er mar ki n~~I of Content Seal s' and signatures on a p nt can
provi de ewge’r%/z%h% the legitinmacy of the docunent, becau?gﬁsﬁg&g’ﬁggl nality
of the seal and the signature on the paper can be verified sinply by visual
i nspection. For an el ectronic docunent, grotection of the content of the
docunent from unauthorised or illegal c%anges is minly realized by a
wat er mar k, whiegfyinggtheidortiid ofleach party; peovidingmpbans fergetasty to Sipwaweriginairar k
i nformation hgre are two

. (ljdg %IR aﬂr&gctﬁl tl(fieI 19%5{11%)5;& a ds%eﬁ’i?&%ﬁﬁﬁﬂi m%f)e%-grm fon]; fhb

maj or types PFCAL Offs T 6 timacy prot ection: The
first type ofprapptd igted dosnzntinthding contentof domugm;ﬂtleclmueet ingdactraniby t rust ed

authoriiies. ERTRbR AELHAPLIRYSLRTRRL ABRE IESn ANt LEGlGlymugEe | e
authorities ofr es carr t e I'macy veritication.

terms of i5nf cnnrmtiromc mbm c-5eal fdrlaethautchutmg'thqoxﬁglkzﬂydeélsmnem caetodib veri f| er
e kB ERER T IPFo i BB R IR R LASE, e

el ectronic | e;gﬁ,leddédmumewis;blaudl eéridingi agdroteered) signtdeledtrogio\detuinann fromra | ar ge
conpani es. Therg may b ltiple persons initiating the 20 docu t and a
need exists fsﬁl?de%gl_?%sa?%gys_ffﬂcgﬁmﬁgflfveﬁv%@%aﬁ&‘vg dfmotzdocgiio ‘gtf} i ncl udes
? pi e}ge or ds ?Ietvﬂfrk maﬁ@trmgtethe fbﬁcwwg?)w\@ﬂh thdIsedt pm&a?gele?rorﬂlf&dcﬁmemgn be
ransferre romone state to_apother cific functjon rexanp

a securit ke %S%Br@teftﬁdé{%ﬁtf%‘i d%%’é‘?ﬁg’é secand gempte logatiop. °?§‘eset of 25
ei genf aces beieRgrig shdedndinghgecdpped sérl pidtétcdhlctrotlt BBASicaofiRAt Ure vect or
can be used. Stjll further, watermark information can be enbedded into an

i mage with a seudingpary@hthedisstlgcatione above three exanples, a security key,

ei genfaces and an enbeddi ng address can be all referred to as "keys" and

are nerely i |BREF BESERIPTNOR OFUEHRIDICAWINGS! bl e key exist and will be
appreci ated by those skilled in the art. 30 2.2.1 Content of a Docunent

W0 01/ 15382 Pthedoloyion eserition, crRRodimesR esinkonispn p1sdlcsambedinitotiaiek ¢ o
protect doCunBira&RRE, eMivhichom possi bl e tanpering andl or unauthorised use.
Therefore, defining t'he docunent content in the protection process is of
significant inportance, especially for those docunents signed by nultiple
persons. Basigg ll)(—vldﬁ?@gﬁ%&l@%aé%fs utu@eatqlgfaﬂ 1591*5{@%5&@% fofdf 8f Mat i on
contained in the docunent™at the tinme of I.e. applylng an e-seal
to the documéhﬂﬁ)seal mqmmnmjs 1“8@1®m°t9§h@l1 mrcm@anCthhdwcﬁmgﬁmtswf the nul tiple
si gners, Kb k&Pt is defined as content with respect to a particular

si gner. |rst exérrple is where the contract is 10 signed by two parties.
In a first round, both parties sign a plain docunent, being one of two
copies of a tr t ocunent .
In a second ro %zd%g}gglg&ggﬁﬁgﬁgsﬁgﬁggc?%n%{ %éfﬁlt%)ggﬁ}%egﬁttﬁ{c}%?&f@pa tfrijeady

si gned by t henwtiple pigpers inaccardance with thedfirst enfhedioent ofithe ipvention; document

i ncludes the signature the other party. Fig. 2 shows a second exanpl e
illustrating the idea of content definition with respect 15 to a particular
si gner of25t hdigl éduaremscalsiimg%proﬁd@eisen gmplec(famumarlwngia)wkﬁmage @en
containing i on I,f St. person,
and sent to gfl sfélg%mgagp} @s'ﬁ&nb%?a%%kosdn’é%’} @%Eiﬁtg gcﬁg’ﬁeng&g%ﬁ Cal!l rc%erﬁ?mand sends
it to a thi rdnp@bsiame\ﬁdrthehabdd:mettspfehsmnentmh,e cont ent 222 of the docunent
200 seen is the whole information contained in the original docunment, shown
as box 222. \Wen the second 20 person signs the docunent 200, the docunent
content 220 \Hig.K is aelshoelcﬂxa@mhhﬂltrawthe)rwmhmﬂhdodumhudﬁmtgh&ctmnt st 222 of

the ori gi doc rs ure 24,and t he second
per son & BaaiEFl B9EPE e A Ao RN ok " he thi r g
person, the content 230 of the docunent 200 |ncludes the origi nal docunent

222, the sig nﬁ% ug’ isa b?ock dpaegrafn{ {llﬁgtra llelé ggl%c SS O égle&%mcs ogl?nqgnt Ql?tgor?zgﬁon

using an e-scal in accordance with the first embodiment of the invention;



25 addition to the docunent by the second person 226 and the third person
236. Note that, the signature of the person is inplenented ds e-séal. This

can be forg%glgyllgf%tten as: Cn - ~n | (Si-1~" ~r ) "E O pcH:idhbdsg382

PCT/ SG39/ 0 where Cis the content of the docunment at the tinme of
signing by the n " person, S; ~ is the signature of the previous signer,
the first signing person has a sequencetmunber of 0, and ~; is the addition
to the docunment by i " signing person. 5 In the enbodi nents of the

i nvention, the digest of the document content is enbedded into the e-seal

of the persomighheya 616ek dagai®Ristriting @Fi€icatidd pidteds fPineMtrorid @6&iniehit
redundancy if the di gestthﬁof t he documené]tgcontent i ncl udes the original

docunent agafthaciprdancg pathiihs firstcmbodiment ghthe fente8e unent . The redundancy
occurs 10 because the digest of the original docunent content exists in all

e-seals of all signin ersons. For reasons of consistency, when a person
signs a ddcufign? IS%WGM?%% iNHsERtneAPIINERE PrOgTsE f%@?veﬁf“gtaﬁﬂecﬂﬁéﬁnent

agai nst all Qxhfenigto™ SHRddWeRsorf 1ﬁQEEoH!a‘ﬁcJ Mtﬁthetﬁ?stmeo&,aéﬁmf%é AN
alternative nethod is to just enbed the di gest of | ast e-seal and the

person’s addinvedipn o t he docunent when a person si gns t he docunent. That
i's, the content of the first signer is Co, the content of the subsequent
signers i are: S + b'; . This is secure and sinpler for the foll ow ng
reasons: 1) Thge 8 lismblock diegsam diusirating arviesfieatign process forrpaperslopement st t he

docurrent 1t LAsdsh (Rl e Aret bABMMCAW meiBRRAGELR all e-seals form a

pr ot ectlon chai n. I'ng any part of the c aln results in unsuccessful
aut hentication. 2) The digest of content for the i " signer can be witten

as: D, =d(S, g ta:d~m o I 5 P72 (g e o ere the e-seal

i ncl udes tV\DF%??%?(ﬂg%m52??8#?*@3%&%%gfseriw)rcr%_%eél,terg% the other 25 part is
t he di gest ofertifientionnotarisation inacca@dpme with the dmbodimentsalf thevihvention.s coded in
the formof a watermark. The formula can be re-witten until the first
signer, and then the digest of the content is knowmn with respect to the i "

si gner cd&taDﬂML‘EﬂQE&CBIE’ElOMf all content of the docunment at the tine
of "that Per SO Geefh0hime) s U6 ich BB IAE L b BRRESH chifnsae e seal

is different; Sreny 9K Eon ion o e or
docunent. On ptolneetedl dndra rhatinell, ampappptacist aemhputnr ptogtae prodect and/M3y6tkmlf6i382
PCT/ SG99/ 00086

9 t h dditi

ot he docunteecti B Heidhlasd of 85on¥hoh Bifh SocliRivy "hseR®ed B B T post
of the Documsilowingldescripitng dinmerotis dafilstane st fonthdmiuding specrlﬁc émniuoh h

| ect [ d te f th
gogﬁmre(rjltn Izgoﬁ?e a'lleg %%?’prg{%gl ge%r Zlggers] con{%ﬁ?l%eégﬁjgfnﬁgh? eﬂg(g’etf’ﬁct ?onl ceand
paper ver si onmq:fle tIhmlﬁb:ecnppa'emto amjskultad ndﬂﬂelaxt,eldmcéwge&hethapmsdnhe sane or

t I t t be defined

dondensed r opiveRRDt Biprestoh et B P AR alniy B8 etpercveli |y sl |

known features are not described in detail so as not to obscure the present invention.

25  For ease of description, the embodiments of the invention are each described or
referred to as a “‘system”. Components of the system are described as modules. A
module, and in particular the module’s functionality, can be implemented in either
hardware or software. In the software sense, a module is a process, program, or
portion thereof, that usually performs a particular function or related functions. In the

30  hardware sense, a module is a functional hardware unit designed for use with other
components or modules. For example, a module may be implemented using discrete

electronic components, or it can form a portion of an entire electronic circuit such as



10 so the digest can be enbedded into the e-seal inmage. There are two

i nportant desired properties for the digest generation function. Firstly,
the digest {asid3s; sensitive to content changes, includi ngcgRaogaass hat may
be quite small. Secondly, desirably the digest is sensitive to spati al

| ocations so that the |ocation of changes can be detected as well. 15 There
are many applicable nethods to derive dizrest from docunents either in

el ectronic and i n _paper, fo t. e..di an. be forpally represented as
"D gest = M (oARPUFPS Seestho Byegated i KNI Ry olber it RS S ue 1 or a
mappi ng f unctrneg: skilikd <y ‘artivill apgrediite thavik sRtah ednekolRtingRehid@ ad $suer and
the verifier. G ven below are few exa {es of digesting techniques,
however, it \iPmbingony 5‘&?%“%“332 W?rﬁ&ogeeﬁ the art in view ofthis

di scl osure that other nethods may be practised w thout deporting fromthe
scope and spirit of the invention. The exanples incjude: 1) In

crypt ogr aghy Foncopverisnss apd grse of reigiense hedrseiption inrlydssthy fllawing hash

al gorithm Fqgctngli gest 128-bits |ong, approxi mately 228 nessages nust be
tried before 25 findi n8 two that have the sanme digest C. Kaufinan, R
Penman and M Spedi ner OveRiewsHi®Ys$&Burity. Private Communication in a Public
Wrld, PTR Prentige Halhe pEo@LeYER6h ColmbbientsNew Jersey, 1995, describe
details of such secure hashing algorithns. Consequently, it is inpractical
to find two messades hBretaston and \eaasatifindisaqess Ol early) a cryptographic

di gest isgsuitablg to pllogg SQR4dGs mul tinmedia 30 docunent, where the docunent
IS content is digital an as a crisp definition for "sanme" and
"different". A cryptographic digest is also applicable to a docunent with
text content wher %&M%ract er recognition (OCR) works well to
convert W 0111 /00086 -20 a paper document to electronic
form To genédihgaembeditnents af the invdrtrmpdevide anditgerated dotranang Jegitinmaay be di vi ded

into several : . i j i e : ch bl ock.
The final - di SRS B LR foutbif o RRles bRy IRR GGy BECE,
_hasthihng ngorﬁmthmwiwﬂmdmd?MSW_&ﬂhb hgememgdfltonm Im?ft,ragﬂe b![t error
in the content  .omy.result in a rence ween the, digests.

Ther ef or e, thcgmcrt:rlgér/% oélﬁ oya&z atfoﬁ'ese'agg%ﬁe%ﬁ?& nuagrtne q‘cépré’ylr%grn} roéisé r?‘ﬂ"gf%

fj ransm ;ssi(on,foxslggitimg@r,pranetti_idftmfmtablectmmceagﬂipdnte_clliaijuh%entk Lsilngp?:eled'rcg?st ?f ak
ocurment (e.q. .degree.c ificate). can be deriv sel ectjon of _.a few key
docunent it eneei PeFae n fﬁ@eaﬁéscﬁ %f“gﬂﬁc?rets%ga%ﬁgﬁ’ga B?rx sea“gl&eﬂh%ﬁu?n the nane of
t he degree, amdddcineerdadind.inchidesthree isajopdosnponants: 0) v eisibleseil@idvidihgst roni ¢ and
paper cerlificates i.s to manually. input those itens. S 3 he.cont ent of
a picturé-has lsop\a]d?ffnln r%tﬁ'?c B V%‘@fﬁc%t)l)r?pagl}lgagevﬁ‘)flﬁ"%"é%(%j.ogq’I‘?)éegéf?r]’é’sent ation
of the text isignetureaif the/peason, driatcomhimatiien ofithenh@vithomteesetl prbple éntinedietslyl t s i n
other hand. SHEVITPEHPER e fRaReRl R aratRs kst g I SA Bkl 6, 1 he
content of a t potcat the MEEitBfthaddcumeatigé tiewetermbrkinpeinfo@éndeh@ink S r educed
from8 bits %%s@ggi({ég%%glcégg%bso} gerdglgi xel .ng %&’%%Fagg%ﬁ ')',feature
measure" can AR .7 Feature

rr}sas ﬁr es @re nwgiﬁoaﬁéxe@tl doc @it lcéﬂtﬁ? ldif‘e@te§ ﬁnc@rﬁfé’tdﬂ&yebéth@efnrfﬁ§$or§@l %Iﬂ_rthc features
of the image. typi cal, exanpl e of feature neasures for facial images is
the ei genfac&s# Toprarids ieriied E@WF%?I\@‘["T eth Fletfengifi T gAper d9tHm s 2

novel digest derivation algorithm is utilised, which generates a similar digest for

electronic and paper versions of a document; 3) an optically sensitive component is

added to the printed document on the fly by a special printing method, controlled by a
30 trusted party, to verify that the document’s legitimacy before printing. The optical

sensitive component protects the original printed document from possible forgeries,

such as cut-and-paste and duplication by photocopying and rescanning. With the



of Cognitive Neuroscience, Vol. 3, pp 59-70, 1991 provides detailed
information 25 on this topic. O her exanples include Fourier descriptors,
proj ecti onsycijiflsa¢ect or quartisation (VQ representation. pRrsEesdotnszal ez
and R E. Wods, Digital Inmage o 'n , Addi son-Wesl ey Publishing Conpany,
Readi ng, 1993 descri be such nmethods. Since feature neasures capture the
salient features of a picture, a print 4Bd-scan process does not result in

much change to thjg, measur e. The%égfworeefc‘%% q:et ézéoi on.ofuch%g%es] can be nade
between an el SECHEHESAGTTRERE T Re“EOP FELPORE NG B hERE™WES®Si on usi ng
a pre-det erm g@tndrly sxiiable deviceatThes thieasompshesta fogethetfoad aaintepraedjest f or

the picture both.in el ectranic.and .paper form as |1 as,fo t her

non- pi ct ure dSPLUtiop fo Prglepthoth a5 qlectr nic “&fffT@M“ﬁ@%P%@é‘Pﬁc’fﬁf@ 951 The

ei genf ace anddod@nemabainapoiiblcansisder ed as a keyed mappi ng function, where
ei genfaces_and the VQ dictionary are keys for the mapping. Eigenfaces and a
VQ dicti orr(‘dry vary fromapplication to application, and there are nmany

choi ces. 5 4)THd@ntl@meatsffiRaftttoCacaePiont fod it/ eiliesdacuding datddve a
digest for a non-raster data formt nbolic representation for

. (e.g. a. sy
graphi cs and @&P@@'&WI‘W’&ICE??%%W%H%%WW Qb AR SlertEmiG Seck ¥t and

table). For ex3aiivR inRAIENE ahd'@pnife simioPficisliddodindi@ ey frltip kesf Phe @ person.
Since there are tdv}pl cal cases/categories 10 and standard descri ptions,

t hose cat egormeiod godnst, SBRAERIUS, FATRPUATT BTQEEEN product sysitra FanckerpPBléediRed t o
create a ffj 9ediffele@typd®r & ineadk. check up document. 2.2.3 A Digest
Derivation Method Based on a Bl ock-Wse Codi ng Technique In the enbodi nents
of the invention, an effective digest derivation nethod is 15 proposed for
use based on THAGHCRINRAK MIREn R Crd: BB MO P of SrottMioRNA vRRibIE.  BUr ge,
“Adaptive Bit Alocation for Inmage Conpression”, Conputer G aphics and
| mage Pr ocessiealprovids low develpygioction to warn people thatthe dpeument is aptherivgd andh det ai | .
The advant a0 Gsoffied! h8 daldih s Bhdideld doude}oBRiol i ¥slifle bitbuully ! ect roni ¢
and paper do?ﬁt(r)rentfs. and atcEﬁe] rrgt hod can E’g? ect both tsﬁeearmuunt Ek} change and
t he | ocat1on meédificption afie documestiimeontent {The opliralisensitive epnipanend progides or nat .
That is, the glerld00kEGidIGURENintlFadtatdaWind; iRiindeikiy for mat, a
paper dOCUﬁEﬂ%#Ig@ jtpgagée:uoscanne%gl} n e?s raster Hgﬁgsﬁrnﬁ?,ﬁg%é mul tiple
pages of the wofiationt are concatenated as one raster inage. The 25 net hod
includes the followng steps: Step |: An appropriate block size is chosen.
Principally, the block can be of any shape and size. However, usually a
bl ock i s chosAdvanegieasly, the sybriimentharp ery Tia-fuendly. Beoplheangigelavith avan be of
4X4, 8X8,,nl6 L dBadssat R : i i i ze of the
docunent ,zotlh)eg%lnﬁglgggm zet %fg&fﬁlrg@aggﬁ}p% gﬂﬁgbgﬁ%é%ggﬁ%nqg%rfhe required
prot ecti on acalvaaggously, We eihodisR82 pREIIcIBINEGBES Solutish foSyapar?: Each bl ock
is classified,] . - ] . h
ci assi 11 cat i oi-iafe By ol ahelpoRlinE bAHEL Fibl 3isi AR i 1 usi ng
both an electronic version and a paper version of a document have their advantages,

and both types of document are required in many applications. The integrated solution

25 is, therefore, a key feature for mission critical applications.

Still further, the controlled, trusted printing method, which verifies the document’s
legitimacy before printing and adds the optical sensible component on the fly, bridges
electronic and printed document and effectively prevents these documents from

30  attacks such as a screen dump and cut-and-paste.



ei ther ori gi nal block data or neasures extracted fromthe bl ock. For
exanple, if vector quantization nethod is adopted, the block nust be

mat ched agayfginsssPre vy deternmi ned ‘codebook. This can be ghfRciidmed as
classification. For the case of a transform domain nethod, first, the

bl ocks are transformed into the Cosine transform domain. Texture energy,
directionality, fineness and di spersionl4easures can be derived for each

bl ock. Usi ng thes,? | _ the block is classified into one of, say,
16 cl asses (36 | S—HEerer F-FEP8HSand both larger 10 and smal | er
nunbers of clagsiaem aa;rroble saanaf:& aaeﬁ)uc&axncemmeeemﬁodtmtsmw data in
Cosrnetransformdo is.r eseg{ed asa_llzp% @‘F (l %lB) t he four
measur es are“H’E’Ft?"I‘i‘éﬁc s fs age wleplifyng é”ﬂlS@E ntgptiehf docunent i s
determ ned OHoJuﬁ{eHEdI'He\é dedl ra;rres%ﬁrsaﬁeafve@h@smcﬂea:t;ﬂbtsmoﬁrtegagdinyhe ~ ~ F(u, v)
~, where, F(0,0), =0 a_ v Drect T(ull y) ~ F&u v) ~ | Energy
~RI Z dB~4E. (rm@fltbrofahr dacpment. amhr lﬁlH%%Hfé‘?én examnlAPf an gtpeakin r B) ~ dr|
~~1'2 dB~2dr %c@r@x&%’iﬁﬁ@ Bmbodiment&of &15)nvtaﬂ9)np£a£@ SEaBpreMﬁfl}ehaslaueé -
F(r, B)dr | Energy 15 Step 4: For a docunent to be verified, a documnent

i mage i s proceBRANANtSRevighiger ¢aalimagsi Wtﬁfﬁ@ﬂ%%ﬁ*ﬁ“&n&a%élgpﬁpéﬂmpmt@t@Br code
book) as in d digest is matched

agai nst the gtgg&g% ?jg{e%tﬁalgﬁngh&g%tgfmﬂﬁ%%?ghg@ bl ocks indicate that
nodi fi cations have occurred in those blocks. 20 Class definition (or
codebook ;det igsrgn [ and can be
defi ned 9 % §B6| vi dua (())c‘gir?rlgfrir%meﬁ?aﬁﬁgo 8%3‘3%"’2? oﬁg%qrrents | f

bl ocks are clelastmniq deguinpntt(is slstprm)r &ibr chomefi iHustratien, theapssealddOiinddpiated in s
simlar to detj

consi der a c?%lsagk 1 ?ﬁ@ggn@%(% lﬁﬁﬁ%osﬁsggﬁgg 5@%‘%?‘%?‘3%? Ir?%"g)sfml | ows:
WD 01/15382 Hﬁﬁkﬁ@@hl)magas Qﬁsuz&de;ptliiezr oOthe sigueran thepjocwpentahe wikiblek si ze.

Col | ect docune na ment the

cl asses defi Fﬁ“?rhodﬁ IS%%?["E?gtal@?%gﬁgﬁﬁFgﬁeéHg%o%ﬁn grgsnﬁBA(rjP%‘g 4 transform
each bl oak i pér@orﬁbﬁgxmrtmmsépn’anmsdd)mmhmtalnphrmgﬁ_tmthememnes,pmootrtm)r esent
characteristics toof :fr X L ﬁ" 811$elma eFfl(?‘A > ﬁl 9% éthe plgrrgerr g}f ’cl ?.SSGS n
cl's, accordi FYHE"t K& P8P Erancs &1 calfPons 2 6PN XPpft 2 98Pon: the
nore cl assesanﬁﬂmwfmbérmn sfaee, b lgeaphivdl syimbak, arainthe tikatNwadtolsqlosdibitieet. St ep
4. Useaclusterrn orithm tg.cl.ust 11 bIo ks.into n
cls cl ustersXifghl ‘g}‘(’%l apﬂﬂ‘ént&? thoge S@S&h‘?%‘ Sﬁlqgfw ﬁé’ ?ﬁ‘i@ﬁ“fa Eient i nage
data set is gull€urther, e \&dlueﬁlﬁigcdeﬁheﬂ wrefarallyobataimarkel alitl isforRatidn4

Aut hentigjty Protection of th nd Kev, Mana i oned
Sbove. 1 AR ptliheGingr e vinhle S TFia B it in kAt tiahe B S®al i n 15
t][re L orm of a10Mt Biesdes] 110N so\MRdlGlesa miatefiark 3 €0B tspesing is)&ﬁoh”b%lﬂt&l%ﬂﬂr@nti city
of the

under the image of the signature 110A. The watermark 110B conveys the digest of
the document’s content (i.e., the information contained in the document including
text, images, and the like) to protect the integrity of the document. The digest of

25  content is described in greater detail hereinafter.

Fig. 1B illustrates a corresponding e-seal 120 rendered on a printed document (not
shown) and again depicted within a black-line rectangular box. The e-seal 120
includes a visible seal 120A and a watermark 120B containing the digest of the

30 document’s content. A grey, rectangular optical sensitive or sensitive component
120C is added right under the watermark strip in the printed document when rendered.

This is done prior to rendering of the drawing using a trusted rendering process.



docunent content. For this purpose, the authenticity of the digest is
protected through cryptographi c neans before the digest is énbedded into

t he wat er mag, ﬂuﬁﬁgptographic concepts and term nol ogy arepgpg&dodomg Af red
J. Menezes, Paul C. van Oorschot and Scott A. Vanstone, Handbook of Applied
Crypt o~ r~aphy, CRC Press, 20 1996. Three techniques A), B), and C) are set
forth hereinafter: A) Authenticity prot&stion of the digest using symmetric

key encrypti can, be used. s |.s t. k shared bet ween i ssuer and
the verifier %RPE%I,Y’ Efe?,a[e 'ﬂ“bb&b)e"ggé}é@p@tl%%a%ﬁgngﬁﬁ?r%%e'\éﬁrﬁfﬁgefﬁ gest

under the keydentifyoiel pfiied ddcumbtr Thx bptidaly skmeitiyor senisilé c&hpdiefitt 129t under t he
key s. The operations perforped by the issuer..include: i, ute the

di gest from tARRGS lo%@ﬁ{%ﬁf‘gx&ﬁo&éﬁ OT:mt?/eléBﬁ’t"@r?? }%,e %’%‘%@@F&F ypt the
di gest under i} heopyas htldiflelYersionpi tietpaixted dodunfent. NG e ik a dopitidn dfan ENbed t he

C phertext intQ _the watermark, WD 01/.15382 -24 PCT/ S&9100086_ The
oper ati ons péﬁld??@c?wt%?ié’ééli‘q qugé'fa?P’ﬁ‘EF %@Pmie')t cepipiung the ereeal i Ry ¢ ext

fromthe wat efgragk Iarg. ﬁ@,ﬂﬂéﬁl&d&@pi%ék@ﬁﬂﬁﬂhaﬁic@hﬁéd BfplearaiceGh Baeht ext ' ; 1)
Decrypt the extracted ciphertext under the shared secret key: Digest ' _ 5
D(s, G pher t dspergeptipleippriiog of the PGy §Fn§EIYE corpposiert; 120 is ngw,psreaptiblgoc unent
content, Contgedtthe sighdnd€ 8t Jankand WePRitBOphotdcopied 2-séd BRI € the Digest ' with
Digest ". and if the "distance” between Digest' and Digest " is within a
pre-defined threshold, accept the docunent as 10 authentic; otherw se

rej ect tHé da@cuneiisibl®E-séalt henticity protection of the digest of a docunent

content can he.provided using. sag hent | i.on eck Cl. Let s be
a secret keyl?%h(f{reg1 O%e eﬁ%g%{ﬂ? Aﬁﬁ@%ﬂ%?’@}g&ef%@ﬁeag gée‘rnl Vfcggs.aulsﬁ('g'%w& of the
di gest of a dmetinennd a sisukdidentitgt ofisn Miliority. 1Buttiger, Shephes t“OnlindEicketH() is a

one-way hash function. .Th rat, erf d.by the issuer | cb de: i)
Comput s tne. deguter Geppike Fo0LE Rt L Sarbiir 9o teactbe & Wi ebiepeions) C5) )
Conmput e MAC ofr dode fatiagthsiizatiMAGY doctifent, WhigleRta) easilpdet2Etable cgdelofbed MAC i nt o
t he wat er.qar k. Ttlg%o eraLion erfornmed the verifier include: i) Extract
Lhe VAG M3 om R BER AT dha Fesie & pripte b coe, HcHsa BE e T r om
t he docunent adandodeteadédvgesd veryloh doin taa¢) b)) is n@Teddably bampmbebdis”' = H(s,
Di gest"); ani_iv%! C%?%are?d\gmc with MAC' and, if the twp e. equal , accept
docunent s JHE b bib et diedtsrborio R sunema Fut R O cf ¢
prot ecti on OfknédA€ afid gaset caimbt deeerpine\if tHebarksddig a&alil gHetodhoswigvat aire, s 30
and p are the ﬁégi‘yate and public key pair of an issuer for a given digital
si gnature sclfEHE 9*¥if& digital signature of the issuer on the digest of a
docunment 20an be denoted as SIG = S(s, Digest). There are two types of
digital si gnainuaﬂlﬁxo%?yt]eeiﬂ%s' an organisation or individual, often has a unique “seal”, which

can be a logo, a signature, or the like. The image of the foregoing is the visible seal

component of the e-seal. To protect the ownership of the e-seal, an invisible

watermark is preferably embedded into the seal image. The invisible watermark

25  information may include, but is not limited to, the name of the owner and the date of

generation of the seal. Other information may be included in the seal image. If the

watermarking process is not invertible, another person cannot pretend to be the owner.

Image watermarking for copyright protection is discussed in Cox, Ingemar J., and

Miller, Matt L., “A Review of Watermarking and the Importance of Perceptual

30 Modeling”, Proc. Of Electronic Imaging '97, February 1997.

A seal image can be locked by the owner using, for example encryption, and stored in

a secure place. The owner unlocks the seal image and uses the seal image to sign a



WD 01/ 15382 PCT/ SG9/ 00086 -25 digital signature schemes with an appendi x
and digital "signature schenes with nessage recovery. Wthout | oss of
general ity,wbhprdsst ter type of digital signature schenes pgrggsiusesd i n t he
description bel ow. Exanples of such schemes are RSA, Rabin, and

Nyber g- Rueppel . CGeneralization to the fornmer type of digital signature 5
schenes is straightforward for those skilbted in the art. Further, the

ranner - The oRRPEH oS8 BTG el ite Pl ok E BT o llpBllod 1™ ©

ons perftorne I ssu I nclu
di gest from témeartand)oebibmewins.ent : Di gest = M Content); 10 ii) Conpute
digital signature of the digest: SIG= S(s, Digest); iii) Enbed SIGinto

the watermark. The operations performed by the verifier include: i) Extract

t he digital signatWaternidiking b Dégespdfe@onmnk and denote it as SIG; 15 ii)

Recover the djgest fromSIG wusing issuer's public key: Digest' = R(p,

oG T et o b aad bigaatinge G p BoReL oS BRY o RIED e cant U B DpeY o ur o

sl\,/f ggme; i i)) lﬁ@?&ﬁh&nﬂb@ﬁge the exigihdiey dtgguﬁeamndqmﬁig?&urﬁ Bh gﬁ_ii)hﬁen_:an be o
ntent"); iv, ] re st' wt est" and 1f the "distance" between

Di gest' and 2@@@5{@ 1?%"‘6\‘1%’? HFPFCB%%Y&SF@H 16 ReHRsRh Brotegiensithedocument

as aut henti c; coatedfs/MhS@cum@htTedm hiktHdesdddR MegaNBbfzck RathaiARRENRE B A) and

B) are suitable for situations where the issuer and the verifier trust each

other, while wpTesEe AVhesh 18 smbesded, nteythe ﬁ'sgz}lﬂlﬂ%&eﬁ%&he\/\h‘?&‘@a{%fq@ﬂ?@p 25 and
the verifjgr &atamta‘ﬂrgéat'oﬁﬁehoa&mfeon&aysrmgwomfoe?&;em enbeddi ng
(e.g. address and paraneters) and in digest derivation eltgenf'ac.es o)
are gener at edanpjicatings ®ayiABg dequesntbagiumegy Ratcrton; Rae first wpoef appicaiorsunent . 30
2.2.5 Wt er Mgk WEEDEAGE BStumeHD L5382 R SERMiO0B3EmpiRSinbiali ke

ci rcunmstances invol ving copyright protection, people do not ordinarily try
to renpve watBavemmest gazelies apd Wcketsgwhers theantheriies op ehep) agenriesgampoyiibsyi de

evi dence est 4ishi Rt Jet ; :

mon- por copt i e PUFRAIRRIR, IMEAR dfbifoaibh ool e duthor ke ispucr and
spati al dbhai veriehshdrtisaepritekeysd may be nore 5 preferable than a spectrum
domai n techni que. The spatial domain nethod is sinple and has a | arge
capacity. There are many possi bl e watermarking techni ques applicable to

docunent cont Bietsectingdyte of abpligaiiong aiathess sdertadocemenits dre tiassfgradadiongnt s of t he
invention. M . I | y L medi a
Dat a Eenbeddi Iﬁgltlgl%g‘a%t@eﬁ %@Pﬁﬁn&mggﬁﬁg ocgllegifﬂ?éﬂ}eg% .J&;wqcé}]d(fcyu' ]T“L Vol. 86,

No. 6, June/ 19@&overumert©®6larged@mppniey i hereamaychs ravitiple pemomsrinigintng the hnol ogi es.
The requisged ' r g| g t s for docunent 15

aut hent i c%(fi o&h)chlBglzhta%§§Rgﬁ%gfggtfgg%gﬁ#?dﬁg?ggs orgsél[%o%gérj'rent di gests, the size
of which varies fromapplication to application, and.

The word “key” includes a piece or set of information, with which a message or
device can be transferred from one state to another by a specific function. For
example, a security key can be used to encrypt a message. Alternatively, a set of

25  eigenfaces being a face image mapped into a small dimension feature vector can be
used. Still further, watermark information can be embedded into an image with a
secret address. In the above three examples, a security key, eigenfaces and an
embedding address can be all referred to as “keys” and are merely illustrative.
Numerous other possible key exist and will be appreciated by those skilled in the art.

30

221 ontent of a Document



2) Robust to print-rescan processes, which is a necessary step for
verification of the paper version. 20 The enbodi nents of thé invention can
utilise, bulyodifssgPt limted to, a sinple technique shown pciysGbdoooss: The

di gest 300B i s enbedded in a region of the e-seal imge 300A. Part of the
boundary of the watermark region 300B is the boundary of the original inmge
content 300. The boundary 300B i s recorted in the docunment file 25 so as to

facilitate rk extracti onlnt |cat|on i s boundary
2 content - dbg enpedmens hRE el b o it 1E s RPETEaet IR (o seal

[ [rage SPOA tlﬁtmp%ﬁh@aid/gr unmhﬁonrstad esrerrﬂmgrefoeg|deﬁmﬂg)018|doam;dnecdmienamlyh§ hape ?Rd
at any | ocation on the ne i.cation, as long as e
et or ar k.1 eI BOORS o ARB R P s SRR AL 178 PR SR  cont ent
300A. 30 In blinfultipé pesbnst he di gest 300B is coded as binary nodul ation of S
corrponentéi n HSV col or space in Fig. 3. O her possible nodulations to other
conponents or in WO 011 15382 PCT/ S&9/ 00086 -27 ot her color space are
also valid. To reduce the error rate, either an error correction code can
Do, Used o 4 BahReR At BPUEIAARRI, M RSB Bh BT 2001 10 the
recovering tkiectimmt)atrﬂmmmmofl'Sﬁgmrmdlc@ppiyutglmn-sgél tdetbedg@mme)rmclsdlhggh enough.
varning 1o puyBreny Kl RheRRhealifehiipte3uRe S8 BV ¥oRads 10T Wi
vi si bl e seal coitére wihtrespedt tsepatibilea sngnnszrfasttcxpnpivumbcrsé:emomapnst ection for
devi ces. Wuon e by SSaafiarip 455 boRd toll il FRAOE P @b PER¥ Pl uai ng a
phot ocopi er. ofAtwo ambneaofmcgmaaufrhecomﬁctmpntbmaé thy casters iobthe doaimpan@&ni s can be
applied in the e sof th tlon r ef r of two

net hods for &SR H’”H‘é}e RSEYiSi8at ﬁlggﬁl °8m8‘2}r’£ ﬁfea‘!i?yn%@eglb gﬁ?mfﬁt can be
used: 1) Di r@am} Vinéiiibede,ahe ontent cfeheidorumbmitiimddides thetsiznhtie: thosthapartaf t he
docunent . tin n the \/ t he secure

el ement s can Eéﬁ%‘éso"gstg ﬁf‘ﬂnﬁﬁ@’éﬁﬁ{?ﬁ&c lﬁ??uoef%g?tg?t d&&'ﬁ“&&’f ¥ih B5Pssh opti cal

| ens speakbal Iuyap&emmeltnéxmfmwtdbbumémasxmat}nmhmr &afiple. Afdotlaent2od . 20 2)
The visual el enents.of .the n d to nake the docunent
Sonsitive t oSSR ITUSPRET R G S A ETEIG Ok L PHSTTH RSl Pect | on by

ei ther incressbidpdrita. s 6¢cohd pedsomrsignb thiegiotgndnh endosehdyrit ©fa thikBp@aunment . 1 n
scanner 25 SouBURGARH G Fobe 2Lopng el e R oMLy of & one page
documnent 400, irifovedation Etguaanesaqm}erohgrnegcioeméﬂ Gshawfl ad m 225 §flen @ sksonda | 090

410 and signature 430 nd pr ferably a serial nunber). The content region
420 can B8 fBFrf‘Hb‘i‘g’?dlEfdﬁ\?P‘B P?nﬂ%F SWar contery 240 &ith &espert b thiypesen 30 nay

contain di f f gksand inorRed Me corisd 22150ﬂt@é(6ng1ﬂ1 apduinfesis 208, Rl pBREA’ET a picture.
2.4.1 Land narséﬁatt?r% 252 argstie ];e%{mcF &?s%n s a?igltlon %26 (such as comments) to the
document. To the third person, the content 230 of the document 200 includes the
original document 222, the signatures of the first person (224) and second person,
25  addition to the document by the second person 226 and the third person 236. Note
that, the signature of the person is implemented as e-seal. This can be formally

written as:

C, = Z;l S +0,)+C,



WO 01l 15382 PCTI SG9/ 00086 - 28Franes 410, 420, 430 can be added as

| andnmar ks for the easy |ocation of content 420 and e-seal regions 410, 430.
Qt her for newgl/sssgandmar k can be used instead of frames wplci@dbesbogsarti ng
fromthe scope and spirit of the invention. 5 2.4.2 Miltiple Parts of
E-seal There may be nultiple parts of an e-seal. A typical exanple is a
formal document 430, which includes twel&aartS' a formal document header

410, d t d/ 430 at w Th t
eter 410 pieRn et e Emerigy B 3?5'%?3%9% RbER grrien, 825
G assificatigpg tuﬁeeaﬂtﬁéprwattestgrﬁt the QG R soft sygégaéﬁcxpmﬁarotnt ed in

a pl ace near the eader as wel However, 1 can e re o e content
420 preferabIOyanchf)stmmdbioetoﬂﬁdpmqnoh)’lSSIHnmga}mm as watermark into the
| ogo i mage 410 for protection. Conmonly, a paper docunent to be a valid
docunent must contain both a header and one or nore signatures. Cearly, it
i's desirailer tﬁ@fem%&m{eﬂ’@%ﬁte'u{%eﬁ% ﬁxe%?%%kt ofitie d@@ﬁrﬁéﬂ{%ﬁ‘t@&t 1§8n dﬁ&?Ct the
owner shi p, although this need not he case. 2. I'ti pl e Pages For
a mul tiple pigethescsgahofithe p&rm&@eathe@awrwr isrsigmpd b!dthtﬂ@eéSP@ry page.
Preferably a page nunber (nunbered as current nunber - total nunber) is
included in the 20 document and considered as to be part of docunent
content. 2.4 Therpiiy isdwidapqytifide idizest obthe depwmenteontesd ineludes theorigisel docunent, a
file containiy SRRAY LA 4 urt her
reference. Thg&ln%ﬁ gr mattllyc{)erll1 t@%ﬁcﬁé&oﬁf&g%ﬁ%ﬁ&?ﬁ lﬁéeht?ﬂ{cglrﬁé Hggylgggur{ or 25

aut hent i dPt y bpravsedbe digest of the prigitalglesument dgndent exibte itdalheysealsnd athsngemgf t he
e-seal, para $S for an optically sensible conponent, the nanes of the
signing persons, ‘and the like. The file is stored with an authority or a
trusted third party. A verification process can access the file. 30 3.

Protection a%d \er | fi%%ti %anPro ess o% SEI ect r%n'eﬁ % %"g:‘}n ng Process
WO 01/ 15382 PETFEE8d) J08 Jov pegs i I‘%‘s? E b pﬁFSSPé%‘t process
for an el ect ﬂagttirmcgloﬁthlaedttcumemcagainstglltensmgmgmturesrﬁmdthmmt t@the ldse

e O GBS £ e B A0 B, P "

bi onetrics (ﬁﬁchgmtprthechumamevheeh@):rso:annsahgdlocmeﬁl Bledt ﬁs()tlie(z:oﬁkemmﬂent with

si ngl e signi erson rificati dul e 510 for the verification of a
pr egi ous g s t@%‘ﬁ%“aﬁspﬁ‘?éﬁmﬁ%ofﬁ’gSi?&‘@:‘t"%ﬁﬂ%“d@&% 03 This §ocument 510

and the dige f GHR gener ated by d| gest generation
nodul e 520, g%ctu earnh\?\n&tﬁ&a keg%otl)lrggvﬂ\fgerﬁ‘%so*lss key. A key is obtained to
encrypt the dj ddwtlast é- seaécaé%thydigmméssommopmﬂdnmmn'satahetlmhoﬁen as a key

532 proviyged t t ; t est (as
10 well ag the%ﬁ%‘ﬂ%% & ;é(\%g'tggtg%ﬁo iag%g%r“ﬁggg%g? éggﬁgﬁ/\a&?é %gl nto the
e-seal image 53tll\a1am€tub$m\nnd@cwaﬁlhemhmma4tioon of E-docunent fi le 542.
Landrmarks fo C can be added. The fi nal
nmodul e 540 o?) teﬁn%)ap% %cogtscéﬁlgﬁg udes %"e‘a%g in oJr?%ratl on including the e-seal
to the el ectronbc=d@uwe)t= HASZand(dds,_)asghmrks for verification and
printing to provide an authenticated E-docunent 15 542 and an E—docunent
file S44. In caxherpthe mseal insludesiwprianty Qoe pashis theztsealimags, and the otlee n™ h

signi ng rson, ; i date all
previ ouslag seal pfﬁqﬁ'?tlgId%ggrtsogg]escglgg%mfh%%qa Pﬂrerrag%%?g‘lr??ﬁhgggd%egl % t he
document, a di fesn ofiewatemhrkyiTihh forgwireren be te-whitn W0l the ifiss wignemahdithen di gest
encr ypt ed and g n t n th ni.ng. (addi ng the
e-seal of that qgée?gg& ftlhé %3%%"8% ?E%p gté{?’tch s erg I}t%'ﬁ’ing docunent. For
many appl i cat i dissgpattues’ mfcaﬂitcembnt@&“ tttehbcummtlmht tmnnof thdtqmrsmaismgnmgt ent,

classificati nfornation
cont ai ned 25g?n§?cgt%€%§°£ ﬁres or °ae|51 ?’(S:%‘fw%u °"F ﬁ'frﬂsrfﬁ’ Cﬁf‘é’ﬁm% Mity,

per sonal 3aut herth¢ crder admigaingtolfithesiogmeng (reths other Imndig@eeysis &ny to gdlidean@an be
done using a password, a bionetrics such as fingerprint and face, or
smartcard. After successful personal authentication, the system does the 30
foll owi ng: unlocks the e-seal image, signs the docunent, and charges the
cost to the person's account. WO 01115382 -30 PCT/ SG9/ 00086 3.2
Verification Process for Electronic Docunent Fig. 6 illustrates the
verification process for an authenticated el ectronic docunent 542
containing an e-seal and the corresponding electronic file 544 as input.
First, the eseals are |ocated and verified by nodule GLO. Wth information
fromthe file, the watermark of each e-seal is extracted and decrypted to
get the original digest. The digest of the content with respect to each
e-seal is extracted fromthe el ectronic docunment, and conpared with the
dlgest extracted frontthe e- seal by nDduIe 620. The verlflcatlon |s

Y Y 1 N LY O N LY O o




Printing of an electronic docunment S42 to get an authenticated printed copy
734 is controlled by the printing nethod shown in Fig. 7. The legitimcy of
t he el ect r opbe@s2docunent is verified by verification nopet/scesbbss | f t he
verification is successful, an optical sensible conponent is added
(preferably with a copy nunber) by addi ng nodul e 720. The docunent is then
printed by nodul e 730 A serial number- -1 the printed copy can be added to
t he docunent fi I e a sitive
conponent is a&ﬁaeat% \Q%Le“theattgentggem {%&?? %tOT&dogv&%l&ghlrhl}ggl des 25
overal | pr ot ectanetherahie bfithe sigoimgender.i ncl udi ng previ ously si gned e-seals. A
valid printed docunent can be only generated by the printing nethod of Fig.
7. This ensures that people cannot edit and then print the electronic

docunent u5| gzanyD@smbfngbu_nmons By controlling the usage of the
t he tinmac nt.ed nt can be secured

printing h oc

Po o | agh olbefmsarizpsmy Tt RRear o tor bRl By BT Pebs 01/ 75365
PCT/ S@&9/ 0008&sioxksl oflidcamarite TheVdigat” ofalyesdocamen nbntert i< 4bde tarbendaiditg f unct i on.
In this enbodi men t here nust_.be.verificatjon before
printing, theped hPF'rPé’tbftgﬁﬁlf?thﬁ" ﬁé’ BrS’IOB‘cdoft}B ¢ docyment; @@t%g 5&/
verificati Ondfgbgm@tm@&ne bxeqmershﬁuaea’rhwmlgcst"wh Hocfuﬁﬁhﬂ’d dontedticanfoel | owi ng are
two ways of controllin

f pri ntlng lf“lgctl on. 1"(9 i ne control A user
| ogi ns” on t hAgmgHhas2 FreteEtation afthe dgepmepth mgmlwgwgwegtbam cul ar

el ectroniig decieRipest cad ﬁﬂm&ueﬁqs@ftw e-$E3Pimag €l Ther& @k odinpbriamtQiedrihor i ty or
the trusted third party, the authorltc%/1 or_trusted third party verifies the

docunent andP®astes ff’h@e digesteengation function Fiwstly. Sepatigrst myjts sensitivetoar y dat a

over to the psfdnt §ha§% semcﬂibﬁglaﬁan@&d that nﬁaynﬁtqhﬁasml HeSordd\e dekpabiyRiy on the
user's printer. The document being printed, the portion of the data that

has been pri ﬁl@eﬂlwv%tawoa&ﬁaldeca&e%Wd%&ledgcatl%%ﬁmﬁeﬁ At hrrdstcesd s in

progress. Thisywgan be done by erasing the nenory containing that data

portion progressively. 15 2) Verification_and pr| nting agent: An authorized
agent magf» haVhere argmany applisablpmetigdeieierys digssbirom dagumeatsfathetdd can be eit her
on-line conngelifflictaAd ifiSapetiopRit! e Bibetdn ﬂeltsﬁnauwcﬁr&@meéBs‘*mg&tsase data

and functions are prelogded into the device. device printsS out the
docunent wheM &op@niyser ‘Elsc%utl\ﬁ@ﬁb'z@@mc%e‘ﬁhqr%kd siandp fos ameappingn an on-1ine

nmode, the praeess dnd “Reyib aeecfr& vBlh@sﬁaHdSJet\@dBHﬁE%ﬂcr aﬁ&'iﬁc'\%hﬁgatcﬁv&”d

function can be stored with devi ce dependi ng upon t egree of
security thebdew patee fh%[@’(m@ﬂ@ O\félrﬂe‘ﬁ‘il‘(ga?qhéwuﬁs beveaysr, fitgyill be appagait ocunent 25

There arg th{h%s‘e Weeirﬁn Qfewéithif uﬁaagmhﬁmme@nmm% ﬁ,g,égpﬁ.uaﬁ@& thﬁtgx shown i n

Fig. 8, everl ication starts wth a printed docunent /34 to verified,
t oget her wi t fepogingdiom the seoperand spirit thetinventiond Jhaweareplesineladened in a file of
t he docunent 544. The difference in verification of the el ectronic and

U Sual i nspost PEaoPefi) I richk. KRG RAReot R Rt { Shue ekl 0F Y
convert it to dga digkst 128-bitddefigy approximateby ¥ meaageramukt earedisefore
25 finding two that have the same digest C. Kaufman, R. Perlman and M. Speciner,
Network Security, Private Communication in a Public World, PTR Prentice Hall,
Englewood Criffs, New Jersey, 1995, describe details of such secure hashing
algorithms. Consequently, it is impractical to find two messages having the same
digest. Clearly, a cryptographic digest is suitable to electronic multimedia
30 document, where the document I content is digital and has a crisp definition for
“same” and “different”. A cryptographic digest is also applicable to a document

with text content where optical character recognition (OCR) works well to convert



verified the sane way as el ectronic docunent 544. The first |evel of
verificatioh is the visual inspection of the e-seals by nodule 810, the
second | evelyoVetdséd cation is the verification of the opti gelrstosbss bl e
conponent by nodul e 820. The verification WO 011 15382 PCT/ SG9/ 00086 - 32
devi ce again can be a sinple optical device, such as a special |lens or an
ordi nary photocopier. After photocopyi rR2Q- certain patterns should becone

vi si bl e/invisible on the ti.cal sensihble conponent. This pattgrn is

i nvi si bl e/ vi si 1P ‘%“ﬁ}’rﬂc'(‘&g%%%f*&m“bc\?&g’ﬁ% SRS R @%a?wé&m%rlh 1858% i nt ed
copy 734. The whé teki eantbedividudante seveez blosks) pndad smalllideali@ebOis @eneBA€d fof t he
verification result, is.»OK' and the | eve verification is acceptable.
The third IeveI“(E}jlé{’lelf'e‘&fg}'léBﬂaqr‘]%wt’Btegr@%?ﬁa{l ﬂgtfhﬁﬁlﬂél:l S‘&%@&?ﬁéﬁu to con\eert it
back to a digital formusing a scanning nodul e 830. However, the digital
docurent @bt ai ngdedaye HaghifE AIROYItHG: ib 5 psendé-tahdom IMapping ErttibRrAghgle whi ch is
different fromthe, original electyonic docunent where text, graphics and
tabl es are codedroF i theEprteny gy re Wa*%fﬁes“é#%{mfe@?‘i‘f’éaneéiﬁfﬁtﬁ on may be

added to the e-PRadfore/EEsntén af Mk QbdbiRnCAit 88 brréd-fretikifg trafinidicy, or i gi nal |y
in raster format. Therefore, the watermark extracti on nodul e 840, and the

di gest extract i $28fodif @MHGEORKEENIN t ol erate distortion and for mat
differences. If 15 an application chooses to use selected itens as digest

of the content, manual inputting of the selected items may work well for
bot h el ed®r o) cA simplpdigest afia dreumente.g- dogree cortificatglfcap pe derived husHedtionr act i on

840 with the keys,rl ey %éuﬂieﬂﬁkenﬂi-ﬂ&@&inme}éeﬁpi&enﬁ%é {fﬁnge%cﬁ@&,%@ed and

conpared with the digest extracted fromthe content c paper document
by nodul e 850. mme ofélrei degreat 4and the dates Adsoex simple way to Nerfy both elestrdhit fed ence or

the difference Eembabsk iRV ding a positive
verification re@ﬁﬁf“@@ifa@fﬁﬁﬁ%g@‘%@w %F’ OBJECT 854 SHOLLD BE LABELLED
"VERI FI CATI ON RESULT.] 25 4. ProducdServices There are nmany possible

product s @nd 3§ efil & find dHAlpiGi 0 naCa BHEAREHI] WAEA LGP0 RN, Of L e

invention. L ow are two exanples. asi'c concepts are applicable
t 0 nunerous ot hrepressntatibmpf thp ext saKdcONS ongbit ghahgdal they enmyend bf (Fxtuetulisl Conv

WO 01/15382 - 3%%&?&&% thOt%g@an&)g}Joﬁsﬁp'&m@L Ei&kﬂ{n{% KM Bndih@ny ot her
secure docunents are delivered physicafly, ¥ia pos Services or express
del i veri es suchhaad, thenltrpretatiorpofgscure T4t prebisel iRve extaspdd, thelventemwdat i on
facilitate the gl.ectronic deliver f. t.rust .CO fo a unment . That
is, a recipi entf%((’:% W%%@?%%ﬁgh%ﬁﬁéygldf@gérﬁa e er eﬁ}e{cre(aifrnomegg‘c‘ci1?‘35ni c and/ or
i n paper 200am xelles bitapee pixab Therpfese, of‘feamid mergareti eartrel sedltobiegresant The fi r st

setting involves th epder’' s argani zation bein aut horized identity and
havi ng set up atiEB?f&ﬁgfagl§ eéﬁ]eaq'i‘/rme FANE FUREES 8@%?%%}“%@5@? FBEE° above: 1
) The sender prthpaostsakient Easirdsrofttiedmadge LAre/picabskamplelod feaaute tneasgreaforl 0
el ectroni ¢ docuimnf; Of . SS R Ueadabd) £ RAREH, HR5HIRE bor rddgniB S Furtale"

of Cognitive Neuroscience, Vol. 3, pp 59-70, 1991 provides detailed information

25 on this topic. Other examples include Fourier descriptors, projections, and vector
quartisation (VQ) representation. R. C. Gonzalez and R. E. Woods, Digital Image
Processing, Addison-Wesley Publishing Company, Reading, 1993 describe such
methods. Since feature measures capture the salient features of a picture, a print-
and-scan process does not result in much change to the measure. Therefore,

30 detection of changes can be made between an electronic document and the
corresponding printed version using a pre-determined threshold. Feature measures
can be used as a digest for the picture both in electronic and paper form, as well as

for other non-picture data in raster format.



logs into to the organi zation's conputer system gets authorized, unlocks
the person's e-seal, signs the docunent, and sends the docurent to the
reci pi ent Wiiglggnspeci fying if the server wants the recipi pat/sEddoigei ve the
docunent in electronic and/or paper format. 15 2) \Wen the recipient
receives a notification (organization-organization or

organi zati on-indi vidual) or when the re€ilpient requests a docunent

(tickets, coupon, gazettes, receipts...), the recipient logs into the
sender's system gets the el ectronic docunent, and/or prints out the paper
docunent. When ﬂ‘heelgextfanmnﬂ Vicpeaph bmh&d:pnsidmeeqﬁsian{ewtg:nﬁpﬁi\cgﬁuwioﬁ; om the 20
sender's systen1 |nvo§ 3&1 (Eg. ender'’ 3 Hsig s and 3$ti al Sﬁnsitive
conponent are aa' 8’8 S{RSOISFS AP 'tc PTG e 'Y tBRRNE %q"??@?ar“ vol ves a
docunent bei ng s&Q ditfismangyerafiemapplati@etotapplicafion, addhekandainysheRey. €S an

el ectroni c_ docunent by either editing an 25 el ectronic docunent or scanning
in a paper” docunent. The sender logs into a service center, gets

identified, upl qﬁk&aﬁlbﬁne@nﬁaan@pmﬁeabxtemegwdetrhe adQEsTBIY nonddglersends t he
docunent to the recipient while specifying if the sender wants the

reci pient to refp{Emahis-&idSIRalE roPFes t@lﬂ“rfﬁ?ﬁr@}éﬁdingfmﬁ%?&?rfor mat. 30 2)
When the recipi gRtiod@fBis¥ @présemtMidnl bkt 108 tdb) RS &ahpleNastredhtzat i on or
organi zati on-indi vidual ) or when the recipient requests a docunent
(tickets, coupofoctejsidsmedical check foraperson; $ipesthere grpdypieal Gasereategsries ce
center, 1000 01hbPRBRardsdRERbmOAY:0ONEHriBRlaA bb 863! BE biPRicGoglocuUNENt ,
and/or prints out the paper docunent . en the document is printed, the
printing functi Bymbersan baesed torqypatcen digest &y theanedicpbrhsak upderument. sender ' s
e-seals and optical sensitive conponent are added to print a trusted copy.
Al ternatively, the serV| ce 5 center can add a not ar| zat| on seal and opti cal
sensi tive cordaer Digestddarivpt pid ed e aBlock g Teclmique and

Not ari zation J%J&%Wmcn%f%eﬂh%ﬁbx?Qn@ﬁ&h@@ﬁ %ét%l@ltdraﬁgn In%fho&isf i cial
docunents and papers such as 10 graduate certificates, narriage
certificalt®s, prarmaect foansroragston image back-wisneoding tp@l‘pe]ue$bﬂ<rnWlFmd REanpl e, a

uni versity st be S
university ha%g?% Sg Q?mo‘?%htgnq%e%gﬁ%ﬁgert fcat S anéﬁlﬁrgaﬁgcrl pts
initiated by lmage Broceseimgi Yol HA 9% pp §92419 doeribe this wetphd irhdetaglul@hec mai | i ng
system A si £ohbl e £s in the
wor | d. Furt hgdr&%-lté‘g%%f\fl T‘gaétﬁ?tmqgﬁﬁ%&ggfogﬁg@gy #}é‘ﬂﬂ?{f a@% j udge the

| egi ti macy odeFm;@éS addbemmpthed cagtdetert Hoth th amount o€ clangaladtthelloegtionof know i f

t he docungn 5%% student sent are acceptable. The product of certification
and notari zat| QI Tier e applies to all types of docunents, including, but not
limted to, birth certificates, marriage certificates, degree 20

certificates,, £ sed as an
exanple in the {Mfﬁ’o Ag&c%gé@% fnq' sﬁ%nm&%aﬁg té‘l’ %%cﬁl‘t% igdo cni?nventl on is
directed to tdoavmeémust:ﬂ(dmnnamm@ceseﬁtmsrto(bpearaah¢dan agfastar data
certificatio ot I ice ter shownln
Fig. 9 provi (r}/g%n on- F%n%tlt'pq ?\?? gyftﬁ?docgﬂgﬁ o onfastcsnﬂé’\résas 'Q%E)“fnégeg B¢ he

uni ver si t35 t heetbddidelndesolit falloveidg tskeps:degr ee fronm), docunent owners 920
(graduates), and docunent recipient 940 (the university the student is .
applying for a higher degree adm ssion). Processes for various requests are
as follows: Fie s§hy]: Amlapwspﬂatéaﬂ&bkrs&ﬁuuadlbsenanrueix;ﬁuy,rtﬁélblﬁcld%rbeef afrtificate
t hrough the serV| ce 3 er 910 \'xj?Esg:%dl catg‘,ﬁ, i ssuer 930_and the

fol lowing steps Sf I‘SfZBT Ve )“S"ﬁ & ISEPEseR Y §at58“¥ﬁﬁla9\?eggége of the

service center 941&,0%@@&@&:86&5&&41 §X8)abX Y& lor 32X EBSl¥ell@BRndiagdnfilIs in a
request f%rm

the image size of the document, the digest size of the e-seal to be embedded, and

the required protection accuracy.



WO 01115382 -35 PCT/ SG9/ 00086 2) The service center 910 comruni cates with
t he i ssuer 930 about the request and arranges business |inks between the
service cenfger., I8 and the issuer 930 if not yet already gepRcssidooskn®

i ssuer 930 connects to the service center 910, issues an electronic 5
degree certificate for that owner 920, and sends the certificate to the
owner 910 through the service center 91f. 4) The service center 910 keeps a

record of the certificate, which is collected during the issuing process
and i s enough*f ofer fiEaclblogk s glasdifiedsiatoane of a pambsyr of predgiapeipedossesan choose
to either keep thg cRu§ftdibh c&Plction®n GidBH had spuBElr rafGRASAdm AR Ysih® Kkeep the
certificates in the service center 910. Secondly, an alternative way is
that the owner SHbensrigingsblpek datagrFeqasyecentapted @e@gh@aléo%’ﬁpt Pampteell to the
service center Qﬂe&oﬁﬁt@nﬁ?ﬂﬁﬁﬁkﬁma% RIopRY, REBIGICAS b hﬁ&h@d Qg?n%?a{ Mece, which
i ncludes the follow steg he service center ve Ies the

| egi ti macy of t m@tqtmped ceiis aneﬁblsmlw itlff?eVl@Y@dgﬁSﬁhFSIﬁ@@Q@rF@S@e @e off s

CAPACT LY. COMY el Gankhiin BAAGH rAREITRL obIE Gl A Gl Tl o8] GBlfhen | D

el ectronic version and assigns a trust |eve i ocurrent or exanpl e,
the trust |evel twasfoyedémaih. il“éxtmsrenctrgteduzﬂmwluth, fiteness endydinpelrsiossuer. 2) The
service center I 920 can
choose to eit her;%.%gﬁ@?{’z?}: S dgrﬁ}“ge(atfgrf69iEh {)llaa( Cﬁ&ﬁ%&%&%ﬁmom gpghoex b4 lskee
certificates in didsaﬁs@nmmocﬂesay di chiis (mSlsﬁtcrﬂiyiillpstrmnmmddmt}(latgadent) 920

requests o send ectro ni.c ocunen e.certific recipi ent
940 (the Wni versﬁn?)?mflel#é n%?‘u%f%ﬂ{ ?sss,esact%?) %mﬁ&eg P; T RYagIPie &Elbe)dﬁl%%dgtaudy) and
i ncludes the folih @otingtratstpm. dofnpinlib eepeasersed 820(u, g, F (1 &), tlicfowebpage of t he
service center 910 and fills in_a request form 30 2) The service center
910 verifies theneswes #efrfincdatiolews: and sends the docunent to the
recipient 940 t%&iﬁefhe gen&atewoaﬁn@n%ttt&tenﬁm%aéﬁﬁhnm b%‘aaﬁ%.‘yfé(f st at enent
(level of trust) 715382 PCT/ S(9100086 -36 3) The servVice center
910 notifies th@laéﬁ\héﬂSQZO of the status when the recipient 940 has

coll ected the el ectronl c docunent. Fourthly, a party can request the

zt?re\;;is?e of docu ergy %tzrp,ﬁyv)\f%hlekl,)g?&d)on 5 including the foll ow ng

Direction = ZZtan (u/v)| F(u,v)|/ Energy

[”’2 b Fr0)\dr! [* a6[ dr
[ a6 Fer.op1ars [ ao[ ar

Fineness =

Dispersion = - _[ i P (6)1og P.(6)d B, where, P, (6) = f | F(r,0)dr/ Energy

15
o Step 4: For a document to be verified, 2a document image is processed the same
way, using the same class parameters (or code book) as in step 2 to derive the
digest. The derived digest is matched against the embedded digest. Class label
changes of blocks indicate that modifications have occurred in those blocks.
20

Class definition (or codebook determination) is an important aspect of this method
and can be defined for each individual document, or for a group of documents. If
blocks are classified in the spatial domain, the class definition is similar to defining a
code book in vector quantization. As an example, consider a class definition in the

25 Cosine transform domain as follows:



1 ) The party should register with the service. 2) The registered party

| ogs on to the webpage of the service center 910, and sends’'in thé

el ectronic deoisee . 3) The service center 910 checks for pthgcéseesd of the
docunent and carries out 10 the verification. If there is no record, the
service center 910 contacts the issuer 930 for verification, and then puts
the service center's e-seal into the doe2@xent together with a security

t at t. 4) Th ter 910 d of 1 hat t and
Sends. back t he -ol SE1 FABBRERTAL BT Eor Col el Bramepsityes S8SHT (hi vt he

service center 9lgpresaethy gfoup of Esumsht thoclivsesdefinitioaasplgapy of an el ectronic
docunent either froman owner 910 or anot her artgcklieé The user. shoul d

registers wt het hier&ker alb decumentimgges, transformecaghchl Lasing tapoebpage of

the service cent ecron%ilrpanaresém%emé&suwa té Rﬁre@&t%&&ftérﬁﬂéscof@%é'%a& 3) The
service center 910 perforns verification on the el ectronic docunent,
assigns a Brust |Seed: Desideitee obenefrlassesmdclpracerrding tathpipleransecfier with t he
center’'s e-seal Qdé%%‘éﬁ’é &ﬁ'ﬂ&? RRibfAhe éél&%sé’seth%(gﬂ;gf?&%%the 25 Sixthly,

t he service center receives a request for legitinacy verification of a
printed copy i nvahedifigptiohsethitops tolirated. st eps: 1) The service center 910
verifies the vali y s The service
center 910 verlfl‘sgsp k}gse\?éspl%ﬁflf@g%{ﬁtp%(e ltil ca ycg‘%ﬁ%l p{%@%ﬂtoé’orﬁs)onent
WO 01/ 15382 PCT/ SG88r)0086 -3 7 3) The service center 910 scans |n the

paper doc d i fies. the. dac iti by . checki

docunent t@ﬁt et a‘ﬁf"g‘é eéhﬁs %%H@PER?‘B 'v?%‘ﬁ)%gm?gg'f’x%e ‘%‘%&E‘é&?ﬁ? 5 I'n

t he sixth processlustdheerfiés midoctusteeidbels. 910 need only keep a record of the
docunent that is necessary for verification services. The record is created
and the data is collected when the docunent is signed using the services

provided by the, 45eA\(ih@ﬁlc@teM&éctl&l@fth?l]ﬁﬁmmgﬁjd_h@ center 910 does

not keep a copy of theﬁgh ocu By doi ng e authority of the

i ssuer 920 i s AREpantipRedbeyeathe r‘r’?ﬁé°ﬁ“é‘¥eﬂ$?°6‘£?8$/‘sﬁ’fnb?‘ﬁ€ ersgalip ot ect ed.

When a usgk Cm&&of@wﬁ@fﬁﬁarl@ mem&hharlamswtomﬁf}smé WhtRéntieRNbBhe 910, the

deposit box is protected 6 % the user. The service center 910 does not have
1]

any right to SpgEsatgome Hhit Pusposebe asbeniirity ofdhe digestisprptestedsboug ¢ he

certificates e@?toghgﬁﬁenefaﬂs&%&étﬁefzﬁge@rlgeﬁsédfdb&amﬁemteﬁﬁmne 15 directly.
The service cen 10 i s advant ageous for_a pu é%‘;? of reasons: 1) There

are many docufEtograpbirsorcepts anf terpbiolagy arelpserived Afed I Meneres, Baul fovan
i nformation amwcﬁalaﬁd SRAUA. VSieRe, SHARHoI TS pli SBORHtogRGTRIR SPress,
20 1996.

Three techniques A), B), and C) are set forth hereinafter:
A) Authenticity protection of the digest using symmetric key encryption can be used.
s is a secret key shared between the issuer and the verifier. Also, E(s, Digest)
25 denotes the encryption of a Digest under the key s, and D(s, Ciphertext) is
decryption of Ciphertext under the key s.

The operations performed by the issuer include:
i)  Compute the digest from the document content: Digest = M(Content);
30 ii)  Encrypt the digest under the secret key: Ciphertext = E(s, Digest); and
iii) Embed the Ciphertext into the watermark.



20 Consequently, there is hardly any effective neans for |egitimcy
verification. 2) 1t is time consum ng and costly for owners to send paper
docunment s apg (i, 10 provide official evidence regardi ngpchgchbidbdsi macy of
t he docunents. 25 3) It is not efficient for each issuer to provide a
verification service regarding the legitinmacy of certificates and ot her
docunents. 4.3 Electronic Check Checks e24-negoti abl e instrunents are used
and preferred by _man eopl e to .pay their 3 ills. The parties involved
are a payer, a pgﬁ‘?é’&gragmﬁ ?mé"dg’éfﬁlk‘fvcgﬁﬁ'éﬂ?glgg% bank and the service
center. An el ectrofi c BxaaakhsapherteatSrdni t@dweiterinarkand deddtOths extracld® 01! |1 5382
PCT/ S&9/ 00086 -38 Firstly, thg payer, issues a check involving the

foll owing steps: A) Tifépthﬁéiféfls&é’gf%et"érs with the service center 910 for the
service. B) The pajipr bagpt te ek@actdiaimrrterit @fde: ettt shired Iddrdt kP U Best he
center's webpage. 5 O Trn\@_ ng}/er,.fi Il's in the formfor paynent and signs
the form usi ng the sarfSfdBHEeY ) wi t h t he bank (pin, fingerprint, face, or
others). The form jijjclcugstd thé Qigsat Dbs: alFRuM the BecuRRMEéonfenD WPhrANd bank
account, the person"s nane and ident]fication nunber, the payee's nane,
amount, and the date d?’gfsﬁeﬂ%{Wt’( )310 D) The service center 910 links to
the payer's bank fqqy \@ndiad thODigeR) wiiDSAI Y hifif BRMiRn Sl ﬁ‘!'egﬂ@ié check
with both the payer''s and service center’s e-seals and Sends the ‘check to
t he payee. F) After the apdyigesniigwithias prerdefied ghneshpldeacsentshedocoment@s 910
notifies tiepayer. 15 G,dR&ideMeiwisARjctRO8Suk@ntPr | Nt out the check using
the printing functionprovided by the service center 910, and personally
give the check to thepayee. The printed check has security feature of the
payer's bank) ghhgsi ] t | i . ifive
conponent fr or%t) t eg%? éﬁﬁggga%ne%%ggﬁg%%%éﬁgf %@Eﬁ‘g(ﬁg‘g@%ﬁgﬁdg&ﬁg payee
cl ai ms the checkMessagslAnithegticdtion ChE¢koMAG). Jtebpbe DJeTret keyoshered betyiesn thes wi t h

t he service cent, 9 I LY ;

webpage. O The. pagie SR HERACHRORERt IARIESBREEIAT = o
910. D) Al t ébnat i Uék\Digesewpery &K) is arone-avayl hashdfundtienk t o payee' s bank, and

t he25bank scans in to read any required information fromthe check, and
sendsthe information to the service center 910. E) The service center 910
verifies the chéihk operatiorsiperfamedbpalic issmemméludd: ed | nby t he payer. F) The
service center 910.sends check t.h ayee: s nk, W} h30verification
result. G The payer")s g’r‘ﬂ?@?‘é"e‘é‘?%‘f’ﬁ@"% ‘glg%n%cr? te@%%%&%@"??’ﬁ%sfer on the
duedat e i ndi cat ed iin tCompoteeddAC of thfdifkk!: V688 2 IENigedVAD086 -3 9 H) In
case of check refusal t ayer's bank, the payer's bank signs on the
check for Iaﬁef usal .“@heé)“ib@gs?@g%%h}e@r'a? Khotifies the payer, payee) and
payee's bank together with a copy of the check singed for refusal. I) For
all cases, if a._print etd cogé isdi)egnuest.gd 'béi (Lhe payer, the payer's 5 bank,
t he payee and t heSBAL"S PHANICC PRESEPVF B et er verifies the check with
the original formi)addtrad tieMACAHom erRsVdtdrmarkcnadertedit ad MiC’desi gned f or

that check, and prints, a paper c .. 4.4 Service Cente r. Secyre Docunent
with Mil tiple Si Sn@rs %Plgt?fd?ﬁﬁ*eg%r‘ﬁdﬁf"é‘“%‘ @ﬂ‘é?“é%ﬁ“f L%L’ﬁt}e{a‘ﬁ%t b, it s

assunmed that all thg CogipatesMAave HEIDigkseneshdm th the service center 910 or
the system adm ni st that the service center 910

ator of the organization,
has obtai ned a pub’l"gcCR’g&,Pa{f’é\dﬁﬁf?" EW‘EO?"% Réhaffﬂ’é’iaﬁee%qé’?l’ agcaptdeeimenhe user s
(signers, recipients, asajthdhli¥Sothddivive AGett tHeloburmi publ ic key certificates.
15 For the case of a contract between several parties, this involves the

followi ng steps: A) The parties conmunicate to get the final copy that is
agreeabl e to @) |Adikiticity protection of the digest can be provided using a digital signature, s

30 and p are the private and public key pair of an issuer for a given digital signature
scheme. The digital signature of the issuer on the digest of a document can be

denoted as SIG = S(s, Digest). There are two types of digital signature schemes --



parties. The service center 910 puts a seal to freeze the docunent and
sends the docunent to one of the signer to start signing. B) Al the
parties | ogygly it he service center 910 ready for signi nger/@éhofepostne of
the parties signs the docunent and sends the docunment to the next party and
so on until all the parties have signed the docunent. The signing process
automatically verifies the validity of -29he service center's seal to nake
sure there is ng chan to . the agreed ver.sion. The.record of the docunent
s Created ar (olen apgts ScleAes P SO SRRTPHR g L g g stdtes iy

Al ternatively, méssageliecoperyt Wathow il@s of gemerdliy| e MtteSiypeibl digied sighature That i s,

after first signjng, .the signers, send t docunent back to the rvice
center 910, thgsclé"é’?‘??i‘%%gs%ﬂﬁgﬁhe@fff”@ﬂg‘fF‘ﬁ%‘ﬁﬁ%@mﬂp&éog% fighemes ﬁeé‘gl”‘ti es for
the Sgcgnd Si grRddgh, aﬁd‘NyB@g-RﬂepphD Gchérsnzaﬁ@emf tmmnﬂwfﬁe:rgquhgi@p@grﬁ' Elr@f tgg

si gned docunent js the sane, as e nunher of signers. Each copy has a

di ?f er ent dor derscbﬁfm‘?ili;ﬁiaf\?ﬁf?“ﬁé E’EH@S %dé'?fb@@%i g dhe ‘E)’ﬁqil?% si gned

copi es are keptasyinida 18 bBiaRI e pubiE k& IR iSsuePin a6 ROMSRIcPanh&Nt deposit boxes
fromthe service center 910 to keep their copies securely. WO

011 15382PCT/ S&9/ 00086- 40- F) Upon a request) the service center 910 verifies

and prints out p,eRARRHGRPEBmG tikasubERilugd: t h an optical sensitive
conponent that isgenerated by the service center 910 for that docunment. The

optical sensitive Bonpcmnte thedigest fraghgfechmenfeontsat DigeghmeM(Gontendlaa| . 5For
the casegf nultip) e Snghed digitdSighdhurebf ihe ifestIOGWBNL Didelt System server of
anor gani zati on can be used rather than a service center and involves the
fol | owi ngst eps: . , i) AfEndfediSEG anto Gsopgsmark( e. g. a desi gn docurment of a

buil ding) is created bylOa proposer.B) The proposer |ogs into the system
server. Wth that person's private key,the proposer signs and sends the
docunent to th&heeperatipas paformod ethe #erefter instwdappr oval t hrough t he system
server. C) The systgem 7 45 L Aarrdqal of the
docunent, | Sand the p%g(?r }s‘{%rghés]@%lhagklgﬁ%ﬁlg%gﬁl%%ﬂ%ﬁga'g({/gs‘{hgr%@%rg\ll%r’ creates a
record ofl5t he dociinemecewed theidigest frdweSIGE asing fsswer fspubliciceyyBigesti € &(1,on. E) The
final signed docunentgy i i j j.zat i on. F) Upon
request, the system sséér} é%h%ggpflgtehg%és%{ég%}rc}fﬁeg ﬁoﬁl}??oéloogg%em}@ gag)py of 20t he
docunent. The pri nt edigoetpye soabemegpt i cal sensitive conponent addedto the

docunent. The opti.cal i 1.1 R » S nver,
desi gned for thi smgarctl u a%xécéﬁ%ﬁﬂﬂ%ﬂ%ﬁ&&%eg g%%%’l?gﬁ%ggéwggﬁ%ﬁt)han e- seal
of the last signev) Zompas Rigestdvitheligestbindtifithe [ ‘distande!’ betwaereDigestT andabl y

i npl enent,gd usi ng general.r: > r [,n rtgcul ar, the processing
or funct?gnal ity of @5‘%{ ‘W&R@ﬁ’“@%ﬁ%ﬁ‘éﬁ?ﬂﬁ ’ezﬁeglst dod e\‘/\‘/éﬁsea,u&S?tga conput er
program executing omtherwiseypeitet the dbhiamamet hod or process steps of protecting
the legitinmacy of electronic and correspondi ng printed docunents are
effected by instructions in the software that are carried out by 30 the
conput er. ThNogahdtwppreadies/ApadiB)presmiaile for sisuatiogs velterénthe éssiaehd s f or

i npl ementing_t rocess . steps, A no e is a part. of a conputer program
t hat usual | yv?ftb}%f %Ps(r)%rsac W ’tv?l%:ﬂlflag?m?cgl;l&c)t%ﬁe 't5sr°8f'%7"é‘f’té?i’sf"a’ﬁ’&?tt %‘ﬁ?.e’p Al so, as
descri beds ¥4 tAd VérfizBao RETuSEAEH ABE86 - 41 her ei nbefore, a nodul e can al so
be a packaged functional hardware unit for use with other conponents or
nodul es. In particular, the software may be stored in a conputer usable or
readabl e nedKeysusédial wedérngriceniteadipy (e addiresa ahdpadarilétens) hidiiy Bigesd

magnet o-optical disc.drive, CD- netic tape or any.oth aof a nunber
of non-vol at 7rgat§‘?rb¢é5ﬁ’é‘laﬁeévi‘l:é"§%%4r?t%@ﬁ a‘t’%“i“??ﬁ@%‘; §R‘i°¥l“b'§i‘° g[‘? oAs art. The
software i s gsafentabl y | oaded into the conputer fromthe conputer usable
medi um ag(g then carried out by the conputer. A conputer program product

i ncl udes conput er usabl e nedi um havi ng such software or a conputer 10
program recogdad onderkimabeddini hat can be carried out by a conputer. The
use of the conputer program product in the conputer preferably effects an
advant ageous system for virtual conmmodity trading. The conputer system can
be connected to one or nore other conputers via a 15 conmuni cation

i nterface using an appropriate conmuni cation channel such as a nodem
conmuni cations path, a conputer network, or the like. The conputer network
may include a |local area network (LAN), a wi de area network (WAN), an
Intranet, and/or the Internet. 20 Numerous configurations of conputer
systens can be enpl oyed w thout departing fromthe scope and spirit of the
i nvention. Conputers with which the enbodi nent can be practiced include

| BM PC/ ATs or conpatibles, the Macintosh (TM famly of PCs, Sun
Sparcstation (TM, a workstation or the |ike. The foregoing is nerely
exenplary of the types of conputers with which the enbodi nents of the

S Y I o




30 supplied to the user encoded on a CD-ROM or a floppy disk, or
alternatively could be read by the user fromthe network via a nodem devi ce
connected t nputer, for exanple. Still further, th can

al so be Ioa‘gg DIFSI% o the conputer systemfrom WO 01/I538§%§%}%§/ 00086
-42 ot her conputer readabl e nmedi umincluding magnetic tape) a ROM or

integrated circuit, a nagneto-optical dizgk, a radio or infra-red
transm ssi on channel between the conputer and anot her devige, a conputer

readabl e car dUBlikeirgumstanses xnyolving capyrightprofection, peanlsqo noy grdinarilyinafos

i ncl udi ng enMBjelnolé ARHMERI P61H aR BYedl /Wil ¥B¢H RBple A4 I PEbvidk dVRfn& tes and the
i ke. The foregoing is nerely exenplary of rel evant conputer readable

medi uns. O hetstablisking be origingliy pEthadasumant. Flys, onmersptiti by apd rebystnessepar t i ng

from the scopg. apd RELF issueOThetdISrel DAL dMainldMbtddiAR nfelHed a9 He @ Cc unent
and a printed docunent capable of having their 10 |egitimcy protected, and

a met hod, %an prpfemblathan a peelomp derasin fachaiaum Brestetial demen methpdissimplsr
protecting thg d.egi 'gga& el ectronic and printed docunents are

descri bed. Wi detﬁgh?d; a g%cgtpl nunber of enbodi ments are described, it wll
be apparent to those skilled in the art, in view of this disclosure, that

he- scope andrets ae gy pPRe ki e fehiales JRAEAE I R AR 1O

PCT/ S@9/ 0008digdst emibeddingcn revardenctovitintin embodimentp pHidie otvientiono M.2D.

correspongi ng i “ i ng. the i ti.macy,of said
el ectroni gd do%ﬁ%ﬁé’%g'r%%égﬁ%nﬁg{)%b%ﬁlﬁ{’ e@ﬂg%%glr%‘eﬁnat d%%??]eéi dglgp# ‘i'l nt ed
versi on of saWiteahakingdizclmotbgesyPnéc, ofmh JEEE,0.86, N6, donai 1898t pp. 1664idi Nng:
content of an i.ginal _ do nt.in electronic form a content digest for
sai d content gda%?ﬁ%vl}&g%rﬁ‘éi%&g’g?‘ytﬁﬁe ?rﬁiter?%%?lg%lfsroni c form 10 an electronic
seal or e-seal for authenticating said original docunent in electronic

form said e-seal i.ngl udi visible seal ..of a ut hority and said content
di gest errbedd@lf TeRWIES ipﬁ"p\‘/‘RgF gqr@’ aieggﬁr’i Cgﬁ)e%ﬁ E‘ﬁ{ﬁf’@s %Bﬁ%‘:ﬂ’%@‘e or sensible
conponent 15ddgafthdnticidhdreaut hent i cat ed docunent for printing using a trusted
printing process, said optically sensitive or. 15 sensi bl e conponent

cont ai ni ng i nf or ma¥i og‘ CERAGINE RS dRpIsR g?ﬁfs’ﬁ‘ﬁa‘i"?? ‘éi}t“F}E)gB't?F % d
printed docunent in aaggliextionrto apslichticiglaer si on of said printed docunent. 2.
The el ectronic docgnengtg according to claim11, further including a watermark
in said e-seal fordenffobef PPrukF Caé’&ﬁ?ctfﬁﬁes’dYJ]B@’s’fai“ﬁceES&FYdSt‘?ﬂ Fble seal. 20
3. The el ectroni ¢ docuwemfivatidtefahéipaper vesiéd.ai m 2, wherein said content
digest is_encrypted prior to watermarking said visible seal. 4. The

el ect roni €0 docunent accor di ng to claim3, wherein at |east one of 25 an

enbeddi ng addrigsémboditadnes ofdnaus cdnyutlibe, bai He WAUBTIFARK alsfimple key for

encrypting said content digest termarki ng sajd. e-seal, or both.
yp g techn(l;que shown in lgg Thewgigest 300B is e%bedded in a region of the e-seal

image 300A. Part of the boundary of the watermark region 300B is the boundary of
the original image content 300. The boundary 300B is recorded in the document file
25  so as to facilitate watermark extraction in the verification process. This boundary is
“content-dependent” and closely couples the watermark 300B and the seal image
300A. Principally, the watermark region 300B can be of any shape and at any
location, depending on the needs of the application, as long as the watermark region
does not affect the perception of the major image content 300A.
30
In this method, the digest 300B is coded as binary modulation of S component in

HSYV color space in Fig. 3. Other possible modulations to other components or in



The el ectronic docunent according to claim1l, wherein said content digest
is a condensed representation of said original docunent generated by a step
30 sel ect edyhpfiesghe group consisting o hashing said cont paf/seiiodd@sa secure
hashi ng process; selecting key itens of said content; and WD 01/15382 -44
extracting features of said content. PCT/5@9100086 6. The el ectronic
docunent according to claim1l, wherei n-%bi d content di gest is a condensed
representation of said orl ﬂ'on\@ldd cul uc %erpoer edth ly ack tWl se di gest
deri vation aﬁ@?f&ﬂo’i%’a%cﬁcd gont ent 0 each bt OCK* Ravy ganamBF'éOd?f’éQr“m ned size
and shape, sabde ankasdd ainl@e:hgestmlbudn«mgechw:thmfom/pméls I\mmlatrwmgt}each | abel

contont - 7 FACERRAPBTIE tisciohaist CRRRBPAME © 50 BIOH<A 7 RErE e oai d

vi si bl e 10 s@aformdtivh ittRSresslulictasTttheseannef ishigheaoughnt header, a | ogo or
artwork, a graphical synbol, and a signature. 8. The el ectronic docunent
according-to claiml1l, wherein said optically sensitive or sensible

conponent mcjydegpgcaﬁgemsai]eam for said electronic 15 docunent. 9. The

el ectroni ¢ docunment accordi \r’% to.clajm1l, wherein _ said electronic docunent
i ncl udes: at YhsasiblegrsealProvidss an immpdiath XgREnedAeonlt R MEAorHRSBE mat i on i n

sai d cont ent ;jegdfim@yPrétBetiod! Tdgeier Wil & PRibkeSseAlOthe bpial sdﬂgbetcoins&&ht one of
said content, said e-seal, and other docunent conponents. 10.

el ectroni c ddERHiNssEECHECRSPIEFNG foi Rrintgd-document and\easy veraicatiphby '§°32’5°§econd
e-seal ha\y NGian8RAbal dices Rhch HAGHEASh] Sens 824 cdnithbiifl biMlaBR udvieoNt ent of
said original docunent and said (first) e-seal; and a visible seal of an
authority andmdu@éﬁﬂmocﬂp'@fest dependent upon said content of said second
e-seal enbedded in said visible seal. 30 WD 01/15382 -45 PCT/ SG9/ 00086
11. The el ectronic docunent according to claim1, further including an

i nper ccpt i bl eAnaferaras runehen efiensigaliysensiblg cempanants fay benppliedinithey owner shi p of
the aut horit ynffqaHahd o?m%%wen J.ﬁpre&rm rehﬁ&o@'wmsds PLAGKER froman

el ectroni ¢ docunent capabl e 01J avin he egitinmacy o pri nt ed
docunent ¥r otoeacﬂédenslbéﬂwﬂmpnmé@%I@QqumﬁtcabbWﬁgda print ed ver sion of said

el ectronic docu ma'ﬁ ﬁﬂécﬁy RidbEd %a&%%é{f?@a&mbﬂi&inkbd&xél Hontent of the document.

By detecting some "holes" in the frequency-domain, the secure elements

can be embedded into these holes and later detected by an optical lens
specially designed to match this particular class of document.

20 2) The visual elements of the document can be modulated to make the
document sensitive to a particular lighting scan along a pre-defined
direction by either increasing the resolution or changing the color of the
document. In this case, the detector can be a commercially available
photocopier or scanner.

25

24 __ Do nt Struc

Fig. 4 depicts the layout of a one page document400, including a content region 420
and two e-seal parts: a logo 410 and signature 430 (and preferably a serial number).
The content region 420 can be further subdivided into several regions, each of which

30 may contain different media, such as text, graphics, a table and/or a picture.

24.1 Landmarks or Frames for Easy Location



rendered content of an original docunent; an electronic seal or e-seal for
aut henticating said original docunent rendered 10 in said printed docunent,
sai d e-sealywhpglsegi Ng a visible seal of an authority and aceR8bdfbssdi gest
for said content of said original docunment enbedded in said visible seal;
an optically sensitive or sensible conponent rendered in said authenticated
docunent using a trusted printing proceg8, said optically sensitive or

sensi bl e 15 onent . .contai ning, info tion_for indjcating copyi or
nodi fi cat i oncfg{'m%saﬁﬁ’ ‘b?&'r ﬁoecd‘“hfjgﬁf#gﬁf Yaigﬁmﬁ&ﬁg%gheo‘ia%](?&?tﬂné‘g C%{’)’él"’g of said
printed docurddt.seal Begicia@ 104301 @Hedfoahd SNt lamdneaok Cint dsed mbehddlFamek Ur t her
i ncluding a vva,tern;?rk In_said rendered, e-?qﬁl, for. enbeddi ng said content
di gest in sai‘Whepkiepprting fromdhe scopgandpirit of tha invgntile urrent  according to claim
13, wherein said content digest is encrypted prior to watermarking said
visible seal. 25 15. The printed docunent according to claim 14, wherein at
| east one of 2 : . , shape, and boundary of said waternmark is
a key for encritflrmhfitbesailtple pht£oitanGL@RS ta typRAGKERP K id WfopRhitiotarigR! , OF
both, 16. The printied docunent according to claim12, wherein said content
30 di gest is BOcurickeinsdestyppags atfammabAoymestheadesdil @iand e signetureend/ogener at ed
by a step selgehiedobf MdrhfzdbR Uhe GBRRhH: holef100R8 VeGSRt Hark@RaeNt USi g
a secure hashal%%g rocess_r;rg ) “W0 0_1/615382 -46 Sel ect1 ng 1ey Ftenéc?mgf sai d
cont ent; and lesa ofdks orgepizatign. (rlessifigationang seréahpember opthF|dscooent @easually. The
printed dQCUNEAle 3¢S Blatd Ay @ nEAdRE M vk, WBRERthis Al hgest is a
condensegmfemgeent a?lraon of said ori%%napggocu’ggn?hg%{]%?gaﬁﬁcfﬁff% ock w se
di gest deri va2Doreferphlyi B¢ visible inifefmation isiembedded las yhtsuhkark into thg lego
predet er m ne i Oafg,ld: » CSRAKInkP ' t | i n.array of
| abel s with ceiglc%gﬁabe r@%?‘ﬁ‘g‘ ggpenagh?bﬁ%%%&gglg atglg?? ik'!iI:ia (IH%H%S t%%tUS?
cor r espondi ngoblaindiothod headérdind ome enmore signdt@res. Thleary, itris debiralole thaeait accor di ng
to claim 12, .whereip _sai e e i, S | includes at. .least one of a
document headremr”lgesélrk ﬁgﬁ%e%ra;eag%%rﬁ%e\éég ’?’%%H?‘% %r;;/h oaﬂ‘,go cihléng‘?%dﬁ ture.
19. The pIsi ntbedhadmsainent according to claim 12, wherein said optically 15
sensitive or sensible conponent includes a serial nunber for said printed
docunent . 20.2‘;I'kﬁ1eggr£.qt Ed docunment according to claim 12, wherein said

: . ultiple Pages .
el ectronic d s: at least one of two or nore pages and
nul ti medi a i rfopa maltipdeipdga dsainttnt; an t-aed] car?b: iasetted fcevery page.ePleferabied ks f or
lcg(r:rgf)'ngﬁt at | 288 huniLS (Rhnvea Gs SOPLP b A SlausiBd 1s (BA%aQlifl §le doCuUMeNt

20  document and considered as to be part of document content.

244 File ize c

For each authorized document, a file containing necessary information is created and

stored for further reference. The information contained in the file includes a key for
25  authenticity protection of the digest and/or embedding, the size of the e-seal,

parameters for an optically sensible component, the names of the signing persons, and

the like. The file is stored with an authority or a trusted third party. A verification

process can access the file.

30 3 otection and i i 0Cess

3.1 lectroni ument Signing Process



21. The printed docunent according to claim 12, further including a 25
second rendered e-seal having: content for said second e-seal including
sai d contentygfinsssbd origi nal docunent and said (first) e-pgemlchodated a
visible seal of an authority and a content digest dependent upon said
content of said second e-seal enbedded in said visible seal. 30 WO

01/ 15382 PCT/ SG9/ 00086 -47 22. The pri-2%-ed docunent according to clain112,

further includi erceptible wa er ey K. enb dded n said.e for
protecting Oﬁ%gg}{rséra{e% rS'tQ GPREFCEY orancec ok gea %.cor Ingdq ?‘n%’ﬁ?
protecting t henbogigient dslﬁathg'maéntmn Whenh pmmstmmmnmdxﬁlwmesspmadl ng
printed docunent i d docunent in rinted version, of said

el ectronic dc?c?{?ﬁgﬁfe% ga‘lgﬁo E Of T8 ﬂg uflﬁ%mé&éﬁgas(ﬂmﬁleoﬁgf RS a
content di gegfingepprir,facy; 1g). rraira@mumc&omdnoehmeﬁtmm singlexighingpeidoant i cat i ng

said or nal dqQcunent ctron for S an el ectronic 10 seal or
e- Iseal ! gi’ﬁ d o &agxlon P@ﬁh@“’éﬂ‘%‘f% thgnmgélplr%"?mﬁﬁ Sé‘f}t‘%’b‘?llai’é)mgﬁ(ﬂthgal d

content di gesdiecabiie de@shentlorsadddumbrm 5D endstabige delihe docimeapédnteat isy sensitive
to said authenti unent for printing using a

or sensible conmp t

trusted pri ntﬁeﬂﬂatﬁgg%e‘%“ gE’éFF‘HmBﬁHdEléIS?@ g‘ﬁé’Y' *\/]&"yd’i' withotiakey ég‘ﬁ%onent
cont ai ni ng i N§ gtABéd @RnéMpt th@&igé‘sﬁiﬂneé}sﬁ%py!\dlﬁcs@lhnd@ﬂhrﬁét@t@hfc@ﬁoﬁﬁ ad® said
printed docunent _in a co nDdlfled ver si on of d printed docunent.

24. The net hdayéé%arpmdﬁfgpqtbc WRigimRAto embegding anqqule3g t%ﬂfﬂ]’féﬁ)@? digest i3 step

i ncl udes fdhe adieR tf ik vRENBE hkfnR isEmbedddd) & SOALmhL MtoShb BLsgPNt ent
di gest to enbed said content digest in_said visible seal. 20 25. The net hod

accor di ng t o 1BRgs A42nd prgvideaptheaticatipnfEhdasumenttile 542 tlapdmarks eyt he st ep

of encryptingo&abslofftatitd cgh@ﬁscrm Be a&edtmmeﬁmlksmoﬁﬁe ﬂ'oé’és?' bl e seal .
25 26. The method according to claim25, wherein at |east one an

enbeddi ng addpaudes OEMp@fommbmhémyhecﬁsesldp@mcgpmﬁkcwnaﬂlzenpdf or

encrypting sajgs GRRhER fof VERRbtion ¥k PHARIE BRIl afthSRfkred BldoBRthdt - 27 The
met hod according to claim23, wherein said content digest 1s a 30 condensed

representhdt i oﬁ42eﬁd§aﬁﬂomﬁiﬁlﬁl54ﬂocurrent generated by a step selected firom
the group consisting of hashing said content using a secure hashing

process; WO 011 15382
In case of multiple signing persons, at the time of the n™ signing person, verification

is conducted using module 510 to validate all previous e-seals. The person’s
additional information is added to the document, a digest derived with respect to that
20  person, and the digest encrypted and embedded. Information relating to the signing

(adding the e-seal of that person) is added to the file of the electronic document.

For many applications, the content of the document includes main content,
classification number, serial number, page number and all other information contained

25  inthe document.

For applications requiring high security, personal authentication of the signing person
is necessary. This can be done using a password, a biometrics such as fingerprint and
face, or smartcard. After successful personal authentication, the system does the

30 following: unlocks the e-seal image, signs the document, and charges the cost to the

person’s account.



-48 selecting key itens of said content; and extracting features of said
content. PCT/ S@&9/ 00086 28. The nethod according to claim 23, wherein said
content di ,8 5 condensed representation of said orj unment
gener at ed %56%1'/0%( W se digest derivation applied to said %gﬁ e%otq&g ach
bl ock having a predeterm ned size and shape, said content digest including
an array of |labels with each | abel bei ngodependent upon a classification of

a corresponding bIoch_ot sgid cgni&nt.,lg 29. The nmethod according to claim
23, wherein saf 0 one of a docunent header, a

| ogo or art WOFlF :6 ﬂlugfai&hh&f’énﬁ@é’tm%ocewrﬂ‘l SltiiAatdiéPelect@nic HSuri&: HoH
according to claim 23, wherein said optically sensitive or 15 sensible

conponcnt i nctamsimngansespsahandthnensiespanding siegtrenie Sleridias ingye (Fishthe @1, The
met hod accor dihg afedoChd am%émﬁe@fhﬂynﬁaames@odwhqﬁfoﬁemoﬁ FRACHETER, glenc! udes: at

| east one of two or nore pages and nultinmedia information in sald content;
20 and oneS or watemeark ahehdh pieenl fsertrpgiedandvgerypted tngst theresigingl digéstl Thont ent

sai d e-seal, Egst thﬂ%mﬁaﬁwm@ésps&&m&eﬁefséal léatra&%fr&ﬁaﬁl@éie&,%ﬁfard' ng to

cl aim 23, furt including a second e-seal havi ng: content for said
second e- seal ddchwkntdindronsmpigd voththadigest c’@'alpfdd &Pnghﬂalseaélb:cmwéuit: 62hd said

(Tirst) e-seapp, @eﬁgcé’uo‘ﬁ'éé&k&?fﬁﬁﬂ hef¥is 39 d@#&éﬁ@é bithe %ﬁ@ Ofgcé%? Gh&t pill.gest

dependent upon sal d content sal second e-seal in sal vi si bl e
seal . 30 V@@hbdﬁﬁ@holﬁdﬁ/@@@ﬁ@eﬂaﬂldan%d thd reealrgndpe cnaydeoeghiraditot 0 cl ai m

23, furth nelugin LIPEr G tible watermark in
sai d e-sea forcgglot“gg Pﬁfﬁ% er Shi @?19 eacglﬂ or‘fotokj’n@?pgoé‘fc&'mé seal . 5 34.
An appar at us wge:rmbtrenbduh@lompfodgctetvemﬁcgtlonfresah 684 elftheorrificalivauwesant and a

correspondi ng, pr.i pt,ed documre aid. printed doc t bei a pr.inted

versi on of sa?%1 18 L POnTE tfglélﬁrhgé o5 tha the athsale t]ggpefﬁ%‘}lﬁg‘?ﬁﬂ?e W2&hs for
generating a eaigihabnif thk g:eﬁibatfonrresah 664 lsgiNmanrdtblsdrmﬁi intjcates agtheni ¢ form 10
means for authenti catl ) or i do t in, el roni.c formusing an
el ectroni c seRIcUBFntds 8 §~P°n§13f‘ld” gasp oy ﬁ@lﬂ%ﬁﬁﬁ%‘sﬁgy "I’Cé‘tegé‘h{m?ﬂ‘man

aut hority1:andix3gi d content digest enbedded in said visible seal; neans for
adding an optically sensitive or sensible conponent to said authenticated
docunent for printing using a trusted printing process, said optically 15

sensitive or ensimlmnge@nmicmmmhmi ng information for indicating

. - f fi
ngg: gg g][ sgl ‘gxlap }ﬁgla Ifug c‘g{?é‘lsfrft!}ﬁ?‘ggnlt 9526 t% gcci:?gn“ﬁlﬂe%ﬁéa?ed%n%?e%%og; 734 19| ' ed

controlled by the printing method shown in Fig. 7. The legitimacy of the electronic
20  document is verified by verification module 710. If the verification is successful, an
optical sensible component is added (preferably with a copy number) by adding
module 720. The document is then printed by module 730. A serial number of the
printed copy can be added to the document file, as well to the printed copy. The
optical sensitive component is added to the e-seal of the last signer, which provides

25  overall protection of the document including previously signed e-seals.

A valid printed document can be only generated by the printing method of Fig. 7. This

ensures that people cannot edit and then print the electronic document using any

printing functions. By controlling the usage of the printing function, the legitimacy of
30 the printed document can be secured to a large extent using the optically sensible

component.



35. The apparatus according to claim 34, wherein said authenticating 20
means i ncl udes neans for watermarking said visible seal with said content

di gest to ewodnesid content digest in said visible seal. pdfisciuoosgappar at us
according to claim35, wherein said authenticating neans includes neans for
encrypting said content digest prior to watermarking said 25 visible seal.
37. The apparatus according to claim363lwherein at | east one of an
enbeddi ng addyess, sha d b A i for
encrypting sal ¥ CORt R a?gf Sg(s)tcma% EL% ’{'ﬁé&t %sseeng dm?en? 30 WO
011 15382 -50 mnma%&&nﬂ&tloﬂ'bﬁmappammthepalonng ﬁinctgmtmcanltla]lm t8'4

wherein said cont ent re f ori gi nal
docunent gen HAHE ha‘r’reaerrllslczétle"n&%ggqg&%%gﬂﬁgagm %%%gf%é?{s;%éa Fo%l% P8rpans for
hashi ng sai d amﬁﬁcemysmfcasrgrodingebwmnhgﬁmcn@ process; 5 means for sel ecting
key itens of said content; and neans for extracti ng features of said
content. . The par s accq ?‘ i il hr 3? erei8\p ai conttent
digest is a conde E?eé’gtﬁ o%ms a{’i O8BY PHETC "GBYUR B CUEREr at ed by
means for block 10 vvl§@ntﬁigg>esbarﬁaﬂm\mdctrﬁﬁmdécmdAmaﬂileeéssfuemh bl ock

havi ng a predeterm ne nd, sh d Codtﬁ é i.ncl udi ng an
array of labels with Ié at|1 |t t¥j ﬁﬁlésﬁ‘i P ﬂ eéé’g‘iof‘fyé’étl on of a

correspondi ng bl ock ofrusied tdir€ m;.euthﬁesfmedJMeﬁmarsatdmee}ﬁmﬁglﬁmldno claim
34, mhereln said visible seal includes 15 at |east one of a_ docunent

header, aldogo or ar t {R8FIRST “iyRespaary 4pta QYSHIR he usH$ S‘ate SihgREptipgfungien The

appar atus accor di ng tQm%ﬁieﬂb&ﬂnen%&ﬂh@hﬁbr’%@hﬂte@ﬂhbﬂ@duhiénﬁﬁﬁg;irln‘t’dﬂ or
sensi bl e conmponent includes a_ser,i al ﬁ# sai d_el ectroni c docunent.

20 42. The apparatus HEPEHERQhthe data e &enm@eqlwa%qaa be destioyetasc

docunent includes: at thle?ﬁﬁtting%}&:e@sf is inV¥pro SressTOhe caR 8@ 8oy cfddlngitmeedi a
information in said content; and 25 one or, nore | andnmarks for | ocati ng at

| east one of said contERPTY coniaiing By 4pta Parien progesssivelEunent corponents. 43.
The apparpgyus according to claim34) further including a second e-seal

having: 30 content for said second e-seal including said content of said
origi nal document 2) Verification and printing agent: An authorized agent may have a special

printing device, The printing device can be either on-line connected to
the authority or off-line. In the off line case, data and functions are
preloaded into the device. The device prints out the document when a

20 user is authorized. When the device runs in an on-line mode, the process
is similar to the first approach. Partial data and function can be stored

with the device depending upon the degree of security the device has.

3.4  Verification Process inte

25  There are three levels of verification for a printed document. As shown in Fig. 8, the
verification starts with a printed document 734 to be verified, together with certain
information about the document contained in a file of the document 544. The
difference in verification of the electronic and paper document 644, 734 is that the
paper document 734 can be verified by visual inspection, and the paper document 734

30  has to be scanned to convert it to digital form before the paper document can be
verified the same way as electronic document 544. The first level of verification is
the visual inspection of the e-seals by module 810, the second level verification is the

verification of the optically sensible component by module 820. The verification



and said (first) e-seal; and WO 011 15382 PCT/ SG9/ 00086 -51 a visible
seal of an authority and a content digest dependent upon said content of
sai d secondweoseb: enbedded in said visible seal. 44. The papgessadooss
according to claim 34, further including neans for enbedding an

i nperceptible watermark in said e-seal for protecting ownership of the
authority of said e-seal. 45. A conput €2-program product having a conputer

usabl e nedi um havi ng a ¢o r . e _program code neans ,.enbodi ed
therein for g%véﬁeeag?lgr?ﬁn ﬁ%gerg%é%logé?%g?r\g%} s‘gcfh agﬁ Sgﬁcéaﬁcl’%ﬂf@%glgﬁ?(ent and a
cor r espondi nghqasdopieed Alftar phetntopysgi crpimipatterds shooldrbetdmdrasibly/iavigiblent ed

version of said el ectronic docune . sal.d conput er, .proqgr.am product
i ncl udi ng: c8 t°8?°aﬁ éeé‘aljggzlC@"’B?'beé'p;[FHS(Pgh%mﬁselgﬁlgltbfeé‘f'gglgﬁvég’g’c' a content
di gest for awieaingglisiaice dn herriginal printddadpy B34. CTHeokefiTication prutpssiced stoeadabl e

program code nea r nticating sajd ori,gi docunent_in el ectronic
f or m usi ng aft ’B‘?cg‘iet %@rﬁr g%{;@}" V&P%&@t’ggé‘?s}‘ltésa%{ e@@éﬁ ICY‘?ié’FgﬂTﬁ?@“‘?{' %isible
seal of an awdchgabley and said content digest enbedded in said visible seal,;
conput er readabl e program code nmeans for adding an optically sensitive or
sensi bl e conponent to said authenticated docunent for printing using a

trusted 20 prhéthirdYevel RFESKionSSioGcthé fadel HochRBHH th cMfveffit BRI Adifitat OMponent
containing information for indicating copying, or. nodification of said

printed docuffEmusing agcaging raduleddls Heweveer by digitedosument phtineddl docunent .
46. The ¢ONPWBRinPlsQ iteFRsif S fokmACHATH iTHfrbentHo e SRgindMdcRbRcsai d 25
conput er readabl e program code neans for authenticating includes conputer
readabl e pr ofeamepioverasktn graplips anditarorarkeadgd etheir ysush wive Netsalndii t h sai d
cont ent di geghed RstGifiBE thay BE Side@ RS BB E-sli GRSes bk sigdhf c%hémbdlﬁoé@%e 47. The
conput er program product”according to claim 46, wherein said 30 gorrput er
readabl e pr ogearisoaldeinyeserdormst. Thencfrse theowatermark exdlactitmomedwgidOeandr eadabl e
program codeyNRang okkerith todiikisd siRfidlofe A &&brl] | \g§ er mar ki ng
Sai d vi si bl e oo KHeoR Hofls 839 stRld ok 5@9%6%8%%§%§95Lﬂ?£°%’%ﬁ%ﬁﬁ er
progr am p¥ odarcapplication ghongestto usd sglegied temepedigéshofthe Cantent, mamsalofiputtingerbeddi ng
address, sha I o . f pting said
content di geg ,hc\;?eg% é@%&%%aé@%%@%ﬂg‘eﬁgfh%ﬁ%ﬁ gtlaﬁd.ﬁmg&%ch%ﬁrgpg%%puter
program prod?#¥ according to claim45, wherein said content digest is a
condensed representation of said original docunent generated by conputer
readabl e program code neans sel ected fromthe group consisting of:

After watermark extraction 840 with the keys, the original digest of the content is

20  recorded and compared with the digest extracted from the content of the paper
document by module 850. The verification is successful if there is no difference or
the difference does not exceed a threshold providing a positive verification result 854.
[PLEASE CONFIRM IF OBJECT 854 SHOULD BE LABELLED

“YVERIFICATION RESULT.]

25
4. Product/Services
There are many possible products and services that can be created from the
embodiments of the invention. Listed below are two examples. The basic concepts are
applicable to numerous other similar applications.

30

4.1 Delivery of Trusted Copy




conput er readabl e program code neans for hashing said content using a 10
secure hashi ng process; conputer readable program code neans for selecting
key itens ofyodsmgdscontent; and conputer readabl e program ecuscysmoss f or
extracting features of said content. 15 50. The conputer program product
according to claim45, wherein said content digest is a condensed
representation of said original docunent33generated by conputer readable

pr ogram code f / = WM i i i i t, each
bl ock havi ng QE%%Z‘H@%%‘?# lgtg‘%s ﬁdi’g““gn"g%i %%S%f"%@'?’%ﬁ%%ﬁP‘é‘ﬁ‘?‘%}’%@%‘?aﬁp hel udi ng
an array of | abebsalsknvivesarcsixplessodelivéries serhce Fedadd Bixprepo T he ewbedkmerdts efat i on of
a 20 correspopding bl . | ten r pr oduct
according to {(}}F é’f%ﬂtﬁ’%é\}}ﬁ{é)‘%etﬁeﬁélgcéﬁ%gﬁ\# is?‘f’%lr gtqustgg %i c%@%‘%e@ca e@ggtga[msbne of a
docunent headereripient capaem@ivearttusied Kocumegt ethler inzlecymb ad/ordn gaper &ingnat ure. 25
52. The cogputer program produc car di to claim45, wherein said
optically eniﬁ?? %5?‘3?%ggﬁ%ﬁﬁﬁgésc%gr%ng’ﬁ&eih?gwhcl udes a serial number for said
el ectroni c docunent. 30 53. The conputer program product according to claim

45, wherein sgjd_el e;tronif d&cu nt, incl.u%s . WO Qﬁl 15382 PCT/ SG99/ 00086
-53 at | east T} SeHHRg PR S%Eﬁ‘é%"%ﬁﬂz PPPIRg aF authorizst P8 A n sai d
content; and Rdvénglset Wpd conipted Bystens withithe actionality desclibasiboeie of sai d
content, said e-selsl, ﬁndngt her docurrlent co‘w)onentcbs. f"l) 5§,. The conput er
program product acdor dPASFEY PEFPATSH AN B'CCHRG $PSPmPH Y SHITGIRPE 82 ond e- seal
having: comtent for saiettr@RCRImEntSeedanhing inlbapsr dodindert OTHeABAdPthep ai d

ori gi nal docunent and said gf’fs“i’rSt) e-seal: and 10 a visible, sdeal of an

authority and a cont eMssditgiathe OrSRRIFAIOR S COMBMELSYSaMe it aitoriged, dnlogkss econd
e-seal enbedded in sakg fpé}ssh'bbaeeﬂ,&agm tteRdocuiént CdlREHdS EheoBthéhitdheduct
according to claim45, further including conputer readabl e program code
means for enbeddi ng aFchﬁ’é?”E%‘beeEif)@“g_L‘f%Wﬁ@F%Ws fhe recipient g regelye they
protecting ownership @hcunlat iReldo@érié Inddr pagdrdorfimgeal . 56. A system
utilising a network for protecting the legitimcy of_ an el ectraonic docunent
and a cor tespondi g pihendle reciBighaereives anefification (OrgapBatighdrganiztiag ot print ed
version of said el ect 5RRhicafbAGHITRRRal) GHaIHen WeTeQPlehi1edudsts Bdocubfini®ans for
generating a content digest for an original docunent in electronic form
means for authenticat (trfgetg,aioap@rgagpm regriptrabrihe Teaipienklogs ke the sederisusi ng an

system, gets the electronic document, and/or prints out the paper

document. When the document is printed, the printing function from the
20 sender’s system is invoked, and the sender’s e-seals and optical sensitive

component are added to print a trusted copy.

The second settings involves a document being sent through a service center:
1)  The sender prepares an electronic document by either editing an

25 electronic document or scanning in a paper document. The sender logs
into a service center, gets identified, unlocks the person’s e-seal, signs
the document, and sends the document to the recipient while specifying
if the sender wants the recipient to receive the document in electronic
and/or paper format.

30 2)  When the recipient receives a notification (organization-organization or
organization-individual) or when the recipient requests a document

(tickets, coupon, gazettes,...), the recipient logs into the service center,



el ectronic seal or e-seal, said e-seal including a visible seal of an
authority and said content digest enbedded in said visible seal; 25 neans
for adding wgeppsgcal |y sensitive or sensible conmponent tec$ai56b/00086

aut henti cated docunent for printing using a trusted printing proccss, said
optically sensitive or sensible conponent containing information for

i ndi cating copying or nodification of saud printed docunent in a copy or
nodi fied version of said prjnted docunent. 30 . V\O%ll 15382 PCT/ S&29/ 00086
-54 57. The system acéﬁ?@f’ﬁbc‘f‘ﬁ“% S PmeBisand/gr prints Put e Ransr SRUMEPL at i ng neans
includes means for watieftekiotdn@@isthrintedl] fhe prif@i fuitdtioh f%ai Wle s@tent di gest

to enbed said content digest in said visible seal. 5 58. The system
according to claim57° &‘EY%"@&F‘@%&FH‘%MSFES&;?ﬁ&%&ﬂécr}sﬁﬁ?udes neans for

encrypting said cont egdmpbne@ate dddédio print MEhREI @Dl AgerSadively Vihs bdlige seal . 59.
The system according to claim58, wherein at |east one of an 10 enbeddi ng

address, shape, and bEfiI5M2d9r notarigatipn:sepad Rptical seniiye qogpoRsE i3/ pt i ng sai d
content digest, water pgfifitRdmiofy.€- seal , or both. 60. The system according
to claimb56, wherein said content digest is a condensed representation of
said original docunment generated by neans selected from1l S the group

consi sting ofy yreans.diftaida st R&kagakidy cONt ent using a secure hashing
process; neanis for selecting Key 1tenms of said content; and neans for
extracting f eGurtently, cottifisation and netenzatiop for@fficiatidecuyentsand gepeas sichgs t o cl ai m

56, wherejn sai ggg_ﬁatg : ng{.&t}?ﬁ | aid

ori gi nal fc?r(;c llcﬁlta &gg{t]%r@%tf% y ?rg%ﬁgcafq%F oc%ﬁ\ﬂ%ggfg@g%ﬁ g%re ?f?a i on of
sai d cont ent ,Foeaxdmplé, aokiviersity siydent pr Asle epnlying frd geadude adniissidraos, US ai d
content digest..j.ne i , i : j dependent
upon a cl assiq{nlﬂ,é"gtgt&#gl%§ %%cgglc%;tlﬁagéggéﬁ%%El%g\gfhéchﬁggl%é @g[galtteéin?tﬂch 62. The
syst em accor diniwgrsity agtharitn agé senftheough thespublic mading lspstae A sigmifibantipoblem | east
one of a doc : . QF rK r.aphi . d a

o gnat ure. a0t B3t mAE3REhany e ARIn BE WAl Fulbl BROAR Y BRI 2. 1
sensi ti velsor officiglithjuwelge thepegitenacyiofi tHoscldsumestsr Still funthad) the sfudent slaésthot

el ectroni ¢ dqcunept . WO | 5382 -55 PCTI 9/ 00086 64. The system
accordi ng to%?gi'ﬂgkgg?c‘\mgg#en&%dge}“ e'éﬁaer%?crcg%ﬁlg%e'docunent i ncl udes: at | east
one of two or nore pages and nultinedia information in said content; and 5

Ce)?g eglr m;:}g bﬁ%g%ﬁi fz}gﬁtorll{' 1L:§%ﬁ%%&£8?{?%z.altigr? ﬁére ggp?ieg Io a?la%lygcs %?Qgc%rr}xtehts,s aid

including, but not limited to, birth certificates, marriage certificates, degree

20 certificates, and official letters. Degree certificates are used as an example in the
following description. The embodiment of the invention is directed to the framework

and technologies for operation of a certification/notarization service center.

The service center 910 shown in Fig. 9 provides on-line services to document issuers
25 930 (e.g. the university the student obtained the degree from), document owners 920
(graduates), and document recipient 940 (the university the student 1s applying for a

higher degrec admission). Processes for various requests are as follows:

Firstly, an owner 920 requests an electronic degree certificate through the service
30 center 910 with the indicated issuer 930 and the following steps are performed:
1)  Anowner 920 logons to the webpage of the service center 910, gets

registered if not yet already done, and fills in a request form.



65. The system according to claimb56, further including a second e-seal
havi ng: 10 content for said second e-seal including said content of said
original dogy@RAkspnd said (first) e-seal; and a visibl e Iealscodnooss
authority and a content digest dependent upon said content of said second
e-seal enbedded in said visible seal. 15 66. The system according to claim
56, further including a trusted printineser reproduction device for
printing said aut hgnti,cated C Lhing.said opt.ical nsitive or
sensi bl e conmponent? eﬁeﬁ%”ggé’?%?#éé%@‘%‘%é St‘%thctgafsrsﬁ’egg?&%%?t&en sai d
trusted printing or 2@equegrodiarcingerbudimessdinks betaemmabsseoties aenger 8HI ahdnet wor k
and is renotely located .fro n [ re,of the other conponents of said
system 68. The syste%‘eal?:%lgrr dxlgﬁgmggetg?rgigd%‘{ggf' further including neans for
enbeddi ng an i nper3epThbissuendB@comaedts iorthssindcescentead1(f, Bsugaran elctionig
ownership of the 25 authority.of said e-seal. 69. stem for protecting
the |egiti gacy of an gF@E"[ F 'lc(?tecé‘é{l?ﬁte ne @(9 Q‘%%P@ég%smﬁ?& tﬁlﬂs)"nt ed
docunent, said systemoiwned UdithgughassvitOtengedEy.at i ng an aut henti cat ed

el ectroni ¢ docunent, i d aut henti ed 30 el ectronic docunent including
content of an ori q‘bna&_ﬁ%’ﬁﬂﬁ%?ﬁmqrﬁ?@f“’é’ef?EFﬁ?réi#er_rﬁeméiﬁaté’l‘&@f}fﬁni c seal or
e-seal for authenti catbingtedAufindihe Hstiak pfdo&sy BRIl ehdughlfSGhe Phificaidar m WO
01/ 15382 PCT/ S@9/ 00086 -56 said e-seal including a visible seal of an
authority and a cont effV§f-gest enbedded in said e-seal; neans for

generatinggan optisal e s®RA&IHD ¢oh Hoostab Sithdk RecpANPOBRMicaA] deRni» Sai d
aut henticated el ectronic docunent for printing using a trusted printing

process, said optical FSFUEEHFBPHY RPE to keep dhegepificaehingbnisnriceesmtcnP Hl ng
information for indicating copying or nodification of said printed docunent
in a copy or nodified version of said printed docunent; neans for verifying
the | egiti macySespndiniag aliempiiverwayds Bat the ewner 939 bringsdn apener derumest f or

printing said gfgéx@@%{iﬁ&w% b 8GO Birifer 996 bR ucdE dn 51@&%&1208‘%hgg:ucy 10

sensitive conponéent using said trusted printing process nt upon said
ver i f yi nglfreanserties, phishiirpdudss th feliveving ¢ensed printed docunent. 70. The

system according tg Ciral @A cotfieoed iRl BelERitdcTReeYaEd byl iafreans

i ncludes neans for "verifying a waternmarked digest of content agalnst a 15
correspondi ng one of Wiié theronginabisaues 83) en itsrapasitdonvertsahapagentdecymént at ed

el ectroni c docunent. ?JelecTﬁaﬁicsfyﬁ;,‘g@]@&me@icaﬂmﬁcove?éfigir dqd%Qsi Gfusi N said

| egi ti macy verifying neans further 7I ncl udes neans ocatl ng and
verifying one or nor eleeldaghegdocymen for oxpmaply, Hertrusttiared danchedughy Wmerifiedocunent .

72. The syﬁt em accor dWﬂtﬂtl’icOori‘glfi;ﬁil Byel, wherein said |egitinmacy verifying
means further includes nmeans Tor verifying the validity of each of one or

nore e-seals incl LﬂiedThQS@dbﬁcmmH&kq’cg&aa@dorébéthpngﬁﬁcatdocunenp. 25 73. The
system accor di ng tg C‘rﬁ‘+ mv,@e‘?gzav téﬁs§sc't9§ith§9k&9ﬂ%e@&%ﬁéa&t oMiEfds Y ng the
aut hen ed printed

| egitimacy protectlon of sal Ica
deposit box to keep certificates in the service center 910.

25 Thirdly, an owner (student) 920 requests to send an electronic document (degree
certificate) to a recipient 940 (the university the student is applying for a higher
degree study) and includes the following steps.

1) The owner 920 logs into the webpage of the service center 910 and fills in
a request form.

30 2) The service center 910 verifies the electronic document and sends the

document to the recipient 940 together with service center’s e-seal and

security statement (level of trust).



docunent based on said el ectronic docunent. 30 74. The system according to
claim 73, wherein said neans for verifying the legitinmacy protection said
aut henti cat e¢ optisses ed docunent further including: WO 01/pitp/8889/00086

PCT/ S&9/ 00086 -57 nmeans for visually inspecting said visual seal of each
of said one or nore eseals; nmeans for verifying said optically sensitive
conponent of said authenticated printed3@ocument; neans for scanning said
authenti cat ed pr i ) eghy JQEHIRI LD FEREARE biierd208E BETARK WilRfRecach of sai d
one or nore e-seal™s; and neans Tor extracting a conten igest fromeach of
sai d wat er mar ks and seeipiehi/940chas eoltéctes thezddcrdnic doduerent.di gest. 10 75. A

nmet hod for protecting the legitimcy of an el ectroni c docunent and a
correspondi ng printed docunent, said nmethod including the steps of

generati ng an Fotthiyns past ed reguest thecarvicedd donwerent legitindcyavdrifieaddnc at ed

el ectronic docuge&t bgg“ydLn gont ent of an original docunent in electronic
form an € ect'PHHIIES ¥EIPIBYINRSERSS| for aut henticating said original
docunent in el ecty amepadftpshonldyagisterewisietk sébice.ncl udi ng a visi bl e seal of an
authority and a consent .di gest enbedded in,said_e-seal; generating an
optical |y sensit#fV Fe%%ﬁg‘fmqeﬁr%‘c}ﬂ webpage Pt fhy seics cEREREY: Mdat ed

el ectroni ¢ docunentseddsfin fheieiRtirdidc dscuf@nta trusted printing process, said
optically sensitive_or sensible conponent containing information for

i ndi cating copyi # T9F STRSF POl  phasks o hg rﬁPf‘ﬂ?fBHC dicarrigs Wpy or
modi fied Mersi on OftheXrigidtthnPITitid£id n6 S Ui te setvRE ickntér v otchftadte@k t | macy of
said authenticated el ectronic docunent; printing said authenticated

el ectroni c docunmentssEFP3I8 4pryeEpeation ang then putsthesricshsaisene-sed itgthg ai d
trusted printing p@ggﬁ§§tQ@gﬁgdﬁa{ag9@m¥§ﬁ&gmﬁgrifying step to provide an
aut henti cated printed docunment. 25 76. The nethod according to claim75,
wher ei n sai d | egftk iThassrvise eemitsriong keaps g recard af dlans dequmest &y semds\pagk thgi ng a
wat er mar ked di gest b 6RDESRMACB R EgiStec@pi®EPONdi Ng one of one or nore
e-seals included in sard authenticated el ectronic docunent. 30 WO

01/ 15382 1% 8 PCT/ S&9/ 00086 77. The nethod according to claim76, wherein

said legiti mp{ﬂmg%alé YdriRGe SdnfeR 98 b 86 4 Bl MdE Sribthadd &Y 0P Li&AMINY and
verifying one or re e-seals in salrd
document either from an owner 910 or another party.

1)  The user should registers with the service center 910.
2)  The user logs into the webpage of the service center 910 and sends in the
20 electronic document.
3) The service center 910 performs verification on the electronic document,
assigns a trust level to the document, and prints a copy together with the

center’s e-seal and a dedicated optical sensitive component.

25 Sixthly, the service center 910 receives a request for legitimacy verification of a
printed copy involving the following steps:
1)  The service center 910 verifies the validity of the e-seals by visual
inspection.
2) The service center 910 verifies the validity of the optically sensitive

30 component.



aut henti cated el ectroni c docunent. 5 78. The nethod according to claim76,
wherein said legitimcy verifying step further includes the step of
verifying “%ﬁ)(‘/]‘rllsisg' ty of each of one or nore e-seals inclgdadobhogi d

aut henti cate ectroni c docunent. 79. The nethod according to claim75,
further including a step of verifying 10 the legitimacy protection of said
aut henti cated printed docunent based on-¥3aid el ectronic docunent. 80. The

t hod ding tg claim79, wh t f t
el i macy pr ot act Hon THSATV % EARSKOL ReB b HPBEA BUBHHE DR | ncl udes

the steps 15 of vi sualdbymnmrbgni&naagbﬁaiedkmgﬁﬂalbcmkccﬁitenearghst@ﬁd said one or
nore e-seals; verifyin h’BH?B’tI cal Ie/ sensi él ve conponent of said

aut hent i cat ed pri nt ed °4GEH e &S5 RGeS aut hent i cated pri nt ed
docunent and extracting a watermark 20 from each of said one or nore

e-seals; and extracting a content digest fromeach of said watermarks and
verifying 8ai dlnethe F’é@t%‘éfze&%ﬂleéﬁ?"cﬂic@jg"sftgl 0 gged onlyckssp a respranidhs dosypetduct

having a conpuigfisihe@Mafy 58 drtituifon RANIEIrH rédPiY tRAtel 8RAFAP WS B 0gr am code
means enbodi ed therein for protecting the legitimacy of an electronic

docunent and ac@meésvﬂaem@ieﬁgcw%wwn%mm serdeRs previsied by dhe SFViRgr am

product i ncl udg rgwn’m&cesrth@%éwfabl:&u&maa@emnsg&% %g;s}sofftﬁéwmaeratl ng an
aut henticated elecfronic docunent, said authenticate | ectroni ¢ docunent

i ncl udi ng cont depument. By daing §9.ithe awfiorigoefiheissuer $20d5 well respecteds andrhe an
el ectroni g Seah%“% Sfﬁa@a{vnérqg x%léEJé&rWh&?é hgwcﬁcﬁ;s& 9 L9k p@dosfée&,wﬁw
el ectronic for S?il e- seal F ority and a

ncl'uding a visib sea an aut
cont ent di gest sevibechntsd 9101ﬂ!68deaoset-b9@@ ProteCfv@mbﬁ use38thepervicgCaverdd086 - 59

conput er reada%eg ngh%gg g,g;)erq 76 T8 8‘7‘"6 cgﬁte&%@ﬂfe‘%{a&ﬂ w3p optically sensitive

or sensi bl e conponen authenticated el ectroni ¢ docunent for
printing using a trusted printing process, said optically sensitive or

sensi bl .CO”p‘)?ﬁsal ﬁ@&@b{mg% il a?e%@?&éh%@se tQEeddr?ﬁl! &é‘é{éﬁ'%: g&x{é/age or

nodi fication o rinte In a cop rsion of said
printed dd&urredm:ctlyorrput er readabl e program code means for verifying the

| egi ti macy of said authenticated el ectronic docunent; conputer readable
program code nmeans for printing said authenticated el ectroni c docunent and
sai d opti cal | yThesesvitd oeater Difjie advatitageur fpr s anchbemafs¢asshspri nti ng 10 process

dependent “upon sal f) cQBULETLEARRRY S RON ATEDHE TRARSTERAS of &

verifying to provi printe doc
1nformat10n available about issuers and those issued documents.

20 Consequently, there is hardly any effective means for legitimacy
verification.

2) Itistime consuming and costly for owners to send paper documents and
also to provide official evidence regarding the legitimacy of the
documents.

25 3) Itisnot efficient for each issuer to provide a verification service

regarding the legitimacy of certificates and other documents.

4.3  Electronic Check
Checks or negotiable instruments are used and preferred by many people to pay their
30  bills. The parties involved are a payer, a payee, a payer’s bank, a payee’s bank and the

service center, An electronic check services product is as follows:



82. The conputer program product according to claim81l, wherein said

conput er readabl e program code neans for verifying legitimcy includes
conput er 15yph@asdakd € program code nmeans for verifying a Walcgls&oddoess di gest
of content against a correspondi ng one of one or nore e-seals included in
sai d authenticated el ectronic docunent. 83. The conputer program product
according to claim82, wherein said 20 88nput er readabl e program code neans
for legitimcy. verifying. further,include ut er readabl e program code
means for Iogéfs}/lﬁgthﬁﬁ °’8’é§‘16 ??ﬁeﬁkbnr}’é’ivé?g tﬁ%?')g{gg@%gesé?%' in said authenticated
el ectroni c docunmem). 8Ye paleregistersutiet thp sargikc e tenpsr OO 6dr ticepsich. Ng to cl aim

82, wh [ id t d , d for legiti
vor i 1ying furt her o TORCLBRETL it wRIGHIB: CyPER B RS 1 or

verifying the validitweedageach of one or nore e-seals included in said

aut henti cated el ectropjc doc nt. 85. The conputer program product
according o cl aj rf‘lr)Sl, §RPE S‘%é"qfﬁ'&‘i‘ fﬂiipﬁﬂ’.‘”ﬁaﬂ%ﬂg@r‘[’?%&ﬂé’ﬂ“gﬁ&r ogr am code

means for verifying tkgndmeink bawitl tervakle@in, BRgabrimalate, sHbMGR), Teates print ed
docunent based on said el ectronic docungnt. WO 01/1538Z PCT/ SG9/ 00086
-60 86. The conputer PBrBgesirfoprenmaboutdboparentbank and bank agepuniyther ei n sai d

conput er readabl e progéradiy SR MR Adentifitiod Glhbeti RE phyRs’snamik [ AnfHRGY and
protection said authenticated printed docunent futher i ncl udi ng: conput er
readabl e program codethtdaisof thspayinelial | y i nspecting said visual seal of

each of sgjd one gy Wﬁ@s&ﬁ%h@i9mmtt&fhe?ﬁﬁﬁjﬁhhﬂc f ogldafdLode means for
verifying said optically sensitive conponent of said authenticated printed

docunent ; conput eB)r eZbB&¥rEcefeasr 1A dadhaehgekwith poth thermayerds andiservice

authenticated 10 printge dQCUIERId RN B ERRE I MYp@ewat ermark from each of
said one or nore e-seals; and con‘g;t er readabl e program code neans for
pic

extracting a contdit &iftgethe pdyeppicksuhthe thask the sqavies ermter 91 Ainatifice thef yi ng sai d
extracted content di gg@er. 15 87. A nethod of trusted docunent delivery via
a network, said nethod-including the steps of establishing a secure

comuni cats on | i nkG)beThepayepanchense s provieutche cherleudingthe pomsig fumttiohyi ng t he

identity of each party; i. i f ty.1Q Si an ori gi nal
docunent; protecting %{ﬁ?éi%?%g%; %ﬁ%%{yagﬁmﬁ’%?’g‘%g&%ég’%@ lrlvteq?en(:hga(et@?]?eoni c
form said protected piwygediegpantedelrck hacdeqatity deabmanoBhe payfer’ sihardy ihgi nal

g?lc ; Imr:l; 2|t Id(r)]C 5 lrrg(r:]t r IOEI gl eag\{rg‘g% I@i% 8%&,%9& segf glﬁ%})tila? Een%i%ivg cocrgpntatngn tfro(lj'rllc thg aid
service center 910 and is trusted.
20 Secondly, the payee claims the check involving the following steps:
A) The payee registers with the service center 910.
B) The payee logs on to the service center’s webpage.
C) The payee sends in the electronic check to the service center 910.
D) Altematively, the payee can send the check to payee’s bank, and the
25 bank scans in to read any required information from the check, and sends
the information to the service center 910.
E) The service center 910 verifies the check with the original form filled in
by the payer.
F) The service center 910 sends the check to the payee’s bank with
30 verification result.
G) The payer’s bank accepts the check and commits the transfer on the due

date indicated in the check.



and an el ectronic seal or e-seal for authenticating said original docunent
in electronic 25 form said e-seal including a visible seal of an authority
and sai d cowbanisigi gest enbedded in said visible seal; sempgrggsopgsot ect ed,
signed el ectronic docunent froma sending party at a first location to a
receiving party at a second renote | ocation of said network; notifying said
receiving party of said sent protected e%ctronic docunent; 30 receiving

said sent protect el,ect ron| ' econd remote .l gcati on of
sai d network; andeﬁ) V\B(%gff?E%#%%?@%B%@%gggg%&&%ﬁﬁgg%ksrl éé’lnpt of
said sent protected eltigothedniocrefiseliFhnscrtice aied9 Hemdifiegthp anyey, myeesai d fir st
of 5 verifiying the FBUPErRAEFOredtrd EaTePyotieEieh -k alet SRR document
at sai d second renpt e Fopaihtases)ifafprinted dopyeis veppbstddobyeths payer, thecpayets ti nacy of
a docunent .to be printed; .addin optical | ensi.tive or sensible
conponent to said aut ﬁ?é‘ﬂ?f‘l?é’?é%fgﬂggﬁﬁgﬁ‘fe Wﬁﬁ??ﬁ‘f‘ﬁb“ﬂﬁﬁ@‘%ﬁ*ﬁmm
printing pr_ocfess, sai dh?mviri;}ahd; Yrigifd) $orhn, udds@n oﬂt@cassaﬁsi;ibé ébmﬂaﬁ:cﬂﬁlﬂt_
brinted document Tn & SEURPAS HEatRH BRSPS OBl o printed docunent
printing a copy of said protected el ectronic docunent using a trusted
printing proceas. d&viB@CenteidonSichirDramentdithMultiplelSaings87, further being a
certification_/ notarjzation nethod incl udi nsg the steps of establishing a
secure nettflor Koxihe mulliple signges,of the fogypent. 1t gsspmed Earlb‘géﬁﬁnﬁ hav§e document ;

obtai ning an edgRedrédORICthe S&GIE Béntdr 910 3NthO WGk AfRtinieeAbdTithCorfarliZatee,
statenent 20 to the docunent; delivering a_ trusted coFy of the docunent to
Qy

the reci pi ent thatihe scryiee eraian 840 brsabrained g Publicexicartifioate fagthefasinesicanddi ng t he
step of provi giafige ﬁ&rse(lsi%ﬁérg,quiﬁeﬁﬁf.% HAeOGAhedIRr biPh pIRTRY Berfificafds€Ct F ONi C
certificates. ' 25 91. The nethod according to claim87, further being an
el ectroni c_check transacting nethod including the steps of: establishing a
secure netlor kForithicase ofa eoniagt bpiscreneral partissehisagrebves thefallawing ers: one or
more respective bagksrnaParfibditnisurditctb §6thOMat ARk iffecaRd e ai d
check to the payee, said check being sai'd signed électronic docunment;

cl ai m ng said check f ®prtiehdhpsgraige center 910 puts a seal to freeze the document and

sends the document to one of the signer to start signing.

B) All the parties log on to the service center 910 ready for signing.

20 C) One of the parties signs the document and sends the document to the
next party and so on until all the parties have signed the document. The
signing process automatically verifies the validity of the service center’s
seal to make sure there is no change to the agreed version. The record of
the document is created at the service center 910 during signing process.

25 D) Alternatively, all the parties sign the document simultaneously. That is,
after first signing, the signers send the document back to the service
center 910, the service center 910 distributes the document to parties for
the second signing, and so on. In this case, the number of copies of the
signed document is the same as the number of signers. Each copy has a

30 different order of signings, but the same effectiveness.

E) The signed copies are kept with signers. The signers can choose to rent

deposit boxes from the service center 910 to keep their copies securely.



WD 01/ 15381 -62 clearing the transaction; and refusing the paynment if the
check is not legitimte. PCT/S&9/00086 92. The nmethod according to claim
87, being for signing of 5 docunents with nultinpl parties
i ncl udi ng t s}t%g of establishing a secure network Iink ggjtré\bgge)éng% service
center and signers; freezing an agreed version of said electronic docunent;
and signing said electronic docunent in.gither a serial or parallel manner.
10 93. The nethod according to claim@87, further including the step of
converting said orFgi Rlpon @ geauseribe paivips eentes 819 varifics andsprings QM a@RReAl  docunent
el ectronic form usi ngca%,s&ﬁﬂ@a&qmeﬁt%m@%m sémﬁwe%ﬂ?&eﬂﬁﬁaf@ ng to claim
87, further including the step of verif yln? timacy of said sent
protected el ectroni c &encgatedbiathe servige cegiar § 16 ar et ROCUQEM Theoptisahod
according to claim 87, fHtLREE ARG ygg, L i ng rreans for a
party to sign said orlsarlfsnal gﬂ?: l d}%&_ W&%&&g%g\éiﬁ .As5s . A
A5 A9 ALS L As LAY AT .AL5S AL9AI As L. A9HL, . A A|s9Ass A . As
. A9HY% AY . AHs . LLE 9 A, %A A A9
9%, A A9 A59F(_)1‘2566‘c_:a§f§f m@l‘ubﬁ slg%‘glls {81’%% ofnbaal d'g‘cumé%h thé%é’sfg}n se&ell"of%x

organization can be used rather than a service center and involves the following

steps:. ,
A) An official document (e.g. a design document of a building) is created by
10 a proposer.

B) The proposer logs into the system server. With that person’s private key,
the proposer signs and sends the document to the next person for
verification/approval through the system server.

C) The system server notifies the next person of the arrival of the document,

15 and the person signs the document.

D) The system server creates a record of the document and files the record
for further verification.

E) The final signed document is filed in an archive of the organization.

F) Upon request, the system server verifies and prints out a paper copy of

20 the document. The printed copy has optical sensitive component added

to the document. The optical sensitive component is from the system
server, designed for this particular document, and coupled together with

an e-seal of the last signer.

25  The embodiments of the invention are preferably implemented using general-purpose
computers. In particular, the processing or functionality of Figs. 1-9 can be
implemented as software, or a computer program, executing on a computer. The
method or process steps of protecting the legitimacy of electronic and corresponding
printed documents are effected by instructions in the sofiware that are carried out by

30 the computer. The software may be implemented as one or more modules for
implementing the process steps. A module is a part of a computer program that

usually performs a particular function or related functions. Also, as described
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example. Still further, the software can also be loaded into the computer system from
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an optically sensitive or sensible component added to said authenticated
document for printing using a trusted printing process, said optically sensitive or
15  sensible component containing information for indicating copying or modification of

said printed document in a copy or modified version of said printed document.

2. The electronic document according to claim 1, further including a
watermark in said e-seal for embedding said content digest in said visible seal.
20
3. The electronic document according to claim 2, wherein said content

digest 1s encrypted prior to watermarking said visible seal.

4. The electronic document according to claim 3, wherein at least one of
25 an embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

5. The electronic document according to claim 1, wherein said content
digest is a condensed representation of said original document generated by a step
30  selected from the group consisting of:
hashing said content using a secure hashing process;

selecting key items of said content; and
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7. The electronic document according to claim 1, wherein said visible
10  seal includes at least one of a document header, a logo or artwork, a graphical symbol,

and a signature.

8. The electronic document according to claim 1, wherein said optically
sensitive or sensible component includes a serial number for said electronic

15 document.

9. The electronic document according to claim 1, wherein said electronic
document includes:
at least one of two or more pages and multimedia information in said content;

20 and
one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

10.  The electronic document according to claim 1, further including a
25  second e-seal having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content
of said second e-seal embedded in said visible seal.

30
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content digest for said content of said original document embedded in said visible

seal;
an optically sensitive or sensible component rendered in said authenticated
document using a trusted printing process, said optically sensitive or sensible
15 component containing information for indicating copying or modification of said

printed document in a copy or modified version of said printed document.

13. The printed document according to claim 12, further including a
watermark in said rendered e-seal for embedding said content digest in said visible

20  seal.

14. The printed document according to claim 13, wherein said content

digest is encrypted prior to watermarking said visible seal.

25 15.  The printed document according to claim 14, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both,

16.  The printed document according to claim 12, wherein said content
30 digest is a condensed representation of said original document generated by a step
selected from the group consisting of:

hashing said content using a secure hashing process;
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109%9& ()-T.vqgaB~\A7.  The printed document according to claim 12, wherein said content

5  digest is a condensed representation of said original document generated by block-
wise digest derivation applied to said content, each block having a predetermined size
and shape, said content digest including an array of labels with each label being

dependent upon a classification of a corresponding block of said content.

10 18. The printed document according to claim 12, wherein said rendered
visible seal includes at least one of a document header, a logo or artwork, a graphical

symbol, and a signature.

19.  The printed document according to claim 12, wherein said optically

15  sensitive or sensible component includes a serial number for said printed document.

20.  The printed document according to claim 12, wherein said electronic
document includes:
at least one of two or more pages and multimedia information in said content;
20 and
one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

21. The printed document according to claim 12, further including a
25  second rendered e-seal having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content
of said second e-seal embedded in said visible seal.
30
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imperceptible watermark embedded in said e-seal for protecting ownership of the

dE

authority of said e-seal.

5 23. A method of protecting the legitimacy of an electronic document and a
corresponding printed document, said printed document being a printed version of
said electronic document, said method including the steps of:

generating a content digest for an original document in electronic form;
authenticating said original document in electronic form using an electronic
10  seal or e-seal, said e-seal including a visible seal of an authority and said content
digest embedded in said visible seal;
adding an optically sensitive or sensible component to said authenticated
document for printing using a trusted printing process, said optically sensitive or
sensible component containing information for indicating copying or modification of

15  said printed document in a copy or modified version of said printed document.

24.  The method according to claim 23, wherein said authenticating step
includes the step of watermarking said visible seal with said content digest to embed

said content digest in said visible seal.

20
25.  The method according to claim 24, wherein said authenticating step
includes the step of encrypting said content digest prior to watermarking said visible
seal.
25 26.  The method according to claim 25, wherein at least one of an

embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both..

27.  The method according to claim 23, wherein said content digest is a
30 condensed representation of said original document generated by a step selected from
the group consisting of:

hashing said content using a secure hashing process;

nb@
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28. The method according to claim 23, wherein said content digest is a

5 condensed representation of said original document generated by block-wise digest
derivation applied to said content, each block having a predetermined size and shape,
said content digest including an array of labels with each label being dependent upon

a classification of a corresponding block of said content.

10 29. The method according to claim 23, wherein said visible seal includes at
least one of a document header, a logo or artwork, a graphical symbol, and a

signature.

30. The method according to claim 23, wherein said optically sensitive or

15  sensible component includes a serial number for said electronic document.

31. The method according to claim 23, wherein said electronic document
includes:
at least one of two or more pages and multimedia information in said content;
20 and
one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

32.  The method according to claim 23, further including a second e-seal
25  having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content
of said second e-seal embedded in said visible seal.

30
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0" sBdEL/ 5 34.  An apparatus for protecting the legitimacy of an electronic document
and a corresponding printed document, said printed document being a printed version

of said electronic document, said apparatus including:

means for generating a content digest for an original document in electronic
form;

10 means for authenticating said original document in electronic form using an
electronic seal or e-seal, said e-seal including a visible seal of an authority and said
content digest embedded in said visible seal;

means for adding an optically sensitive or sensible component to said
authenticated document for printing using a trusted printing process, said optically

15  sensitive or sensible component containing information for indicating copying or

modification of said printed document in a copy or modified version of said printed

document.

35.  The apparatus according to claim 34, wherein said authenticating
20  means includes means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

36.  The apparatus according to claim 35, wherein said authenticating
means includes means for encrypting said content digest prior to watermarking said

25  visible seal.

37.  The apparatus according to claim 36, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting
said content digest, watermarking said e-seal, or both.

30
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the group consisting of:
means for hashing said content using a secure hashing process;
5 means for selecting key items of said content; and

means for extracting features of said content.

39.  The apparatus according to claim 34, wherein said content digest is a
condensed representation of said original document generated by means for block-
10  wise digest derivation of said content, each block having a predetermined size and
shape, said content digest including an array of labels with each label being dependent

upon a classification of a corresponding block of said content,

40.  The apparatus according to claim 34, wherein said visible seal includes
15 atleast one of a document header, a logo or artwork, a graphical symbol, and a

signature.

41.  The apparatus according to claim 34, wherein said optically sensitive

or sensible component includes a serial number for said electronic document.

20
42.  The apparatus according to claim 34, wherein said electronic document
includes:
at least one of two or more pages and multimedia information in said content;
and
25 one or more landmarks for locating at least one of said content, said e-seal,
and other document components.
43.  The apparatus according to claim 34, further including a second e-seal
having:
30 content for said second e-seal including said content of said original document

and said (first) e-seal; and
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f10%& ()-+. yNdEHA44,  The apparatus according to claim 34, further including means for

5 embedding an imperceptible watermark in said e-seal for protecting ownership of the

authority of said e-seal.

45. A computer program product having a computer usable medium
having a computer readable program code means embodied therein for protecting the

10 legitimacy of an electronic document and a corresponding printed document, said
printed document being a printed version of said electronic document, said computer
program product including:

computer readable program code means for generating a content digest for an
original document in electronic form;

15 computer readable program code means for authenticating said original
document in electronic form using an electronic seal or e-seal, said e-seal including a
visible seal of an authority and said content digest embedded in said visible seal;

computer readable program code means for adding an optically sensitive or
sensible component to said authenticated document for printing using a trusted

20  printing process, said optically sensitive or sensible component containing
information for indicating copying or modification of said printed document in a copy

or modified version of said printed document.

46.  The computer program product according to claim 45, wherein said
25  computer readable program code means for authenticating includes computer readable
program code means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

47. The computer program product according to claim 46, wherein said
30  computer readable program code means for authenticating includes computer readable
program code means for encrypting said content digest prior to watermarking said

visible seal.
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48.  The computer program product according to claim 47, wherein at least
one of an embedding address, shape, and boundary of said watermark is a key for

encrypting said content digest, watermarking said e-seal, or both..

49.  The computer program product according to claim 45, wherein said
content digest is a condensed representation of said original document generated by
computer readable program code means selected from the group consisting of:

computer readable program code means for hashing said content using a

10  secure hashing process;

computer readable program code means for selecting key items of said

content; and

computer readable program code means for extracting features of said content.

15 50.  The computer program product according to claim 45, wherein said
content digest is a condensed representation of said original document generated by
computer readable program code means for block-wise digest derivation of said
content, each block having a predetermined size and shape, said content digest
including an array of labels with each label being dependent upon a classification of a

20  corresponding block of said content.

51.  The computer program product according to claim 45, wherein said
visible seal includes at least one of a document header, a logo or artwork, a graphical

symbol, and a signature.

25
52.  The computer program product according to claim 45, wherein said
optically sensitive or sensible component includes a serial number for said electronic
document.
30 53.  The computer program product according to claim 45, wherein said

electronic document includes:
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at least one of two or more pages and multimedia information in said content;
and
one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

5
54, The computer program product according to claim 435, further
including a second e-seal having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
10 a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.

55.  The computer program product according to claim 45, further
including computer readable program code means for embedding an imperceptible

15  watermark in said e-seal for protecting ownership of the authority of said e-seal.

56. A system utilising a network for protecting the legitimacy of an
electronic document and a corresponding printed document, said printed document
being a printed version of said electronic document, said system including:

20 means for generating a content digest for an original document in electronic
form;

means for authenticating said original document in electronic form using an
electronic seal or e-seal, said e-seal including a visible seal of an authority and said
content digest embedded in said visible seal;

25 means for adding an optically sensitive or sensible component to said
authenticated document for printing using a trusted printing process, said optically
sensitive or sensible component containing information for indicating copying or
modification of said printed document in a copy or modified version of said printed
document.

30
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includes means for watermarking said visible seal with said content digest to embed

said content digest in said visible seal.

58.  The system according to claim 57, wherein said authenticating means
includes means for encrypting said content digest prior to watermarking said visible

seal.

59. The system according to claim 58, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

60. The system according to claim 56, wherein said content digest is a
condensed representation of said original document generated by means selected from
the group consisting of:

means for hashing said content using a secure hashing process;

means for selecting key items of said content; and

means for extracting features of said content.

61.  The system according to claim 56, wherein said content digest is a
condensed representation of said original document generated by means for block-
wise digest derivation of said content, each block having a predetermined size and
shape, said content digest including an array of labels with each label being dependent

upon a classification of a corresponding block of said content.

62. The system according to claim 56, wherein said visible seal includes at
least one of a document header, a logo or artwork, a graphical symbol, and a

signature.

63.  The system according to claim 56, wherein said optically sensitive or

sensible component includes a serial number for said electronic document.

L
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and

ja information in said content;

5 one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

65. The system according to claim 56, further including a second e-seal
having:
10 content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-scal embedded in said visible seal.

15 66.  The system according to claim 56, further including a trusted printing
or reproduction device for printing said authenticated document containing said

optical sensitive or sensible component.

67.  The system according to claim 66, wherein said trusted printing or
20 reproduction device is accessible via said network and is remotely located from one or

more of the other components of said system.

68.  The system according to claim 56, further including means for
embedding an imperceptible watermark in said e-seal for protecting ownership of the

25  authority of said e-seal.

69. A system for protecting the legitimacy of an electronic document and a
corresponding printed document, said system including:
means for generating an authenticated electronic document, said authenticated
30 electronic document including content of an original document in electronic form, an

electronic seal or e-seal for authenticating said original document in electronic form,
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?S%‘B@RWB@ vis ail of-ap ezggay(ayc_l a content 'digest embedded in
said e-seal;

means for generating an optically sensitive or sensible component added to
said authenticated electronic document for printing using a trusted printing process,
said optically sensitive or sensible component containing information for indicating
copying or modification of said printed document in a copy or modified version of
said printed document;

means for verifying the legitimacy of said authenticated electronic document;

means for printing said authenticated electronic document and said optically

sensitive component using said trusted printing process dependent upon said verifying

means to provide an authenticated printed document.

70.  The system according to claim 69, wherein said legitimacy verifying
means includes means for verifying a watermarked digest of content against a
corresponding one of one or more e-seals included in said authenticated electronic

document.

71.  The system according to claim 70, wherein said legitimacy verifying
means further includes means for locating and verifying one or more e-seals in said

authenticated electronic document.

72.  The system according to claim 70, wherein said legitimacy verifying
means further includes means for verifying the validity of each of one or more e-seals

included in said authenticated electronic document.

73. The system according to claim 69, further including:
means for verifying the legitimacy protection of said authenticated printed

document based on said electronic document.

74.  The system according to claim 73, wherein said means for verifying

the legitimacy protection said authenticated printed document further including:

1
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means for extracting a content digest from each of said watermarks and

verifying said extracted content digest.

10 75. A method for protecting the legitimacy of an electronic document and
a corresponding printed document, said method including the steps of:
generating an authenticated electronic document, said authenticated electronic
document including content of an original document in electronic form, an electronic
seal or e-seal for authenticating said original document in electronic form, said e-seal
15 including a visible seal of an authority and a content digest embedded in said e-seal;
generating an optically sensitive or sensible component added to said
authenticated electronic document for printing using a trusted printing process, said
optically sensitive or sensible component containing information for indicating
copying or modification of said printed document in a copy or modified version of
20  said printed document;
verifying the legitimacy of said authenticated electronic document;
printing said authenticated electronic document and said optically sensitive
component using said trusted printing process dependent upon said verifying step to
provide an authenticated printed document.
25
76.  The method according to claim 75, wherein said legitimacy verifying
step includes the step of verifying a watermarked digest of content against a
corresponding one of one or more e-seals included in said authenticated electronic
document.

30
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included in said authenticated electronic document.

79.  The method according to claim 75, further including a step of verifying
10 the legitimacy protection of said authenticated printed document based on said

electronic document.

80. The method according to claim 79, wherein said step for verifying the

legitimacy protection said authenticated printed document further includes the steps

15 of:
visually inspecting said visual seal of each of said one or more e-seals;
verifying said optically sensitive component of said authenticated printed
document;

scanning said authenticated printed document and extracting a watermark
20 from each of said one or more e-seals; and
extracting a content digest from each of said watermarks and verifying said

extracted content digest.

81. A computer program product having a computer usable medium
25  having a computer readable program code means embodied therein for protecting the
legitimacy of an electronic document and a corresponding printed document, said
computer program product including:
computer readable program code means for generating an authenticated
electronic document, said authenticated electronic document including content of an
30 original document in electronic form, an electronic seal or e-seal for authenticating
said original document in electronic form, said e-seal including a visible seal of an

authority and a content digest embedded in said e-seal;
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document for printing using a trusted printing process, said optically sensitive or
10  sensible component containing information for indicating copying or modification of
said printed document in a copy or modified version of said printed document;
printing a copy of said protected electronic document using a trusted printing

process.

15 89. The method according to claim 87, further being a certification /
notarization method including the steps of:
establishing a secure network with an issuer, an owner and the recipient of the
document;
obtaining an electronic document for an owner and assigning a trust statement
20  to the document;

delivering a trusted copy of the document to the recipient.

90.  The method according to claim 89, further including the step of

providing an electronic safe deposit box for storage of electronic certificates.

25
91.  The method according to claim 87, further being an electronic check
transacting method including the steps of:
establishing a secure network link from a service center to a payee, a payer,
and one or more respective banks;
30 signing an electronic check and sending said check to the payee, said check

being said signed electronic document;

claiming said check for the payee;
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clearing the transaction; and

refusing the payment if the check is not legitimate.

92.  The method according to claim 87, being a method for signing of
5  documents with multiple signing parties including the step of:
establishing a secure network link between a service center and signers;
freezing an agreed version of said electronic document; and

signing said electronic document in either a serial or parallel manner.

10 93.  The method according to claim 87, further including the step of converting
said original document in printed form to said original document electronic form

using a scanning process.

94.  The method according to claim 87, further including the step of verifying the

15 legitimacy of said sent protected electronic at a location of said network.

95.  The method according to claim 87, further including the step of providing

means for a party to sign said original document.



