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BLOCKCHAIN TREE STRUCTURE

TECHNICAL FIELD

The present disclosure relates to a method of creating different versions of a tree structure

overlaid on a blockchain, and to a method of accessing a version of the tree structure.

BACKGROUND

A blockchain refers to a form of distributed data structure, wherein a duplicate copy of the
blockchain is maintained at each of a plurality of nodes in a distributed peer-to-peer (P2P)
network (referred to below as a “blockchain network”) and widely publicised. The
blockchain comprises a chain of blocks of data, wherein each block comprises one or more
transactions. Each transaction, other than so-called “coinbase transactions”, points back to
a preceding transaction in a sequence which may span one or more blocks going back to one
or more coinbase transactions. Coinbase transactions are discussed further below.
Transactions that are submitted to the blockchain network are included in new blocks. New
blocks are created by a process often referred to as “mining”, which involves each of a
plurality of the nodes competing to perform “proof-of-work”, i.e. solving a cryptographic
puzzle based on a representation of a defined set of ordered and validated pending
transactions waiting to be included in a new block of the blockchain. It should be noted that
the blockchain may be pruned at some nodes, and the publication of blocks can be achieved

through the publication of mere block headers.

The transactions in the blockchain may be used for one or more of the following purposes:
to convey a digital asset (i.e. a number of digital tokens), to order a set of entries in a
virtualised ledger or registry, to receive and process timestamp entries, and/or to time-
order index pointers. A blockchain can also be exploited in order to layer additional
functionality on top of the blockchain. For example blockchain protocols may allow for
storage of additional user data or indexes to data in a transaction. There is no pre-specified

limit to the maximum data capacity that can be stored within a single transaction, and
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therefore increasingly more complex data can be incorporated. For instance this may be

used to store an electronic document in the blockchain, or audio or video data.

Nodes of the blockchain network (which are often referred to as “miners”) perform a
distributed transaction registration and verification process, which will be described in more
detail later. In summary, during this process a node validates transactions and inserts them
into a block template for which they attempt to identify a valid proof-of-work solution. Once
a valid solution is found, a new block is propagated to other nodes of the network, thus
enabling each node to record the new block on the blockchain. In order to have a
transaction recorded in the blockchain, a user (e.g. a blockchain client application) sends the
transaction to one of the nodes of the network to be propagated. Nodes which receive the
transaction may race to find a proof-of-work solution incorporating the validated
transaction into a new block. Each node is configured to enforce the same node protocol,
which will include one or more conditions for a transaction to be valid. Invalid transactions
will not be propagated nor incorporated into blocks. Assuming the transaction is validated
and thereby accepted onto the blockchain, then the transaction (including any user data)
will thus remain registered and indexed at each of the nodes in the blockchain network as

an immutable public record.

The node who successfully solved the proof-of-work puzzle to create the latest block is
typically rewarded with a new transaction called the “coinbase transaction” which
distributes an amount of the digital asset, i.e. a number of tokens. The detection and
rejection of invalid transactions is enforced by the actions of competing nodes who act as
agents of the network and are incentivised to report and block malfeasance. The
widespread publication of information allows users to continuously audit the performance
of nodes. The publication of the mere block headers allows participants to ensure the

ongoing integrity of the blockchain.

In an “output-based” model (sometimes referred to as a UTXO-based model), the data
structure of a given transaction comprises one or more inputs and one or more outputs. Any
spendable output comprises an element specifying an amount of the digital asset that is

derivable from the proceeding sequence of transactions. The spendable output is
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sometimes referred to as a UTXO (“unspent transaction output”). The output may further
comprise a locking script specifying a condition for the future redemption of the output. A
locking script is a predicate defining the conditions necessary to validate and transfer digital
tokens or assets. Each input of a transaction (other than a coinbase transaction) comprises a
pointer (i.e. a reference) to such an output in a preceding transaction, and may further
comprise an unlocking script for unlocking the locking script of the pointed-to output. So
consider a pair of transactions, call them a first and a second transaction (or “target”
transaction). The first transaction comprises at least one output specifying an amount of the
digital asset, and comprising a locking script defining one or more conditions of unlocking
the output. The second, target transaction comprises at least one input, comprising a
pointer to the output of the first transaction, and an unlocking script for unlocking the

output of the first transaction.

In such a model, when the second, target transaction is sent to the blockchain network to
be propagated and recorded in the blockchain, one of the criteria for validity applied at each
node will be that the unlocking script meets all of the one or more conditions defined in the
locking script of the first transaction. Another will be that the output of the first transaction
has not already been redeemed by another, earlier valid transaction. Any node that finds
the target transaction invalid according to any of these conditions will not propagate it (as a
valid transaction, but possibly to register an invalid transaction) nor include it in a new block

to be recorded in the blockchain.

An alternative type of transaction model is an account-based model. In this case each
transaction does not define the amount to be transferred by referring back to the UTXO of a
preceding transaction in a sequence of past transactions, but rather by reference to an
absolute account balance. The current state of all accounts is stored by the nodes separate

to the blockchain and is updated constantly.

A blockchain network is already a type of overlay network overlaid on an underlying
network such as the Internet. However, it also possible to overlay a further layer of overlay
network on a blockchain. An example of this is known as the Metanet. Each node of the

Metanet is a different transaction on a blockchain (note “node” is now being used in a
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different sense, not to refer to a node of the blockchain network but rather a node of the
Metanet). Data content and Metanet metadata is stored in a payload of each such
transaction, in an unspendable output of the transaction by means of an OP_RETURN or
other means such OP_PUSHDATA. The data content is the actual user content which the
Metanet is being used to store, e.g. text, images, video or audio content, etc.; whilst the
metadata defines links between Metanet nodes. The links or edges between Metanet nodes
do not necessarily correspond to spending edges at the blockchain layer. l.e. if the input of a
given Metanet transaction points to an output of another, funding transaction at the
blockchain layer, the parent of that same transaction or Metanet node at the Metanet layer
is not necessarily the same transaction as the funding transaction. Instead the links or edges

at the Metanet layer define links between the data content of the Metanet.

SUMMARY

The Metanet is designed to be a static structure, where when a new node is added to a tree
then it cannot be removed. Nodes can be deemed invalid using different techniques (e.g.,
spending the relative UTXOs), but they cannot be separated from the tree (the link cannot
be cancelled). This can be a limitation when the tree is updated frequently, as it grows
significantly, and wallet applications and other applications have to download and process
all the nodes, including the invalid ones. Similar considerations may apply to other forms of

overlay network overlaid on a blockchain, not just the Metanet.

This present disclosure presents a solution based on a graph structure overlaid on a
blockchain, such as a Metanet-based graph, that can be used to create different versions
(i.e. views) of the graph structure. Note that the term “tree structure” is used
interchangeably with the term “graph structure”. These terms may be shorted to tree and
graph respectively. For instance in embodiments, a new Metanet protocol referred to
herein as the Metanet Flux Protocol (MFP), allows different versions of a Metanet graph to
be created and accessed, e.g. depending on the user who is accessing the graph. In some
examples, the version of the graph may depend upon the time and/or day upon which the

graph is accessed. In other words, instead of a Metanet graph being limited to having a
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single, static structure, the MFP allows for varying (i.e. dynamic) structures, hence the term

“flux”.

Dynamic trees allow the creation of nodes according to some off-chain conditions (e.g.,
time, username). Thus time-variant, customizable and user-specific trees may be created.
These trees offer more privacy, as each user can have a different and personalised view of
the same tree (multi-view trees) and the edges can be obfuscated. Moreover, it generates a
more scalable structure, as old branches and nodes may be automatically removed from the
tree structure. In addition, dynamic trees can be used to embed weights and Proof of Work

in these trees

According to one aspect disclosed herein, there is provided a computer-implemented
method of creating different versions of a tree structure overlaid on a blockchain, the tree
structure comprising a set of nodes and edges between nodes, wherein each node is a
different transaction recorded on the blockchain, wherein each edge connects from a
respective child node to a respective parent node, wherein one of the parent nodes is a root
node of the tree structure, wherein each node is associated with a respective key, wherein
each child node comprises i) a respective transaction identifier, and ii) a signature
corresponding to the respective key associated with the respective parent node, and
wherein the method is performed by a tree creator and comprises: creating one or more
target child nodes of a target parent node, each target child node comprising a respective
data payload; and forming a respective edge between each target child node and the target
parent node by associating each of the target child nodes with a respective link identifier,

wherein the respective link identifier is based on at least one off-chain parameter.

As mentioned above, previous implementations of tree structures (e.g. the Metanet) have
been confined to having a single version. That is, all users view (i.e. can access) the same
nodes of the tree. In contrast, embodiments of the present invention enable the creation of
different versions of the same tree. Two or more versions of a tree are considered to be
versions of the same tree if those versions have the same root node. A root node is
described in detail below. The tree creator creates at least one child node of an existing

parent node. The parent node may or may not be the root node. The tree creator forms an
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edge between each new child node and the parent node. Each edge is formed by associating
each child node with a respective link identifier (ID). The link ID identifies the edge (i.e. link)
connecting the child node to the parent node. Each link ID is based on one or more off-chain
parameters. An off-chain parameter may be any parameter (e.g. string or value) that is not
specific to the blockchain. An off-chain parameter may instead be defined as any parameter

that is not generated as part of the underlying blockchain protocol.

Examples of off-chain data include a day, month, year, name, address, postcode, username,
email address, etc. In contrast, a transaction identifier (generated by hashing the contents
of a transaction) is an example of an on-chain parameter. Note that a link ID may still be
generated based on a transaction identifier, but it must also be based on one or more off-

chain parameters (e.g. TxID and day).

In some embodiments only one child node is created. This may be useful when the child
node should only be accessible according to one condition, e.g. on a particular day, or by a
particular user. Similarly, multiple child nodes may be created which are connected to the
parent node using the same link ID. In that case, those nodes are only accessible according
to the same one condition. Both of these examples still create multiple versions of the same
tree structure. In one version, the child node(s) are present whereas in the other version the
child node(s) are not present. For instance, the link ID may be based on a particular day (e.g.
Monday). A user attempts to access child nodes of the parent node whose link ID based on
the present day. If the user generates a link ID based on the day “Monday”, then the nodes
will be retrieved. In contrast, if the user generates a link ID based on the day “Tuesday”,
then no nodes will be found and retrieved. Thus the link ID may be considered as being valid

only on a Monday.

In other embodiments, the tree creator creates multiple child nodes of the same existing
parent node (i.e. an existing transaction). At least two of the new child nodes may be
associated with a different link ID. Therefore at least two different versions of the tree
structure are created and thus can be accessed depending on the link ID used to link a new
child node to the parent node. For instance, a link ID may be based on a user identifier (e.g.

username). When a user (or machine) accesses the tree structure, the user can choose to
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obtain only child nodes having a link ID based on their username. Thus one user, Alice, may
view a version of the tree having only the child node with a link ID based on her username
(e.g. Alice123) whilst another user, Bob, may view a version of the tree having only the child
node with a link ID based on his username (e.g. Bob456). Alice and Bob’s usernames may be
hashed to preserve their privacy. The child nodes may contain data specific to a particular
user. It will be appreciated that a tree having only the child node with a particular link ID
does not exclude the tree having other nodes, e.g. the parent node of that child node, and

any other nodes tracing back to the root node.

According to one aspect disclosed herein, there is provided a computer-implemented
method of accessing a tree structure overlaid on a blockchain, the tree structure comprising
a set of nodes and edges between nodes, wherein each node is a different transaction
recorded on the blockchain, wherein each edge connects from a respective child node to a
respective parent node, wherein one of the parent nodes is a root node of the tree
structure, wherein each node is associated with a respective key, wherein each child node
comprises i) a respective transaction identifier, and ii) a signature corresponding to the
respective key associated with the respective parent node, wherein a target parent node is
connected to a plurality of target child nodes, each target child node comprising a
respective data payload, wherein each of the target child nodes is associated with a
respective link identifier, wherein the respective link identifier is based on at least one off-
chain parameter, and wherein the method is performed by a tree accessor and comprises:
obtaining the target parent node; obtaining one or more link identifiers; identifying one or
more of the target child nodes that are associated with a respective one of the obtained one
or more link identifiers; and creating a version of the tree structure comprising one or more
of the identified target child nodes, but not those target child nodes that are not identified

as being associated with a respective one of the obtained one or more link identifiers.

BRIEF DESCRIPTION OF THE DRAWINGS

To assist understanding of embodiments of the present disclosure and to show how such
embodiments may be put into effect, reference is made, by way of example only, to the

accompanying drawings in which:
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Figure 1 is a schematic block diagram of a system for implementing a blockchain,

Figure 2 schematically illustrates some examples of transactions which may be recorded in a

blockchain,

Figure 3 is a schematic illustration of a network overlaid on a blockchain;

Figure 4 is a schematic transaction diagram illustrating an example protocol for overlaying a

network such as the Metanet on a blockchain;

Figure 5 schematically illustrates the concept of node versioning in the context of an overlay

network such as the Metanet,

Figure 6 schematically illustrates the concept of node deletion in the context of an overlay

network such as the Metanet,

Figure 7 is a schematic block diagram of an example system for implementing embodiments

disclosed herein,

Figure 8 schematically illustrates an example of a dynamic tree structure having different

views at different times,

Figures 9A and 9B schematically illustrates a static tree structure and a dynamic tree

structure, respectively,

Figures 10A and 10B schematically illustrate non-obfuscated edges and obfuscated edges,

respectively,

Figure 11 is a schematic flow chart showing an example method in accordance with some

embodiments disclosed herein,
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Figure 12 schematically illustrates the retrieval of only valid child nodes, and

Figure 13 schematically illustrates how the disclosed embodiments may be used to create

two versions of the same website.

DETAILED DESCRIPTION OF EMBODIMENTS

EXAMPLE SYSTEM OVERVIEW

Figure 1 shows an example system 100 for implementing a blockchain 150. The system 100
may comprise a packet-switched network 101, typically a wide-area internetwork such as
the Internet. The packet-switched network 101 comprises a plurality of blockchain nodes
104 that may be arranged to form a peer-to-peer (P2P) network 106 within the packet-
switched network 101. Whilst not illustrated, the blockchain nodes 104 may be arranged as
a near-complete graph. Each blockchain node 104 is therefore highly connected to other

blockchain nodes 104.

Each blockchain node 104 comprises computer equipment of a peer, with different ones of
the nodes 104 belonging to different peers. Each blockchain node 104 comprises processing
apparatus comprising one or more processors, e.g. one or more central processing units
(CPUs), accelerator processors, application specific processors and/or field programmable
gate arrays (FPGAs), and other equipment such as application specific integrated circuits
(ASICs). Each node also comprises memory, i.e. computer-readable storage in the form of a
non-transitory computer-readable medium or media. The memory may comprise one or
more memory units employing one or more memory media, e.g. a magnetic medium such
as a hard disk; an electronic medium such as a solid-state drive (SSD), flash memory or

EEPROM; and/or an optical medium such as an optical disk drive.

The blockchain 150 comprises a chain of blocks of data 151, wherein a respective copy of
the blockchain 150 is maintained at each of a plurality of blockchain nodes 104 in the
distributed or blockchain network 106. As mentioned above, maintaining a copy of the

blockchain 150 does not necessarily mean storing the blockchain 150 in full. Instead, the
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blockchain 150 may be pruned of data so long as each blockchain node 150 stores the block
header (discussed below) of each block 151. Each block 151 in the chain comprises one or
more transactions 152, wherein a transaction in this context refers to a kind of data
structure. The nature of the data structure will depend on the type of transaction protocol
used as part of a transaction model or scheme. A given blockchain will use one particular
transaction protocol throughout. In one common type of transaction protocol, the data
structure of each transaction 152 comprises at least one input and at least one output. Each
output specifies an amount representing a quantity of a digital asset as property, an
example of which is a user 103 to whom the output is cryptographically locked (requiring a
signature or other solution of that user in order to be unlocked and thereby redeemed or
spent). Each input points back to the output of a preceding transaction 152, thereby linking

the transactions.

Each block 151 also comprises a block pointer 155 pointing back to the previously created
block 151 in the chain so as to define a sequential order to the blocks 151. Each transaction
152 (other than a coinbase transaction) comprises a pointer back to a previous transaction
so as to define an order to sequences of transactions (N.B. sequences of transactions 152
are allowed to branch). The chain of blocks 151 goes all the way back to a genesis block (Gb)
153 which was the first block in the chain. One or more original transactions 152 early on in

the chain 150 pointed to the genesis block 153 rather than a preceding transaction.

Each of the blockchain nodes 104 is configured to forward transactions 152 to other
blockchain nodes 104, and thereby cause transactions 152 to be propagated throughout the
network 106. Each blockchain node 104 is configured to create blocks 151 and to store a
respective copy of the same blockchain 150 in their respective memory. Each blockchain

|II

node 104 also maintains an ordered set (or “pool”) 154 of transactions 152 waiting to be
incorporated into blocks 151. The ordered pool 154 is often referred to as a “mempool”.
This term herein is not intended to limit to any particular blockchain, protocol or model. It
refers to the ordered set of transactions which a node 104 has accepted as valid and for
which the node 104 is obliged not to accept any other transactions attempting to spend the

same output.
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In a given present transaction 152j, the (or each) input comprises a pointer referencing the
output of a preceding transaction 152i in the sequence of transactions, specifying that this
output is to be redeemed or “spent” in the present transaction 152j. In general, the
preceding transaction could be any transaction in the ordered set 154 or any block 151. The
preceding transaction 152i need not necessarily exist at the time the present transaction
152j is created or even sent to the network 106, though the preceding transaction 152i will
need to exist and be validated in order for the present transaction to be valid. Hence
“preceding” herein refers to a predecessor in a logical sequence linked by pointers, not
necessarily the time of creation or sending in a temporal sequence, and hence it does not
necessarily exclude that the transactions 152i, 152 be created or sent out-of-order (see
discussion below on orphan transactions). The preceding transaction 152i could equally be

called the antecedent or predecessor transaction.

The input of the present transaction 152j also comprises the input authorisation, for
example the signature of the user 103a to whom the output of the preceding transaction
152iis locked. In turn, the output of the present transaction 152 can be cryptographically
locked to a new user or entity 103b. The present transaction 152j can thus transfer the
amount defined in the input of the preceding transaction 152i to the new user or entity
103b as defined in the output of the present transaction 152]. In some cases a transaction
152 may have multiple outputs to split the input amount between multiple users or entities
(one of whom could be the original user or entity 103a in order to give change). In some
cases a transaction can also have multiple inputs to gather together the amounts from
multiple outputs of one or more preceding transactions, and redistribute to one or more

outputs of the current transaction.

According to an output-based transaction protocol such as bitcoin, when a party 103, such
as an individual user or an organization, wishes to enact a new transaction 152j (either
manually or by an automated process employed by the party), then the enacting party
sends the new transaction from its computer terminal 102 to a recipient. The enacting party
or the recipient will eventually send this transaction to one or more of the blockchain nodes
104 of the network 106 (which nowadays are typically servers or data centres, but could in

principle be other user terminals). It is also not excluded that the party 103 enacting the
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new transaction 152j could send the transaction directly to one or more of the blockchain
nodes 104 and, in some examples, not to the recipient. A blockchain node 104 that receives
a transaction checks whether the transaction is valid according to a blockchain node
protocol which is applied at each of the blockchain nodes 104. The blockchain node protocol
typically requires the blockchain node 104 to check that a cryptographic signature in the
new transaction 152j matches the expected signature, which depends on the previous
transaction 152i in an ordered sequence of transactions 152. In such an output-based
transaction protocol, this may comprise checking that the cryptographic signature or other
authorisation of the party 103 included in the input of the new transaction 152j matches a
condition defined in the output of the preceding transaction 152i which the new transaction
assigns, wherein this condition typically comprises at least checking that the cryptographic
signature or other authorisation in the input of the new transaction 152j unlocks the output
of the previous transaction 152i to which the input of the new transaction is linked to. The
condition may be at least partially defined by a script included in the output of the
preceding transaction 152i. Alternatively it could simply be fixed by the blockchain node
protocol alone, or it could be due to a combination of these. Either way, if the new
transaction 152j is valid, the blockchain node 104 forwards it to one or more other
blockchain nodes 104 in the blockchain network 106. These other blockchain nodes 104
apply the same test according to the same blockchain node protocol, and so forward the
new transaction 152j on to one or more further nodes 104, and so forth. In this way the new

transaction is propagated throughout the network of blockchain nodes 104.

In an output-based model, the definition of whether a given output (e.g. UTXO) is assigned
(e.g. spent) is whether it has yet been validly redeemed by the input of another, onward
transaction 152j according to the blockchain node protocol. Another condition for a
transaction to be valid is that the output of the preceding transaction 152i which it attempts
to redeem has not already been redeemed by another transaction. Again if not valid, the
transaction 152j will not be propagated (unless flagged as invalid and propagated for
alerting) or recorded in the blockchain 150. This guards against double-spending whereby
the transactor tries to assign the output of the same transaction more than once. An

account-based model on the other hand guards against double-spending by maintaining an
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account balance. Because again there is a defined order of transactions, the account

balance has a single defined state at any one time.

In addition to validating transactions, blockchain nodes 104 also race to be the first to create
blocks of transactions in a process commonly referred to as mining, which is supported by
“proof-of-work”. At a blockchain node 104, new transactions are added to an ordered pool
154 of valid transactions that have not yet appeared in a block 151 recorded on the
blockchain 150. The blockchain nodes then race to assemble a new valid block 151 of
transactions 152 from the ordered set of transactions 154 by attempting to solve a
cryptographic puzzle. Typically this comprises searching for a “nonce” value such that when
the nonce is concatenated with a representation of the ordered pool of pending
transactions 154 and hashed, then the output of the hash meets a predetermined condition.
E.g. the predetermined condition may be that the output of the hash has a certain
predefined number of leading zeros. Note that this is just one particular type of proof-of-
work puzzle, and other types are not excluded. A property of a hash function is that it has an
unpredictable output with respect to its input. Therefore this search can only be performed
by brute force, thus consuming a substantive amount of processing resource at each

blockchain node 104 that is trying to solve the puzzle.

The first blockchain node 104 to solve the puzzle announces this to the network 106,
providing the solution as proof which can then be easily checked by the other blockchain
nodes 104 in the network (once given the solution to a hash it is straightforward to check
that it causes the output of the hash to meet the condition). The first blockchain node 104
propagates a block to a threshold consensus of other nodes that accept the block and thus
enforce the protocol rules. The ordered set of transactions 154 then becomes recorded as a
new block 151 in the blockchain 150 by each of the blockchain nodes 104. A block pointer
155 is also assigned to the new block 151n pointing back to the previously created block
151n-1 in the chain. The significant amount of effort, for example in the form of hash,
required to create a proof-of-work solution signals the intent of the first node 104 to follow
the rules of the blockchain protocol. Such rules include not accepting a transaction as valid if
it assigns the same output as a previously validated transaction, otherwise known as

double-spending. Once created, the block 151 cannot be modified since it is recognized and



10

15

20

25

30

WO 2022/167165 14 PCT/EP2022/050155

maintained at each of the blockchain nodes 104 in the blockchain network 106. The block
pointer 155 also imposes a sequential order to the blocks 151. Since the transactions 152
are recorded in the ordered blocks at each blockchain node 104 in a network 106, this

therefore provides an immutable public ledger of the transactions.

Note that different blockchain nodes 104 racing to solve the puzzle at any given time may
be doing so based on different snapshots of the pool of yet-to-be published transactions
154 at any given time, depending on when they started searching for a solution or the order
in which the transactions were received. Whoever solves their respective puzzle first defines
which transactions 152 are included in the next new block 151n and in which order, and the
current pool 154 of unpublished transactions is updated. The blockchain nodes 104 then
continue to race to create a block from the newly-defined ordered pool of unpublished
transactions 154, and so forth. A protocol also exists for resolving any “fork” that may arise,
which is where two blockchain nodes104 solve their puzzle within a very short time of one
another such that a conflicting view of the blockchain gets propagated between nodes 104.
In short, whichever prong of the fork grows the longest becomes the definitive blockchain
150. Note this should not affect the users or agents of the network as the same transactions

will appear in both forks.

According to the bitcoin blockchain (and most other blockchains) a node that successfully
constructs a new block 104 is granted the ability to newly assign an additional, accepted
amount of the digital asset in a new special kind of transaction which distributes an
additional defined quantity of the digital asset (as opposed to an inter-agent, or inter-user
transaction which transfers an amount of the digital asset from one agent or user to
another). This special type of transaction is usually referred to as a “coinbase transaction”,
but may also be termed an “initiation transaction” or “generation transaction”. It typically
forms the first transaction of the new block 151n. The proof-of-work signals the intent of
the node that constructs the new block to follow the protocol rules allowing this special
transaction to be redeemed later. The blockchain protocol rules may require a maturity
period, for example 100 blocks, before this special transaction may be redeemed. Often a
regular (non-generation) transaction 152 will also specify an additional transaction fee in

one of its outputs, to further reward the blockchain node 104 that created the block 151nin



10

15

20

25

30

WO 2022/167165 15 PCT/EP2022/050155

which that transaction was published. This fee is normally referred to as the “transaction

fee”, and is discussed blow.

Due to the resources involved in transaction validation and publication, typically at least
each of the blockchain nodes 104 takes the form of a server comprising one or more
physical server units, or even whole a data centre. However in principle any given
blockchain node 104 could take the form of a user terminal or a group of user terminals

networked together.

The memory of each blockchain node 104 stores software configured to run on the
processing apparatus of the blockchain node 104 in order to perform its respective role or
roles and handle transactions 152 in accordance with the blockchain node protocol. It will
be understood that any action attributed herein to a blockchain node 104 may be
performed by the software run on the processing apparatus of the respective computer
equipment. The node software may be implemented in one or more applications at the
application layer, or a lower layer such as the operating system layer or a protocol layer, or

any combination of these.

Also connected to the network 101 is the computer equipment 102 of each of a plurality of
parties 103 in the role of consuming users. These users may interact with the blockchain
network 106 but do not participate in validating transactions or constructing blocks. Some
of these users or agents 103 may act as senders and recipients in transactions. Other users
may interact with the blockchain 150 without necessarily acting as senders or recipients. For
instance, some parties may act as storage entities that store a copy of the blockchain 150

(e.g. having obtained a copy of the blockchain from a blockchain node 104).

Some or all of the parties 103 may be connected as part of a different network, e.g. a
network overlaid on top of the blockchain network 106. Users of the blockchain network
(often referred to as “clients”) may be said to be part of a system that includes the
blockchain network 106; however, these users are not blockchain nodes 104 as they do not
perform the roles required of the blockchain nodes. Instead, each party 103 may interact

with the blockchain network 106 and thereby utilize the blockchain 150 by connecting to
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(i.e. communicating with) a blockchain node 106. Two parties 103 and their respective
equipment 102 are shown for illustrative purposes: a first party 103a and his/her respective
computer equipment 102a, and a second party 103b and his/her respective computer
equipment 102b. It will be understood that many more such parties 103 and their
respective computer equipment 102 may be present and participating in the system 100,
but for convenience they are not illustrated. Each party 103 may be an individual or an
organization. Purely by way of illustration the first party 103a is referred to herein as Alice
and the second party 103b is referred to as Bob, but it will be appreciated that this is not
limiting and any reference herein to Alice or Bob may be replaced with “first party” and

“second “party” respectively.

The computer equipment 102 of each party 103 comprises respective processing apparatus
comprising one or more processors, e.g. one or more CPUs, GPUs, other accelerator
processors, application specific processors, and/or FPGAs. The computer equipment 102 of
each party 103 further comprises memory, i.e. computer-readable storage in the form of a
non-transitory computer-readable medium or media. This memory may comprise one or
more memory units employing one or more memory media, e.g. a magnetic medium such
as hard disk; an electronic medium such as an SSD, flash memory or EEPROM; and/or an
optical medium such as an optical disc drive. The memory on the computer equipment 102
of each party 103 stores software comprising a respective instance of at least one client
application 105 arranged to run on the processing apparatus. It will be understood that any
action attributed herein to a given party 103 may be performed using the software run on
the processing apparatus of the respective computer equipment 102. The computer
equipment 102 of each party 103 comprises at least one user terminal, e.g. a desktop or
laptop computer, a tablet, a smartphone, or a wearable device such as a smartwatch. The
computer equipment 102 of a given party 103 may also comprise one or more other

networked resources, such as cloud computing resources accessed via the user terminal.

The client application 105 may be initially provided to the computer equipment 102 of any
given party 103 on suitable computer-readable storage medium or media, e.g. downloaded

from a server, or provided on a removable storage device such as a removable SSD, flash
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memory key, removable EEPROM, removable magnetic disk drive, magnetic floppy disk or

tape, optical disk such as a CD or DVD ROM, or a removable optical drive, etc.

The client application 105 comprises at least a “wallet” function. This has two main
functionalities. One of these is to enable the respective party 103 to create, authorise (for
example sign) and send transactions 152 to one or more bitcoin nodes 104 to then be
propagated throughout the network of blockchain nodes 104 and thereby included in the
blockchain 150. The other is to report back to the respective party the amount of the digital
asset that he or she currently owns. In an output-based system, this second functionality
comprises collating the amounts defined in the outputs of the various 152 transactions

scattered throughout the blockchain 150 that belong to the party in question.

Note: whilst the various client functionality may be described as being integrated into a
given client application 105, this is not necessarily limiting and instead any client
functionality described herein may instead be implemented in a suite of two or more
distinct applications, e.g. interfacing via an API, or one being a plug-in to the other. More
generally the client functionality could be implemented at the application layer or a lower
layer such as the operating system, or any combination of these. The following will be
described in terms of a client application 105 but it will be appreciated that this is not

limiting.

The instance of the client application or software 105 on each computer equipment 102 is
operatively coupled to at least one of the blockchain nodes 104 of the network 106. This
enables the wallet function of the client 105 to send transactions 152 to the network 106.
The client 105 is also able to contact blockchain nodes 104 in order to query the blockchain
150 for any transactions of which the respective party 103 is the recipient (or indeed inspect
other parties’ transactions in the blockchain 150, since in embodiments the blockchain 150
is a public facility which provides trust in transactions in part through its public visibility).
The wallet function on each computer equipment 102 is configured to formulate and send
transactions 152 according to a transaction protocol. As set out above, each blockchain
node 104 runs software configured to validate transactions 152 according to the blockchain

node protocol, and to forward transactions 152 in order to propagate them throughout the
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blockchain network 106. The transaction protocol and the node protocol correspond to one
another, and a given transaction protocol goes with a given node protocol, together
implementing a given transaction model. The same transaction protocol is used for all
transactions 152 in the blockchain 150. The same node protocol is used by all the nodes 104

in the network 106.

When a given party 103, say Alice, wishes to send a new transaction 152j to be included in
the blockchain 150, then she formulates the new transaction in accordance with the
relevant transaction protocol (using the wallet function in her client application 105). She
then sends the transaction 152 from the client application 105 to one or more blockchain
nodes 104 to which she is connected. E.g. this could be the blockchain node 104 that is best
connected to Alice’s computer 102. When any given blockchain node 104 receives a new
transaction 152j, it handles it in accordance with the blockchain node protocol and its
respective role. This comprises first checking whether the newly received transaction 152j
meets a certain condition for being “valid”, examples of which will be discussed in more
detail shortly. In some transaction protocols, the condition for validation may be
configurable on a per-transaction basis by scripts included in the transactions 152.
Alternatively the condition could simply be a built-in feature of the node protocol, or be

defined by a combination of the script and the node protocol.

On condition that the newly received transaction 152j passes the test for being deemed
valid (i.e. on condition that it is “validated”), any blockchain node 104 that receives the
transaction 152j will add the new validated transaction 152 to the ordered set of
transactions 154 maintained at that blockchain node 104. Further, any blockchain node 104
that receives the transaction 152j will propagate the validated transaction 152 onward to
one or more other blockchain nodes 104 in the network 106. Since each blockchain node
104 applies the same protocol, then assuming the transaction 152j is valid, this means it will

soon be propagated throughout the whole network 106.

Once admitted to the ordered pool of pending transactions 154 maintained at a given
blockchain node 104, that blockchain node 104 will start competing to solve the proof-of-

work puzzle on the latest version of their respective pool of 154 including the new
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transaction 152 (recall that other blockchain nodes 104 may be trying to solve the puzzle
based on a different pool of transactions154, but whoever gets there first will define the set
of transactions that are included in the latest block 151. Eventually a blockchain node 104
will solve the puzzle for a part of the ordered pool 154 which includes Alice’s transaction
152j). Once the proof-of-work has been done for the pool 154 including the new transaction
152j, it immutably becomes part of one of the blocks 151 in the blockchain 150. Each
transaction 152 comprises a pointer back to an earlier transaction, so the order of the

transactions is also immutably recorded.

Different blockchain nodes 104 may receive different instances of a given transaction first
and therefore have conflicting views of which instance is ‘valid’ before one instance is
published in a new block 151, at which point all blockchain nodes 104 agree that the
published instance is the only valid instance. If a blockchain node 104 accepts one instance
as valid, and then discovers that a second instance has been recorded in the blockchain 150
then that blockchain node 104 must accept this and will discard (i.e. treat as invalid) the
instance which it had initially accepted (i.e. the one that has not been published in a block

151).

An alternative type of transaction protocol operated by some blockchain networks may be
referred to as an “account-based” protocol, as part of an account-based transaction model.
In the account-based case, each transaction does not define the amount to be transferred
by referring back to the UTXO of a preceding transaction in a sequence of past transactions,
but rather by reference to an absolute account balance. The current state of all accounts is
stored, by the nodes of that network, separate to the blockchain and is updated constantly.
In such a system, transactions are ordered using a running transaction tally of the account
(also called the “position”). This value is signed by the sender as part of their cryptographic
signature and is hashed as part of the transaction reference calculation. In addition, an
optional data field may also be signed the transaction. This data field may point back to a

previous transaction, for example if the previous transaction ID is included in the data field.

UTXO-BASED MODEL
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Figure 2 illustrates an example transaction protocol. This is an example of a UTXO-based
protocol. A transaction 152 (abbreviated “Tx”) is the fundamental data structure of the
blockchain 150 (each block 151 comprising one or more transactions 152). The following will
be described by reference to an output-based or “UTX0” based protocol. However, this is
not limiting to all possible embodiments. Note that while the example UTXO-based protocol
is described with reference to bitcoin, it may equally be implemented on other example

blockchain networks.

In a UTXO-based model, each transaction (“Tx”) 152 comprises a data structure comprising
one or more inputs 202, and one or more outputs 203. Each output 203 may comprise an
unspent transaction output (UTXO), which can be used as the source for the input 202 of
another new transaction (if the UTXO has not already been redeemed). The UTXO includes a
value specifying an amount of a digital asset. This represents a set number of tokens on the
distributed ledger. The UTXO may also contain the transaction ID of the transaction from
which it came, amongst other information. The transaction data structure may also
comprise a header 201, which may comprise an indicator of the size of the input field(s) 202
and output field(s) 203. The header 201 may also include an ID of the transaction. In
embodiments the transaction ID is the hash of the transaction data (excluding the
transaction ID itself) and stored in the header 201 of the raw transaction 152 submitted to

the nodes 104.

Say Alice 103a wishes to create a transaction 152j transferring an amount of the digital asset
in question to Bob 103b. In Figure 2 Alice’s new transaction 152j is labelled “ 7x7". It takes an
amount of the digital asset that is locked to Alice in the output 203 of a preceding
transaction 152i in the sequence, and transfers at least some of this to Bob. The preceding
transaction 152i is labelled “ 7x4” in Figure 2. Txpand Tx; are just arbitrary labels. They do
not necessarily mean that 7xvis the first transaction in the blockchain 151, nor that 7xzis
the immediate next transaction in the pool 154. Txz could point back to any preceding (i.e.

antecedent) transaction that still has an unspent output 203 locked to Alice.

The preceding transaction 7xo may already have been validated and included in a block 151

of the blockchain 150 at the time when Alice creates her new transaction Tx;, or at least by
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the time she sends it to the network 106. It may already have been included in one of the
blocks 151 at that time, or it may be still waiting in the ordered set 154 in which case it will
soon be included in a new block 151. Alternatively Txo and Tx; could be created and sent to
the network 106 together, or Txo could even be sent after Tx; if the node protocol allows for
buffering “orphan” transactions. The terms “preceding” and “subsequent” as used herein in
the context of the sequence of transactions refer to the order of the transactions in the
sequence as defined by the transaction pointers specified in the transactions (which
transaction points back to which other transaction, and so forth). They could equally be
replaced with “predecessor” and “successor”, or “antecedent” and “descendant”, “parent”
and “child”, or such like. It does not necessarily imply an order in which they are created,
sent to the network 106, or arrive at any given blockchain node 104. Nevertheless, a
subsequent transaction (the descendent transaction or “child”) which points to a preceding
transaction (the antecedent transaction or “parent”) will not be validated until and unless
the parent transaction is validated. A child that arrives at a blockchain node 104 before its

parent is considered an orphan. It may be discarded or buffered for a certain time to wait

for the parent, depending on the node protocol and/or node behaviour.

One of the one or more outputs 203 of the preceding transaction 7xpcomprises a particular
UTXO, labelled here UTX0o. Each UTXO comprises a value specifying an amount of the
digital asset represented by the UTXO, and a locking script which defines a condition which
must be met by an unlocking script in the input 202 of a subsequent transaction in order for
the subsequent transaction to be validated, and therefore for the UTXO to be successfully
redeemed. Typically the locking script locks the amount to a particular party (the beneficiary
of the transaction in which it is included). |.e. the locking script defines an unlocking
condition, typically comprising a condition that the unlocking script in the input of the
subsequent transaction comprises the cryptographic signature of the party to whom the

preceding transaction is locked.

The locking script (aka scriptPubKey) is a piece of code written in the domain specific
language recognized by the node protocol. A particular example of such a language is called
“Script” (capital S) which is used by the blockchain network. The locking script specifies what

information is required to spend a transaction output 203, for example the requirement of
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Alice’s signature. Unlocking scripts appear in the outputs of transactions. The unlocking
script (aka scriptSig) is a piece of code written the domain specific language that provides
the information required to satisfy the locking script criteria. For example, it may contain

Bob’s signature. Unlocking scripts appear in the input 202 of transactions.

So in the example illustrated, U7XOvin the output 203 of 7xpcomprises a locking script
[Checksig Pa] which requires a signature Sig P4 of Alice in order for UTXOy to be redeemed
(strictly, in order for a subsequent transaction attempting to redeem UTXOy to be valid).
[Checksig P4] contains a representation (i.e. a hash) of the public key P4 from a public-
private key pair of Alice. The input 202 of 7xz comprises a pointer pointing back to 7xz (e.g.
by means of its transaction ID, 7x/Dg, which in embodiments is the hash of the whole
transaction 7xv). The input 202 of 7x7 comprises an index identifying U7X0owithin Txg, to
identify it amongst any other possible outputs of 7xo. The input 202 of 7x: further
comprises an unlocking script <Sig P4> which comprises a cryptographic signature of Alice,
created by Alice applying her private key from the key pair to a predefined portion of data
(sometimes called the “message” in cryptography). The data (or “message”) that needs to
be signed by Alice to provide a valid signature may be defined by the locking script, or by the

node protocol, or by a combination of these.

When the new transaction 7xz arrives at a blockchain node 104, the node applies the node
protocol. This comprises running the locking script and unlocking script together to check
whether the unlocking script meets the condition defined in the locking script (where this
condition may comprise one or more criteria). In embodiments this involves concatenating

the two scripts:

<Sig Ps> <Ps> || [Checksig P4

where “| |” represents a concatenation and “<...>” means place the data on the stack, and
“[...]" is a function comprised by the locking script (in this example a stack-based language).
Equivalently the scripts may be run one after the other, with a common stack, rather than
concatenating the scripts. Either way, when run together, the scripts use the public key P4

of Alice, as included in the locking script in the output of 7xy, to authenticate that the
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unlocking script in the input of Tx; contains the signature of Alice signing the expected
portion of data. The expected portion of data itself (the “message”) also needs to be
included in order to perform this authentication. In embodiments the signed data comprises
the whole of Txz(so a separate element does not need to be included specifying the signed

portion of data in the clear, as it is already inherently present).

The details of authentication by public-private cryptography will be familiar to a person
skilled in the art. Basically, if Alice has signed a message using her private key, then given
Alice’s public key and the message in the clear, another entity such as a node 104 is able to
authenticate that the message must have been signed by Alice. Signing typically comprises
hashing the message, signing the hash, and tagging this onto the message as a signature,
thus enabling any holder of the public key to authenticate the signature. Note therefore
that any reference herein to signing a particular piece of data or part of a transaction, or
such like, can in embodiments mean signing a hash of that piece of data or part of the

transaction.

If the unlocking script in 7x7 meets the one or more conditions specified in the locking script
of Txo(so in the example shown, if Alice’s signature is provided in 7x7 and authenticated),
then the blockchain node 104 deems 7xz valid. This means that the blockchain node 104 will
add 7xzto the ordered pool of pending transactions 154. The blockchain node 104 will also
forward the transaction 7x7to one or more other blockchain nodes 104 in the network 106,
so that it will be propagated throughout the network 106. Once 7x7 has been validated and
included in the blockchain 150, this defines U7XOofrom Txpas spent. Note that 7xz can
only be valid if it spends an unspent transaction output 203. If it attempts to spend an
output that has already been spent by another transaction 152, then 7x7 will be invalid even
if all the other conditions are met. Hence the blockchain node 104 also needs to check
whether the referenced UTXO in the preceding transaction Zxois already spent (i.e. whether
it has already formed a valid input to another valid transaction). This is one reason why it is
important for the blockchain 150 to impose a defined order on the transactions 152. In
practice a given blockchain node 104 may maintain a separate database marking which

UTXOs 203 in which transactions 152 have been spent, but ultimately what defines whether
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a UTXO has been spent is whether it has already formed a valid input to another valid

transaction in the blockchain 150.

If the total amount specified in all the outputs 203 of a given transaction 152 is greater than
the total amount pointed to by all its inputs 202, this is another basis for invalidity in most
transaction models. Therefore such transactions will not be propagated nor included in a

block 151.

Note that in UTXO-based transaction models, a given UTXO needs to be spent as a whole. It
cannot “leave behind” a fraction of the amount defined in the UTXO as spent while another
fraction is spent. However the amount from the UTXO can be split between multiple
outputs of the next transaction. E.g. the amount defined in U7XOvin Txocan be split
between multiple UTXOs in 7xz. Hence if Alice does not want to give Bob all of the amount
defined in U7XOy, she can use the remainder to give herself change in a second output of

Txs1, or pay another party.

In practice Alice will also usually need to include a fee for the bitcoin node 104 that
successfully includes her transaction 104 in a block 151. If Alice does not include such a fee,
Txomay be rejected by the blockchain nodes 104, and hence although technically valid, may
not be propagated and included in the blockchain 150 (the node protocol does not force
blockchain nodes 104 to accept transactions 152 if they don’t want). In some protocols, the
transaction fee does not require its own separate output 203 (i.e. does not need a separate
UTXO). Instead any difference between the total amount pointed to by the input(s) 202 and
the total amount of specified in the output(s) 203 of a given transaction 152 is automatically
given to the blockchain node 104 publishing the transaction. E.g. say a pointer to U7X0vis
the only input to 7xz, and 7x7 has only one output U7XO;. If the amount of the digital asset
specified in U7XOvis greater than the amount specified in U7X0;, then the difference may
be assigned by the node 104 that wins the proof-of-work race to create the block containing
UTXO;. Alternatively or additionally however, it is not necessarily excluded that a
transaction fee could be specified explicitly in its own one of the UTXOs 203 of the

transaction 152.
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Alice and Bob’s digital assets consist of the UTXOs locked to them in any transactions 152
anywhere in the blockchain 150. Hence typically, the assets of a given party 103 are
scattered throughout the UTXOs of various transactions 152 throughout the blockchain 150.
There is no one number stored anywhere in the blockchain 150 that defines the total
balance of a given party 103. It is the role of the wallet function in the client application 105
to collate together the values of all the various UTXOs which are locked to the respective
party and have not yet been spent in another onward transaction. It can do this by querying

the copy of the blockchain 150 as stored at any of the bitcoin nodes 104.

Note that the script code is often represented schematically (i.e. not using the exact
language). For example, one may use operation codes (opcodes) to represent a particular
function. “OP_..."” refers to a particular opcode of the Script language. As an example,
OP_RETURN is an opcode of the Script language that when preceded by OP_FALSE at the
beginning of a locking script creates an unspendable output of a transaction that can store
data within the transaction, and thereby record the data immutably in the blockchain 150.

E.g. the data could comprise a document which it is desired to store in the blockchain.

Typically an input of a transaction contains a digital signature corresponding to a public key
Pa4. In embodiments this is based on the ECDSA using the elliptic curve secp256k1. A digital
signature signs a particular piece of data. In some embodiments, for a given transaction the
signature will sign part of the transaction input, and some or all of the transaction outputs.
The particular parts of the outputs it signs depends on the SIGHASH flag. The SIGHASH flag is
usually a 4-byte code included at the end of a signature to select which outputs are signed

(and thus fixed at the time of signing).

The locking script is sometimes called “scriptPubKey” referring to the fact that it typically
comprises the public key of the party to whom the respective transaction is locked. The
unlocking script is sometimes called “scriptSig” referring to the fact that it typically supplies
the corresponding signature. However, more generally it is not essential in all applications of
a blockchain 150 that the condition for a UTXO to be redeemed comprises authenticating a

signature. More generally the scripting language could be used to define any one or more
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conditions. Hence the more general terms “locking script” and “unlocking script” may be

preferred.

LAYER-2 OVERLAY NETWORK

A blockchain network 106 is already a form of overlay network overlaid on a network such
as the Internet 101. However, it is also possible to layer another layer of overlay network on
top of a blockchain. This is illustrated by way of example in Figure 3. An example is the
Metanet. Such a network could also be referred to as a “layer-2” network, in the sense that
it is a second layer of overlay network relative to a base network 101 (e.g. Internet) as the
underlying network infrastructure and the blockchain network 106 as the first layer of

overlay network overlaid on the base network.

This second tier of overlay network 300 comprises a network of nodes 301 and edges 302.
Note that a node 301 now refers to a node at the layer of the Metanet (or other such
network overlaid on the blockchain), not a node 104 at the layer of the blockchain network
106 as discussed previously in relation to Figures 1 and 2. Each node 301 of the Metanet
network (or the like) is a different respective transaction 152 on the blockchain 150, each of
which stores data in a payload of the respective transaction. Hence a node 301 of the
Metanet network 300 (or the like) may also be referred to herein as a data-storage node or
data-storage transaction. The data stored therein may comprise data content and/or
metadata, typically both. In an output-based model it may be stored in an unspendable
output 203 of the respective transaction or even a spendable output of the respective
transaction. The output may be made unspendable by means of one or more opcodes in the
locking script that terminate the script when run. E.g. in a system that employs the Script
language, this may be the OP_RETURN opcode, or OP_FALSE followed by OP_RETURN,
depending on the protocol being used. However this is not limiting and the person skilled in
the art will be aware of other techniques for storing any arbitrary payload data in a
transaction in other blockchain systems, e.g. in a system employing an account-based
model. The following may be exemplified in terms of an output-based model, but this is not

limiting.
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Note that the layer-2 overlay network 300 may consist purely of data, being entirely virtual.
l.e. the nodes 301 and edges 302 of the Metanet or such like, as an overlay network overlaid
on the transactions 152 of the blockchain 150, do not necessarily correspond to any
particular physical actors or entities of the underlying blockchain network 106 or underlying

network infrastructure 101.

The data content is the actual data the Metanet (or the like) is being used to store, e.g. text,
audio, still or moving images, or other documents. It may also be referred to as user content
or user data. The metadata implements the protocol for layering the network on top of the
blockchain 150. In at least some of the transactions 152 it defines links between the data
content. These may also be described as edges 302 between the nodes 301. The link or
pointer may for example comprise the transaction ID, 7x/Dparent, of the parent node. Note
that a “link” as referred to herein does not necessarily imply a hypertext link, though that is
one possibility. More generally a link could refer to any form of pointer pointing to another
node 301 to which the current node 301 is related at the Metanet layer (or other such

overlay layer layered on top of the blockchain 150).

For convenience the following will be described by way of example in terms of the Metanet,
but it will be appreciated that this is not limiting and more generally, anywhere herein
where reference is made to the Metanet, this may be replaced with any overlay network
overlaid on a blockchain. Similarly any reference to a Metanet node may be replaced with
reference to any overlay network node, or data-storage node of the overlay network, and
any reference to a Metanet link or edge may be replaced with reference to any overlay

network edge or link at the layer of the overlay network in question.

The Metanet protocol defines a scheme and standard for structuring on-chain data that can
be stored on a public blockchain and used in various applications for many use cases. The
protocol specifies that graph structures, comprising nodes and edges, can be constructed
from sets of blockchain transactions, and that these structures may be used to store,
convey, represent and distribute data (‘content’) of any nature. By treating transactions as
nodes, and signatures as edges created between transactions, the Metanet protocol allows

for the creation of on-chain graph structures as shown in Figure 3.
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As can be seen, the nodes 301 and edges 302 of the Metanet 300 form a tree structure. l.e.
a parent node 301 is linked to one or more child nodes 301, and any given child 301 may
itself be a parent linked to one or more children of its own, and so forth. Note that the tree
structure in question for the present purposes may only be a subset of a wider tree or

graph.

Figure 3 also illustrates how a node 301 and its associated edge 302 may be updated. Since
transactions are recorded immutably on the blockchain 152, an update to a Metanet node
301 requires creating a new instance 301" and corresponding edge 302’ by means of a new

transaction 152.

The structure of Figure 3 may comprise nested domains, e.g. the structure of a website and
its pages, where a ‘top level domain’ encapsulates the sub domains below it, and so on. One
functional key domain (e.g. the domain of the writing keys, funding keys or encryption keys)

can span many of these structure domains.

The circles in Figure 3 represent nodes, which are simply transactions that are created
according to the rule set of Metanet protocol. An example of a transaction 152N that is

created and formatted according that rule set is shown in Figure 4.

The transaction 152C on the right-hand side of Figure 4 represents a transaction 152 of the
blockchain 150 implementing a given node 301C (a child) of the Metanet. The transaction
152P in the top-left of Figure 4 represents a transaction of the blockchain 150 which
implements a parent of the child node 152C at the Metanet layer. The child node
transaction 152C has an input 202 which comprises an unlocking script, and which points to
the output 203 of a funding transaction 152F of the blockchain 150. In other words the
output of the funding transaction 152F is consumed by the input of the Metanet node 152C.
Note that the funding transaction 152F and the Metanet parent transaction 152P are not

necessarily the same transaction (though that is not excluded either).
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The child transaction 152C includes an unspendable output 203, e.g. made unspendable by
an OP_RETURN, which holds a payload (a payload from the perspective of the blockchain
layer). This payload may comprise data content (“Data”) of the Metanet, which be hashed

and/or encrypted, or may be simply be the raw data (“in the clear”).

The payload of the child transaction 152C also comprises metadata of the Metanet network
layer. This metadata comprises at least the transaction identifier of the parent transaction
152P. This creates a link (edge) 302 at the Metanet layer. It may also be required by the

Metanet protocol to include a key Puode associated with the child node 301C.

The locking script of the output 203 of the funding transaction 152F also requires a
signature to be included in the unlocking script in the input 202 of the child node 152C.
Specifically, this signature is required to be a signature signed using a key Pparent associated
with the Metanet parent (i.e. a message signed by that key). This creates an edge 402
(sometimes called a spending edge) at the blockchain layer. If the required signature is not
included in the unlocking script in the input 202 of the child transaction 152C, then the child
transaction 152C will not be validated by the nodes 104 of the blockchain network 106, and
hence will not be propagated through the blockchain network 106 nor recorded on the
blockchain 150. Note again however that the funding transaction 152F is not necessarily the
same blockchain transaction 152 as the Metanet parent transaction 152P, and hence the
blockchain layer spending edge 402 is not necessarily the same as the Metanet layer edge

302.

Figure 4 outlines only certain relevant components of a Metanet transaction as an
abstraction of the transaction in its entirety. These components, in addition to a protocol
identifier flag, include:

e A publickey Ppoge;

e Asignature SigPpgrent Of @ parent public key Ppgrent;

e The transaction ID TxID,,, ;. of the node itself; and

e The transaction ID TxIDpgyen: Of the parent of the node.
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The placeholder <Data> refers generally to any content data that may be included in the
Metanet node transaction. It is also possible in some applications that one would want to
encrypt the data with an encryption key ek, in which case the data included in the
transaction is cast as < e(Data, ek) >, where e( ) is a suitable encryption function.

Each Metanet node 301 can be uniquely identified by the pair (P,,oge, TXI Dyoge), Which is an
index that allows for powerful versioning and permissioning control to be inherited by
Metanet graphs. It should also be appreciated that each Metanet node contains enough

information to identify itself (Poge, TXI Dpoge) and its parent (Ppgrens, TXI Dparent)-

In order to ensure that a Metanet child node 301C transaction contains the correct input
signature SigPpg,ene from a parent node 301P, it may be desirable in many cases to create
one or more funding transactions 152F to facilitate this, which is shown in the bottom-left of

Figure 4.

The parent key Pparencand/or child node key Prode can be seen as a writing key that

authorises writing the data of the child node 301C to the blockchain 150.

The Metanet thus provides a protocol that allows for on-chain data to be structured in such
a way that encodes the permissioning and write-access controls for such data using only the
underlying technology of the blockchain itself. The Metanet protocol is therefore a solution

that allows users to provably own their on-chain content.

The Metanet protocol defines a set of rules that allows creation of a Metanet Direct Acyclic
Graph (Metanet DAG). A single instance of a Metanet DAG is called a Metanet tree. Each
Metanet tree has a root node (the top-level node), each Metanet node, including the root

node, can have one or more child nodes (e.g. see again Figure 3).

As such, the Metanet DAG becomes the global collection of trees, where each tree starts

from its own root node and can have its own localised permissioning structure.

A Metanet node 301 is simply a transaction that follows the rule set of the Metanet

protocol. There are two types of nodes: root nodes, which have no parent; and child nodes,
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wherein a given child node has exactly one parent. According to one implementation, the

most basic outline structure of a Metanet node requires a transaction to meet the following

criteria:

The transaction has at least one OP_RETURN output (or more generally, an
unspendable output).
The OP_RETURN payload includes:
o the Metanet flag.
o anode address Ppyqe-
o aparent transaction ID TxIDpgrens-
Each transaction, except the root nodes, contains an input signed by a

parent node.

It is also not excluded that the same data may be included in a spendable output, e.g. using

OP_PUSHDATA.

As mentioned, a Metanet node is a transaction 152 comprising four elements:

P, 04e — the address of the node.
TxID,,40. — the version of a node.
Pyarent — the address of the parent of the node.

TxIDpgrens — the version of the parent of the node.

Metanet edges 302 are created by signatures. In order to create an edge from a parent

node to a child node, the child node must be signed using the key pair associated with its

parent, Sig Pparem must appear in the input of the child node.

Note that in some examples a Metanet transaction may comprise an address based on the

public key P,,4. (e.g.a hash of the public key), rather than the public key P, 4. itself.

Also note that the transaction ID TxID,,, 4. of the node may be interpreted as the version of

the node. Similarly, the transaction ID TxIDpgone Of the parent of the node may be

interpreted as the version of the parent node. Node versioning is discussed below.
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A Metanet node cannot be disconnected from a tree because, as shown in Figure 4, the link
between a parent and a child is created statically by publishing a transaction with the
transaction ID of the parent in the ‘body’ (i.e. output) of the child. The node (transaction) is
then signed using the parent private key. A Metanet node can therefore be excluded from
the tree only by creating a new version of the same node or by invalidating it (a user still

needs to retrieve it in order to check if it is valid or not).

The transaction ID TxIDnode, is interpreted as the version of the node. If there are two
nodes with the same public key (as shown in Figure 5), then the node with the transaction
ID with greatest proof of work (the one inserted in the newest block) is interpreted as the

latest version of that node.

A node can be deleted, or rather it can be invalidated, by generating a new transaction (not
necessarily a Metanet transaction) that spends a specific UTXO included in the node to be
deleted. A node with a spent UTXO is considered invalid by the protocol and, therefore,

removed from the tree.

CREATING VERSIONS OF A TREE STRUCTURE

The following describes a method by which the Metanet — or other such graph structure
overlaid on a blockchain — can be used to create dynamic tree structures, i.e. different
versions of the same tree. This method is sometimes referred to below as the Metanet Flux
protocol (MFP), however it should be appreciated that this is merely a convenient label and
applies to both the Metanet and other types of tree structures. A tree created according to

the Metanet Flux protocol will be referred to as Metanet Flux tree.

In some embodiments, MFP can be used to create a Metanet Flux tree structure where
certain nodes of the tree are deemed to be valid whilst others are deemed to be invalid (e.g.
depending on the day on which the tree is accessed, or who is accessing the tree).

Importantly, nodes can be deemed invalid without having to spend the associated UTXO,
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thus reducing the number of transactions submitted to the blockchain. Further features and

advantages are discussed below.

Figure 7 illustrates an example system 700 for implementing the embodiments described
herein. The system 700 comprises a tree creator 701 configured to create a Metanet Flux
tree. The tree creator 701 may in general be any type of party (e.g. an individual, a group of
individuals, a company, etc.) or an automated entity such as a machine or smart contract.
The tree creator 701 may be configured to perform some or all of the operations attributed
to Alice 103a and/or Bob 103b with reference to Figures 1 and 2. For instance, the tree
creator 701 is configured to generate blockchain transactions and submit those transactions
to the blockchain network 106 and/or send those blockchain transactions to another party.
The system 700 further comprises one or more nodes of the blockchain network 106. Also
shown as being part of the system 700 are one or more users 702. Two users (User A and
User B) are shown in Figure 7 but it will be appreciated that the system 700 may comprise
any number of users 702. Like the tree creator 701, each user 702 may be configured to
perform any of the operations performed by Alice 103a and/or Bob 103b. However this is
not necessary in some examples. In general, each user 702 need only be configured to
access the blockchain 150, e.g. via a blockchain node 104. In some examples, each user 702
may also be configured to communicate with the tree creator 701, e.g. to transmit
parameters to the tree creator 701. Communication may be over any wired or wireless

connection.

The tree creator 701 and each user 702 may operate respective computer equipment (not
shown in Figure 7). The respective computer equipment of each party comprises respective
processing apparatus comprising one or more processors, e.g. one or more CPUs, GPUs,
other accelerator processors, application specific processors, and/or FPGAs. The respective
computer equipment further comprises memory, i.e. computer-readable storage in the
form of a non-transitory computer-readable medium or media. This memory may comprise
one or more memory units employing one or more memory media, e.g. a magnetic medium
such as hard disk; an electronic medium such as an SSD, flash memory or EEPROM; and/or
an optical medium such as an optical disc drive. The memory on the respective computer

equipment stores software comprising a respective instance of at least one respective client
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application arranged to run on the processing apparatus. It will be understood that any
action attributed herein to the tree creator 701 or to a user 702 may be performed using
the software run on the processing apparatus of the respective computer equipment. The
respective computer equipment comprises at least one user terminal, e.g. a desktop or
laptop computer, a tablet, a smartphone, or a wearable device such as a smartwatch. The
respective computer equipment may also comprise one or more other networked
resources, such as cloud computing resources accessed via the user terminal. The respective
client application may be initially provided to the respective computer equipment on
suitable computer-readable storage medium or media, e.g. downloaded from a server, or
provided on a removable storage device such as a removable SSD, flash memory key,
removable EEPROM, removable magnetic disk drive, magnetic floppy disk or tape, optical

disk such as a CD or DVD ROM, or a removable optical drive, etc.

Examples of tree structures (e.g. Metanet trees) overlaid on the blockchain 150 have been
described above with reference to Figures 3 to 6. Tree structures created according to
embodiments of the present invention differ from those described above at least in the way
in which edges connection child nodes to parent nodes may be created. That is, the
following embodiments describe a novel way of forming edges between child nodes and
parent nodes. In some examples, each child node of a tree structure may be formed using
this novel method. In other examples, only some child nodes of the tree structure are

formed using this novel method.

The tree creator 701 has access to at least part of a tree structure. The tree structure may
comprise only the root node, or the root node and one or more child nodes, e.g. direct child
nodes of the root node, or one or more child nodes of the root node and one or more child
nodes of those child nodes, etc. As mentioned above, each child node is a blockchain
transaction and therefore comprises a transaction identifier, e.g. a (double-) hash of the
transaction content. Each child node also comprises (e.g. in an input of the transaction) a
signature corresponding to a public key associated with the parent node to which that child
node is connected. A signature corresponds to a public key if the signature can be validated

using that public key.
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At some point in time, the tree creator 701 creates one or multiple new child nodes. These
new child nodes are children of (i.e. connected to) the same parent node. The parent node
may be the root node, or a different node of the tree. The new child node(s) and the parent
node to which those nodes are connected are referred to hereinafter as target child nodes
and a target parent node, respectively. Each target child node comprises a respective data

payload, e.g. in an output of the transaction.

The tree creator 701 also forms a respective edge between each target child node and the
target parent node. Previous tree structures form an edge by including, in an output of the
transaction, a transaction identifier of the parent node. In contrast, an edge between a
target child node and the target parent node is formed by associating the target child node
with a respective link identifier (ID). The link ID may be associated with a target child node
by being included in an output of the corresponding transaction. The output may be a
spendable output or an unspendable output. Data (e.g. the link ID) may be included in an
unspendable output using, for instance, OP_PUSHDATA. Data may be included in a
spendable output using, for instance, OP_RETURN or OP_FALSE OP_RETURN. Any other
equivalent method may be used. It is not excluded that the link ID may be associated with a
target child node in a different way, e.g. by being including in an input of the corresponding

transaction.

In some examples, at least two target child nodes are associated with (e.g. comprise) a
different link ID. Thus, at a minimum, two different versions (i.e. views) of the tree are

created in these examples.

In some examples, each target child node may be associated with a different link ID. E.g. if
the target parent node has three target child nodes, each of those three target child nodes
may be associated with a different link ID. Thus three versions of the tree are created. In
other examples, one or more target child nodes may be associated with the same link ID.
Target nodes that are associated with the same link ID belong to (i.e. form part of) the same

version of the tree.
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When the tree structure is accessed, e.g. by a user 702, the user 702 can choose to access a
particular version of the tree, e.g. the version having the target child node associated with a
particular link ID. Note that accessing a tree comprises retrieving one or more nodes of the
tree. Retrieving said nodes may comprise storing those nodes, e.g. in memory. Therefore
the user 702 can choose to retrieve the version of the tree comprising the target child node
associated with a particular link ID and not any other target child nodes. Any other non-
target child node may still be retrieved, e.g. the target parent node, and any nodes of above
the target parent node in the tree structure, tracing all the way back to the root node.
Similarly, one or more target child nodes may themselves be a respective parent of one or
more child nodes. Accessing a version of the tree may also comprise retrieving the child

nodes of a target child node associated with a particular link ID.

A link ID may be based on any type of off-chain data. A link ID may be “based on” data by
comprising that data, or in some other way. For instance, generating link IDs based on a

function of off-chain data is discussed below.

As an example, a link ID may be based on time-related data, e.g. one or more of a day, a
week, a month, a year, a date (e.g. 21/12/21), etc. For instance, the link ID of one target
child node may be based on one month (e.g. March) whilst the link ID of another target child
node may be based on a different month (e.g. April). Thus when accessing the tree, a user
may choose to access only the target child node corresponding to the month in which the
tree is accessed. E.g. if the present month is April, the user can choose to access only the
target child node whose link ID is based on the month “April”. Target child nodes associated
with a link ID corresponding to a past month may be ignored (or deemed invalid) and not

retrieved, thus reducing the number of nodes retrieved and stored by the user 702.

As another example, a link ID may be based on user-related data, i.e. data related to a
specific user or group of users. For instance, a link ID may be based on one or more of the
following: name, address, date of birth, passport number, phone number, email address,
etc. The tree structure may relate to a particular application, website, service, etc. The link
ID may then be based on a username of a user of said application, website, service, etc.

These examples allow for target child nodes to be created for specific users, or for a specific
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group of users. Therefore a user can access a version of the tree comprising the target child
node specific to that user. Here a target child node being specific to a user means that the
link ID of that target child node is based on data related to that user. The same applies for

groups of users.

In some examples, the respective link ID of each target child node may be based on the
same type or types of data. For example, each link ID may be based on a username, with
different usernames resulting in different link IDs. Similarly, each link ID may be based on a
date, with different dates resulting in different link IDs. In other examples, one or more link
IDs may be based on one type of data (e.g. name) whilst one or more link IDs are based on a

different type of data (e.g. day of the week).

One or more link IDs may be generated by the tree creator 701. The tree creator 701 may
then send one or more of the generated link IDs to one or more users 702. The tree creator
701 may send all of the link IDs to all users 702. For instance, seven link IDs may be created,
one for each day of a particular week. The tree creator may send the link IDs to each user
702 so that each user can access a particular version of the tree on a particular day of the
week. In other examples, the tree creator may send only particular link IDs to particular
users, e.g. link IDs based on user A’s data (e.g. username) may be sent only to user A 702a,

whereas link IDs based on user B’s data may be sent only to user B 702b.

Additionally or alternatively, one or more link IDs may be received from one or more users.
For instance, user A 702a may create his/her own link IDs (e.g. based on his/her user-
specific data) and send those to the tree creator 701. The tree creator may then form the
edge between a target child node and the target parent node using a link ID received from
that user 702a. The target child node may comprise data content intended for that user

702a.

As mentioned above, a link ID may be based on data in that the link ID comprises said data.
Alternatively, a link ID may be based on data in that the link ID is a function of that data. l.e.
the data is a parameter of a function configured to generate link IDs. The function is

referred to hereinafter as a “link ID function”. A link ID may be generated by inputting one
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or more parameters to a link ID function. An example of a link ID function is a hash function.
Using a hash function is advantageous because resulting each link ID will have the same
length and will appear to be randomly generated. In addition, it is extremely unlikely that
two link IDs will be the same if based on different input parameters, and it is
computationally infeasible to derive the input parameters based on the resulting link ID
alone. Thus privacy of the input parameters (e.g. username) is maintained. Other functions
may be used instead, e.g. a summation function, a concatenation function, an XOR function,

etc.

In some examples, each link ID is generated by inputting one or more parameters to a link ID
function. Each link ID may be generated by inputting one or more parameters to the same
link ID function. Alternatively, one or more link IDs may be generated by inputting
parameters to one link ID function, whereas one or more link IDs may be generated by

inputting parameters to a different link ID function.

A link ID may be generated by supplying only a single parameter to a link ID function, or by
supplying multiple parameters to the link ID function. The parameters supplied to the
function may comprises one, some or all of: time-related parameters, user-specific
parameters, and weighting parameters. Time-related parameters have been discussed
above, e.g. day, week, month, date, etc. Similarly, user-specific parameters have also been
discussed above, e.g. username, date of birth, email address, contact number, etc.
Weighting parameters will be discussed below. Note that these are merely examples of
different parameters that may be used and do not exclude the user of other types of
parameters such as, for example, company-related data (e.g. company name, stock ticker

symbol, etc.), geography-related data (e.g. city, country, etc.), and so on.

In these examples, a link ID may also be a function of the transaction ID of the target parent
node. For instance, a link ID may be based on the transaction ID of the target parent node

and a username of a user 702.

Each link ID may be based on the same set of parameters. Alternatively, some link IDs may

be based on a different set of parameters compared to others.
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One or more link IDs may be generated based on one or more encrypted parameters, or an
encrypted version of a set of parameters. For instance, rather than supplying a username to
the link ID function, an encrypted version of the username may be supplied instead. This

allows a link ID to be based on sensitive data without revealing the data itself.

In some examples, the tree creator 701 may have access to one or more link ID functions. In
that case, the tree creator may generate the link IDs. The link IDs may then be sent to one or
more users 701. In these examples, the tree creator 701 may choose which parameters are
supplied to a link ID function to generate a link ID. Alternatively, a user 702 may send a set
of parameters to the tree creator 701. The tree creator 701 may then generate a link ID
based on those parameters. This scenario is illustrated in Figure 7, where User A 702a
provides a set of parameters and User B 702a provides a different set of parameters. The
link ID function may initially be provided to the tree creator 701 from a user 702, or at least
be initially decided upon by the user 702. E.g. user A could decide to use a hash function

whilst user B decides to user an alternative function.

In some examples, a user 702 may generate one or more link IDs by supplying one or more
respective sets of parameters to a link ID function. The user 702 may then send the link ID(s)

to the tree creator 701.

In some examples, proof-of-work may be embedded in a link ID, analogous to how proof-of-
work is embedded in a block 151 of the blockchain 150 by finding a block hash satisfying a
target difficulty. Similar to this, proof-of-work may be embedded in a link ID by finding a
pre-image that hashes to a link ID satisfying a target difficulty. That is, the set of parameters
supplied to a link ID function (e.g. a hash function or an equivalent function) must result in a
link ID satisfying a target difficulty. In the case of the link ID function being a hash function,
the target difficulty may be specified by requiring the link ID (i.e. hash digest) to have a
minimum number of leading number of zeros. The difficulty may be specified in other ways,

e.g. ending in a minimum number of zeros.
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To do this, one or more of the parameters input to the link ID function may remain static
whilst a different nonce value is used each time to result in a different output. For example,
a username, parent node transaction ID and the day may remain the same, whilst a nonce is
incremented in integers starting from zero. The process of incrementing the nonce and

calculating the result may be repeated until a valid link ID is found.

The required difficulty for each target child node may be the same. In other words, the
proof-of-work required to add a target child node to the tree is consistent for all target child
nodes. Alternatively, some target child nodes may require a different difficulty level to be
satisfied. In this way, one can tell that a certain target child node required a greater amount
of proof-of-work than another. Thus one can deduce that a target child node having a link ID
satisfying a greater difficulty (e.g. twenty leading zeros) contains more valuable content
than a target child node having a link ID satisfying a smaller difficulty (e.g. five leading
zeros). Note that the value of content is not necessarily measured in monetary terms. For
instance, the value may be a measure of trust in the content. E.g. a tree creator 701 that
puts a large amount of proof-of-work into generating a link ID may only do so for data that

the tree creator trusts and is thus worth expending proof-of-work in adding to the tree.

In some embodiments, one or more of the target child nodes are associated with, or at least
intended for, a particular user 702. In other words, those target child nodes comprise a data
payload to be accessed by a particular user. Each target child node may be intended for a
different user 702, or more than one target child node may be intended for the same user
702. Embodiments of the present invention allows individual users to determine which

target child node(s) are relevant to that user, and therefore retrieve only relevant nodes.

In some embodiments, one or more of the target child nodes may comprise data that is
intended to be valid or relevant under certain conditions, e.g. valid for a certain time period,
or valid to a certain user or group of users. For instance, target child nodes may comprise
news content. A target child node may be added to the tree each day, wherein that target
child contains that day’s news. Embodiments of the present invention allows individual
users to determine which target child node(s) are valid, and therefore retrieve only valid

nodes.
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In some embodiments, one or more of the target child nodes may comprise a respective
web page, blog post, or the like. In the case of web pages, the content may be tailored for a
specific user. Thus the describes techniques can be used to generate a link ID based on user-
specific data, allowing that user to access only the relevant web pages. In the case of blog
posts, the link ID of each blog post may be embedded with proof-of-work. Thus a blog post
having a large amount of proof-of-work can be deemed as being legitimate, or at least
valuable to the creator. When a user who accesses the tree can create the same link ID (e.g.
by being provided with the required nonce), the user can be assured that the creator has
spent time, money, and effort in creating the link ID. The data content (e.g. blog post) in the

target child node can be deemed to be valuable, e.g. trustworthy.

Other types of data content contained in a target child node include, for example, media
content (e.g. text, images, video, audio. etc. ), or files (e.g. documents, software, operating

systems, etc.).

Having created a plurality of target child nodes, the tree creator may then create one or
more child nodes of one or more of said target child nodes. Thus a target child node
becomes a parent to one or more child nodes. The edge between those child nodes and the
parent may be formed using the techniques described above. Alternatively, some or all of

the edges may be formed using techniques used by existing protocols, e.g. the Metanet.

In some embodiments, an edge between a target child node and the target parent node
may be formed by one or more additional elements, i.e. in addition to a link ID. For instance,
an edge may require the target child node to be associated with (e.g. include in an input or
output of the transaction) a signature corresponding to the public key associated with the

target parent node.

In some embodiments, each target child node may comprise a protocol flag indicating that
the edge connecting the target child node to the target parent node is formed according to

the disclosed embodiments.
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The following describes how a party (e.g. a user 702) can access a particular version of a tree
created by the tree creator 701 according to the disclosed embodiments. The method will
be described in terms of being performed by user A 702a, but it generally applies to any
party. User A 702a is referred to as Alice. This may or may not be the same Alice 103a

described with reference to Figure 1.

Alice 702a obtains the target parent node. The target node may be the root node of the
tree, or a different node of the tree. Alice 702a may obtain the target parent node by tracing
connections from the root node down to the target parent node, e.g. via one or more
intermediate nodes. Alice 702a may obtain the target parent node by obtaining the
respective public key associated with the parent node (referred to as the node address), and
then identifying a node containing that public key. The target parent node may be obtained

in alternative ways, e.g. using the transaction identifier of the target parent node.

Alice 702a also obtains one or more link IDs, e.g. by generating one or more link IDs and/or
receiving one or more link IDs from the tree creator 701. Alice 702a may generate a link ID
by supplying a set of parameters to a link ID function. Alice 702a may have initially sent one
or more link IDs to the tree creator 701 for forming the edges between target child nodes
and the target parent node or, as explained above, the tree creator 701 may generate the
link IDs. As has also been discussed above, Alice 702a may have sent one or more respective

sets of parameters to the tree creator 701 for generating respective link IDs.

It will be appreciated that the order in which Alice 702a obtains the target parent node and
the link IDs may be reversed. In any case, having obtained the target parent node and the
link IDs, Alice 702a then identifies one of more child nodes of the target parent node that
are associated with a respective one of the obtained link IDs. This may comprise identifying
blockchain transactions comprising a respective one of the link IDs, e.g. in an output of said

transaction.

Alice 702a then creates a version of the tree structure that comprises the identified target
child nodes (i.e. those connected to the target parent node via an edge formed by a

respective one of the obtained link IDs). Alice’s version of the tree does not comprise any
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target child nodes that are not associated with one of the obtained link IDs, e.g. target child
nodes that are no longer valid or relate to a different user. Alice 702a may store (e.g.

download to memory) the nodes forming her version of the tree.

Having obtained her version of the tree structure, Alice may utilize the data stored in the
target child nodes that form part of her version. For instance, Alice 130a may use and/or
store the data contains in said target child nodes. Utilizing the data will depend on the type
of data stored in the target child nodes. E.g. if the data is a webpage, utilizing the data may
comprise loading the webpage using a web browser. If the data is a file (e.g. a text file),
utilizing the data may comprise opening the file using an application such as a word

processor.

Further examples of the disclosed embodiments are now provided. These examples are
described in terms of a particular protocol referred to as the Metanet Flux protocol, but it

will be appreciated that they also apply to the more general examples described above.

The Metanet is a static tree-like structure where each node can create one or more children,
which are permanently linked to the parent node. As described above, this link is created by
inserting the ID of the parent in the child transaction. Embodiments of the present invention
replace this static edge, substituting the ID of the parent node with a new unique ID, which
is valid only according to given conditions (e.g., during a fixed period of time, only for
selected users). This approach allows to have a dynamic Metanet structure, hereafter called

Metanet Flux.

An example of this dynamic structure, at two different time frames, is shown in Figure 8. A
tree is retrieved from the blockchain 150 starting from a static root node (Tx1). At t=1, the
root node has two children, node 2 (Tx2) and node 3 (Tx3). The same root node, at t=2 has a
different structure: while node 3 (Tx3) is still present, node 2 (Tx2) has been replaced by

node 2b (7x4) which has a child node 2b.1 (Tx5).

The Metanet Flux allows the design of time-variant and customized trees, enabling the

creation of trees with multiple-view capabilities. For example, a web site built using the



10

15

20

25

30

WO 2022/167165 44 PCT/EP2022/050155

Metanet Flux structure may change over time and may provide personalized content for the

users.

The Metanet Flux may follow some of the same rules of a standard Metanet Tree, except for
the edge creation. In the standard implementation, in order to create an edge from a parent
node to a child node, the child node must be signed using the key pair associated with its
parent, Sig Pparent must appear in the input of the child node or in another part of that
transaction (e.g., an OP_RETURN output). The child node contains a data payload (e.g. an
OP_RETURN payload, or an OP_PUSHDATA payload) which includes:

o the Metanet flag.

o anode address Ppy4e-

o aparent transaction ID TxIDpgrene-

In the Flux implementation, the signature process may be the same but the data payload
may be modified as follows:

o the Metanet Flux flag.

o anode address Ppy4e-

o aunique ID generated deterministically, using off-chain variables

(e.g., time, name).

While the node address is the same, the other two fields are different. A specific flag is used
to distinguish the Flux implementation from the standard one, and the parent transaction ID
is replaced with a unique ID. This last change replaces the static edge with a dynamic one,
which defines the “flux”. The unique ID is deterministically generated combining one or
more different parameters (the ID generation is described in detail in the following section).
This way, a link can be created using parameters known only to a set of users or using time-
variant information. A child linked to its parent using that off-chain information would be

retrieved only if the same information can be provided when the tree is searched.

This technique has several advantages, for example it automatically invalidates old nodes, as
the links with expired data (e.g., date) become invalid. Moreover, it allows the creations of

multiple-view trees, where each user generate different unique IDs and thus different edges



10

15

20

25

30

WO 2022/167165 45 PCT/EP2022/050155

(users with same parent retrieve different children). Additionally, it can be used to embed

weight or proof of work in the tree edges.

This approach is also useful for having private links: while the children of a node are public
in the bitcoin network, the overlay structure (e.g., the branches) is impossible to reconstruct
as the links are private (as long as the off-chain variables and/or the function used to create

the ID are private).

The link ID is generated using an external function, provided by the Metanet Flux tree
creator or the user. This function takes as input a list of parameters and generates a unique
ID. The simplest way to generate this unique ID is to concatenate the parameters and then
hash them. For example, a time-variant link ID could use as input parameters the parent

transaction ID (like the standard Metanet implementation) and the current day:

Link ID = hash(parent TxID + day)

When the day parameter changes, the link ID changes as well, and the parent node does not
retrieve that children anymore. This means that each parent node retrieves a different set

of children for every new day (or month, or hour).

Similarly, usernames or other identifiers can be included in the link creation:

Link ID = hash(parent TxID + username)

This way different users have access to different branches and nodes. Accessing a branch or
a node here means being able to recreate the link ID and therefore the edge between a
parent and a child node and, ultimately, the structure of a branch. Depending on the

username, a link might be valid for a user but not for another.

The link ID generation function can be more complicated than a simple hash, complex link
generation would increase the difficulty for an external user to retrieve a specific branch or

to associate a specific user with a specific branch. The link ID generation function must be
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known, or at least accessible, by the tree creator and the users who want to legitimately
retrieve the tree. For example, to increase the privacy, a user can provide a link ID function
and let the entity that creates the tree access it (e.g., using an APl) when it needs to create a
new child. Other users that do not know the function would not be able to reconstruct the

link even if the parameters are known.

In Figures 9A and 9B is shown a comparison between the creation and removal of a native

Metanet edge (Figure 9A) and a Metanet Flux edge (Figure 9B). In the example, the Metanet
Flux parent node is creating new children using a time-variant link ID function. For the native
Metanet, TxID_C s valid while TxID_B has been invalidated by TxID_D. For the Metanet Flux,

the validit of TxID_B and TxID_C depends on the function parameters (i.e., the day).

Both the native and Metanet Flux implementations create a static link from the parent to a
child (solid arrow, left to right). This allows a user to be able to find all the children of a

given node (they are transactions starting from the parent node Pa).

The main difference between the two approaches is that, on one hand, the native
implementation has a static link also from the child to the parent (solid arrow, right to left),
creating a static and indissoluble edge. The Flux implementation, on the other hand, creates
a dynamic link (dashed arrow), that is valid only given some off-chain variables. As
discussed, the function of this dynamic link is to define if a node is valid or not by design,

and to embed obfuscated information.

When several views need to access the same content, the content is duplicated for each
user that need to access it. This leads to a waste of resources and an unnecessary growth of
the tree. A way to prevent this, is to add an additional parameter (e.g., a group) and use it to

generate the link IDs:

Link ID = hash(parent TxID + group).

Or, more in general:
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Link ID = link_id(parent TxID, group, username, other parameters),

where link_id is any appropriate function. More complicated link ID generation functions
are also possible. These functions can be used to create links valid for multiple users, that is,
different combinations of input parameters generate the same link ID as output. This allows
to have nodes or branches active for more than user. For example, different usernames as
input can, in some circumstances, generate the same link ID and, therefore, make a node
active for more than one user. This allows to share content inside a group of users, avoiding

unnecessary duplication of the same piece of information.

Another advantageous feature that emerges from this design is the ability to obfuscate the
links: although one can always retrieve all the children of a given node, it is impossible to
reconstruct the structure and infer any other information. If with the native
implementation, all the nodes associated with a user can be clustered (even if the username
is encrypted, the hash is the same), in the Flux implementation the username is mixed with
other parameters and it is thus impossible to detect any kind of structure or infer any

correlation.

As an example, in Figure 10A, usernames are included in the nodes of a parent node. With
this native Metanet implementation an attacker can monitor the tree activity and cluster all
the nodes belonging to the same user. In contrast, In the Flux implementation shown in
Figure 10B, the links obfuscate the data that they are carrying, increasing the privacy of the

users.

Obfuscation not only applies to data embedded in the nodes (transactions), but may also be
used to hide parts of the tree, thus further increasing privacy. With a standard Metanet
tree, if one has access to a node ID, the parent(s) of that node can be found because the
TxID of the parent node is stored in the child node. Similarly, having found the parent node,
the parent of the parent node can also be found, along with any other branches of the tree.

Ultimately the entire tree can be reconstructed.
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However, with a Metanet Flux tree, if one has access to a node ID then it is not possible to
find the parent node, because only the link ID is present in the child node and not the TxID
of the parent. This means that only the children of the child node can be retrieved, and their
children, and so on. This means that one can only navigate a specific branch of a tree (from
the child node until the leaves), but one cannot detect higher levels and other branches.

This increases the privacy aspect of the tree (e.g. the data stored in parts of the tree).

In some examples, a user 702 who wants to retrieve a Metanet Flux tree may need three
pieces of information:

e the parent node ID, i.e. the public key Prode (the root ID Pt in case the user
is accessing the entire tree, or any other node ID Pnode fOr accessing a sub-
tree),

e the link ID generation function, and

o thelink ID parameters (e.g., day, username, other data).

The parent node ID is used to begin the search in the blockchain 150, while the link ID
generation function and the parameters are used to look for the connected children. The
full retrieval process, starting from a parent node Prode, is as follows:
1. Initialize a new off-chain Metanet tree structure MT used to retrieve the
tree. This can be done by any application that wants to use that structure
(e.g., a browser, a library, such as a JS library).
2. Set node Pnode as root of the tree MT.
3. Collect all the transactions Py originating from Pnode published on the
blockchain 150.
4. For each transaction Py:
a. Verify if it follows the Metanet Flux protocol (check the Metanet Flux
flag).
If not, discard the transaction and go back to point 4.
b. Verify if the link ID is valid, given the link ID generation function and
the off-chain parameters.

If not, discard the transaction and go back to point 4.
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c. Add the transaction Px the Metanet structure MT, as child of the
originating transaction Pnode.
5. For each new node Py added to the tree MT, collect all the transactions

originating from it and restart from point 4.

Some steps may be performed in a different order. Not all steps of this method are required
in all circumstances. For instance, whilst the use of a protocol flag may narrow down the
potential transactions that may form the tree, the protocol flag is not essential. E.g. each

transaction Py may be assumed to follow the protocol.

The method is illustrated schematically in Figure 11. At step S101, the user 702 initializes
new off-chain overlay tree structure (e.g. Metanet). At step $102, the user 702 obtains a
target parent node, e.g. from the tree creator 701. At step $103, the user 702 collect all
transactions originating from the target parent node. Then at step S104, the user 702 checks
that each transaction meets the requirements of the Metanet Flux protocol. At step $105,
the user 702 checks that each transaction is associated (e.g. comprises) a valid link ID. E.g.
the user 702 may have obtained or generated a set of link IDs. If one or more checks are not
met, then the transaction that fails the check(s) is discarded at S107. If all checks are met,

the transaction is added to the tree structure at step S108.

As shown in Figure 11, dynamic edges allow to select only currently valid nodes (off-chain

parameter ‘day=2’ in the example), creating lightweight tree-structures.

EXAMPLES USE CASES

Figure 12 illustrates how the described embodiments may be used to divide a website into
sections that are updated at different time intervals. For example, the structure of the
website could be published with monthly validity, and the daily news could be published
every day using a date parameter (e.g., “day/month/year”). The web site could show only
the news of the day and offer the older news in an archive section, which is created by
changing the date parameter and retrieved only from the interested readers. Similarly, web

sites could be customized offering personalized experiences to logged users. A user would
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retrieve personalized sections of the website with custom content, as shown in Figure 12.
Updates within the validity timeframe of the tree can be accomplished following the

invalidation rules of the standard Metanet protocol.

The web site tree contains a lot of information, as new data is added every day or every
hour, and logged users expect customised content. However, the information (i.e., the
nodes retrieved by a single user) is only a fraction of the entire web site tree, and it is always

lightweight and updated.

As another example, the Metanet Flux can be used to create weighted trees by adding a

weight parameter to the link ID function. A simple link ID may be created as follows:

Link ID = hash(parent TxID + weight)

This allows a user 702 to retrieve only nodes with a given weight or with a minimum weight:
if weight can be between 0 and 5 and only nodes with weight higher or equal to 4 should be
retrieved, then two link IDs are created, one using weight=4 and one using weight=5. If a
child node matches one of the two link IDs then it is retrieved, otherwise it is discarded. The
weight may be changed by using additional parameters (e.g., the day, the version number)
such that the node weight is updated when a new version of the node (e.g., a new day

begins) is published.

A weighted tree may be used for tree structures that represent a website, e.g. a blog. Higher
weights may be assigned to pages or blog posts that have e.g. more “likes”, more reviews,
more comments, etc. As another example, the tree structure may represent a water
distribution pipeline. Higher weights may be assigned to pipes in the pipeline that have a
higher throughput capacity. Thus when the tree structure is used to route water to a
destination, a route made up of pipes having higher weights may be chosen. As another
example, a tree structure may be used for navigation purposes. E.g. a user may request a
route from a starting place to a destination. Each node may represent a connection point
(e.g. a point of interest, a crossroad, a roundabout, etc.). Each edge connecting two nodes

represents a road between the connection points represented by those nodes. Higher
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weighted edges (i.e. formed by higher weighted link IDs) may represent motorways whereas
lower weighted edges may represent smaller roads, lanes, etc. When computing a route to
the destination, i.e. computing a route between two points (two nodes), roads (edges) with
higher weighs may be chosen to reach the destination faster or to improve route

computation speed.

Another application of the Metanet Flux is to create trees with proof-of-work (PoW)
embedded in the edges, that is, in order to append a new node one has to generate a link ID
that satisfies a predefined difficulty threshold (the equivalent of PoW for block generation).
PoW incentivises honesty and prevents spam. When someone publishes a tree or a branch
with a lot of PoW embedded, she/he is implicitly saying that she/he believes that the

information being published is relevant (she/he is not just spamming).

The link ID generation function can be used to generate link IDs with embedded PoW. A
service or a user willing to append a new node to a PoW metanet tree may be required to
create a link ID that satisfies the required difficulty (e.g., a link starting with a given number
of zeros). If the user fails to generate that link, the node is rejected. Alternatively, it can be
added, but then not retrieved by the services accessing the tree. Like for block creation, link
ID generation functions can enable PoW by embedding a nonce, and using it to create PoW
links:

PoW link ID = link_id(parameters, nonce)

Or similarly:

PoW link ID = link_id(old_link_id(parameters), nonce)

The PoW link ID use the same methodology of the other systems that use PoW, where the
nonce is valid if the hash produced is lower than a given threshold. Blockchain nodes 104
can offer a nonce search service in exchange of a reward. It is worth noting that if only
parameters independent from the child node being created are used (e.g., only parent TxID
and username), then once a PoW is found then it can be used to append other children to
the same node. One way to prevent this is to add a parameter specific to each single child

node, for example the ID of the transactions used as input (the UTXO being spent).
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In some embodiments, this approach can be used by content publishers to generate links
with embedded PoW. The nonces must be available for the users, so that they can

reconstruct the edges when they are retrieving the tree.

In other applications, the valid nonce may be produced by the users (or by blockchain nodes
104) as a way to express willingness or effort to create a node that should added to a given
branch. For example, in a blog, threads can require links with a predefined amount of PoW
in order to allow publication. Different threads can have different PoW requirements. A user
can publish a message (a new node) in a specific thread only if she/he is able to produce a

valid nonce along with the content and the other variables.

It is worth noting that PoW is only used when creating a new child node, when an existing
PoW tree is read no further PoW is required. The only requirement is to know the nonce

used to generate the link.

If nonce and day are both embedded in the link ID, a content producer or user (depending
on the application) has to create a new valid node every day (e.g., republish the same
content every day) and, thus, produce new PoW every day. This forces the node owner to
spend work only if the content is still relevant, leading to an automatic removal of useless or

old information.

Here, PoW is used as a requirement to publish new content in a specific tree/branch. It is
worth noting that it could also be used by the tree users as a form of filtering: one could
decide to visualize or download only the trees with high PoW embedded. Similarly, these
users can further reduce the tree size by filtering the more important/interesting branches,

or rather the ones with more PoW embedded.

In summary, the Metanet Flux is a technique to create time-variant, customizable trees. This
allows users to retrieve only the most updated and user-specific version of the tree. An
advantage of this technique is to provide fast retrieval and lightweight trees, and to create

different versions (views) of the same tree accessible by different users or groups (according
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to some off-chain parameters). Moreover, it enables the creation of weighted Metanet
trees and PoW Metanet trees. Lastly, the Metanet Flux crates obfuscated edges, hiding user
activity and other information. For example, a Metanet tree updated frequently could grow
very fast and become slow to retrieve and process, because invalid nodes must be checked
and removed by the users (e.g., user navigating a website would download a lot of outdated
information). In contrast, a Metanet Flux tree will prune invalid nodes and branches by-
design, improving the management efficiency and the user experience. As an example, given
a root and an invalid child, using the native Metanet implementation a user should retrieve
the child and then verify whether it is valid or not (e.g., checking the mempool to verify
whether the UTXO has been spend or looking for children of this child). Conversely, the Flux
implementation would simply not find any valid edge. Moreover, a user could find the exact
number of children connected to the root (even if they are invalid), but the same user would

not be able to figure out this information using the Metanet Flux.

The Metanet Flux allows the generation of time-variant trees, and allows for the generation
of different and customizable versions of the same tree, using different off-chain
parameters. In addition, the resulting tree structures are faster to retrieve and lighter than
standard Metanet trees. The tree edges are obfuscated. It also enables the creation of

weighted trees. Also, proof-of-work can be embedded in trees and branches.

CONCLUSION

Other variants or use cases of the disclosed techniques may become apparent to the person
skilled in the art once given the disclosure herein. The scope of the disclosure is not limited

by the described embodiments but only by the accompanying claims.

For instance, some embodiments above have been described in terms of a bitcoin network
106, bitcoin blockchain 150 and bitcoin nodes 104. However it will be appreciated that the

bitcoin blockchain is one particular example of a blockchain 150 and the above description

may apply generally to any blockchain. That is, the present invention is in by no way limited
to the bitcoin blockchain. More generally, any reference above to bitcoin network 106,

bitcoin blockchain 150 and bitcoin nodes 104 may be replaced with reference to a
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blockchain network 106, blockchain 150 and blockchain node 104 respectively. The
blockchain, blockchain network and/or blockchain nodes may share some or all of the
described properties of the bitcoin blockchain 150, bitcoin network 106 and bitcoin nodes

104 as described above.

In preferred embodiments of the invention, the blockchain network 106 is the bitcoin
network and bitcoin nodes 104 perform at least all of the described functions of creating,
publishing, propagating and storing blocks 151 of the blockchain 150. It is not excluded that
there may be other network entities (or network elements) that only perform one or some
but not all of these functions. That is, a network entity may perform the function of
propagating and/or storing blocks without creating and publishing blocks (recall that these

entities are not considered nodes of the preferred bitcoin network 106).

In other embodiments of the invention, the blockchain network 106 may not be the bitcoin
network. In these embodiments, it is not excluded that a node may perform at least one or
some but not all of the functions of creating, publishing, propagating and storing blocks 151
of the blockchain 150. For instance, on those other blockchain networks a “node” may be

used to refer to a network entity that is configured to create and publish blocks 151 but not

store and/or propagate those blocks 151 to other nodes.

Even more generally, any reference to the term “bitcoin node” 104 above may be replaced
with the term “network entity” or “network element”, wherein such an entity/element is
configured to perform some or all of the roles of creating, publishing, propagating and
storing blocks. The functions of such a network entity/element may be implemented in

hardware in the same way described above with reference to a blockchain node 104.

It will be appreciated that the above embodiments have been described by way of example
only. More generally there may be provided a method, apparatus or program in accordance

with any one or more of the following Statements.

Statement 1. A computer-implemented method of creating different versions of a tree

structure overlaid on a blockchain, the tree structure comprising a set of nodes and edges
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between nodes, wherein each node is a different transaction recorded on the blockchain,
wherein each edge connects from a respective child node to a respective parent node,
wherein one of the parent nodes is a root node of the tree structure, wherein each node is
associated with a respective key, wherein each child node comprises i) a respective
transaction identifier, and ii) a signature corresponding to the respective key associated
with the respective parent node, and wherein the method is performed by a tree creator
and comprises:

creating one or more target child nodes of a target parent node, each target child
node comprising a respective data payload; and

forming a respective edge between each target child node and the target parent
node by associating each of the target child nodes with a respective link identifier, wherein

the respective link identifier is based on at least one off-chain parameter.

Statement 2. The method of statement 1, wherein at least two of the target child nodes

are associated with different respective link identifiers.

Statement 3. The method of statement 1 or statement 2, wherein each of the target child

nodes are associated with a different respective link identifier.

Statement 4. The method of any preceding statement, comprising generating one, some or

each of the respective link identifiers.

Statement 5. The method of any preceding statement, comprising receiving one, some or

each of the respective link identifiers from one or more entities other than the tree creator.

Statement 6. The method of any preceding statement, wherein one, some or each of the
respective link identifiers are generated by supplying a respective set of off-chain
parameters to a respective link identifier function that is configured to generate a link

identifier based on a set of parameters.
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Statement 7. The method of statement 6, wherein one, some or each of the respective link
identifiers are generated by supplying a respective set of off-chain parameters to a same

link identifier function.

Statement 8. The method of statement 7, wherein at least two of the respective link
identifiers are generated by supplying a respective set of off-chain parameters to a different

link identifier function.

Statement 9. The method of statement 6 or any statement dependent thereon, wherein
the respective set of off-chain parameters supplied to the respective link identifier function
comprises one, some or each of the following: one or more time-related parameters,

- one or more user-specific parameters, one or more parameters specific to a group
of users, one or more weighting parameters, one or more dataset-specific parameters, and

one or more application-specific parameters.

Time-related parameters may include any one or more of, for example, time, time period,
day, month, week, year, etc. User-specific parameters include, for example, name, address,
DoB, username, email, phone number, etc. Parameters specific to a group may comprise a
group name, a group identifier, a group location, a number of users in the group, etc.
Dataset-specific parameters are parameters that relate to the subject (i.e. topic) of the data,
e.g. the subject may be cars and the parameters may include license plate number, car
make, car model, and/or car age, etc. Similarly, application-specific parameters are
parameters that relate to a particular application. E.g. the application may be a website (e.g.
a social media site), and the parameters may include the website name, the website

address, and/or a page of the website, etc.

Statement 10. The method of statement 9, wherein in addition to the respective set of off-
chain parameters, a transaction identifier of the target parent node is also supplied to the

respective link identifier function to generate the respective link identifier.
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Statement 11. The method of statement 6 or any statement dependent thereon, wherein
one or more of the respective set of parameters supplied to the link identifier function are

encrypted.

Statement 12. The method of statement 6 or any statement dependent thereon, wherein
one, some or each of the respective link identifiers are generated based on a different value

of at least one same parameter.

Statement 13. The method of statement 6 or any statement dependent thereon, wherein

the link identifier function comprises a hash function.

Statement 14. The method of any preceding statement, wherein one, some or each of the

target child nodes are associated with a respective user.

Statement 15. The method of statement 14, wherein each of the target child nodes are

associated with a different user.

Statement 16. The method of statement 14, wherein at least two of the target child nodes

are associated with a same user.

Statement 17. The method of any of statements 14 to 16 when dependent on statement 5,
wherein receiving one or more respective link identifiers from one or more different entities
comprises receiving one or more respective link identifiers from one or more respective

users.

Statement 18. The method of any of statements 14 to 17 when dependent on statement 6,
comprising receiving one or more respective link identifiers from one or more respective

users.

Statement 19. The method of any of statements 14 to 18 when dependent on statement 6,
comprising receiving one or more respective sets of parameters from one or more

respective users.



10

15

20

25

30

WO 2022/167165 58 PCT/EP2022/050155

Statement 20. The method of statement 6 or any statement dependent thereon, comprising
embedding proof-of-work into the respective edge between at least one target child node
and the parent node by generating a respective link identifier satisfying a predetermined
difficulty, wherein the respective link identifier is generated by supplying the respective set

of parameters and a nonce value to the respective link identifier function.

A link identifier may satisfy the predetermined difficulty if, for example, it comprises a

predetermined number of leading zeros.

Statement 21. The method of any preceding statement, wherein the respective data
payload of each target child node comprises or otherwise represents one of: a webpage,
a blog post, a file, media content, a user identifier, a self-sovereign identity, a component of

a supply chain, access control data.

Statement 22. The method of any preceding statement, comprising, for at least one of the
target child nodes:

creating one or more additional target child nodes; and

forming a respective edge between each target additional child node and the parent

node.

Statement 23. The method of any preceding statement, comprising:

creating one or more target child nodes of a different target parent node, each
target child node comprising a respective data payload; and

forming a respective edge between each target child node and the different target
parent node by associating each of the target child nodes with a respective link identifier,

wherein the respective link identifier is based on at least one off-chain parameter.

Statement 24. A computer-implemented method of accessing a tree structure overlaid on a
blockchain, the tree structure comprising a set of nodes and edges between nodes, wherein
each node is a different transaction recorded on the blockchain, wherein each edge

connects from a respective child node to a respective parent node, wherein one of the
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parent nodes is a root node of the tree structure, wherein each node is associated with a
respective key, wherein each child node comprises i) a respective transaction identifier, and
ii) a signature corresponding to the respective key associated with the respective parent
node, wherein a target parent node is connected to a plurality of target child nodes, each
target child node comprising a respective data payload, wherein each of the target child
nodes is associated with a respective link identifier, wherein the respective link identifier is
based on at least one off-chain parameter, and wherein the method is performed by a tree
accessor and comprises:

obtaining the target parent node;

obtaining one or more link identifiers;

identifying one or more of the target child nodes that are associated with a
respective one of the obtained one or more link identifiers; and

creating a version of the tree structure comprising one or more of the identified
target child nodes, but not those target child nodes that are not identified as being

associated with a respective one of the obtained one or more link identifiers.

Statement 25. The method of statement 24, comprising:
for one or more of the target child nodes forming the created version of the tree
structure, performing at least one of: accessing, storing and/or using the respective data

payload comprised by that target child node.

Statement 26. The method of statement 24 or statement 25, wherein said obtaining of the
target parent node comprises obtaining the respective key associated with the target parent
node, and using the respective key to identify a blockchain transaction associated with that

key.

Statement 27. The method of any of statements 24 to 26, wherein said identifying of the
one or more target child nodes comprises identifying one or more blockchain transactions

comprising a respective one of the obtained link identifiers.
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Statement 28. The method of any of statements 24 to 27, wherein at least one of the
obtained link identifiers are generated based on a respective set of off-chain parameters

sent to the tree creator.

Statement 29. The method of any of statements 24 to 28, wherein said obtaining of the one

or more link identifiers comprises generating at least one of the one or more link identifiers.

Statement 30. The method of statement 26, wherein said generating of at least one of the
one or more link identifiers comprises supplying a set of off-chain parameters to a link

identifier function.

Statement 31. The method of statement 28, wherein said generating of at least one of the
one or more link identifiers comprises supplying, to the link identifier, the set of off-chain

parameters and a nonce value.

The nonce value may be obtained from the tree creator or elsewhere, e.g. it may be

published on the internet, on the blockchain, etc.

Statement 32. The method of any of statements 24 to 31, wherein said obtaining of the one
or more link identifiers comprises receiving at least one of the one or more link identifiers

from a tree creator responsible for creating the tree structure.

Statement 33. The method of any preceding statement, wherein the tree structure is a

Metanet graph.

Statement 34. A computer system comprising:

processing apparatus comprising one or more processing units, and

memory comprising one or more memory units;

wherein the memory stores code arranged to run on the processing apparatus, the
code being configured so as when run on the processing apparatus to perform operations in

accordance with any preceding statement.
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Statement 35. A computer program embodied on computer-readable storage, the computer
program comprising code configured so as when run on one or more processing units to

perform operations in accordance with any of statements 1 to 33.

According to another aspect disclosed herein, there may be provided a method comprising

the actions of the tree creator and the tree accessor.

According to another aspect disclosed herein, there may be provided a system comprising

the computer equipment of the tree creator and the tree accessor.
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CLAIMS

1. A computer-implemented method of creating different versions of a tree structure
overlaid on a blockchain, the tree structure comprising a set of nodes and edges between
nodes, wherein each node is a different transaction recorded on the blockchain, wherein
each edge connects from a respective child node to a respective parent node, wherein one
of the parent nodes is a root node of the tree structure, wherein each node is associated
with a respective key, wherein each child node comprises i) a respective transaction
identifier, and ii) a signature corresponding to the respective key associated with the
respective parent node, and wherein the method is performed by a tree creator and
comprises:

creating one or more target child nodes of a target parent node, each target child
node comprising a respective data payload; and

forming a respective edge between each target child node and the target parent
node by associating each of the target child nodes with a respective link identifier, wherein

the respective link identifier is based on at least one off-chain parameter.

2. The method of claim 1, wherein at least two of the target child nodes are associated

with different respective link identifiers.

3. The method of claim 1 or claim 2, wherein each of the target child nodes are

associated with a different respective link identifier.

4. The method of any preceding claim, comprising generating one, some or each of the

respective link identifiers.

5. The method of any preceding claim, comprising receiving one, some or each of the

respective link identifiers from one or more entities other than the tree creator.

6. The method of any preceding claim, wherein one, some or each of the respective link

identifiers are generated by supplying a respective set of off-chain parameters to a
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respective link identifier function that is configured to generate a link identifier based on a

set of parameters.

7. The method of claim 6, wherein one, some or each of the respective link identifiers
are generated by supplying a respective set of off-chain parameters to a same link identifier

function.

8. The method of claim 7, wherein at least two of the respective link identifiers are
generated by supplying a respective set of off-chain parameters to a different link identifier

function.

9. The method of claim 6 or any claim dependent thereon, wherein the respective set
of off-chain parameters supplied to the respective link identifier function comprises one,
some or each of the following:

- one or more time-related parameters,

- one or more user-specific parameters,

- one or more parameters specific to a group of users,

- one or more weighting parameters,

- one or more dataset-specific parameters, and

- one or more application-specific parameters.

10. The method of claim 9, wherein in addition to the respective set of off-chain
parameters, a transaction identifier of the target parent node is also supplied to the

respective link identifier function to generate the respective link identifier.

11. The method of claim 6 or any claim dependent thereon, wherein one or more of the

respective set of parameters supplied to the link identifier function are encrypted.

12. The method of claim 6 or any claim dependent thereon, wherein one, some or each
of the respective link identifiers are generated based on a different value of at least one

same parameter.
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13. The method of claim 6 or any claim dependent thereon, wherein the link identifier

function comprises a hash function.

14. The method of any preceding claim, wherein one, some or each of the target child

nodes are associated with a respective user.

15. The method of claim 14, wherein each of the target child nodes are associated with a

different user.

16. The method of claim 14, wherein at least two of the target child nodes are

associated with a same user.

17. The method of any of claims 14 to 16 when dependent on claim 5, wherein receiving
one or more respective link identifiers from one or more different entities comprises

receiving one or more respective link identifiers from one or more respective users.

18. The method of any of claims 14 to 17 when dependent on claim 6, comprising

receiving one or more respective link identifiers from one or more respective users.

19. The method of any of claims 14 to 18 when dependent on claim 6, comprising

receiving one or more respective sets of parameters from one or more respective users.

20. The method of claim 6 or any claim dependent thereon, comprising embedding
proof-of-work into the respective edge between at least one target child node and the
parent node by generating a respective link identifier satisfying a predetermined difficulty,
wherein the respective link identifier is generated by supplying the respective set of

parameters and a nonce value to the respective link identifier function.

21. The method of any preceding claim, wherein the respective data payload of each
target child node comprises or otherwise represents one of:
- a webpage,

- a blog post,
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- afile,

- media content,

- a user identifier,

- a self-sovereign identity,

- a component of a supply chain,

- access control data.

22. The method of any preceding claim, comprising, for at least one of the target child
nodes:

creating one or more additional target child nodes; and

forming a respective edge between each target additional child node and the parent

node.

23. The method of any preceding claim, comprising:

creating one or more target child nodes of a different target parent node, each
target child node comprising a respective data payload; and

forming a respective edge between each target child node and the different target
parent node by associating each of the target child nodes with a respective link identifier,

wherein the respective link identifier is based on at least one off-chain parameter.

24, A computer-implemented method of accessing a tree structure overlaid on a
blockchain, the tree structure comprising a set of nodes and edges between nodes, wherein
each node is a different transaction recorded on the blockchain, wherein each edge
connects from a respective child node to a respective parent node, wherein one of the
parent nodes is a root node of the tree structure, wherein each node is associated with a
respective key, wherein each child node comprises i) a respective transaction identifier, and
ii) a signature corresponding to the respective key associated with the respective parent
node, wherein a target parent node is connected to a plurality of target child nodes, each
target child node comprising a respective data payload, wherein each of the target child
nodes is associated with a respective link identifier, wherein the respective link identifier is
based on at least one off-chain parameter, and wherein the method is performed by a tree

accessor and comprises:
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obtaining the target parent node;

obtaining one or more link identifiers;

identifying one or more of the target child nodes that are associated with a
respective one of the obtained one or more link identifiers; and

creating a version of the tree structure comprising one or more of the identified
target child nodes, but not those target child nodes that are not identified as being

associated with a respective one of the obtained one or more link identifiers.

25. The method of claim 24, comprising:
for one or more of the target child nodes forming the created version of the tree
structure, performing at least one of: accessing, storing and/or using the respective data

payload comprised by that target child node.

26. The method of claim 24 or claim 25, wherein said obtaining of the target parent
node comprises obtaining the respective key associated with the target parent node, and

using the respective key to identify a blockchain transaction associated with that key.

27. The method of any of claims 24 to 26, wherein said identifying of the one or more
target child nodes comprises identifying one or more blockchain transactions comprising a

respective one of the obtained link identifiers.

28. The method of any of claims 24 to 27, wherein at least one of the obtained link
identifiers are generated based on a respective set of off-chain parameters sent to the tree

creator.

29. The method of any of claims 24 to 28, wherein said obtaining of the one or more link

identifiers comprises generating at least one of the one or more link identifiers.

30. The method of claim 26, wherein said generating of at least one of the one or more

link identifiers comprises supplying a set of off-chain parameters to a link identifier function.
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31. The method of claim 28, wherein said generating of at least one of the one or more
link identifiers comprises supplying, to the link identifier, the set of off-chain parameters

and a nonce value.

32. The method of any of claims 24 to 31, wherein said obtaining of the one or more link
identifiers comprises receiving at least one of the one or more link identifiers from a tree

creator responsible for creating the tree structure.

33. The method of any preceding claim, wherein the tree structure is a Metanet graph.

34. A computer system comprising:

processing apparatus comprising one or more processing units, and

memory comprising one or more memory units;

wherein the memory stores code arranged to run on the processing apparatus, the
code being configured so as when run on the processing apparatus to perform operations in

accordance with any preceding claim.

35. A computer program embodied on computer-readable storage, the computer
program comprising code configured so as when run on one or more processing units to

perform operations in accordance with any of claims 1 to 33.



