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present invention relates to an advanced product security system and™t©o aw
advancedygiisngs for authentication of a security article &CTHEHPAI/HEPSRO t he
preanbl es of the independent clains. Coating conposition containing
up-converting material s, particularﬂy I ncorporated as pignents in coating
conpositions are well known and have been described for applications in
docunent security in several publications, e.g. GB 2 258 659, GB 2 258
660, M Martindill in Paint Polynmers Color Journal, 8, 1996. Lum nescent
materials can absorb certain types of energy acting upon them and
subsequently emit this absorbed energy as el ectromagnetic radiation.

Down- converting |um nescent materials absorb electromagnetic radiation at
a higher frequency (shorter mavelengt%% and re-emt it at a | ower frequency
(1 onger wavel ength). Up-conv@???ﬁﬁ TR S mat eri al s absorb

el ectromagnetic radiation at a | ower frequency and re-emt part of it at a
hi gher frequency. Lum nescent materials are used for coding and marki ng of
mass- produced goods, high value branded articles and security docunents.
In certain cases an up-converting |lum nescent is added as a bidden

" t agfRYHresehCinfentlonERBAS 2h allarced PrARlcEQRMiY%LYSRIPAM thia@Rd0indediniithéer | Nk,
whi ch i's applied to branded goods In form of Dbarcodes, conpany enblens,

| abefbsautienticativn of asecunity aticlaBswydiagito teaprgarnbles of die independentgiavmsarti cl e
in the fight against counterfeiters and product piracy. Light em ssion of

| um nescent materials arises fromexcited states in atons or nol ecul es. The
r adi @dug cHapaitioh coitfintpGip-erhveittigafiatefals pAH@ilaty Ricofjorfted @ gmchfEEnWhi ch
depend on the material and can range froma lifetime of shorter then 10-9
s t cogtingeathpdsitinns areTwiel knewm gnd haye \wWeagribed fer appliceftonsne dpeygnent seswsy on

convBrriard PR LGP RSB IR 1 hare BRI B e oaBe . g
machjoifhal ®2099yY € codes. Machine readability is a prerequisite for the

application of up-converters in mass-produced goods since it is wdely
used in the automation, autonmatic sorting processes, in control of

pr Odﬂflﬁjhgs%cﬁ)tgmgtg}iaﬁ %Qrf' alyégrlg) &ér%?}%es of energy acting upon them and subsequently emit

this absorbed energy as electromagnetic radiation. Down-converting luminescent materials absorb

electromagnetic radiation at a higher frequency (shorter wavelength) and re-emit it at a lower
frequency (longer wavelength). Up-converting luminescent materials absorb electromagnetic
radiation at a lower frequency and re-emit part of it at a higher frequency. Luminescent materials

- are used for coding and marking of mass-produced goods, high value branded articles and security
documents. In certain cases an up-converting luminescent is added as a2 hidden “taggant” to a
transparent or colored coating composition or printing ink, which is applied to branded goods in
form of barcodes, company emblems, labels, etc. This allows a subsequent recognitton of the

genuine article in the fight against counterfeiters and product piracy.

Light emission of luminescent materials arises from excited states in atoms or molecules. The
radiative decay of the excited states has a characteristic decay time which depend on the material
and can range from a lifetime of shorter then 10 s to several hours. This means that between
excitation and light emission there is a certain time span. Most of the luminescent materials or up-
converters, particularly up-converting materials, are suitable for creating machine readable codes.
Machine readability is a prerequisite for the application of up-converters in mass-produced goods

since it is widely used in the automation, automatic sorting processes, in control of production
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Machine readability is of course also used in security applications UL 2004
the purpoaseohrsounterfeit and fraud detection, the so caldgekpdiRShne
verification". Up-converting materials are of inorganic nature and consi st
essentially of a crystal lattice in &hich rare-earth ions are present as
activators and sensitizers. The excitation and em ssion characteristics of
up-converting materials are inherent characteristics of the rare earths

enpl eusds, Aliedti %mgi aphd kgélﬁ Mo, ) ng.,em ssi on _processes, are
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enviro t ,of the atom such that variations in the crystal lattice,

t her Y&l c@ﬁ?ﬂations, etc. have only a marginal influence on it.
Consequently, rare-earth ions have narrow band optical absorption and

em ssion spectra, which are to a great extent independent of the nature of
t he ©p-gonvdrting etatértads arélof irminganic natuscandtcnbiensiserantly bh e chRyd 144 & AGLkeR
wth the crystal lattice usually result in_a high saturdtion of the
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and .cunul at ed_fhere.. An electron is thus pronoted to a higher energy |evel
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| at thighesaturagem of theduminescanae celas and #bighueminesteonce quhntitdp yaddver t i ng
materials which are stable enough for being incorporated in carrier nedia
have been extensively described in literature in view of quality and

quaRaré-arl idhdamihebincs astvaiees Waes fakitively 1085363 Sl SIS 5] Ghdcvators,
excitation and detection nodes. Counterfeitérs may theretore have access
to GHFCESRIFSULEE. TRdEpeTaNts thawnergicofimol droherd photohs il smoyessiod te be wahiahitied can
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_ energy level than that corresponding to the incoming photon energy. When this electron returns
from its higher level to the ground state, a photon having about the sum of the energies of the
cumulated exciting photons is emitted. In this way it is possible to convert e. g. IR radiation into
visible light. Alkali and alkaline earth metal halides, and the halides, oxyhalides and oxysulfides of
yttrium and lanthanum and gadolinium are principaily used as the host material, while e.g. Er*,
Ho™ and Tm*" serve as activators. Additionally ytterbium (3*) and/or other jons can be present in

the crystal lattice as sensitizer to increase the quantum yield.

Up-converting materials which are stable enough for being incorporated in carrier media have been
ext;nsively described in literature in view of quality and quantity of host lattices, manufacturing
processes, rare earth activators, excitation and detection modes. Counterfeiters may therefore have
access to up-converting materials and the publiéhed technology and eventually can imitate security
markings; thus product security aspects are not longer provided. |
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described in GB 2 258 659 and GB 2 258 660 conprise security marKki Hés 200k
based onwlajmgﬁli%erti ng materials which depend on absor pti opcaiefgeased2 NOre
photons of @ sane wavel ength. This requires active ions which have energy
| evel s at al nost regular intervals, 3i.e. where at |east the distance
bet ween the ground and first excited state of the rare earth. ionis
substantial equal to the energy distance between the first and the second
exci t ' CLLL T &t gl Qx| ' nl:y in. Era+,
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i nvention to overcone the drawbacks qof the prior art. In particular it is
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mat ersubstantial aqeal ¢ therenelgyatistande Heheednthe first and thecseomuisexicited stated This

manuf act.uri ng, process of pew. and uncg n p-conyerting materials shall be
pr ovirmmm%?ﬁmmﬁmwﬁﬁ%wym E%? ek Ton e reRToseRtuSB TRAIET f Or
aut hgpt i i &bt | n | ese objects are sol ved
by tf'guéﬁgjﬁlggt&e%% ng r#%%%é%dgﬁ%% %@#ﬁ%&e‘ﬁ%‘gﬁp a!gﬁg.i nms. In particular
they are solved by an advanced product security system conprising at |east
one uyp- converting material which conprises at |east_ one activator ion

havi & 15#%%‘?18?@@%%?’@9““ Hiventon o gyercqmg e dsahacks obthe EOF 2ty mar ki ng and
at | east one authenticating equi pment. The equi prment conprises at |east
.one source of electromagnetic radiation of at |east one first presel ected
wav el pgttizubandt istn obeeatsdf thepresent amvéntion ke provideaieecand adugrived] ifeatiurdifat | on  of
at | east one second presel ected wavelength said first and said second
V\/avelpé?é{‘:ﬁs%@}"%sﬁf rent from each other and being chosen such as to
cause the up-converting material to rel ease el ectromagnetic radi ati on upon
conmbined irradiation wth at least said first and second wavel ength. Said
r el edsisc fetthert obye 9f el inventionde iroprove produsesec@dty Hulrkin@® avhich are based on up-

converting materials.

In another object of the invention a composition and manufacturing process of new and uncomrmon

up-converting materials shall be provided.

In still another object of the invention an advanced method for authentication a security article shall

be given.
These objects are solved by the characterizing features of the independent claims.

In particular they are solved by an advanced product security system comprising at least one up-
converting material which comprises at least one activator ion having discrete energy levels as at
least part of a security marking and at least one authenticating equipment. The equipment comprises
at least one source of electromagnetic radiation of at least one first preselected wavelength and at
least one second source of electromagnetic radiation of at least one second preselected wavelength
szid first and said second wavelength being different from each other and being chosen such as to
cause the up-converting material to release electromagnetic radiation upon combined irradiation

with at least said first and second wavelength. Said released electromagnetic radiation comprises
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wavel ength which is specific for the return of at | east one electron ro?"p\
an ener gywbeyelirat said activator ion to which the el ectronp¢rERZIZ0Ed by

t he conbined radiation of at |east gai d first and said second wavel engt h.
The further third wavelength is différent fromsaid first and said second
wavel ength. The term "product security systent stands for the conbination
of a conmpound containing inherent properties and a correspondi ng

aut hematliation oy legtiopnfantheothinrderalictepgthewbich ingpedHio o€ thitetilin b aiABAst oné O
nmeasure and/or anal yze and/or. quantify said inherent properties by an
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with at T'east one activator 1on having diScrete energy |levels as a securi

ty marki ng and which releases radiation upon conbined excitation with

radi ation of at /| east two wavel engths different fromeach other. The
secur The furthendfiig Wexslepgshits Eiiepi domsaid fest apd aid goendpimilongth. | n
particular in formof a printing ink, and applied as a layer to the
security article. In another enbodi ment the security marking is

i ncorTiwrtatme tprodudtisecurity eystarh” stands fot thel dognbimgiones iy dompoahd icéﬁtﬁiniﬁ% fherefit t he
paper form ng the bank note. The security marling can al so be applied

or / arRIOPsTESY P afostespandigraithenticating sauipmhwat og readingidetecting) dsyics which ispble
adva ‘?ﬁjea@%r'é ' LhipRed h [ f. praduct
secup?ty. héﬁ@gﬁéﬁlﬁ%ﬁﬁgﬁ? gp%%f?\églﬁvertl n %ﬁ?ﬁ%’f%?@%éﬂi%ﬁgw rKi ng

i s nahedhanigairdevicei t ed to those materials which have energy |evels at
al nost regul ar equal -spaced intervals but enable according to the

I nvention any arbitrary rare-earth activator in to be used, as long as it
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i ons with aideast anoactivatoe ianohayindisdrete eosngaielels ashsecaritymadkimparndwhiehui prent
conprises t or ‘nore sourges of.electr net.i c. radi ati on ereln the
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secogomerdicsthar ts radiation of the second presel ected wavel engt h.

Furt her sources can emt radiation of further 09 JUL 2004

The security marking can be incorporated in a coating composition, in particular in form of a
printing ink, and applied as a layer to the security article. In another embodiment the security
marking is incorporated in the material constituting the security article, e.g. in the paper forming the

_ bank note. The security marking can also be applied or/and incorporatedlin other security marking
such as hologramms.

The advanced system of the present invention eniarges the capacity of product security. The
application of up-converting materials for security marking is not longer limited to those materials
which have energy levels at almost regular equal-spaced intervals but enable according to the
invention any arbitrary rare-earth activator in to be used, as long as it has sufficiently long-lived
intermediate excited state and a host matrix stable to the environment of application. Thus the
group of rare earth ions as activators are considerably expanded.

The authentication equipment comprises two or more sources of electromagnetic radiation, wherein
the first source emits radiation of the first preselected wavelength and the second source emits
radiation of the second preselected wavelength. Further sources can emit radiation of further
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material where a first energy gap between ground and a first excited state
of the activator ionis different f5roma second energy gap between said
first and a second excited state, the radiation of said first wavel ength,
correspondi ng according to Planck's law AE = by to said first energy gap,
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states canf%lhus. er r e(dS @Sﬁecoo r@tvi e xr(r:li tt ticon flrgm at |l east two
specERSEY 9 GsFfd&Pn Rt LB ap githe Spcond wave B3t G raPahie LROmSR it i on
the glebhen)tWaeH the gleetibn BBk fiofn the sécvhl®r @hy highlet SHARY i endrd§ to hidp Qhtedbwer

| asers can emt radiation of the preselected wavel engths in a continuous
node in energy, elsewpapgneticapdiainmeampnsing the specifieibizd pradetermised wavelepgik ied node
with es having a peak power sufficient to induce a detectable em ssion
of sdld up-converting nmaterial. Preferably the | aser has a

In another embodiment the electron is promoted from the ground state to the first excited state, by
radiation of the first preselected wavelength, subsequently it falls back to an “intermediate” state
less in energy than the first excited state but not identical in energy to the ground state and is
promoted thereafter from that “intermediate” state to the second excited state by a second
preselected wavelength. The excitation to the second or higher excited &ates can thus be regarded
as a cooperative excitation from at least two spectrally defined light sources.

In the context of the present invention the authenticating equipment is portable or stationary. The
laser or lasers can emit radiation of the preselected wavelengths in a continuous mode. In 2’
preferred embodiment the laser emits radiation in a pulsed mode with pulses having a peak power
sufficient to induce a detectable emission of said up-converting material. Preferably the laser has a
peak power equal or more than 1 W and even more preferably of about 10 W. Particularly in case
the equipment is portable, the pulse repetition frequency and the width of the laser pulses are



peak power equal or nore than 1 Wand even nore preferably of about 10 \0/
Particularly in case the equipnent is portable, the pulse repetiti onl 3 JUL 2004
frequencyoaigzifse Wi dth of the laser pulses are WO 01/ 5217pc®/E¥90/d3ds2 2004
PCT/ EPOQO 13062 selected in a way tgéa}t t he nean power of the laser is
sufficiently small so as not to produce eye hazard. Preferably the |aser
mean power is equal or less than 5 nWand nore preferably equal or |ess

than I nmWand even nore preferably equal or less than 0.5 nW To conply
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material or for producing a paral beam of on 1 can
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be cou d a conputer .or mcrocqontroller chip which eval yates and
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Sec Qo] PRErSIyl 1Meeh@NakeP cIABY1 BGhpdtpi&act |y at the same time or can be -

delayed in tine"with respect to each other. Delay tine nust be chosen
within the range of the lifetinmes of the corresponding exited states. In

t he gont ext ..of .t he pres l nvention "el ect.roma t.c radiation" .
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most of the emtted radiation is radiation wth wavel engths in the range of
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radi at i " The f P Lation of the specifi redet er m ned
i 1 Aeiibes on pffbcobNE R R varigtel e Proiost e SifianyBdt “het veen 150
nmto 2500 nm In a preferred enbodi ment of the invention the further

emtted radiati QH_I of the stﬁéa'ci fic predeterm ned third wavel ength which
ser VB yigdiation with at least the first and second preselected wavelength may occur exactly at the

same time or can be delayed in time with respect to each other. Delay time must be chosen within
the range of the lifetimes of the corresponding exited states.

In the context of the present invention “electromagnetic radiation™ encompasses radiation (for both
excitation and emission) of wavelengths in the range of 1 NM to 1 mm. However, most of the

excitation radiation and most of the emitted radiation is radiation with wavelengths in the range of
100 nm to 10 um thus encompassing invisible UV - and IR - electromagnetic radiation.

The further emitted radiation of the specific predetermined third wavelength which serves for
detection is in a range of between 150 nm to 25 00nm.Ina preferred embodiment of the invention
the further emitted radiation of the specific predetermined third wavelength which serves for
detection is visible to the naked human eye and is in range of between 400 nm to 600 nm.

Alternatively the predetermined third wavelength is detectable by a silicon detector.
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I n anot her enbodi ment of the presentyinvention the specific third

wavel ength which serves for detection is invisible to the naked human eye
and is conprised preferably in the range of between 180 nmto 400 nm In
still another_ enbodi nent of the present invention the enmitted radiation of
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readabl e. The sensitivity of the eye is about 1 ImnR for the color
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be detected to single excitation pulses of both wavel engths. This is
possi bl e because_conmonl y,avail abl e el ectronic detection devices are_fast
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detected to single excitation pulses of both wavelengths. This is possible because commonly

available electronic detection devices are fast enough to recognize the emission of radiation having
the specific wavelength even if they are pulsed in the microsecond time scale and below. The
human eyes “inertia” impedes a visual detection of events which are faster than a 1/10 of a second.
An optoelectrdnic detection device can thus be engineered such as to operate in an entirely masked
manner, even with conventional up-converting materials which per se would have a good visible -
response. Masked detection increases the security potential of method according to the present

invention.

Up-converting materials with rare-earth activator ions having approximately regularly spaced
energy intervals between ground state and the first few excited states are already well known for
security applications. In addition to those, the present invention emphasizes the use of rare-earth
activator ions having irregularly spaced energy intervals between their different states for up-
converting phosphors of another kind, which are useful for security applications.
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Preferably the glass ceramics crystalline phase is a luminescent material. This is of particular
interest and value for luminescent materials, which are not stable in an ordinary environment, and
which can in this way be protected from the adverse influence of oxygen, humidity, etc. The glass
matrix protects the crystals from dissolution in an adverse environment, and permits incorporation
into a coating composition or the like. New types of luminescent materials are thus amenable to

printing applications by this method.

Many photophysically interesting luminescent host materials are e.g. water soluble to a certain or a
large extent, like the fluorides, chlorides or bromides of the lanthanide elements. The solubility is
due to the rather weak electrostatic crystal lattice forces tied to mono-negative anions. The same
materials show, due to the same reason and/or to the presence of heavy ions, only low-frequency
vibrational modes (phonon modes) of their crystai lattices. That the absence of high-frequency
vibrational modes results in largely increased excited state life times and luminescence quantum
yields. The reason for this is that the probability of vibrational desexcitation of an electronically

excited activator ion is low if the energy gap to the next lower lying electronic level is much larger
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to the 3F4l evel by exciting crystal
be preferably and rapidly dissipated to the crystal lattice, w1thout emisston of electromagnetic

radiation (radiationless transition). In a host lattice with much lower phonon energy, the same
transition will preferably radiate. In intermediate cases, both processes, radiating, and radiationless

desactivation, will compete with each other.

In the Pr** ion, the 'Gq level of Pr is only 3000 cm™ above the °F; level. In an oxide matrix, such
as a praseodymium glass, onl-y few Si-O vibration phonons (1100 cm™) are required to bridge this
gap. Thus any excited electron in the 'G, level will rapidly return to the °F, level by exciting crystal
lattice phonons, and no electromagnetic radiation of the corresponding wavelength is produced. In a
Pr’* doped LaF; matrix, the phonon energy is 350 cm™, and the 'Gy to *F, transition of the Pr’* ion
occurs radiatively. Additionally, the live time of the 'Gq state is strongly increased.

Since phonon energies are controlled by the bond strengths and the masses of the jons forming the
crystal lattice, heavy elements with weak bonding will provide the lowest phonon energy materials.
The heavy metal fluoride glasses such as e.g. ZBLAN (53ZrF4-20BaF;4LaF;-3AlF; -20NaF) have
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being related with the dinension Iimtations. of the crystals is the
protection_of the crystals by the glass matrix. Those host crystals '
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I nfl uences and bei ng neither physically or chemcally resistant towards
organic resins, solvents, humdity, etc. can effectively be protected by a
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poor stability towards environmental influences and being neither physically or chemically resistant

towards organic resins, solvents, humidity, etc. can effectively be protected by a glass-matrix
having such chemical and physical resistance. Even grmdmg the glass ceramics to the desired
particle size does surprisingly not adversely affect the up-converting properties of the glass
ceramics, The crystals remain sufficiently protected by the glass matrix when the crystal is
sufficiently small.

In a preferred embodiment at least one crystal embedded in the glass matrix comprises an active

ton.

In the context of the present invention the active and/or sensitizer ions being present in at least one

of the crystals in the glass matrix are rare earth ions having an appropriate electronic structure,

particularly suitable are rare earth ions selected from the group consisting of Pr**, Nd**, Sm>, Eu**,
T, Dy*", Ho™, Er’*, Tm** and Yb*".
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Preferably the crystal phase in the oxyfluorides comprises LaF3. LaF3-glass ceramics can be
achieved by heat treating tempering Al;O; rich NAS glass saturated with LaF;. The solubility of
LaF3; is determined by the Al,O; in the glass. LaF; levels far below the solubility Limit results in
stable glasses that do not form glass ceramics when heat treated. Therefore the content of LaF; in
the glass has to be within + 15 %, preferably 10 % of the solubility limit of LaF;. In case the alkali
content is replaced by alkaline-earth coinpositions the solubility of LaF; is raised. Therefore the
amount of LaF; should be increased. LaF; glass ceramics shows a chemical resistance which 1s in

many aspects better than glass ceramics used before, e.g. ZBLAN glass ceramics.

The LaF; cryStal phase allows the partition of any rare earth. Therefore a huge vartety of up- and
down converting luminescent materials with very unusual electronic structures can be provided by
substitution of part or all of the La* by other rare earth ions, which are responsive to excitation
radiation not commonly used in established document and product security phosphors. Thus, the

use of glass ceramic luminescent materials in combination with two- or multi- photon excitation
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The tempered glass ceramic can be ground to pigment. Optiﬁ:tal particle size for most printing
applications is in the order of 3 to 10 pm. After incorporating such transparent oxyfluoride glass
ceramic particles into a transparent coating or ink vehicle, an invisible product coding can be
applied to a substrate. Since the oxyfluoride glass ceramic pigments can be designed with emission
properties which do not respond to the excitation radiation of commonly used wavelengths it

becomes very difficult for a potential counterfeiter to localize and identify the marking or to retro-
engineer the pigment.

Further part of the present invention is an advanced method for authentication of a security article,

said method comprises the steps of

a) selection of at least one up-converting material having an electronic structure comprising

discrete energy levels;
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same as th&vélrst and/or the :

¢) recording the emission spectrum resulting from the decay said excited states of said up-
converting matertal; . '

f) analyzing said emission spectrum for the presence of at least one wavelength which is
specific for the decay of at least one electron from at least said third or higher energy level.

Whereas the first and the second preselected wavelength have to be selected such that they are
different from each other, the further wavelengths can either be the same as the first and/or the

second wavelength or can be different at all.
An alternative method for authentication of a security article, said method comprises the steps of:

a) selection of at least one up-converting material having an electronic structure comprising
discrete energy levels;

b) selection of at least one source of electromagnetic radiation emitting a beam of wavelengths
over a preselected frequency range comprising at least one first wavelength capable of
promoting at least one electron in the up~-converting material selected in step a) from a first
energy level to at least one second energy level higher in energy than said first level, and at

least one second wavelength capable to promote said electron from the second energy level
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met hod radiation is emtted fromthe up-converting material, 100. However
the detection node relies not on neasuring the emtted radi ati on but on

oot E picttod AR BHBR M ET FBEBE LR cbfyertitl Brakal oo N RT tecdpoction | oo
st at gnddevelis ric? of RéauiORe enfted thamtibe¥el on m@as‘%ﬁng'th@iﬂssgﬂﬁ%hicﬁﬁm%}igﬁg for

aut hentication of a security article, said nethod Conprisés the steps of:

a) sdibsempitieg lines prsphseryebat wanelragths sorraspoading| to spedtral tramsitidnsdtom populated
stru IR L SGI. | evel s; b) selecting at | east one
sour%;eﬁag)e? %ﬁg{&?oégﬁw@gﬁéﬁxﬁgﬁgéﬁﬁ tting at |east at one first

wavel ength with intensity capable of pronoting a significant part of said

materjal into a first .. ) ; ,
A still alternative method for authentication of a security article, said method comprises the steps

of:

a) selecting at least one [uminescent material having an electronic structure comprising discrete
energy levels;

b) selecting at least one source of electromagnetic radiaﬁon emitting at least at one first
wavelength with intensity capable of promoting a significant part of said material into a first
or a higher excited state, and at least at one second wavelength substantially different from
said first wavelength, corresponding to a spectral absorption of said material in said first or
higher excited state;

¢) exposing said material selected in step a) to said source of electromagnetic radiation defined
in step b); |

d) _recording the light absorption of said material at said second wavelength;

e) analyzing the recorded light absorption of step d) for presence or absence of said material.

In all ;ncthods for authentication of a security article the up-converting material in step a, is at least
part of the security marking applied and/or incorporated in the security article.

Part of the present invention further is a security marking providing an electromagnetic emission of




or a higher excited state, and at |east at one second wavel ength 09 JUL 2004

substantially different from said first wavel ength, corresponding to a

spect r al wahmseptsi on of said material in said first or higR ’Eé’il?,’%coé%j

state; c) exposing said material sel get ed in step a) to said source of

el ectromagnetic radi ati on defined i nl step b); d) recording the Iight

absorption of said material at said second wavel ength; e) anal yzing the

recorded |ight absorption of step d) for presence or absence of said

mat e i cettainl waveldngthedstaomighdnticating featuré, caidi etlmtrotnagnsténmﬂssiyn detriggireduded as’

up-converti material in ste | s, at. | east art, o e securi mar ki ng
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i nve ng an el ectronmagnetic

em ss%?égﬁ-gg E%%d&%%hg%‘gﬂﬁ%é%tlﬂ%ﬁg&élﬂg%PU/ E%%‘;O’ 13062 a certain wavel ength

as a authenticating feature, said el ectromagnetic em ssion being produced
em SS|on fro an nti-stokes, mat.erial .as a resu of -excitation of said

ot i T8 GREEeT eEtBRIat F SeaRg R OGS PRE Of ANIBATSIS at | east {wo

di fferent vvavel engt hs. In a further enbodi nent the security marking is part

of a security article. The invention will further be explained with

r ef erRhedevdntiot wdll durdtwir bg sxplEingd mdthirefdrenes tatheadrewirtgsc representati on of a

product security system enbodying an up- converting material and a

aut henti cati ng equi prment conprising two sources of el ectronagnetic

radi %g&e 1308w ag@ﬁe%?aftlbrfgpréféﬁta@i%n o?'a%é&c?se%ﬁﬂtﬁ@sy%te’i&&ﬁﬁ@dﬁﬁ Lgpesent at ion

of the energy levels and optical transitions in dp- converti ng naterial s

r epr esevirtingmajerial and authénticatitg equpineyt copwrisvhgdmer sgyrcesoftlectromagmeblbe f or

'singl e, wavel th ex tatlon (state of the art) and b) a material with

ener ¢34 té%ﬁ"@e% tEﬁ“I“ﬁ@F “distance requiring nmulti-wavel ength, at |east

two wavel engt h exci tatlon Figure 1 shows a authenticating equi prrent I

which is part of the product security systemof the  present invention. Two
| aseFigiiredshows anchemalinirenresontationwd Hrecensteydayels and opticgl HapBHORRINIURY t WO

opt | SRRVerEE e peientld ahd o il Wit ity JEER endfPleveh bERICRPSinele
mar KiwirelengSraxcitationd stafe oXahy et} drdith)arhatetisl withl Beergy levels of different distance

requiring multi-wavelength, at least two wavelength excitation.

Figure 1 shows a authenticating equipment 1 which is part of the product security system of the
present invention. Two laser diodes 2 and 3 which are capablc of emitting radiation having two
different wavelength A, and A3 are provided. Their light is led to an optical system 4 by two
dichroic mirrors, 5 and 6 and then focused on a marking 7 comprising up-converting material. The
marking 7 is applied to the surface of a product 7a. The response signal of the marking 7 is focused
by the same optical system 4 and passing the dichroic mirrors 5 and 6 directed through a filter 10 to -
a photodetector 8. This embodiment with two excitation sources allows efficiently to obtain up-
conversion signals from anti-Stokes materials which do not have equally spaced energy levels in its
electronic structure. A micro controller circuit 9 is connected to a power supply 12 and activates the
puise lasers 2 and 3 with an appropriate excitation timing sequence. The controller circuit 9 also
receives the output from the photodetector 8 to evaluate the up-converting response signal. The
purpose of the filter 10 is to select the appropriate wavelength of the response signal. A display 11

may be provided for indicating the result of the authentication operation.




marking 7 is applied to the surface of a product 7a. The response signal of
the marking 7 is focused by the sane optical system 4 and passing{}@gULzma
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8. This enbodiment with two excitation sources allows efficiently to obtain
up- conversion signals fromanti-Stokts materials which do not have equal |y
spaced energy levels inits electronic structure. A mcro controller
circuit 9 is connected to a power supply 12 and activates the pulse |asers
2 and Fagute 2 Bhaws subehapicaidy Bvexlettic erttgy leWelNSuaSonORNERh ald b Mbehid ffe
circuit 9 also  receives the output fromthe photodetector 8 to evaluate
the uSacdifrdiased ppreryssiagmetenialy . The purpose of the filter 10 is to

sel ect the appropriate wavel ength of the response signal. A display 11 may
be provided for indicating the result of the authentication operation. WO
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550 ngresaighofdisi0. nokwgvelzbgthhows t he energy | evel schene of an

up-converting material with unequally spaced energy levels as they are
conprised in the marking 7 of Fig. 1. Such materials require two- or nulti-
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first diagemehalthetwo-step up-converting mechanism of Pr'* ion in an oxyfluoride glass ceramic
composite are shown. The luminescent host matrix is LaFg':Pr, the crystalline component of the

glass ceramic in question. Irradiation of the material with IR radiation of a first preselected
wavelength (1014 nm) promotes part of the Pr'” jons from the *H, ground state into the 'Gy excited
state. From this latter, no further excited state can be reached with 1014 nm radiation. Additional
irradiation of the material with a secbnd, shorter wavelength (850 nm), however, promotes some of
the excited Pr** jons from the Gy state to the higher excited P, state. The *P; excited state
subsequently decays in a non-radiative way to the *P, state, which, in turn, decays to the *Hj state
under emission of visible 530 nm radiation. The *H; state then reverts to the > H, ground state in a
non-radiative way.,

When the lasers are operated in puised mode, the puised excitation of the up-converting material
has to occur in appropriate coincidence in space and time, in order to guarantee the success of the

second excitation, which must occur during the life-time of the first excited state population. The

sarne holds in cases when even higher excited states have to be reached using irradiation at further




wavel ength (1014 nm pronotes part of the Pr3+ ions fromthe 3H4 ground

state into the 14 excited state. Fromthis latter, no further exci t édd JUL 2004
state caWowe/stached with 1014 umradiation. Additional i PFAGEIPIAR of the
material with a second, shorter vvav%ength (850 rin, however, pronotes

some of the excited Pr3+ ions fromthe 14 state to the higher excited 3P2
state. The 3P2 excited state subsequently decays in a non-radiative way to
the 3Po state, which, in turn, decays to the 3H5 state wunder em ssion of
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undergo determ nate internal energy transfer processes, which result in
the popul ation of a desired excited state. As such internal energy
transfer processes are specific to every material, two or multi- wavel ength
pul se excitation with appropriate tine delays offers a way to design and
identify even nore specifically identifiable | um nescent nmaterials. 09 JUL
2004 Wp01/52175 18 d ai ns PCT/ EPOQ 13062 1. Advanced product security
system conprising - at |east one up-converting material which conprises at

| east one activator ion having discrete energy levels as at |east part of a
security marking and one authenticating equi pnent '




characterized in that the authenticating equi pnment conprises at | east cgnﬁ“_
source of electromagnetic radiation of at |east one first presel ect eg 2004
wavel engtwoanezias | east one second source of el ectronmagnetRQI/ER@VIA0620n of

at | east one second presel ected wavel ength, said first and second

wavel engt hs being different from eack® other and bei ng chosen such as to
cause the up-converting material to rel ease el ectromagnetic radi ati on upon
conbined irradiation with at least said first and second wavel engt h and

sai d Qlaimsased el ectromagnetic radiation contains radiation of at |east one
further third wavel ength being specific for the return of at |east one

el ectron froman energy |level of said activator ion to which at |east said

el ectyr Oﬂdjvﬁlcg?fg}&ﬁgt &)éuﬁgesggtg{;ﬁéﬁgg’swggl ation of at least said first and
at | east sal econd waveél ength. 2. duct security systemaccording to
claim1 chastdeistone ep-convertidg matkidl Whichicomipéisesa d6tdt 6 icEi®atoPion having

el ectromagnetic radi ation conprise one laser. 3. Product security system

accordi ng t SiSeels sResydRyslnas alraskpart f 2 prewriamarkingiand i s operable in a

pul sed mde ;Ao b Redbs 9‘@'51%10" bty systemaccording to one of the clains | to
3 characteri zeoF Int atgs | aut henti cati ng equi pnment conprises at | east

one opt oel echaracterizetbindhatithgauthatiticating equipraetContpeidey itllyasb¥ss irassor di ng
to one of thﬁcclairns 1 t§i§4’ characterized in _that the authenticating
equi pnent  f GlecHemagraiisradiadon ot 3t dsast enetishpresqlented)warelengily andiaf lsastiose usi ng

the laser Rgamy . [ ng- ' . duct ;security system
accordi ng tg one%g l%'? hgag@%&\fﬁ% (&)A@&gﬁ?rf:ai!eg# Ozng:d's elg)é]n%tq{géel?ﬁi%&?vﬁﬁiﬁgﬁ’
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P
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characterized in that said further third wavel engt n a range o
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2500 which at least said electron is excited by the combined radiation of at least said first and

at least said second wavelength.

2. Product security system according to claim 1 characterized in that said first and second source

of electromagnetic radiation comprise one laser.

3. Product security system according to claim 2 characterized in that said laser is operable in a

pulsed mode.

4. Product security system according to one of the claims 1 to 3 characterized in that said

authenticating equipment comprises at least one optoelectronic detecting device.

5. Product security system according to one of the claims 1 to 4, characterized in that the
authenticating equipment further comprises optical elements for directing and/or focusing the

laser beam onto the up-converting material.

6. Product security system according to one of the claims 1 to 5 characterized in that the further
third wavelength is in a range of between 150 nm to 3000 nom.




nm 10. Product security systemaccording to the clains | to 9
characterized in that the up-converting material is machine readabl .9 10l 004
Product WEMSEI? system according to one of the clains 1 t8&CTEFF00/13062
characterized in that the up convejging material conprises at |east one
crystalline conponent selected fromthe group consisting of pure or m xed

al kali and al kali ne-earth | ant hani de halides, pure or m xed oxyhalides of
yttrium |anthanum and gadol i ni um and oxysul fides of yttrium |anthanum and
gadol i nium as host matrix, having optionally incorporated rare-earth ions

Sy st P SERE Sl bl SLrdfg KA AR 0h Shar e SRBE NN RETARAN g

mat er i d$ inCOMAge SElsetgbassOTanatw T marti cl es. 13. Product security system
according to one of the clainms 1 to 12 characterized in that the up-
converting material is a pignment having a particle size in the range of
bet wge . " : : m
and Syanoakt U, ) aRORL R R aiint bl An that ol B ol
syst emigficoradpanof batwedrnl 30 it todBGant. eri zed in that said crystalline
conmponent of said glass ceram c conposite material has a phonon energy not
exceeding 580 cm 1, preferably not exceeding 400 cm 1 and even nore

pr ef gr | ! y . :
por) Eratydsbeb it SRk eRin Nl ittt i B wavelepeth
12 or ZIdircdwangebfbétweeh 700 trhad 270@nyl peferabip imarmge@ibesydea IR0 @im &l 2309
substantially transparent to el ectromagnetic radiation in the range of
bet weed%00 to 750 nm 16. Product security system according to one of the
iclaims 12 to 15 characterized in that the crystalline conmponent of said
gl ass ceram c material has average di nensions equal or smaller an 50 nm
pr ef 80.dtrbduce sgeatitiosystemahdcording tonthd Glamms 1 td 9 chitactdneed mehatrthe yp-systerting
accordiﬂrllzrqt tﬁ‘one af tfgﬁ c[I aims 12 to 16 characterized in that said

enial is machine readable.

(S

11. Product security system according to one of the claims 1 to 10 characterized in that the up
converting material comprises at least one crystalline component selected from the group
consisting of pure or mixed alkali and alkaline-earth lanthanide halides, pure or mixed
oxyhalides of yttrium, lanthanum and gadolinium and oxysulfides of yttrium, lanthanum and
gadolinium as host matrix, having optionally incorporated rare-earth ions as activators and

further optionally sensitizers.

12. Product security system according to claim 1 to 11, characterized in that said up-converting .

material comprises glass ceramics particles.

13. Product security system according to one of the claims 1 to 12 characterized in that the up-
converting material is a pigment having a particle size in the range of between 0.1 pum to 50 pm
preferably in the range of between 1 pm to 20 ym and even more preferably of between 3 um
to 10 ym.

14. Product security system according to claim 12 characterized in that said crystalline component
of said glass ceramic composite material has 2 phonon energy not exceeding 580 cm™,

preferably not exceeding 400 cm™ and even more preferably not excécding 350 nm.




crystalline conponent of said glass ceram c conposite material conprises at

| east one active ion for providing | ong wave to short wave |ight 09 JUL 2004
converti pqrRparties. 18. Product security system accordi recwvepoonassaef t he
clainms 17 characterized in that said,active ion and optionally said
sensitizer is arare-earth ion, pref% ably selected fromthe group
consisting of Pr3+, Nd3+, Sn8+, Eu3+, Tb3+, Dy3+, Ho3+, Er3+, Tm+ and
Yb3+. 19. Product security systemaccording to one of the clains 12 to 18
characterized in that the glass ceramcs is an oxyfluoride gl ass ceram cs.
20. Pro%uct security system according to claim19 characterized in that the

cr ystlar Profuctssrydhyesisteny accopling foene ofdheplims bhpobt charpsterizedan thap therglasss

LaF3. Zdam . : ' 0 of the clains_ 19 or 20
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mat er i abf bawstrs4000p BOaent i al |y of Na20 Al 2Q3' Si 2. 22. Advanced net hod

for authentication of a security article, preferably with a product
security systemaccording to the clains | to 21, said nethod conprises the

step Prai ot f : t S i mat erial, .havi an

el ectSl r6('c))n| C gttss‘réhct Ersggtg%rr%cr% .E’%‘i.“?%‘% %%@rtg{)% enefig%) @%h@féc; c%edéréﬁ@t{hl on of
means f orystattinetcongpoatmstaifsaidagas icerantia diaériad hadivedigd digfhsibReedual &t smaller
presel ected . wavel ngth and at | east one second presel ected wavel ength and

opt i onal33 S9mmy BiE ¥ capalagemalles han 40 pux. 21 PCT/ EP00/ 13062 wavel engt hs
wherein at least said first and said second wavel ength are different from
each other; c) exposing said up-converting material selected in step a) to
r adi dt7i Brodoét saturityaystemadcdofdingsto cnedf tisndldinseldad Gurtaseteized th thavelieéngt h '
defined in step b) whereas. the first. wavel ength pronotes at |east one.
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bei ng hf&*ﬁdvidih?l&i?ﬁ%efo%ﬂrtsv?&v% ]Iéh'iﬁ&m’eﬁ‘ﬁfég%mﬁée}gg ai d second wavel engt h

pronotes said electron fromthe second ener to at |l east one third
energy level, said third energy |evel being higher in energy than said

seco ner | evel : d) optionally exposing sajd up-converting material to
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and optionally said sensitizer is a rare-earth ion, preferably selected from the group consisting of
P, Nd™*, Sm*, Eu*, Tb¥, Dy**, Ho™', B/, Tm*" and Yb**.

19. Product security system according to one of the claims 12 to 18 characterized in that the glass

ceramics is an oxyfluoride glass ceramics.

20. Product security system according to claim 19 characterized in that the crystalline component of

the glass ceramic composite material comprises LaFs.

21. Product security system according to one of the claims 19 or 20 characterized in that the glass
matrix of said glass ceramic composite material consisting essentially of Na;O'ALO5Si0,.

22. Advanced method for authentication of a security article, preferably with a product security
system according to the claims 1 to 21, said method comprises the steps of:
a) selection of at least one up-converting material having an electronic structure comprising
discrete energy levels;

b) selection of means for emitting electromagnetic radiation of at least one first preselected

wavelength and at least one second preselected wavelength and optionally of other




wavel ength which pronmptes the electron to energy |evels higher in endgr YL 004
than said third l|evel; e) recording the em ssion spectrumresulting from

t he decawosavisgi7excited states of said up- converting mater PERFEPOY1HAA| yzi ng
said em ssion spectrumfor the presenjce of at |east one wavel ength which is
specific for the decay of at | east e electron fromat |least said third or
hi gher energy level. 23. Advanced nethod for authentication of a security
article, said nethod conprises the steps of: a) selection of at |east one
up- conver wianglemgthe mihatein htleastgaid first andtsemlsecomst waedlength endifferehnfyomdiashr et e
energy levels; b) selection of at |east one source of electronmagnetic

radi ati on8ff-tti ng a beam of wavel engths over a presel ected frequency
range bl fol m{.ﬂﬁ margt o\ F
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exposi ng sedodd epergyrieal to aifjezsh bre thald enetgycieed, said stislenajgywievd] bemigchiplearin of
wavel engt hs defined,in sé%? 81 d])a measuring the absorption spectrum of

sai d up- cGRRF&Y ajflscppd ehergy lexgh v 2ing said absorption spectrum for
conpl et 1y epasiap shidlupalaéiihh pihr@ial 6 SaELiSRd! PaliiatiRVeH 28 Mk bl Hurth&l NO
the first veléngth, particularly of said second wavel ength. WO 01/5217/5
22 09 JULw2eekngthGIHiEPpiym@esthe 2lectron e erergy havelsddghenin energrethian saitithind of
isecurity Zévt jcle, said nmethod conprises the steps of a) selecting at |east
one |um n&€ent material having an el ectronic structure conprising

di scretq engidiig RV&@hissioR ek ilfind Frohe Mt ldeBResa3 @b id ShateloF Shi@iprINEt i C
radiation emtting at |east at one first wavelength with intensity capable
of pronot coryesting materiabant part of said material into a first

f) analyzing said emission spectrum for the presence of at least one wavelength which is

specific for the decay of at least one electron from at least said third or higher energy level.

23. Advanced method for authentication of a security article, said method comprises the steps of:
a) selection of at least one up-converting material, having an electronic structure comprising
discrete energy levels; | |

b) selection of at least one source of eleciromagnetic radiation emitting a beam of wavelengths
over a preselected frequency range comprising at least one first wavelength capable of
pmmoting. at least one electron in the up<converting material selected in step a) from a first
energy level to at least one second energy level higher in energy than said first level, and at
least one second wavelength capable to promote said electron from the second energy level
to at least one a third energy level being higher in energy than said second energy level;
whereas said first and said second wavelength are different from each other;

) exposing said up-converting material selected in step a) with said beam of wavelengths
defined in step b);

d) measuring the absorption spectrum of said up-converting material;

- €) analyzing said absorption spectrum for complete and/or substantial absorption of preselected

wavelength not being the first wavelength, particularly of said second wavelength.
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higher excited state;

¢) exposing said material selected in step a) to said source of electromagnetic radiation defined
in step b);

d) recording the light absorption of said material at said second wavelength;

€) analyzing the recorded light absorption of step d) for presence or absence of said material,

25. Security marking providing an electromagnetic emission of a certain wavelength as a
authenticating feature, said electromagnetic emission being produced as emission from an anti-

stokes material as a result of excitation of said anti-stokes material by electromagnetic radiation
of at least two different wavelengths, '

26. Article having a security marking providing an cleciromagnetic emission of a certain
wavelength as an authenticating feature said electromagnetic emission being produced as
emission from an anti-stokes material as a result of excitation of said anti-stokes material by

" electromagnetic radiation of at least two different wavelengths.




