Name of Document DESCRIPTION

Title of the Invention COMMUNICATICN SYSTEM AND
COMMUNICATION METHOD

Technical Field

[0001]

The present invention relates to communication systems
and communication methods, devices, information processing
apparatuses and methods, programs, and recording media.
Particularly, the present invention relates to a
communication system and communication method, a device, an
information processing apparatus and method, a program, and
a recording medium with which communication can be performed
security and very conveniently by a simple configuration.
Background Art
[C002Z]

As systems that perform near field communication, for
example, IC (Integrated Circuit) systems are widely known.
In an IC card system, a reader/writer forms what is called
an RF (Radio Frequency) field (magnetic field) by generating
an electromagnetic wave. Then, when an IC card comes close
to the reader/writer, the IC card receives supply of
electric power by electromagnetic induction and performs
data transmission with the reader/writer.

[00063]

In the IC card system, if a plurality of IC cards come



close to one reader/writer, the reader/writer has to
identify each of the plurality of IC cards, specify a
counterparty of communication, and perform communication.
[0004]

As a method for identifying a plurality of IC cards, a
method in which IDs as unique identification numbers are
assigned to the IC cards and the IDs are reported from the
IC cards to a reader/writer has been proposed. If unique
IDs are assigned to the IC cards as described above, IDs do
not coincide among IC cards.

[0005]

Furthermore, a method in which a random number is
generated and the random number is temporarily used as an
own ID in an IC card has been proposed. When random numbers
are used as IDs, it could possibly occur that the same
random number is used as an ID in a plurality of IC cards.
In this case, 1f a reader/writer sends data to the ID, the
plurality of IC cards respond simultaneously to cause
interference (collision), so that the reader/writer is not
allowed to normally obtain a response from the JIC cards.
[0006]

A proposal has been made to accurately identify each of
a plurality of counterparties of communications and prevent
receiving responses simultaneously from two or more

counterparties of communications while preventing such a



situation (e.g., refer to Patent Document 1).

[Patent Document 1] Jépanese Patent No. 3695464
Disclosure of the‘Invention
Problems to be Soclved by the Invention
[0007]

By the way, when one ID is aésigned to one IC card, it
is possible to identify the IC card. However, for example,
in a case where it 1s desired to allow using one IC card for
a plurality of services and to assign IDs individually for
the services, the number of IDs increases; so that it cannot
be said that this is an optimal method. |

[0008]

Furthermore, when IDs are assigned to IC cards, the IDs
can be read by any reader/writer. Thus, for-example, if an
IC card is owned, the owner of the card is identified on the
basis of the ID thefeof, so that problems of privacy oi
security, such as the invasion of privacy of the person,
have existed.

[0009]
ISO/IEC18092 (NFCIP-1) has been defined as a standard

in which NFCIP {Near Field Communication - Interface and
Protocel)-1 is standardized, which is a method of
identifying IC cards or RFIDs existing in a range where
communication with a reader/writer is allowed. According to

this standard, collision can be prevented without sending



IDs unique to IC cards or RFIDs to a reader/writer.
[0010]

However, in NFCIP-1, since IDs unique to IC cards or
RFIDs are not sent, it is not possible to identify
individual ID cards or RFIDs themselves in this state. Thus,
if it is needed to identify individual IC card or RFIDs, it
can be considered to store IDs unique to IC cards or RFIDs
" in data areas of chips and to send the unique IDs to a
reader/writer as needed. However, according to this method,
it is needed to send the IDs unique to IC caxrds or RFIDs
securely by encryption. |
[0011]

Embodiments of the present invention allow performing
information communication securely and very conveniently by
a simple configuration.

Means for Solving the Problems
[0012]

Acpording to a first aspect of the present invention,
there is provided a communication system configured of an
information procéssing apparatus and a device that perform
communicatioh, wherein the information processing apparatus
comprises first storage means that stores one or more keys;
polling-request generating means that generates a polling

request including an identifier identifying the key; and



obtaining means that reads the key identified by the
identifier from the first storage means, and that decrypts

~ encrypted data by the key to obtain a random number, the
encrypted data being included in a polling response supplied
from the device in response to the polling request; and
wherein the device comprises random—nuﬁber generating means
that generates a random number; second storage means that
stores one or more keys; reading means that reads a key
corresponding to the identifier included in the polling
request from the second storage means; encrypting means that
encrypts the random number generated by the random-number
generating means by the key read by the reading means; and
polling-response generating means that generates the polling
response including data of the random number encrypted by
the encrypting means.

{0013}

The key may be configured sb as to be uniquely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and each of the first storage means and the
second storage means may be configured to store each of the
first identifier, the second identifier, and the key in
association.

[0014]

The polling-request generating means may be configured



to include the first identifier as the identifier in the
polling request, the polling-response generating means may
be'configuréd to further include the second identifier in
the polling response, and the obtaining means is configured
to idéntify the key from the first identifier included in
the polling request and the second identifier included in
the polling response and to read the key from the first
storage means.
[00151

The device may be configured to further comprise first
hash calculating means that performs a calculation in which
a hash function is applied to thé random number generated by
the random-number generating means, the polling-response
generating means may be configured to further include a
first hash value calculated by the first hash calculating
means in the polling response, and the information
processing apparatus may be-configured to further comprise
second hash calculating means that performs a calculation in
which a hash function ig applied Eo the random number
obtained by the obtaining means; and comparing means that
compares a second hash value calculated by the second hash
calculating means with the first hash value included in the
polling response.
[0016]

According to a second aspect of the



of the present invention, there is provided a communication
method of a.communication gystem configured of an
information processing apparatus and a device that perform
communication, wherein ﬁhe information processing apparatus
comprises the steps of storing one or more keys; polling-
request generating of generating a polling request in which
‘an identifier identifying the key is included; and obtaining
of reading the key identif%ed by the identifier, and
decrypting encrypted data by the key to obtain a random
number, the encrypted data being included in a polling
response supplied from the device in response to the polling
request; and wherein the device comprises the steps of
generating a random number; storing one or more keys;
reading a key corresponding to the identifier included in
the polling request; encrypting the generated random number
by the read key; and generating the polling response
including data of the encrypted random number.

[0017]

In the communication system and ;ommunica£ion method
according to the above aspects of the present invention,
each of both parties that perform communication stores one
or more keys, data of an identifier indicating which key
among the one or more stored keys is to be used is sent from
one to the other, and on a receiving side of such data, a
generated random number is encrypted using the key

corresponding to



the identifier, and the encrypted random number is returned
to the counterparty from which the data has been sent.
[0018]

According to a third aspect of the present invention,
there is provided an information processing apparatus that
performs communication with a device, comprising storage
means that stores one or more keys; polling-request
generating means that generates a polling request in which
an identifier identifying the key is included; and obtaining
means that reads the key iaentified by the identifier from
the étorage meang, and that decrypts encrypted datarby the
key to obtain a random number, the eﬁcrypted data being
included in a polling response supplied from the device in
responge to the polling request.

[0019]

The key may be configured so as to be uniquely
identified by a first identifier and a second identifier,
thersecond identifier being sﬁbordinate to the first
identi%ier, and the storage means may be éonfigured to store
each of the first identifier, the second identifier, and the
key'in association.

[0020]

The polling-request generating means may be configured

to iﬁclude the first identifier as the identifier in the

polling request, the polling response may be configured to



further include the second identifier, and the obtaining
means may be configured to identify the key from the first
identifier included in the polling réquest and the second
identifier included in the polling response, and read the
key from the storage meaﬁs.

[0021]

Hash calculating means that performs a calculation in
whiéh a hash function is applied to the random number
obtained by the obtaining means, and comparing means that
compares a hash value calculated by the hash calculating
means with a hash value included in the polling respoﬁse may
be further provided.

[0022] 7

According to a fourth aspect.of the present invention,
there is provided a communication method of an information‘
processing apparatus that performs communication with a
device, comprising a reading controlling step of controlling
reading of one key from one or more keys stored in storage
means; a‘polling—request generating step of generating a
pdiling request in which an identifier identifying the key
is included; and an obtaining step of reading the key
identified by the identifier from the storage means under
control of the reading controlling step, and decrypting

encrypted data by the key to obtain a random number, the



encrypted data being included in a polling response supplied
from the device in response to the polling request.
[0023]

According to a fifth aspect of the present invention,
there is ?rovided a program of a computer that controls an
information processing apparatus that performé communication
with a device, comprising a reading controlling step of
controlling reading of one key from one or more keys stored
in storage means; a polling-request generating step of
generating a polling réquest in which an identifier
identifying the key is included; and an obtaining step of
reading the key identified by the identifier from the
storage means under control of the reading controlling step,
and decrypting encrypted data by the key to obtain a random
number, the encrypted data being included in a polling
regsponse supplied from the device in response to the polling
request.

[0024]

According to a sixth aspect of-the present invention,
there is provided a program recorded thereon, the program
causing a computer that controls an information processing
apparatus that performs communication with a device to

execute processing comprising a reading



dontrolling_step of controlling reading of one key from one
or more keys stored in storage means; a peolling-request
generating step of generating a poliing request in which an
identifier identifying the key is included; and an obtaining
step of reading the key identified by the identifier from
the storage means under control of the reading controlling
stép, and decrypting encrypted data by the key to obtain a
random number, the encrypted data being included in a
polling response supplied from the device in response to the
polling request.

[0025]

In the information processing method, communication
method, and program according to the above aspects of the
present invention, one or more keys are stored, and
information for uﬁiquely identifying a stored key is
included in a polling request that is generated when
communication with another apparatus is performed.

[0026]

According to a seventh aspect of the present invention,
there is provided a device that performs communication with
an information processing apparatus, comprising random-
number generating means that generates a random number;
storage means that stores one or more keys; reading means
that reads a key from the storage means, the key
corresponding to an identifier for identifying the key

included in a polling
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reqguest from the information processing apparatus;
encrypting means that encrypts the random number generated
by the random-number generating means by the key read by the
reading means;rand polling—fesponse geherating means that
generates the polling response including data of the random
number enbrypted by the encrypting means.

[06027]

The key may be configured so as to be uniquely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and the storage means may be configured to store
each of the first identifier, the second identifier, and the
key in association.

-[0028}

The polling-response generat;ng means may be configured
to further include the second identifier in the polling
response.

[0029]

Hash calculating means that performs a calculation in
which a hash function is applied to the random number
generated by the random-number generating means may be
further providéd, and the pollingvresponse generating means
may be configured to further include a haéh value calculated
by the hash calculating means in the peclling response.

[0030]



According to an eighth aspect of the present invention,
there is provided a communication method of a device that
performs communication with an information processing
apparatus, comprising a random-number generating step of
genérating arrandom number; a reading controlling step of
controlling processing for reading a key from storage means
where one or more keys are stored, the key coriesponding to
an identifier for identifying the key included in a polling
request from the information processing apparatus; an
encrypting step of encrypting the random number generated by
processing in the random-number generating step by the key
whose reading has been controlled by processing in the
reading controlling step; and a polling-response generating
step of generating the polling response including data of
the random number encrypted by processing in-the encrypting
step.

[0031]

~According to a ninth aspect of the present invention,
there is provided a program of a computer that controls a
device that performs communication with an information
processing apparatus, comprising a random-number generating
step of generating a random number; a reading controlling
step of controlling processing for reading a key from
storage means where one or more keys are stored, the key

corresponding to an identifier for identifying the key



included in a polling request from the information
processing ap?aratus; an encrthing step of encrypting the
random number generated by processing in the random-number
genefating,step by the key whose reading has been controlled
by processing ih the reading controlling step; and a
pollingwrespbnse generating step of generating the polling
response including data of the random number encrypted by
processing in the encry?ting step.

[0032]

According to a tenth aspect of the present invention,
there has provided a program redordedrthereon, the program
causing a computer that controls a device that performs
communication with an information processing apparatus TO
execute processing comprising a random-number generating
step of generating a random number; a-readinglcontrolling
step of controlling processing for reading a key:- from
storage means where one or more keys are stored, the key
corresponding to an identifier for identifying the key
included in a polling request from the information
processing apparatus; an encrypting step of encrypting the
random number generated by processing in the random-number
generating step by the key whose reading has been controlled
by procesgsing in the reading controlling step; and a
polling-response generating step of generating the polling

response including data of the random number



encrypted by processing in the encrypting step.
[0033]

In the device, communication méthod, and program
according to the above aspects of the present invention,
from information for identifying one key among one or more
keys, included in a polling request sent from another
apparatus, one key is read among one or more keys stored it
itself, and a generated random number ig encrypted by the
key.

Advantages
[0034]

According to the above aspects of the present inventibn,
it is possible to deal with a plurality of information, and
to perform communication in a state with high security when
these information is commuﬁicated- |
Brief Description of the Drawings
[0035]

Fig. 1 is a diagram showing a configuration of an
embodiment of a communication system to which present
invenfion is applied.-

Fig. 2 is a flowchart that explains 'an operation of the
communication system shown in Fig. 1.

Fig. 3 is a flowchart that explains details of a
polling-request generating and sending procéss executed in

step S101.
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generating and sending process executed in step S122.

Fig. 5 is a flowchart that explains details of a
random-number obtaining process executed in step S103.

Fig. 6 is a diagram for explaining generation of a
polling request.

Fig. 7 is a diagram for explaining a data structure of
a polliing request.

Fig. 8 is a diagram for explaining generation of a
polling response.

Fig. 9 is a diagram for explaining a data structure of
a polling response.

Fig. 10 is a diagram for explaining a process at a time
of obtaining a random number B from a polling response.

Fig. 11 is a diagram showing another configuration of a
communication system to which the present invention is
applied.

Fig. 12 is a diagram for explaining secret keys stored
in a secret-key storage unit 301.

Fig. 13 is a diagram for explaining generation of a
polling request.

Fig. 14 is a flowchart that explains details of another
process relating to generation and sending of a polling
response, executed in step S122.

Fig. 15 is a diagram for explaining generation of a

pelling response,



Fig. 16 is a diagram for explaining a data structure of
a polling response.

Fig. 17 is a flowchart that explains details of another
process relating to obtaining of a random number, executed
in step 5103.

Fig. 18 is a diagram for explaining a process at a time
of obtaining a random number B from a polling response.
Description of Signs
[0036]

50 communication system, 100 reader/writer, 101 secret-
key storage unit, 102 input/output unit, 103 RAM, 104 ROM,
105 CPU, 106 cryptographic calculating unit, 200 IC card,
201 input/output unit, 202 random-number generating unit,
203 secret-key storage unit, 204 ID storage unit, 205 data
storage unit, 206 ROM, 207 CPU, 208 cryptographic
calculating unit, 300 reader/writer, 301 secret-key storage
unit, 302 hash calculating unit, 400 IC card, 401 secret-key
storage unit, 402 hash calculating unit
Best Mode for Carrying Out the Invention
[0037]

Hereinafter, embodiments of the present invention will
bé described with reference to the drawings.

[0038]
[Example of System Configuration]

Fig. 1 is a block diagram showing an example



configuration in an embodiment of a communication system 50
to which the preseﬁt invention is applied. The
communication system 50 is configured of a reader/writer 100
and an IC card 200, and, for example, the reader/writer 100
and the IC card 200 perform communication by wireless via
their individual antennas or‘the like.

[0039]

The reader/writer 100 is configured to include a
secret-key storage unit 101, an input/output unit 102, a RAM
(Random Access Memory) 103, a ROM (Read Only Memory) 104, a
CPU (Central Preccessing Unit) 105, and a cryptographic
calculating unit 106.

[0040]

The IC card 200 is configured to include an
input/output unit 201, a random-number generating unit 202,
a secret-key storage unit 203, an ID storage unit 204, a
data storage unit 205, a RCM 206, a CPU 207, and a
cryptographic calculating unit 208.

[0C41]

The input/cutput unit 102 is configured to radiate
predetermined electromagnetic waves, and detects whether the
IC card 200 is placed in proximity on the basis of change in
the lcad caused thereby, and to have an antenna (not shown)
that exchanges various types of data with the IC card 200

when, for example, the IC card 200 is placed in proximity.
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[0042]

The input/output unit 102, for example, ASK (Amplitude
Shift Keying)-modulates a carrier wave having a
predetermined frequency, supplied from an oscillation
circuit {OSC), on the basis of data supplied from thé CPU
105, and outputs the generated modulated wave from an
antenna as an electromagnetic wave. Furthermore, the
input/output unit 102 demodulates a modulated wave (ASK-
modulated wave) obtained via the antenna, and supplies the
demodulated data to the CPU 105.

[6043]

The CPU 105 of the reader/writer 100 loads programs
stored in the ROM 104 into the RAM 103, or the like, thereby
executing various types of processing. Furthermore, as
needed, the RAM 103 stores data or the like needed when the
CPU 101 executes various types of processing.

[0044]

The CPU 105 is configured to be capabkle of encrypting
and decrypting data according to a predetermined
cryptographic algorithm by contreolling the cryptographic
calculating unit 106. Here, as the cryptographic algorithm
of the cryptographic calculating unit 106, a cryptographic
algorithm such as DES (Data Encryption Standard), triple DES,
or AES (Advanced Encryption Standard), which is a

cryptographic algorithm of what is called a secret-key
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{common-key) cryptosystem,lcan be used.
[0045]

When the reader/writer 100 encrypis or decrypt data,
for example, the CPU 105 supplies a secret key stored in the
secret-key storage unit 101 to the cryptographic calculating
unit 106 together with the data that is to be encrypted or
decrypted, so that the cryptographic calculating unit 106
executes encryption or decryption of the suppliied data using
the supplied secret key.

[0046]

As will be described later, secret keys stored
individually in the reader/writer 100 and the IC card 200
are basically the same keys. However, in this embodiment,
it is allowed to store one or more keys, and it is not
necessary that &ll the stored keys are the same keys.

[0047]

The input/cutput unit 201 of the IC card 200 is
configured, for example, to have an LC circuit configured of
a coil-shaped antenna and a capacitor, and the LC circuit is
configured to resonate with an electromagnetic wave having a
predetermined frequency, radiated from the reader/writer 100
disposed in proximity. Furthermore, the input/cutput unit
201, by ASK demcdulation, rectifies an alternating-current
magnetic field excited at an antenna, stabilizes it, and

supplies the result to each part as a direct-current power
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supply. The power of the electro-magnetic wave radiated
from the reader/writer 100 is adjusted so as to generate a
magnetic field that provides power needed for the IC card
200.

[0048]

Furthermore, the input/output 201, by envelope
detection, demcdulates a modulated wave (ASK-modulated wave)
received via the antenna, BPSK (Binary Phase Shift Keying)-
demodulates the demodulated data and supplies the result to
the CPU 207, and generates a clock signal having the same
frequency as a clock frequency of the received signal and
supplies the clock signal to the CPU 207.

[0049]

Furthermore, when sending predetermined information to
the reader/writer 100, the input/output unit 201, for
example, on the basis of variation in the load of the
antenna, ASK-modulates data supplied from the CPU 207 and
BPSK-modulated, and sends the modulated components to the
reader/writer 100 via the antenna.

[0050]

The CPU 207 of the IC card 200 executes various types
of processing by executing programs stored in the ROM 204,
or the like. The secret-key storage unit 203, the ID
storage unit 204, and the data storage unit 205 are formed

cf an EEPROM (Electrically Erasable Programmable Read-Only
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Memory) or the like, each occupying a part of the storage
area of the EEPROM.
[0051]

The CPU 207 is configured to be capable of encrypting
and decrypting data according tc a predetermined
cryptographic algorithm by contrelling the cryptographic
calculating unit 208. Here, the cryptographic algorithm of
the cryptographic calculating unit 208 is the same algorithm
as the cryptographic algorithm of the cryptographic
calculating unit 106 on the side of the reader/writer 100.
[0052]

When data is encrypted or decrypted in the 1C card 200,
for example, the CPU 207 supplies a secret key stored in the
secret-key storage unit 203 to the cryptographic calculating
unit 208 together with the data that is to be encrypted or
decrypted, so that the cryptographic calculating uﬁit 208
executes encryption or decryption of the supplied data using
the supplied secret key.

[0053]

The random-number generating unit 202 generates a
random number having a predetermined number of digits, as
needed. As will be described later in detail, in
communication performed between the IC card 200 and the
reader/writer 100, this random number is used as a session

key used for encryption or decryption of a session ID for
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mutually identifying communication counterparties between
these parties and of data exchanged in the session.
[0054]

The ID storage unit 204 stores a card ID, which is
identification information unique to the IC card 200.

[0055}

The data storage unit 205 stores, as needed,
épplication data or the like for providing various services
or the like that are performed using the IC card 20C.

[0056]

Note that it is possible to configure each of the
cryptographic calculating unit 106 and the cryptographic
calculating unit 208 as software.

[0057]

Since the reader/writer 100 and the IC card 200 perform
communication by wireless as described above, there arises a
concern for what is called a collision, in which two or more
IC cards or reader/writers emit electromagnetic waves
simultaneocusly, and as a result, it becomes impossible for
an IC card or reader/writer to distinguish which target an
electromagnetic wave has been emitted from. However, each
of the reader/writer 100 and the IC card 200 in the
communication system 50 performs communication that conforms
to NFCIP (Near Field Communication - Interface and Protoccl)

-1, which is a communication method in which IC cards or



RFIDs existing in a range where communication with a
reader/writer is allowed can be identified.
[0058]

NFCIP-1 includes schemes for RE detection and collision
avoidance in order to achieve compatibility with
communication by other NFCIP-1 devices and communication by
other devices performing communication in the same band, and
an identifier of NFC device called an NFC identifier (NFCID),
which uses a random number used at the time of RF collision
avoidance and in a single-device detecting process, is used.
For example, in many existing communication systems, unique
IDs of IC cards are sent to a reader/writer, and the
reader/writer identifies the individual IC cards on the
basis of the IDs, thereby trying to prevent collision. 1In
NFCIP-1, it is not needed to send unique IDs of IC cards to
a reader/writer.

[0059]

Thus, in the communication system 50, without sending a
card ID unigue to the IC card 200 to the reader/writer 100,
each of the reader/writer 100 and the IC card 200 can
uniquely identify a counterparty of communication, so that
collision can be prevented.

10060]
Note that NFCIP-1 is described in detail in

ISC/IEC180892.
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[0061]

Hereinafter, a description will be given by way cf an
example where the reader/writer 100 operates as an initiator
defined in NFCIP—i and the IC card Z00 operates as a target
defined in NFCIP-1.

[0062]

[Regarding System Operation]

Next, an operation of the communication system 50 shown
in Fig. 1 will be described with reference to flowcharts in
Figs. 2 to 5.

[0063]

Note that the following description will describe
processing relating to exchange of information at a stage
before exchange of data (at a stage before a service is
performed), for example, copying data stcocred in one of the
reader/writer 100 and the IC card 200 to the other. That is,
processing at the time of establishing a session, executed
at a stage before exchanging data, will be described.

[0064]

Furthermore, an overview of an operation of the
communication system 50 as a whole will be described with
reference to a flowchart in Fig. 2. Then, details of
processing in each step will be described with reference to
Figs. 3 to 5.

[0065]
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In step 5101, the reader/writer 100 generates a polling
request and sends it to the IC card 200. If the IC card 200
is located within such a distance that communication by the
reader/writer 100 is allowed, in step S121, the IC card 200
receives the polling request from the reader/writer 100.
[0066]

In step S122, the IC cardAZOO generates a session key
by encrypting a random number, and sends a polling response
including the session key to the reader/writer 100. In step
5102, the reader/writer 100 receives the polling response
from the IC card 200, and in step 5103, executes a random-
number obtaining process for obtaining the random number
encrypted on the side of the IC card 200.

[0067]

When a state where communicaticn is allowed has been
established through execution of such processing between the
reader/writer 100 and the side of the IC card 200, for
example, processing such as exchanging data from one to the
other is performed in a state where security is maintained
in the established session.

[0068]

On the other hand, for example, i1f the random number
encrypted on the side of the IC card 200 deoes not match the
random number obtained on the side of the reader/writer 1060,

a state where communication is allowed has not been
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established, so that processing such as not executing
subsequent communication is performed.
[0069] |

Next, details of processing performed in each step
shown in Fig. 2 will be described. First, a polling-request
generating and sending process performed by the
reader/writer 100 in step S101 will be described with
reference to a flowchart in Fig. 3.
[0070]

In step S$211, the CPU 105 (Fig. 1) of the reader/writer
100 selects one secret key from a plurality of secret keys
(one or more secret keys) stored in the secret-key storage
unit 101.
[0071]

Here, secret keys stored in the secret-key storage unit
101 will be additionally described with reference to Fig. 6.
In the example shown in Fig. 6, the secret-key storage unit
101 stores N secret keys, namely, secret keys pk00 to pkN.
Furthermore, fbr identification of the individual secret
keys, N identifiers, namely, identifiers pksn0 to pksnN are
stored respectively in association with pk00 to pkN.
[0072]

Here, pk is an abbreviation of Pre-shared Key, and it
denotes a secret key shared in advance between both the

reader/writer 100 and the IC card 200 (initiater and target).
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pksn is an abbreviation of Pre-shared Key Slot Number, and
it denotes a number for identifying each Pre-shared Key.
[0073]

In the following description, when individual
distinction among the secret keys pk00 to pkN is not needed,
they will be denoted simply as secret keys pk. Other keys,
identifiers, and so forth will be denoted similarly.

[0074]

In step S211, one secret key pk is selected among the
secret keys pkO0 to pkN stored in the secret-key storage
unit 101, and an identifier pksn for identifying the
selected secret key pk is read. Note that, since processing
using the secret key pk is not executed at this stage,
instead of reading the identifier pksn corresponding to the
selected secret key pk after the selection of the secret key
pk, the identifier pksn may be selected and read. Here, the
description will be continued assuming that the secret key
pk00 is selected and the identifier pksnO corresponding to
the secret key pk00 is read (the identifier pksn0 is
selected and read).

[0075]

Which secret key pk is to be selected among the
plurality of secret keys pk is selected on the basis of a
predetermined condition, for example, a secret key that is

not currently being used in communication with other IC
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cards 200 is selected, a secret key is selected in
accordance with an IC card 200 that serves as a counterparty
of communication, or the like.

[0076]

In step 3212, a peolling reguest is generated. The
generated polling reguest includes the identifier pksn read
in processing of step S211. For example, as shown in Fig. 6,
a polling regquest in which the identifier pksn0 is stored is
generated.

[0077]

Fig. 7 is a diagram showing a data structure of the
polling request that is generated. The polling request
shown in Fig. 7 shows a data structure in a case where the
reader/writer 100 and the IC card 200 perform communication
according to a method defined in NFCIP (Near Field
Communication - Interface and Protocol) -1.

[0078]

Preamble is a field configured of 6 bytes, where data
of all logic "C"s is stored. Sync is a field configured of
2 bytes, where data for synchronization that is used for
synchronization of communication between an initiator and a
target is stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored.

[00759]
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TSN is an abbreviation of Time Slot Number. TSN (Time
Slot Number) is data indicating a number specifying a time
range in which a receiving side of a polling request sends a
polling response in the NECIP-1 standard. This TSN is an 8-
bit field.

[0080]

Although TSN is an 8-bit field, in order just to
represent Time Slot Number, it is possible to use 4 bits for
representation among the 8 bits. Thus, in this embodiment,
4 bits in the 8-bit field of TSN are allocated to data
representing Time Slot Number (denoted as tsn in Fig. 7),
and the remaining 4 bits are allocated to data representing
an identifier pksn (denoted as pksn in Fig. 7).

[0081]

In step S212Z2, a polling request having the data
structure shown in Fig. 7 is generated. When the polling
request is generated, the identifier pksn read from the
secret-key storage unit 101 is stored in the polling request.
The identifier pksn is stored in the 4-bit area of TSN
constituting the polling request.

[0082]

The generated polling request is sent to the IC card
200 in step S213.

[0083]

The CPU 105 (Fig. 1) reads the identifier pksn
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identifying the secret key pk from the secret-key storage
unit 101, generates a polling request including the
identifier pksn, and controls the input/output unit 102 to
send the polling request to the IC card 200. Furthermore,
as needed, the CPU 105 stores the identifier pksn included
in the polling request in the RAM 103.

[0084]

The polling request generated by the reader/writer 100
as described above is received by the IC card 200 existing
in a communication range in step S121 (Fig. 2). 1In step
5122, the IC card 200 that has received the polling request
executes a pelling-response generafing and sending process.
The pelling-response generating and sending process executed
in step S122 will be described with reference to a flowchart
in Fig. b.

[0085]

In step 8231, the random-number generating unit 202
generates a random number A.

[0086]

In step S232, the CPU 207 stores the generated random
number A, for example, in a predetermined area determined in
advance in the data storage unit 205.

[0087]
In step $233, the CPU 207 reads the identifier pksn

included in the polling request received by the input/output
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unit 201, and reads the secret key pk corresponding to the
read identifier pksn from the secret-key storage urit 203.
[0088]

Here, with reference to Fig. 8, secret keys stored in
the secret-key storage unit 203 will be additionally
described. In the example shown in Fig. 8, in the secret-
key storage unit 203, N secret keys, namely, secret keys
pkCO' to pkN', are stored. Furthermore, for distinction of
the individual secret keys, N identifiers, namely,
identifiers pksnO' to pksnN', are stored respectively in
association with pk00' to pkN'.

[0089]

As described above, in the secrei-key storage unit 203
of the IC card 200 and the secret-key storage unit 101 of
the reader/writer 100, basically, the same pairs of secret
key and identifier are stored. Here, in order to
distinguish secret keys and identifiers stored individually
in the secret-key storage unit 203 of the IC card 200 and
the secret-key storage unit 101 of the reader/writer 100,
secret keys and identifiers stored in the secret-key storage
unit 203 of the IC card 200 will be denoted with dashes (')
attached.

[0090]
Note that, although it has been described that the same

pairs of secret key and identifier are stored in the secret-
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key storage unit 203 of the IC card 200 and the secret-key
storage unit 101 of the reader/writer 100, all the pairs of
secret key and identifier that are stored need not be the
same. In other words,-there may exist secret keys and
identifiers that are stored only in one or the other.

[0091]

When a secret key and ildentifier stored only in one oxr
the other exist and such a secret key is used, it is not
allowed to establish communication. By using this, it
becomes possible to select a counterparty of communication
by selecting a secret key. That is, for example, a secret
key is selected in step $211 (Fig. 3) in the process on the
side of the reader/writer 100 as described above, and at
this time, by using a configuratiorn in which a secret key
presumably stored by a desired counterparty of communication,
it becomes possible to select a counterparty of
communicatiocn.

[0092]

Returning to description of the flowchart in Fig. 4, in
step 5233, when the identifier pksn included in the received
polling request has been read and the secret key pk'
corresponding to the identifier pksn has been read from the
secret—-key storage unit 203, in step 5234, the random number
A is encrypted by the read secret key pk'.

[0093]



Returning to description with reference to Fig. 8, when
a polling request including the identifier pksnC has been
received by the input/output unit 201 {Fig. 1), the CPU 207
reads the secret key pkl0' corresponding to the identifier
pksn0' from the secret-key storage unit 203. The random
number A generated by the random-number generating unit 202
is encrypted using the read secret key pk00' as a key.

[0094]

The CPU 207 supplies the secret key pk' read from the
secret-key storage unit 203 to the cryptographic calculating
unit 208, and alsc supplies the random number A generated by
the random-number generating unit 202 tc the cryptographic
calculating unit 208. The cryptographic calculating unit
208 encrypts the supplied random number A using the secret
key pk' as a key. The encrypted random number A will herein
be denoted as a session key ESK. ESK herein is an
abbreviation of Encrypted Session Key.

[0095]

In step S235, the CPU 207 stores data of the result of
processing in step S$234 (i.e., the session key ESK, which is
the encrypted random number A}, for example, in a
predetermined area determined in advance in the data storage
unit 205.

[CC96]

In step 8236, a polling response is generated. The



- 35 -

generated polling response includes the session key ESK
generated in step 5234, as shown in Fig. 8.
[0097]

Fig. 9 is a diagram showing the data structure of the
generated polling request. The polling response shown in
Fig. 9 shows the data structure in a case where the
reader/writer 100 and the IC card 200 perform communication
according to a method defined in NFCIP (Near Field
Communication ~ Interface and Protocol)-1.

[0098]

Preamble is a field configured of 6 bytes, where data
of all logic "0"s is stored. Sync is a field configured of
2 bytes, where data for synchronization used for
synchronization of communicaticon befween an initiator and a
target is stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for errcr detection
and calculated by a predetermined method is stored.

[0099]

In a payload, data having a start byte "01" and
including 8-byte NFCIDZ and 8-byte PAD is stcred. The
session key ESK {(the encrypted random number A) is divided
into two data, namely, ESKI1l, and ESK2, which are stored
respectively in the field of NFCID2 and the field of PAD.
[0100]

Here, it is assumed that the session key ESK is
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configured of 8 bytes, with ESK1 having € bytes and ESK2
having 2 bytes. O0f the 8-byte session key ESK, the first 6
bytes serve as ESK1l, and the remaining 2 bytes serve as ESKZ2.
[0101]

In step 5236, a polling response having the data
structure shown in Fig. ¢ is generated. Furthermore, in the
generated pelling response, as described above, the session
key ESK is divided into two data, which are stored
individually in different portions of the payload.

(0102]

In step 5237, the generated polling response is sent to
the reader/writer 100. The CPU 207 (Fig. 1) sends the
generated polling response to the reader/writer 100 by
contrelling the input/output unit 201.

[0103]

The polling response generated by the IC card 200 as
described above is received in step 8102 (Fig. 2}. In step
5103, the reader/writer 100 that has received the polling
response executes a random-number obtaining process. The
random—number obtaining process executed in step 5103 will
be described with reference to a flowchart in ¥Fig. 5.

[0104]

In step 8251, the CPU 105 obtains the session key ESK,

i.e., the encrypted random number A, included in the polling

response from the IC card 200.
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[0105]

In step S252, the CPU 105 stores the session key ESK
obtained by processing in step $251, for example, in a
predetermined area of the R&M 103.

[0106]

In step 5253, the cryptographic calculating unit 106
decrypts the encrypted random number A, which is the session
key ESK obtained by the processing in step 5251, using the
secret key pk stored in the secret-key storage unit 101.

The secret key pk that is used is the secret key pk
corresponding to the identifier pksn included in the polling
request. Here, a random number obtained as a result of
decryption will be denoted as a randcm number B.

[0107]

In step S254, the CPU 105 stores the decrypted random
number B, for example, in a predetermined area of the RAM
103.

[0108]

The process of the flowchart in Fig. 5 will be
described again with reference to Fig. 10. When the polling
response including the session key ESK has been received by
the input/output unit 101 of the reader/writer 100, the CPU
105 obtains the session key ESK included in the polling
request, and supplies the session key ESK to the

cryptographic calculating unit 106.
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The CPU 101 reads the secret key pk00 corresponding to
the identifier pksn00 included in the polling request from
the secret-key storage unit 101, and supplies the secret key
pk00 to the cryptographic calculating unit 106. As
described above, the session key ESK and the secret key pk00
are supplied to the cryptographic calculating unit 106, the
cryptographic calculating unit 106 decrypts the session key
ESK using the secret key pk00 as a key to obtain the random
number B.

[0110]

If the random number B obtained on the side of the
reader/writer 100 as described above matches the random
number A generated on the side of the IC card 200, it is
possible to perform communication using the random number A
{the random number B). For example, it becomes possible for
the reader/writer 100 and the IC card 200 to uniquely
identify each cther on the basis of the session key ESK
generated using the random number A (the random number B)
and to encrypt or decrypt data as needed using the random
number A as a key.

[0111]

Iif the random number A does not match the random number

B, the session key ESK generated using the random number A

and the session key ESK generated using the random number B
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become different session keys ESK. Thus, mutual unique
identification is not allowed, so that it is not possible to
perform communication.

[6112]

[Anther Configurations of System]

In the embodiment described above, Ifor example, as
described with reference to Fig. 7, to data of the
identifier pksn, included in data of a polling request, 4
bits are allocated. When the identifier pksn is represented
by 4 bits, 16 identifiers can be represented. Thus, it is
possible to deal with 16 pairs of secret kev pk and
identifier pksn in each of the reader/writer 100 and the IC
card 200.

[0113]

For example, in a case whererone sécret key pk 1is used
in association with one service, 1t is possible to deal with
16 services.

[0114]

However, when it is desired to deal with 16 or more
secret keys pk, this is not allowed. Thus, the
configuration ¢f a communication system 50 in a case where
it is possible to deal with 16 or more secret keys pk will
be described.

[0115]

Here, since it is assumed that the identifier pksn
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included in a polling request is represented by 4 bits, it
has been described that it is possible to deal with 16
secret keys pk. However, the present invention is not
limited to 4 bits, and it is obviously possible tc apply the
present invention to cases other than 4 bits. When setting
is such that representation other than 4 bits is used, the
number of secret keys pk that can be dealt with is
determined depending on the number of bits of the setting.
[0116]

Thus, for example, in a case where the identifier pksn
is represented by a number of bits that is greater than or
equal to 4 bits, it is poessibkble to deal with 16 or more
services. In this manner, it is possible to increase the
number of identifiers pksn or secret keys pk that can be
dealt with. Here, a method of increasing the number of
secret keys pk that can be dealt with without increasing the
number of bits will be described.

[0117]

Fig. 11 is a diagram showing another configuration of
the communicaticn system 5C. In the configurations of the
communication system 50 shown in Fig. 11 and the
communication system 50 shown in Fig. 1, the same parts are
designated by the same signs, and descriptions thereof will
be omitted as appropriate.

[0118]



_41_

As described above, the communication system 50 shown
in Fig. 11 includes a reader/writer 300 and an IC card 400.
The reader/writer 300 includes a secret-key storage unit 301
storing secret keys pk having a hierarchical structure that
will be described later. Similarly, the IC card 400
includes a secret-key storage unit 401 storing secret keys
pk' having a hierarchical structure.

[0119]

The reader/writer 300 is configured to have a hash
calculating unit 302. Also, the IC card 400 is configured
to have a hash calculating unit 402. As will be described
later in detail, each of the hash calculating unit 302 and
the hash calculating unit 402 performs a calculation in
which a hash function is applied. By comparing hash values
calculated as results thereof, the reliability of data,
which is herein the secret key pk as will be described later,
is checked.

[0120]

The configuration is otherwise the same as that in Fig.
1, so that description thereof will be omitted.

[0121]

Fig. 12 is diagram for explaining secret keys pk stored
in the secret-key storage unit 301. In the example shown in
Fig. 12, N identifiers, namely, identifiers pksn0O to pksnN,

are stored. The identifier pksn0 is associated with three
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identifiers, namely, sub-identifiers SSNO to SSN2.
furthermore, the sub-identifiers SSNO to SSN2 are associlated
with the secret keys pk00 to pk02, respectively.

(0122}

That is, in this case, three secret keys pkC0 to 02 are
associated with one identifier pksnO. Note that SSN is
herein an abbreviation of Sub Slot Number.

[G123]

Similarly, alsoc for other identifiers pksn, a plurality
of sub-identifiers SSN are associated with one identifier
pksn, and one secret key pk is associated with one sub-
identifier SSN. That is, a plurality of sub-identifiers SSN
and a plurality of secret keys pk are associated with one
identifier pksn.

[C124]

Note that there is no limitation as to the number of
sub-identifiers SSN (secret keys pk) that are associated
with one identifier pksn. The example shown in Fig. 12 is
only an example, and, for example, there is not such a
limitation that three sub-identifiers SSNO tc 2 are
associated with the identifier pksnoO.

[0125]

As described above, in the secret-key storage unit 301,

a plurality of secret keys pk are associated with one

identifier pksn0. By providing sub-identifiers SSN as
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described above, it is allowed to store (deal with) a
plurality of secret keys pk.
[0126]

Here, although only an example of keys having a
hierarchical structure and stored in the secret-key storage
unit 301 of the reader/writer 100 is shown, keys having a
similar hierarchical structure are also stored in the
secret-key storage unit 401 of the IC card 400.

[0127]

Next, an operation of tﬁe communication system 50 shown
in Fig. 11 will be described. The overview of the operation
of the communication system 50 is similar to the case
described with reference to the flowchart shown in Fig. 2,
S0 that.description thereof will be cmitted.

[0128]

Furthermore, the polling-request generating and sending
process executed in step S101 (Fig. 2} as an operation of
the reader/writer 300 is executed similarly to the case
described with reference to the flowchart shown in Fig. 3.
Thus, although detailed description therecof will be cmitted,
brief description will be added with reference to Fig. 13.
[0129] |

As shown in Fig. 13, in the secret-key storage unit 301
of the reader/writer 300, secret keys pk having a

hierarchical structure are stored. The CPU 105 (Fig. 11}



reads, for example, the identifier pksn0 from the secret-key
storage unit 301, and stores the identifier pksn0O in a
polling request. The polling request in which the
identifier pksn(0 has been stored is sent to the IC card 400
by the input/output unit 102.

[0130]

The polling request that is sent has the data structure
described with reference to Fig. 7. That is, evén when
secret keys stored in the secret-key storage unit 301 are
arranged in a hierarchical structure, what is included in
the polling request i1s an identifier pksn.

[0131]

Next, a process of the IC card 400 that has received
the polling reguest will be described. In step S122 (Fig.
2), the IC card 400 executes a pclling-response generating
and sending process. The polling-response generating and
sending process executed by the IC card 400 will be
described with reference to a flowchart in Fig. 14.

[0132]

Each processing executed in steps S331 to 8335 is
similar to that executed in steps 5231 to S$235 in Fig. 4,
and description thereof has already been given and thus will
be omitted here.

[0133]

However, description will be added here since
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processing that is executed when a secret key pk is read
from the secret-key storage unit 401 in step S333 differs.
As described above, in the secret-key stcrage unit 401, a
plurality of secret keys pk' are asscciated with one
identifier pksn'. The CPU 207 of the IC card 400 reads one
secret key pk' associated with an identifier pksn' that is
the same as an identifier pksn included in a received
polling reguest.

[0134]

For example, to describe with reference to Fig. 15, if
the identifier pksn included in the received polling reguest
is the identifier pksn0O, one secret key pk' among the secret
keys pkO0' to 02' associated with the identifier pksn0' is
read. Here, the description will be continued that the
secret key pk00' is read.

[0135]

For example, such a configuration is possible in which
a plurality of secret keys pk' assocciated with cne
identifier pksn' are used as keys individually having
different security levels and a suitable secret key pk' is
read depending on data that is communicated or depending on
a counterparty of communication.
f0136]

Furthermore, for example, such a configuration is

possible in which a plurality of secret keys pk' associated
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with one identifier pksn' correspond individually to
different services and a secret key pk' suitable for a
service to be executed is read.

[0137]

A random number A generated by the random-number
generating unit 202 is encrypted by the read secret key
pk00' to generate a session key ESK.

[0138]

Returning to description of the flowchart in Fig. 14,
in step 5336, a sub=-identifier SSN is read. The sub-
identifier SSN that is read is a sub-identifier SSN
associated with the secret key pk read in step S5334.

[0139]

Note that although it has been described herein that a
secret key pk' is read and then a sub-identifier SSN'
identifying the read secret key pk' is read, such a
configuration is possible in which a sub-identifier SSN' is
read and then a secret key pk' corresponding to the sub-
identifier SSN' is read, or in which these are read
simultaneously. The order of execution can be modified as
appropriate and is not limited to the order shown in the
embodiment, which similarly applies also to processing in
other steps.

[0140]

In step S337, the hash calculating unit 402 performs a
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calculation by a hash functioh on a random number A
generated by the random-number generating unit 202. The
hash function is a function that uses data to send as input,
compresses the input data into data having a predetermined
bit length, and cutputs the result as a hash value. The
hash function has such characteristics that it is difficult
to restore input data from a hash value that is output, and
that it is difficult to find input data having hash values
¢f the same results of cutput (it is one-way).

[0141]

Using such features of the hash function, checking of
the credibility or the like of exchanged data is performed.
Here, a hash calculation is performed in order to check
whether the secret key pk' (secret key pk) individually read
on the side of the IC card 400 and on the side of the
reader/writer 300 match.

[06142]

In step 8337, a hash value A has been generated by
applying the hash function to the random number A, in step
5338, a polling response is generated. The polling response
that is generated is configured to include the hash value A,
the session key ESK, and the sub-~identifier SSN', as shown
in Fig. 15.

[0143]

That is, when the keys stored in the secret-key storage
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unit 401 has a hierarchical structure, the polling response
is configured to include the hash wvalue A, the session key
ESK, and the sub-identifier SSN.

[C144]

The poliiing response will be described further with
reference to Fig. 16. Of the data structure of the polling
request shown in Fig. 16, description of parts that coincide
with the data structure of the polling request shown in Fig.
9 will be omitted.

[0145]

In the data structure of the polling request shown in
Fig. 16, in the PAD area of the payload, an area where the
hash value A is stored (an area denoted as HSK in Fig. 16)
and an area where the sub-identifier SSN' is stored (an area
denoted as S8N in Fig. 16) are provided. The area where the
hash value A i1s stored is configured of 2 bytes. The area
where the sub-identifier SSN' is stored is configured of 2
bytes. |
[0146]

In step S228, a polling response having such a data
structure shown in Fig. 16 is generated. Then, in step $339,
the generated polling response is sent to the reader/writer
300.

[0147]

Next, a process of the reader/writer 300 that has
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received the polling response will be described. The
reader/writer 300 executes a random-number obtaining process
in step 5103 (Fig. 2Z). The random-number obtaining process
executed by the reader/writer 300 will be described with
reference to a flowchart in Fig. 17.

[0148]

Each processing executed in steps 8351 to 5354 is
similar to that in steps S$251 to S254 in Fig. 5, and
description thereof has already been given and thus will be
cmitted here.

[0149]

However, description will be added here since
processing that is executed when a secret key pk is read
from the secret-key storage unit 301 in step S353. The
reader/writer 300 identifies an identifier pksn from the
identifier pksn included in the polling request sent to the
IC card 400. Furthermocre, the reader/writer 300 identifies
a sub-identifier SSN from the sub-identifier S3SN' included
in the polling response received from the IC card 400. If
the identifier pksn and the sub-identifier SSN are
identified, it is possible to identify one secret key pk.
[0150]

Further description will be added with reference to Fig.
18. In the example shown in Fig. 18, the sub-identifier

SSNQO' is stored as a sub-identifier SSN' in the polling
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response received from the IC card 400, so that the sub-
identifier SSNO is identified from the sub-identifier SSNO'.
[0151]

Furthermore, the reader/writer 300 remembers that data
of the identifier pksn0 has been stored as an identifier
pksn in the polling request sent to the IC card 400. Thus,
the secret key pkOO is identified from information
indicating the identifier pksn0 and information indicating
the sub-identifier S3N0O. Thus, in this case, the secret key
pk0Q0 is read as a secret key pk.

[0152]

The session key ESK included in the polling request is
decrypted using the read secret key pk00 as a key, thereby
obtaining a random number B.

[0153]

Returning to description of the flowchart in Fig. 17,
when the random number B has been obtained through the
processing in steps S351 to 5354, in step $355, the hash
calculating unit 302 (Fig. 11} applies a hash function to
the random number B fo generate a hash value B.

[0154]

In step 5356, the CPU 105 compares the hash value A
included in the polling response input by the input/output
unit 102 with the hash value B generated by the hash

calculating unit 302.
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[0155]

The need for comparing the hash value A with the hash
value B will be additionally described with reference to Fig.
18. 1In the description with reference to Fig. 18, as
described above, the secret key pk00 is identified from the
information indicating the identifier pksn0 and the
information indicating the sub-identifier SSNO. If this
secret key is identified incorrectly, it turns out that the
hash value A and the hash value B do not match.

[0156]

The identifier pksn has been selected on the side of
the reader/writer 300, and the sub-identifier SSN has been
selected on the side of the IC card 400. If the
relationship among the identifier pksn, sub-identifier SSN,
and secret key pk stored in the reader/writer 300 is the
same as the relationship among the identifier pksn', sub-
identifier 35N', and secret key pk' stored in the IC card
400, it is presumed that the possibility of incorrectly
identifying a secret key pk is low. However, 1if these
relationships are not the same, there exists a possibility
of incorrectly identifying a secret key pk.

[0157]

Furthermore, for example, if the secret key pk

corresponding to the sub-identifier SSN' selected con the

side of the IC card 400 is not held on the side of the
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reader/writer 300 (e.g., if different secret keys are held
on the side of the reader/writer 300 and on the side of the
IC card 400), it is not possible to uniquely identify a
secret key pk, so that the hash value A and the hash wvalue B
do not match.

[0158]

Considering the above, such a configuration is employed
in which hash values are compared so that it is possible to
check whether secret keys pk (secret keys pk used for
encryption or decryption) selected on the side of the
reader/writer 300 and on the side of the IC card 400 match.
[0159]

As described above, by storing a hash value in a
polling response, the validity of a session key can be
checked on the side of the reader/writer 300.

[0160]

Note that, although irn the communication system 50
shown in Fig. 1, in other words, in the case of secret keys
not having a hierarchical structure, such a configuraticn is
employed in which processing such as comparison of hash
values to check whether secret keys pk selected on the side
of the reader/writer 300 and on the side of the IC card 400
match is not executed, obviously, in the communication
system 50 shown in Fig. 1, it is possible to employ such a

configuration in which processing such as compariscn of hash



values is executed to check secret keys pk.
[0161]

By managing a plurality of secret keys pk in the
reader/writer 300 and the IC card 400 as described above, it
is possible to encrypt and decrypt a plurality of services
by different secret keys pk, so that it becomes possible to
use a secret key pk on a service-by-service basis even when
a plurality of services are dealt with. Furthermore, by
establishing a communication session as described above, the
security of communication can be improved.

[01l62]

Although the above-described embodiment has been
described by way of an example of wireless communication, it
is peossible to apply the present invention to wired
communication. Furthermore, the present invention is not
limited to the above-described embodiment, the present
invention can be applied to communication using a plurality
of keys held by mutual apparatuses when some data is
exchanged beitween two apparatuses.

[0163]

The terms information processing apparatus and device
in this specification corresponds to, for example, an
initiator and a target in the NFCIP-1 standard, i.e., an
apparatus that generates an RF field and initiates NFCIP-1

communication and an apparatus that responds to an



instruction from the initiator using load modulation or
modulation of an RF field generated by itself, respectively.
Furthermore, these apparatuses may be communication
apparatuses having mounted thereon one or more IC chips of
their individual functions and having other functions or the
like.

[0164]

[Regarding Recording Medium]}

The series of processes described above can be executed.
either by hardware or by scoftware. When the series of
processes described above is executed by software, programs
constituting the software are executed by the CPU 105 or the
CPU 207 in Fig. 1, and these programs are read from
recording media or the like readable by the reader/writer
100 (300) or the IC card 200 (400).

[0165]

In this specification, the steps of executing the
series of processes described above obviously includes
processes that are executed sequentially in the orders
described, and also includes processes that are not
necessarily processed sequentially but executed in parallel

or individually.



Name of Document CLATIMS
1. A communication system configured of an information
processiné apparatﬁs and a device that perform communication,
wherein therinformation processing apparatus comprises:
first storage means that stores one or more keys:;
pelling-request generating means that generates a
polling request including an identifier identifying the key:;
and
obtaining means that reads the key identified by
the identifier from the first storage means, and that
decrypts encrypted data by the key to obtain a random number,
the encrypted data being included in a polling response
supplied from the device in response to the polling fequest;
and
wherein the device comprises:
random—-number generating means that generates a
random number;
| second storagermeans that stores one or more keys;
feading means that reads a key corresponding to the
identifier included in the polling request from the second
storage means;
encrypting means that encryﬁts the random number
generated by the random-number generating means by the key
read by the reading meané; and

polling-response generating means that generates the



- 56 -

polling response including-data of the random number
encrypted by the encrypting means.
2. The communication system according to Claim 1,
wherein the key is uniquely identified by a first
identifier and a second identifier, the second identifier
being subordinate to the first identifier, and
wherein each of the first storage means and-the second
storage means stores each of the first identifier, the
second identifier, and the key in association.
3. The communication system according to Claim 2,
wherein the polling-request genefating means includes
the first identifier as the identifier in the polling
fequest,
wherein the polliné—response generating means further
includes the second identifier in the polling response, and
wherein the obtaining means identifies the key from the
first identifier included in the polling request and the
second identifier included in the polling respoﬁse, and
reads the key from the first storage means.
4. The communication system according to Claim 1,
‘wherein the device further comprises:
first hash calculating means that performs a.
calculation in which a hash function is applied to the
random number génerated by the random-number generating

means,
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wherein the polling;response generating méans further
includes a first hash wvalue calculated by the first hash
Célculating meané in the polling response, and
wherein the information processing apparatus further-
comprises:
second hash célculéting-means that perfofms a
calculation in which-alhash function is applied to the
random number obtained by the obtaining means; and
comparing means that compares a second hash value
calculated by the second hash calculating means with the
first hash value included in the polling response.
5. A communication method of a communication system
configured of an information processing apparatus and a
" device that perform communication,
wherein the information processing apparatus comprises
the steps of:
storing one or more keys;
polling-request generating of generating a polling
reguest in which an identifier identifying the key is
included; and
obtaining of reading the key identified by the
idenfifier, and decrypting encrypted data by the key to
obtain a random number, the encrypted data being included in
a polling response supplied from the device in response to

the polliing request; and
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wherein the device comprises the steps of:
generating a random number;
storing one or more keys;
reading a key corresponding to the identifier
included in the polling request; |
encrypting the generated random number by the read
key; and
generating the polling response including data of
the encrypted random number.
6. An information processing appa;atus that performs
communication with a device, comprising:
storage means that stores one or more keys;
polling-request generating means that generates a
polling request in which an identifier identifying the key
is included; and
obtaining means that reads the key identified by the
identifier from the storage means, and that decrypts
encrypted data by the key to obtain a random number, the
encrypted data being included in a pelling response supplied
from the device in response to the polling reguest.
7. The information-processing apparatus according to
Claim &,
wherein the key is uniquely identified by a first
identifier and a second identifier, the second identifier

being subordinate to the first identifier, and
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wherein the storage means stores each of the first
identifier, the second identifier, and the key in
association.

8. The information processing apparatus according to
Claim 7,

-wherein the polling-regquest generating means includes
the first identifier as the identifier in the polling
reqguest,

wherein the polling response further includes the
second identifier, and

wherein the obtaining means identifies the key from the
first identifier included in the polling request and the
second identifier included in the polling response, and
reads the key from the storage means.
9. The information processing apparatus according to
Claim 6, further comprisingé
hash calculating means that performs a calculation in
which a hash function is applied to the random number
obtained by the obtaining means; and
comparing means that compares a hash value calculated
by the hash calculating means with a hash wvalue included in
the polling response.
10. A communication method of an information processing

apparatus that performs communication with a device,

comprising:
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a reading controlling step of controlling readiﬁg of
one key from one or more keys stored in storage means;

a polling-request generating step of generating a
polling request in which an identifier identifying the key
is included; and

an obtaining step of reading the key identified by the
identifier from the storage means under control of'the_
reading contro;ling\step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being
included in a polling response supplied from the device in
response to the polling reguest.

11. A program of a computer that controls an information
processing apparatus that performs communication with a
device, comprising:

a reading controlling step of ¢ontrolling reading of
one key from one or more keys stored in storage means;

a polling-request generating step of generating a
polling request in which an identifier identifying the key
is included; and |

an obtaining step of reading the key identified by the
identifier from the storage means under control of the
reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being
.included in a polling response supplied from the device in

response to the polling reguest.
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12. A recording medium having a program recocrded thereoh,
the progtam causing a computer that controls an information
processing apparatus that performs communication with a
ldevice to execute processing comprising:

a reading controlling step cof controlling reading of
cone key from one or more keys storedrih storage means;

a polling-request generating step of generating a
poliing request in which an identifier identifying the key
is included; and

an obfaining step of reading the key identified by the
identifier from the storagé means under control of the
reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being
included in a polling response supplied from,therdevice in
response to thé polling request.

13. A device that performs communication with an
information processing apparatus, comprising:

random-number generating means that generates a random
number ;

storage means that stores one or more keys;

reading means that reads a key from the storage means,
the key corresponding to an identifier for identifying the
keyrincluded in a polling regquest from the information
processing apparatus;

encrypting means that encrypts the random number
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"generated by the‘random—number generating means by the key
read by the reading means; and
pollingérésponse generating means that generates the
polling response including data of the random number
encrypted by the encrypting means.
14. The device according to Claim 13,
wherein the key is uniquely identified by a first
identifier and a second identifier, the second identifier
being subordinate to the first identifier, and
wherein the storage means stores each of the first
identifier, the second identifier, aﬁd the‘key in
association.
15. The device according to Claim 14,
wherein the polling-response generating means further
includes .the second identifier in the polling response. "
16. The device accbrding to Claim 13, further comprising:
hash calculating means that performs a calculation in
which a hash function is applied to the random number
generated by the random-number generating means,
wherein the polling-response generating means further
includes a hash value calculated by the hash calculating
means in the polling response.
17. A communication method c¢f a device that performs
communication with an information processing apparatus,

comprising:
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a random-number generating step of generating a random
number; |

a reading controlling step of éontrolling processing
for readiﬁg a key from storage means where one or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling reguest from the
information processing apparatus;

an encrypting step of encrypting the random number
-~ generated by processing in the random-number generating step
by_the key whose reading has been controlled by processing
in the reading controlling step; and

a polling-response generating step of generating the
polling response including data of the random number
encrypted by processing in the encrypting step.

18. A program_of a computer that controls a deﬁice that
performs communication with an information processing
apparatus, comprising:

a random-number generating step of generating a random
number;

a reading controlling step of controlling processing
for reading a key from storage means where one or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling request from the
informaticon processing apparatus;

an encrypting step of encrypting the random number
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generated by processing in the random-number generating step
by the key whose reading has been controlled by processing
in the reading controlling step; and

a polling-response generating step of generating the
polling respense including daté of the random number
encrypted by processing in the encrypting step.

19. A recording medium haﬁing é program recorded thereon,
the program causing a éomputer that controls a device that
performs communicatibn with an information processing
apparatus to execute processing comprising:

a random-number generating step of génerating a random
number;

a reading contreolling step of controlling processing
for reading a key from storage means whgre one or more keys
are stored, tﬁe key corresponding to an identifier for |
identifying the key included in a polling request from the
information processing apparatus;

an encrypting step of encrypting the random number
generated by processing in therrandom—number generating sﬁep
by the key whose reading has been controlled by processing
in the reading controlling step; and

a poliing-response generating step of generating the
polling response including data of the random number

encrypted by processing in the encrypting step.



