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On input ("genKey”, 1)
let ( epk, esk ) « PKE.Keygen(1%)
ret HW.Quote(epk)
On mput (MloadMskShares”, mskq, encmsks)
let msko, sig «— PKE.Dec(esk, encmsks;}
assert S.Verify(epk, sig, mskz)
let msk « msky; @ msky
On input ("ledgerPost™, sig, nonce)
assert S.Verify(pks, sig, nonce}
let entry « HW.Quote(sig || PKE.Enc{pk,, PRF(msk, nonce})
ret entry
On input CverifyProof OfPublication”, entryFromL, o)
assert Verify, (o, entryFromL} A entry = entryFromlL
ret PRF(msk, nonce)
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Pre-processing Phase
fi=1{
lete e HW Load{progaps)
fet (epk.quote) « HW . Run{e, ("genKey™))
send {epk,quote) o
recy encmsky from p
HW.Run(e, ("loadMskShares”, msky, encmska}}
lelseifi=21
recy {epk, quote) from py, and assert HW. QuoteVerify{quote}
send PKE.Enc{epk, mska} to py

}

Signature confirming receipt of encrypted output

if encrypted output was not given, then abort

it i =1 { recy sig from p,, and assert 5. Verity{pky, sig. nonce) }
if i =2 | send S.Sig(ska. nonce} o py |}

TEE-possessing party p; sends share {o non-TEE party p;

it i=1{send PKE.Enc{pky, k1) to ps }

if i =2 | recv msg from py, and let ky « PKE.Dec{sko, msg} }

FIG. 8
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(3} Non-TEE Party g, sends share to TEE-possessing party py
ifi=1{
recy msg from po
let ky « PKE.Dec{sky, msg)
telseifi=2
it py aborted in step 2 { sleep in this round, and goto step (4) |}
send PKE.Encipky, ko) to py

}

output &, & ky
{4) Initiating Fallback Mechanism
i=1{
assert p, aborted in step 3 (else we should have terminated)
keyenc « HW.Run(e, ("ledgerPost”, sig))
post sig || keyencto L
telseifi=21
assert p; aborted i step 2 (else we should have terminated)
sieep in this round, and goto step (5)
I
(5) Completing Fallback Mechanism
get (sig || keyenc, o) from L
ifi=1{
k «— HW.Run(e, {"verifyProof OfPublication”, sig || keyenc, o})
jelseifi=2{
k « PKE.Dec(sk,. keyenc)
}
output k

FIG. 9
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On input CgenKey™, 1)
let { epk, esk ) « PKE.Keygen(11)
ret HW.Quote{i || epk)
On input (CloadMskShares™, emsk)
let msky {] . .. || msk, « PKE.Dec{esk, emsk)
assert verify commiiments
let msk «— msky @ ... & msk,
On input ("ProofOfPublication”, signatures, o, nonce)
let k « PRF{msk, nonce); let sigy, . . ., sigy « signatures
assert verify, (¢} A Vj € {1, ..., n}. 5. Verify(pk;, sig;, nonce)
fet entry «— PKE.Enc(pkssq, &) | . .. J| PRE.Enc(pky, k)
ret HW.Quote{entry})
On input (“ProofOfPublication2”, entryFroml, o)
assert Verify, (o, entryFromL) A entry = entryFromL
ret PRF(msk, nonce)

FIG. 10
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{0) Pre-processing Phase
ifi <ti
let e e~ HW.Load(prog, n )

(epk;, quote;) «— HW . Run{e, ("genKey" })
send (epk;, quotepyto {py, .. ..t \ {pi}
recv msgy, . . ., msg from {p1, . ... pr P\ {p:}
let (epk;. quote;) « msg;, and assert Vj. HW.QuoteVerify(quote;)
let emsk; « PKE.Enc(epky, msk;), . . ., PKE.Enclepk;, msk;)
send emsk; to {py, ..., pr P\ {pi}
recy emsky, . .., emsk, from {py, .. ..pa b\ {pi}
HW.Run(e, (loadMskShares”, emsky[i] | ... | emsky[i]})
}else {
recy msgy, . . ., msg from {py, ....pr}
let (epk;, quote;) « msg;, and assert Vj. HW.QuoteVerify(quote;)
let emsk; « PKE.Enclepky, msk;), ..., PKE.Enc{epk, msk;)
send emsk; to {py, .. ..psr}
}

{1) TEE parties get signatures that all parties got encrypted output
send S.Sig(sk;, nonce}to {py., . .., pn }\{p: }if got encrypied output
i<t

recy { sig; bepnonapgs fromApn oo pa b\ {pid
assert Vj € {1, ..., n}: S.Verify(pk;, sigj, nonce)
}

(2 Each TEE-possessing party sends share to all non-TEE parties

i<t
forjeft+1,..., n}send PKE.Enc(pk;, k;} to p;
belsetf i > ¢

FeCYy msgy, . .., msge from pq, ..., Py
letky, ..., ky « PKE.Dec{sk;, msgy}, . ... PKE.Dec(sk;, msg)
i
FIG. 11
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(3) Each non-TEE party sends share to all TEE-possessing parties

)

(6)

(7)

if i <t

reey ekipy, . .. Leky from proy, .. L pa

fetkyoye oo, ky «— PKE. Declsky, ekigqd, . .., PKE Dec{sk;, ek}
telseif i > ¢

ifany of py, .. .. p; aborted in step (2) | goto step (4} |

send PKE.Enc{pk;, k;}toall p; € {pro. ... pn)

recvone of keyy, ... ky fromeach py € {prar. oo P}

}

If got n shares, then send them to all parties; else wait for n shares
oot nshares {send k=4 @ .. . kg Op,.. .0}

else { if recy all n shares from some p; € {pr. .. .. pnt}

if got all n shares, then output &

3 IF we still didn’t get all » shares, then enter fallback mechanism

ifi<t{postsigy,...,sigatol}
else it 1 > ¢ { sleep in this round, and gote step (5) }
Perform step 2 of the falltback mechanism
iti <t
get (signatures, o) from L, where signatures = sigy ||. .. || sign
let keyenc « HW.Run{e, ("ProcfOfPublication”, signatures, o))
post keyenc to L
{elseif i > ¢ { sleep in this round, and gote step (0) }
Complete the fallback mechanism
get (keyenc, o) from L
i<tf
k « HW . Run(e, ("ProofOfPublication2”, keyenc, o)); output k
telseif i > t{
k « PKE.Dec(sk;, keyenc); output k
}
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We assume ¢.n instances of Fgyx. and denote them ‘F’ x where
iefl,....tJand j € {1,...,n]. We use ffj and ‘f y inter-
changeably to denote the same instance.
() Pre-processing (performed once for multiple MPC executions)
ifi <t edgeszn Jelse { edges=1}
foreach j € [1, ..., edges] |
send (load, fi, fa B, o to (}’;

get (k;”’, L os com{k J} ¢; LI 2 com(l\ j)\i from ‘)L

¢y 5\1)&
}

(1) Run unfair MPC protocoi for function f using agreed-upon id
invoke mmpc(x;, id, {k ’ J ;] }jqn}), where x; 18 p;’s input.

mavpe emits AE. Enc(k, j{x}, coosxp I {PKE Enc(pkj, kj)}iern
I {PKE.ERC(}')}(‘J{, k;g])}_je{n} l {AEEnC(k L kj )}ze l.jein} »
where k =k & ... & k,, and k;é“" = H{k; -/ $ k; J, ;d).

(2) Each TEE-possessing party sends share to all non-TEE parties

i<t
forj € {t +1,...,n} send PKE.Encipk;, k; ) to p;
telseiti >t
reey msgy, . ... msge from py. ..., oy
et &y, ..., ky &« PKE.Dec(sk;. msgd, - .+,  PRE . Dec{sk;. msgr)
}
FIG. 13
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(3} Each non-TEE party sends share to all TEE-possessing parties

(4

(3

it i <t

recy ekipt, . . ekp from pray. oL L P

fet hpogy . .. hy e PKE. Decl{sky, ekpiy )l o oo, PRE. Dec(sk;. ek,
felsetfi >t}

tfany of gy, .. ., p¢ aborted in step (2) | goto step (4) |

send PKE.Encipkj. kdtoall p; € {po .. oL o

recy one of kpor, ... kg fromeach py € {prat. ... pnt
j
If got 1 shares, then send them to all parties; else wait for » shares
Heotnshaes {send bk =k @ ... @hkptop ... pn |
efse | if recy all n shares from some p; € {p1.....pn} }

if got all n shares. then output &
If we still didn’t get all n shares, then enter fallback mechanism
ii<t]
SN 3 2 ] ¢ “$eny . ".\j. « v ia‘f . .
for j € [i — 1] { send (trigger) to ‘Féyx, recv k7 to get ki k; }
for j € {i+1...n]{ send (trigger) to (F;y; recv kY to get k; }
send k to all parties

} else { receive k from some party after »# rounds |}
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On input (“genKey™)
let ( epk, esk ) «— PKE.Keygen(1%)
ret HW . Quote(epk)
On input (CgenProtKey”, in)
let ( gy, epky Y= q, .« o (g, epke ) < gy
assert py = p(Eper) Ao Apr = l{(Eper)
assert HW.QuoteVerify(qi) A . . . A HW.QuoteVerify{qt)
let (pk, sk) « PKE.Keygen(1)
let out « pk || PKE.Enc(epk;, sk), . . ., PKE.Enc{epk, sk)
ref HW.Quote(out)
On input (“loadProtKey”, in)
let (u, pk i ¢ty ..., ctp) « in
assert p = (Eper) A HW.QuoteVerify(in)
let sk « PKE.Dec{esk, ct;)
On input (“revealKey17)
assert round ==3 st + 4
ret HW.Quote(PKE.Enc{pks,y. sk). . . ., PKE.Enc{pky, sk))
On input (“revealKey2™)
assert round ==4xt + 6
ret sk

FIG. 15
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(1) Launch the &, enclave, and generate key material
if i > t then gote step (2)
let e «— HW.Load{prog.)
let msg « HW.Run(e, ("genKey”})
let{q1, . ..,q¢] < Protpsimsg. {py. . ... pe}]in parallel
let generator « |
(2) Establish Protocol Instance Key
if generator =i {
let msg « HW.Run{e, ("genFrotKey”, gy, . . .. q¢ )}
invoke Protpsimsg, {pi, .. .. pa}] as commander
} else if generator < £ {
let msg « Protps{L, {p1,....pPn}l
if msg = L then increment generator and retry step (2)

pk || _ « msg
iti <t { HW.Run(e, (MoadProtKey”, msg)) }
} else {

mvoke Protyreriprats - - - Pl and output result

(3) Broadcast individual coins
let msg « PKE.Encipk, 5.5ig(sky,, b))

FIG. 16
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{4} Shari:ig Secret Key
ifi<tf
let msg « HW.Run{e, (“revealKey1”})
invoke Protps{msg, {p1, .. .., pn 1 as commander
}else |
let msgy.. . .,msg < Protps]L, p1.. ... pnlin parallel

let msg be any valid message from {msgy.. . .,msg}
if no such msg |

invoke Protyret{pr+1s - - - . pn ] and output result
}
let [e;}gﬂ, e eé?n] « msg, and let sk « PKE.Dec(pk,,, 6;9:)
let {by. ..., bp] « [PKE.Dec(sk, ep, ). . . .. PKE.Dec{sk, ey, )]

output b, & ... & b,

}
(5) Obtain Local OQutput

if ¢ > t then skip

let sk e HW.Run(e, ("revealKey2" )}

let{&y, ..., by] « [PKE.Dec(sk, ep, ), . . ., PKE.Dec(sk, ep,, }]
oulput by & ... & by

FIG. 17
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