A Portable System and Method for Renotely Accessing Data FlI ELD OF | NVENTI ON
Enbodi nents of the present invention relate to a portable system and net hod
for acceswongovdiaisdsr enot el y. BACKGROUND Conput er users lpegschensgeoidaoount s
of data, such as personal information, financial information, and
proprietary business data, on their conputers. Users often consider nuch of
that data private, i.e., they do not wish others to access it. One way to
control access to the data is to control access to the conputer itself.
However, as users travel, they may wish to access sonme of that private data
remotely. They wi sh such renote access to be as secure as possible so that
the data i ot, vi.ewed an Q S Jot been granted s i.fic access.
Currentl y,itﬁerf@\ﬂﬁ\é@ﬁ@/mﬁ@g@?ﬁﬂ?dgﬁd Iﬁgp'h% yi&"ﬁ?ﬁﬁwg ﬁagtlal ow a user
to renmotely and securely access data residing on one device from anot her
device in a renote |ocation. For exanple, a user can store and access data
using a variety of portable storage devices/nedia. Such devices can include

USB t hughs,dr i e cards, portable hard disk drives, CD ROV,
DVD- e"?'%b\#ﬁ@m\{e%ﬁeﬂb%gt oring the desired files on a portabl e device

requbres the user to synchronize any changes that occur, since changes nade

to afile on d I i L kgi nal
file. Addi ti_ghgl%ﬁgfgn?s?&tﬂﬁee&%%%rﬁgg}é%ﬂldge%{égeegieasﬁﬁégg %}réfégﬁ[ %?Oterﬂ,sthtg ﬁz&dat a my
become &9cHspinBdatarematedut hori zed users. It is possible to protect the data
usi ng various techniques. One technique is to encrypt the data on these
devi ces _and use a password to access the data. In order to be secure from
decr ypt BACKER 7 the passwords nust be of a certain |length and contain
bot hgnuneri ¢ and al phabetic characters. However, the use of passwords
requires user _intervention for set-u 1

. Iff t he user forget .Qrm grhaces t he
bassvior ds, hGOMPHIET 5615, keem,faioq mgbBiscd ¢ofe: AUEh 28 HRISSPPDILUTEION 1 t he
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control access to the data is to control access to the computer itself. However, as users
15  travel, they may wish to access some of that private data remotely. They wish such
remote access to be as secure as possible so that the data is not viewed by anyone who
has not been granted specific access. Currently, there are various systems and
methods in place to allow a user to remotely and securely access data residing on one
device from another device in a remote location.
20
For example, a user can store and access data using a variety of portable
storage devices/media. Such devices can include USB thumb-drives, storage cards,
portable hard disk drives, CD-ROMs, DVD-ROMSs etc. However, storing the desired files
on a portable device requires the user to synchronize any changes that occur, since
25 changes made to a file on the portable device will not be reflected in the original file.

Additionally, if the portable device is lost or stolen, the data may become
available to unauthorized users. It is possible to protect the data using various
techniques. One technique is to encrypt the data on these devices and use a password

30 to access the data. In order to be secure from decryption attacks, the passwords must
be of a certain length and contain both numeric and alphabetic characters. However,
the use of passwords requires user intervention for set-up. If the user forgets or



Additionally, if a password is |ost or stolen, the user nust revoke the old
password and establish a new one. This is onerous for many users. Further,
passwor dswoagodis1sasi | y bypassed by a determ ned attackecT/sSeasoser@sml e, t he
passwords that are generated by the user at the computer keyboard can be
tracked by key-logger software resident on the user's conputer. The user
may not even know that such software has been installed on their system

G ven the probl ens descri bed above, the use of passwords as a security
measure for protecting data is thus 4ot an optinmal solution. Alternate

syst ensy, %gfacé’é e @%dg Ohe ﬁlﬁ’lcrlrgt 'b@%b%afoaaccg&r the h%s gpc%»tg 4" 1She
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Bi onetric aut hentl cation is rather secure, he user nust present to

access Toditionathy If 3 paRswerd istlegtor sigleny the lﬂﬁ%m}@hf%’ﬁke thecolg passwoed apgho has set

up the &itanieh binewi gheNtThisii€ ahdroills BHHanPasdtsesent to all ow other users to
access the data. Besides, human characteristics are susceptible to changes

over time. As technol ogy progresses, these characteristics may al so be
count er f ei t eRlrthiey r gdsewonals emaypibe n@dsily bypdadsad aut bedtérimiddobttsyet emer and
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ocation can emusin erf’? D) and
passvvorféiascrﬂ?@l qhoagl tberusgg%maswp@a aﬁnatSecum m@@uwffOpmmgj@t@wtthus\ed above
al so_appls¥nloptihBsoltien.0f passwords with renote access software. Wth these
applications, besides renenbering the password, the user nust al so renenber
his user ID as well.An additional problemwth Telnet is that it transfers

al'l data Un%fé?d/é?é %?stet'nseare s Pkriwh fo?@écurﬂé' §atgeaffb$r %E@lé kRS Si on over

the network is i nsecure. People who are determned to obtain the
dat® cawt%%ﬂﬂﬁt'oau erifigss adi5en Py £8PIUing epmesiVEicRlofhafasterislia such as face

recognition, voice recognition, fingerprinting, iris scanning etc, then using the captured
characteristic to authenticate the user. Biometric authentication is rather secure, as the
user must be present to access the data. However, this can be inconvenient, as the
user who has set up the biometric identification must be present to allow other users to

20  access the data. Besides, human characteristics are susceptible to changes over time.
As technology progresses, these characteristics may also be counterfeited.
Furthermore, biometric data authentication systems, and particularly portable biometric
data authentication systems, can be very costly to implement.

25 It is also possible for users to access data on their systems using remote access
software. Telnet is one widely available solution that allows users to access data
remotely. A user at a remote location can log in to his home system using his
identification (ID) and password. The problems associated with the use of passwords
outlined above also apply to the use of passwords with remote access software. With

30 these applications, besides remembering the password, the user must also remember
his user ID as well.



problemis the use of Secure Shell (SSH). SSH is a network protocol that
all ows data to be exchanged over a secure channel between two conputers.
Dat a encryptoevm3pssvi des confidentiality and integrity eCTiSGeomad@sohus
transmtted. SSH uses public-key cryptography to authenticate the renote
conmputer and allow the renpte conputer to authenticate the user, if
necessary. Reliable and secure exchange of the public key is a difficult
problemto solve. If the public key is sent using the same channel as the
data that is being exchanged, the pu@ ic key can be subject to
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secure étd?rﬁ?ﬁﬁtt’,ea'm%ﬁ"?lo&m £3 (themaedmnthetnaiddie egtackind second nmodul es acr oss
the data link to access the data.ln one enbodinment, the first and second

nodul es may he initially connected to each other, the first nmodule may then
connect ed toRf’l‘?é'gWB%"E pé%?"@l’ﬂ'the{ﬁﬂ‘oi%@cé?)%é@ivﬁr? irthits irnerdentsl mskeetheusi ng a

uni que irghrdteicbhedctions, EH@BU&H@%aySNeQJdg&reTQTQQﬁpg ”ﬁgﬂbﬁﬁ%’foco”ﬁ e
0]
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users. For dynamic IP addresses, this problem is compounded.

A need therefore exists to provide a system and method to address one or more
of the above problems.
20

SUMMARY

Embodiments of the present invention provide a portable system and method

for accessing data from a remote location. A first aspect of the present invention

25 provides a portable system for accessing data stored on a host system from a remote
system using a data link, the system including a first module and a second module, each

of the modules being associated with the host system, wherein the first module is
capable of being connected to the host system and the second module and the second
module is capable of being connected to the remote system to establish a secure

30  communication channel between the first and second modules across the data link to
access the data.



identifier selected froma group consisting of a nedia access contr ol
address of the host system a hard disk identification nunber of said host
system awoi2ne%Bns8 prot ocol address of said host systemCT&cdom/op@adom y
generated pairing identifier. In one enbodinent, the first and second
nodul es may be initially connected to each other and to the host system
and the first and second nodul es then generate a random naster
cryptographic key that is stored on each of the first and second nodul es
wherein the second nodul e obtai ns an4address of the host systemto enable

the remote system.ta RS shd i’ir]steﬁndjgﬁomﬁ MORbesSHS] SO .cBnﬁe%&c%nd modul e
t ystem

is inserted into the renote s e secure comuni cation channel may be
est abl i saelotyer, femfrplanedite may del eamnrelod to bmhepisyaiest end fheygssegatignhi ¢ key.

The fi r%a%ﬁwpﬁ%@%inﬁ%‘iﬂicﬁ% i@ERifiEor BRI bRderh O €ach ot her using one of an
el ectromagneti c signal based connection and a physical electrical

connection. In one enbodinent, the secure communication channel nay be
est abl i shed hyogeBRbadimBst, heS@idietemmyr b tAENES SYsBRSHEY b6 bY RESIGHRPhI ¢ Key.
I n one gfb glnept the first and seggnd ydul es na%gge éonneﬁ%e to each
other u %‘i‘ﬁ IS FEeGted fiPmep SEUPSRRYRING ¥ adngHia Aotrss canted ardiess shihghast
physi Calsyﬂémﬁtal’ Eaal disioreatfidation numbenef eaiaOF&smytteri b fn'Eerrﬁét) protbeble may
connect _tq the,ho stem usjn upi vers serial,_bus (USB) connector,
ona "t he 208Eh B SR TR AR A Stk Be Bl e el g & USB
connector. In one enbodinent, the data may be virtually copied to the first
nodyhe to previ : I LI J Oy copi ta is
avaﬁPabI e to?%/hggf @%?I&%éﬁéﬁﬁgﬁgﬁg%ﬁﬁgorxn?%/&%haeé%y é%ﬁjﬁééa}cﬁé’ echﬂe%q?chjg’ second
nmodul e. leaclhptheeabd ) thenhost syrterdaang therfkstrand $ecose medtied thienogereraje aup
consi sti 1 ; AW rk, and
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t r ust ed whereinthgssecond madyn ebiaisan arsiess of the hostsyséem thenablpietrgmetey
mai Nt ai By41Be B$BESds3lds0bh IHBIHISIEYstR WhBH thES §stoR@nfbadRSIO fs@Hb@thtd BHeor mat i on
to conplete a data_connection o ) )

remote system. The secure communication channel may be established by generating a

session key from the master cryptographic key. The first and second modules may be

connected to each other using one of an electromagnetic signal based connection and a

physical electrical connection.

20 In one embodiment, the secure communication channel may be established by

generating a session key from said master cryptographic key.

In one embodiment, the first and second modules may be connected to each
other using one of an electromagnetic signal based connection and a physical electrical
25  connection.

In one embodiment, the first module may connect to the host system using a
universal serial bus (USB) connector, and the second module may connect to the
remote system using a USB connector.

30

In one embodiment, the data may be virtually copied to the first module to
provide the data access and only the virtually copied data is availabie to the remote
system when and only when connected to the second module.



between said first and second nodul es. I n one enbodinment, the trusted party
may revoke the system pairing. A second aspect of the present invention
provi des WOrmGs3sf accessing data stored on a host sy®CESGROBIOVE30 envt e
systemusing a data |ink, the nmethod including the steps of providing a
systemincluding a first nodule and a second nodule initially connected to
each other, connecting the first nodule of the systemto the host system
associating the first nodule, the second nodul e and the host systemwth
each other, disconnecting the second® nodul e fromsaid first nodul e and
connecting the second nodule to the renote systemto establish a secure
communi cati on channel between the first and second nodul es across the data
| i nk to accdssnelembadiment. ithe daia “@‘Frﬁ@ﬂibﬁeﬁ?l‘%"tqdﬁ@nhg§6Q’:ipeﬁ°inﬁ'§t"19t‘g3h?my be
acconpl iyaheg! 41864)3réh hEMAHCa Wittt hatiioRd ahd\g wheRbs fataoam | n_ one

enbodi ment, the unique identifier of the host systemis at |east one
identifier may be selected froma group consisting of a nedia access
contg ol addrigshe @bsairent) 85 dy Stlempy Be hatel vlb akrusdd it partyt i on nunber of
the host system an internet protocol address of the host system and a
random y generated | ong systempairing identifier In one enbodi nent, the
associ ati ng jat epe N@ybddiméntierthd nalstade tjelhearht imey  anairdaio ethec pygoc@jeaphi ¢ key
that is_stored on,each of said.fjrs : I Ldi ng an
addr esanBIPRE AR e it LSS BRI GE 8 torPRAY £ SR oA D,
mast er Iestywperogaid first andksscondmoldalegener at ed usi ng a random nunber gener at or
and erein a cryptographic protocol used for securing the data |ink
between the first nodule and the second nodule is selected froma group
consi sting ol cogrembodinenkdie tvsied pRIBAPAY revaks WsY$iP® RAENIcr ypt ogr aphy, and
one-tinme pad cryptography. In one enbodi ment, the connecting step may
further include generati n]g a session key fromsaid magtﬁr ke%( tg establ i sh
sai d secure Besre asneachal BRAFEANT INVENERIEPOVISEaARERNCd PHRFCEPYM 93fRd second

nodul esgRY &ea ihBkt dydldhy frisANNRGIdRE syflem using a data link, the method including
15  the steps of providing a system including a first module and a second module initially
connected to each other, connecting the first module of the system to the host system,
associating the first module, the second module and the host system with each other,
disconnecting the second module from said first module and connecting the second

module to the remote system to establish a secure communication channel between the

20 first and second modules across the data link to access the data.

In one embodiment, the associating step may be accomplished using a unique

identifier of the host system.

25 In one embodiment, the unique identifier of the host system is at least one
identifier may be selected from a group consisting of a media access control address of
said host system, a hard disk identification number of the host system, an internet
protocol address of the host system, and a randomly generated long system pairing
identifier

30

In one embodiment, the associating step may further include generating a master
cryptographic key that is stored on each of said first and second modules and providing

an address of the host system to the second module.



each ot her using one of an el ectronmagnetic signal-based connection and a
physi cal el ectrical connection. In one enbodinent, the first and second
nodul es e 2b@/i3mi38i al | y connected to the host system amdTs&2e)sr0ense e
system usi ng one of an el ectromagnetic signal -based connection and a

physi cal electrical connection. In one enbodinent, the first nodule may be
a USB, and the first connecting step nay conprise connecting the USB to the
host system and the second nodul e nay be a USB, and the second connecting
step conprises connecting said USB t® the renote system |n one enbodi nent,
the first connecting step may further conprise a step for virtually copying
the data to the first nodule after the associating step, such that only the
virtual |y copi @8edapkedirgery Hiel mpster co/ptogeapbisclesyd cam el generateconsing rebodi ment

the dat gahddik n%ﬁe@&@%t&cérﬁﬂwﬁér@m Qc%%ﬂa&l%%bln&egffort g@cuhﬁé ‘ﬂfé"et a

| ocal ar 6‘? P(%(th de area netwo W rel ess networ n one
enbodi mefte i e’%’&?'éfh‘% first mapulseand theesEoRF dursivie ist seleated fromi @ @royr ty. | n

one énbadhsretmg, oftéymrﬁdtmﬁk@dcrﬁqbtb{;ﬁplﬁ@rés?m%}hcn@yrﬁr%té?gr'[aﬂﬁ/ P8 Ppkahieon
|nforrrat|an Fd u e the association intormation to conplete a data

connect iP6A ° Ythe first and second nodul es. In one enbodiment, the
trusted third party can revoke the associ ati on between said first m)dul e,

t he second I st_system BRI EF CRI.PTI OF THE DRAW NGS

Figure 1 il {TE,%;;{, rngt %@Bgd ﬁtrrgtg ﬁ?Ct'Bg %e%fg?ye%z'%ﬂ Gy %@Fﬂﬂa WG e,

seanl essesésidrekeytfeani sgjd etstes Gey ® detetdisit saip séa@ire asrdmanicatiohtobasgiput er

accqul ng to the present invention; Figure 2A illustrates an alternate
nbo

iment of a systemfor providing secure, seam ess file sharing between
a host conputepnegmbadimsibites Sishpod eecqmdcrmdmlasgnay) be litiglly esemctéchtoent i on;

Figure 28ch bindf LERG She 0fen ERdltohddhefid GighEI-5R TN VMBGidNEnd WHYaLgwar e

electrical connection.

15 In one embodiment, the first and second modules may be initially connected to
the host system and said remote system using one of an electromagnetic signal-based
connection and a physical electrical connection.

In one embodiment, the first module may be a USB, and the first connecting step

20  may comprise connecting the USB to the host system, and the second module may be a

USB, and the second connecting step comprises connecting said USB to the remote
system.

In one embodiment, the first connecting step may further comprise a step for
25  virtually copying the data to the first module after the associating step, such that only the
virtually copied data is available to the second module.

in one embodiment, the data link may be selected from a group consisting of the
internet, a local area network, a wide area network, and a wireless network.
30

In one embodiment, the data link may be routed through a trusted third-party.



nodul es in a disconnected state; Figure 3A illustrates the connection of
the systemof Figures 1 and 2 to a host system Figure 3B illustrates the
separ at e wonp@x3isas of two hardware nodul es associ at ed PairsSic20d8®@osg6t em of
Figures 1 and 2; Figure 4A illustrates the separate connections of the
systemof Figures 1 and 2 involving a firewall and a trusted third-party
server; Figure 4B illustrates the separate connections of the system of
Figures 1 and 2 with an additional renote conputer;Figure 5 illustrates a
fl owchart show ng one method for coniecting and operat | ng t he system of

Figures 1 an , i1)us t a fl thod of
connecti ng aﬁbc?P? 'ﬂg%qemgﬂe @?skrgﬁm thﬁ’ 83’? an%ht% a %g?m |é’ncorrputer
syst em irdorchafforgamde use ihlelassbmatmsnfonnat@maqpbmpbfe adaiarqmnmtlosyoet\mwt hat can
be used firg aﬁqgge é’n%ltrﬁgad?és Figures 1-6. DETAI LED DESCRI PTI ON Enbodi nents of
t he pres |nven 1on provide a systemand nethod for allowng a user to
securely access data stored on a first systemfroma renpte system It is

undegst ood t fagad Qrﬁbéc}ﬁ%ﬁ’tmfhecﬁlﬁ'stgftrﬁ\@ rHéH%MeQﬁé“a@&c%Bﬁ@eﬁvééE making a

remote connection. For exa system may be a home or office
conput esaigyiEst sredulg, ﬂbéﬁxec@tdqutﬂ% %“éﬁ'ﬂﬁ'éﬂsééifﬁﬁ%ﬁtl on can be, by way of
exanple and not limtation, an internet connection, a LAN or WAN

connect i on an | R bl uet ooth short-rasgge radi o channel s such as Bl uet oot h,.

us, W BR IQﬁ%C'?'gﬂ'ngr%frHEcﬂgﬁH\QN@ uch as GSM GPRS, 3G proprietary

radi o connectl ons, or even wred connectl ons such as opti caI | i nks. For
easg? of di scgssmq It he tfl rst s C{nvmtll be referred to t he host
syst@m whi | 69 Tr Ligrates, Qne W? imght of £ P& n}Jo §r?\ﬂ nge?ﬁﬁuée’conputer.

Fi gure earlegs filcadhzsing metvesdrod ihostdongduter angdsa esmdié @oaputercicogrdirg tohe

present the present invention;

Figure 2A illustrates an alternate embodiment of a system for providing
15 secure, seamless file sharing between a host computer and a remote computer
according to the present invention;

Figure 2B illustrates the device of Figure 2A showing the two hardware
modules in a disconnected state;
20
Figure 3A illustrates the connection of the system of Figures 1 and 2 to a host
system;

Figure 3B illustrates the separate connections of two hardware modules
25 associated with the system of Figures 1 and 2;

Figure 4A illustrates the separate connections of the system of Figures 1 and
2 involving a firewall and a trusted third-party server,

30 Figure 4B illustrates the separate connections of the system of Figures 1 and
2 with an additional remote computer;



i nvention. System 100 includes a first hardware nodul e 110 and a second

har dwar e nodul e 120. The nodul es 110, 120 can be connected to each ot her
via a cormiocndor31B80. The nodule 110 is configured to beCtsoaastedsoo a
host system while the nodule 120 is configured to be connected to a renote
system The connection 130 between the nodul es 110, 120 and the respective
systens may be nmade, by way of exanple and not limtation, using a physical
el ectrical interface. The connection 130 may be established such that the
user connecting modul e 110 and nodul® 120 is absolutely sure that these two

modul esar e GauNEckeflusities HYshERr ShBflg 65 hithsd 'RF doffuctirackide. but is

not limted tH a Stan 1 USB connector, "a firewre connector, a serial
i nt er f aopsratingthe system offtigyreadend2physi cal cable, a proprietary electrical
connection, and a network interface. Alternately, the connection between

the nodul es 110, 120 may be ang tyge of electro gneti c.si%nal.-bg)?ed
communi cat i driggie. &illustrates dgweharlsRowing 9ne Mo PLrBRSFNS BPREPER h, 3G

4G CSMhglsgstem WGuEa HRIMECE Fnotd IBnipsitdhagedmpane!l ect romagnet i ¢
si gnal - baséd comuni cati on such as radio, then the two nodules 110 and 120

can have attributes that the user knows that will enable himto know t hat
modul es 110 migdrel2fugtrsted @he @xampiect £ dorhphiensysiey thatecdnehargsebwitect ed) .
For exa Ieé t he nuf geg urer of system 100 can ensure that only nodul es
110 andMESYSEM S/IPWR®100 are uni que to each other, and can be connected to
each other and no other nodules. In sone enbodi nents, the nodules 110, 120

recel ve (o romthe respective systens. In alternate
RRrET ey PrsdiFtio

enbodi o 10, 120 may contai n an i ndependent power source.
Figure 2A illustrates a USB system 200 that provides a specific operational

i npl ement at i : Ml t Hal | InSIChaBiganfoM | |
outline the g@ggéw%e%éggs@iég%% '\le\g%r?t%int B?\slﬁdgn%géyg%o? as di scussed above
that naalovdoder ussiptessenurelyrrsess clate Bosedies St system o [RRYe The USB

system %%Qeﬂﬂ.nq{ i40dRRierstood that the systems can be any computing device capable of
15  making a remote connection. For example, the first system may be a home or office
computer system, a PDA, etc. The remote connection can be, by way of example

and not limitation, an internet connection, a LAN or WAN connection, an IR, blue-

tooth, short-range radio channels such as Bluetooth, UWB, Wi-Fi, long-range radio
channels such as GSM, GPRS, 3G, proprietary radio connections, or even wired

20 connections such as optical links. For ease of discussion, the first system will be
referred to as the host system, while the remote system will be referred to as the

remote computer.

Figure 1 illustrates one embodiment of a system 100 according to the present

25  invention. System 100 includes a first hardware module 110 and a second hardware

module 120. The modules 110, 120 can be connected to each other via a

connection 130. The module 110 is configured to be connected to a host system,
while the module 120 is configured to be connected to a remote system. !

30 The connection 130 between the modules 110, 120 and the respective
systems may be made, by way of example and not limitation, using a physical
electrical interface. The connection 130 may be established such that the user
connecting module 110 and module 120 is absolutely sure that these two modules



a HomeUSB 210 and a Portabl eUSB 220 each having its own nale USB connect or
212, 222 respectively. In this enbodi nent, the HoneUSB 210 is the master
devi ce. PyoeI@r131338 i s understood that the requisite sofPClsGe0sAYIIBE

resi dent on both the HoneUSB 210 and Portabl eUSB 220. Wi chever device is
connected to the host system 330 (see bel ow) nmay becone the HomeUSB 210.

Fi gure 2B shows the HomeUSB 210 and Portabl eUSB 220 in a di sconnected
state. As shown in this Figure, the HoneUSB 210 can be connected to the
Port abl eUSB 220 by way of a mal e corthector 214. Portabl eUSB 220 incl udes a
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ConfbeCtéle& RRLNRER thmmalBsiedt OBRHMENicatsh t ie. I Rifake, Coagiot dlequdihey, syst em
200 provides hardware encr%/gtdshgﬁg §J aut henti cation. No passwords are
r equi r eRICrVaNSe BlYSiRPthdG@y ‘%ﬁ 'em 200 into a USB sl ot on a host

conputer (see Figures 3 and 4). A user selects files to be shared fromthe

host conputer, and the software _on U d onto

t he host coﬁﬁ@?@r q"%/l‘ﬁ“ﬂﬁ?tﬁ? 1?8 Q?l sera%ec%tﬁeecir]o& a19\e{¥§{'on? gﬁ?‘ e nmeUSB
210. TheorRowhiehti@USBCR 285 iradibhéimen elmemmd mogalesn1@ randHA 2R USH 2@@9 pl ugged
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estapl | ﬁ\gﬂgfa%ﬁ{r Jsﬁ%r%a%ﬁoggr%m oA mbliGiell AT IR Bf systdrhovi ng t he

user to secure e rreve an hat were virtually copied onto
t he Horréﬂlﬂslr@!mlquﬂ tdeaaghl @heﬁdla@él@éll b C@F”Q%%d i saes othes Q%lé’éhfrbel ow
with refererce to Figures 5 and 6. The HoneUSB 210 and Portabl eUSB 220 may
contain integrated circuit (1C)

15
In some embodiments, the modules 110, 120 receive electrical power from
the respective systems. In alternate embodiments, the modules 110, 120 may
contain an independent power source.
20 Figure 2A illustrates a USB system 200 that provides a specific operational

implementation of the system 100. While the following discussion will outline the
use of the USB system 200, it is understood as discussed above that many other
types of connections besides USB can also be used. The USB system 200 includes
a HomeUSB 210 and a PortableUSB 220 each having its own male USB connector

25 212, 222 respectively. In this embodiment, the HomeUSB 210 is the master device.
However, it is understood that the requisite software may be resident on both the
HomeUSB 210 and PortableUSB 220. Whichever device is connected to the host
system 330 (see below) may become the HomeUSB 210.

30 Figure 2B shows the HomeUSB 210 and PortableUSB 220 in a disconnected
state. As shown in this Figure, the HomeUSB 210 can be connected to the
PortableUSB 220 by way of a male connector 214. PortableUSB 220 includes a
corresponding female connector 224. The various operations of the USB system



chi ps, which are tanper-resistant. These I C chips may have pre-stored
operating systens (OS) and software. Specific details concerning the

oper at i orwof20B138st em 200, the HonmeUSB 210 and t he PorCalsiGeyBBo@30 are

di scussed bel ow. The OS as di scussed above can be any known OS. Exanpl es of
such OS can include, but are not limted to D sk Operating System
(DOS) - based, M crosoft Wndows(r)-based, Linux(r)-based, Novell

Net ware(r)-based, Apple MAC(r)-based, proprietary OS's, and the like. In
sone enbodi nents, the HoneUSB 210 andOPort abl eUSB 220 nmay have narKki ngs,
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15 the remote system from the PortableUSB 220, and a secure connection is
established between the remote computer and the home computer, allowing the
user to securely retrieve any of the files that were virtually copied onto the
HomeUSB 210. A detailed discussion of the process is provided below with
reference to Figures 5 and 6.

20

The HomeUSB 210 and PortableUSB 220 may contain integrated circuit (IC)
chips, which are tamper-resistant. These IC chips may have pre-stored operating
systems (OS) and software. Specific details concerning the operation of the system
200, the HomeUSB 210 and the PortableUSB 220 are discussed beiow. The OS as

25 discussed above can be any known OS. Examples of such OS can include, but are
not limited to Disk Operating System (DOS)-based, Microsoft Windows®-based,
Linux®-based, Novell Netware®-based, Apple MAC®-based, proprietary OS’s, and
the like.

30 In some embodiments, the HomeUSB 210 and PortableUSB 220 may have
markings, LED lights, audio cues or other indicators (not shown) to show that the
HomeUSB 210 and PortableUSB 220 are compatible. The indicators allow a user

who, for example, has multiple home computers to access each of them individually



has been inserted, the renote system 340 establishes a connection 350 with
the host system 330 to access the data that was sel ected and stored on the
HonmeUSB 2 0.20093s38e enbodi nents, the connection 350 mapChsGamsiontise net
connection. However, the connection nay be any type of hard wired, optical,
or wireless connection known to those of skill in the art. For sone
applications using the system 100, 200, it nmay be advantageous to use a
trusted third-party to facilitate the connection between the renpte system
340 and the host system 330. Figure'WA illustrates an alternate enbodi nent

of a Syﬁ@%ég&rgt@éystén %@a@d)c? mfaméﬁiawem%dﬁryeﬁ@ra diffle FRplcisani th the
system 30 t he connector 212 of the HomeUSB 210 i's ﬁhlsfgged into the
c
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oper at i toansferigtc.be di scussed bel ow with respect to Figures 5-7. In alternate
enbggdi ments, the renpte system 340 may al so be behind a firewall. The

third-party server 430 can be useful in several applications. In the
enbodi nent  dfigwe 3Ailpsigriee ope gmbadiaenicafia sysiere AOP30apRlIGSF KsigAdh®ss s
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the renote s% stem 3 desires to connect to the host system 330, the renote
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%art of the initialization attribute. This will be discussed in nore
det

e wi th reference to Figures 5 and 6.

Figure 3B illustrates an expanded version of the system 300 that uses the
USB system 200. The connector 222 of the PortableUSB 220 has been inserted
into a corresponding port 335 of a remote system 340. Once the PortableUSB 220
20 has been inserted, the remote system 340 establishes a connection 350 with the
host system 330 to access the data that was selected and stored on the HomeUSB
210. In some embodiments, the connection 350 may be an Internet connection.
However, the connection may be any type of hard wired, optical, or wireless
connection known to those of skill in the art.
25
For some applications using the system 100, 200, it may be advantageous to
use a trusted third-party to facilitate the connection between the remote system 340
and the host system 330. Figure 4A illustrates an alternate embodiment of a system
400 that is capable of using the system 100, 200. As with the system 300, the
30 connector 212 of the HomeUSB 210 is plugged into the corresponding port 320 of
the host system 330. The connector 222 of the PortableUSB 220 has been inserted
into the corresponding port 335 of the remote system 340. Once the PortableUSB
220 has been inserted, the remote system 340 establishes a connection 450 with



To provide additional security, it is possible to use the trusted
third-party 430 for nmanagi ng the network address of the host system 330.
When t he wo=0@m3138, 200 is initialized, the system 100PC2B8G2008/086130 gned a
random y generated (at-l|east 20-Byte) Pairing ldentifier (Pl). This PI,

al ong with the network address of the host system 330, is registered with
the trusted third-party 430 over a secure link (using, for exanple, secure
sockets layer (SSL)) during initialization. This Pl is also stored on the
Port abl eUSB 220, instead of the act Ul host system net wor k address. Wen
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To provide additional security, it is possible to use the trusted third-party 430 for
managing the network address of the host system 330. When the system 100, 200 is
20 initialized, the system 100, 200 is assigned a randomly generated (at-least 20-Byte)
Pairing Identifier (P1). This Pl, along with the network address of the host system 330, is
registered with the trusted third-party 430 over a secure link (using, for example, secure
sockets layer (SSL)) during initialization. This Pl is also stored on the PortableUSB 220,
instead of the actual host system network address. When the remote system 340, using
25 the PortableUSB 220, desires to connect to the host system 330, it first contacts the
trusted third-party 430 and presents the Pl. The trusted third-party 430 then checks
whether the Pl is registered with it and whether it is still valid. If so, the trusted third-
party 430 sends the host system network address back to the remote system 340. In
some embodiments, these exchanges between the trusted third-party 430 and the

30 system 100, 200 can be protected using, e.g. SSL.

Additionally, the system 400 may facilitate easier data transfer when dynamic
IP addressing is used on the host system 330. Dynamic IP addressing may be



Figure 4B illustrates an alternate enbodi nent of a system 450 that is
capabl e of using system 100, 200. As with the system 300, the connector 212
of the HoweLBB/B108i s pl ugged into the correspondi ng poPCT8®Q00sfood1de host
system 330. The connector 222 of the Portabl eUSB 220 has been inserted into
t he correspondi ng port 335 of the renpte system 340. Further, an additional
HomeUSB 332 can be paired wth an additional Portabl eUSB 230. The HoneUSB
332 can be plugged into the renote system 340 via a connector 212a, into a
correspondi ng port 320a of the renot €3 syst em 340, while Portabl eUSB 230 can
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regardl ecl fl Fe &Rd connecti on at are
pr evi oufiay ast behiod flmwalls,onflguratlons of the systems 100, 200, 300, 400 and
450 are deenmed to fall within the scope of the present invention. In

Figures 5 and 6, the host system 330 is
15 Flgure 4B illustrates an alternate embodiment of a system 450 that is capable

of using system 100, 200. As with the system 300, the connector 212 of the
HomeUSB 210 is plugged into the corresponding port 320 of the host system 330.
The connector 222 of the PortableUSB 220 has been inserted into the
corresponding port 335 of the remote system 340. Further, an additional HomeUSB
20 332 can be paired with an additional PortableUSB 230. The HomeUSB 332 can be
plugged into the remote system 340 via a connector 212a, into a corresponding port
320a of the remote system 340, while PortableUSB 230 can be plugged via a
connector 232, into a corresponding port 337 of an additional remote system 370.
PortableUSB 230 may include a corresponding female connector 224a, that
25 facilitates connection to the HomeUSB 332 via connector 214a.

Once the PortableUSB 220 has been inserted, the remote system 340
establishes a connection 350 with the host system 330 via the HomeUSB 210 to
access the data that was selected from the host system 330 and stored on the

30 HomeUSB 210. The PortableUSB 230, once inserted into the corresponding port
337 of the remote system 370, can establish a connection 360 with the HomeUSB
332, to access the data that was selected from the host system 330 and stored on
the HomeUSB 210. It is understood that additional remote systems and



designated as the HomeC, while the renpote system 340 is designated as the
Port abl eC. The nethod 500 begins with a user inserting the connector 212 of
t he HonelU®B 28001313380 t he correspondi ng port 320 of the ROTISG2YstoeomB30, as
shown with reference nuneral 502. In an exanple enbodi nent, the host system
330, running on an operating systeminstalled by the user, may have a
pre-installed USB software nodul e that effects initialization between the
host system 330 and the HoneUSB 210. For exanple, Wndows(r) based
operating systens will detect the i ndértion of the HomeUSB 210. In some

appl i catp ppsleUdts ARG HB1HIEd &Y HiSEd uFél%nh@ﬁqiléﬁSétélgé%a"%ﬁQ cBRgUAL R

aut omati cal 'y execute prograns_stored on the HoneU 10. Progranmers
skilled mﬁldmuw%wta#ﬁe YSiam P0G ke expnd ithe coapnastions & agdiiond remeigr anmi ng.
The Homel/§Bn&10 then powers up and initializes one or nore internal

sof twar e nodul es, as shown with reference nuneral 504. These software
nodul es all ow the HoneUSB 210 to determne if the Portabl eUSB 220 is

attaeghed, as Fdiesrs Wdshatesf @ee Ba® OBt b S Fowchbrt tdhowild BRe M&BoQr nore of
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512. As tor scorsef thb present investigios dn igures Tand iy e horesysfenedd®B0 such

that a $eaghidons B et S WHIERAL! Rhftd éygte%‘@ﬁooﬁedgé?%ﬁé@é ﬁgsgp,ezzo, thus

provi ding an added neasure of security to prevent unauthOrized access to
t he dat £at@8teG he user wishes to protect. Alternately, nultiple
Port abl eUSBs 220 may be configured for a single HoneUSB 210, as previously

di scussed. The situation where
1% The method 500 begins with a user inserting the connector 212 of the

HomeUSB 210 into the corresponding port 320 of the host system 330, as shown
with reference numeral 502. In an example embodiment, the host system 330,
running on an operating system installed by the user, may have a pre-installed USB
software module that effects initialization between the host system 330 and the
20 HomeUSB 210. For example, Windows® based operating systems will detect the
insertion of the HomeUSB 210. In some applications, the operating system on the
host system 330 may also automatically execute programs stored on the HomeUSB
210. Programmers skilled in USB programming will be familiar with this type of
programming.
25
The HomeUSB 210 then powers up and initializes one or more internal
software modules, as shown with reference numeral 504. These software modules
allow the HomeUSB 210 to determine if the PortableUSB 220 is attached, as shown
with reference numeral 506. At this time, one or more of the software modules
30 stored on the HomeUSB 210 may also be loaded onto the host system 330 to allow
various communications from the HomeUSB 210 and PortableUSB 220 to be
displayed to the user. The PortableUSB 220 may also have one or more internal
software modules that communicate with the HomeUSB 210 and/or.the host system



the Portabi eUSB 220 is not attached is described in nore detail below |If
the Portabi eUSB 220 is not conpatible, as shown with reference nuneral 514,
t he user we 2000531388t ed t 0 renove the Portabi eUSB 220 ana@Cir/ss2o0s/0a0130

al ternate/correct Portabi eUSB 220, . as shown with reference nuneral 516.
Step 506 is then repeated. If the Portabi eUSB 220 is conpatible, as shown
with reference nuneral 518, the system 200 then deletes all prior

associ ation information contained on both the HomeUSB 210 and Port abi eUSB
220, generates a shared key, and init'alizes both the HomeUSB 210 and
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sone entwigreripsatetihelf eredShidU8BarEh ROESAPABISE L bW WitR!rSRr

encr, pted sel ed file s nfo mati o Simlarl after |n|t|aI|zat|on
Ehe TP EURRTY 0 Bais SIS SYQ B APRIS AL PHOH FRSOP D T EUPB SpRgined
on both the HomeUSB 210 and PortableUSB 220, generates a shared key, and
initializes both the HomeUSB 210 and PortableUSB 220, as shown with reference
numeral 520.

20 When a HomeUSB 210 and PortableUSB 220 are paired together and powered,
they become “initialized”. In the “initialized” state, the HomeUSB 210 and PortabieUSB
220, using the various software modules discussed above, are physically bound to the
host system 330 (and user login-ID) that it is associated with. The physical binding is
enforced using unique computer identifiers, e.g. the MAC address, Hard-disk ID, etc. on

25  desktop computers. After initialization, the HomeUSB 210, the PortableUSB 220 and
host system 330 all share a randomly selected long system pairing identifier, PI, that is
generated using the software modules loaded onto the HomeUSB 210. In a preferred
embodiment, the Pl is at least 20-Bytes long. In some embodiments, an initialized
HomeUSB 210 can be un-initialized and then freshly re-initialized by pairing with a new

30 PortableUSB 220. The HomeUSB 210 and PortableUSB 220 can also be un-initialized
using software, e.g. a user could right click on a USB file system icon on the desktop
and select the de-initialize option. |



system 200 Pairing Identification nunber and the host system s 330 unique
conputer identifier. The conputer identifiers may be derived from one or
nore of twe 2hesB1B3gst emt s 330 hardware and sof t ware i demCirfSiGeocs/oodibeése can
i nclude, but are not limted to, the hard-disk ID (a unique nunber for
every hard disk), the MAC address (a uni que nunber associated with every
network interface card), and/or a user Login-ID. A specific discussion of
the procedures involved in these steps, and of the use of encryption keys
in general, is provided bel ow. Once t'Re HomeUSB 210 and Portabl eUSB 220 are

initialized, Agtes HittanBdtRn NEIaHE &yERA 906 %arNudife oh@rﬂ?uﬁﬁez&%ﬁngis&bﬁﬁé the host
e

system 330 to | oad t file selection software stored on the SB 210,
agsoci atr%%duieﬁi‘i‘ﬁfé'?sq‘ﬂé’%’nﬁgﬁnﬁtbg%%o PRY PaRplieidEs 220 sharethMASIER syst em

330, andeyr thepictwbriReaddiE dfahs Bb&iCdysiche 380, £% thBabnddifly YsREWIFhem t 0 make
shown with reference

avai l abl.g for..access.fromthe renpte system 340, as

nuner al 2@929 a ?%ggfﬂcai'?féﬁ‘u Ect'd ?Qﬁ'éélﬁm%(gg',me&?’ RWPIRUSP 2P edshce
numebal FoRdbleUSB 220shaysyst siardafcripted splectap il sehiafdimatior. cSifag), aitae | f thle
file selagct. pLOc n ted shown, wi th reference nunera
so6. 11 10 EAprb Y ETelRB 255 Al &, A, SR oP ar IRy iR 5s,

st eps 5Zystamd22Baiding: Idesiificatien nuinbersatdkthei st spsterb'se380cumigplect@aputars shown
with ref NGe LR he u |.S e ve t he

Por t abl e'%rsngﬁ%m? as s gt\%ﬁ%\}\? 'ﬂgrrse'?’gi eHﬁcgé%Eref?%'ﬁ%Z& Eﬂ%&%\%ﬂg% 11}85[[1 ng the
Por t abl SYseM3$0thasgwara@nd eefwaresigentiiiaisa hese lsen insfudeab@ are dal lenitdeat
facibit : ti nrﬂgg I 220 wi |l |
ter%bna'?%gﬁgl'h%}g ﬁglge?hdeﬁhrﬁﬂrgﬁzoeﬁau%, a sh@%}i%ﬂﬁm raetfogééen eLﬁ]n meral 544.

I n some MBS RRRAsIEEed witht guens pepark iedgest eardbfandies diciser spaindh 380 does

not det epkcifid@isc0SE6R 0P Ah® fpréRIUFYTRVSRed IR th&d sRpSOLRE AL JRE Hort, or
i f the soft\F/)\@(;e nodul es | paded onto the host system 330 are not set to

aut onmat COSVPYPHERYSID geperal i3 BigVideE bSI¥¥-ed on the HoneUSB 210 and/ or
Portabl eUSB 220, the user may manual ly start the process di scussed above.

:‘z f ﬁé\g;’;oﬁzgﬁqiéeah%gﬁo%gglﬁ g‘i{'fj f@%dzlg’grtaabr?&gg réz%béreeui%%a lzzeod, r;agof?vegrteal n
module residing on the HomeUSB 210 directs the host system 330 to load the file
selection software stored on the HomeUSB 210, associates (binds) the HomeUSB
210 and PortableUSB 220 to the host system 330, and prompts the user to select
the files that the usér wishes to make available for access from the remote system

20 340, as shown with reference numeral 522. The user then selects the files, as
shown with reference numeral 524. The host system 330 then prompts the user to
determine if the file selection process has been completed, as shown with reference
numeral 526. If selection is not completed, as shown with reference numeral 528,
steps 524 and 526 are repeated. If selection has been completed, as shown with

25  reference numeral 530, the user is then prompted to remove the PortableUSB 220,
as shown with reference numeral 532. Upon unplugging the PortableUSB 220 from
the remote system 340, the software module that facilitates the connection between
the HomeUSB 210 and PortableUSB 220 will terminate. This ends the initial setup,
a shown with reference numeral 544.

30

In some embodiments, if the operating system of the host system 330 does
not detect the insertion of the HomeUSB 210 into a corresponding port, or if the
software modules loaded onto the host system 330 are not set to automatically



connection to a nunber of different operating systens. In a preferred
enbodi nent, once the HoneUSB 210 is inserted into the host system 330, al
of the stwpowortssned with initializing the devices, a®svESiGANGSNGIIBNME
HomeUSB 210, Portabl eUSB 220, and host system 330, generating the key

I nformation, and | aunching the file selection software, are perforned
automatically. The user sinply needs to insert the HonmeUSB 210 into the
host system and the sel ection softmare wi |l appear allowi ng the user to
select the desired files. As previousi’y discussed, in the enbodi ment
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transfer may occur, copi es t he sel ected f | es may be encrypted and

stored ¢ @'%W%roof qlﬁ?f@ﬁh%oeéﬁ%w%ﬁm rh%tPCPJP"%%ﬁP@@dtS'Fe'"tthe
sel e6t ecbrice! 18, HWﬂEUBBﬁBYO he isgurarPings! thes ihast eyGer 38MI & P fth¥adi

t d d or t SB 220.
e TR SRR B Ble b M he0R D B Eﬁb% " can
only acc®Ss addtest systenh&30) qrnesstisigetine I&Y mfmamaﬂk?ls d?giglagﬁglﬂhgdhé Gilet [1;9 hed
Home USB t e I S attache
ton?he I—%ile(%ﬁgg%%%ngr s‘ﬁe rﬁ"%gd%%m tcﬁﬁi@ﬁﬁﬁrsgpagfﬁe ?F?e'ng%ﬁhﬁare
nmodul es HamellSg 24A lmthéhﬁbndlﬁBt@lCBME@e}maomhemrkareuvnﬁiappeamailevvnrfg t he
Homg ySB 4 ﬁégsmésg%ﬁﬁthb@egir&{ljﬂégd as represented by reference nuneral 534.

I f the HomeUSB 21 as not been initialized, as represented by reference
nuneral 536 (see step 520), the systeminforns the user that the HonmeUSB

210 has not Q@e&e\/ﬂabélkadléc?téged aR%nE eé]ﬁ!?&fnﬁeﬁthﬁué’lﬁa‘?éd §iP Fﬁﬂﬁ’ﬁ%ctthé

Por t abl eUSB 2 as_shown with reference nuneral I'S point, the
system t*@?t@%é@%’s@‘b g8t WFtHRIeelegtioph ke. u@%lf"elﬁa%rerWB'dCQm%d oketie 210, as

r epr eserHdfebsB rquemeﬁ@fa BatERSaRh, G3hortbit i& BStabREHed STMEESSMEUBRMESE 210,
as f gpr efo‘:f‘net ggecv}dctfj?esr gn ?Igeeﬂgsqc crc])%rﬁlccéarl 335042In atl’ctra]r(?r]ar%er gﬁnebgglmeenn?s actual file
transfer may occur, and copies of the selected files may be encrypted and stored on
the HomeUSB 210. In some embodiments, actual copies of the selected files, which
may be encrypted using one or more software encryption modules discussed above,
may be stored on the PortableUSB 220. In some embodiments, the PortableUSB
20 220, via the remote system 340, can only access data from the host system 330 that

has been copied to the HomeUSB 210.

Returning to step 506, if the PortableUSB 220 is not attached to the
HomeUSB 210, as shown with reference numeral 510, the software modules
25  running on the HomeUSB 210 perform a check to determine if the HomeUSB 210
has been initialized, as represented by reference numeral 534. If the HomeUSB 210
has not been initialized, as represented by reference numeral 536 (see step 520),
the system informs the user that the HomeUSB 210 has not been initialized, and
requests the user to connect the PortableUSB 220, as shown with reference
30 numeral 537.

At this point, the system then checks to determine if the user has removed
the HomeUSB 210, as represented by reference numeral 538. If the user removes



as represented with reference nuneral 544. |If the user does not renove the
HomeUSB 210, as represented by reference nuneral 540, step 506 is then

r epeat ed. woheonrses3st hus has the option of attaching thePPorsGais®usBe 220,
and restarting the process fromstep 506, or renoving the HoneUSB 210,
attaching the Portabl eUSB 220 external to the host system 330, and
restarting the process fromstep 502. Returning to step 534, if the HonmeUSB
210 has been initialized, as represented by reference nuneral 546, the
system 200 checks to determne if the8 HomeUSB 210 and the host system 330

h b ' i at ed t 522) . ' t hat
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210 0 1 T e RaRE R Sl s, o SO W RS BB S 530
are not PW%@ &30 exdernablocihiefiost sysien eI and sestarivgdhe srocessfeorsyst em

i nf or mesithgopser that the two are not associated, as represented by

ref erence nuneral 552, and the process ends, as represented by reference
nuneral 544. In a preferred enbodi nent, the association process will only

take pl ace vRerddey ot BtﬁpHﬁBE,UﬁBﬂ?elm@ﬁ&J@rQﬁ@lr%iéSBe%Oinﬁfaﬁzé‘d?ng@ﬁt ed as a
unitary syste 00 t.o the host system 330Q. L%?Dt e meUSB 210 an ost
sysﬁ em @gé%%}g%ﬁ’r KRIeIShse F“Q’fﬁ;c%%t g’be S%t%e’?” eg@??gao EPSTEING Edee nuner al
554, t hidoineBBBs3/1$X ad Bi2thdst ayktenlB30fhdve ekarpragosdf hysdomted (icaslepn t he
HonmeUS 0 to.facilita he .remte co ctiQn, betweep t he hast system 330
and thgt5 %‘mt@'ss%g(%cee%g3%r&utr%ss ﬂ?%‘p?e@@ﬁ?ggﬂ%?ﬁe?"éfé}?éegﬁ%'?m‘?fﬁ‘('o‘é%%_ The
syst em gdsbtiafssh wittdanethéycanmmudér is motinsentad inttaan inkerréttiesdt8y/s24r 338 in

error. This allows a user to remove the associated HomeUSB 210, for example, to

15  restrict all access to the data on the host system 330, and still re-connect the

HomeUSB 210 at a later time to reinstate the access without needing to regenerate

keys, etc. In alternate embodiments, it is possible to associate a single HomeUSB

210 with multiple host systems 330.

20 If the HomeUSB 210 and host system 330 are not associated, as
represented by reference numeral 550, the system informs the user that the two are
not associated, as represented by reference numeral 552, and the process ends, as
represented by reference numeral 544. In a preferred embodiment, the association
process will only take place when both the HomeUSB 210 and PortableUSB 220 are

25 connected as a unitary system 200 to the host system 330.

If the HomeUSB 210 and host system 330 were previously associated, as
represented by reference numeral 554, the host system 330 loads the file sharing
software located on the HomeUSB 210 to facilitate the remote connection between

30 the host system 330 and the remote system 340, as represented by reference
numeral 556. The system will periodically check o ensure that the HomeUSB 210 is
still connected to the host system 330, as represented by reference numeral 558. If
the HomeUSB 210 is no longer connected, as represented by reference numeral



still connected to the host system 330, as represented by reference nuneral
558. If the HoneUSB 210 is no | onger connected, as represented by reference
nuner al 5680 206v13p¥38cess ends, as represented by ref er eneeTrscrensabo13d4. As

| ong as the connection is maintained, as represented by reference nuneral
560, the files will be available to the user via the Portabl eUSB 220
connected to the renpte system 340. This connection will be discussed in
nore detail below with reference to Figure 6. Key Managenment Wth reference
to step 520, a brief discussion of tA8 process of cryptographic key
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seam essly, no user intervention of any kind is required. The Portabl eUSB
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aut hent [gEahdden. Mechiani RASPERVERD hasd HABRSHeAAD @Bd (1 t adkegUSB 4920 can

use either symmetric key or. public key cryptography. Many standard
aut fent PREYPIRN/ISSBIRHPY PRS atipr thaf Iaé%vd%g% %gtth'ﬁ éér%"@red@?%t iNGa pger

t hensel ¥Rtification or passwords need be used. Additionally, in a preferred embodiment, the

process takes place seamlessly, no user intervention of any kind is required.

The PortableUSB 220 can be removed from an initialized system 200 and

20 inserted into a remote system 340 to enable the user to access the files previousily

selected on the host system 330. After the HomeUSB 210 and PortableUSB 220

authenticate themselves using the MASTER shared secret key resident on the

HomeUSB 210 and PortableUSB 220, the two USB devices 210, 220 can set up session

keys that last for the session, thus establishing a secure connection between the host

25 system 330 and the remote system 340. This is discussed in more detail below. The

host system 330 and remote system 340 thus know the session keys, but not the

MASTER shared key. The authentication mechanism between the HomeUSB 210 and

PortableUSB 220 can use either symmetric key or public key cryptography. Many

standard authentication techniques that allow two entities to authenticate themselves

30 using a shared key are known to those of skill in the art. All such cryptographic systems

and authentication techniques are deemed to fall within the scope of the exemplary
embodiments.



using a shared key are known to those of skill in the art. Al such

crypt ographi c systens and aut hentication techniques are deened to fal

wi t hin t wooeope138 t he exenpl ary enbodi ments. When usi n@C/SSRmsppoize key
based system the shared key can be a symmetric key e.g. Advanced
Encryption Standard (AES) 256 bits, which is generated during the system
200 initialization phase 520. Wen using a public key-based system the
HoneUSB 210 and Portabl eUSB 220 can each generate their own public-private
keypairs and exchange their public Kby s during the system 200

initi al ternate enb a_one-tine
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In some embodiments, the PortableUSB 220 uses a tamper-proof IC card for
storing the keys. As known to a person skilled in the relevant art, a tamper-proof IC card
provides additional security. However, in alternate embodiments, a tamper-proof IC card

20  may not be required. This may create additional problems. For example, an attacker
may be able to obtain the shared key (stored in the PortableUSB 220) and clone the
PortableUSB 220. He could then connect to the HomeUSB 210 using the PortableUSB
clones until the theft of the PortableUSB 220 is noticed and action is taken. Even if the
theft of the PortableUSB 220 is noticed, an attacker may still be able to record encrypted

25  information exchanged between the PortableUSB 220 and the HomeUSB 210. Once
the shared key from the PortableUSB 220 has been obtained, recorded data can be
decrypted.

In some embodiments, one solution to prevent the above attacks may use a key-

30  evolving threshold crypto-based shared key. One way to implement this solution is to
use the RSA algorithm (the term “RSA” is derived from the initials of the names of the

three inventors). During system 200 initialization 520, the HomeUSB 210 generates an



In sonme enbodi ments, one solution to prevent the above attacks may use a
keyevol ving threshol d crypto-based shared key. One way to inplenent this
sol uti on WO 20@/13888t he RSA al gorithm (the term "RSA" | sPd@&siceas/oheidm t he
initials of the nanes of the three inventors). During system 200
initialization 520, the HomeUSB 210 generates anRSA key-pair. In alternate
enbodi nents, it is possible to use a pure symmetric key only solution even
with key evolution. Following is a discussion of the RSA solution, in
which: Nis the Mddulus, i.e. a procﬁ]ct of two large primes N=p * q; e is

a publi &AL | 161it ©pReLIBIB ko N8/ h PretsyFrdhariid kaysdhly; ed = 1
nmod F( @fﬁgaﬁgrﬁ’%‘?}@gtéﬁ@?ﬁgﬂo&m )l?g func?i on gnrd g(N) = (p-1)(g-1) (2
Addi t i caeltioh even Withkeveavoltigessage, C denotes ci pher text, and D denotes a

cryptographi c digest of nessage M Then, for exanple, to decrypt a cipher
text C, one conmputes M=Cd nod sign.a eSS, M ..0 nput es Dd nod
N. Pl denot &0lleWiBgisa dissyssm Bﬁ@@%@?@”?ﬂ%ﬁh@@ﬁg%%@8%?@@%%‘p$ographi c
hashy f Ust6auc®BStwoSHIZE pAfebING= b.* d/\eis samyblliy ergprichtaratbise seetdicaportent HonmeUSB
210 cama%enerai?g' a Plr_ivate key d and split it into two shares such that d =

-+ d2."4YRe HG %10 can then retain one share (d-i) and transmt (d2)
to the Port add €Usdd2B@l) After this transm ssion, the HoneUSB 20 nay del ete

d as wel| as d2 .from.i ry. |n this enbodinent, d-i and d2 may be

sel ect e¥$'§48 '?/{k\errﬁ?é”f%ﬁgga'.oxaﬁél\l) ] , where: d =d -i + d2mod F(N) (3)
Wien the Poro@hl=e3R200 wants to authenticate itself to the H&:eUSB210
(see. the discussion of Figure 6 below), it generates a random nunber nonce.
In this enbodi ment, the follow ng steps are followed by both the

Por t abl eUSB ARd&ftichally, tM edebotes liSBe244be, IG desotemdiphet taxtl andaP demetest 2ps

ggt L'S239@%8@%@@?3@%@%6%%39&%.VV?P(enﬁ’frorE‘é&aﬁﬁBle?td)&éafyptla'*@prl%?lt@ef\'c%ﬁés shoul d
computes M=C®mod N. To sign a message M, one computes DY mod N. PI denotes
the pairing P! previously discussed. H denotes cryptographic hash functions, such as

15  SHA-1.

When applying the above method, the HomeUSB 210 can generate a private key

d and split it into two shares such that d = d; + d,. The HomeUSB 210 can then retain

one share (d;) and transmit (dz) to the PortableUSB 220. After this transmission, the

20 HomeUSB 210 may delete d as well as d from its memory. In this embodiment, d; and

d, may be selected randomly from [1,2,... ®(N) ], where:
d= d1 + d, mod (D(N) (3)

25 When the PortableUSB 220 wants to authenticate itself to the HomeUSB210
(see the discussion of Figure 6 below), it generates a random number nonce. In this
embodiment, the following steps are followed by both the PortableUSB 220 and the
HomeUSB 210. It is understood that the steps outlined below are provided by way of
example only. The below steps should be used as a guideline only.

30
PortableUSB 220 > HomeUSB 210: CurrentTime, {CurrentTime}*mod N,

{Nonce1, TwinUSB Pairing ldentifier}* mod N,
{Nonce1, TwinUSB Pairing Identifier}"mod N



Portabl eUSB 220 - HoneUSB 210: CurrentTinme, {CurrentTinme} d2 nod N,

{L/oncel , TwnUSB Pairing lIdentifier} nmod N, {Nonce , Tw nUSB Pairi ng

| denti fi ewp 28093a538To | npl enent t he met hod, the HoneUSBPRIBGRIMs®DOIGMecKksS
whether the CurrentTime is within its acceptable tinme delay. The acceptable
time franme will depend on the underlying channel used for exchangi ng dat a.
Anyt hing nore than twice the nornal delivery tine will be considered
unaccept abl e. The HoneUSB 210 then conputes: {CurrentTinme} d 1 nod N (4)
The HonmeUSB 210 then conputes: {Curr@dtTinme} d 1 * {CurrentTinme} d2 nmod N =
{Current Ti me} di1+d2 nod N (5) and S= {CurrentTinme} d nod N (6) The HonmeUSB
210 then conmputes: Check = Se nmod N (7) And if Check = CurrentTine, then

t he HoneUSB Jdeoirhriemanit fentrnethed dtheh &lomaliSin| 290SHArsp 2¢heckiewhethaiethaone USB 2
10 det erdy i b Ok d : es
(L1 of 7oQh oML i Pl e H g T a0 TR L O (2 e
2 10 t héR therindpding Kearmet veasl for 2xghanging dzjal dmthing ajore trarelvigs the

210" 810RgFrhalMdnRiR Ml brsdhckibR I mAlcepidiRICe2, Pl}e mod N, {Noncel, Pl}d 1
nod N The Portabl eUSB 220 first checks whether the Hash(L/o/?cel) is
correct. Since Portabl eUSB 220 al ready possess Nonce , it just needs to
conput e The@idaast)sB0210NABE Eorhpitesl conpare it to the value sent by the HomeUSB

210. Then t he C%l[rteiq,[tﬂrgel.‘&ﬁl%o%%@ conput es: @)
The HomeUSB 210 then computes:
10 {CurrentTime}"' * {CurrentTime}** mod N = {CurrentTime}*"*** mod N (5)
and
S= {CurrentTime}° mod N . (6)

The HomeUSB 210 then computes:
15 Check = S*mod N (7)

And if Check = CurrentTime, then the HomeUSB 210 has authenticated the
PortableUSB 220.

20  Next, the HomeUSB 210 determines value for:

{Nonce1, P}**'mod N (8)
and then computes
{Nonce1, P1 }**' * {Nonce1, Pl }*** mod N = Nonce1, PI 9

25 The HomeUSB 210 then verifies the Portable 220 Pairing Identifier.

HomeUSB 210->210PortableUSB 220:
Hash(Nonce1), {Nonce2, PI}* mod N,
{Nonce2, Pl}* mod N
30
The PortableUSB 220 first checks whether the Hash(Noncel) is correct. Since
PortableUSB 220 already possess Nonce1, it just needs to compute the hash of Nonce
1 and compare it to the value sent by the HomeUSB 210.



{Noncel, Pl}ed2nod N, then conputes {Nonce2, Pl }edl * {Noncel, Pl }ed2 nod
N = Nonce2, Pl Thus providing Nonce2 to the Portabl eUSB220. Now bot h the
Por t abl eU®B 28®013833d HomeUSB 210 have two nonces, Nonce &nu/SHaoms®bonsini ch
only they share. The session key(s) can be derived from Hash {Nonce |,
Noncel ). Al communication between the HonmeUSB 210 and the Portabl eUSB 220
is then protected using the session Key. Forward secrecy In sone

enbodi ments, it nay be desirable to ensure that disclosure of the session
key (or MASTER shared key) does not 28 scl ose data that was exchanged in
earlier tinme intervals. To acconplish this, after a certain anmount of tine
(or nunber of conmunication runs), the HonmeUSB 210 and Port abl eUSB 220

r ef r eshTheandhe PotiabledSBR20 bemputesiat e key d. At the begi nni ng of each refresh

iod, let t | vat Ko be th
0156, 150 Wb S0 Sl o AT o 1
d-, 2 noTNPE9eR; P 10) The Portabl eUSB 220 then conputes d2 = d2 + d22 nod
F(Ng (1 LThl8 $réliicd RBncetlo #thdiiBiclaiEbal! eUSB 220 then exchange d.,2 and

d22. To update to their new shares, the HoneUSB t hen conputes dlnew = dl1' +
d22 mod F(N) (12) Simlarly, the Portabl eUSB 220 then conputes d2n ew =

CJ2' + d., 2 newd bbfiNhe (PoHRbRUSE! 310 WMSm%%B%%Sh%QWBr%E%%H&éi ng the
k t he HomeUSB 210

sessi on ke erated using the previous shar es

and thea"lgo&?’g‘tﬂge!‘ﬁgﬁh?é‘g’ &Y Shgner e é&Sﬂ@wkgv{a)r gan berferyed fioas Kiagh | s

dr oppedNanceia Nemeessi AN &nahiliehtiont BetWeBe Wil THIMEUEE 248 hadpt ilgat i on. The
m%usqbozrégle% EZ% 'S?hbelneerJ gct% gsfrﬂ; the Scleesglg% e?l |

Forward secrecy

In some embodiments, it may be desirable to ensure that disclosure of the
15 session key (or MASTER shared key) does not disclose data that was exchanged in
earlier time intervals. To accomplish this, after a certain amount of time (or number of
communication runs), the HomeUSB 210 and PortableUSB 220 refresh their shares of

the private key d.

20  Atthe beginning of each refresh period, let d, be the private key share on the HomeUSB
210 and d; be the share on the PortableUSB 220. The HomeUSB 210 then computes:
dy =dy +ds2 mod O(N); ‘ (10)

The PortabieUSB 220 then computes
25 d; =dy’ + dy2 mod ®(N); an

The HomeUSB 210 and the PortableUSB 220 then exchange d:2 and d,2. To update to
their new shares, the HomeUSB then computes
Ainew = dy’ + d22 mod @(N) (12)
30 4
Similarly, the PortableUSB 220 then computes
donew = d2" + d42 mod ®(N) (13)



traces of the old key shares. In a preferred enbodi nent, all of the key
generating steps discussed above are perforned internally by software
nodul es rworzbevg3i3s8t he background on the HomeUSB 210, Pecrsickels®Bia@0

and/ or host system 330. The process runs seanl essly and no user
intervention is required. This key refresh technique prevents an attacker
fromdecrypting prior recorded nmessages. For exanple, if we assume that an
attacker has obtained the Portabl eUSB 220 with its current key share as
d2new, that attacker nay be able to 4%trieve d2new Therefore, the attacker

can retrieveyahl aﬁ&/'gm@és%?%% are cPrB@Ete%%mQrtI% §é§s% Ké§ igBBereiaaiingthsever al |

commruni cati on prot ect ed rior t_be retrieved
si nce rgednats tgy [ﬁﬁ@é%sss&n%Zg‘ea§‘°meU§§e 18 gtﬂ Fﬁq%}aggﬂgg ?fo &8V%t t acker
i s abl e;dyar dé%@d AL shatdl, ﬂq'é%ldl"@é&%?ﬁs%ﬂztﬁbp’éﬂcbﬁd@nE‘@rs‘eaﬁbrebEBeé&%arha@d able to

T winytus PR SR I B0 S b B B SRR BA L, e

owney Ofadehlef &té&tl@néﬁ%r@qulacbréerredlembaﬂmt tatieof M@nér_‘eﬂng sleppair it
w t h angt her Port abl eUSB

n S ntor.gation), so
that thdFGUSE? t?Pé"’?ioﬁ@U@E%%rﬂ? dBEEmﬁ'i}'teD eguﬁéﬁgn ”gddlme t |"I U
previ Ouﬁddkgﬂus@lmsted Hahé¢esB t186, @psammazaa@mmst systen| 33@edTh¢ he user

can select the fi ess using the Portabl eUSB
220. Th?rgc§§|r8%§%ec? ?S@agrge %Aﬁéﬁ&r&%?@gf erred to as SFS Info), can
be stored on the HomeUSB 210 and provided to the Portabl eUSB 220 after
rmtﬂjil aut heqfs ?(?}? é:FFésh ‘f@&tﬁ@%grpé\;’é‘?\ts&a@%ﬁa%gj'frf)hnC@édrﬁHﬂﬁg Rt RRoFES Info

changes in irectories in the SFS Eo Lﬁ?é
perl odi massqgeapd%ar@xamﬁtesﬁyel apsume Al ApradiarkRs hes obfaipeddhe BeaahigYSB o the

Por t abl tSk kBYthale adihenthaaittRRer Ay JRITBLIENDQdirERalds,.,.t hi s SFS
I nfo ca%flﬁgt(ﬁ)%%eajsr o?eg}’I tehe P(D)rta | eUSB erg?:encr %%rgd wi.th the public

key of Thrreforartael aﬁF‘FK?étCé” Keljjevea sl CBRHYIFREAN \é{?S d 439 &aer cat i on

bet weengbiigydioEssRndhatidR brétBeefPsing d,q05BnY Rhor dhgrahostebe estavedf an
attacker gets conplete access. to tfpe%i tents of the Portabl eUSB 220, he
wi | 15 nofingpo Sﬁtﬁéggssﬁéseérﬂi Rt oees ‘Por t abl eUSB 220, since all data on
t he Portabl eUSB 220 i s encrypted.

However, if an attacker is able to obtain both the HomeUSB 210 and the
PortableUSB 220, and able to retrieve “d”, the private key, all recorded traffic can be
decrypted. Hence it is highly desirable that if theft of a PortableUSB 220 is detected, the

20 owner of the system 200 should de-initialize the HomeUSB 210, or pair it with another
PortableUSB 220 (which then deletes all prior information), so that theft of the
HomeUSB 210 does not result in any data loss.

As previously discussed, after the system 200 has been initialized, the user can

25  select the files that they would like to access using the PortableUSB 220. This Selected
Files Set Info (henceforth referred to as SFS Info), can be stored on the HomeUSB 210

and provided to the PortableUSB 220 after mutual authentication. Whenever there are
modifications to the SFS Info, e.g. changes in files in sub-directories in the SFS, the
HomeUSB 210 may periodically update its SFS Info, and provide the latest SFS Info to

30 the PortableUSB 220 after mutual authentication. In some embodiments, this SFS Info
can also be stored on the PortableUSB 220, encrypted with the public key. of the shared
private key, and decrypted after mutual authentication between the HomeUSB 210 and

the PortableUSB 220. Therefore, even if an attacker gets complete access to the



Figure 6 illustrates one enbodi mrent of a flowchart show ng one nethod,

desi gnated generally as reference nuneral 600, for connecting the

Por t abl eU®B 280131338t he renote system 340 and vi ew ng t h@CTisiGeenspr@sd ousl y
selected. It is understood that the Portabl eUSB 220 di scussed here has

al ready been initialized along wth the HomeUSB 210, and appropriate
encryption algorithns applied, as discussed above with respect to Figure 5.
The net hod 600 begins with the user gépserti ng the Portabl eUSB 220 into the
renmote system 340, as shown with ref®rence nuneral 612. Using the software

resi dent, aid &%5%&?6?&%@2@2{% wit n6iejet bBédaattd ARy dsta BRdee RoduteUGRt her or
not the Igorta USB 220 has been |n|t|aI|zeg as shown with reference

numer al 2291 8incq ?" d3{a opdhe %W%@BZ%%? REECHBE%heen initialized, as shown with

reference nuneral 616, the Portabl eUSB 220 i nf or s t he user that t he
Port abl eUSB 220 i

li zed | 618,
and the proddg¥ee d@“smjﬁenslshb%?l e‘ﬁ‘l“%itf éggvﬂ% neraéﬁéﬁ%%% &gﬂﬁf 5
Por tsabl &éé"@\al’@géi@aWre‘férehwhmmem 663, fehowmenfingthed? artabled S dRARr al2 , 820,
B
Chen'| olidas s Dt e ebd diihe, Heuls Breh RS S und AR EE B2 2
622. Thms.emumnmm@2aesinsg,nsmbotrmreénes|alr1eadsebe¢rym,tmlm@talpa®V%‘tét%en t he
por tabl 58 80> AR b GiIRE @Wn Gt ARCIALUCEN AL BeSBAHa0 eUSE 220

and t he" ' rerm stem 340 then obtains the address of the
host sywttlems@@ﬁttoa’sgwh@m with reference nuneral 624. \Wen the HoneUSB 210
and (fortabl eUSB 220 are initialized and physically bound to the host system

330 the software that is pre-|oaded onto the host st retrieve
t he address ®ite fethath80 Bogine with e uspf *§S%'F$mﬁé°wé ng]\&%l‘“‘ﬁ tb% t he
addr ess é?ﬁot&*@smtsﬁy%%egﬂo%ﬁpmﬁ reR@e i MRUISBral 16812, Tm.ﬂgonetﬁﬁtme will

th t he "add f the host tem 330 to the, P
Aot cvt DS Gndoa EeBaneLRe FANASURURTISH MRS 8 16 BRNTBLOLo) B adar ess

or an apdpssisUBS FHEhas been initialized, as shown with reference numeral 614. If the
15 PortableUSB 220 has not been initialized, as shown with reference numeral 616, the
PortableUSB 220 informs the user that the PortableUSB 220 is not initialized, as

shown with reference numeral 618, and the process ends, as shown with reference

numeral 644.

20 If the PortableUSB 220 has been initialized, as shown with reference numeral
620, one or more software modules that are pre-loaded in the PortableUSB 220 are
then loaded onto the remote system 340, as shown with reference numeral 622.
These modules are designed to facilitate the connection between the PortableUSB
220 and the remote system 340, and between the PortableUSB 220 and the
25 HomeUSB 210. The remote system 340 then obtains the address of the host

system 330, as shown with reference numeral 624.

When the HomeUSB 210 and PortableUSB 220 are initialized and physically

bound to the host system 330, the software that is pre-loaded onto the host system

30 330 will retrieve the address of the host system 330. This software module will pass
the address of the host system 330 to the HomeUSB 210. The HomeUSB 210 will

then pass the address of the host system 330 to the PortableUSB 220. As



When an address pointer is stored on the Portabl eUSB 220 during the
initialization phase of the HoneUSB 210 and the Portabl eUSB 220, the IP
addr ess (WO 20@M033R address) of the host system 330 is ®Comsedomsnotibe
trusted third-party server 430 along with the address pointer. The address
pointer is the pairing identifier. Wien a user wants to retrieve files
stored on the host system 330 fromthe renote system 340, the user then
inserts the Portabl eUSB 220 in the renpte system 340. The various software
nmodul es stored on the Portabl eUSB 24$ are first | oaded onto the renote
system 340. The I [ t wor k
addressprSY'oFﬁl ﬁ%&gg‘%@ emcgg(%lé ﬁ%{'ﬁe adggrgggg%%?b%téeﬁﬁ Iaf%Mt s%hfrPéllgddress of
t he hosaddsgss o880 i s avail able, the renpte system 340 can nake a
connection directly with the host system 330. If the address pointer is
avai l abl e instead, the renote system 340 fjrsts retrieves the |IP address

fromthe trudhea amiaddressr pginiesris estoredoom ihe  FrripieliPR 320 dHringdhe ost
systgm ﬁ%@llz%h%bs@%? RRNHbRRUSE2 e bie ek PbﬂaBQUBBbiZﬂJﬁ% R28daveds t he
HoneUSB 210 can then be conducted, as éaown w th rgﬁ\;{ ntcg Humarg¥ 626 and
descri b@A Neb¥YE. address) < thRM9sEFYPiEM RaR Sretred 0 betRe EG-PRAGY t he

mut ual Mé\eﬁBOCa'ibmgmvﬁhstr%lfé@&%%’éqbomtés Thevaidnédsh poieteerienibe pairieg al 628.

| f the ut hentication is not. succes

I
530, ¢ hEoUdEr WEBh A AN ey Diee store oh e Bostay PSS AORdNA Wt h
refer enmencnu Bpstain B theaunsbr i ipsertethe RottibleUSB 2P0 imtheireioteesystaance

| .64 If th h ' ' f
) a 38 are yasolf sPYARohlis ffiyed ofdRE RNyt 220 BN ik loakd O O20
shown t ontblike nseoteciystene 3@ mThess peftwane3rnodules exeaie codla to retievedhee nuner al
636. Thﬁﬁ@/’éﬁ%@@r@ﬁé}%%%@?%s I%BW'cIrl'fhé Q&drfehé %ém"té}atlfﬂﬂe IPaRigRRLeRt ed on

t he Hone rocess t ends, as shown wth reference nuneral
644. Asthei Ismsmweurraaaoes avan@bdﬁ;rth@cfem@te sestei e prN Pkﬁ*ﬁéL?SBOQ'lQPt'aﬂd t he

renot e aﬁl%hlgrmnﬁé%evh@stt%gteﬁ?@%@bl 1B WeBaddls € 2Birke HB\Rliabie eskiasd, | taBg as
de5|red user renot e
remote system 340 firsts retrieves the IP address from the trusted third-party server

430 and then connects to the host system 330.

Mutual authentication between the PortableUSB 220 and the HomeUSB 210
can then be conducted, as shown with reference numeral 626 and described above.
20 A determination is then made as to whether or not the mutual authentication is
successful, as shown with reference numeral 628. If the authentication is not
successful, as shown with reference numeral 630, the user is informed that
authentication has failed, as shown with reference numeral 632, and the process
ends, as shown with reference numeral 644.
25
If the authentication is successful, as shown with reference numeral 634, the
list of shared files is obtained from the HomeUSB 210 and shown to the user of the
remote system 340, as shown with reference numeral 636. The user can access
and work with the files that he has selected on the HomeUSB 210. The process
30 then ends, as shown with reference numeral 644. As discussed above, the
connection between the HomeUSB 210 and the remote system 340 via the
PortableUSB 220 can be maintained as long as desired. The user of the remote
system 340 may terminate the connection at any time. Termination may be effected



system 340 may term nate the connection at any tine. Term nation may be

ef fectedby, for exanple, using the software provided on the Portabl eUSB
220, or byonremmsissg t he Portabl eUSB 220 from the syst emp84BG28isrondiae |y, a
user at the host system 330 nmay term nate the connection. In a preferred
enbodi nent, the software avail able on the system 200 all ows the systemto
operate seam essly with respect to the user. No passwords are required. No
| ogin or authentication need be perf%r med by the user. Wien the HomeUSB 210
and Portabl eUSB 220 are conbined int &'t he system 200, a system software

modul e 1By fbe ekanpRl Wi théasdhasle Previess B0 thel PRrBBRIUYE $0bt Warig, modul e
may perfor m.Sés,céerl'g Zogl :Ja‘gﬁtll 86I zation, and Sgl ected File Set (SFS)

sel ect i SAMRYING;1ag foLaqle €20 &om ther PyptemPflry JiRdady & ussrajghe host

i nitial isye@nad@D tag t&arihatblied)Shnd2fion.s renoved, a HonmeUSB sof t ware nodul e
may be | oaded onto the host system 330. This nodule may perform

aut hentication with the Portabl eUSB 220, and authorization and transfer of
t he $el ect ed Is harreférried| essbodimidit, ittensdftware wvaitaliid en Ros sastbelURD 204vd S

i nserteg,] r 3 t B software nodul e may be
| oaded. q%%g&r?ohﬂﬁq (g’sgrr?:;t%t/%o%)ré c])%r%\yaﬁlﬁ e'%? E%%tt?géﬂgvﬁeﬁ' t N FERYO8E 20, and
obt ai n tre@uirsdar Bl oinesr priventication negdnbe fiedfdrmadh by ethar wemanhean ther nat e
appl i catyphnst) Y, ' Vi r , he
system hHas bgﬂzﬁgﬁn?allsl&?y, |tg§2qr%§§ﬁg eatlﬁtol @tg ?yﬁfegﬂ‘ggpﬁa%%ggﬁg} serve as
t he HomSPREEEFROdURMaY bgiqsapd PaivdiisEst BYStern 330 The system isoftwarsmetue

Por t1gbl e,u}gB sMbrit Rvétehe 200 TiRiisi I t i C s | on. t he
Por t abl eU BIO ile lyjsti n ?%elmlt-llgl;rzgf&%g ﬁijd(géﬁcﬁgﬂlé c)Sél’alt may {)ééééﬁ?)rs]m le to
use j ustISGHESSHALANRr §'”%ﬁﬂbl3€te( Bervalsme300 ignjtigliged aedtheroriab 20th a

sof t war s rambivietl;, a HmaliSB sBRRES heduldfiay! de loB8ed bifoURk HIeTBY<RR. magul e
however . and g’tﬂna e it_usi n‘ﬁ software, Si ne)l ar | It Is possible to use a
third deViSc@odR iraysPerfagiA 'éer@ﬁﬁﬁ’é wigh gy maa?%Z%r%némL@mB?t%
previ oushy trdinsiletiof ¢th, séléctéd shbred s Shddiforially, d@snOhe P &1EBIcRIPBMIZS & N Oone
ggCﬁgSBir?sléﬂgg rmt’cg thrgmretn% le%ysl?gﬁwt%! ngl’%l?tséblelJLSBl goﬁ%)a?eon%galseln%yebé ?oa%lgg.l n the
This module may perform authentication with the HomeUSB 210, and obtain the shared
files previously identified.

There are many alternate applications of the system 200 described above. For

20 example, once the system has been initialized, it is possible to let the PortableUSB

serve as the HomeUSB for the original HomeUSB. Effectively, the HomeUSB and

PortableUSB switch roles. This enables the user to access files on the PortableUSB

while using the HomeUSB. Additionally, it may be possible to use just one hardware

module (portable), and replace the HomeUSB with a software module. The user needs

25 to install the virtual HomeUSB module however, and manage it using software.

Similarly, it is possible to use a third device such as a mobile phone to serve as the
PortableUSB.

As previously discussed, it is also possible to design a system wherein one

.30 HomeUSB supports multiple PortableUSBs. It is also possible to chain the device
through multiple computers. For example, a single HomeUSB can be attached to a host
system, a first Portable USB can be attached to a first remote system, a second

PortableUSB can be attached to a second remote system, and the user can then access



t hrough nultiple conputers. For exanple, a single HoneUSB can be attached
to a host system a first Portable USB can be attached to a first renote
system aweeoon31PB8rt abl eUSB can be attached to a secon®#CTSGRo08/08¢180 em and
t he user can then accessdata on either of the host systemor the first
renote systemfromthe second renote system It is understood that nultiple
variations of the system presented are possible, and all such variations
are considered to fall within the scgpe of the described enbodi rents. Sone
portions of the description above ar explicitly or inplicitly presented in

terms ofypd BRMith&Msr tﬂ@%ofsﬁgfsttérﬁ’ %@'thé’ﬁrs? Vém&la's‘}st%ﬁpfr@rﬁecﬂé abksMasreMote
operations on data or with t he syst em; 100,

200. TheYgtery gbis wﬁﬁrﬁo%%ﬁ mtﬁp@n@r'awsrqjﬁb% SeHamn Rwsegwo@m Rossible,

r epr esengnat hipnsiciar@iriaiiéhsTBAN Tokkidsied Yo t AP Ktk the atopd dfhedaésribépcessi ng
arts to "ﬁJVﬁ%'E§St effectively the substance of their work to others

skilledS§ t. An algorithmis here, and generally, conceived to be a
sel f Gonsi stent sequence of steps | eading to a desired result. The steps are

Lpose 70 P EBLAR b T B AR o PR bR
t r ansf erteraws, ofcalgbiithmd , anclofiupetioad, orasyantmlit eepvesentatons il opestiondoh alata

Speo L @il o5 LABrheL | AERUAS Sy ARth 38 FERAEN00! 9 "Il LR | W !

be appreci a &d hrou speci'ficati on, cussions
utilizi m@scrmtms end rﬂumonaﬂ@ammhghrc repmbctatl@ns arg"the 'raestnerusiedibygthpse

" r eploacidRfied in lﬂ@@%faaﬁrbe&m rgg't& &y ﬁg'n’i&'te eaﬁu&z]&ﬁééd&tancgef%hefvdo%e refer

to the action and processe a conputer s ectronic

devi ce, wﬁterwﬂli%nélﬂ%grtaﬁ@ gty 67 heredritchoenanliys eenicetred do papsieal
quant i t i @fsi¥lehiddyubh& @@WIS&dﬁg’@t@%ém&HQeﬁﬁtheﬂ‘hedéé& &b%és@rr&fwﬁ resent ed

as physi cal a?ciuantltles w thin the conputer system . or other information
st or age,PTW#iIgH SheRIBYIBlPNST ofgplysical agnlifiese Such /s plpelbiedlt mageeticr P aPiSh al so

di scl osesgraRPaaEHblEs of bty &fored, StraTeete, daAbinedy ToRParkd) andeBlbAviSy St em
340,, .and rem?te system 370, for perform ng the operations of the methods.

Such15 ipyite ‘?Tay be specially constructed for the required

Unless specifically stated otherwise, and as apparent from the following, it wili be
appreciated that throughout the present specification, discussions utilizing terms such as
‘scanning”, “calculating”, “determining”, ‘“replacing”, “generating”, ‘“initializing”,

20 “outputting®, or the like, refer to the action and processes of a computer system, or
similar electronic device, that manipulates and transforms data represented as physical
quantities within the computer system into other data similarly represented as physical
quantities within the computer system or other information storage, transmission or
display devices.

25

The present specification also discloses apparatus, such as system 200, host
system 330, remote system 340, and remote system 370, for performing the operations
of the methods. Such apparatus may be specially constructed for the required
purposes, or may comprise a general purpose computer or other device selectively

30 activated or reconfigured by a computer program stored in the computer. The
algorithms and displays presented herein are not inherently related to any particular
computer or other apparatus. Various general purpose machines may be used with
programs in accordance with the teachings herein. Alternatively, the construction of



pur poses, or may conprise a general purpose conputer or other device

sel ectively activated or reconfigured by a conputer programstored in the
conput er .wOheos3gs8i t hns and di spl ays presented herei n &Cce/Scae0siondss ent | y
related to any particular conputer or other apparatus. Various general

pur pose nmachi nes may be used with prograns in accordance with the teachings
herein. Alternatively, the construction ofnore specialized apparatus, such
as, but not limted to systens 100 and 200, to performthe required nethod
steps, may be appropriate. The structlre of a conventional general purpose

conput ey %bec@éﬁ&@@épﬁeﬁé’cﬂ% tdieh d&hk hotiinfRaRE bitems Ro@dl bdP R pérﬂﬁmpr esent
specification also inplicitly di'scl oses one or nore conp ut er rograns in
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i ndi vi dwpogéemﬂmérwm%ppa@érh@dﬁhdaégdripb@dba@wel n may be put into effect by
conput er code e various conputer prograns are not intended to be limted

to any particul ar programm ng | anguage and i npl enentation thereof. It wll
be appreci at ¢4 atdhmbn atheap'rsstebtt epbeqﬁrcemrara]ﬁongnm:@mguﬁg@sseandqecwdi mgret her eof
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medi um e co ium nma | ude st VI ces such as
nagnet i of the @?ﬁ@%‘éﬁr C@ﬁ’@ﬂ%d hﬁ"éﬁ‘or'\ﬂor@ﬁﬁis ecﬁorrwteérpr%qr@mgee erbvmterdeds ui t abl e

for i nt ¢4 fRCliAgkdMd Bnf &ﬁl&ﬁfaﬁ'co%lw CPRRU RS ma'EDeotﬁé\”PéHaﬁfs pe@dabl e
medi um may al so i nclude a hard-w red nmedi um such nmplified in the

| nt er netcORPUEeE RIOBAMS Whirhe §3n ey diiierant crniad f@»@mnthgqté@ppﬁmg HONGE® nobi | e

t el ephonrgiris¥sdcBpe of e dfseFBed &nbdiAeR@ms, when | oaded and executed on such a
gener al purpose conputer, effectively result in an apparatus that inplenments

t he éteps of the dlsclosed nmet hods.
Furthermore, one or more of the steps of the computer programs may be

performed in parallel rather than sequentially. Such computer programs may be stored
on any computer readable medium. The computer readable medium may include
storage devices such as magnetic or optical disks, memory chips, or other storage
20 devices suitable for interfacing with a general purpose computer. The computer
readable medium may also include a hard-wired medium such as exemplified in the
Internet system, or wireless medium such as exempilified in the GSM mobile telephone
system. The computer programs, when loaded and executed on such a general-
purpose computer, effectively result in an apparatus that implements the steps of the
25  disclosed methods.

As previously stated, embodiments of the systems 100, 200 may also be
implemented as hardware modules. More particularly, in the hardware sense, a module
is a functional hardware unit designed for use with other components or modules. For

30 example, a module may be implemented using discrete electronic components, or it can
form a portion of an entire electronic circuit such as an Application Specific Integrated
Circuit (ASIC). Numerous other possibilities exist. = Those skilled in the art will



As previously stated, enbodi nents of the systens 100, 200 may al so be

i npl emented as hardware nodul es. More particularly, in the hardware sense,
a nodul e WO 200913381 onal hardware unit designed for usePaIsSG2018960130
conponents or nodul es. For exanple, a nodule nay be inplenented using

di screte el ectronic conmponents, or it can forma portion of an entire

el ectronic circuit such as an Application Specific Integrated Grcuit
(ASIC). Nunerous other possibilities exist. Those skilled in the art

wi | | appreciate that the systemcan al38o be inplenented as a conbination of
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370 may be simlar to a conputer system ma Fi gure
7. They SRRy BEdSSenent ed as software, such as conputer prograns being
executed within the conputer system 700, and instructing the conputer
system 700 tC}. conduct the methods of the exanple enbodinments. Sinmilarly,
portions of Hgof{q#mgﬁ@m Syt rIoCiReSy SR #98dREa may tresidiilet tosed

syst 8nms chfPute? @PsteiNBOC; GBSt Elicaly $hewh TPBikad 71 MRy ¢8a2bs dul e
702, in%gtsorm\gatglges ﬁich as _a keiﬁo oard 7 4| and m)usg 706 aﬁgﬁgﬁ% B}éaglity of
2 SISy

out put  GeViTes gueHCTh PS5, COMRHIELProgiems, Reingr BXeqUied; MithinTiee computer nodul e
702 can spgenofilie ehe dhshocting themsheiuteredyetsnk 780 L ¥bruat fidi rhalbb8s bf ffascei ver
ot her _network systens

devi ce 0 cc .to e q. the, |nternet, or

such asé%%nggqe %\rﬁggg’:k&n\?\sm (I:S?'?’ﬂ%&? poo%'wsdgf e SORBY RO SKSERAKPO MR beonput er
nodul e POWodiedtinéhestiasipdas $ystdnusl®80,200r ocessor 718, a Random Access Menory
(RAM) 720 and a Read Only Menory (ROM) 722. The conputer nodule 702 al so

i ncl udes a nunber of Input/Qutput (1/0O interfaces, for exanple I/0O
interface 72dhe ocamputgi Systey 709, camdntiude | at @mimcer HGiulo 70Re ikeytboar d
704. ThehcgomRaRRAt r t YiRi y nicate via an
i nt erconnect ed L%ﬂsa%éz)ge%%rf(zﬁg%nrﬂeré%ilragavmégtgg %Imaa(ﬁgeéfs%lﬁ&ék ™MET in the

r el evanfUgl} #S 2 fiselaypifle: and panteps &9r am can be supplied to the user of the
conput er system

15 The computer module 702 can be connected to a computer network 712 via
a suitable transceiver device 714, to enablie access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network (WAN).

The computer module 702 in the example includes a processor 718, a

20 Random Access Memory (RAM) 720 and a Read Only Memory (ROM) 722. The
computer module 702 also includes a number of Input/Output (I/O) interfaces, for
example /O interface 724 to the display 708, and I/O interface 726 to the keyboard

704. The components of the computer module 702 typically communicate via an

interconnected bus 728 and in a manner known to the person skilled in the relevant
25 art.

The application program can be supplied to the user of the computer system

700 encoded on a data storage medium such as a CD-ROM or flash memory carrier

and read utilizing a corresponding data storage medium drive of a data siorage

30 device 730. The application program is read and controlled in its execution by the

processor 718. Intermediate storage of program data maybe accomplished using
RAM 720.



700 encoded on a data storage nedium such as a CD-ROM or flash nenory
carrier and read utilizing a correspondi ng data storage nediumdrive of a
dat a storwigeodenisse 730. The application programis rea@Casd2e8me1601 ed in
its execution by the processor 718. Internedi ate storage of program data
maybe acconplished usi ng RAM 720. Enbodi ments of the present invention have
several advantages over the prior art. For exanple, if a user |oses the
Portabl eUSB, or if the Portabl eUSB is stolen, the user can renove the

rel evant HonmeUSB (identified using, f33r exanpl e, the physical markings on
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code, store the revocation code in various ways, for example, in a mobile phone, computer,
trusted third-party server, etc. The revocation code can take different forms. In one
embodiment, the user may then send (from a pre-registered mobile number, preferably
user's mobile number) this revocation code through SMS to the trusted third-party

20 server. Alternately, a byte string may be sent from a pre-registered email address/chat

account. In some embodiments, the user can revoke the system pairing from the remote
system. This is possible as long as the user possesses the revocation code to revoke
the system pairing.

25 It is understood that the user is expected to securely store this revocation code,
for example, on their mobile phone, etc. When the user detects a loss of the
PortableUSB, they can revoke the current system pairing by presenting the revocation
code to the trusted third-party server. Once the trusted third-party server has received a
revocation code and revoked a system pairing, any fresh requests for the HomeUSB

30 address will not be entertained for that particular system configuration. Similarly, the
trusted third-party server may also inform the HomeUSB that the current configuration of
the system has been revoked and any file requests should not be entertained. If a thief

has already gained access to the host system before the revocation, once a revocation



for exanple, on their nobile phone, etc. Wen the user detects a | oss of
the Portabl eUSB, they can revoke the current systempairing by presenting

t he revocaDi200/G0E8 to the trusted third-party server. @QESGRIS/000136t ed
third-party server has received a revocation code and revoked a system
pairing, any fresh requests for the HomeUSB address will not be entertained
for that particular systemconfiguration. Simlarly, the trusted
third-party server nmay al so inforn1tg§ HoneUSB t hat the current
configuration of the system has been“fevoked and any file requests should

not be egti&y hé% 'B@éir) rédeid! {'Heelfloslf'%?stérlnr\ﬁlﬁ‘mfbﬁé'taeé#lte%ﬁ??eﬁuéﬁstfltb‘ﬁ'\ st system
bef ore th r %g ion, once a revocationnotice been recei ved, the host

system \ﬁ SM$R vep dhqughihe gaﬁ@&%S@ F‘éﬁafrﬁ%dys?lﬁ?‘éﬁd besttsyBiEmIiISE, even
t hough tneevdrioedidtbé€USB has al ready obt ai ned host systeni s network address.
In other enbodi nents, the trusted third-party server can al so generate a
digitally signed list of revoked third-party pairings, simlar to a
certbficate devdosat 'embothhﬁh;ts ahd tpesteddhiedrbhity mebldrsdan tlso Qupeesidedi ment  of

2 <t anada et P S itV alh et Sier i el e

connect |a0dpﬁmdmdlspabltshaﬂ so avai l abI e. The user sel ects (drag and drop,
copy) the files that they want to access (from other conmputers) onto the
HomeUSB, just |ike they would with any USB t hunb-drive. Once the "copying"
i s conpl et ed Onerrmibarlimenteaidiveesysteie oPdet pissertBBeption Allowsys teentb deaging behi nd

t he 140 & GintBh étQﬁdé}QﬁSB:?@@Uk@ RrevT&%lWé@Eués@@ nmﬁﬂ% bite? aldtRate

Portabl eUSB to any renote | ocatlon | ocati on e user iInserts the
Por t abl @QS‘Be‘it'ﬁf‘dn%th%‘%lﬁfﬂa?‘ao Begiiabls- t Therieeh saleds (araginadiisep. epibtieer can be

seen |i kl%sfthb?ﬂwe‘?r\lvé\"ltrtsgﬂél:éés ﬁ% biHerRofHpuks) bitoan® HRINSEUSY, jagbp@ ment, no
1 G

passwords are required. ul't set-up is necessary, No software is
r equi r ed"$YoWBK!Y; WL 2ny é%PEbyﬂum% S r ONeR dhe (EqRY gy iv EemRietad. o9 Hafied
seam esséoass frar P&lﬁaﬂléESlS:ﬁl’ché sysiomcleavieg behimd thBe-Hdraé@8Bi it drothet he | oss

ALY L EE AR R e
sof t war ehatilbdedioh, theenser inserts the PortableUSB into a standard USB port. The files
on the haost computer can be seen like files on a regutar USB thumb-drive. In a
preferred embodiment, no passwords are required. No difficuit set-up is necessary.
No software is required to be installed by the user. The entire process is performed
20 seamlessly as far as the user is concerned, and the potential for the loss of
confidential files is greatly reduced, if not virtually eliminated. All key management
functions may be handied automatically by the installed software without user
intervention of any kind.

25 The cryptographic keys can be inserted onto the chips resident in the
HomeUSB and PortableUSB. The chips may be tamper resistant. The keys that are
generated on these chips never leave the chips. The HomeUSB and PortableUSB
may share common external markings that are also coded into the chips. This
prevents unauthorized access to data, and confusion for the user who possesses

30 muliiple systems. |If a PortableUSB is inadvertently paired with an incompatible
HomeUSB, the system may be prevented from working. Alternately, the system will
work, but all information currently on both the HomeUSB and PortableUSB is
deleted, and new keys are generated.



intervention of any kind. The cryptographic keys can be inserted onto the
chips resident in the HoneUSB and Portabl eUSB. The chi ps may be tanper
resi stantwOLh@/18¢e388 t hat are generated on these chi ps necersGeemwertsine
chi ps. The HoneUSB and Portabl eUSB may share conmon external markings that
are also coded into the chips. This prevents unauthorized access to data,
and confusion for the user who possesses nultiple systens. If a Portabl eUSB
is inadvertently paired with an inconpatible HoneUSB, the system may be
prevented fromworking. Aternately,33¥he systemw |l work, but al
information currently on both the HonmeUSB and Portabl eUSB i s del eted, and
new keys are generated.It will be appreciated by a person skilled in the
art that nunéMilide\eapresiaterhdy sndersen biied i dhe aristhatapurberons deristons he
pr esent ghdiviembHiB ' AN i i L arting
ehbiiRBatifis HRVEL hikdbs 1D Sldche rpaRpsl &2 gﬂ@mn (i docdfp

fromthe spirit or_scope of e Inventlion as escr e present
enbodi n%rﬁ?gd"?i'?@t,s Vitfopk fepating Fometheosriiiter seppencfathe” inventieetas broady

||| U1 1 @ésiibec hell98schPEibodinbNE. 4 AhMBrcte, 16 HAd8RLRATH 31 F5B,L0S 18CCessi ng
data stored . .on a q?st s¥sten1fron1a renote systemusing a data link, the
syst em RHSLYRgnd BotpstdGtivendul e and a second rmodul e, each of said modul es
bei ng associated with said host system wherein said first nodule is
capabl e of being connected to said host system and said second nodul e; and
said second nodule is capable of being connected to said renpote systemto
establish a secure comuni cati on channel between said first and second
nodul es across said data link to access said data. 2. The systemof claim
1, wherein said first and second nodules are initially connected to each
other, said first nodule is then connected to said host system and said
association is acconplished using a unique identifier of the host system



3. The systemof claim2, wherein said unique identifier of the host system
is at least one identifier selected froma group consisting of a nedia
access cowonrody/adissess of said host system a hard di skPCcasSekodsioo@s3d on
nunber of said host system an internet protocol address of said host
system and a randomy generated pairing identifier. 4. The system of any
one of the previous clains, wherein said first and second nodul es are
initially connected to each ot her ang to said host system and said first
and second nodul es then generate a r Adom nast er cryptographic key that is
stored on eaghapfnssaid first and second nodul es, wherein the second nodul e
obt ai ns an address of the host systemto enable the renpote systemto access
files on the host system when the second nodule is inserted into the renote

system 5.1The &ysksair @ist@haérracéessmgedaeé etomi@hseh@strs@st@ﬁfmmiaqatrbw channel
i s established %gener at i n% a tE 58%’“ e% fromsaid master cryptographic
key. 6. The syst¥micat Uy R ligk 1F SYSRM 5O9P 3G ei n said first and second
nodubes are connect edl fitsh neditike ehdnersmndgn@dwe,oéacarbf@a&th’roﬂtrhgnﬁlngc si gnal
based connection _and i connection. 7. The system of any
one of the pr evi SU%'a*EEXP‘n%E'd\ﬁ}%S@S% Salh%??” rst nmodul e connects to said host
system usi ng a uni veseaihfirssmodale id@spadiSBj beiogrentasted tarshids hosl systeond nodul e
connects to sai %J&@%e%oﬁé’%mﬂku%dﬂ'g a USB connector. 8. The system of any
one of the previous c Fein said data is virtually copied to said
first nodule to pr o\gaith seeand redule 4 cerables ot being ycopagaied, ko seidlreyotsopi ed
datdol s only avgelbleediabithiaCodoBRLARUTLAIRh Uahhd BBfleh &did Besaid! second

nodul e. 9. The system of any one of Prew ous clains, wherein said data
link is select e?PCPF‘bFHOQU'@$ BGFBS%%@'Q"?N'H@ QAccesesaihd@Pnet, a | ocal area
network, a wi de area network, and a w rel ess network.

2. The system of claim 1, wherein said first and second modules are initially

connected to each other, said first module is then connected to said host

15 system, and said association is accomplished using a unique identifier of the
host system.

3. The system of claim 2, wherein said unique identifier of the host system is at
least one identifier selected from a group consisting of a media access
20 control address of said host system, a hard disk identification number of said
host system, an internet protocol address of said host system, and a
randomly generated pairing identifier.
4. The system of any one of the previous claims, wherein said first and second
modules are initially connected to each other and to said host system, and
25 said first and second modules then generate a random master cryptographic
key that is stored on each of said first and second modules, wherein
the second module obtains an address of the host system to enable
the remote system to access files on the host system when the second
module is inserted into the remote system.
30
5. The system of claim 4, wherein said secure communication channel is

established by generating a session key from said master cryptographic key.



10. The system of any one of clains 2-9, wherein said data link is routed
via a trusted third-party. 11. The system of claim 10, wherein said trusted
t hird-parwg 20@/3188ns sai d association informati on and BESESG2EISH00130
association information to conplete a data connection between said first
and second nodul es. 12. The system of any one of clainms 9-10, wherein said
trusted party can revoke the systempairing. 13. A nethod of accessing data
stored on a host systemfroma renote systemusing a data |ink, the nethod
conprising the steps of: providing &°system conprising a first nodule and a

second mogul e 4 és))'sf’énk ¥ &@P&%C feibit@ 28R GlheRliNSid fiR®BAE GEESH Hddwled i T St
Yy |

nodul e of “said systemto sa ost systenmassociating said first dul e,
sai d second noatel eonnecied iy sadioethes Yeiie pnaof AN ElrRIYoBRHR?tC Y98 BAREL i ng sai d

second nmodul e 1 omsal bhald grybicadbsfial aieg@ANECt i ng sai d second modul e to
said renpbte systemto establish a 5 secure conmmuni cati on channel between

said first and second nodul es across said data link to access said data.
14. gThe net hodﬂ@éd sfdtahBflahy sRebetie pRIBUSSRINS alharginssakp first racduterpl | shed
using a unique identifier of the host system ,10 .15 T t f claim
14, wherein safNgRSdaSadRast F’ﬁ?ﬂ‘ Using g Bnipgsg! Sﬁr}glﬁéﬁ @%opg%% ' one
identifier sel ggd edidf s6pona rgodulkp connsits ttd rsgidofenaoteysamasiogsa 468 r ol
address of said host system a hard disk identification nunber of said host

system an int E"WEE°hr ot ocol address of said host system and a 15 randony
generated |l ong systempairing identifier. 16. The nethod of any one of

clajyms 13515, YheLehn, el tRe braGiosd BRinfd! WhBRin CAARRBESRYIERIPr ating a
magltoer cr §pt og)rfg%ﬁység?eoy aﬂ%gﬁéi%ﬁk%t F'())rrggaéon Iea(’:h of n o ¥

copied to said first module to provide said data access and only said virtually

copied data is only available to said remote system when connected to said

second module.

15 9. The system of any one of the previous claims, wherein said data link is
selected from a group consisting of the internet, a local area network, a wide

area network, and a wireless network.

10. The system of any one of claims 2-9, wherein said data link is routed via a
20 trusted third-party.

11. The system of claim 10, wherein said trusted third-party maintains said
association information and uses said association information to complete a

data connection between said first and second modules.

25
12. The system of any one of claims 9-10, wherein said trusted party can revoke
the system pairing.
13. A method of accessing data stored on a host system from a remote system
30 using a data link, the method comprising the steps of:

providing a system comprising a first module and a second module
initially connected to each other;
connecting said first module of said system to said host system;



said first and second nodul es, and providing an address of the host system
20 to the second nodule. 17. The method of claim 16, wherein said master
crypt ogr awbi2e0%k,Bys3gan be generated using a random nunbePCESGom000130Nd
wherein a cryptographic protocol used for securing the data |ink between
the first nodule and the 25 second nodule is selected froma group
consisting of symmetric key cryptography, asymretric key cryptography, and
one-time pad cryptography. 18. The nethod of clains 16 or 17, wherein said
connecting step further conprises géﬁerating a session key from said naster

key to establish Saéé%oéigtln QG frsC ABAUR! Gald 8&corBamballe aHA. sdiiend¥et hod of
any one of claims 13-18, erein said first and second nodul es are

initially conneystesswitheaefteth®® her usi ng one of anel ect romagneti c

Si tgﬂalj b?sed CO””eC?lbéﬁhn@&ﬁwg%amwbmﬁoﬁulé%ﬁi%ﬁfl@ﬂﬁﬂ@ﬁé izp8. 20. Tgel

met hod of any one of clajins irst an nodul es

are initially connef®gcing ?%&ﬂ“?@‘&t@rﬁaﬁﬁ"&oﬁ? ay%I%FHg? ?g@s?ne?n usi ng

one sof an el eCEé&iﬂ@%ﬁfnhLﬁnc&hGﬂﬂéﬂhaMételﬁbtweérnesatd @irst aamdl aequinyismodliles!| ect ri cal

connection. 2 1. The ﬁkgo n%/ cfdotf clainms 13-20, wherein said first
atﬁ B¢ £3%°%S ¥4 4T

nmodul e conpri s@%’oﬁsfﬂ‘é Bnnecting step conprises connecting
said USB to said host system and said second nodul e conprises a USB, and

sai d seco conpect i,n L@Ep Lo renot e
system ZQQ h e}%og’ gfcgﬂnqg(%ér%ﬁ%afdoﬁ&%@%ﬁ?k rt é%ﬂc%an%q? sing a
step for vi rtualunyqueqq:eyltlﬁgoéﬁlemOdh&yatenm said first nmodule after said

assggci ating step, such that only said virtually copied data is available to

sai d second nodul e. 23. The nethod of any one of clains 13-22, wherein said
data |ink1Bs sdhesneliepck pfoaim o shipreimaaid sinicyg idsntifierefitha BOSYEYSteR I8 ocal area

network, a w de; @l:8Rone identifier selected from a group consisting of a media access
control address of said host system, a hard disk identification number of said
host system, an internet protocol address of said host system, and a

15 randomly generated long system pairing identifier.

16. The method of any one of claims 13-15, wherein said associating step further
comprises generating a master cryptographic key that is stored on each of
said first and second modules, and providing an address of the host system

20 to the second module.

17. The method of claim 16, wherein said master cryptographic key can be
generated using a random number generator and wherein a cryptographic
protocol used for securing the data link between the first module and the

25 second module is selected from a group consisting of symmetric key
cryptography, asymmetric key cryptography, and one-time pad cryptography.

18. The method of claims 16 or 17, wherein said connecting step further
comprises generating a session key from said master key to establish said

30. secure communication channel.

19.  The method of any one of claims 13-18, wherein said first and second

modules are initially connected to each other using one of an



network, and a wireless network. 24. The nethod of any one of clains 13-23,
wherein said data link is routed through a trusted third-party. 25. The

met hod ofwol2aéwm32sss wherein said trusted third-party nmaPoTSG28089ad1d0
association informati on and uses said association information to conplete a
data connection between said first and second nodul es. 26. The net hod of
any one of clains 24-25, wherein said trusted third party can revoke said
associ ation between said first nodul e, said second nodul e, and sai d host
system 37

electromagnetic signal-based connection and a physical electrical

connection.

20. The method of any one of claims 13-19, wherein said first and second
5 modules are initially connected to said host system and said remote system
using one of an electromagnetic signal-based connection and a physical

electrical connection.

21. The method of any one of claims 13-20, wherein
10 said first module comprises a USB, and said first connecting step
comprises connecting said USB to said host system; and
said second module comprises a USB, and said second connecting step

comprises connecting said USB to said remote system.

15 22. The method of any one of claims 13-21, further comprising a step for virtually
copying said data to said first module after said associating step, such that
only said virtually copied data is available to said second module.

23. The method of any one of claims 13-22, wherein said data link is selected
20 from a group consisting of the internet, a local area network, a wide area

network, and a wireless network.

24. The method of any one of claims 13-23, wherein said data link is routed
through a trusted third-party.

25
25. The method of claim 24, wherein said trusted third-party maintains said
association information and uses said association information to complete a
data connection between said first and second modules.
30 26.  The method of any one of claims 24-25, wherein said trusted third party can

revoke said association between said first module, said second module, and
said host system.



