- 1 e3eWPPQS| TFNWWIW 2 6 MAY 2003 -. SYSTEM AND METHOD FOR DYNAM C
CORRELATI ON OF EVENTS Field O The Invention The present invention rel ates
the field of event nmanagenent systens, in 5 particular to dynan)@ MAY 2003
correlation of events. Background Information Information technalogy (IT)
has evol ved from mai nframe-only conputing to conplex, highly distributed
conput er systens spanni ng across desktops and departments through networks.
These distributed conmputing environnents provide 10 benefits, including the
flexibility to select any nunber of platforns, domains, tools, and network
iconfigurations. The distributed environnents, however, may be conpl ex.
Further, there nmay exist a |ack of conpatibility and integration between
sof twar e tool s SYSTENI AND MBTHB® FORDVNAMICOOORREIATRION GOFEVENTSUCt S
(e.g., the Platinum DBVi si on product nmanufactured by Platinumtechnol ogy,
inc. of Cakbrook Terrace, Illinois) are 15 generally directed to a specific
function or #&dOOTheMpeitionse such as a solution for database nonitoring
and managenent, job scheduling, or managi ng database reorgani zati ons. Each
poi nt product provhé@sseat mP@giohirélateoieakd fidld ¥r et Matigeradis Systdhes, indes a
distinct interface. On the other hand, utilizing framework technol ogy
provi des an ipBikie@EAt IRk Ybiréliiondfeh@iigh tool functionalTty is
significantly sacrificed. 20 Further, nmaintaining the current enterprise
envi ronnment bl dr&indIn®hiin conventional point products or franmework
technol ogy i nvolves a Targe anount of resources and noney fromIT

organi zati ons. a}ngoxt%lﬁﬁﬁ&%ﬁdiiggmﬁa@%%%ﬁ RafnBimeRniytbpBh@iad system

for providing too at ut a‘conpatible interface W thout

signi fi cantl Loaaek IHik) BrbARh SHPGL Q8aht bphnnivl THBLYcliopsiGa! NVention

departments through networks. These distributed computing environments provide

10  benefits, including the flexibility to select any number of platforms, domains, tools, and
network configurations. The distributed environments, however, may be complex.
Further, there may exist a lack of compatibility and integration between software tools
and platforms. For example, conventional point products (e.g., the Platinum DBVision
product manufactured by Platinum technology, inc. of Oakbrook Terrace, Illinois) are

15  generally directed to a specific function or area of expertise such as a solution for
database monitoring and management, job scheduling, or managing database
reorganizations. Each point product provides a specific capability and each also
includes a distinct interface. On the other hand, utilizing framework technology
provides an integrated solution, although tool functionality is significantly sacrificed.

20  Further, maintaining the current enterprise environment utilizing either conventional
point products or framework technology involves a large amount of resources and

money from IT organizations.
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An object of the present invention is providing an integrated systemfor 2
6 MAY 2003 5 nonitoring events occurring in point products through a con'ErD?
event managenent system Another object of the present invention i o § MY 200
dynamic correl ation of events across nodes of an enterprise. It is still
anot her object of the present invention to dynam cally execute a 10 changed
rule and/or a newy added rule for event correlation.” An aspect of the
present invention provides an event managenment systemincluding an event

manager, an alarmyul e. s{o AP=AY cor . engi ne.
The event “manager ACREIEhE® Bree BisBSTin AREHEE b YRR ERRRIES C02
correl ator caorrel ates nt. i.nfor.pati on.provi ded by an,event nager based
on alarm 15 r‘ﬁ’lhé%aﬁﬂp%aﬁ%gr"étersf?c(?rvggl%%m%g%flﬁ}’ A &F‘égg%oé)?uen .cgoﬂ%gp f esponse
engi ne execut gs a r%ﬂﬁnge Et()l icy based on the correlation of events by the
event correl na I9%¥spect of the present invention provides a
nmet hod for dynam cally exeﬁuti ng a nodified rule qr a n&w ruIF for event
correl ation. The rfEYSREt piURE PrePent HYeRfipads RGMFHIS aRgnigerpiet SYSIMIOE set to a
second rule set to identify nodjfications, 20 additions, or deletions of
rul es and Sdy TBPRICENE §VeBleQCERITIRGInAoint grodupls threaughaqomppon QYFRNATABAM ALV e been
nodi fi ed or added. Brief Description O The Drawings FIG 1 shows an
exenpl ary entfo®F®ent of an enterprise of the present invention including a
plurality of nodes. -2 [NYC] 320573.1 2 6 MAY 2003 FIG 2 shows an
exenpl ary enbodi méothst objeas of the prssent frvention ie theglynamicspoelgiéanofsventhe present
i nvention.
across nodes of an enterprise.
It is still another object of the present invention to dynamically execute a
10 changed rule and/or a newly added rule for event correlation.
An aspect of the present invention provides an event management system
including an event manager, an alarm rule store, an event correlator, and a response
engine. The event manager receives and distributes event information. The event
correlator correlates event information provided by an event manager based on alarm
15  rules which are stored in an alarm rule store. The response engine executes a response
policy based on the correlation of events by the event correlator.
- Another aspect of the present invention provides a method for dynamically
executing a modified rule or a new rule for event correlation. The method further
includes comparing a first rule set to a second rule set to identify modifications,

20  additions, or deletions of rules and dynamically executing all of the respective rules that

have been modified or added.

Brief Description Of The Drawings

FIG. 1 shows an exemplary embodiment of an enterprise of the present invention

. including a plurality of nodes.
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FIG 3 shows an exenpl ary enbodi nent of a bl ock di agram of an event
managenment system of the present invention. 5 FIG 4 shows an exenpl ar
enbodi nent of event information communi cated between a plurality of Zrﬁ)ééysmua
of the event managenent system of the present invention. FIG 5 shows an
exenplary-enbodi nrent of a flow di agram of dynam c execution of a newy
added' or changed rule for event correlation according to the present
invention. Detailed Description 10 The event nmanagenent system of the
present i nvenio. [ RL : r uch as a
|l ocal area nglgb?ﬁﬂ%%ﬁ ?%@%&%Ee}%g?@aeﬁﬁ%éa\%gio%l@\f%‘%){g,mb%g]rt P%?g%’égéhg?/ent

i nformation oggsulgtrih‘pegﬁsnn the enterprise, and takes corrective actions based
on predeterm'pne response policies. The event nmanagenent system receives,
for exanpl e, ent. nmessages from conpat i bl oj.nt_preducts within the 15
enterprise. Aﬁ&sﬁé}mﬂaﬂe meplary @ bﬁg’ggeﬁ{(g%obﬁ?cg(edl%ﬁgﬁg?’ ?Vﬁﬁﬁ%@gg%n%ﬁgur ality
of nodes 110, 120, P]]’%O whi ch may, for exanple, be connected by a network
(not shown) . systemof fhgpresent inyegPiorhy anpj e a physical box such as a personal

conputer, seryer, etc. that runs an operatin stem In an exenpl ar

enbodi ment’ ofFIf%h%SWé%ﬁi‘eq’?}wr?ﬂbBW,me t c?d%“tg%@ 1°8c%‘3’t“§blﬁaatls‘i(§%§5ﬂ’t%r

havi ng a conpati bl e poj nt %r oduct installed on_.it. In an 20 exenplary
enbodi ment  ofPIYREY 9f Bdes of the Gesnt MapaseprRt sysem©f g PEFEHMEndSst em 140
manages events on the nodes 110, 120, 130 where the events are_ generated,
i ni m zi ng t HAGnd showsen exgmplaty smbadimeat ofex gy dagam of Swpmig Oevid i asuch as
eval uation, reporting and automated correction of data close to the source.
-3 [NYQ] 3205%9%lyladdedomchnpeed xolp Sor ayeniworslatinn aseqrdingitohic prasent givertian. pr esent
invention as shown in FIG 2, the event nanagenent system 270 nay be

i ncl uded i n DstailedPepariptioh | nt egrat ed tool s including conpatibl e point

products used to, for exanple, manage applications, databases, desktops,
net wor ks,10and systTaesvenThiandgomiest s86m of 4@ prs@ inv2elommenagescanzeniperisg  of
comon services 210 to share data relating to events. A director 220 is,
for exanpl e, (a.gshaompyterowtmwk sgehagshileal areseetwprkt(BAN) oew{dEldrda network ng i n a
conventional server conputer for conpatible point products 230, 240, 250,
260. I n an eX®WNysoprreluies dvent intfornfatibh ecqurregamthei entegise,and taklaecafiec@et or 220
runs under Wndows NT and W ndows 95, and operates as a single console that
al | ows user s dctionsibasedangredeteemmed respddsepdlivieal The esotmaegement lsysténmg
conpati bl e point products 230, 240, 250, 260 in the enterprise.
receives, for example, event messages from compatible point products within the
15  enterprise. Asshown in FIG. 1, the enterprise 100 may include a plurality of nodes
110, 120, 130 which may, for example, be connected by a network (not shown). A
- node is, for example, a physical box such as a personal computer, server, etc. that runs
an operating system. In an exemplary embodiment of the present invention, a node
may be a personal computer having a compatible point product installed on it. In an
20  exemplary embodiment of the present invention, the event management system 140
manages events on the nodes 110, 120, 130 where the events are generated, minimizing

the movement of data on the network and keeping actions such as evaluation, reporting

and automated correction of data close to the source.
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The primary manageable unit of information utilized by the event nmanagenent
system of the present invention is a structured nessage called an ev?nt. An
event represents information about some significant occurrence by or o MAY 2003
resource in the 15 enterprise. Events are sent and received by conpatible
poi nt products and event nanagers in the event nmanagenent system Events
are, for exanple, the basic building blocks of real-tire information
processi ng used to manage the enterprise. Events define the fundanental
el ement of publishabl e, shar e.inf tion he f ! ich the
cvent s should e NLRhpiTRAs anep e O PRkt Rt fTEln 110, BWECD 112
i ncl udes, for_exanple edefined fi.el.d r. 1he fund ntal.informtion
necessary f o' Busenet SEGmE 0 e Botdulding Al AP EFEE S oo T
categories: identifying.fjelds and non-identifying fields.. Identifying
Frelds are f UL (RmPHBleRIT BORIHTIHR 5 S xeP BBerels SHE{oR. evont
di stinguishing it from anot her event. Non-identifyin ields - are fields
Chat add addidiabises TROFRAVOKS FBONE. PO, HE %%%2 GPRY BISFE i n
the -4 (NYC] 320573.1 2 6 MAY 2003 key of the event. The event nanagenent
syst em of 3t heofgpamenseryiseehiite shars dabawslding s &tditseient® $d%be ext ended
by a user by dynamically adding key value pairs_and thus, uniquely defining
the respect i v&aBplens shared commaen graphicst vsen Hitsriace (faUR aenninegp agpnyeatjorph| ue
pairs to an event structure enables a point product to publish the
uni quel y- def isaevar ®@mpytas foricpmpatidleping pg@,dt\mmg, 3981 2302340 He an epm e hed
because it would not have been uniquely defined by the predeterm ned fields
of the event .emhadimenhef the presembiosiéntions the fireptor@de mnsandardVindewslEendi ng to an
enbodi nent of the present invention is defined below, for exanple, in the C
| anguage. typ¥udbwsDF,aod opEFates\dsNEirGlaxorIol CHARRIIDWE uSiidR VieW agHARIAEL 5
PT_CHAR_TPT_CHAR TPT CHART*/ PT_CHAR _T20*/ 25 30 35 Version;|* Event
st r uct ur elOv erittoaitlesdvogte jrictudiMgdemphtitde pritt prodiicas2$0) 240E05n 260 in the
cl ass*l *I nstance; | * Oiginating product instance*l*Nane;|* Event
name*| *Ti me; |eatefpemat time (yyyymdd hh24m ss) *| *CondTi ne; | * Condition tine
(yyyymrdd hh24m ss) *Agent Node; |* Node where detecting agent is running
The primary manageable unit of information utilized by the event management

system of the present invention is a structured message called an event. An event
represents information about some significant occurrence by or to a resource in the

15  enterprise. Events are sent and received by compatible point products and event
managers in the event management system. Events are, for example, the basic building

- . blocks of real-time information processing used to manage the enterprise. Events

define the fundamental element of publishable, sharable information and the format in
which the events should be maintained and transmitted. The structure of an event

20  includes, for example, predefined fields for the fundamental information necessary for
any event record. The predetermined fields fall into two categories: identifying fields
and non-identifying fields. Identifying fields are fields that taken together form a
unique key for the event, distinguishing it from another event. Non-identifying fields

are fields that add additional information about an event but do not participate in the
-4-
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PT CHART*Evngr Node; |* Node where responsible event ngr runs*| PT
EVENT_TYPEType; | * Event type (EV D SCRETE...)*IPT RESP_TYPEResponse;:} ﬁ MAY 2003
Response type (EVRE SILENCE...)*| PT_CHAR T*RespPolicy;|* Response

Pol i cy*| PT_CHAR T*Descr;|* Description*l PT_CHAR T*Descrld;|* Message string
key for MsgPut*| PT CHART*DescrFields;l* Field |ist for substitution in
nmessage*| doubl eval ue; | * Val ue (for conditionlalarmevents)*lintLevel;|*
Alarm | evel (for type= EV_ALARM SET)*| PT CHART*I nt Keys;|* Application
specific i-nter

-k x| c* nb f. keyl val .pai
if ol | owi ng*| P e%ﬁg%gke’bge:ygn%%avnﬁy%’f%rg\'O%ﬁléipergsggﬁpg%ﬂgg%ﬁcfﬁﬁg%*I PT

CHART**Val ues; | * Arra f ot her, key(attribute). values*| BOOLArchi ved; ~l ag,
TRUE 1 oventvel SRIchEtobe calsamaLa st b SRy Sy Jaie BEAnd: o -
[ NYC] 320573.1 2 6 2003 PT_ CHAR T *Condl d; |1* Condition.id *| int
Repeat Count ; 11U, R dsinigg s TESREH VA AR AR SR UTE ﬁgcqréflﬂglyu%ﬁmn &k8¥ m
suppression *|I int HopCount; |* Here cones Peter Cotton Tail... *| 5
PT_CHAR T * GVREF paigstto ap eveppatrucfure eiables a pint predych iomnblish the unigugly-defined| 5
Response action in progress*l BOOL Silenced; |* Boolean flag, Al arm

sil enced 5| pventtharthermissdrauidwathave beeppuished beasuse Biwvogldaet gﬂerbgerpr oduct *|
PT CHART *InstanceType; |* Type of instance in Instance *1 10 void

*| ocal Par an uhiquelp defined by theawedetrmined Siskis ofthegvarht a wi th event *| 15 PT
CHART *Aut hString; |* Placeholder for authorization string, sone form of
event content si gAatxsneplaty epibodingRt af anEVerd stricturd penobling toiapkewbodithent of PT CHAR
T *TTStatus; |* Trouble ticket status *I PT EVENT; The identifying fields
of the exenpliwrpyresentamtentioreisnefisd betove forpxampies in theGlaapege. 20 25 30 type,
condition tine if the type is not discrete, event tinme if the type is

di screte, al lypkdefswadt UBTEWEMNT | ncl udi ng the contents of the keys field
array andoOvalfies field array (with the field, for exanple NunKeys,

i ncl udi ng a nunber indicating thWersvsuyber o¢f EBeey swadrine vedions in thevr
respective firl @R ays). All ofaole ot hey* plodelefdverd fi el ds are ¥/

noni dent i fyi ner fdridRIF. The eventxgiqygy be catEegoslhsed into a pluravity of
types incl udi®y,CHAR Texanpl e, di*atetg evenDaiginafighrolinunmsamee al ax/ns.

Di screte1sventB GHAR @vent s whi chxNa@i cat e /t Ibnes@met hi ng occurreadvat a
particul ar tipe cauk are conpl et elfyngel f conEainngrle GIRenmehiZuRiRse*f or a
di screte evener lgastma state and +doRsTinel BLordRBANG.()Ayhmild RER4hAGHN

attenpt, for exanple, #¥my invoke the generation of a discrete event.

Condi tions arer ewpik ¥ that i ndi oapgNbee; Staldde WneeUERLM ek urintg
persi stenph over a peri®d of tinme and

PT CHAR_ T *EvmgrNode; /* Node where responsible event mgr runs */

PT _EVENT TYPE Type; /* Event type (EV_DISCRETE...) */

. . PT RESP _TYPE Response; /* Response type (EVRE_SILENCE...) */
PT CHAR T *RespPolicy; /* Response Policy */

25 PT CHART *Descr; /* Description */

PT CHAR T *Descrld; /* Message string key for MsgPut */

PT CHAR. T *DescrFields; /* Field list for substitution in message */

double Value; /* Value (for condition/alarm events) */

int Level; /* Alarm level (for type= EV_ALARM_SET) */

30 PT CHAR_T *IntKeys; /* Application specific internal keys */

int NumKey; /* Number of key/value pairs following */

PT CHAR T *¥Keys, /* Array of other key (attribute) names */

PT CHAR_ T **Values; /* Array of other key(attribute) values */

BOOL Archived; /* Boolean flag, TRUE if event archived */

- 35 PI_CHAR_T *1d; /* Unique event id */

-5-
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may have attributes that are updated. The events declared by a product are
owned by -6 [NYC] 320573.1 2 6 MAY 2003 that product. GCenerally, ig(ﬁ §
respective point product can update or clear the condition events gen A 003
at the point product. The contents of discrete and condition events
represent - real information about the enterprise that cannot be changed

w t hout changi ng the occurrence that causes the event. "An alarmis, for
exanple, an 5 interpretation of other events based on a user confi gurabl e
policy. Accor q:%ga/ he us r g0 a arm at anyt| me vvlth ut

ir esol vi ng thegte R Ton tha%@%ed I/{,eca FIF} t.he al arm an persi st
beyond the cl? of an Yn whi cﬁ 5"’{5’%5’]‘%%’%%%’?# ﬁgpghown in
FIG 3, an e%é?f&t’é?’?méﬁﬁgfﬁs of an g tem 10 300 of the
fo,;;g e oo L

present inven fon i ncl udes Q?Jh hi ve 320 / event
correl atoP 3384 A rul e s@w‘ 240, and e en i ne 350. I,h an

exenpl ary emb®li ment  of theA‘ﬂt"éggﬁt’ | n\pé’ﬁterﬂag SRAPEARC ’H’éﬁ’aﬁégreﬁgl event
archive 320, %5 t correl at , glg?ff) nse engl 50 are |, cl uded
on all nodesdg j ent er prr{% €”°§ s in *I uded on
a central Ing everft’® ‘f%N‘H@e s/t r’@‘éi‘ch'Sa éfﬁ%’d”?%‘t?al ly/ I'n an
exenpl ary e ? f the, present |ny 0 an ev nt managementv system
may, for %LUH? ei ve eyBHErsHbRes e %R' 6& tfct s, for ‘exanpl e,
t hr oughouX ter prl se. )E\/B?ﬁlga Af'e rranaée fog ¢ f‘ssf’ﬂgt &4f%r pri se

where the evéﬁ Vete recelved by an event manager 310 Iocat ed on the

|
cvants, 1 ﬂgé ?;; AL oo gﬁ”@é‘er e e

subscription YBUFBHRY S8PLH t he appr oprl ate subscrl bers. In an
and The Tt B TR pti oy, be b i Y TNV "s20878,1 * ©
} _PT-EVENT;
The identifying fields of the exemplary event are node, name, product, instance,

20  type, condition_time if the type is not discrete, event time if the type is discrete, all key
value pairs including the contents of the keys field array and values field array (with the
field, for example NumKeys, including a number indicating the number of key value
pairs in their respective field arrays). All of the other predefined fields are non-
identifying fields.

25 The events may be categorized into a plurality of types including, for example,
discrete events, conditions and alarms. Discrete events are events which indicate that
something occurred at a particular time and are completely self-contained. The
occurrence for a discrete event has no state and does not get updated. A failed logon
attempt, for example, may invoke the generation of a discrete event. Conditions are

30 events that indicate the state of something that is persistent over a period of time and

may have attributes that are updated. The events declared by a product are owned by
-6-
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2 6 MAY 2003 V As shown in Fig. 4, the event manager 402 of node a 40l and

t he event manager 411 of node b 410 al so receive event information frohftMA® 2003
event correlator 413 of node b 410. The event manager 41 | of node b 410

al so provides events to the event correlator 413 on node b. The event

manager 411 al so receives event information from5 point product 41 S,

where events are actually occurring. Event manager 402, 411 maintains, for
exanpl e, the events and their associated state and a |ist of subscriptions.

Each event nager. have a . gcal nenory. dat tore Q. bl ackboard,
wher e statefU aﬁgrgglécg‘?}s&e’é?@%s?lg?' glbe.resfﬁ%twﬁlé&?%o e cﬁ%i‘/pdgge ‘%é:%? rat;}}%r sistent in
a file based storage for recov of .the information r 0SS_gener.ati ons
(process i nvEXURGOBFVEHS g%ra%@ az%r?f’l%ﬁwgﬁ%tr) : e‘f‘?{ge'gﬁ ?fgér:lﬁcgées sc(?P‘?lﬁ?’hg to
events are responsible for. peestablishjng .the respective subscr.i.ptions
across new i ﬁY/%‘ﬁsa’f’l?rB?‘FQt i ‘Pf‘?ém%t{i’é‘ 0%%%&?‘?”5 éﬁ% FG‘F&‘?EWW% V%‘H%E riptions
may be maintajned in nenory. The | ocal event %rchjve IS i ntai ned for al
the events r&eagipgdhenrevmaice thahtausrsihrgent: THe avbis ohaiay t system of
the present invention also may correlate events frommnultiple nodes. In an
exenpl ar y3 15 nierpistation af other evprs based ehi ujeh geHie Eble Rofey- edesordingihdbfe ment
system provi des views of events consolidated to single managenent stations
or in views/ tregdd clesr antplarmat aydime wigpat teselniag thecoonditiprethat eansedianagenent
system of the present invention is structured to query or express
out st andi ng Simitarkysthe plarmy canuprssig oerandribssclparing of peveat enonarhi¢hihaalameiis
t hrough, for 20 exanple, event subscription. Event subscription allows the
specificatiohawefl. criteria on the contents of the fields of the event.
Determining the events of interest to a particular process can be
anal ogi zed, for eAsasiveinfFdGyi,iab exgnparg @tmbbdisentpfen gvénh aanzgementsysemecor ds
mat ching criteria on various fields of the record. The request of the
present 10i n3ehsf thepidnt mventiohdmohades ar ewent tlataba3ld, eneat grchive 330atvent i s not
solely a request for data _g_[NYyC] 320573.1 2 6 MAY 2003 - already in
exi stence, bubrrélato3BPpalaEn ruddkias 340,@nd a répbiseehginn3sl. Invebkanldiat have yet
tor

embodiment of the present invention, an event manager 310, event archive 320, event

correlator 330, and a response engine 350 are included on all nodes of the enterprise
and the alarm rule store 340 is included on a central node allowing events to be stored
15  and managed locally.
In an exemplary embodiment of the present invention, an event management
- . system may, for example, receive event messages from point products, for example,
throughout an enterprise. Events are managed on a node of the enterprise where the
events are received by an event manager 310 located on the respective node. The event
20  manager 310 may, for example, receive all events, maintain the states of previously
sent events, maintain a list of subscriptions, and route events to the appropriate
subscribers. In an exemplary embodiment of the present invention, the events and their

state and the list of subscriptions may be stored locally.
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occur or exist. Wien a subscription is made for an event such as, for
exanpl e, an event occurring at a point product 415, a subscription request
is sent to event manager 411 on 5 node b 410. The event manager 411 76 MAY 2003
fecei ves the request and adds this request to its list of outstanding
requests ‘which may be stored, for exanple, in nmenory. The event nmanager 411
checks out standing events previously stored, for exanple, in a blackboard,
to see if it matches the request criteria. Each matching event is
forwarded, e.g., puhlished, to,the requestor, e.q. he bscriber of the
event. Cany new evBRESWRIR Hig dninkiert BoBREE 20ttt Al PHINCTRLR o
criteria are sop fo ed. This may continye until the sub iption is
cancel ed. -1 nBhSEeaRhHED G mseur Pt nsiretiot fom i fvent BRI AT offoat
subscription is assigned a unique |ID when it is.fornmed. The unique ID and a
dat agroup fr Bﬁlgmfl&ﬂnevfﬁti ’Eaf}aéﬁfu@itofl%%f’r?é’, QAYPEPYJIGFEV PR e Bubscri pti on.
A subscription is canceled by calling an APl 15 with a returned request
handl e from €PrEelgey 4)3panode bs The pientipanager 4 1 alsegpqerves pVesbiRErmaion Fihcel
nmessage to the event nmanager with the respective request ID._ The event -
manager can PREHPTAGHCE AL, Ndcreavers atcagiyally occuminge Eyent gianager 494t i pti on and
renove it froma processing queue of the event nanager. All events

publ i shed onnwintaue faresample.dhe exenisyand Hgiragsoniatadatrtaand adist effubssgpléons20 The
event manager al so receives and mai ntains all requests sent by processes
fromits nodé&admyentrhaagerankyshavep tovalmendryidatefstoad ewarblackbdaed, exberst nanager
al so assigns an event m The event nmanager determnes if the event is a
condi ti on andtaiefullsayentt ke soraht Thebimgecard iney ks kept persistentipladile kastdd ackboard to
determne if the event matches an ( existing condition. If so, the

condi ti on evstotage forasevenged the informationanrokdpentratities (procsss invgceatidn pNHE]

320573. 1 2 6 MAY 2003 condition and applied as an update to the existing
condi ti on0 Fevdnhminagef). The bliantswybicsibmgabbetlts drdiesgneible fbsreestablichigglthel N an
exenpl ary enbodi nent of the present invention, for exanple, the archiving
may i ncl ude sdspéctingsubbeiptidiicréss néw fivoafiasoStlie bves mandgeAt Adcbtdingty,chi ve. A
separate file may be used for each cal endar day. Events may be witten to S
t he archive tRrsubdfiptitay nfy beheiithiied Hitrdéhory N"ThéRcA\eeait arBivevhainRinde! | m t ed
records in the order in which they are received. The event manager al so
checks al | ogratiaivegts $4¢bived bpihe @Nert @it fet. SThd®lenBifidhagdthiéih sptdiest thhan a
condition update, if the received event natches the request, the event

nmanager f or wWafegént ifvent®n@iNo rhay donRlatseRs 8 mhlfiplehBd&aILadéxeaRlapdat e to a
condition, it is the event as updated that is matched against the 10

request . 15Ccembbdifibst of te préschtifvdalgR tedevRiBRinabfiadnt b i€enE ¥R Mded MBROEN

forwards to the
events consolidated to single management stations or in views/categories that cross

- node boundaries.
The event management system of the present invention is structured to query or
express outstanding interest in groups of events by criteria other than node through, for
20  example, event subscription. Event subscription allows the specification of criteria on

the contents of the fields of the event. Determining the events of interest to a particular
process can be analogized, for example, to writing a database query that requests

records matching criteria on various fields of the record. The request of the present

invention differs from a normal database query in that it is not solely a request for data
-8-
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field of an even

requester. Event filters describe identifying criteria for the events of
interest and allow specification of various fornms of conparison that can be
specified for each of the fields of an event including key val ue pait&Mf 2003
t he extended event structure. An event filter is, 15 for exanple, a Bool ean
expressi on made up of subexpressions that conpare a field of an event with
a user specified value. Event filters are, for exanple, simlar to the = ~
"WHERE" clause in Structured Query Language (SQ.). The fundanent al

subexpressi o eré)afd%/ ﬂ‘[\:\?xﬁfﬁﬂg, ch:l Lﬁe &{gging’rec{u%%t J@?(?émlleﬁionaof RMASB1GRVP A DY @

a val ue, e=t1sun20. The subexpression
node=pti sun2 JE é% hat the 20 node field of the event nust exactly match
the string "pflSUln " . Any of the fields of the event structure can be

used as the node §j s used.in X ] jjon of the
keys field array %ghgé?bég?ﬁﬁpéﬁ Iﬁa‘%e?{rg 51%“ i%hel g(:s‘rilb}r1 gqh?qregprgplg’ég%?&at synt ax. For
exanple, if one of the k al paifs .added was. - key value -10=~ [ NYC
Sh0573 1 28 oaa Ry s AR bR RS s Rt ide T obit s key
val ue pai wou field FileSystem = "/usr", Further, testing.for the
Ui ot omatS of nideh A%, SR eh Fahac Y oY s Rt tAPI AR e R POt

mat ch a nul | yalue,,e.g., keyfield. FileSystem! " 5 The eyent filters may
be stored an§!ftstending reauests sthichipayhs ptted; dorsxamply, inpgmary. o hhq qvent 5
configuration file such as a flat text file, in a database, in nmenory, as C
source code pEngger 4hshacks systanding sventorfeuaysly goed, fof eempientid s al so
avai l abl e on the values of key value pairs of the event. As in the earlier

exanmpl e, t heblackhogrdpto sge ifdymatchas dwyrequestcrifgrian Eaph matchiop syadisfamasdadnat i s

10 the name of a specific file system The desired events may only be those
for a cert ai B-g- published, to the requestor, e.g., the subscriber of the event. Any new events

10  which are received and match the subscription criteria are also forwarded. This may
continue until the subscription is canceled.
In an exemplary embodiment of the present invention, a subscription is assigned
a unique ID when it is formed. The unique ID and a datagroup from which this request
came, uniquely defines the subscription. A subscription is canceled by calling an API
15  with a returned request handle from the original subscription. This results in sending a
cancel message to the event manager with the respective request ID. The event
. . manager can then match the cancel request to the original subscription and remove it
from a processing queue of the event manager.
All events published on a node are received by the event manager of the node.
20  The event manager also receives and maintains all requests sent by processes from its
node and other nodes. Upon receipt of an event, the event manager also assigns an
event ID. The event manager determines if the event is a condition and if so, the event
manager checks, for example, a blackboard to determine if the event matches an

existing condition. If so, the condition event is assigned a condition ID of the existing
-9-
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file system for instance /usr. The filter nmechani smfor corresponding

val ues of a key specifies the key and tests the associ ated val ue. A speci al
syntax is used to distinguish keys fromother fields of the event tgtMAY 2003
allows a different nane space for the keys fromthe predefined fields of
the event. The syntax is "keyfield.[nane]". An exanple 15 testing for the
val ue /usr of a key value pair would be, for exanple, keyfield.FileSystem _
fusr. In an exenplary enbodi nent of the present invention, the event filter
may i nclude conparison gperators such as, = and full regular expression

'mat ch speci f FRYitigntRd gpplicd gpmingatetp theoxisting eqndition. Fadherdhamivis itoul d be
node=pti sun05. A filter matching all node val ues that follow a pattern of
ptisun[#] wothadledethoovenpbigarqhived. Inyan exgmplano¢mbodinggi of e PERREMN dnvestionn
exenplary list of event filter conparison operators: > (greater than or
equal ), <_ (fesssammarboarchivingmay inclydgstosing the ¢ygpf)in a database suchigg pflat file
(equal), like (matches a regul ar expression), |ikeci (case insensitive
string mat chirchiygdAlsepatatofilegupidie)used for eg engr @8y . 3Events maygbepittead®3 | n an
exenpl ary enbodi nent of the present invention, the follow ng tokens,
producti of r theaschivarfor te dayt offthd tiree steimp iimibe ievent rspdvdime deladitedseergdsyiet  anot her
conpil er conpiler (yacc) nay be used. % oken NO MORE TOKENS 5 % oken FILTER
% oken <synptheNAdEiPWhikletheyx axenpeeivel 1 Mhe BARTmafdgekaso chiees\al puBGALIEAN % oken
<keywp> COVMPOP 10 % oken <keywp> SEPARATOR % oken <keywp> LEFTPAREN % oken
<keywp> RI GH:ubAGEdNoh feqgedts. rHodl anyf evexpsteashamn @hditon npdand, ifithe edics avef | i Ct

*/ % eft BOOLEAN 15 % ype <eval p> filter % ype <eval p> statenment %0

stat ement : FhiafthE the teqdst, M2 dMeltmabQEENiGrvardstthe evehityitheGelyiesior. NAMEe ¢le [
FUNC_PART SEPARATOR NAME COVPOP NAME [ NAME COVPOP FUNC_PART SEPARATOR NAME
[ filter BOCbfaWNMipldhtet®4 condition, it is the event as updated that is matched against the

10  request. Accordingly, it is the updated event that the event manager forwards to the
requestor.

Event filters describe identifying criteria for the events of interest and allow
specification of various forms of comparison that can be specified for each of the fields
of an event including key value pairs of the extended event structure. An event filter is,

15  for example, a Boolean expression made up of subexpressions that compare a field of
an event with a user specified value. Event filters are, for example, similar to the

- “WHERE” clause in Structured Query Language (SQL). The fundamental

subexpression of an event filter is, for example, a phrase comparing a field of an event
with a value, e.g., node=ptisun20. The subexpression node=ptisun20 means that the

20  node field of the event must exactly match the string “ptisun20”. Any of the fields of
the event structure can be used as the node field is used in the example, with the
exception of the keys field array and values field array which require a special syntax.
For example, if one of the key value pairs added was:

- key value

[NYC] 320573.1



[ LEFTPAREN filter RIGHTPAREN In an exenplary enbodi ment of the present

i nvention, the event manager 411 25 may be inplenented as a daenon (()7568' 2003
an agent programthat continuously operates on a UNI X server and pr @L
resources to client systens on the network). Upon receiving an event, the
event manager 411 determ nes the disposition of the event, including

whet her it has already received the event and whether the event state has
changed. The event manager 411 also wites the event to a | ocal event
archive 412 and 30 routes the event to all clients that subscribe to the
event cont entFlle$ystemexaiit e, the event manager 411 may provi de event
information to the event correlator 413 and the event manager on a node
402. The eveld exactmpigh fifeniopdys keyvrlygpaiayoriddst archive -12 [NYC] 320573.1
2 6 MAY 2003 service processor. The event {%irrchi ve 412 servi ce processor
reads event s XeYH-FilrSyeeRmt /a5 chfwibier. &sHagfor BsreXistrage efidieygathamy valent
correlator 413 instance that has an alarmrul e subscri bi n_(lq to the event
and, for exarpydbe dongibydestine thabimat mptalya gull ¥alps e e kKepfedd Fi WStﬁmd?oguct
subscribing to update events about the contents in a central storage such
as a 5 dafa dheRremybitgamay be storxbany plppea wybsitingepuidhestased, dAarpxpmple; H@ ude,
for exanple, an event correlator service processor. The &vent correl ator
413 i npl ementconfigueasion fifeofucke gs & Patdestifidad in ndatabaen, inemempoynassaircemedal armis a
type of event that provides notification to subscribers of a significant
condi ti on or (egchard estled in Thwgomt)eeteri nati on of an alarmmay include the 10
presence of a single event, the presence of a certain existing states) when
anot her event occhHilteringis atshaviilmbleronaheealads ofikgavaiuequiraof the event. Wwhé ini n a
fixed tinme window. Further, an alarm nmay be a conbi nation of the recurrence
of a parti cultixreadiee atanyild, hefie may b ekleyt TRileS ystandowithniresssedateédvalneshattie or
states are present. The events that determne if an alarmoccurs may be due
t o event 900n thdanrafe sidifivofile sgseni. NEheadesingd everts elagionly bélidbse forrmyrtaone from
one or nore other nodes 401, 410. An alarm may al so be associated with an
aut omat ed r e SPONSERMPIr ikyanod)/ughe Cih@fifet MBchanism for corresponding values of a key

specifies the key and tests the associated value. A special syntax is used to distinguish
keys from other fields of the event that allows a different name space for the keys from
the predefined fields of the event. The syntax is “keyfield.[name]”. An example

15  testing for the value /usr of a key value pair would be, for example, keyfield.FileSystem
= /usr. In an exemplary embodiment of the present invention, the event filter

- may include comparison operators such as = and full regular expression match

specified with the operator “like”. A filter, for example, could be node=ptisun05. A
filter matching all node values that follow a pattern of ptisun[#] would be

20  node like “ptisun[0-9]+". The following is an exemplary list of event filter comparison
operators: >= (greater than or equal), <= (less than or equal), > (greater than), < (less
than), = (equal), like (matches a regular expression), likeci (case insensitive string

match), and != (not equal).

-11-
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all owi ng a response engine 414 to handl e any automated notification or
correction of the alarm The event correlator 413 can create, for exanple,
an alarm a nodified version of a received event, or an entirely ndvg MXeit]
that can be correlated by another 20 alarmrule. Events may be correl ated
through an alarmrule. The basis of an alarmrule is the determ nation of
the events that should be analyzed. Alarmrul es can be created to define
whi ch single event or set of events represent a significant occurrence to
which to ( respond. The alarm.rule Lnel SEr Nt | | ogi c
tdescri bing the evg‘natnsexflﬁg rYFfé""FW&Fg %t%g%é%g%vg’?%g" ﬁ}ﬁw&%&@g‘%ﬁ’esent an
occurrence and .a definition o h esponse of .the.event nagengnt system
to the occur plé)r%ggonfﬁlgs,'ag@@fep{ 8‘%“?8{1’?@E'éwpg?fn?rge({]‘ﬁglgé'regg’tog‘%ﬁch?pq%’ﬁe or nore
events. An alarm rLaIe may be defined, for exanple, through the director
404. An al ar ROFRHeE Yat‘i&)lrﬁ%/?’ege,“s? r exanple, a unique name which allows the
rule to be 5 referenced in_other expressions by nane. An alarmrule may
al so i ncl ude 78o¥nNOJIOREJEQKENSy | " a distribution Iist) where the rule is
to be run® THEEMIIETBRtion 1ist for a rule may be specified, for exanple,
by a list of Atekeneues> NMEshoul d run the rule or a query that specifies
t he nodes t h&ttoksisisyapy BHNChBARTl e. The query may be, for exanple, "all",
whi ch equat e$etekenskeywphB@OLEMMi ng an event correlator. Further, a query
may run 10 agdebkesr<kayernCOMPOR orage such as the DEX 405 to deternine
certain d9it &tpkencikeywie> BIBRIWRATARt he enterprise, such as events avail abl e.
An al ar m r ul &ctekenckeywepuBETRAREEN| ni ti on of correlation filters.
Correl ati on ftbkear<kepwp> BRIGHTRAREN t he event filters used in event
subscri pti on/*aget dié o€ expression gravopa sbifvrgdypatcentlictdifpl | cati ons: attorney docket
nunber 22074684t BORUFEANS fil ed on Decenber 31, 1998 and entitled METHOD
AND APPARATUStiteRcefalpSEReEXTENSI BLE EVENT STRUCTURE and attorney docket
nunber 2207468ype2&dlp; statediehed on Decenber 31, 1998 and entitled METHOD AND
APPARATUS FORY%HE DYNAM C FI LTERI NG AND ROUTI NG OF EVENTS; and Pl ati num

Provi si on Cormon Services Reference Guide, version 1.08 (COctober 1998
Pl ati num t echtatshegyy,  FILTER filter NO_MORE_TOKENS

filter: NAME COMPOP NAME
FUNC_PART SEPARATOR NAME COMPOP NAME

20 |
| NAME COMPOP FUNC_PART SEPARATOR NAME
l
I

filter BOOLEAN filter
LEFTPAREN filter RIGHTPAREN

In an exemplary embodiment of the present invention, the event manager 411
25 may be implemented as a daemon (e.g., an agent program that continuously operates on
a UNIX server and provides resources to client systems on the network). Upon
receiving an event, the event manager 411 determines the disposition of the event,
including whether it has already received the event and whether the event state has
changed. The event manager 411 also writes the event to a local event archive 412 and
30 routes the event to all clients that subscribe to the event content. For example, the
event manager 411 may provide event information to the event correlator 413 and the

event manager on a node 402. The event archive 412 may include an event archive

-12-
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20 inc.) which are herein incorporated by reference in their entirety. The
correlation filters, however, may be assigned a nane and i ncl ude

qualifiers. The qualifiers, for exanple, my be used to correlatelﬂﬂﬁP%Y@m
events in a single rule. The qualifiers my also indicate that the filter

is not applicable to the current input event. The alarmrule _ may also
include logic testing filters and updati ng/ sending events based on the
results ' -14 (NYQg 3z0573.1 Z 6 MAY 2003 of the test, for exanple

if/then/else | ogic that | ows . testi Bool ean conhi nati ons. of ..the filters
. pert or oy 85 VE BrosfEtn The Sy bR A% F20E S Baf R Pl kb ST Mg

exenpl ary enbodi nent. of. the present inventio the.al armruyl e uses the

Fol T ow ny £ omgive. Subspripert Gef ichiar any foert aor e L rRlaRSe artad i B85 | on
event expression 1>, -<cQ relatign event expression 2>, <correlation event
expr essi on nule subserihing tothe eyisat AN oR EXATIRLG 2 SUESHPN SQPIpINing FRgFourgapbiect or
correlation filter expression follows the "If ' statenent and is encl osed
i n par ent hes@Prodppt subscabing |t gndate) cventh AL thg GOREHS Hi dGeRG2IGHEESSUFRAE
correlation filter names connected by Bool ean operators such as AND and OR
Furt her, AaddideieErgirngssepite{BFE. can be included to control the order of
eval uation. In the above-nentioned exenplary fornat, the correlation event
expression 15 is &hecevsaieariclatog 443 mgl énciuse, fof exampley ap pecpbeorrelier spaisienni ng
and ending curly brace nmay be on separate lines or each event definition
may be on a pegsessar lhiciement eoriélatgr 4%3timpleneatsiagstrepolicy brecifiod ired eariebtioni | t er
expression defines what filters nust be satisfied in order for the

correl ati on tdebAnpkrh dr aype ofdyentahdtipkavides nstifatios foi sebscfiberg of a eval uat ed as
true) depends on the qualification placed on the filter. For a standard
filter, the cignifieait cafifierpertocenrnte. Miwtdeteanvhtioraffanalapoumty ifidlideghe t he
current event nust conplete a set of events received in a tinme w ndow for
the filtdo t@rdsencsafa sifigledvenkuhd gresencenofaoettainiepistifgstate(s) Whdntamptheseventt | sfi ed
if a given event was received in the past that indicates that a particul ar
condi tion st iokdurext the Securttice @8 patiallaodveht Wittt a fxad ras wirtdowaFughacad y
criteria on a past and current event by any conbination via a Bool ean

operator of ¥ enadDeiarinYindtict offthd teCirfencdi6f dishirtihldr Beent @@tAIn Dfinedftiniet (€. 9.,
the condition is not currently present, - the count has not been conpleted,
or the curr erlindwewhentRRsinRAte JFBIatd are prdsent. [ NYC] 320573. 1
The events that determine if an alarm occurs may be due to events on the same
15 node as the event correlator 413 or may come from one or more other nodes 401, 410.
An alarm may also be associated with an automated response policy on declaration
- . allowing a response engine 414 to handle any automated notification or correction of
the alarm. The event correlator 413 can create, for example, an alarm, a modified
version of a received event, or an entirely new event that can be correlated by another
20  alarm rule.
Events may be correlated through an alarm rule. The basis of an alarm rule is
the determination of the events that should be analyzed. Alarm rules can be created to

define which single event or set of events represent a significant occurrence to which to

. respond. The alarm rule may include a description and logic describing the events that
-13-
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2 6 MAY 2003 For exanple, if fl is a standard, unqualified filter that
applies to the current r event, the expression "if(fl)", indicates that the
current event nust match that filter for the correlation to be per fld Mhal003
Then if there was a second standard filter, f2, both filters could be
tested for with the expression "if (fl or fl)". In this expression, if the
5 input event matched either fl or f2, the correlation would be perforned.
The correlation filter expression may al so i nclude nested conditions such

as a logical Il 88 brencd é{df ed%?h?@ﬂ}?\??rés%x{@%&% @}rén@fnaﬁ Qx?t fol | ow ng:

tlf. (F 1) { LEorrerracron ave <cor ation event
2>, } An alarmru ent |n ent e use th Qr W t hout
Fogi . n t nevtleiogoesREnd 38wk PY Gl ésq“%%fe%% B B ent 1 the
rule will be execufed whenever an event is r ent, wi Il be

recei ved whefSVEY AThEr@ er&ﬂy@?/‘gerf‘t“e‘igortﬁé’?‘p E‘Wg ub?ﬁ@‘e%tf’r e decl ar ed
filters. The rule my be se ted I nt o, vari.,ous actions based on
t esti ng whet her oﬁ‘@ é““r?blf’ Cé)‘f fﬁ%red‘é’E‘PEr%Hmﬂ‘felrfagFé”%ﬁ‘ ﬁ‘?&’scllﬂrégitgg?rue,
for exanpl e, fy ornlqg a Bool ean expreSS| usj ng the nangs of he filters
and testifAg FEEreRGedimOter FRIFSHPRAYY nemge An é’R’érﬁﬂYé‘” ipclyqeelst re three
filters naned A, B, i and C, a test could be performed for. (A and or
Q). Th| s WoBPEESHREN2 fl’ﬁﬁtbuﬂ%h%bwh‘?ﬁbéﬁllewo|b§ ”{‘1* d’g‘qd\‘“ﬁ‘hulnf”é}“t@‘i asmﬂer ue and
filter Bor Cis true. This rule, for exanple, be exgressed as follows.
| f (A and ( BTy bespectiedcfon exanenigibaadist of ﬂl@x}odeahgte% owld gEhlR/BHE o1 RgHENar n( 1

Q; In this exanple, different alarmlevels are being set based on testing
whi ch filter ¢hatgnecifies the nodes that should run the rule. The query may be, for example, “all”,

which equates to every node running an event correlator. Further, a query may run
10  against a central storage such as the DEX 405 to determine certain criteria of the nodes
in the enterprise, such as events available. An alarm rule also includes a definition of
correlation filters.
Correlation filters are similar to the event filters used in event subscription as
described in copending patent applications: attorney docket number 22074661/25529,
15 filed on December 31, 1998 and entitled METHOD AND APPARATUS FOR A USER
EXTENéIBLE EVENT STRUCTURE and attorney docket number 22074661/25546,
- . filed on December 31, 1998 and entitled METHOD AND APPARATUS FOR THE
DYNAMIC FILTERING AND ROUTING OF EVENTS; and Platinum Provision
Common Services Reference Guide, version 1.08 (October 1998 Platinum technology,
20  inc.) which are herein incorporated by reference in their entirety. The correlation
filters, however, may be assigned a name and include qualifiers. The qualifiers, for
example, may be used to correlate mulitiple events in a single rule. The qualifiers may
also indicate that the filter is not applicable to the current input event. The alarm rule

may also include logic testing filters and updating/sending events based on the results
-14-
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-1 fr [NYC) 320573 1 ~ 6 MAY 2003 In an exenplary enbodi nrent of the
present invention, there are four action statenents, SendEvent,

SendModi fi edl nput Event, SendMdi fi edAl arm and SendModi fi edCondi ti @rg MAY 2003
supported in the event correlation rule syntax which send events. The
action statenent SendEvent starts with a newy created event and nust 5
have ‘each mandatory field for the event supplied as an argunent, wth the
exception of fields that can be assigned default values like time, node and

B T i 2 e S S L L O

out put event Q s to

| aci ly fj.el ified .
SendModi fi edIhﬁgﬁ\gré\%%?gfo%%gygea\?gﬁr{sqﬁﬁts 3 Ién 'I:Uv(éatét% glggtrgouetr%e ‘current tinme, 10
dif thi I ) iti . I diti d
e roquirod tRan Ry amboat S et GhedoRufe SERRS e ee (o

for exanple, .the time of the input event (which already had to be greater
than the confP¥HePTH pl us one second. The action statenent

SendMbdi fiedAlarmis built on top of SendModifiedl nputEvent. Its only

di fference i¥ (t spatelqtiondifiexpeqasefetlan alarm e.g., it forces a set of the
event type t& 1Scoareition eqnt expressioBd>handl es creating an @larmfroma

di screte event THIIHLEEELenhBXPIEREIPB 235 condition time, setting the condition
time to the current tinme. The action statenment SendModifiedCondition is the
sane as SendMvdf¢areedtion epsne Rxagpsione; t ype is forced to be condition set.
The qualifiers for a correlation filter may include, for exanple,

Condi t i ohExi sts 20 thsabave-msatiansd sxqpndary &eranat, thecogglation fiker S¥REHHAN onExi st s
indicates that the filter should be applied to events already received by
the time thefodlaws et IE vietemenkandisensiosediin parenthensi dhisds alogical §Xpwiden exi st s
that matches the specified filter, the filter expression will be true.

Q herwi se i t cantdiningenef oinsare cortadatipn dilier names Conneeted by Boelgan eperaters Ruchige numnber
of times a matching event happened within a specified tine period. Its
speci fi cat i oANDsand OR.[ Reyther, 3@digage] parentReses ¢anbedgdsled tueantmalithb erdenséf t i nes,
time interval, filter). Upon firing the set is purged, so upon receipt of

t he next mat evaluatomvisrihe sbove-mwntivnedickdmbiay femmpt, ththwrmelation eyentiengressipn be
scrolling in which the ol dest matching events are dropped off the pending
i st as theyisénélbosed if 2 gingle het offiogly brecen Thebepited adendinpyuriyhtgracd may i nt er val
specified. The qualifier 5 CountDi screte counts discrete events. It is the
equi val ent obe @osgpdratailings orteaclf éviebtatefiniticdh inag dhe oo alseparftolinecrdimglvath £ i | t er
filter AND type=di screte. Events can be retrieved fromany node to where

t he al ar m r useei¢cdorn. UFhreicngelation Birer exagsioardgfisssivaat fikers mukt Helsetigfieé sent

i nvention, the determnation of where to run a rule nay be dependent on the
nat ure of t herdensbethe térrdlitnrtobepafienicd.i How e\t i satidfigd g poelineidng on a

| ocal node, for exanple, then the rule needs to run on all nodes where such
a corr.el ati omud) degbads orethe qiraificatiaiiiced on thetflirr.r Edre staadard diltpg teauretone f orm
of correlation for an event about the CPU usage of a machine and the filter
di d not Zpecinpyt exem @it mhidRNFérlaccotielier, (RS dudleat cvent'miisd tdifpltdaa setdfe only
recei ves events about CPU usage on the node where the subscription takes

pl ace. Accor glich@haceived e 4 irhé ®inddWctor tk Gltexd bb eatikEed eMpihe; aand appl i cabl e on
each nachine. Therefore the distribution list for the rule should include

every node OgonéltiofiPxikth B1tEras BARHEVE a GRlch BVdht wadircb @l @bin PheAsest thA ifkBewdsi ¢ rul e
also allows a single definition to be applicable to the sane type of

probl em on  efhey aypd@slar conditih BNeRisRI ﬁﬁ@cgﬁél‘aﬁfoﬁliﬁtef 8Pe&hiBs cihpediyrber  of

rules to maintain and configure. A generic rule allows the analysis and

correcti on Ofritbdior?Opdaf Llalcafedt vaR by arRtdriithtioR vIEBS14dh og&lawf 8fthBsed- » ON

each node. The alarmrule store 406" nmay 1 nclude an alarmrule service
rocess t hat: : : I 0 o] I

Centr al 5t or S A BB B R R G B TR Fo R L B8 BB onen® ot of
the present #pysnt h&’holx h%ﬁﬁé%ﬁﬁlgfégg?ljtﬁe éhrfe‘ﬁI‘éJegItdo%E 8&%9&%143.006‘“ on for

reusabl e i nfornmation, a confirguration, product -18[NYC
320573.1 15

{NYC] 320573.1



2 6 MAY 2003 information, event information, security information, and
rules. The DEX 405 may be a distributed, nmulti-platform nufti-data format,
shared data store including a plurality of data stores, rel ational ﬂg@@WZWH
data | ocations, and files. The response engi ne 414 executes a respo

policy. The response engine 414 includes a plurality of processes. The
response policy is, for exanple, a logical expression containing a |list of
actions connected by logic statenents that is invoked by a triggering alarm

ted by th t at b def d d
BE"ser ot | R Bt AR TS BRSO T
t t th {1 | te
o ssen, | ﬂvie%%'@q%@&pgeswaﬁelfﬂaih?@&a?eaﬁlag@%tcr"ﬁaﬁﬁif%u@% R
t d f h ct fied field t I Th
s RS A L b A B

an expression _that references one or of these actions in agl i cal
sequence. ThdlsEerpdde tesiedder \gllﬂb%ﬁxeﬁeweavf Egordy)” mim i Axeresidp ,;geg
policies. In an exenplary enbodi ment of the present invention, the response
engi ne 414 alimyt gvest maghed aither flwr % thegopaletiomwould be serdorprdeZb action to
the triggering alarmat the conpletion of each step. Thi $" may be

acconpl i shed cofrgptianddiep eepressipngraydilsagnelvdenseiad eonditonpriuchape lagieat  updat es
the event with the sequential nunber of the step just conpleted, the type
of the step (‘dleipe iBreupiesspangn p formagisimilar tedhefpdawingt chi ve t he nane of the
action step. This information may be accessed through a director. 20 In an
exenpl ary enbodi mEi(Flbf the present invention, the response engine 414 may
i ncl ude, for examjke¢rrelafion senpirpcesg, a second process, and a third
process. 10he firsElspd@ps subscribes to events sent by an event correl ator
413 runni ng on t h¢ <semeatiodeedll>; as tthe response engi ne 414. Upon recei pt
of an alarmthat has an associ ated response policy, the first process

i nvokes t he secondnmiasugsls of thepegstutrinventien gaolbiegiyed Witleor widjonyiGpic3 20683 1 2
6 MAY 2003 first process can invoke nmultiple instances of the second
process depenbience effaon cottmllgwg lbgingm actiorcsatément imthie oule Mill bsexzsgedi ated with
the respective processes. The second process perfornms an action requiring

t he sendi ng ofheparensisevantds cakived.t Am etdnt wil pr moewsl wienger fherats amgveot her
actions. The third process of the response engine 414 may al so performa
response 150l itiy machesomyrof thel declagd diltes| [The culé mey bpeagatented iy sdrmws such as
sending an enail nmessage, invoking a script, sending a page, witing a
nessage t o a gtiupeof axiofivbased ali taginiglvehetheeorie @snae of thp Herlared fitarkinnthamade ment
protocol (SNWP) trap. In an exenplary enbodi nent of the present invention,
t he fol |l ow nds trok &rexarppledydbmang b Boelean expaession nghgthe aamesofghtafijeers and

i npl enented using yacc may be used. 10 %union ~ struct FilterEval Node

*eval p; St r ucéstihg Ité eutbyunamipivenyinge. Rk extaiiplé efthere dverathtee ftkeryiamed 8t Buct ARG
LI ST *argp; J 15 % onassoc LONER THAN ELSE %onassoc <synp> ELSE % oken
NO_MORE_TOKEN &4 picercosRbeiper fointddARERA Mdl(BRRCYS. ORewesly Mean hathON_FUNC 20

% oken ALARM % oken <synp> NAME % oken <keywp> | F % oken <keywp> CONDI TI ON

% oken <keywezpreéstdalid treNEXISTS i2Buddnd iter Bloe xipiudQi&AN, for example, may

be expressed as follows.

If (A and (B or C))
SendModifedAlarm(-1 10);
else
25 SendModifiedAlarm(-1 0);

In this example, different alarm levels are being set based on testing which filters are

true.
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% oken <keywp> UNARYOP % oken <keywp> LEFTPAREN % oken <keywp> RI GHTPAREN
% oken <keywp> LEFTCURLYBRACE 30 % oken <keywp> RI GHTCURLYBRACE % oken
<keywp> ENDSTATEMENT % oken <keywp> ASS|I GN % oken <keywp> COUNTDI SErEMA 12003
% oken <keywp> COUNT 35 % oken <keywp> SECONDS % oken <keyhp> M NUTES

% oken <keywp> HDURS 20 [ NYC] 320573.1 2 6 MAY 2D03 % oken <keywp> DAYS
% oken <keywp> COVVA % eft BOOLEAN % eft UNARYOP 5 % 'ype <eval p> Actions

% ype <eval p> Action % ype <argp> ArgList % ype <argp> Arg % ype <eval p>

09 , v . €
A an P ograms 10 14 4og. SR Boo RN BREATH i L 0 L Voo

8 % ! % <eval t Type %
ey > mayb NG ERENTT SRR ST BR By e R g VPe " vPe

timel nterval

A a1 Pt 001 am AP RBR B ORARES HEL R 1 Sl ARE ARSI TSDERET

Al ar nPr ogr am

CONDI TIONfi | ter ASSI GN nmayhe CONDI TI.ONEXI STS LEFTPAREN 25 filter
NAME ASSI GN ﬁé{%m 366%%%‘6@*%8&%&%‘@ Cﬁe?‘ﬁﬁEF‘f?be’r‘\y us ~l ter
Rl GHTPAREN Action 30 Actions;, Actions Acti.on Action: ACTION )

FUNCL EFTPARENAY 4¢3 fapgatpry migieERr BhriosrhTnmtingras a0 rgimepi it the exception of

decl aredFi |l ter Expr RI GHTPARENActi on %rec LONER THAN ELSE 35 ~ | F LEFTPAREN
decl ar edFi | t dietdethat ranchgmssigmdatefqul yampskens, adeant cemit pegea Yy entons

Rl GHTCURL YBRACEENDSTATENMENT40 Ar gLi st: ArgLi st ArgAr %Lléi st COVIVA

Ar gAr gAr g: NAVERSS@R P §ihanithed Nt this-actiemT DreSchemstatepant

10

15

20

adMedifiednppBYent eger 21-
uses the input event as a template for the output event, replacing only fields specified as
arguments to SendModifiedInputEvent. The event time is updated to the current time,
and if this causes a problem for a condition or alarm (conditions and alarms required
that the event time > condition time), the time is set to, for example, the time of the
input event (which already had to be greater than the condtion_time) plus one second.
The action statement SendModifiedAlarm is built on top of SendModifiedInputEvent.
Its only difference is that it only sends an alarm, e.g., it forces a set of the event type to
alarm_set. It also handles creating an alarm from a discrete event which does not have
a condition time, setting the condition time to the current time. The action statement
SendModifiedCondition is the same as SendModifiedAlarm except the type is forced to
be condition_set.

The qualifiers for a correlation filter may include, for example, ConditionExists,
Count and CountDiscrete. The qualifier ConditionExists indicates that the filter should
be applied to events already received by the time the current event was received. Ifa
prior statefull event exists that matches the specified filter, the filter expression will be
true. Otherwise it will be false. The qualifier Count is used to track the number of

times a matching event happened within a specified time period. Its specification is
A7
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[ NYC] 320573.1 2 6 MAY 2003 5 10 naneAsl| nteger: decl aredFilterExpr:
maybeNOT. ~ nanmeAsl| nt eger SECONDS naneAs| nt eger M NUTES naneAsl| nt eger.2 d—mm
naneAsl| nt eger DAYS NAME DECLARED FI LTER decl aredFilter Expr BOOLEAN

decl aredFi | t er Expr LEFTPAREN decl aredFi | t er Expr RI GNTPAREN UNARYCP

decl aredFilterExpr | * enpty *I __ UNARYOP The event managenent system of
the present invention provides hierarchical consolidation on a subscription
basis. For exanple, a director 403 has a consolidated view of events in the
enterprise b n,.su r.Lhi ar . el event
finformation. %ﬁlﬁlg(ngr\r}g%tol??ﬁ?%?l@anegp%ﬁa%g@e%éUBr%glrelﬁg %g%ggg gﬁ/rg%hg?lép,]&uni fied
view, but can_ be. based on | tiple.subscri.ptions i fferent nt
sources. The €Ol H’fgﬁ? ’éﬁx?lénral{%’fng(?g?nr%éqeacto P égroalrl-ﬁ%g{/rsll °3 "é(g)tw n&%)y lgeor rel ation
rules to inplenent.a hierar of correlation or .c ol i dat i.on using the
sane subscri 5‘Ern1§iﬁg H’e‘@i"?ﬁlﬁ{hfr‘f’f“g%ttrﬂ‘i‘tﬂ“’%%vepﬁIaées‘{}??f’a?fl O?fﬂge%‘? el }as%%' may use
to consolidate_eyents frommultiple 20 25 sources. For .ex le, iLf an

appl i cati on filff?ﬁ}(rﬁﬁ‘ tgfhmﬁﬁd@:e}&l)f %‘fdiegg"e&hgﬁ@f’&H&é&@wﬁﬁpﬁﬂgﬁﬁﬁﬂﬂa%&ﬁe C, a
single rulLe nonitoring this application can consolidate events about the
applicati &n SQUMDERSTEE Coupls d&ﬁﬁeﬁﬁ qvgnts.olt jsthe eai yrlans pheeunt withyts filfetodes B and
C, and the status of the databases on nodes B and C. Thi'S may be

acconpl i shed mMeylified 4g bgy dricnemplailicr |filier ANDhtyperdiscrte t o specify these
sources. Further, consolidating all of the errors fromone node to anot her
node can be si ni | BYdns qappp eqviened drop an nedg toaieee e Al iile i remiitge| laen on
rules. For exanple, utilizing a rule, node A can consolidate problens from
nodes B and €xemmHay embpdimentfofthepresgatinvenson sheadaermiatipn pbsiseto ipal ocal |y
generated events may be, for exanple, a consolidation of the events of the
node into al alermaybedepenidenyon the anturendidlati mientlf b rulpiepepifief predls 08R0573.1 2 6
MAY 2003 present invention, the event correlator on node A can subscribe to
t he al ari8 t oaturrargongdnenl addyl farexamdeshdd thoidildheedhiosur bl alt hodeeivfiedor i ngs all
the declared problens to node A The decl ared problens then may be

re- decl ar ed aschal carrafatiamis ideghed AFodxexamglepif tHeheleowas tepérformfsotb dormudfe, or
could be used in the rule to determne certain types of 5 correlation
across the prabdliaion forepevertdbon tioCRS uflge 6f a miachike arRehdlfitdr did oy speeidpl ens
woul d all ow a redundant | ocal copy or a subscription that only specifies a
respective anode, then the event correlator running the rule only receives events about CPU usage

on the node where the subscription takes place. Accordingly, the filter and rule can be
15  generic and applicable on each machine. Therefore the distribution list for the rule
should include every node on which the respective correlation takes place.

N A generic rule also allows a single definition to be applicable to the same type
of problem on every host in the enterprise, thereby reducing the number of rules to
maintain and configure. A generic rule allows the analysis and correction of the

20  problem to be localized to where it occurs, e.g., on each node.
The alarm rule store 406 may include an alarm rule service processor that
manages alarm rules and response policies stored in a central storage location such as
the DEX 405. In an exemplary embodiment of the present invention, the DEX 405 is a

central storage location for reusable information, including data configuration, product
18
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node to allow one to view the problens spanning all three nodes.
Accordingly, the hierarchical consolidation provided by the event

managenent system of the present invention does not require any addig¢ Manai)
configuration outside of 10 the rule itself. No need exists to maintain the
rel ati onshi ps outside of the relationshi ps between rules. The hierarchy can
effectively vary on a rule basis. One node can be the consolidation point
for certain problens while another node can be the consolidation node for a
different Seinilioh i Hiofikasn OMRP idHatibR\Hhi Afled THEBEX AIsNRLy I
consolidation. 15 The event managenent systemof the present Invention can
dynam cal |y,

: Qs i Y : i L L#e whet her
a rule was cﬁglﬁnge fe%g@(f; lgl?orﬁ, g’lgfne?ée?%fo% égl{%éedﬁi-a{ Ler?q} %g%lugﬁ%a%ﬁ%ﬁﬂgs are
mai nt ai ned, | 8, ] Ll e, st (ARS) 406 in a central
store in thegﬁéygﬁgggr%ﬁghéﬁﬁﬁ?ggggghgﬁgr??Eﬂgﬁf rules may be perforned via
a director 403. F D illustr S..an._ex ry 1 oweh for 2 nam c
execution of addeijh%orrc “Reodi t3‘niglen€lqltrl§Ie’éesc.ute a?%ﬁé)ll\?\éﬁ¥?lhéyF\I&%e ?{g%’onlsgensgt%gepﬂélo t he
di rector 403. ries t S 406 f.aor rules and wites an hanges back to
the ARS aB6. THIGESERUEANE ibrcests i RoBr i At Pt s LT e r vl oo
in the ARS 406. The event cqQrrelator 413 0'3 each of the npodes subscri bes
for this eveRfPreS|9B oM RBIR R SHOkagHAnssoRpfcte ?X@?ﬁ‘%fta?wglté g “bvé’k'f(gl?yat ors
413 knows to contact the ARS 406 to deternne 23 thC 320573. 1 2 6 MAY
ZW03 i f the AYFESSTREAG BARCRIFFDYIRRFVENIRFERPT ey MYJlpIRACHONS B DBy ent
publ i shed by the ARS 406 may jndicate that the rule store has changed. In
step 530, t héchinsd gadbs Raaforpedin theyespanss prlicy In avsxemplesy srphodjapest ahihe
requesting its rule set. In step 540, the event correlator 413 then
conpar es i t sPeEsent Byyentipnsbe myftinleackions may be in 4 listed sagienes. poaddad with logdc
received formthe ARS 406. In step 5SO, any rules that are unchanged need
no acti od0 afpmpkegaghacsion perdisgens upen tigaecgipt of 2 1ol cds of agothar agtips qr@spect i ve
event correlator, and any rules that have been deleted fromthe ARS 406
need to be r epesified fitkdsanttintheraldra. Jde responsh olicyapaichs ayeatasdhhyrdefisgpsptat or . I n
step 560, any changed or added rules to the rule set of the respective
event correl af astiond and chmpdsingoneexptassion that tefesgnces dng or moee afdheseragtiopein
distributed across nmultiple correlators. Accordingly, correlation done by
any parti cul alogmabisequence.nEhe astiont maly boglabal ek ealied by mivitipddrasppnsspaliniss.r ul es
distribution list.

In an exemplary embodiment of the present invention, the response engine 414 also

15  adds information about the success of each action to the triggering alarm at the

completion of each step. This may be accomplished, for example, by sending an

- . update alarm event that updates the event with the sequential number of the step just
completed, the type of the step (e.g. email/page), and in the event archive the name of
the action step. This information may be accessed through a director.

20 In an exemplary embodiment of the present invention, the response engine 414
may include, for example, a first process, a second process, and a third process. The
first process subscribes to events sent by an event correlator 413 running on the same
node 410 as the response engine 414. Upon receipt of an alarm that has an associated

response policy, the first process invokes the second process to perform the policy. The
19
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A rul e can be added to the event managenent system according to an
enbodi nent of the present invention dynamcally by adding a rule to a
running event 15 correlator since each rule naintains its own event) sMARAM
Addi ng or renoving a subscription of a rule does not inpact any other rule.
A new rule may result in the event correlator receiving events it
previously did not receive. These events will not change how any other rule
is evaluated as those rules will not see the new events. Simlarly,
deleting a rwe wll result in.the event .corr tor recei Vi f r events
tthan 20 it dilﬁtﬁgﬂéc}cfﬁ’sé?n Ng?kerlg‘@gpei"hsganﬁseoggh ees\‘/:génl}%sp?oﬁgn%sm(%xg/eenrqﬂ%aoﬁ\{%ot change
t he eval uation_.of .an ther rule being. r by the event correlatar. As each
rule speci f1 89155 f AOARuRHER fles drsogried wilithe Feper Dot s LT lent
stream changes to rule are isqlated and will not .inpact any other rule.
24 (NYC) 320875est pertoms aactiongaiivng e sine Shsurte MLl e FRIEEtioand ¢ he
appropriate subscriptions forned so. that tgf-i:)érul e receives ag)gropri ate
events. A ruPEPSRYORIT peions| Bredhirg Profess REeyeRP NS ERRIBR AP435 em
dynam cal Ly by canceling the outstanding subscriptigons for the rule,
renovi ng fhe PREQBY 8/TesRonEeRqlick actignirequinhg & Gpllite SRIPHGURMYSEPafEhdF the rul e
and its 5 evaluation tree, and renoving alarms that the Tul e generated. A
list of user sendingraaemailapgssagel iavoking 3Rk BNAEEG APRLY: NEitiag @ MCssARA Sk ment
systemin an alarmrule store. Alist of alarns by rule including the nane
of the event fils opfrwardingdlap dygntiage sempenetiarkagansaenens protasal (SNMP)dsesnpl e, i n
a bl ackboard. The event nmanagenent system of the present invention allows
t he det er mi nat i onlmah extmplary enphedineant nf the present anventranl Gefdllpwingokénsed in t he
respective alarm In an exenplary enbodi nent of the present invention, the
event nmnagepeructonglesnaké epselitioaddngodgetitnplenesiod oting pacanzayrve usétht ar e
associated with the respective rules. The relationship of an alarmto what
causes i tl0caléunéondet er mi ned from an anal ysis of the rule. For exanple, an
n-to-1 mappi ng negeast FiitechevaiVodle *eei/pyeen | nput events and the alarm where n
is the struct FilterSymTab *symp;

struct keyword_table *keywp;

struct ARG_LIST *argp; }

15  %nonassoc LOWER_THAN ELSE
Yenonassoc <symp> ELSE
%token NO_MORE_TOKENS
%token <symp> DECLARED FILTER
Yotoken <symp> ACTION_FUNC
20  %token ALARM
%token <symp> NAME
%token <keywp> IF
.. Yotoken <keywp> CONDITION
%token <keywp> CONDITIONEXISTS
25  Y%token <keywp> BOOLEAN
%token <keywp> UNARYOP
Yotoken <keywp> LEFTPAREN
Yotoken <keywp> RIGHTPAREN
%otoken <keywp> LEFTCURLYBRACE
30  %token <keywp> RIGHTCURLYBRACE
Yotoken <keywp> ENDSTATEMENT
%token <keywp> ASSIGN
%otoken <keywp> COUNTIDISCRETE
%token <keywp> COUNT
35  %token <keywp> SECONDS
Yotoken <keywp> MINUTES
%token <keywp> HOURS

[NYC] 320573.1



15 nunber of input events. In the sinplest case, a single input event (n=1
), maps to the creation of one alarm Accordingly, the input event @W@hzwa
caused the alarmis readily determ ned since only one input event 2
associated with the alarm Wen condition filters or count filters are in
use, however, the nmapping becones n-to-1. The mappi ng can be represented,
for exanple, as a tuple of 20 infornmation relating a plurality of input
event. 1Ds to the output alarmm The determ nation of what events were

consi dered kinc ude eé exanpl e, the current input event at the tinme of
oer e.yw’i’ﬁ %@{m’ nati on of what events were considered may
r

generating t L
al so incl ude; QIehr & any of the statefull events (e.g.,

0,

Condi t i onExi &k y t based filters which may specify one or nore events
that have_z~] 73.1 2 6 MAY 2003 al ready occurred) that were al so
in the cohtr ngaf?Ac‘{%sock that resulted in the rule action to generate

an alarm In;@ﬁee éF%ﬁbnbodinent of the present invention, all of these
events have @YY@ udiéfd¥ 1D except the generated alarm The al arm
however, may”#ge 4e8pe 47&ini que ID until the event has been processed by an
event 5 nana{épe <gir> djasmPregramsence of a unique identifier for the output
al arm al ul Yonwai<evalprariarwdyogsémt he al arm may be used t6™allow the n-to-1
rel ati onshi p’@peseeripfitfer witten out. Accordingly, the input event and

al arm rul e t $ape <emip erdtement he respective al arm may be det erni ned.

Al t er nat i vel $ptype revdip> dbdeadBltefExpr uni que identifier for the output alarm
10 post poni nYtiphesau p wimeditevile n-to-1 rel ationship record until the alarm
event i sly ec¥wedshark nayerdintegarl e may allow its correspondi ng unique 1D to
be known. Th&npet<evdp> ebiatpaship record may then be witten out as a
result of bebtaygepkepmipdotapkieNOTt he correspondi ng unique | D. Accordingly, the
i nput event and alarmrule that resulted in the respective alarm my be

det er mi ned. Sta@medtt er nat i vdLyRMaAlgrmiRpagrazs¥® tIM@REaEIKENSd | D may be used
at the tine dbrmPegomsati on of dlarefegramsutarmalrogramal arm The subnitter

assi gned20 D nay be uséd i ndiea®ragraran event nanager assigned unique ID, to
allow the n-to-1 rel atli onsBINARYERIdrroRropeamr i tt en out. Accordingly, the

i nput event adenBlogram:r ul e t he NdMHASKIGNtliehe respective al arm nay be
determ ned. 20 I n any |evenWNAMMASSIGNputypeROG CONDMDON filtet at | onshi p record,
may be stored as a taljle NAME ASSIGN maybeNOT CONDITIONEXISTS LEFTPAREN

25  filter
| NAME ASSIGN maybeNOT countType LEFTPAREN NAME
COMMA
timelnterval COMMA filter RIGHTPAREN
| Action
30  Actions: Actions Action
Action: ACTION_FUNC LEFTPAREN ArgList RIGHTPAREN
. . ENDSTATEMENT
[ IF LEFTPAREN declaredFilterExpr RIGHTPAREN Action
Y%prec LOWER_THAN_ELSE
35 | IF LEFTPAREN declaredFilterExpr RIGHTPAREN Action
ELSE
Action
| LEFTCURLYBRACE Actions RIGHTCURLYBRACE
| ENDSTATEMENT
40  Arglist: ArgList Arg
| ArgList COMMA Arg
I Arg
Arg: NAME
countType: COUNT
45 | COUNTDISCRETE
X timelnterval: nameAslinteger

21-
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and mai ntained as part of the event archive. Accordingly, the event archive
servi ce processor could be augnented to provide a query for related events
that woul d use the event archive to obtain information provided byl & MAY 2003
n-to-1 relationship record. 2fr (NYCJ 320573.1 2 6 MAY 2003 The

enbodi nents descri bed above are illustrative exanples of the present

i nvention and it should not be construed that the present invention is
limted to these particul ar enbodi ments. Various changes and nodifications

may be effected by ong ski L Lggd4d eéng@rgggtrunn departing fromthe spirit

320573.1
conpri si

or scope of the |nvent|on %gm‘g ME MdNﬁ

ng.

event dat

an event corggr
store, the eVent “Corfs ator
event manager based on the

t he event nmanager, the res

the corr
system a

i

15

20

25

appended cl ai ns. 27 [ NY(C]

2 6 MAY 20 . I 1. An event managenent system

an event nag Eb. ‘¥%p)5nanager recei ving and providing

3{ﬁﬁg%rule sF armrule store storing alarmrul es;
EEG ﬁ%b manager and to the alarmrule

Fedriler ;9 l e
ﬁclare%p'z te{aExgg X }? 1

porise policy based on
a@%ﬁ g?dior 2. The event nmnagenent

ded by th
g E%XJecPeclar Mte?if']@x&:“neecouzl edet o
ati o nts él
oré’l"%ﬁof\él aim Nz%%;l n the event nanager

The event management system of the present invention provides hierarchical
consolidation on a subscription basis. For example, a director 403 has a consolidated
view of events in the enterprise based on subscribing to the various nodes providing
event information. The event information may be presented as a single, unified view,
but can be based on multiple subscriptions to different event sources. The
configuration of correlation rules allows a set of correlation rules to implement a
hierarchy of correlation or consolidation by using the same subscription mechanism
within the rules that the director 403 may use to consolidate events from multiple
sources. For example, if an application running on node A relies on databases on node
B and node C, a single rule monitoring this application can consolidate events about the
application on node A, the ability to maintain connectivity to nodes B and C, and the
status of the databases on nodes B and C. This may be accomplished by configuring
the filters in the rule to specify these sources.

Further, consolidating all of the errors from one node to another node can be
similarly implemented with suitable configured correlation rules. For example,
utilizing a rule, node A can consolidate problems from nodes B and C. The output of
the event correlator with respect to locally generated events may be, for example, a

consolidation of the events of the node into alarms. According to an embodiment of the
22
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i-ncludes a plurality of event managers, wherein each of the plurality of
event managers is on a respective node of a network. 3. The event
managenent system according to claim2, wherein the event correl at20$ MAY 7003
correlates at |east two events respectively provided by each of at easg
two of the plurality of event managers. 4. The event nmanagenent system
according to claiml1, further conprising an event archive coupled to the
event manager, the event archive including an event archive file and an
event archiv ré&{tYAv%ﬁt'i]&lr, 81%§§§chom§]ﬁ8{]&{ tbdb PEca Rl B ARE T ars Ul SreCV EN
data in the event archive file and the event archive service processor
processes the_event data {n e -eve archive fil.e. .1 2 6
VY 200 5. RTRbY Tises Agnd G R teaflef g P HRiachideh Beblentiindct 1, 8
rule and a new rule, the nethod conpri si t he foll ow ng steps: bl i shi ng
a rule event 'nfyﬁﬂﬁﬁggrq%gen?ségeéﬁ i rﬁfd%?léra?gtas BREST O%E%rrg%le? P‘gg"evi l e and
the new rule; requesting a fir rul.e set froma storage device in response
to receivi ngc?lﬁﬁ‘ﬂbﬁ%ﬁ‘? Eﬂ"eﬂr F?Hligee\‘ﬁ@m’f tﬁﬁﬂﬁ?‘l&ﬁ FRH ¢ ‘FgP H@’e?%lgpecti ve rul es
froma second rule set that have been changed ip t irst rule set, adding
2 rule o5t hEORTRIARSt Be BEPIaHepasied OB o S%j&ﬂamfg- -é_iéfflrmpr@FrBsset,
and renmoving a rule to the second rule set .that has been_renoved, fromthe
first rule saouldaigweasedyndpnidogaheopy oF 8 userintion that oplEPscifies 2dePeqtst have
been one of changed and added. 6. An event nmanagenent system conprising: an
event managemodg alley One torera therprotieras spripnalbthire nedese subscri ption
requests for one or nore event data fromone or nore subscribers, the event
manager recei vi ngAseredinglyntbe bierayeiigal canselidation provislad by thepiens mapagemeniat ches
an existing condition, applying the one or nore events as an update to the
exi sting condystémaf the preseny evventirardegenot fequirh eny addifidnakronfiguratinn atsidenfe event
data to the one or nore subscribers; an alarmrule store, the alarmrule
st ore st dPi ngheahkeritself.uNe seedaaxistote mairsain thel relationships phiteide pHthe hedationghips nanager
and to the alarmrule store, the

between rules. The hierarchy can effectively vary on a rule basis. One node can be the

consolidation point for certain problems while another node can be the consolidation
node for a different set with both of these nodes contributing to each other’s
consolidation.

15 The event management system of the present invention can dynamically, e.g.,
while the event correlator is running, determine whether a rule was changed, added or

- . deleted. The user-defined alarm rules are maintained, for example, in an alarm rule

store (ARS) 406 in a central store in the DEX 405. The editing or addition of rules may
be performed via a director 403. FIG. § illustrates an exemplary flowchart for

20  dynamic execution of added or modified rules. As shown in FIG. 5, in step 510 the
director 403 queries the ARS 406 for rules and writes any changes back to the ARS
406. The ARS 406 publishes an event whenever it updates the rules in the ARS 406.
The event correlator 413 on each of the nodes subscribes for this event. Upon receiving

this event, each of the event correlators 413 knows to contact the ARS 406 to determine
23
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response to recelving-at east o

event correlator correlating the one or nore event data provided by the
event manager based on the alarmrules, the event correlator further
dynamical | y determ ning whether a rule was changed, added or del et g MaY 2003
dynam cal |y execute the added or nodified rule; and a response engi ne
coupl ed: t'o the event nmanager, the response engi ne executing a response
policy based on the correlation of events by the event correlator. 7. A
nmet hod for dynamically executing at |east one of a nodif ed rule and a new

rule, the meihpd. ¢Sl el %uggwfﬁ%x%gg?m@%kwisﬁab@tw&sevent in

ied rulte and the new rul e;

requesting aéf)&r{1}?%inﬁ%laéttﬁﬁgffgﬁg%?%ﬁﬁ@%gdevi ce in response to receiving

t he publi she even 3 changi ng any of the respective

rules froma seco dsterpLg36 tﬁg &séﬁéﬁ%e Q&%F%OE%?%%‘EHEQQ&QC%QE %Alibl% A{Oi6r st rule set,

adding arule to e'sécond rtul'e set een a othe first rule

el and 1o i el O 5 SRR Gt 4 e BB R AR e rom

the first ruf&Ug €s 0 Seco ul'e”set that

have been_one of. ch ed and. added. 8. A .nethod .of nam.cal | orrel ating
events coRpr F%‘ioﬁﬂﬁ“?ﬂ%é‘i '?/f“r?ﬂmgrﬁ‘ég'&mlﬁ%’fe@e’g SEP |t}}ft‘?]g‘¥384n({“5{?8¥8¢ Hor e
events; receivi nﬁﬁevent dat a; qgetern‘i ni n)? a s bsc%b r ; the event data
from the one s 2 Wighwerd pradaraction, ARy Ry TS negeeddted 19 trerwe set
subscri ber; dynam cally determ ni ng whether a rule was changed, added or
del et ed; and Of the gespeptive great eqsreltrgangrany qeletthatheve beengeleisd ToHBEARS changed
rul e, wherein the subscriber receiving the event data runs one or nore

pr edet er m ned0¢ nged $o beremeoved Eom e mlersRieofdhersspegtivegvent comglatorelnists of

dynami cally correlating events as clainmed in claim@8, wherein the receiving
one or nore S6heny Fivpeesty added rulge o thepde st afthe mespentive gisnbcatelpderwidtrons

froma
10  executed. Further, the rule set may be distributed across multiple correlators.

Accordingly, correlation done by any particular node can be rerouted to another node
by changing the rules distribution list.
A rule carni be added to the event management system according to an
embodiment of the present invention dynamically by adding a rule to a running event
15  correlator since each rule maintains its own event stream. Adding or removing a
subscription of a rule does not impact any other rule. A new rule may result in the
- . event correlator receiving events it previously did not receive. These events will not
change how any other rule is evaluated as those rules will not see the new events.
Similarly, deleting a rule will result in the event correlator receiving fewer events than
20 it did before. Not receiving these events, however, will not change the evaluation of
any other rule being run by the event correlator. As each rule specifies an independent
set of events to receive its own event stream, changes to a rule are isolated and will not

impact any other rule.
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plurality of distributed conputer nodes. 10. The nethod of dynam cally
correlating events as clained in claim8, wherein the receiving one or nore
subscriptions includes receiving one or nore subscriptions to one_qr rﬁ
events, the events including one or nore new events added dynanic&ﬁﬂwﬂgw
creating ‘'one or nore key value pairs to define the one or nore new events.
11. The nethod of dynamically correlating events as clainmed in claim8,
further including: maintaining a list of the~one or nore subscriptions and

correspondi ng subf R ¢hid dead t(;l'ghepmgggiﬂgfapgwﬁm SdsdnptioR fofhed dong event s

ras clainmed in claim 11, further including: renoving a selected subscription

fromthe lis . rA Bt
subscripti on{}}agtgggﬁngreeﬁéelgés%gg%ﬁgé MD\\?A g%%ggi%m%ﬁgfe{r%gtﬁﬁgldﬁg%&%%am cally

correl aling el heSySkal IRt AL AL g MG BIAhDS.R05:B5: FRTR

subscriptions | e’ one trons to @8n occurrence of an

hi ) . ! ) .
“he A An. A A RSyt SRR PRELE e Eh B dng soff of hermiggndinyy ane. A A
As’ . ANF.ALA A ,.AE6-J~ qu/MU .

zuoj e’ [V]Ta] E‘éa]‘ucagf%g?ec%‘}dcwg]%gg\']g@gf’@%fh@t: %’f (r:ua{f é%ﬁef:aéidcéc‘] %%]‘_L&‘é ef:'g ff:nae]jca\fj ca] ca]
ca] ca] ca] ca]

LVFR}:):>]B{ v]ql S%{\O\?/\}l]“&‘%]c'%}] e]d%‘]q‘]&‘gl]‘iéfgé']‘% 8? &‘ﬁfkeé?tsa{]‘adgf‘@ﬁq Ryihg ﬁTeé‘%\] ca] ca] ca] ca

] ca] ca] ca] ca] ca] cal] ca] ca] caU]ca]ca]calcajcal: QY \ !

""n% YBRL' zmﬂnagemﬂérswawevaﬁgw%m £olpekPotda) caV] caV] caV] caV] ca] ca] cal] ca]
caV] caV] ca] caV] ca] ca] ca] ca] caV] ca] caV] ca] caV] ca] caV] ca] ca] ca] cal.ca’j(t

( crv’jw 9\+4++<? ., VJ , -%he-eyvvvgman]%qn\lgpbﬁm\ﬁkﬁth% m\%hin]w]ﬁ}sﬂa]aﬂé‘y% fé%tf@ay%lészf:a]( f:é]( f:
a]J ca] ca] ca] cal] caU] ca] ca] ca] ca] ca] ca] ca]lca] ca] ca] ca] ca] ca] ca]caV]caV]ca! 12] 2
237133333382 g 78%’89“@@?1&1. lgu,leztpat resulted in the respective alarm. "In ah exemplary

S | fa\ ca) ca] caU] ca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca) ca) ca] ca] ca

caj cg\l/J]qca] c\é\;ge @a%t@a;ﬂ@@}%ﬁa}t]eraqe]@aqr{;Q}%aﬁgt;m%)a&!mr@Lwleml&@s]@éqA}hﬁs]BBc] ]

respective alarms that are associated with the respective rules. The relationship of an
alarm to what causes it can be determined from an analysis of the rule. For example, an
n-to-1 mapping needs to be made between input events and the alarm, where n is the

15  number of input events. In the simplest case, a single input event (n=1), maps to the
creation of one alarm. Accordingly, the input event that caused the alarm is readily

. . determined since only one input event is associated with the alarm.
When condition filters or count filters are in use, however, the mapping

becomes n-to-1. The mapping can be represented, for example, as a tuple of

20  information relating a plurality of input event IDs to the output alarm ID. The
determination of what events were considered may include, for example, the current
input event at the time of generating the rule. The determination of what events were
considered may also include events stored by any of the statefull events (e.g.,

ConditionExists or Count based filters which may specify one or more events that have
25
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" WloL=V} x& ni pbsifohin ¢lee cusdut af thahaedl celpticishia rempd edtil #ecddrmadvetlicatdeddcal cal] ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] caE\f H*: 10%&& () -
y10% & () - F, &itR Y &ie(rple, ndHPdl18w(ids-corkesponding unique ID to be known. The n-to-1
10% /& ()-M &ml0% & ()-10% & ()-6-~f H*S&Z10% & () - F10% & () -
d9Y$109K/ K/ &telatiofshiiffeéord tah Mldd e &ir{tien lobfl{3%r&sult)of Rl hiovided wathitie 4
10% & ()-y2f10% & () -s0z
10% & () -1 . 1&¥eSponitink uhiyé 8. Accordiffs &hé Inpi{ vl a8id @)armf 8 AkOPIR A Gr) -

10% & ()- $10% | & ()-Y t@0%& ()-10MMLOMMLOMM f @10%V\VE ()-: M U
| K-910%4| & (the kespiltidt Slafn) mbh) ¥ hétetmind0 %4 | & () - 3

10%| & ()-G' nl0%| & ()-10% & ()-GO,
| K-9&10%H & () - $ANLMivE (éux#&lﬂef&%&teé lssi@&@%lhr&y(aé uddd %Hnd titme-oBi%é | & () - 10
%W & ()-, z i K-9, 510%1|&() 310%4| & () -

10% & () -/ ! $0MMbh & bn) everPIibh & 4n) ald-r@OP(&Is&érﬁbttef ashi¥@d 1 fady be used instead

-1@\BCPf G 510%| & (y10% u& ()- ''m0% u& () -

104] 104| 104 efm%%r&n(aha%m@h&uﬂ%ﬁe B 10t (11 rehE D AU 1§'5k0% & () -

10% u& ()- 10% u& () 110% u& ()-2Zy1l0% u& ()- nkdEfG 510%| & .

éOO/ZT U(%O( L‘ - Wit Aed o]'&r@l?gthé )npﬁ@é‘t@r@eﬂé‘afahn‘gﬂ-lg%e%u(&d RBpedchive f AYNC, 51
alarm may be determined.

20 In any event, the output, e.g., n-to-1 relationship record, may be stored as a table
and maintained as part of the event archive. Accordingly, the event archive service
processor could be augmented to provide a query for related events that would use the

event archive to obtain information provided by the n-to-1 relationship record.
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& ()-" " 8GLO% +& [The eventrbiiderib(tsystent.3échiilifiets ofdim QNRIBIRRRY ¢vebl410
10% % & ()- 10%##& ()- & " 610%& ()-

correlator correlates at least two events respectively provided by each of at least two of

-

the plurality of event managers.

4. The event management system according to claim 1, further comprising an
event archive coupled to the event manager, the event archive including an event
archive file and an event archive service processor, wherein the event manager stores
event data in the event archive file and the event archive service processor processes

the event data in the event archive file,
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7. A method for dynamically executing at least one of a modified rule and a new rule,

the method comprising the following steps:

publishing a rule event in response to receiving at least one of the modified rule
and the new rule;

requesting a first rule set from a storage device in response to receiving the

published rule event;
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receiving one or more subscriptions includes receiving one or more subscriptions to one or
more events, the events including one or more new events added dynamically by creating

one or more key value pairs to define the one or more new events.

11.  The method of dynamically correlating events as claimed in claim 8, further
including:

maintaining a list of the one or more subscriptions and corresponding subscribers.

12.  The method of dynamically correlating events as claimed in claim 11, further
including:
removing a selected subscription from the list of the one or more subscriptions

when the selected subscription is canceled.
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