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1 Hding Data in Images by Digital Watermarking Field

of the invention The present invention relat
nmet hods and apparatus for data hiding in mi@IH’ME‘I IW’IW"'“”'“
is for nodifying i mage data to hide data in

Background of Invention Wth the expl osion of us &8P

di stribution of inmges and audiovi sual digital

mul ti medi a content, nore and nore applications have
adopted digital nultinmedia contents transm ssion.

Exanpl es are Digital TV broadcasting, 10 CDO VCD/ DVD

storage and Hlﬂiﬂggé‘t%tmqmabbgg&‘l @lggélrmlm& ﬁd'e ot her
hand, tradi ng is

st |_II wi del y used in analog TV broadcasting and radio
bixigld @i dhe iyentionwoul d be val uable to |ink sone :
additional information to this nultinedia 15 content

- ki .Irifrmatl | evance to the ... .
O ARG e oo o 50 P iin i
Oﬁrheges htaat isfot A difydd imayRadatday hiddQ4ata iRxenpl e, the
i nked information could be the TV programlisting

cQrrespondi nfg{ to. a broadcast program In another
e%@%ﬂ@%@-&-&&%ct or information could be |inked

to CD or VCD signals, for retrieval while playing the
signals. 20 However, conventionally the transm ssion

c Vilitméha efxptosiart lof ausgl ard distdbaticrl of imayés iamdaadiovisual digital
contﬁnts are orrral fi xed, and no additi onal

c FayfHmedia; con %‘\'{}tal e andr ore @ppligationsorhave cadopted digital
Dﬁ‘ﬁ@tlme@id‘%ohf%rﬁs tRG{mhigsiBNn | orEx'ag’Bﬁ%é ifpd D@t%‘ &} IfBadcasting,

invisibly into digital content
diGPAVA D/ @tonagagandimntemeiemutﬂlmema Istredmw @ntthe other hand,

fif th t al t e

AtreEitlonial il Ritefis’ braataplity i sl MepRarREn dh anplog TV

g aﬁ@?dcfdwhg ameraamsmamagnﬁg/pes of application for .
lgita

It would be valuable .to link some additional information to this multifnedia
content data, in particular information of relevance to the content and which
can provide additional services other than in the traditibnal ways. For
example, the linked information could be the TV program listing corresponding
to a broadcast program. In another example, lyrics on actor information could
be linked to CD or VCD signals, for retrieval while playing the signals.
However, conventionally the transmission channels for both digital and analog
multimedia contents are normally fixed, and no additional channels are

available for the extra information.

Data hiding is a technique for inserting information invisibly into digital content
data such as digital audio, image and video data. It does not affect the normal
‘use of the digital content data. Data hiding is an example of digital
watermarking. In fact, there are three main types of application for digital

watermarking techniques, known respectively as copyright  protection,
S
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wat er mar ki ng techni ques, known fespectively as
copyright protection, 11112112 L0 TLEEEE T0REEE THLLI
[TErr e 1l *000002* 2 contents authentication
and data hiding. Copyright protection requires the
insertion of "strong" watermark bits, which are able
to survive comon i mage nmani gul ati ons such as
conpression, geonetric distorf{ion and noise attack. By
contrast, digital contents authentication requires
insertion of a sensitive 5 watermark that woul d be

nodi fi ed detectably by any alternation to the digital
e athantisation eRd delecPiding. Copwidarisctm Fequires the

ghé’érﬂen.rcﬁqgfrb ' WateMiafk BRE kwhidhtar Eaeﬂ)lé ) ﬁ[rﬁin?e common image

Istortion in The transm ssion pat SO t
b'eaniputatiene&uch(as&nmpmsmnrrgebmegna dirstmtrqumdaﬁmsadytack By

ohneshe iR ot py MR Bafion (BGUTES: FeemaR o1 aosensitive
A MERHaHE A Wd\ﬂd?déf marfr@‘d @é@u%ry Byw AEFASTicN tJ *ﬂr‘e digital
data can be hid by increasingt val ues of fi

g]%ﬁ@toﬂatﬁ)raﬁ% ﬁlﬁjVi@t@r@aéq rig) embedd@dreDaba hiding requrres a

Gl 10 2 BN R0t DEd FEROMALT RS S Fhg oo

etm:l‘eqoiveajd_of the first image as a base 4
representation, and enbeddi ng each representation into
a corresponding pixel value in the carrier inage In

agkg%@egva{@rtnt?é’r% Stgﬁﬂﬁrqﬁ%aa'lréaa dgﬁ”ﬁt b%) fr’ﬁﬁt J Certain

ta as a la arra eva ues o
dechrignes enepdatan anage raemdrntsdarlrd/ divide Ve iraagefpoints into two

15658 ey Seisnof bedudlbrdoay ARMbEes thedeiaspan be hidden
aRPincRchsiny ﬂ{éi%!u%@of first g’r%hbocﬁspdn'i‘tsvﬁH&Beg@agrdﬁthte%alues of

be hi dden,” the techni ques have one or nore of
ftbmsmong giowpt ef peints. Imsother teemyfues iimpge odatesisi iidden in a

rlS&g%? caﬂréﬂﬁratdealgf %88&88 tﬁg%%%ﬁlprxél%lﬁhe frfrst m‘ége as a base 4

representation, and embedding each representation into a corresponding
pixel value in the carrier image. In another method message data is hidden by
generating media data as a media array, in which the values of certain

elements are specified by the values of respective elements of a message to
be hidden.

Unfortunately, when the above techniques above are applied to practical
situations in which data is to be hidden, the techniques have one or more of
the following limitations:

(1) Sensitivity to possible noise in the transmission channel; thus, if any
noise is added in the multimedia data, the hidden data will be lost partly or
completely;

(2) Lack of applicability to all formats of multimedia data; there are lots

of multimedia data formats in which the data is conventionally stored and



noi se is added in the nmultinedia data, the hidden data
wll be lost partly or conpletely; (2) Lack of
applicability to all formats of nultinmedia data; there
are lots of nmultinedia data formats in which the data
Is conventionally stored and 3 transferred, such as
anal og or digital formats, and conpressed and
unconpressed formats; (3) H gh3conmputational |oad and
hi gh system conplexity; in sone applications, the
systemhas limted resources for the data hiding and

5 recovery process; and (4) Visible distortions to the
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shmicbchpressen fhirgiats;t i on vvh| ch can be recogni zed by

human eyes.. 10 US 6, 738, 4 hows a wat er mar ki n o

t echni délesi'“ﬁ mﬁ@@ﬁ“?ﬁ'oﬂﬁhzq,ﬁ(fsaflﬂ Wtk (fyS'FerWoCQiT‘glﬁi‘gY? In some
e n I S -

rmaa?b Ipé%y qua ?fe;n?ngés?h”gﬁ&dm o?oh{b“é pg%_ dat “éd'”g and

vvirehoveryrpeodzﬂssclandSummry of the Inventl on 15 The _

present . in Qh,ai.ns to rodee nd ,us o

{echn d qabighle iuPhe 18 Por ouatelahuiTegi el o permit igh
C OBl qUtNAIn 1He t@&ﬁb‘?ﬁlﬁbdtrﬁﬁﬂﬁnedlé‘%a% ﬂ\%@@tsh'o[]}beﬁé'rﬁf‘dlstortlon

propdses that, for an image in the DCT donain,

plwhiah ican bsf rebOgnizedtlyi hursan eyese sel ect ed, and data

is enbedded 20 into those DCT coefficients by a

quanti zati on process. The DCT coefficients are

salS @, 738 93 HRGWH ASvatBAnam@mes fedhmiquelirowkieh(8n Smage is divided
such as the 8x8 bl ocks which are used in many i mage

cdm@r bloskan eacle diegly ife DCTadkansiyomadatanty the dorgei ist modified by

oI Bz e R CRRPREEE, v R wib t &R ERE 00 W L B 7

'the - bl ocks of that group.

Summar\) of the Invention

The present invention aims to provide new and useful techniques and
apparatus for embedding data into content data.

In general terms, the present mventlon proposes that, for an image in the DCT
domain, a plurality of DCT coefficients are selected and data is embedded

into those DCT coefficients by a quantization process.

The DCT coefficients are selected by dividing the images into blocks (e.g.
such as the 8x8 blocks which are used in many image compression
techniques) and associating blocks into groups by a random process. Then,
for each group of blocks, the same DCT coefficients are selected within the

blocks of that group.

Since there is a selection of DCT coefficients within the groups, not all the

DCT coefficients of the groups are modified. For this reason, embodiments of
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Since there is a selection of DCT coefficients within

the groups, not all the DCT coefficients of the

groups are nodified. For this reason, enbodi nents of 4

the present invention may give rise to a | ower. |evel

of distortion than, for exanple, in techniques such

as US 6, 738,493. The associ ation of the blocks into
groups may be done by defining? 5 subsections of the

i mage, each sub-section being conposed of the sane

nunber of conpl ete bl ocks. For each of the

sub-sections, a.random order of the, blocks is

dé¢ie pedsenthienertiorh ngaiygive sisdefo aeldwiehdebélook gidtortionethan, for
di fferent, sub-sections which carrespond to each other
ufYBMPIS,;ig teghniques) Buch Re WSy BeA9%ed to generate

val ues which are used for selecting the order of

bl ocks within the subsections of the imge. This key
nﬁ'ywebeaslsepiatiae sbcthet blocksorintat igroyupsramiayg biet dareh by defining

har er for thi.rd party, wha i s not aware of t

SubSoations 8" gk enth Blrselt bRt pofindsechaf e same
d@l‘i.l%tfé”}‘sofk&?ﬁplefé HiRRs aFOIaébch bBhitise BUB%EERSNS ﬁ?ﬁﬁ@’&n order of
of security over, for exanple, the 15 t echni'que of

6 th@@m&@ is|defined. qhienteacht parvmisodefined ther blaskh Iblthe dlfferent

oot biRerBhE ferECaT e el PR P oneP e i ety af ue.
indi cative of the bit data to be stored. O else, for

each bit of the data to be 20 stored, each of a set of
mA keymayke sseddo penerrieralegewhichaare wars fareselectinghthe order

t '?ﬂ”‘tbﬂé{kg vZMﬂh e S0B %n%ocff tﬁb‘iﬂn%gE.STﬁ{s ﬁeﬂﬁrfn%s beé Ee;et as secret

¥ °zati on va I'cative’o
oﬁnibhaatiam amaklrigeltsnmfedarder foha thirdepartatvh kahat bware of the

o be enbedde n oefficient
kel BelimiE Bhet difa 8o h RS LpLEvEn thekdaiahes been
b'lfﬁddé"ﬁxﬂtféﬂl NPhishBrdYides &P felgred eFt sédurity %J&arféﬁtexample the
value in either a first set of coefficient
ndechnigae obkS 6/3BASS3. or a second set of coefficient

nmodi fication values. In the case that a data bit is to
be enbedded in a set of nultiple DCT

In the quantization process, for each bit of the data to be stored, one or more |
of the selected DCT cbefﬁcients are modified to a quantization value

_ indicative of the bit data to be stored. Or else, for each bit of the data to be
stored, each of a set of multiple selected DCT coefficients are modified, such
that the sum of the DCT coefficients of the set is equal to a quantization value
indicative of the bit of the data to be stored.

In the case that a data bit is to be embedded in a single DCT coefficient, this
may be done by, according to the value of that data bit, modifying the DCT
~ coefficient to its nearest value in either a first set of coefficient modification

values, or a second set of coefficient modification values.

In the case that a data bit is to be embedded in a set of multiple DCT

- coefficients, this may be done by, aCcording to the value of that data bit,
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30 coefficients, this may be done by, according to the
value of that data bit, 5 nodifying the DCT
coefficients of the set so that a sum of the DCT
coefficients is nodified to its nearest value in
either a first set of sum nodification values, or a
second set of sum nodification values. 5 The enbedded
data can be recovered from a idrage whi ch has been

wat ermarked in this way by extracting the DCT
coefficients corresponding in |location to the

sel ected DCT coefficients, and observing the

r miodlifijings the DET CoefRidMT PG | SaterbS tha tah%um of the DCT
quant i zation val ues. 10 Certain enbodi nents of

p@%ﬁjﬁﬁ?nt%%ﬁwpéﬁeﬁatﬁé itsnaearestovaluef int leithef @ Ifmssh sgt of sum

t hod
FMeRfeaeeR vaf R B 8satbhd B BF b 3hPamceior it  ne
original multinedia contents. Secondly, they are
ttack. Thirdly, the dat nbeddi
aﬂgg beggglsga ac irdly e data enbeddi ng

%ﬁ%&@%@@ ROVERD UM éndnagenpihich has been
FRdtdrilaried fn tHi§ re)étl’%cﬂﬁ%?flﬂe geer %E{fgc‘?ents cor%esgonding in

coefficients Is sel’ec ed I'S t- hi dden
|Ibcat|orn 4o dbessdiected BET scmﬁla’entsem)d obbemind¢he relationship of

dat |s r ve cure against attack by a
ﬁ‘gT g‘%%ﬁ)ﬂ“@&&ﬁ&)ﬂé’a . Enbodi ment's  of
the i nvention can be used for both anal og and digital

20 nmul ti nedi a content data. Typically, enbodinents
whaedainopotidimentsarod| the prasentninvertion inavieudaeaor more of the

SRS A AR A o, e
t yRiseatdiativel Ienefistertich o trd bﬁém&?anaﬁhﬁ%‘c}e contents. Secondly,

conversion to retrieve watermar conten
diey. argsrahust ternaise at’@@bo&l’hﬁém sthe)fd&ttheemhe@dmg oemd: detecting

essed
nﬁrlo#}%rgr%e %Fecg&bgufa‘?%ﬂ%ls%ﬁ%iel magn\emrbwhlch the DCT
omfhd:lentsnlscselpb’mm kepﬂhﬁmend(iblaekﬁﬁipl@'elfaﬂ id dohkabased on
decong& n step before the data enbedding ste

thegermbegded dayaiscralatively eeq:wee@gajpgtaattack by a
Cﬁ%f;ﬁa?rﬁﬂ Who 08B it KhBiW the Yeyyat er mar ked conpressed

Embodiments of the invention can be used for both analog and digital
multimedia content data. Typically, embodiments which operate on analog
content data include an initial analogue-to-digital conversion step before the
data embedding step. The data embedding step is typically followed by a

digital-to-analogue conversion to retrieve watermarked analog content data.

Furthermore, embodiments of the invention can be used for both compressed
and uncompressed multimedia contents. Typically, embodiments which
operate on compressed content data include an initial decompression step
before the data embedding step. The data embedding step is typically

followed by a compression step to retrieve watermarkedcompressed data.
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used for imges which are franes of a video sequence,

such as in analog, MPEG 1,2 and 4, and H. 264 signals,

etc. 5 As nentioned above, optionally multiple DCT
coefficients may be used to enbed the sane data bit.

The sets of nmultiple coefficients used for enbeddi ng

a given data bit may be coeffi®ients fromdifferent

associ ated blocks. 10 Furthernore, the selection of

whi ch DCT coefficients are used for enbedding may

depend upon the val ue of those coefficients. Only DCT
cegithbfh6r %rﬁ%ﬁmﬂﬁté@ﬂﬂe"m{/éﬁhérﬁbén bBtlg%e%ri’égﬁﬁéé‘géjwhich are
ranges (dependent upon the type of inage

eframsiseof 2 xjdeoi saaueacey such ahas apalay, MRIBG-12aand #orand H.264
aﬁﬁbggt%? raw i nmages, perform ng enbeddi ng using-

0 ctoefficients in the range 15 40-48 (where the

DCT value is an integer in the range 0 to 255)

increases the image quality and robustness to noise

a%a@lentleaﬁdeatmey optionalty ghultlalmﬂ@Em@fﬂqmgesmaytbe used to

e 0 S 0 i ent
SRR b Bl Bk G S ToE B SRR used for
| epeddir) iat gived0dart bitnmlalyybei codfficiensasem idifferent associated
chan es made to the DCT coefficients of the set are

Pl the sane. Rather, different ones of the DCT
coeffi cients in the set may be changed by different
respecti ve anmounts, which are |Iower for DCT

cEefthermerﬁ Shefsete&:ltlahlofewrych QET coeffioients Zve used for embedding
i onal | t he coef ‘e m)dl cati oa{%al ues

al”faé’r %FP‘?'{%PQOQ dhe v igals) Qrly Diel CoeffIC|ents may
pbﬁq,%feb'\ﬁﬁ#ch%ﬁ ﬁﬁg?ﬁ%%elnﬁd rﬁhg¥%g@%pdé?ﬁje%h Sﬁqhé an image).

prelimnary ste tatlst

aﬁ@ry@ﬂmwe tdxeerinmg‘mlly, Fohasx beph efoundsthat,oforDafialog and raw

C?r%f sC | 88%8"%.‘%6 le(renbs’eef‘jld‘lsncgt %%u%tgr %%& Iht'?Cll' cggﬁigfe%ts7 in the range
40~48 (where the DCT value is an integer in the range 0 to 255) increases the
image quality and robustness to noise attack. Conversely, for high
compressed images, it has been found that selecting DCT coefficients which

take the value 5, 6, 9 and 10 tends to maintain the image quality.

Optionally, in this case, the changes made to the DCT coefficients of the set
are not all the same. Rather, different ones of the DCT coefficients in the set
may be changed by different respective amounts, which are lower for DCT

coefficients of relatively lower values.

Optionally, the coefficient modification values (or alternatively sum
modification values) may be predefined. Alternatively, they may be derived in
a preliminary step of the method based on a statistical analysis of the image.

For example, a set of DCT coefficients can be selected from the image and



used to define a scaling factor for setting the
coefficient/sumnodification sets. In this way, the
nodi fication sets nay be chosen to reduce the
distortion to the inmage caused by the enbedding. In
particular, by this technique of using adaptive

nodi fication sets, the data hiding schenme can be nore
robust to 5 image contrast and/bri ght ness change and
keep the image quality better. Brief Description of

- The Figures Preferred features of the invention wll

now be described, for the sake of illustration only,

Wi Bd te define eesdaling igctbpfdrasetiivg frieosBetRcibAY Ath Qﬁod.ﬁ@at.on sets.
Fig. 1 is the basic schene for. enbedding data in '

amatis wandbe madiicatianisets may berchosenitaviegure the migfortion to

: -Zth@%ﬁge c?ugg@gscﬁg Mhbdddin Zﬁﬁ?aﬁf&lﬁ( Bg tglgg(g?ﬁmﬁ\ﬂg of using

10

15

20

25

exa | VI I Ng an Into 3
[ radtab&venbo«iiflumlnn sétsFltge datthlglngS_ssmmme carpibecawse trobust to

sel ect an di , coeffi ci ent |n he enbodi ment

of MR .Coﬂ?ragga’l‘—‘; éf'gﬁt”ieﬁﬁ G8aPge ad Po‘%?f"é‘?@ﬁtq%éﬂ Qetter.

of a DC block with 8 x 8 DCT coefficients are used

for AC Summi ng and Data H ding in a third enbodi nent

of the |nvent| on; Fig. 5 is conmposed of Fig. 5(a) and
fief Das : ediguwesvel y the 25 data enbeddi ng

and det ect ed processes of the third enbodi ment of the

[ i.C

agg&% qu,f]e%‘ coe é%ﬁw% G}f l\j\élgr?\:%wtbt hgejf%rft}regie for the sake of

eﬂthIalﬁBntorW,.Wlﬂ'eref@mnbltomhe folbwing Rggresinivehitte fl ow

di agram of a fourth enbodi ment of the invention,

enpl oying a conpressed image file. 5 Detail ed

Descri pig o iOthd Basie MREMEPfSrembedding data in analog images in an

embodiment of the invention;

Fig. 2, which is composed of Fig. 2(a) and 2(b), shows two examples of
dividing an image into 3 subsections in the embodiment of Fig. 1;

Fig. 3 shows a process to select and modify DCT 'coefficients in the

erhbodiment of Fig. 1;

Fig. 4 illustrates how different parts of a DC block with 8x8DCT
coefficients are used for AC Summing and Data Hiding in a third embodiment

of the invention;

Fig. 5 is composed of Fig. 5(a) and 5(b'), which show respectively the
data embedding and detected processes of the third embodiment of the

invention;

Fig. 6 illustrates schematically the adaptation of coefficient values in

the third embodiment of the invention; and
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An enbodi nent of the invention enploying anal og i mages
wi Il now be described in detail. Subsequently,

extensi ons of the enbodinment to other fornmats are
descri bed. 10 The basic schenme of the enbodi nment is
shown schematically in Fig. 1. The starting point of

. the nmethod is an anal og host image 1. The host image 1

can be either a greyscale or & col our imge.

Greyscale inmages will be used here to describe the

enbodi nents. Note that this is wthout | oss. of

generality, since 15 colour imges in digital formats

such as RGB, YCbCr, etc. can be converted for exanple
into the format, where the | um nance conponent Y. )
of - w1 G icr e 48O AHREORY Ph iR FRTH SAbdIBeSE G dheafavention,
bgmgchﬁ“?eg BPnFeBE&Y fRASTild. Mge. 20 The anal og host

i mage

s firstly converted into digital format 2 by

: ! e EMDOAIMEN'S hit AD converter. The
converted digital imge 2 should be of the sane size

as the original analog image 1 in terns of the nunber
of\nperdiosimest ofisthge irdtantioni employingsanalggAimages will now be

PUEtegolt Fetdl SSARCRIERls sKasldt PERE APt RO © other
sformats ahedesdribeidxel s H, in the height direction, and .

each bl ock contains the same nunber of pixels L, in
the length direction. 30 Thus each block is H, x L,

p 115, o6 j I iy ); € i e.is .9
TS YPAORLt A o oBB KB o SHER el 9% ig? 1. T
t gtairtired pyinhof thenatetladib ig arl @dialognitbst davageel .rtod hbsineage 1 can
ABZ-di nmensi onal IDCT transformis_.then %pg{al ed to Ever%}
sBEFHFOAKITCYTCRIRAT 4 RRIOHS %@Fg%ﬁﬂ%\?c@ q@ep ML Retsed here
t fraessibEMetembbdindnts. NEE thaefhis B wiidutdoss of generality, since
colour images in digital formats such as RGB, YCbCr, etc. can be converted
for example into the YIQ format, where the luminance component Y of YIQ
represents image brightness and therefore can be treated as a greyscale

image.

The analog host image 1 is firstly converted into: digital format 2 by an AD
conversion circuit. For example, an analog pixel would .take a value in the
range of O to 255 after it is operated on by an 8-bit AD converter. The
converted digital image 2 should be of the same size as the original analog
image 1 in terms of the number of pixels. Let us denote this size as

Ax B pixels.

After the AD conversion, the converted image 2 is divided into small blocks.

Each block contains the same number of pixels H,in the height direction, and
each block contains the same number of pixels L, in the length direction.

Thus each block is H; x L; pixels (typically 8x8 pixels). Hence, the image is



5 The next step is to enbed data in the DCT

coefficients, to give nodified data 4. This is done

as follows. Firstly, using the K blocks, the inmage

franme is divided into n non-overlapping 10

subsections. Each of the subsections contai ns the sane

nunber of conplete blocks k = K/ n . These n

subsecti ons can be obt ai ned |ﬁ9any conveni ent  manner.

Two exanples are given in Figs. 2(a) and 2(b),

respectively in the case that n = 3, the three

subsections being three vertical slices in the case of

Fidg/idezx 'm)o RrdAt HyegBhop)i blocksl Ksid tygically atheastsisodf 100, and
. For each of these 15 two ways of

paamb@l @th@lgm@ Anagimensionahbed tarane@smcuerthan raplphed to every

- SQUE BiERESo 1] t&églé1 vgfu %r&aeéc\sﬁel)%c#o%]r% % S@%é §o Hyx L
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can be obt alne rrandom pr ocess

|Dg-|h§0§mb,bﬁyg 89 manner: 1) Choose a subsection of k
bl ocks randomy fromall the K bl ocks, 2) Choose
anot her set of k blocks randomy fromall the

(TRl R s tphmpAd g i e, PRET BheERAES 1B 596 Wodited aata
syubFRitis ddnetdicfolb@eks are put in a random sequence by

sone random pernutation function using a secret key.
Specifically, in subsections, 25 the k blocks are

n1 . .. bk .
R T KT My ——
ksubsddtionssEquk roféhé Sudeéatcﬁ!ﬁs ddrﬂam@r’th@teérﬁelinumber of complete

by Si_b, Si Si . 10 The
%&}9%0?% K I¥1é Ic:TJﬁS@s:aoﬁHbﬁ@ctmu @flrlrb@ ebtaineddn any convenient

S FAEETSTuE Blls 432808 kgl "2l 1and 08, Mslgely n e
j chsg thalpz of}, the threei suibsbetiorsonging ebreef vdrtioalkslicds in_tHe case of
Fng 2ta) and three hngZO'htal sﬁlces in the case of Fig. 2(b). For each of these
two ways of partitioning the image, the three slices contain the same number
of pixels. Alternatively, the subsections can be obtained by a rahdom process,
for example, as in the following manner:-
1) Choose a subsection of % blocks randomly from all the K blocks,
2) Choose another set of &£ blocks randomly from all the remaining (K - k)
blocks, and

3) Repeat process 2) until alin subsections are selected.

In each subsection, the blocks are put in-a random sequence by some
random permutation function using a secret key. Specifically, in subsectioni,
the & blocks are randomly ranked using random values b, voob .} generated
using a predefined algorithm and the secret key. This sequence is denoted (in

an obvious notation) by S,_b,S,_b,,...S, _b,.
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For each group of blocks, and for each block within
the group, a set of t <coefficients is selected. W
will denote the coefficients selected fromthe j h
group of as Cep where i is a dummy index running from
1 ton and representing the different sub-sections,
and p is a dummy index running from10 1 to t. This is
illustrated in Fig. 3, where fl8r each of blocks 8, t =
9 coefficients (labelled by reference nuneral 9) are
mar ked. This process can be denoted as: S, _bi : C
1,g2,G3...,Gp2221,GCG2,0g3...,g, S2 bi : C
SThe bblock< it, tHie2 ,cOr@sponding pasitioss , of_these sequences are then
G.n,C 15 Thus, for ,each gr

bﬁwtéahﬁﬁﬁ@?ycsmne.féa@qsde%aqw Qi peig, caqmposed of

ups o effi,cients
?lgé‘éé"‘ ’ﬂﬁ%fé Pl 3 PoBET bl S lingB eBiorRE Sy S b
sel DC 20 coefficients. A given data bit may be
e el d into just one of the selected DCT
coefficients. Alternatively, a given data bit nmay be
enbedded in nore than one (or even all) of the group
oFonkabIgrenpf bf BiogRs Sand Fof —FIBRACKIock GRAtHA r’cﬁésgroll aset of ¢
possi bl e net hod for enbeddi ng data into all the
coadfficientsnisssélactelie Wegmillepote tre sbeffieidnasséleticaviom the ;*
dependi ng upon whether a given data bit to be
egioepdell as € whdle tdsha DfImenefifide eahning fodh f1ed n  and
by ei t her Strategy 15 o0r 2 (to be described bel ow).
Trepresenting thehdiffgrent rsubedectibing, asd ;p |se.:ﬁdhnm$,8mdea(t rethning from

Dglgﬁoﬁﬂfallg hl%g r@té]delﬁ{)?@gg Rere or each of%locks 8, t =9 coefficients

(labelled by reference numeral 9) are marked. This process can be denoted
as:

b C;l,Cjz,Cl ,C}p
S,_b;: CJZ,,CJZZ,C2 ,CJZ.,
. i ] i i (1)
S,_b,:  C,,Ch,Ch...,C,
S, _b,: Cj"l,c;z,cg...,c;

‘Thus, for each group of blocks, the DCT coefficients identified by Eqn. (1)

form a group of nr DCT coefficients.

In the next stage, one or more bits of data are embedded into the selected DC
coefficients. A given data bit may be embedded into just one of the selected
DCT coefficients. Alternatively, a given data bit may be embedded in more
than one (or even all) of the group of_ nt DCT coefficients, to enhance

robustness.
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Oherwise, it will be nodified according to Strategy
2. For Strategy 1, a set of real nunbers is defined as
{..., P, P+ ,...} . For Strategy 10 2, another set
of real nunbers is defined Values in these two sets
are different fromone another (i.e. P,. # Q for any
pair of i and j) and one of the sets of real nunbers
is generally interlaced with tlHe other (refer to the
exanpl e below). These two sets of real nunbers are
referred to here as the "coefficient nodification
sets". for convenience. In strategy 1, the set of 15

‘identified DCT coefficients is nodified by changi ng

each coefficient value to its nearest respective

vé’i eeswbt%meth% fepembedding datajiintocall e [RET cqefficients in the
rotip cPeD&ched 35 ol ydebéhcﬁh% D )%\gt?l%t;\telgﬁa\agg/%ﬂgéata bit to

i ent coe f|C|ents
e@et‘embeﬂtﬂed: isehtorvialeaeht DCiTt coefiicierisis medifiedtby eitvexl Steategy 1

[ he, coeffici ent djfigcation se e Q0 G -
+,°,f5. ¢ ?5 ¢ dgscrippd beloy IRatls Ba%%gmatéatérb'tsﬁqa@@ejp apsociated
Eimtw@ééfn&bgﬂgnn@@ fer@é'\F)ﬂ‘I %%t mdcﬁfled according, tg > Strategy 1.

.J, and that for Strategy™ 2
c é&herwisenit witboe m@hﬁedaacmmgsto Strategy 2.
{...,-9,-3,3,9,15,...} . If G, =8.2 for a certain
val ue of pin bl ock S,, bl, and if the data bit to

b@o‘?'ﬂlféié%dﬂ & skt of R iumbérslis Béfuﬁ'&!jbgl{ed tp 6 Py For Strategy
Strat egy 25 Conversely, if the data bit’i'870, Cep

wi2l, lareghéroset bRl hunbers Skl déd 8s{.Ths 6l em?m\ﬁalué‘s in these

the two coefficient nodification sets can B8 any real
NYWE&ess afd Biffeedntiforedng aHRh&BE! bCPr;EQder%m%BalF BRY and ;) and
the values in one set 12 should be different from

t lopeeofi thetdes of hedl ghbershe demegaly ihtitiadeat\ifte ehe other (refer to
bet ween the nearest pair of real nunbers in each set,

t ARe FEPBAIBBEIQW) H@eSﬁémo%etﬁéﬁdgat BUbEr1gEs feferred to here as
thée’coQﬂE‘éﬁ’E $HhodificAtRIEYEls! fBP% ﬁcé hﬁ‘w sﬁét%{g?n?ethe set of

between the nearest pair of Feal ers i n~eac
t identiied BCVi sodffieiedtssisombddiedt byld:hangmgp@mh coefficlent value to

" host data.. A well-selected se r eal unb rs s

20

25

p tgwla%argsbo&ppggpgﬁcé/a widthin hé@ee PRB IlrEPig‘g'(jat'on set
{..,P,P,,,...}. Similarly, in strategy 2, the set of identified DCT coefficients is

modified by changing each coefficient value to its nearest respective vaiue

within the coefficient modification set {...,0, ,'Qm,...}.

For exémple, suppose that for Strategy 1 the coefficient modification” set

is{...,—12,-6,0,6,12,...} , and that for Strategy 2 the coefficient modificati_on setis
{...=9,-339]15,..}. If C =8.2 for a certain value of p in block S, _b,, and if
the data bit to be embedded is 1, then it will be modified to 6 by Stratégy 1.
Conversely, if the data bit is 0, C; will be modified to 9 by Strategy 2.

The elements in the two coefficient modification sets can be any real

numbers, subject to only one basic requirement that the values in one set
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tendencies. After data is enbedded, the nodified DCT
coefficients 4 are transfornmed back 10 to bl ocks of

i mge pi xel values 5, and then converted back to
analog format data 6 by a DA converter. The inmage 6
can then be transmitted to a user. In detecting the
hi dden data, the same procedure as descri bed above in
the enbedding process will bgoenployed to identify
the DCT coefficients which 15 were nodified during

t he enbeddi ng process. Since the DCT coefficients are
prone to change due to some possible signa

s b8 it o e, i R SBet Selur et fager e distance
gbéﬂ@ #fe AUERES %alLBf real nu“m@er% iﬂ §ach %@t pthe%o% robust the

eck

ORI SR BB AR B g, .
cvisibde distomomstemdls (3) ép’pefahébn m@hb'sbdelat Aldvell-selected set of real
nodi fi cation for Strategy
SEEEGE SPCM'C? |pr9é'da=et8e<90@e batﬁﬂ?@r\bﬁ een athessi o ¢cy1ﬂlctmg
d?éJ% g For instance, using the two coefficient :

1T catl on sets illustrated above, ifC~-P = 8.8, the
data bit is judged to be bit 0, whereas, if C'-, =

5.8, th .d ta bit js,judged bit 1. 5 On t
~ader A EReided dné gidEfed B tertioRits 4dra denbiogd back
eﬂ?ﬁﬂ)ck&'&ﬁ lﬁléﬁﬁ [ﬂf?élavehbés '5maﬂd"ﬂ%éﬁ ddrdBrieB &tk fohgndisd format

coefficients In T( ,
data 6 by a DA converter he i |mage 6 can then be transmitted to auser.

In detecting the hidden data, the same procedure as described above in the
embedding process will be employed to identify the DCT coefficients which .
were modified during the embedding process. Since the DCT coefficients are

prone to change due to some possible signal distortions during data -

transmission and the DA/AD process, Cis used to denote {he DCT coefficient

altered as such:

S,_b:  C,CL0 . E
S,_b;: C:,C5.C.LC
i i i i (2)
S, _b;: ¢, ¢ G L
S, _b;: cr,Ch,Cr L Cn

The modified DCT coefficients C‘j.p are each checked using both'Strategies 1

and 2. If a given DCT coefficient is closer to some value in the coefficient



even all the coefficients. In this way, the data bit

can be repeatedly checked and the final decision wll

be made by counting both the nunber of coefficient 10

val ues whi ch suggest that the enbedded bit 1 and the

nunber of coefficients which suggest that the

enbedded bit was 0. If there happen to be nore

coefficients indicating that tlBe enbedded bit was 1,

the data bit will be finally judged to be bit 1;

otherwise, it is judged to be 0. 15 Another way to

make the nethod nore robust agai nst noise attacks is

t hodifitetioAs Set Ne., ¥ 1 angpyrbet toda@ dRet wiltde detected;
nunbers in each coefficient nodification set, thus — .
dethepaizengddthebipr@habddteétedofF@T IMytsses @isifg Sthentwd Ncoefficient
order to.increase the robustness, it is also effective

t masificationagets itustnated abovesnif€’, of 8. BCThe detd bitiiefudged to be bit
within a block for enbeddi ng. One enbodi nent can be
govwhepsas, @ld ows: g ane Yatebit igjudgedabaebisihze of 8 x 8,

the range of "DCT coefficients can be sel ected from 40
through 48 (note that the DCT coefficients are

typically ordered for codi ng/decoding by the so-called _
z@%\ga}’%dﬁak% theyenethad mere rahwst @dqingh noiseyaiaely is to embed

f L f i ] .
R 08 ko SRl ofs B 168 T iR dn . 1), o
eblen tallvtbei dodffidentdi &1 this ey ¢havelata titecarebe aepeatidly checked

f | .nuphers. in each coefficient npodification set.
 Pang %e sl deesioninl ReomPor ke feaning Paindha mmben algoefficient
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-aygluek Wen ts%ggéstqﬂhiai theeEibiddag dih1 Zaﬁgiatl%i SUthB8r 8f coefficients

good bal ance tween i mage qua |fy r obust ness
aysics suggestethat 4hevembeddedrbit wasa Os dt dmeree hbppemeat be more

o 6P BB DR ier B U Emibie PR RilHaTgldh AR BR wit be fnally
s feiyed todyebit it Metherivsed it Ve udgeld torberi ch the sunmmed

val ue of the selected DCT 5 coefficients in the group
is nodified. As in the above case, the whol e i mage

CaRLH w%xﬁo%k@rﬁ%pﬁ\ﬁ omor%o%gds?iéi@ﬁst A&i€e attacks is to
sumed value for the selected group of
coefréase He distandegbétiyeanstwo adjacent real numbers in each coefficient

modification set, thus decreasing the probability of erroneous decision.

In order to increase the robustness, it is also effective to_select an optimél
range of.DCT coefficients within a block for embedding. One embodiment can
be given as follows: considering the block size ofgx8, the range of DCT
coefficients can be selected from 40 through 48 (note that the DCT
coefficients are typically ordered for coding/decoding by the so-called zigzag -
scan in the order of low to high frequency from the top-left corner of a given
block, i.e. from 1 to 64); In this case we have found that it is effective if the
distances between the nearest pair of real numbers in each coefficient
modification set is 6 or 7. These DCT coefficients and distance values are
found to be quite effective in establishing a good balance between image

quality and robustness against noise.
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t nCSUM =0Cpj=1,2....... ,k p=11=1 10 If the j h
data bit is 1, CSUMw Il be nodified by using:
Strategy A On the other hand, if it is 0, C SUM
will be nodified by using Strategy B. For Strategy A,

a set of real nunbers is defined as {.... PP;, PP; +,
,...} . For 15 Strategy B, another set of real
nunbers is defined as {..., QQl4QQL+1.... } . Val ues
in these two sets need to be different from one

anot her, nanelyPPi ~ QQ for any pair of i and j and
one set will generally be interlaced with the other

set. W call these two sets of real nunbers the sum
ification sets for convenience. |In either case,

CSRINPWIUTD 18 RBEPRd embadimest pé e divenptiptelnstead of modifying
kit h A jped: h | ff e
s S e T ogElerfe i ink"Rafhq ' BEGES the, second
metitfadimenbis sevarantr iespbidhi the tsantrhed dalee wifttheosdiected DCT
enco&.ed. AC,SUM is. dist rfi but.ed. a{hong t he DCT .

c SRPHICENER S 1S 9GNP [y BI0H! 1o HaiNg dpeve, gaggnthgewhole image
dicshtdimtied kegladrbips it DET EBeRIcidHIS., Wﬁboﬁﬂrﬂﬁ%cer\émey for the
it is not). Conparing this process wth the

mselecterhgios® fr @me%mtsm&qa(ﬂam, we 15 find the
nodi fication done,to C SUMJ to be nuch |larger owing to

the gummyi o ?r@ti on. TJByp ceryainly nekes the

met hod_m)re’r%,g 7. 'n one"formof the enbodinent, the
nodi fication to each single DCT 5 coefficient AC '-,
is given by the ratio of its absolute original value
to the sumof the absolute values of all the DCT .
coefficients in the group, nanely AG'p = AC SUMS X

RN R 12, ST, LSRR . on o

Coeidr HErRNifSt is'D, testi Wl BEPmoaTicd EDSIRY Strategy B.

For Strategy A, a set of real numbers is defined as{..,PP,PP,,,.}. For
Strategy B, another set of real numbers is defined as{...,00;,00,,1,...}. Values
" in these two sets need to be different from one another, namely PP, = QQ ; for
any pair 6f i and ; and one set will generally be interlaced with the other set.

We call these two sets of 'real numbers the sum modification sets for

convenience. In either case,C_SUM ; will be modified to its nearest value

within the set.

AC_SUM ;, defined as the difference betweenC_SUM ;and the nearest value

to it in the sum modification set correspond_ing to the data bit to be encoded.

AC_SUM ; is distributed among the DCT coefficients in the group (optionally it

can be distributed equally, but as described below preferably it is not).

Compéring this process with the modification process described above, we
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nt CABS SUML = Y Cep i=1 p=1 15 Note that conpared
to distributing AC SUM equally over the DCT
coefficients of the group, this nethod of weighting
the distribution of AC SUM over each DCT coefficient
in the group should work better in terms of image
guality after enbeddi ng because the wei ghting factor
for each DCT coefficient in tlhe group is deternined
by the ratio of its absolute original 20 magnitude to
the sum of the absol ute magnitudes of all the DCT
coefficients in the group. Just as in the first

efihodinee niodifiddtioh daha i enbesidets tdamiBAli lbirgst Biwing to the
coefficients are transforned badk to the bl ocks of

| sagengtionedperativesTiis centdinly ndkestthe métasl rhérd fdust.
anal og format 6 through a DA converter. 16 During
detection, the same bl ocks of DCT coefficients will be

IIPURRS fhmt a f t [ C

THE-BRE, ofin, BF ineCERiRmRRe Bie | BIRERRSH 2 A Fiiue oeT
beoefficigheddly isigives Hiothie ratid f @8 iadSomt@dfgial Value to the sum of
C SUMJ is closer to sonme value in the sumnodification

stiie dlosolSe adlegy of\all halBCT Eodffidierisl ih the gielR Gidfely
otherwi se, data bit 0 is detected. By using the sumed.
value C SUM of the DCT coefficients, the enbedded

dat a n rerob i nst distortion in the
tranQ%ﬁsE&g%?gﬂgﬁggpwv(?hgggegggﬁjbeing that part of
the noise effect is nore likely to be cancelled in 10
the statistical sense by summ ng the DCT coefficients -

SimaRicH et ofpd OmMarr%gr@é@?%ttl‘?@' stifh Bﬁéh”tﬁ? iﬁa{ebs%&te vé_llues of the

combi nati on of plud and m nus changes to

PR biafeEhs MPE" 8L b ST BV parm ¢ one bit to

be detected, unlike the first enbodi ment i n which

multiple conparisons with the coefficient

el S8 e pequl red

=] p=

Note that compared to distributing- AC_SUM ; -equally over the DCT

coefficients -of the group, this method of weighting the distribution of

AC _SUM jover each DCT coefficient in the group should work better in terms

of image quality after embedding because the weighting factor for each DCT
coefficient in the group is determined by the ratio of its absolute original
magnitude to the sum of the absolute magnitudes of all the_DCT' coefficients

in the group.

Just as in the first embodiment, after data is embedded, the modified DCT
coefficients are transformed back to the blocks of image pixel values 5, and

further back to the analog format 6 through a DA converter.
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15 W turn nowto a third enbodi nent of the present

i nvention, which provides a neans to choose the

val ues of the two nodification sets (i.e.. the

coefficient nodification set and the sum nodification

set), adaptively to a given image. In the third

enbodi nent, a plurality of the DCT coefficients 10 are

selected in 20 addition to thd®DCT' coefficients 9

sel ected for data hiding, as shomn in Figure 4. A

block 8 wwth 8 x 8 DCT coefficients is shown in Figure

4 where the DCT coefficients 10 and the DCT

cﬁ)elfrlhgcdeied:hnrﬁ theesashe biodiy ofl DCTr evdffigents wilvisd grouped in the
coefficients 10(§re sel ected in order to

oﬁ?%\e Wﬁys%salf‘? e soRzdding PrRGRsS- t Hie wameed o\ffs\fhﬂeh@f the DCT
bef d
e BB 5400, b bl BOE L Bofy S G0EA 2o o,

nmodi fi ed asmtheflrst net hod for data hldlng using
t I?e P4 piie §19754i P 040 yRlUsetnsthergmy mpd figation isek for Strategy A,
es. i.s described below in detail, the DC
'il‘gﬂvy@lb?ldeéedteﬁ'eomel”é’lse Btp bib Oris defestedi n t he
top | eft corner of the block) is not used because of
the property of the DC coefficient that it represents

t By Wiey deesoinneed vaine 0 Xehs 16f theabass coéffitiRfts, the embedded
correspondi ng bl ock and chandes wi th i mage bright ness,

t Hata cambiengadé nicre PbubbadSinsodisRirtidyein tRS i8Asmission channel,
Furt hernore, by not including the DC coefficient, the

dHfieareasanrkping ﬁwep@ﬁ of the ppiecsifectipomradikely fosbengancelled in

S0 R R G BRI EAET RS BgBrtons oo

sbmpe‘cted t6i rgsuf(in)a t:ombuidt@neobpml agd phipaesshanged to the DCT
for the reco%/ %B_%éocess The first two
BTt P oshBeT I gY B EUEOm TGS inesiarbiis arnaleisietection

A \I\g Iﬁber@ﬁlﬁ*oné%ﬁé%‘@et@@w 'u'ﬁﬁl'?é theAﬁ)rs@ SRMRIdHnEAt ﬁﬁgﬁeh multiple

and DCT transform (stép 12). Then, 1n step
f gpmparisemewithdbe soeffidierit nvdificationsetaatd regumbrda
absolute values of the selected DCT coefficients 10,
to derive the val ue

We turn now to a third embodiment of the present invention, which provides a
means to choose the values of the two modification sets (i.e.. the coefficient
modification set and the sum modification set), adaptively to a given image. In
~ the third embodiment, a plurallty of the DCT coefficients 10 are selected in
addition to the DCT’ coefficients 9 selected for data hldlng, as shown in Flgure
4. A block 8 with 8x8DCT coefficients is shown in Figure 4 where the DCT
coefficients 10 and thé DCT coefficients 9 are shown by different grey levels.
The DCT coefficients 10 are selected in order to obtain a scaling factor to
adapt the values of the two modification sets to the image before and after
data transmission, and the DCT coefficients 9 are modified as in the first
method for data hiding uéing the adapted modification sets. For this adaptive
process, which is described below in detail, the DC coefficient (i.e. the first
DCT coefficient in the top-left corner of the block) is not used because of the

property of the DC coefficient that it represents the average of all the pixel
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of SUM _ABS _ ACe,nbed . Note that the coefficients 9
(the ones to be used for data hiding) wll not be
added in. The DCT coefficients 10 can be selected in
15 any manner, and need not be the sane for different
bl ocks, but DCT coefficients of relatively |ow
frequency are recommended for better robustness

agai nst i mage contrast changed’ Step 13 can al so be
expressed as sunm ng up the sel ected DCT coefficients
20 10 in all K= (A/H) x (B /LI) blocks in the inmage
wth a pixel size of A x B and block size H x L,

| Yalges ih tﬁé%orﬁésp’bndmg ok (afe chafyés wlﬂhelnﬁ&@’béé?hgﬁfness thus

coefficients per bl ock) are the sel ect ed
cHEking itémt§uiebledpr Bitbemethad. tistharmose, kyneot including the DC

a % of I e [

wrr sy fie ¥ niBBb Syl OIS #PEsFRER LB Rt is made

brdbush to chasgiepinlthe dMdhall inddge bAgketmesd. i s conpar ed

with a pre-defined value, which is referred to here

as SUM _ Measure . This value is pre-defined, based on.

aTh%eéteﬁg & thélrﬁ@m%db@ft %%.@C&h%amgem' &8 {)WW%@ 5(a) for
i mage quality. A good choice can be

détaaemheddlrtg/pnqceass andFigr 6@b), fob theereconmetyypriocass.i mages

5in the context. Preferably, the value is nornalised

based on the nunber of DCT coefficients 10. Step 14

r gl first twd stepsastang @ﬁumfﬁg predtlssBrEithé §afrie0ds fSrahé flrst and
P=Px SUM ABS ACenbed SUM Measur e

- sgrrond\esbacEmeatl ADsgaversieadstep T1oand EXJ?Eé%nsfpr% (step 12).

tdan B
SBEE M T LA OB in B Sl e absotae
AGandesd of S _sdleetedr eDCT coefficients 10, to derive the value
of SUM _ ABS _AC,,,;.4 - Note that the coefficients 9 (the ones to be used for

data hiding) will not be added in. The DCT coefficients 10 can be selected in -
any manner, and need not be the same for different biocks, but DCT
coefficients of relatively low frequency are recommended for better

robustness against image contrast changes.

Step 13 can also be expressed as summing up the selected DCT coefficients
10 in all K =(4/H,)x(B/L;) blocks in the image with a pixel size of 4x B and

block size H,xL,. If C,,C,,,C,;...C,, (where m is the number of coefﬁc_ients
10 per block) are the selected DCT coefficients 10 for block S , the sum of the

absolute values of all the selected AC coefficients will be given by

SUM_ABS _AC,,.,= i i C,

k=1 b=l
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15 Data wll be hidden in step 15 by using either of
t he nmet hods expl ai ned above in relation to the first
and second enbodi ments of the invention, respectively

usi ng adapted nodification sets {...,P ,P+;,.... } and
{...,Q,Q+l,...} for Strategies 1&2, or {....
PP PP+| ..}and{.... QAL, QQ +l,...} for

Strat egi es A&B. The DCT coeffi8cients 9 for data
hiding will be selected excluding the DC coefficient
and- 20 the AC DCT coefficients.10. The detection
process is shown in Fig. 5(b). The first two steps are

t e stai®4, 33N Ade Hia st @%rﬁ&%ﬂ%ﬂﬁ"%oewmgﬁﬁed 8iue, which

AD conversion (step 21¥”4nd a DCT transform (step

279 reféfred, toi iveret &P 2B fMEasakd . Thie VIS ks Preﬁ]ﬂbﬂhéd based on a
e

s setacted] bBlEn cedudtivieen eatthievig inight rebusémass1iand \Wigh araage quallty

T R
wheige (Unsse. Pﬁ’@feVé’dlﬁeﬁ\eof/alhBeingFmdﬁséd bfased on the number of

coefficients 10 in the image from which the wat er mark
i PEb qs)effmmtac‘tfbostepn%trewﬂ_mm svgviadaps! copffigistrd onodification -

W'slelts be conpared with the pre-defined neasurenent SUM
Measlre to re-obtain the adapted nodification sets: 10

P=Px SUM_ ABS _ ACdet ect / SUM _ Measure Q =Q
xSUM_ABS_ ACdetect/SLIM _Measure or PP PP, x SUM

ABS P A@peSUMctABS Sﬂ-Mm'bedWWrMeam QY x SUM _ ABS
A Cdet_ect | - Measure In step 25 the data is

det e&v e poyS %|4f§35e44%bedﬁ§y%d t#85%t ed above with its

15 correspondi ng adaptive nodification sets {...,P
P+ ,...} and {...,Q" for Strategies 1 and 2 or

or else two adapted sum modification sets

PP, = PP, x SUM _ABS _AC .4 / SUM _Measure
00 =00, x SUM _ ABS _ ACppoq | SUM _ Measure

Data will be hidden in step 15 by using either of the methods explained above -

in relation to the first and second embodiments of the invention, respectively
using adapted modification sets {...,R,P,..} and {...0,,0..,...} for Strategies

182, of {..,PR,PF,,,..} and {..00,,00.,,,..} for Strategies A&B. The DCT

coefficients 9 for data hiding will be selected excluding the DC coefficient and
the AC DCT coefficients 10.

The detection process is shown in Fig. 5(b). The first two steps are the same
as in the first and second embodiments: an AD conversion (step 21) and a
DCT transform (step 22). Then, in step 23, for all the blocks in this image, we
add up the absolute values of the selected DCT coefficients 10 in the same
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({....,.PPPP+l ,...} and {.... QQ ,Q+1 ,...} for
Strategies A and B). The first and second enbodi nents

have fl ow diagrans for encoding and 20 detecting

whi ch are respectively like Fig. 5(a) and Fig. 5(b),

except that steps 13, 14 and 23, 24 are omtted.

Figure 6 schematically depicts the adaptive process.

The "original axis" 31 has pri@defined nodification

sets for Strategies 1 and 2 (or Strategies A and 25

B) indicated by circles and crosses. The distance

bet ween any adj acent pair 20 of values in the initial
nmodiyf | @at | fom stles issnbERAdiIM gvbessy, e i stl Te-sighinneethe - value
as_.a reference value. | n the enbeddi ng stage, SUM -
_RBEUM pdhetCias- the host inmge is generally 5

different fromSUM _ Measure and its ratio relative to

SUM - Measure is given by kl= SUM _ ABS _ ACenbed /

SUM _ Measure. Thewakues on the original axis 31 are
chan§el_BS Heze, o OheC,; endeergi ng,, aré sthe32valneshef the DCT
| eft of the figurespy=a factor of kl. The di stance

bet - LIG [ ' t,Cross is  now kl :

o Lilidhe i "BUR 8 Suabe 08 MR Wethaire JF hurq grtractea
the values on the 10 enbedding axis. In the detection
stage, SUM _ ABS _ACdetect is generally different from

SV Si&BS 24aCatdé d 4Be_ 148 camill aBe cnmpgsed t with doeil pre-defined
occur during data. transm ssjon and its ratio relative

t NeFRUreMRNtSKMas Measyre tQyrereptaly thesagapted mpdifiagiipn sets:
ACdetect /SUM _ Measure . The values on the origina

axis are changed to those on the "detecting axis" 33

on tp,ezlji g!g{(mjafAbgeé&i gu&gs%_&[e%; actor of k2. The

di st ance weeh - €rede “Bdj acent cross is
nowk2 , =AD) x SUMe At a1can  $sUM _Mensthet ect ed by using
the values on the detecting axis. Contrast change to
the omage will result in the changes of the 20 DCT

coeffigients by a scaling factor
PP, = PP, x SUM _ABS _ACiu oo/ SUM _Measure

QQJ =00 ; x SUM _ABS _ACg¢y o | SUM _Measure

In step 25, the data is detected by using either'method treated above with its
corresponding adaptive modification sets {..,R ,P.,...} and {..0;,0,.,,..} for
Strategies 1 and 2 (or {..,PR ,PP,,,..} and {..,00;,00;,,..} for Strategies A
and B).

The first and second embodiments have flow diagrams for encoding and
detecting which are respectively like Fig. 5(a) and Fig. 5(b), except that steps
13, 14 and 23, 24 are omitted. '

Figure 6 schematically depicts the adaptive process. The "original axis" 31
has predefined modification sets for Strategies 1 and 2 (or Strategies A and

B) indicated by circles and crosses. The distance between any adjacent pair
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of SUM _ ABS ACdetect / SUM _ ABS _ ACenbed = k2 / Kkl

. The ratio of change in distance between the

detecting and enbeddi ng axes is alsok2 AD (k1 AD) =

k2/kl1 . In this way, distortion effects due to

contrast change can be rempved. 25 Advantages to be

gained fromthe adaptive scaling of the initial values

in the nodification sets bas@€8 on AC DCT coeffi ci ents

are as follows: 21 1. The data hiding schene is

robust to inmage brightness changes because the DC
coefficient is not involved in the nodification ,
pobealass imthealinitialZmodifieation aekd A1y, STAEMBVERN-K@ERISO defined
the imge quality better by adopti ng 5 t he

aB®RaetRrenee valet echni que of adaptively scaling the

values in the nodification sets. Inages with snmal |

DCT coefficients will get only a snall nodification
anﬂtﬁw@ﬁﬂaedcﬁm@gggéwm By ldC be iseeiec Bbst rRagéns generally
image with big coefficients, “&Ft hough it wil ?
sdfffieegntefrorar §8M MMbakdreadndiits rttie remié it6 ¥WMN Measure is given
still small relative to the original DCT 10

cbyk¥+ SUkNt 4BAndChauceStiMe Marage . \Whel valués onkibeporiginal axis 31
quality with better robustness. On the other hand,

f are ahangagyto thosk arethg "emied %’ax@aé"ﬁfqrttf@wlﬁﬁ ofithe figure by a

t on t 0 e I
TR S KD KISSRecoBMIEN S o] SR BB crose
t hew&mb&ﬂdﬁbtdawlaber’mddémmo thes hosthirredgecis\s usiggithe values on the
articular attack. 15 3. The data hiding schene can be
Hl?eld B%®8XI8gai nst i mage contrast changes by maki ng
the nodification adaptive to the image itself. The
reason is that imge contrast changes wll cause all
t re e ocdetbtiion estage, SOMhaiBge ACgQf diimgggnelyly makffergnt from
the quantization val ues adaptive for detection, this :
nettiéd A% vl |, s duei toe cohigasti shamgesothatueould aomur rdiging data

transmission and its ratio relative to the SUM Measureis given by
k2 =SUM _ABS _ AC4et et | SUM _Measure . The values on the original axis are
changed to those on the "detecting axis" 33 on the right of the figure by a
factor of k2. The distance between a circle and its adjacent cross is
nowk2eAD. The data can still be detected by using the values on the
detectihg axis. Cohtrasf change to the image will result in the changes of the -
DCT coefficients by a scaling factor
Of SUM _ABS _ACget o /| SUM _ABS _AC,ppe.q =k2/k1. The ratio of change in
distance  between the detecting and embedding axes is
alsok2e AD/(k1e AD)=k2/k1. In this way, distortion effects due to contrast

change can be removed.

Advantages to be gained from the adaptive scaling of the initial values in the

modification sets based on AC DCT coefficients are as follows:
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~ predi cPFEIHSH e

~file. S &fjgure 7 shows a fourth enbodi mrent of the

20 change. The three enbodi nents descr.i bed above can
be nodified straighforwardly to other formats of

mul ti medi a data. For those formats that are not
related to JPEG the data is first transfornmed back
to the raw i mage and then divided 25 into bl ocks.
Cenerally, this data will be digital, so the process
is performed on the bl ocks eddctly as described above
inrelation to the enbodi nents except that the steps
of AD and DA conversion are omtted. 22 For JPEG
related nultinedia data |ike JPEG i mage, MPEG 1, -2
and 1- 4ThandataHHiding sblremeoie swbhst doeimaye hbagintplegs . changes

B B LR i i Bodheo roces

i nvention, which is a process for data hiding in JPEG
fil &. The date hifmsschempeasn keep teimpage Qualityegitarsby adopting

fi i yvided i | ock d the 2-D. [ .
ber t or b ROl HenBicte Br, ABnkETy sorlied Log iales in the
quant i medifleatioh $as. Rdge Wit SRt BCTThSefMbiRAtd WA get only a

DCT coefficients are then put in a one-di nensional
vect or SHl trhedifgation ped hemcei ysugl distaition will bretedueed. For an

codi nal 95 o8 HCTRERBREIARY, Hitblgn I WilClyter o targe
i nto ambEEGationgthe trivglificationf iscstilli Smak elatide k6 the original DCT

perforned_on the quantized DCT coeffjcients. _ _
Ot her mﬁ%%,f'ﬂﬁﬂbs afﬂfﬂ*@n%tﬂn%ﬂmaeswﬂ§tlwkprepe9%ﬂequalety with better

- modi fi 'sﬂ{ﬁjs%f. Gk the oﬁm@?rﬁé}YdJLfégé}g iﬁggegwgaﬁ@?&agﬁall DCT

15 The data hiding schenme for I mage
Fi gur ecgefficients, atheumexdiifidatian tchéhepmoeffaier®ETwill also be very

fficiepts,shoul d b dified t data, Th
Spec | gl MRt he Frade arl b e vl the aftbatied data
DCT cogfdyiles€ its Soblystnésy/ 8§ siast phruifasdides. (step 41).

After that, a procedure similar to the one 20 used in -
the % FBe datp dtidiegpeiemecanche tmade rokuwsti against image contrast

adopt e 5 dPBJ Mhking the modification adaptive to the image itself. The
reason is that image contrast changes will cause all the AC coefficients
to change accordingly. By making the quantization values adaptive for
detection, this method can well survive the distortion due to contrast

change.

The three embodiments described above can be modified sfraigh’fowvardly to
other formats of multimedia data. For those formats that are not related to
JPEG, the data is first transformed back to the raw image and then divided
into blocks. Generally, this data will be digital, so the process is performed on

the blocks exactly as described above in relation to the embodiments except

- that the steps of AD and DA conversion are omitted.
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30 .

groupi ng of blocks followed by a selection of the DCT
coefficients to be used for encoding (step 42, which
is identical to the corresponding steps of the first

t hree enbodi nents), and then an encoding step 43. In
step 43 a data bit is hidden by selecting and

nodi fyi ng some DCT coefficients by the two 25
coefficient nodification sets.22Huf f man coding is then
executed on the nodified quantized DCT coefficients
(step 44) to get the waternmarked JPEG i mage file.
However, due to. the quantization step in JPEG

C R PG Q8latsd T UItirRBaR0EAa like SREGtIRS, MPEG-1, -2 and -4, and
coefficients will lead to large changes to the real

- DEF266, hearrpresehecomes mawch wmmeéolr ey otherl IPESG related video,

AR e 8§ bké ﬁrécﬂl)tn(ﬁ? Pl%‘éké beorjreg?ﬁdeat QQ % ||l?élgr]JIF§fEG file.

conpressed
quality, it is preferableln step 43to makethe
di st anc Fetvveen t eb r est Palr of val ues n each

BYrecaenewsafo odimen Ph@eqwaﬁﬂthrédwtv@h is a process for
C j t Sy, e
COB hRTIrSUBES L8R YPEAROHILTEEH SRRENREM iage is frt
sidinitield hrtolmany bloeksehodeheh2-DbG T ||s:@terformtad witiein each block,

S8 1Bl T O TS By o
stT G‘d@#ﬁtﬁ@nt‘soarbhﬂ\elﬁcﬁup Phebf bﬁé—@ﬁﬁéns@ﬁélsvéﬁibf B9 thBeso-called

watermark |ess visib When t he JPEG conpresSsi on
r Zgzagosesndellowed by, thmndgngweccwleg andeentromecogieg (Huffman

| ABRRRIEHRER bellrue Wi BeCTE BB YT 81D hoe. e
t heodifieaiyn agtnild b6 Peforpelf iodi @Ré s quahtiged ”B@q' coefficients.
gqual ity can be even better for those nodified JPEG

fiQBeWieRe thex gHpNization: praeesscwitl heraggaibe z mpdiication  effects,
cqﬁé,f Igﬁﬁgtﬁé’hﬁﬁb‘ﬁr@atﬁf 5, 6, 9 and 15 10 to keep

t he | etter is also found that
I|mt|ng the quantlzed DCT coefficients to 6 and 9

c fur renhncete' e quality. The above . . '
e Al Ry BERS a7, SR oL PR i assumed
ditgat e Yugsezed DOTS ch¥fficierrd )éhé@lﬂt bé‘%édlﬁe@ﬁ@%?ﬂbé@ data. The
tar et to video contents (bl ocks of
G image file are first converted into the quantlzed DCT coefficients by
inverse Huffman coding (step 41). After that, a procedure similar to the one
used in the first three embodiments of the invention is adopted: a random
grouping of blocks followed by a selection of the DCT coefficients to be used
- for encoding (step 42, which is identical to the corresponding steps of the first
three embodiments), and then an encoding step 43. In step 43 a data bit is
hidden by selecting and modifying some DCT coefficients by the two
coefficient modification sets. Huffman coding is then executed on the modified

quantized DCT coefficients (step 44) to get the watermarked JPEG image file.

However, due to.'the quantization step in JPEG compression, small changes
in quantized DCT coefficients will lead to large changes to the real DCT

coefficients. Hence the JPEG image will be distorted quite a lot especially for
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20 coefficients). Mre generally, although only a few
enbodi nents of the invention have been described
above in detail, many variations are possible within
the scope of the invention as will be apparent to a
skilled reader. LLOYD WSE 24 Clains 1. A nethod of
enbeddi ng data in a set of inage data to form

wat er mar ked i mage data, the n&Bhod including the steps
of : obtaining the imge data in the formof DCT
coefficients in blocks, each 5 block of DCT
coefficients representing a DCT transformof a

C @B RRHY egmpbé@ﬁﬁ IPEC Rnad@Gifss. aﬁﬁﬁééétthé‘gnfa 8 %uality, it is
bl ocks into a random process; and

grﬂﬁ%fﬁ@ﬁ'e i & gé@l"@%‘tﬁ he @ﬁ’r@nge betweemdiTe nearest palr of values

S BRI, 530 A SoBFSPelkatydl e Sbigps are

t vtegesy lthebdislt@'u&! bemereesm@mha"rgstl eainbf 0altiewlih Riadhthedification
bl ocks; qu each bit of the data to be enbedded

q@ﬁht?hﬂ Rech apdatherefore sihendmodjficationoftoothe qquantized DCT
Ofcoklt Je?ﬁé %%Ee(?n ?ﬁ;@ 8@?‘?&“‘?' 2104 SThikd+ £:0rA1RbAfZ ation imparts a
accor | ng to c 1 i ch the quanization Is

peelativelg smaly chahge rte trhet aChi d:oéf&&eatsf ithas rbaklagythe watermark
| ue, angi ng the one or nore of the selected DCT

ceeq‘szE‘E’ ts to the closest of a first set of .

nodi fication values; or if the data bit has the other

bi nary val ue, changlng the one or nore of 20 the

: séNbeltl dae D@IEGommp&S§mm ratio bheomlesdeegerornsmn@dbecﬂlstance 1

el 3 pe SRS L iR 8 crbbrinodiF iR SREG MigRoush to

daeap théemage padiitye). BY edtitg theqRepér quantized DCT coefficients,
the image quality can be even better for those modified JPEG files. One
example is to select the quantized DCT coefficients to be one of 5, 6, 9 and
10 to keep the image quality better. It is also found that limiting the quantized
DCT coefficients to 6 and 9 can further enhance the image quality.

The above procedure can be readilly extended to JPEG related digital video
files by _simply setting the embedding target to video contents (blocks of DCT
coefficients).

More generally, although only a few embodiments of the invention have been
described above in detail, many variations are possible within the scope of the

invention as will be apparent to a skilled reader.
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25 obtaining the image data in the form of DCT
coefficients in blocks, each block of DCT

coefficients representing a DCT transform of a LLOYD wisg
corresponding block of the inage; associating the

bl ocks into groups by a random process; and LLOYD W SE
25 for each group of bl ocks, selecting one or nore DCT -
coefficients from wthin eact4l ock of the group, the
sel ected DCT coefficients for different blocks of the
group being at corresponding |ocations within the

bl ocks;' for each bit of the data to be enbedded
g@daimsi ng the sumof a 5 corresponding plurality of
the sel ected DCT coefficients. 4 A nethod according to

T1le dufy PN 1 SRR 55" 6 Sokintnimage tflata to form

Phidtatmhakelimdge datd, helrmsthed ﬁéiﬁaﬁ@%%@%@@bg to make
their sumthe Closest of a first set o dification
val ues obigining thedmagealata in thesformeofddGE rcoefficients imblosks, each

o081 BP0 cPatieleld Yoderbdfing HCE} eastoey of asenpaponaing
séloakfof thedmnbpeat i on values. 15 5. A nethod according

toclaim4 in which, in each said step of changing a
plurality of the selected DCT coefficients, different

f RN iff nt -
Fespectioyatialid € BRLIS THEUSGE By 1ANARH Boch FE™
coef fi cfd:reeaehdgfoupebﬁb‘ock‘s,yelélemm% maeujganoﬂé)mD@'l;]éoefﬁgients from

t.hod [ t aimlor claim3 in I ch sai ) _
S v each,plgeR olgthenBEuRIANE elected PGmceseffoients for different
C ks Df2RE HrETBEING SR dofr@8pbREMGNEcations within the blocks:

for each bit of the data to be embedded quantizing each of a

corresponding set of one or more of the selected DCT coefficients.

2. A method according to claim 1 in which the quanization is performed
by,

if the data bit has a first binary value, changing the one or more of the
selected DCT coefficients to the closest of a first set of modification values; or
' if the data bit has the other binary value, changing the one or more of
the selected DCT coefficients to the closest of a second set of modification

values.

3. A method of embedding data in a set of image data to form
watermarked image data, the method including the steps of:

obtaining the image data in the form of DCT coefficients in blocks, each
block of DCT coefficients representing a DCT trensform of a corresponding
block of the image; | |

associating the blocks into groups by a random process; and



| ,aH“é iy &c

10

15

20

25

image data in the spatial domain into DCT coefficients
by a DCT transform 25 7. A nethod according to claim
6 including, if the image data in the spatial dongj
i s anal ogue data, a step prior to said DCT transforhlrrbYDMSE
of digitising the imge data. LLOYD WSE 26 8. A
nmet hod according to any preceding claimincluding a
step, following the nodificatd%n step, of
transform ng the DCT coefficients into the spati al
domain. 5 9. A nethod according to claim8 including a
further step, followng said step of transform ng the
DCT coédrféaxﬂegtwp’ of blocke, s@etﬁm&d odermimore)DCT coefficients from
nsfornbg P d|f|edsat| i dat into
apigck 1¢f

e gElRodhace Paﬁeﬁg sAglisiests don gifferent
ClhfddRsidl thd b%hé@élﬂgsdt%rr%%poﬁgmg%?é girf%gmltﬁmgﬁe% cks; -

in the form of coefficients inc es a step o :
deconpf@sspaly kibmbribesdata tmdee embeddet. gaantizingdthe sum of a

SEPRECRAMID Ao Pl o Selebfte T elfenky oot

coefficients to formconpressed 15 inmage data. 12. A

met hod according to _any preceding claimin which the
DAT  cdeMmateodacsomiing & siimas dal Whiehy the eupstisstiaris performed
sgeps of : 20 defining subsections of the imge, each
coﬁ"posed of the sanme. nunber of conplete blocks; for
each ofif theedatebbiteleas enfirstdsihani ngluan ohadgingothd fpﬁxrahty of the

bl o defjnin rou s of Dbl ocks, each group

b%%?iecbi?&& be%@n%n ke tBelr SUm- @@c?'Péﬂ%" \%lﬁ:ﬁ'rSt set of

ar ficdtlom AES: rgspecti ve position according to 25
n%d&efl ned order. 13. A nethod according to claim 12

i n whi dhthehdaterkithasfthe lothér bivlesy value, changing the plurality of the

~ selected DCT coefficients to make their sum the closest of a second Set of

modification values.

5. A method according to claim 4 in which, in each said step of changing
a plurality of the selected DCT coefficients, different ones of the DCT
coefficients are changed by different respective amounts, said amount being

lower for DCT coefficients of relatively lower values.

6. A method accdrding to claim 1 or claim 3 in which said step of
obtaining image data in the form of DCT coefficients comprises transforming

image data in the spatial domain into DCT coefficients by a DCT transform.

7. A method according to claim 6 including, if the image data in the spatial
domain is analogue data, a step prior to said DCT transform of digitising the

image data.
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defined by using a key to generate a random sequence.
LLOYD WSE 27 14. A nethod according to any precedlﬂ
claimin which only DCT coefficients which fall into
predeterm ned ranges are selected. 15. A nethod
according to claim 14 in which the DCT coefficients
are in 5 the range O to 255, and the selected DCT
coefficients are in the rangezﬁo to 48. 16. A nethod
according to any preceding claimincluding a step of
deriving the nodification values using the set of

i mge data. 10 17. A nethod according to claim16 in
Wi chdﬂa'rrxgtmwpcocbrddq;‘ tc?/'ang [ifl‘ékﬁedlm@d:léfllirﬂl@blhlﬁhg/d $tep, following .

ude erivin sca actor usjing the se

| i drodacalion sl FangPgrsakie B Greiaeneying? the spatia
p@gﬁﬁﬁhned values by the scaling factor to derive the

nodi fication values. 15 18. A method according to
claim17, when dependent upon claim112, in which the

" hge aurBng] pefotdfie 6 el datieiRBe uBRst EpefplloWng said
2@telP . of At REhiNg  fHRCYET! %eﬂmgemt&aﬂ@ fépﬁamal domain, of
wat er mar ked i mage data derived by a watermarKk

miiensterenreihe megdifiedcspatial Qomnedat@tlnﬁuamai@guaudaga
obt ai ning the waternmarked i mage data in the form of
DCT coefficients; for each bit of the enbedded dat a:

(i1D. obwalnnethgdt@@mdmgoto rapye pr¥ckdirae fdaiai amtwhich said step of

€ovb wise

glfled during the 5 wat ermarki_ng nethod in

aOPRIRIREC EN3PY Hjettﬁe'nbme @r%rﬁfe@@e—rd c&gﬁwlergﬁdlnplqd)e& @ step of
re DCT coefficients are

g}agggr to JW#EOFN n%%%o? s “of nodifications

val ues than to any of the second set of
11. A method according to claim 10 further including, following said
modification step, using the modified DCT coefficients to form compressed

image data.

12. A method according to any preceding claim in which the DCT
coefficients are associated into groups by the steps of:

defining subsections of the image, each composed of the same.
- number of complete blocks;
for each of the sub-sections, dvefining an order of the blocks; and
defining groups of blocks;, each group of blocks being blocks in
different sub-sections which are in the same respective position according to
the defined order.

13. A method according to claim 12 in which the order of the blocks is

defined by using a key to generate a random sequence.



nodi fication values, determning that the bit of the

enbedded data is the first binary value; or LLOYD  LLOYDWISE"

WSE 28 (iii) if nore than half of the one or nore

DCT coefficients are closer to one or the second set

of nodifications values than to any of the first set

of nodification values, determning that the bit of

the enbedded data is the secd{d binary value. 5 20. A

nmet hod of recovering enbedded data from wat er marked

I mage data derived by a watermarki ng nmethod according

to claim4, the nmethod including: obtaining the

wetder ey kadtHotagecdading i 1o tang pesdedirig DEFEim in which only DCT

: j Ci ﬁ h bit of th nbedded data: 10
coeffj ci ?nlt : r1{?eri§eac | 0 e e
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(iCPeBistents, ta Predetsaminegt rangaassafessalerledi ed

during the watermarking nethod in accordance with the
bit of enbedded data; and (ii) if the sum of the set
of15DCT Ac owthod iasspeding tolalaier 18 oinowhicbr thehBCTi caeefficieats are in

of, modi figati val ues than t n .the second set
otndTEdd bR, 21 SR b b MaicAtS ate ithe Sange 40 to
t @8 enbedded data is the first binary value; 15 or

(iii) if the sumof the set of DCT coefficients is -

cl oser to one or the second set of nodifications

values than to any of the first set of nodification
vdlbues A oetkodriancongindgt amhpresieding claine iectbdindeal stbpt af deriving

[ he cond bhinary . val ue.,K 20 21. An apparatus for
ot B R0 AR Yt Ty Senagtetis 480" o1 m

wat er mar ked i mage data, the apparatus including a
processor arranged to performthe steps of:

17. A method according to claim 16 in which said step of deriving the
modification values includes deriving a scaling factor using the set of image
- data, and multiplying each of a plurality of predefined values by the scaling

factor to derive the modification values.

18. A method according to claim 17, when dependent upon claim 12, in
which the scaling factor is derived from DCT coefficients of the image data
- other than the selected DCT coefficients.

19. A method of recovering embedded data from watermarked image data -
derived by a watermarking method according to claim 2, the method including:
obtaining the watermarked image data in the form of DCT coefficients;
for each bit of the embedded data:
(i)'obtaining the one or more DCT coefficients modified during the
watermarking method in accordance with the bit of embedded data; and
(ii) if more than half of the one or more DCT coefficients are closer to
one or the first set of modifications values than to any of the second set of
modification values, determining that the bit of the embedded data is the first

binary value; or
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obtaining the image data in the formof DCT

coefficients in blocks, each 25 block of DCT LLOYD WISE
coefficients representing a DCT transform of a

corresponding block of the inage; associating the

bl ocks into groups by a random process; and for each

group of bl ocks, selecting one or nore DCT

coefficients from wthin each2dl ock of the group, the

sel ected DCT coefficients for different 30 blocks of

t he group bei ng at corresponding |l ocations within the

bl ocks;; LLOYD WSE 29 for each bit of the data to be
errbedde(q| Wﬁﬁ?é Zhay hﬁﬁQﬁ‘ tﬁé ?W'cpgﬁi%%tgfgﬁe closer to
one or nore of the selected coe icrents. .

amﬂﬂ ar the serzoedrts@ﬂmf mgocﬂﬁcatlons ealees thén itomyy ofathee first set of

i nc%'déﬁm%ra %ar”rgi fe%dg'é% the h%Ba&p rate?'frs{-'@dgeéipgata is the
Ofsec@htjajlrmrlyg/ami‘@ i mage data in the formof DCT

coefficients in blocks, each block of DCT
coefficients represent| ng a DCT transform of a

o0 RR o065 el AR ol 575 Pk e oot

gramrivedfbybd m@tsrmmlr@t:rheﬂﬁ)cbmwdmgﬂb%lmu the method including:
coeffici ?nts from wthin each bl ock of the group, the

sel ect PIBRINGHerwatermarked iagy datariadhe farmekBCIt coefficients;
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or
(iii) if the sum of the set of DCT coefficients is-closer to one or the
second set of madifications values than to any of the first set of modification

values, determining that the bit of the embedded data is the second binary
value.

21.  An apparatus for embedding- data in a set of image data to form
watermarked image déta, the apparatus including a processor arranged to
perform the steps of:

obtaining the image data in the form of DCT coefficients in blocks, each
block of DCT coefficients representing a DCT transform of a corresponding
block of the image;

associating the blocks into groups by a random process; and

for each group of blocks, selecting one or more DCT coefficients from
within each block of the group, the selected DCT coefficients for different

biocks of the group being at corresponding locations within the blocks::
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bi nary value. 24. An apparatus for recovering enbedded
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for each bit of the data to be embedded quantizing the sum of a
corresponding plurality of the selected DCT coefficients.

23.  An apparatus for recovering embedded data from watermarked image |
data derived by a watermarking method according to claim 2, the apparatus
including a processor arranged to perform the steps of: |
obtaining the watermarked image data in the form of DCT coefficients;
for each bit of the embedded data: | |
(i) obtaining the one or more DCT coefficients modified during the
- watermarking method in accordahce with the bit of embedded data; and
(i) if more than half of the one or more DCT coefficients are closer to
one or the first set of modifications values than to any of the second set of
modification values, determining that the bit of the embedded data is the first
binary value; or
(iii) if more than half of the one or more DCT coefficients are closer to

one or the second set of modifications values than to any of the first set of
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modification values, determining that the bit of the embedded data is the

second binary value.

24.  An apparatus for recovering embedded data from watermarked image
data derived by a watermarking method according to claim 4, the apparatus
including a processor arranged to perform the steps of:

obtaining the watermarked image data in the form of DCT coefficients:

for each bit of the embedded data:

(i) obtaining the set of DCT coefficients modified during the
watermarking method in accordance with the bit of embedded data; and

(i) if the sum of the set of DCT coefficients is closer to one or the first
set of modifications values than to any of the second set of modification
values, determining that the bit of the embedded data is the first binary value;
or

. (iii) if the sum of the set of DCT coefficients is closer to one or the

second set of modifications values than to any of the first set of modification

values, determining that the bit of the embedded data is the second binary
value.



