WO 01/ 60024 PCTI USOL/ 03105 SYSTEM AND METHOD FOR ASSESSI NG THE SECURI TY
POSTURE OF A NETWORK This invention relates to the field T y&gfolgs, and
nor e par‘FP@UP?fny, this invention relates to the field of assesSing the
security posture of networks. Information systens and conputer network
infrastructures currently under 5 devel opnent are now being built with
consi de BASTEM AND METHQD PSR ASEESSNG TRETSItBRTe pOSKURPOF &2 bRK
protection). System assets, such as the hardware, software and system nodes
of a conputer network, nust be protected to a degree consistent with their
val ue. Addi t maaink ¥ati eSSt r t | y,.until. the assets
| ose their value. Anyor{s%%ﬁfsi ?}S}ﬁfge%% uresetglﬁrc]&’ %&éﬁx@%@lg% | aélglt HEVP?BE?IE}

al so pr &lpige tastheffield efrassessingdlot seonripvposturbef hetherkd t he processed data. 10
To assess wh n ny risk associated with a network is acceptable,
a security e%ﬁaﬁé‘é{?ént%feca Ia;?dzactoﬁg’r eralr}e?'ﬁ‘éﬁ\i\{ilﬂgﬁﬁtr‘icﬁfrﬁ nEHIFSRLY dHMief hen
anal y2 edevdiepmestarasso beiak &dilnivith coider AEIVOF Wha Rtk @& Y Sk hablEriGO@P! €x
and ti me con urm ng. .proc%{ss, which is necessary to determ ne he exposures
within 3 %“é’ta\ﬁ%ﬂé’ EHITY- haYSte 3sshy Fugh apdhmhapdivarg, okavase end wrasemaedes of ag
the 15cs@puter h¥twdrkKSubtb QRIS i j ngj [
typically ?ol | ows the fol Iegpvm&ng s?gp(gl%;%&%sdlg%'??@&%é%%ém%f q%C}qagg%r\ller{al I
conput i HFsegsseEmus pe paetacted gniyintid thebistats loss thefr vabiseAny sddirity Sda@fres and

typi cal i i j i in order to predict mage m ght occur
to the g%lsétgergg}%ﬁgéﬁ%%g%a@ °§’38¥1? 8%%5%%?%&0%%?@%5&%9? E95eE Saut er
seculft Joassesewbethengr seangeigk aésotiagsdiwih aREvaoHRI @REpthblY, a Aoty Bpabicl i ty
is any , sSi.tuati t hat coul d .cause | oss of one of those three qualities. 3)
Predi ct JH%e i%ag‘[c;%fs B tdROEmEEgw| Bt thepsmplyzes ghe rigersspainted nyithdhe
of t en eaedworkxposure will be exploited. Likelihood of occurrence relates to
the stri ngenf{%/ of the existing controls and the |ikelihood that soneone or
sonet hi ng wi Riskapalyess isseomplesandjireenonseining [26cesy, wlorpa hecessayy tonixtaretineg
COSt pPehel®BbsurSWEAN $ datermning the, expected cosi of
each inci deﬁ{) .&5) Sur \?‘g‘y&?g%ﬁ"c‘ia‘g‘?%@g%? Fo asfmétr‘\a[1 aﬂ%éf‘?“‘%%??%?‘an YZBgMect
annud? sesuiifydsksfin g camputer nFtwak) theesiriep enfinédthgatRpicySy follosrsahERIbwagNES i t
anal ysi §,.d.- €., does it cost less to inplement 3'] a control or to accept
t he expec?e'd cost of the loss? Risk analysis |leads to a security plan,
which identifi esxdeasgométbbtmexbvfem&ﬁ{ﬁxﬁirgs?%hpns to inmprove security.
Today, the ragpid %l' tion of technology and proliferation of conputers
with increas®d p philifipgofigsetsot his stepimidally resfuires immgiiatibh i @OFS)

har dvwar @ pagicewhi kgl ATPRNREESto the assets and from what sources. The three basic goals

20 of computer security are ensuring secrecy, integrity and availability. A vulnerability is any
situation that could cause loss of one of those three qualities.

3) Predict likelihood of occurrence (exploitation), i.e., determining how often each
exposure will be exploited. Likelihood of occurrence relates to the stringency of the existing
controls and the likelihood that someone or something will evade the existing controls.

25 4) Compute any uncovered cost per year (expected annual loss) by determining the

expected cost of each incident.
5)  Survey applicable controls and their costs.
6) Project annual saVings of control.
This last step of the analysis is a cost-benefit analysis, i.e., does it cost less to implement

3% acontrol or to accept the expected cost of the loss? Risk analysis leads to a security plan, which

identifies responsibility for certain actions to improve security.

Today, the rapid evolution of technology and proliferation of computers with increased

power mandate the use of commercial-off-the-shelf (COTS) hardware and software components

1



1 WD 01/60024 PCTI USOL/ 03105 for cost effective solutions. This strong
dependence on COTS inplies that commercial grade securit rf?(fslﬂ i are
suf fi ci emtO 916190 st applications. Security architectures, )‘)Fheref’ggrlggmnust
be structured to build operational, mssion-critical conputer systenms with
relatively weak COTS conponents. Hi gher assurance conponents can be pl aced
at commufer cgsteffettiviesohrtionen Thislstung depesient O ONTSamptias Hay oraeRehl $8544 i t Y
architec '| ﬂHl enents.a def ense-in-dept approach to i nformation
assur ancéee. iﬁer%’rha_r 8 Sone Cé‘?rﬁgort‘%?ﬁ@’,phc?‘é?‘,%: QWMBEP%%FEQWMI e
to the shetmmaedivibutidiopetationdSinkionlriiRyl Bhiiuig s§z§i@m§06ﬁh¥e@e§ﬁv%w&§&@1'son
mechani sns while r ining wwthin the devel opnent budget. Current

gener at i eréeﬁtsan%?? SSHPRPE FrRATIeptsagan be pificed \aé mdovmgntyu bt oeroidianhat
addr ess Boud@atibs Brafin@eP&Riavelh 9&&%&5% i 140k, fend to fall
into one of three ca?egor ies: 1) Too %%%}gfg%?tlggﬁﬁl&lﬁ c?c%suarré\s\e(rfai‘frg8’m'def;)Elh

vul ner abBRre3chdginfermedomardurmssi bl y repair  known vul nerabilities. Tools

of this type - endent. f or .dat abase updates, either through new
product ver si%&negegﬁ 3911[; eagj%?%lstngp’f‘?"osﬁft?’@F%P’éoe‘?arﬁgﬁﬁfﬁﬁ?%’ée?Or ROYHiPE apchitegior y
15 i ncl udeaskiSSin hrtxinizéty SrannaableNsiowtkn ABEREhBEBSWhIIA temSinfPREERP aaNd
Harris' C§Tf%. 2e|)mg/b ol i&hi c tools that use various paraneters to calculate
a risk indrcareT #’e% - T HIBEN R EoRTis analisis toels Herally arapinglelvdralodsaletidee p
currers thiaf dddrbe 4 parietidr @RV bNgkdebk g\)l@trisﬁ.n qhe%eetggﬂoclaﬁ(?c9¥o %{OOCI;IHI’EEO nt%\.repe‘n

exanple of this tool category is Los anos Vulnerability sessne
(LAVA) tGHI8oTI99 3) Tool s that examine a particul ar aspect of the system

such as the er at+ at abase na ent system . but _ignore the
ot her system ¢o rrpoTnde@wﬁSi gh?é? %i%ﬁg{nf %’rcunlée?gerg’p{%?e%ﬁ% é%@g?fﬁ%?%q PRRiRly wpath
vul ner abriomiri esinetsbilitiegnGods of this Bt AHC e CRPPANEN FSr Gdhse 85O LRRS-

The use ltiple tools froma variety of vendors for a single conputer
net wor k Bg £anrélvg f%élfc Vﬁrsll%oqrﬁ?ynf‘ SHETTP BCRSRIViqy, p Exainplps fromy g cptegory

engi nkferinuli:tié I98aktgerhor RRHRET, NeBPSkIARbHRMs, m&.'src%@w 1i9Ris0fTAPe system
(networ k) rmul SI ple times in multiple formats. The security engineer then

must manual | y?) anal\foRolithisiaels thasuee wrpuspatpendtire te edalate agisbindpate. Thes
these nwblkihp SN S 4 - | rt. of a. wor k'.s securi osture.
Afterwards, the sequt?i%%&gﬁaﬁ%gg%&&o;%% oI ot ‘émtln‘h e??%@aﬁ‘(gfvﬁg &Xeaﬁ and
(cal cul deshaglagy pryiredmeenhuain exaaplesafr they tdtd @BRbROLSLoB3Blah6s VulrdRbikien

r epeat t@eﬁ&%ﬁ?@%\?& %g?| yze alternatives anong security risks, system
performance, m ssion functionality and the devel opnent budget. Al so, none

of tHise toold usdocals thggkagated pasianiAohect SIRE 3Gk, bRl theDpot N W dilind
or database management system, but ignore the other system components. SATAN, for
example, analyzes operating system vulnerabilities, but ignores infrastructure components such
as routers.
The use of multiple tools from a variety of vendors for a single computer network
25 analysis is a labor-intensive task. Typically, a security engineer will have to enter a description
or representation of the system (network) multiple times in multiple formats. The security
engineer then must manually analyze, consolidate and merge the resulting outputs from these
multiple tools into a single report of a network's security posture. Afterwards, the security
engineer can complete the risk analysis (calculating expected annual loss, surveying controls,
30 etc.), and then repeat the process to analyze alternatives among security risks, system
performance, mission functionality and the development budget.
Also, none of these tools use an aggregate "snapshot" approach to the system with a
"drill down" or layered approach to facilitate how one addresses risk at various layers (network,

platform, database, etc.) of the system. These tools provide little assistance to system designers
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"drill down" or |ayered approach to facilitate how one addresses risk at
vari ous etwork, platform database, etc.) of th pd hese
tool s prﬁgiﬂ”é‘{]ue assi stance to systemdesigners 2 VDGP&??I‘Z%]S'%}

PCT/ USO01/ 03105 when anal yzing alternatives anong security risk, system

performance and m ssion functionality. Instead, a "risk solution" is
provi ded WSt 2BHIFEEs alemREvesaaniong| aecuaisy extk, Ofystdns kperfdiatande GAn¢E nis&ich

was desi gasdiohiisa teu vel op _a conprehensive risk assessnent, a
security engioﬁgét?' \/\lhlc‘;)gttje}aﬁ'%ar\llse%tog1 %g‘clos ro‘élﬁSﬁET;ﬁHtéﬁ &3¢S thyppardigular aspectaf sisk
t ool s andhatmrgivgn ipol Has desighet i dakealatesub Hbﬂgoplatdaﬁip?eh«%ﬁze%ﬂea%es% t a
successfg%mg lé anal ysilﬁ LS a cg | ete and accurate accunulation o S%fa
to generate gs? d e %r;%frﬁeprﬁﬁélle?"slinsﬂlﬁwﬁ of sqvigra} teels pad mariuslly
anal ysts coneaht tHe psating@utsusveys filled out by users, system operations
personnel, and anal ysts to acquire the data for developnent of a system
nodel used i n“TRESBYFAPYBicsessiay tisk aralysisisy complae hnd arcuastt veinyulagémodatd 0

conput er tdedndii&svseort 85K ' abi i ties agai nst. system conponents.

owver . Uheee nat e opel StPHCE AT Re, N At Bk SAeF Ienbhacedse

sol i ci t aPnEWVeETiltd by usezs, lspdtem opatations pesaiel, el Qﬂél?s’& toachBRE MHéiatObr t he
ormati'on to anal yze

anal yst. t Xi sti topl s . reuse the sane in

different ggés%)elg%%t Oo? SY%%msn)}%%g W%@WF gpalysis.t Aligrmpgvels aispbcapctiveligenus t o
use al@entmptiereetwoeh astesiorayionk v@@ﬁﬁﬂi&sqgéﬁst ér’%‘,@{'eﬁbco%%r%nﬂé provide a
basis for shag&d ingutils anong existing tool's. This repository could be used
to generate GXU'E'Set'Se¥ForefiQdshlavie diavamaky siTextwdlas, swivbpbhsed knbwiephe

t ool s t OsdiRithtith REFBSs o ; L.thau eparate input activities,
thus reducing the pogsi bi ‘F%ﬁ’ ?’s% o%’)eér%%? ngﬁurag .Eeﬁﬂlﬁsg%é‘gaf}%ﬁhﬂ‘?m%ﬂﬂ? sk
anal ysi s®¥#¥dapisgeesghneame griotmatidpendealywe differahd pectani Sy aepEeLSrityOf

t he syst i thout the cqst of devel gpi ng one tool to
perform gm@%ggﬁgg%%ﬁ%ﬁgﬁ%ﬁosgse F AT fl SFPOsHOBHE ni“?f?%‘?‘&ﬁlﬁaowhéﬂbd?w%

r esul 1§ npravivieos resls dorsdmsaenipatasabh@bktiRy todPP RIS Béﬂcﬁrg%ﬁl& B8O Se iyl d
pr oduce ergoe{tgdrobu? and .accyrate picture of a systeﬁls security posture.
These r eRTITEC 8RR SFELP ﬁeﬁyé’%ﬁ@lﬁsﬁft@Phe@%g@mléplgitgmdebd: siroaginst the

provi di ngnge sybtea{RRyM6kt seBiraf ihehnati d.& rigson. 1t is
t heref ore an yopj ect of tﬁe apr egent i irllt\i;eg'ﬁt\tll‘lﬁ%)irvlblait;d((): tgg 8‘°é59°ar}ﬂ§'a?fé’?5%%r "ng

syst em amif US98t melfrlerisiamalisiscsaonipgdngiree cubatkbends indtutd dfovavAesuskfects
wi t hout draub : rk .a.multiple nunber of tines. In
accor dance vmg}%kﬁélﬁ ﬁgggr%ie%gﬁt&%ﬁt\gg‘%%g §OstOf ey %E%W%Pgtom%@é%ﬁ%@%%ﬁ em
asses¥bsanalysis. detegration op tst infenation ana tMOFkultiFBenRhB s IRk S %ﬂkbgé b}t eps
of creat] . gx@éeln]doog ect rr?[-)fglgl dat abase representing a network. Th

syst em obj ec Shoder &% %%lélg% pi56 R B0Te Fbusondassirag pictiredta systeatjsieceriont s
o.f di sparatige.ndheny kesulid Bal aRiltthieYm8SSESS Rt é}fs'ceﬁk d@ﬁg'}iyd%'a%ions, providing a

framework for alternative evaluation and comparison.

Y Hode

It is therefore an object of the present invention to provide a data processing system and
25 method for assessing the security posture of a network without having to analyze the network
a multiple number of times.

Inaccordance with the present invention, a method and data processing system assesses
the security posture of a network. The method comprises the steps of creating a system object
model] database representing a network. The system object model database supports the

30 information data requirements of disparate network vulnerability assessment/ risk analysis
programs. This system object model database is imported to the disparate network
vulnerability analysis programs. The network is analyzed with each network vulnerability / risk

analysis program to produce data results from each program. These data results are correlated

to determine the security posture of the network.



prograns. This system object nodel database is inported to the disparate
network _vul bility analysis prograns. The network is i t h each
net wor k \‘/‘{9?1‘2‘1(3@% lity/ risk analysis programto produce 3@?’?&@@3&?‘%3 from
each program These data results are correlated to determ ne the security
posture of the network. 3 WO 01/60024 PCTIUSOL/ 03105 In still another
aspect of thelnpstdbentthenusmeci onthet preseratiioehtoRNhd §R8ddEompRResOhe step of
exporting %pﬂen s%g'gerp objgject n%ggl gat abase to the network vulnerabilrty
anal ysi s prograns Via. an-integrapeesedpfiemneaerb ubtesthibimmnalysispregrime gia The
met hod adrsmtepatedi Sa8icktnm gic%Fax%inm}fb&g FHERNOLK, 85 BrilBRE2A of
c BTG derihe

gr aphi cal 3%‘% t'hnterface. ass hierarchy is establishe

conponentSIG & HE NRFES Rk 2 WA@Y agiaphicpl wseninjefae pAcipsabizramtly Shatbligenon
dat a 9&@@59&&@3,’ i result.s .of the netwark vul nerability
anal ysi s prograns uibg‘é‘?fﬁ‘?‘gﬁ‘*?%’gif Xg%%%@es YT PrOgsPRefag fhige tHmmgndata
resul ts and poptammingt thadts. Tbpdota refultshe tpr wa@dEk vilAMEBLiHP AnalFHE pRREAGL&AN

al so corm&%sﬁiépﬁroscég%oﬁo runnLan. tche network vul nerability analysis 10
programs t0 obtarn date resurt: t’%‘@r 8idAgSEE Rettilommethsrsaseastddithe present

net wor k inegdlongi es, node |evel vulnerabilities and network | evel

vul nerabilitigs. | till_ another aspect of the present invention, a

conmput er pr ogﬁbﬁﬁ‘?@‘é’a&é‘% alsA CampEige tha stemeft ruoaimgidbe nebrb yuinepalsbityamalybisi s
CONPUL(E rprBsReHsI LB 4 i 1ct | conputer to create a
system opbj ect nodel dattigeggjﬁ%pr es (rplctp;ﬁer%vg 51&3%%\%@%(, \ﬂﬂn%?"’é)lﬂrﬁtctpl‘i’}é’%%?s‘f% 15
obj ect YR Vulngrabilitics aodmetw oxk levd viuhfepabilitiéson data requirements of network

vul nerabi lit 4 l.ysiscprograns that anal yze discrete network _
portions. Thgﬁggﬂn%ﬁtgéﬁs (?é(gafrtger? af%rbqsnhva?ggf’ﬁft’:?ﬁ‘é’?f% RECFraMmragdesonamediymt em

obj ect rthatedandzt @hddy ©prdgramn el edmpatet E?ogr%td(\!ﬁ{ﬂﬁs\ékl Lerakbhi wcaqlrg?ﬂaysi S
prograns_and, anal yze t he neiwork with each network = vul nerability analysis

|
pr ogr am COPpr3 e EacEs PR aRIeckmpiedatabase 18prsgering aTiesweduphessin 26 spstegr am

al so IcawbRet amodaPULRAbdse GRpP&:AT thet NGrHALBOL C UL S8, L N8, et wor K
vul nerabi ity _anal ysis pr og?gms to determne t?\igjraserg W%?e%%sto\tﬁ?é‘emor%(he

net wor k.Vunerailify/ risk anplpis Fspgemsdhattdnalype eierite hetwertk iportiorish 'he @R el
pr ogram Qé}gﬁ.j LSt i fqr, di splayi.ng an jntegrat application
progr am*?iE ng i naggjrs}%agce arﬁg&lurrt%or Pﬁéﬁh T ﬂ'g%né%//bé?cgmoglﬁ‘%éggﬁagtge&ﬁ?’%éé%ﬁ?o
t heI net WeFRorku nigeebility t s_;nafiyﬁﬂc yﬁéﬁagfﬁog’fcarzﬁaltyfk@ th ek nb2g Fﬁﬂ‘?gachlz ﬁatwork
applica r.ogr amm ng_i nterface. e.conpuier program al so incl udes
instr uc%’%ﬁ?’%& %@ﬁﬂ@%% tﬂé’m\%‘ﬂc}? dada zespits, from earhgpragrare.aThasemputer

i nt e2Dapeograth &isé abilides Ai Rt BSSorfd1fe AhE R¥tal RsGRS binﬁ‘necrgﬂﬁg{lg 0L Pafbﬂ}tg)e
net wor k v#I nerabi | i t¥(hanal ysi s prograns that share common data and

pr ogr amAP'#ESIE PEErams

In still another aspect of the present invention, the computer program comprises

determine the security posture of the network.

instructions for displaying an integrated application programming interface and importing the
system object model database to the network vulnerability analysis programs via the integrated
25 application programming interface.
The computer program also includes instructions for modeling the network as a map on
a graphical user interface and establishing a class hierarchy to define components of the
network vulnerability analysis programs that share common data and programming traits. The
computer program can also comprise instructions for correlating the data results of the network
30 vulnerability analysis programs used in fuzzy logic processing and obtain data results that
pertain to network system details, network topologies, node level vulnerabilities and network
level vulnerabilities.
In still another aspect of the present invention, a data processing system assesses the

security posture of a network and comprises a plurality of disparate network vulnerability
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conput er program can al so conprise instructions for correlating the data

results of the network 30 vulnerability analysis prograns used in fuzzy

| ogi ¢ pro¥O96MI4and obtain data results that pertain to Hel/HBHO3Wst em

details, network topol ogies, node |evel vulnerabilities and network | evel
vulnerabilities. In still another aspect of the present invention, a data

processi Baj Ssecurjty.posture of a network and conprises
a plurali ty§%)'if§bg(iggsr%%‘r§ g?‘?%é V\%?’ ged m‘gg%/ftlﬁ It fvterﬁo{?ﬁ@&?%éﬂibase represents

PCT/ US01 831 orlatrabey snady setagi atippute the idForaiod ZaBOredutelnbREs of thh SUSLEDM
the network to be anal yzed anc supports

obj ect npdel t abase represents | e &
the infor rraef%?mm&aﬁs%esf'%‘ Vf’é‘?réﬁﬁléﬂ‘ﬂéfpr?&@%té\eyapphvmmrmb'gxram:ying interface

assessneihportsthe 3ty Hbfectth O AXBiba Vb @Mé.ftﬁz?ﬂl Q8 Ré%&l?%ﬁ%b%ﬁ erface

imports the system obj ect nodel database o e network to fplxsts
vul ner AbPTIFFNEN 41 BISFSESY orisiptemihe dataesiclesaltrined froeh edchsneirWeridhailferabaity t S

obt ai nedafd; ﬁﬁ)?:hrﬂ )it nal.ysi s program after analyzing
t he netmrk?ﬁ) d ter%ﬁ%ﬂxgmﬁéﬁ%ﬁ%%’&%?@%?mﬁﬁ Roftrre of theepyarkent
i nvention wi | Thapieser fesntionlveitl nolybarvgcibeds kaplyf el WiErEReRd @ thie

acconpany wings in which: FIG 1 is a schematic block diagramof a
net wor k és{‘ﬁg%‘f’%%éc‘%%?’%‘ﬁéw Cél'frequent 10 problens are found on

networks. FI GFI2 1iis aahérhgtic BI6HE dBlosm ) Q%&Bﬁ&éxﬁﬁ»iﬁ% %%SQS%{%%&S oW ng an

identilléi edb vul nerabi]ity | ocated by the system a present

i nventY oRroPgmes arg foundonyetwiorlist ock di agr am showi ng overal | architecture of
the system anpiares RO Gnoffer PG inventiop and show ng.filters used in
association with the net wor K rmdtgclsgﬁ% Eg%%%glagg.a Cirgorlgvsmlhgg’%taﬂe‘fie“ ed
schenat i ¥upegbiliticsatedydhe syrernotintetividiofthobréshat ipreaapt i nvention

showi ng the f . i alvsis. FIG .5 is another schematic bl ock di agram
showi ng hi gh #Ieé\zig#aglr%gﬁeir?é)é(u xakele) %‘ﬁ’éﬁtoé’erag]far‘flﬁgcﬂ’é? af the sysiers ppg mejlmde m

and net hefdthefpreseat pmeseint andvahobiing filee fdd ibadsScidst Neth ﬁk%t&zgﬂ?k[odel
sche |‘%tbt:5(gck di agram of the data processing systemof the presen
i nventl off “F'ta 7 is an exanpl e of a graphical user interface that nodels

16 100, BRI Bl Bl M A

resol ution in the establishnent em-obj ect fD
FIG 9 iSouingthefsre logicangiyaishi cal user interface showi ng the network

nodel . FI G | 5 Leal .. r,i.nterface shqwi ng variqus reportin
opti ons f or éllﬁg 23%3???5 pﬂh%ﬁlahg Bfock diagram gﬁowmg%.lgh Igevel architecture gomponegts
of the data processing system and method of the present invention.
20 FIG. 6 is another high level schematic block diagram of the data processing system of
the present invention.
FIG. 7 is an example of a graphical user interface that models the network as a map.
FIGS. 8A and 8B show open windows that provide data resolution in the establishment
of the system object model database.
25 FIG. 9 is an example of a graphical user interface showing the network model.
FIG. 10 is a graphical user interface showing various reporting options for the security
posture of the network.
FIG.11isablock diagram showing the basic processing components of the goal oriented
fuzzy logic processing used in the data processing system and method of the present invention.
30 FIG. 12 is a schematic block diagram of the data fusion used in the data processing
system and method of the present invention.
FIG. 13 is another schematic block diagram showing an example of gold-based fusion

rules used in the data processing system and method of the present invention.

FIG. 14 is another block diagram showing basic processing steps and components used
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posture of the network. FIG 11 is a bl ock diagram show ng the basic

processi ng conponents of the goal oriented fuzzy logic p i used in
t he dat awgrod@g@& ng system and nethod of the present inveﬁﬁlgﬁ&”ﬁgo(g FIG 12

is a schematic block diagramof the data fusion used in the data processing
system and nmet hod of the present invention. FIG 13 is another schematic

bl ock diingresnzatiogic poocassinaiip datoprogeisthgBases shdshedod sdh@srestsRthvieRtithe
dat a processilﬁg ig/ste ﬁgad met hod of the present invention. FIG 14 is
anot her bl ocK™di g’rsaanﬁé’ AZEATY SRPWING, asicCoOMmpynenis psed iy thedapls e asalysisd 5
VIO 01/ 6QD241)RET kS8 034 BRulhfort M8 Fliz ¢ ¥vidediia er[s%tﬁ_ﬁ%ﬁ-MéQ of the data

i on.

processing system and nmethod of the present inven FIG 15 is a block
di agr am showiflg- Kuisirdledsfiesramshowdrgian pbjedtéclpsniiieratshge anal ysis (DPLf)

for ew dence C L,af | : f i i reasoning.rules. FIG .16 is
a bl o\cs'k di ag rfggn' g\%\?\nﬁ’?\%&;&ﬁ%gﬁn@c? %’ync%e élse g$%|£%1%garscsz et ﬁ?&e PI$SeRE Iy e k

di agr am showiFig. 1 #lessytes amahgisofti agrantiaial héteropk BoRvindMeRhaIGBrverf108. 1
iIIustrq%es an §xta(r}gllne of a conventional network 100 having i nternal
servers ?Jt_zconf‘ﬁ £ ‘ﬁ‘é%rf‘a]tré’u&eﬁ 1 SFREPICBER R PeoEk 18 fireataloMnetnor k
105, andnferigy&itbr 1H8G coffectddHo@h OB lewaPUbE brdl dff?cecl@ﬂnﬁ'ﬁf c%gnguﬁe& RanfdLgval |

106, branch office 107, and connected to interna LAN networ k conponent s
110 and AN egprEkgeewsnenie 1 ibandid eragie-arespteeverdaR atd 4emdie ussi 114, t he

exanplpe of Fli&. f blens fou on.networ ks include hosts, such
as trrﬁlge i nter r}%m %%}e 5%%8%%?%\/\% %ﬁq?eﬁ‘ 3 pﬁon%g%%"’soé’ﬁfif%‘gw(?rg‘ég}cg? °é§§a‘°1’r15?‘e, a
deni al @b thegnterce sandrs 102) orhictotis: dnbRcdBarfis&eaRt, Gt pIe R dsRhVFsSviddahd
could be _an int egflgxl serv%, f8r exanple, CG_ scripts, anonymous FTP and
SMIP. TRECTHIEPhA - CARUECOR gured 1YeP fenears et gorgdiberadnternal server dor ¥@mmde abl e

or def awldl %apls GBS SR ITWELRT SOl ITHIWAENANh e dko PATEWRAES. ahplcRed,

coul d also_include inproperly exported file sharing services, suc
Net War e oufdageds griperable rdafaulcemigiged ofevimtnd fimhwh AN Meakpabavats ANl ude

m sconrf i gues .,nd NT . servers and probl .aused by

| ack of conpr gﬁéﬁﬁ?%%%%??r%?&%?c%%s Gres’> ergfcgﬁﬁﬁgg?qgﬁtmﬁgfeﬁW%@gA

r enot e- AIBIIS. Steweterribl PANMIDdohiaNAsRSIRAY beshohe FRted-2 aHsEhRO WM fove Tt he
external router, 104 coul d ve | gnation | eakage t hrough services, such

fo
as SNVPSCERFPRdzgopleryepuse d?e‘?gf o hengivegplivies, TRPRIRr ¢a AlABARTdS Whd dows

NT TCP 1381eBNE:. (89bNBte-addBE SRERr RIP&Id 1akd uﬂ?%gréd’ %%tgggcegsong'ﬁl?nﬁg

server hosts. It could al so have i nadequate gl ng, nonitoring an
det ect i Syteengd aputer 104could havdirdpmiatovint ledege 0Rrangh | sdrvices esugh aniSdENIPr SMIT, at ed

sl S BRSSO ER N Sy B T ML) o S
message block), and zone transfers to non-named server hosts. It could also have inadequate
logging, monitoring and detecting capabilities. The branch office 107 could have a
misappropriated trust relationship such as RLOGIN, RSH, or REXEC. The firewall 106 could
be misconfigured or have a misconfigured router access control list.

25 Although these network problems are only an example of common problems found on
networks 100, there are many other problems that could occur, as is well known to those skilled
in the art.

The present invention is advantageous because the system and method of the present
invention allows the vulnerabilities of a network system to be identified. The software of the

30 data processing system and method can be located on a user terminal 120, as shown in FIG. 2,
showing an identified vulnerability of a node 112 connected in the internal LAN 110. For
purposes of description, the data processing system and method of the present invention can
be referred to as a Network Vulnerability Tool (NVT), i.e., a tool a user uses to determine
network vulnerabilities and risks.



25 Al though these network problens are only an exanple of conmon probl ens
found on_ networks 100, there are many ot her problens tha ur, as
is well YO those skilled in the art. The pr esent i%gg@?bgﬁ?ﬁ

advant ageous because the system and nethod of the present invention allows
the vulnerabilities of a network systemto be identified. The software of
the 30 data hesetspronssiogsysamdntnimgtthoN VEat (e rbeetinoeniih Anbsesade8byi Nal

120, as | B~E 2, _show n identified vulnerability of a_node 112
connected 1h tLgCiplrlﬁ(‘%eorrﬁiaﬁuW %&%&% EF?JU?@#BF‘“%’@%‘&FPH?‘G% a oy cerdt a

pr ocessisnptionahd suppitt abirfochrivy bR sRERSRINbolk WRTohPRorff Pefel?& {056 QELRHK O
as a Networ %nerablllty Tool (NVT), i.e., a tool a user uses to

K : .
det er mi e PRI ARS S NARLSE Fisk Analss BiegramsthaoughowthiplesaRion PO LSO @B 105

oaded o o Bonts o BC oF o of Berh D R AR I K& B or

can provPEEIRengRessnd indhde HEDpandViewpphidh adlomamgay skraeinyatitf dia®s@§HIENT

tools, & §fafHHR rred s snetwork. wvul nerability assesspent or
risk analysis pr og}r%rflég%%%g‘ﬁgg%ﬁt%’?}y&gsﬁ i%?qwc?ﬁl.r‘ a%ﬁ%‘é IeEET T Rigks) as
vul ner atphdriufactamed| ys Mitrprgparmiohy GRS He@¥ Rk tshest ARAMN TGPt ows
prograns_kno securi i neers, and include HP Cpen View, which

by ty .eng !

al | ows H8TShoT B FRHRmEC %‘Bg\?é?cyma?m%ﬁd% Nedwoisk agersempemigmethngsRey
(Anallgsiksoah NELARN (6isB¥sesmSAHbELY R SKS fi g
Corporatjon, a GOTSdﬁr?et\Aork system g%al ysi Ee ?g%q Wi%ﬁﬁ%ﬁ\ oﬁ(rgxn %55@?1\75

dat a gatRE€FPRGUBPRrt §F%P@%@§éﬂg@n@ BAM alss alldNgApassivie shtaagaiBafipeior event

met hodohRgy; Wﬁz@ [ essnent nodel ) cap al be used.and is
i npl enent ed OI%%’ t'he DPL?fﬁéch%%%s]?%’n%éép%%Orvfs B ﬁ%ﬁplrﬁ?@a@&h %&E?&Fso
al | ows piskyisorvicgat ¥ igendmebaseg dver timeent tree logic, prioritizes the task
list, and al mat hemat i cal ggodel ith multiple risks/ services. It is

event based over FrRE? PRE R tEs PBRYAF O & ARRTIFNGD ISRBRrA GelfwRte packess Hhasn
suppdbt fadifthien e paddageoftcbaiplexldecisafis! itAbLES L er M%Hggl%t@ﬁ&gtqgltf é{ld
n exiDi1ity

deci si og[s._ 1 allows a user to_incorporate uncertainty
into a dESPUTHNY?R dedsen prosessy PRkirdesidss ygraphicebintarfatefor huisdihgn nindel, dhdig a

nodel , aB8orrRedd: I t DPL- f .cont.ai.ns e .

Funct] onal sy b e AR, BRL 0B BE the o R ko R PP ot i

tree coAFiEe interfacTiipsfafilidtegrcensttuaing. Thes famded dlovidthe nealetr figdchte thi€eS

and i ncqrporat.e ipto . del -f .al so contai ns unique anal ytic

t ool s. %gse 2 8“%1%%{%& ?’ﬁc IEEIQD fﬁg‘oé‘%?sr %'{%SOC?PMQ%@)@CW%{ These

pr obaBi kidyircfuderthe ebiity tb RaliBtd EGSicadtheDSoh sy iy LREIRRRLLLL fnd yPES
r

of sensitivity liaj(nal sis. DPL-f provides an interface I ncor porati ng
time sePPEY™ ATD FeRoHETEC trHpes off feovlivay msadisiy DELdcpuswidestar indenadeuat i on,

capi t al incorporating time series into a model. This allows a modeler to account for devaluation, capital

growth or other time-bearing quantities without changing the structure of the model. DPL-f
provides RAM with additional capabilities for rapid fault tree construction, libraries of

25 embedded fault trees, an expert opinion generation system, enumeration and ordering of cut
sets and a graphical portrayal of risk over time.

The ISS Internet scanner as developed by Internet Security Systems Corporation (ISS)
allows active data gathering and scans a network for hosts, servers, firewalls and routers and
assesses security and policy compliance with networks, operating systems and software

30 applications. It allows a snapshot in time and a computer network compliance report. These
programs are disparate network vulnerability analysis programs that the NVT of the present
mvention allows for integration.

The NVT of the present invention is based on a knowledge solicitation framework,

which incorporates a graphical description of a network topology. This topology is used to
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grow h or other time-bearing quantities w thout changing the structure of

t he nodel . -f provides RAMwi th additional capabiliti fRRi d fault
tree con‘é’?rog}(?{,qzén, i braries of 25 enbedded fault trees, gﬁr/{ejg%/e({?t opi ni on

generation system enuneration and ordering of cut sets and a graphi cal
portrayal of risk over tinme. The ISS Internet scanner as devel oped by

| nt er netcaBBE e PEiNPrSptTibnies and pualutddombddSSitly &brlsevritacisineatdhtics. gahpleiealng
and scangeRi Reint 0, s, servers, firewalls an outers and assesses
security glﬁlcril poﬁ\é?cé?l;coo‘%sﬁpﬁg%%‘ IOV ARV R Detyiok ﬁq%ﬁg systenms and

software 30 dppadcoatanonsvith tthalpgresatit aneR@pENSHe bistdrh BB RMbtRoE YIPUL EXyT
net wor k CQrEB' L %ﬁce report, These gro rans. are di sparate network
? C

vul ner afii LIRAPE 81 SR HRaRE MR And e Qisiriap the exdstimgaesmerk dspwaeddlon a

al | owss farphiedlegentintefface] REHNU] Bbwhhé PIESENEL VERLIOL T HRASOL WP H@d
know edge solicitation framework, which incorporates a graphi cal

descri ptgrepfueAlyspist acrekvedperdggy. Phisthe spiiweryhdsdees givenahe 1P AMArOk/FA024

PCT/ USO {834 ﬁl@'trt Lbutes and anal yzed subsgguent for
security evulﬁé??%?‘?%%ﬁ’% %g%(o i caIOHhS éersef‘ﬁf‘g?q O&CgPéls%@nggé"dmlJo%Fﬁgr ove
accur acyfoofomprtersetndootherndeldtes dtachernr tianeevuik INVITeRf@s8Nn dRYEeBEAren,
t he system.and rrel%]lh?lgl {_if the NVI autopatically maps an existing network
and can FTEpr &Y°Fhe Ye? gfeﬁ?ﬁ RPGBER LS andasieing whatpverrespensiiiptormatien it
i nt erflaaeceivs editasetvbhap NFTGlso protiQks £ Snethilid %Qw\ggﬁ G b Grwork

S

graphical l y depict a network topology. Once the software h een given the
| F addr the staphigal ussr interéace @ justratedetosappot #ragtaind Ak Aofystdmearphi ‘

i nvent i Qin 68QetS&1, REM N SR I G ters and. ot her devices
attached to tﬁe nét wor k.l‘;l\l\/T er %@m%%#%gﬂfgg&geerg?%ﬁ desm&rﬁl@gﬁ%’g‘i“ﬁl e

| F addr é8peayidanddionaédeleilkas raquiratidipnovidbedmplete 1o gis4lerscofkHlamme i HQsdrt 10

receive j rk_map. al so ovi des a manual nethod to draw a
propos e%alﬁl %f%?ﬁgg%\%‘m% “PRE TS F“é’\'i\?)/‘lﬁ Netci] mﬁE%’V USHISH TRt WREK IPIyst rat ed, t o
suppdsst dr ag Vheh drrepwork SyssdeMeatitioneikdsUbdn &aRpibRAdeld REE of ARl YAkag

securit%écri.tical information for alternative demg}gs or node editing to
provi de TRFRCOPJRBIESHET Nt stores the desripgon én pn objegl claenhiesarehy, agishewnreanor k

| I N@x 3 aS R ANd AR08 TBR 2%, U
pl anni N@xarfipSAFIGS B ﬁlcﬁ@,@%ﬁ%@%&gﬁ& Aeidye. Nel o topoloficily %éwnpuﬁ%'gﬁgd?

sub-network icon. 15 Wien a networ ystem descrip as°bee
t he NvTm#del peppsrisstbainformaton det megs of gt dispardtesicowesk tlipet®dyiaphiyel i n

an obje I.eh . as _shown an ..e le in FIGS., 16 and 17, as
will be(‘ptéé%lft%?ﬁggkg%gf% HAgre e d Fﬁeﬁ%&g&&&ﬁa&ﬁpg@@e rﬁ%’g‘éfm%%‘ﬁorts
t he i20f prograins ntdatehesbedsilafabiliey /disk RaeSnR & Wik MliResRRH hds¥ir@BAhYST S
progr ans {“t,ogl s% Fuzzy Ig{gi ﬁ{gp{ ocessing of the results allows correlation
of the FESTAES TP OMIAEISETBRisar s ierfaseat EbhdSi Vae singlrarentsiseitagon of ti
assess erh Sin@plifRk thethsY Bf MR tobls ¥n RO Hafes e ddiBint data entry. Italso provides

afoundation for addressing the problem of incomplete data for a given vulnerability assessment
tool and future knowledge negotiation capabilities.

25 FIG. 3 illustrates at 130 an example of the overall network visualization tool (NVT), data
processing system of the present invention, where three network vulnerability analysis
programs (tools) are illustrated as ANSSR 132, ISS Internet scanner 134, and RAM 136. The
system and method of the present invention creates a system object model database (Network
Model DB) 138 that represents a network and supports the information data requirements of

30 thenetwork vulnerability analysis programs. The system object model database 138 represents
a single representation of the assessed system or design, and addresses the need for a single
internal representation of a network to provide data to the network vulnerability analysis
programs.

This model 138 uses object oriented (OO) methodology to provide an extensible set of
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network, as shown in the graphical user interface at FIG 10. The single
representation of the systemsinplifies the use of nmulti nd
elim nat‘é’?orl/éwgdant data entry. It also provides a foungg?[i[%ﬁﬁ o?sa
addressing the problem of inconplete data for a given vulnerability
assessnment tool and future know edge negotiation capabilities. 25 FIG 3

i 'l ust r atcespatents3ih anlaex afepare)p fhdthan Beedombindte tdVeddtedths daldrg 8l Ofhd 0Qks

(NVT), d@tﬁa roce%lsei n&ﬁs ‘sthe1 .0f the present invention, where three

net wor k Pﬁ%‘fy PYoEy2 3‘|¥53f§ ghmﬁgsgmawnﬁmﬁ)ar%d@mmmmm@ﬂemm@m
132, | SStheBp&if®thaadatinghisheds: rahth { n thod of.the
pr esent insgnti.on c_reat_ggnsa sci;jtem%%%?@%ﬁﬁag%gﬁ%%&%ﬂamg

DB) 138 Ielpfionshipr Qe esented sedhoiduen prbvidgrpamtaintrient inafteinist ironhidBba object

requi rengpt : t .vul.ner abi it nal ysi.s prograns. The system
obj ect rmdeCI%nleélfétlil gg%f%%ﬂigg) a\r{@::)c}r%clgesc g At Cgu%ﬁg étls‘f%l B\g?véieérﬁ fi‘%‘@ﬁ mgcharygm tor
assessedrepyesertingamyteyisia] ordngicadaities S&So, obRcN@@chté DfepfesshRBbS lerlddtGLIPR

represe ion of a network to proyide data to the network vulnerability
anal ysi ;&%@%;F %"r"gl;‘rr%a.%“?h?f\g) F-Rg‘ 1°‘§§83 Je ddeabfrern informatien agmmyncrereradwihersy t o

provi de dhangedidsidW echRblogles afseMifyl/ 60024 PCTI USOL/ 03105 conponents in a
class hierarchy that can be conbined to represent a network. The cl ass

hi erarchy pr ot shewva inkkns, Gitersdp jard asgodiatap avitneachwiftthe sbiaveel vaderability

trait [ i ifics th dj stingui shed it from ot her
corr;)oﬁ)e n%e%!.l}lsl n}g Ig)gdi t 1::')]%’ ¢ %ler?ggﬁglaﬁlgﬂ only 2{?%& 3 E%H%“eazﬁyaﬁ [SREHIVE, nebP’ct
or i ent edvuleerhbilituersgpmusto the egparastta tHetBs]t prIEIAN THEYithrs Wi £+ -BBase Pla§Ghad

can contain. a reference to any object, including itself. This provides a
f1 exi bl e"%‘” Ghis B Vb‘r(%“alr%ﬁf%Bé% i Fﬁﬁw (A BRRysmeal bejpvern ghe BV Iessteany andlas o,

mechani sm f

obj ect grogriredThe filtesass pidvades £RRSnd fos ehd NV to' SALY] 5%%%&8‘1‘ 128N g
ext ensi onggﬂd is ideal for an _information assurance arena ere cﬂanges
and new LERHBABgGIneeded bisatoghiNYT viaws sdvinolian afilter, calling thetappsopiikie akthod

associsatweg@hiwiit e . vyl .ability. 10 anal ysis prograns
132, 134, 136 é;fﬁlgégﬁ’%\%\?lohnt?’?atg o g“"frag%‘? initpling, rnik (RPOUIng SRR
vul ner als*pprtingptatayrEavh tod che hexparoretktt filttheibkbesd afdpFidthe rdi@s fd HdBleS
are a Ctt .t hat rovide a.set of virtual nethods to allow data
m)vemsnteaf)ﬁe)?1§ \/\e/eel\ié(%'Jl t% ﬁ%c%#ysffgttg?nt% dwzs“lepﬁnglgl”é’i‘ﬁél‘i‘ﬁéh? igeperic and gvell-defingds a
neans f groglaenrhig ifiterfacs (AR to@FET Uthi® Alidvs 4118 ols28be 8RGked GURLELSilad T

needed b a.to&,lﬁ. %I’ views each tool as a filter, calling the appropriate
met hod F5OWIRS Ao andaemoayaliefitpels miitheat chasigingpnyadkhe existingINNG codes.

i ni tizal i zi ng,EstdbiBhiRg coR@kiEd e, ) g datas Fach tool can
have a concrete fil tgrcosuocl ass an p?lg\flb% efe e rrea%s"sm%%ﬁed Fgchnolegy s
met hod $peightforspidy AGPL-hiltergs itaskadmith theispécifiesonfitdiildgng &l pERaatne; Aat

wel | - defined i i pterface (API) to NVI, This allows_al] tools to
be tre attiéeggt ﬁ%%?%?wgg}@ha @Sﬁultt ee ca(n rep}esent a node in a network as developed and
provide a probability value for events such as denial of service, loss of data and data

compromise. Actually, DPL-f can be used as a final result tool.

25 The network is then analyzed with each network vulnerability analysis program to
produce data results from each program. The data results are correlated to determine a security
posture of the network. Network validation can occur through the fuzzy logic processing of the
invention, as will be explained below, and the system GUI can have input to a user display.

An overview of the network is created as a model 142 by an automatic network

30 discovery or manual entry 144, such as through HP Open View, and an appropriate filter 146
allows the system GUI 148 to display the network model as shown in FIG. 7 via an appropriate
data input 150 to a user display 152. Itis also possible to have a risk GUI 154 to assess visually
the risk vulnerability, a log 156 of the risk/ vulnerability report, a risk assessment 158 as part of
the GUI 148, all through the network validation 160, using a plug-in or fuzzy rule set as will be
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allowi ng the addition and renoval of tools w thout changing any of the

exi sting 20 Establishing communi cati on between 01/5ds NVT

usi ng thmll@ggft echnology is straightforward. A DPL-f f&ﬁiﬂér is tasked
with the specifics of building and populating fault trees. As an anal ysis
tool, a default tree can represent a node in a network as devel oped and

provi de desoribldibyi griehtgr datall Befotv, &Yseﬁ{cé @dé‘é rgs‘%ﬁt.'l b%@ 3§ of
data and data Iéf rom se. Actually, - can use as a |naIiﬂ resul t
tool . 25 The F Ystyadesahigh ]ﬁﬁ%llb}czfédhwm saaﬂdtr tn@l@@rdhov\uhgléfea;mtbmtqb]ect
anal ysi sniegaaibie 138" RUHES, HalaLhaaul! M gach program. The data

results are correlated to determne a securlt IBOC 8 ‘?ﬁ“flﬂ’ea-‘ﬁé‘f‘w
Net wor k 9pplicdtion pmgwnnmmg:mterfdae DEAYD allb@ ifripoZing S¥Qath iRFBE SSHNE t061s 161E as

inventko ined below, and the system GU can have input to
a usersdﬁré'lpﬁgtewI Arf %‘\93&?8@/ d5eoYHE thgd amst W?@‘Wa%@h’%stoalsrﬁb%temh@@e an

aut orat | ovaaell WatdnreB(lssALL1 86, O AFRMUAorBb Eordthe 1 PENAS yaanal

Open Vi ew, and anaprorlatefllter 146 Sys

di spl ay 1468 Infexfags 170 iRt in ﬁ@m@@m Wwith Eagel aambwemSaﬁm@pmaabﬁ/ asd@ismehﬂpu'[

150 to amgﬁ @@ 0 Rossible to have a risk QU 154 1

assess Vi su T @Lﬂg&g% mngrla%nﬁ% %léalf%i’d’hfé Bonpprogrpgnming interface (API)

ri sk/ vul mmmmm epotitterface (G5K) m&@amate dla%reeqats%lﬂﬁ b 1@&@; sst 8
using a plug-in or { rule

al | t h é}% wor, Q’Zﬁal pdation 160,
as W %fF%% s Be Dy g vt e@g@lﬁnmaw Ang lfeaz;}emfd!eneﬂsl and
bel ow. Aé\MdéﬁHé@fH&‘s&{ ﬂqurp?ocﬁﬁ:é Qhﬂkk%f&qg‘mﬁ QSE%&? REQ pﬁlué(ag | &4, tex acteﬁéUI

illustrates a high |evel "bl ock dlaram5|m u?‘%\’iﬁ
system ojfﬂ et ﬂlméqlatéétraﬁdge ABBOIIMIG:BIJ’Hebﬁeseﬁﬂsaabhgﬁ hedk] @mﬁev\/@m&mm an

conj unct rate l.icati on progranm ng interface 16
al l ow i rr%:)xg?ltﬂ 5?&?&5%&?%0%9% gchgl ?’88% e’fac%ﬂg)% ?BIBF tyge ofhigh leref ?%‘E‘H‘e@és a
model t otht Cocdlilctbe)\lmdywttbd’neI&styﬁéﬂ{diﬁm@moa%ﬂﬂeﬁbéséh@ﬁ{v%nﬁgﬁ‘t result in

t he eral | tem (?e ults d abase 166. An ap B@I cation progranm ng
i nterface 16 {; ijb‘ﬁ‘ir?:tﬁlo o ¥ Plss e high levelmpodels khqvnngbnqlucrmnpcawnw th

nodel daetrﬂit;&s&séaﬁg stepBofRHalMA Lo RRLs z'hﬁglgrfsg m%ﬁsﬂ{éﬁ%@%% &ys K&”}? a%d}) %wor ks

in conjunction with an application pr
gr aphi calipomelysmﬁ%anad@-w@amly&ﬂzo&, dlectomlltteieapeftdﬂetljasﬂmwﬂd&epbﬁhlemaﬁ

| ogi c prege LN |ca dot i ncl udi ng. expert

correl atﬁ%n%%%ggexré?g uzag Fg%lgeglciiﬁjg Cﬁﬁ%%r% 08p a5 npsbaf %@f‘ﬂ@}’ploﬁuiuce
vul ner alprbédsyinges aldasa ﬂa&%@@cbrai @eaPith CHRTUSRESs 208 | the
cor r gpat ed results. Al though FIG 4 represent sS a h%fﬁ%pexggg S)thefn S(L)\%lgrng

Pt GPITERRPRy §ﬁP0réb??ﬁobﬁegﬂr§rate<ﬂ inglughigyownet @xiam en afgrapidca yiser of
h| h | evgi rfaETROA QR hédre th and t d of
t hg pr eser?t [ nvent%?lo%(CELﬂ; aguLg, RQSE%QQ} %%f%mﬁgo%taﬁer WQ%ETT%‘O&%S

| evel noHerd. Elkogialeg lﬁ@t@racemwﬁtm digtslevelmiody eimeiss it PIGs 5 pahed the E&l&i@éea
sources gQQn{ & L&hp@e syts%%:"gll;}ggt 11‘1"(’%1:{et1‘| ang %1zsz¥§ct)ge1£n P (I)c%:tssuc%%ldzggfude tf?e individual

tool processing and the multi-tool correlation.

25 FIGS. 7-10 illustrate in greater detail a graphical user interface 220 that can be contained
onacomputer screen and used for interacting with the NVT and determining the vulnerability
posture of a network. As illustrated, the graphical user interface 220 is a standard type of
Windows™ interface. A system design window 222 permits the display of network icons 224
forming a network map that is representative of the relationship among different network

30 elements and nodes contained within a network. Respective network icons 224 are linked
together in an arrangement corresponding to how the network elements nodes are
interconnected within the network. As shown in FIG. 7, the network elements can be linked

together via connection lines 226, showing the interconnection that exists among actual network
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tool analysis 204, a nmulti-tool analysis 206, the tool -to-expert analysis
208, and _report nedia 210. The tool-to-expert analysis 2 prcl ude
t he DPL-YOA¥80245 part of the fuzzy logic processing in gé gftggi/?hct base,
and use with CERT notes 208b and an expert system 208c for 20 expert
correlation. Reports can be generated, including output as icons on a

gr aphi calelassants anchheddsadbe systeth,dedignEXoEbwsI22@ASFEB8lthe RECESSardiflernetwork
Configuratio ose skilled in the art. FIG 6 also

i |lustratds’ gﬁ%?"ﬁ@r nom%r#ePét} |12 BREWATK Giew; $33ront heright hsndm@f Uhhevmdgwsro
used to mwumt@a%fj@bshee BUNRINRULC A %&exﬁ%éc‘%éﬁ% béndd S5 Aoy 0“

i nclude the individual tool processing correlatl
FI GS. 7_Foopqriesefmgteoikelements.er detai | a graphical user interface 220 that

can be cont ai er screen.an eractjng W|th t he
NVT and det er %%el anH? Y x\%’?&‘ r PR TR X Wd‘f)%gl?‘tﬁgﬂtj‘ts uéerﬁéieﬁﬁgﬁf the menu
i |l ust ratoedpnsfmsgjeapdhneta&orldsﬁmdnm @1C¢ 829, &2DhdsSustr SdiRdpidnd H%el@cf_tm the
W ndowsTM i nt egy%c %st em desi gn wi ndow 222 permts the displ

5 “eF‘?S?]H‘n

net wor k iCORS gerthe t i Pansinyitytipndata neagnede m@ctq Ve the Zxdmeple
rel ati onshownafng, S Gl RN RRLIRE i3 SHETRAL A %Hé?&'ﬁs?a? WAL NEdtleln "

a network. Respective network icons 224 are |
ar r ange mEffrelcB PR s§sortdyiHyaprrontaetQlkay nBarwtnmk and Ble&mﬂisbmtmdles ar e

|t er qonnect e Wil P REIELIRE As SO ha ELGood 1 the neppord elerent

can be linked together vi connec

i nt er contew¢ ery steleatabbxmﬂhe’rabm)}n @r(&ﬂésuﬁir SBREMRY K vuldbrMRiB 1R824 a network
PCT/ USO1/ 9310§ cﬁr‘r&:}ﬁ %gd node The system desi gn w ndow 222 shows on
the |eft “SFHET ShR7Yt diie? fise Rhows B retworki medel dingreesitathe cantaltwirandthew

232 on t hstefcofhéctdtbitidies @R p@gsﬂglg %1&%\ REGWaf let fle! ﬁguiggxt ‘9]1‘1%0%4%{1&'} Swhich

networ k npdel . A manager w ndow 2 i's opened an spl ays proper i'es of
net work @lse ﬁ%%wgﬂlesxew%ﬂ@@@vmt@pcsmmugh Wrwtw,rlamnd ofiby{thms) N2dallys

user I ions for efwork_ el enents
(Fi G T e g B s e o PR A0S By SR enE SeSERSH TS of
network el eneriter thtsectsp pbstin Hap bé@resthblishedthAStg hRE s{enQ d@nd rdpedelitive
exanpl e OH;I"I Wnrs| n E{VG %é\% can be sel ected for unclassified, sensitive,
conf i denf} 21BN Tiskdjeby otk elerenits capy furn celozy, sueh asggdsibe hab 2321 Rthes selegied dqons
Okay, Rane@mtand (%ﬁaalﬁh&c%t&r&sless@v@resrgk%de QQE\ £RE LAl e%{lgg?\;m%?p

up w ndowébox 250 is shown in FIG 8B and can ave user se
vul ner abFIG2 ¢ 2pA 85 Itiscppssible tb@qsb@dqdvge@ ayorivktha bt dypqrtiofs dfehofetavorietosdd k

el ene ¥e he net agram wi
centr glb %E B:B%g%‘d tétglle ye(r%tltogdr %%ﬁ%ec%\%étm %ﬁr §'S Ivt’j}legﬁﬁgg’s ide I“galf“hﬁf’ssébqﬁ@t then
edi t theconragen ling coddvtidB4ednt yélksy tan Rhte PSR cohhdidn bEvdalelhdnts.

di scovery to hro p riate selection of buttons. Naturally, 15
net work i consggﬁbg‘h‘ {érgtegﬁt@g‘ ?%@WQW%W&@?Q%W%Y%W@ rRadablg icvesi gn

al t er nat ind#tive of vulnerable network elements and icons. The overall system model is shown as

part of an open system design window. However, a spreadsheet 272 is illustrated and a NVT
25 risk assessment chart 274 having slider bars for risk assessment. A risk analysis window 276
showing the top five risk analysis elements is also illustrated.

FIG. 16 shows in greater detail a class hierarchy with the Class Names 280 as public
attributes and private attributes, the Aggregation 282 and Association 284 of Source 286 and
Target 288 with Generalizations 290. FIG. 17 illustrates an example of a system class diagram

30 with various components identified in the blocks. Naturally, FIG. 17 is only a system class
diagram as is known to those skilled in the art and is an example of what can be used for the
system and method of the present invention.

Referring now in greater detail to FIGS. 11-15, the goal oriented fuzzy logic decision
making is illustrated. Asshown in FIG. 11, the system model database 138 and results 300 from
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After the security posture has been established through the system icons
representative of high risk network el enments can turn co RrRisobbs as red,
the hub YV ¥er selected icons could turn yel l ow, indicative of a |ess
severe ri sk node, such as the HP4 node 254 shown in FIGS. 7 and 9. It is
possi bl e that shaded areas around the node or portions of the network coul d
20 be coheoragertse netwpek Ivﬂmdrdild]i@rahﬁalﬁswfpr&%ﬁﬂ@raréic%ﬁlb\lﬁﬂdnﬁf%@meydsﬁxg bh IS
al so possiﬁ)l t hat the .co.nnegtion line could turn red or yellow to

i ndi cat 8PB CS§8PS ROSHER TR aGe a7l @insrearglatiortadorme datd facibase 32 through

vul ner aldhta fuyYzipesidH, EGH¥AI RERWed 4 I i i.con

i ndi cative ofzvul ner abl e netmr@zéfgﬁgn%h?#d%ﬁgat%’%ggg%%zy ‘%%%%“5%1
nodel i 8eBfrsturuiss 3040and fugky anidepeal regssnig midsi3g6 tavlatclonine Hoveverity fosture
spreads iS.Jq | ustrated. and a 25 ri sk assessnent chart 274

havi ng ?F?h%tr%] lélrbgs o(%nﬁﬁteg egxsuénggmltg.}ﬁA ri sk analysis wi ndow 276 show ng
the top fiveTheSkzanidglsipo@kEAE N Sthi: Sprabe® ihvdritdh! @de8 Hath rGiod BediQUS1 1 N
greater detail a.class hierarchy with the O ass Nanes 280 as public

at t ri buf ¥EOURY 2P IVETRca e Bl techniquee  Aglrewate heseddlledin the sticevdénial 284
of Sour e@s@@fg andechbagdah wifich ks %ﬁﬁé’ I I ElG. 17,11 1ustrates
an exanpl g of ga ssst em cl ass di aglrag 30 r\?m&%@%/déﬁ{&gtu%%gg%%an%ﬁ%%h¥pcf’etHn?sfsfi ed
in the Bhergeylt indemrarf o rejection of the Sypethysiawithst @nail dssee dficagfidenas The

kno t i Q. t f and is an.ex | e of what can be used for
KR! el R kol o theecl iy Bior o 0t T e Bl kot ey st or
det ai |  fronFtheSstert addtool findingafor esdhenitath, fHézaby Ih@?ing tHeGis nOLbsedIRiEh ht S

at abase 138 and results

il 1ustrated. i_%esho i ne FIG 11, the system node : .
300 from © _fls (?f}’\ggﬁfﬁ “BEFF fPG@IWﬁh@f thespetert trea mettiggl criteria. By
vul ner abippling aasRabyGiteriPfRInANE, thE Syt BbNedidA0ek&n }:)Jx?hﬁgl reduces &lé? a

applications programmng interface ‘and expert correl at to Torma

f act ba%rgﬁ?s% vdghtial geasaningap praviqushnbeeGuadd orhegiotmdevfelippy mubidfisensor

deci $5 0fath i 8Sn, ARAN &L EorhHR! inference. network rules 304 and fuzzy
evi dential reasoning rules %‘gbz{lggaéé%grtﬁc:il‘gﬂuﬁénglezéﬁﬁ?vgWSEW@“‘&?S&Ga
net wor ktyPasbteystam knewde tethnseskdlegon e 308 fuyELIRE, dyvdiOSHIbYNASRSThd@s@f t he
present._iny g“ut%rzl us%ngglta fusjon, evidential reasoning and inference

el v eSTBDSS JEEPRSS 6 1 AT Wiafe exjdenceipr gemygnaget of

net wor k™ t echni queg

r easoni reguirsmantseThiB regbres Porehiiflly doadi®inglenighARLAE réd]ﬁ%daﬁ%?%&m?%t
refute argllven hy %téhem s. The result is the proof or rejection o e
hypot heST&° WQ‘H‘“%&* MssPRclysignewithfavabaltle detaceventhié isiocdropleie. | ogi c

processi ng othd R&uPL&SENthel BUENE : . dential .reasoni ng to accumnul ate
evident fromthe sycgltsem Snrd to%: wfhlhgl ?Xﬁtg %o%%eg‘%ﬁugf ﬁ@r uﬁ,gtyt ?lfeglgb ta

mer gi ng?¥aebleypad émay besenesaty wapeaforindolitorsi refinempni ot thefavaitfbds @te griot he

conr o By 008 RLSTNS: BB Rk L B SURLLDE 2 500
t he the data. This refinement uses inference networks and provides a method of reasoning about
probability using heuristics, thereby removing the need for extensive a priori knowledge. The
25 relation between the goals and potential security metrics encourages cross fertilization. As
known to those skilled in the art, the fuzzyCLIPS uses fuzzy facts, which can assume any value
between 0 and 1. The result can be viewed as a two dimensional plot of a continuous function
bounded vertically by 0 and 1.
Data fusion is used with the system object database, data results data fact base.
30 Intelligence data fusion is a multi-level, multi-disciplinary-based information process to yield
the integration of information from multiple intelligence sources (and perhaps multiple
intelligence disciplines) to produce specific and comprehensive, unified data aboutan entity (its
situation, capabilities, and the threat it imposes). Data fusion provides information based on

the available inputs. The intelligence data fusion processis typically partitioned into four levels,
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search base. Evidential reasoning has previously been used to perform

| evel -one multi-sensor 15 data fusion, and is a common gl ni ng
t echni qu‘é’qorV‘SMsz expert systens, such as the type of sggﬂgrsr?]ﬁ(ﬁg\g/\gm to
those skilled in the art as fuzzyCLIPS, devel oped by NASA. The result 1is a
set of fuzzy evidential rules whose purpose is to accunul ate evidence for a
gi ven setlessfibeq sylablehbelow. This resol ves potentially conflicting,

anbi guous and redundant data from expert correlation and draws concl usi ons
with avail able data, even if it is inconplete. 20 The accuracy of the

result is contingent ufeBlEE THBOEVEYSaND pusmpdarsadr rhg data avail able
and it nay be necessary t erform additional refinenent on the avail able

data prior to the applic IGENCER HTATGIEODY BRESEPRg, whil e al so

mai ntai ning the probabilistic nature of the data. This refinement uses
i nference networks and provides a nethod of reasoning about probability
usi ng heuri st cPatafupiepverenovi ddesctiptioreed for extensive a priori
know efige. THe| @bjeceRefinenteribet weenTidnef@Raldat-ARe RRERRNt BhmaGFUl 11y |[NELTiCS
encourages crogs fertilization. |[As. known to those skilled in the ant, the
fuzzyCLI PS uses fuzzy facts, whilcKf®%ifeassume any value between 0 and 1.
The result gan| be viewed as a two. & ' 0 inyous fiuncti on
bounded vertjically by 0 and 1. Dat gae?ﬁgfwgée’%é%‘%%hsﬁﬁggé%em obj ect
dat abase, data|results data fact| dyeseposiBon, kimerhdticgenatribiates fusion|is a
mul ti-Ievel, nulti-disciplinary-b, d i nfqrmat.i.o rocess to yiel t he
integrationjof|information from rﬁajl ?IWeéaﬂﬁf%?l?]?‘g%%@gl%gvoﬁﬁéjéEg?% per haps
multiple inte]ligence disciplines}inatioppestese specific and conprehensive,
uni fied data apout an entity (itjs _sjtuation, capabilities, and the|threat
it inposes).—Bala—fusi-on—pr oviﬁd.%':' Fﬁﬁl}ﬁsﬁ]ﬂ? estinationdd object idpmtitsty aj | abl| e

i nputs. The iznt%ﬂﬁfﬁbé’é‘r%émﬁ%‘leﬁtnsﬁ Bavelericdassription gfisugnent selggtnmshipsoned i nt o
four levels,, 012 WO 01/60024 PCT/aHg).% i N, Tab 1 bel ow.
TABLE 1. THE LEVELS AND PURPOSES OF @@Mﬁ%@%ﬁﬁe’% PROCESS
Dat a Fusi on|Leyvel Description 5 {kn@bpeoenRefi nement Transforns data into
consistent firame of reference | Rgfi nes .and_ext ends, ig ting, estinmates of
obj ect position, kinematics or attriBuE T2RTHIePL oSS Y@’lﬁﬁ] ects fo allow

application|of| estimation proceststriBafibmast (08 288 tHatkdd Qiitkh aqkj ect

identity 2 &ituation Refinenment | Devel ops description of current
rel ati onshi ps events and activities are associated with

environmental and performance data in the

context of an operational problem
3 | Threat Refinement * Projects the current “situation” into the future

and draws inferences about threats,

vulnerabilities and opportunities for operations
4 | Process Refinement * Monitors process performance to provide

information for real-time control and long-term
improvement

* Identifies what information is needed to
improve the multi-level fusion product

* Determines the source specific data
requirements to collect required information

* Allocates and directs the sources to achieve

mission goals
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anong obj ects and events in the context of the environnent A synbolic,
reasonin rocess by which distributions of fixed and tr Led 1 €s and
event s aﬁ'&’p‘ﬁﬂ?z\‘}ities are associated with environnental gﬁﬁﬁggﬂ}orn&nce
data in the context of an operational problem 3 Threat Refi nenent

Projects the current "situation” into the future and draws inferences
about t hreat s As nagéchbefabd, NVT esmibings oupasie tdsi o $lat0 FroaP 8latipR RS ufte S WORIESS

Ref i nenment, l\/bnti tt%é.ﬁgﬂr 0Cess {éﬁ{forma_nce to provide information for

real -ti m GONtPor PORRP eionor Ay Bieeratse view b @t natverkeghwystenns seqwaity on

i s needeg@oit@re. INWT p¥s/idde ¥t With h@uBblefUs) /L L] e _source
speci fi c@dat a re 8i rémjent s to cgl I ei():te e?@gﬁ%}?lggp@%%nﬁgﬁ%ypogﬁ? %Jgaa?zglyand
di rects FYRECTE O SEEE™: ¢esih ipad enablpss Hieontgperfan 3w 101460024 P EThBMRLEG3105

As not ed ,bgH Rk Ece, | fg”ti I es of a, frommultiple
sources, "wi th ot %Cg%@ﬁﬁa e g’rﬂr?rrat%%{glﬁrptoge?fgg%“gﬁaﬁ“ﬁ%%‘roﬁ’r'&%yéﬁnbf a
net wor kedr syptamedisigmecurity posture. NVT provides a user with a sinple
expression of ;the vulnerability posture of a given systemor system
design, and enapTa &Fhséeﬁ% eb‘é%ﬁg‘i’%ﬂsﬁwafs Ff thegraPysy dnpblity Asersaiat i, 5
per f or marisleanaipsls € @i FBREN R CURESSathéOhid:BRLBH! RARe4LL, F&h il 0%, 27H.

i mproving the system or systemdesigh. In computer security engineering,
sensors HngOWREt &iogn thepeieplsiiake thy farmseldone gualiative aridsquantisdtiveidata, 00d s,
al ong 194 Lhvidtpes BmatOrGAt dfEreh N L, peeded, fromthe, yser.. the
resul ting outputs from these too gg?gak%@tcﬁ%%f%eﬁr%g%?i%c?f‘ﬁmﬁﬁ%?%t@? Phis-ERh
quant i t aiterestaae she nedes 1@ negwork (gompufiog Rpdtamf, emidi ks, endludi@pdorGwafepr

conput er i gi-heer i t.he objects of interest are the nodes in a
net wor k f%g‘gn%%ta%‘ﬁé‘g%ys@ S Rruatonet ”ftﬁ%eséalg SR ASeSTRTN Rl ey sramatRas & the sesmrifar e

and dat asysldmeoss donghitamedioikite@mest thitimaht BSSQISMRING cRise hhgn YEBKNS §§§§t‘yi n

the security. syste f a conputer network segnent that m ght be exploi'ted
to causeuﬁ"é%’rﬁ’(? ay - secrecy,

15 Assessing the risk faced by a computing system involves an assessment of the threats

faced, their likelihood of occurrence (exploitation), and the expected cost of the loss (or harm).
Finally, the network (computing system) can be refined based on the results of cost-benefits
analysis. This requires information on protective measures (controls or countermeasures)
appropriate for particular vulnerabilities and their costs. The cost-benefit analysis seeks to
20 determine if it costs less to use a control or countermeasure, or accept the expected cost of the
loss. This leads to the development of a security plan to Improve security of a computer
network system.
Table 2 contains an example of a first partitioning of this data fusion process for
computer security engineering that could be used with the present invention, with four
25 processing levels, corresponding to the four levels found in Table 1. As illustrated in FIG. 12,
inputs to this process would consist of the object model database 138, results from individual
tools 132, 134, 136, and other contextual information. The different data fusion levels 1-4 are
indicated generally at 320, 322, 324 and 326.

TABLE 2. INITIAL PROCESSING LEVELS OF
30 DATA FUSION FOR COMPUTER SECURITY RISK ANALYSIS

| Data Fusion Levels | Description
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integrity or availability. 15 Assessing the risk faced by a conputing
systemipvo an assessnent of the threats faced, thei } A d of
occurren@g({lkﬁ%l"oi tation), and the expected cost of the Ig(s:Jg gfrldsfli:%(r) .
Finally, the network (conputing systenm) can be refined based on the results
of cost-benefi ts analysis. This requires information on protective
measur es (cont r Noge MatLount er MeasneS QR dALs ]

vul nerabi | i tPi es_and their costis. The %:Ig;??%éﬁgfﬁoﬁglgtﬁgf{i/ﬁgBgfeeg%gg{eo 20
determine if it edReRentess o |UsRefinememt philateat hemeteonirasiadevel ¢the a¢cept

t he expected cjost of the |osg. ' to_the develo nt of a security
plan to inprnovie security of a cog?;eglus?g{gﬁgné‘ft\?\fjsrekcmsl?sf%ﬁbﬂ%ﬁl e 2 confains an
exanpl e of a first partitionirng Dhtatthirs nddtiplefitisis 0BorpelerRaSssigied e omput er
security engineering that coulid be used 'tg tcﬂe present_ invention, |[with
four 25 processing |levels, ccr@@é‘f?&ﬁﬁ?ﬂ%\“i‘is ang oSSty corpliped ateaghd in Tabl e
1. As illustrated in FIG 12, |inygets to this process would consist of the
obj ect nodel database 138, regults fromindividual tools 132, 134, 136,
and ot her contlextual i nfornati|cnRefirigs th gstimasinn of abjectfideritisn - netvedrk 1- 4 ar e
i ndi cated generally at 320, 32 ce ...LNL TI AL PROCESSI NG
LEVELS OF S5 TATA FUBl O\ Fer GO E?eﬂ%%&%éf b reR-ShaxeErs oot fusi on
Level s Description 14 WO 01/ 6()@2dsiREp tISOKDT) siifibal appMetiendatdatabks@nsf or ms
data into consji stent frame of ragfglgi nce Refinenent Refinenment of data at

t he networ k{node-1|evel (the ()b]g for conputer security data fusion)
Data from myltliple tools - correVdhedb(asshalpadat Bis 1BAREOR h&lyet nodes) and
possi bly conbijned at each node Refines the estimation of object identity
- network hgde—{wor k%frag on) | censtitule Situplionf assessment . consisting of an CS,

critical appfi DIPsHE Segmeptr At skefingmentioh the s\ tnaradlshd ndtwognal ysi s|at this

| evel does hot| y@inenfegpst it ut e ;situatLon sspent 2 Networ k Segnent
Refi nement of |the situation at téﬁg networ(%ﬁ’tse e?fmestreen le‘éeel ment - | eve
(system of -sygtens | evel) * Develops description of current relationships

among objects (nodes) in the context of the
environment (a network segment)

* A symbolic, reasoning process by which
information about entities (nodes, network
segments) and environment are associated with
evidence about computer security goals,
requirements

* Combining tool results at the network segment-
level

* The situation of interest is the assessment of the

. network segment’s vulnerabilities or exposures
3 | Risk Refinement * Refinement of the exposures and their potential for

harm (risk) within a computing system

* Projects the current “situation” (state of the
computer network system) into the future and
draws inferences about threats, vulnerabilities and
opportunities for operations

* Based on vulnerabilities, concerns, context, cost,
threats
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Devel ops description of current relationships anong objects (nodes) in the
context of th envi ronnent (a network segnent) A synbol bﬁﬁﬁsﬁﬁ@?@ ng
process B’VWS% i nformati on about entities (nodes, networ segnents) and
envi ronment are associated with evidence about conputer security goals,
requi rements _Conbining tool results at the network segnment- |evel The

situation off interest is the g SeRé&fsERHnt 6f a 5f36m BELYRWIHREMENT S

~

vul nerabilities or exposures 3 Risk Refinement Refrnenment of the eXposures
and their pdteptial for harm|@feaKication pf gonirolsdhpireingee @esiranorePr oj ect s
the current |"sjtuation"” (state vqlﬁngrg&ﬁhﬁgsorrputer network systen) into the
future and |draws inferences gbout threats, vulnerabilities and
opportunities for operations Ba&"@sddon/cvuuhtggnedsiéfis_tctoexSporf[éﬁtgfca?n:S/Sf:)nmt ext,
cost, threats| 15 WO 01/60024 |P! IU,%S%] Olg ef 1 nenen _ D
design with|the identificati onqcl)- STy %é“ftoﬁ%‘fm?réﬁdt‘?ﬁd%@ BTt e |
vul nerabilities Based on counhemavebfision@rpan@nts, cost Identifies
what i nforr’rqlt ion is needed to|i r'%)ro_ve the multi-level fusion product
Faci | itate |-eng—term-rproversnt—3HRIRONgermimpgoyement of Hetsysttmsi on used
in the present invention provides a conceptual framework 5 for addressing
the problemof nmerging results fromnultiple vulnerability assessment and
risk analysis tools, expert systens, inference networks and evidenti al
reasoni ng ar eMidledhe data fygivrensedtin thepresesit dnventing gpéddesdedieg@al fothework

I ts. L f  fuzzy decjsion technology,. in particular,
Fuzsy. oxiobr e e oo o o R b S P EL MR b it whsmsnt and sk

analysis tools, expert systems, inference networks and evidential reasoning are used to

implement the fusion concepts and merge tool results. The flexibility of fuzzy decision

technology, in particular, fuzzy expert systems, offers the means to address these problems. A

primary benefit of a fuzzy expert system is its ability to use and assimilate knowledge from
10 multiple sources.

Fuzzy logic provides the technique for representing and inferring from knowledge that
is imprecise, uncertain or unreliable. Similar to traditional expert systems, a fuzzy expert
system can represent knowledge in the form of a system of IF/THEN rules in which the
antecedents, consequent, or both are fuzzy rather than crisp. Fuzzy logic is used to determine

15 how well fuzzy facts match the rules, and to what degree this match affects the rule’s
conclusion.  Inaccordance with the present invention, an inference network is a hierarchy of
heuristic rules that can propagate probabilities without requiring extensive knowledge of a priori
probabilities (e.g. Bayesian networks). The heuristic rules can be developed using expert
knowledge on how the probabilities propagate, allowing conclusions to be drawn with limited

20 knowledge of a priori probabilities. This results in low-level discrete probabilities being
accurately reflected in higher-level conclusions. Probabilities of low-level events (such as
probability of password compromise based on lifetime) need to be part of any conclusions
drawn on higher-level events (vulnerability of password).

Initial studies of NVT uses accumulation of evidence to modify a fuzzy-fact and

25 represent the change in state required by the current system. This state change fuzzy-fact is
then used to modify the system and the new state is fed back into the change of state rules in
an endless cycle, using global contribution. FuzzyCLIPS allows the definition of fuzzy-fact
types, but only one fact of each type will ever exist. Therefore every rule that manipulates that
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primary benefit of a fuzzy expert systemis its ability to use and

assim | at edge from 10 nultiple sources. Fuzzy |ogj .des the
B0 oy PETRSRYIIR

t echni qu%’ presenting and inferring from know edge t I'S 1 nmpreci se,
uncertain or unreliable. Simlar to traditional expert systens, a fuzzy
expert system can represent knowl edge in the formof a systemof |F/ THEN
rul es i dastiiyreaaturdly madiSieea sintle fadolksding enbccuatulitidofaseidhugzy rat her t han

crisp. Fuzzy i.c s used to.determne 15, how wel | fuzzy facts match the
rul es, and tod;@E%lt C%ﬁ“&?é@‘% fd ?‘Facf‘"gﬁha;{?%é’f EVi95as frage dead g Jaray-LIPR
accor damehoddlbgyt thet definesfngzyi-fave MpreRntias difféfré{tﬁ{iﬁﬁrdlﬁﬁt?@{alfesi Bhie HcRMATICHY

of heuri st'k%ﬁ; ul es. t hat can propagate probabilities wi thout requiring

ext ensi V&° R 8%‘&31’8'?0%% AgTynulghem of PYidencesto(asqyire Bnglwilues reBeatiorekik.
The heéurbstéd & stesh'© SubRFabAEy ey ek AR MSLG: (Pl e z}ﬁ%ﬁedc%erpg r&ieﬁl?d%ﬁtggﬁz 0
0 i m

probabilities propagate, allow ng conclusio e drawn w
know eddée 8ffuazylogisiongpbivatshisi limiing tieecngsutotastinite umibdr ey@icled itselte

pr obabi Iahg{],ﬁgg- ' : I | ect.ed in higher-1evel conglusions.
Probabilities 121?6 lf&glv\cfo evﬁ&ge%féﬁ?hoc g‘gs be&?&%@{g@? 9"%“5’% LRGFafion of
conpr onMdboanedlondd, rfidwiliee thisetkth@lddezyta btcu@hulaRyviRAed s ofles bakeayh on
hi gher - lk%\é%:l deﬁv<fa_rnt s _(vul.nerabili t%&gf password). Initial studies of NVT

uses acCURLISEEE T bPe ROk RERUAL 3P MW&%?WH&&”&W@P@W@@@M& he
changé irensshiagead agiettir@gudyn ISR Yhéts e SUBISM sgp#ﬁ-tﬁ%%% 9&?@.{9? a given
e ate vs Ped back

fuzzy-fact is  then used to nodify the system an ew st

into t hg‘yBﬂ%‘ﬁﬁé die deatlbisrthe @soofror miectionibbte hymitessiuwithg: giralbabegree of
contri buph@ncEUzzyCLIPS all ows the definition of fuzzy-fact types, but
only one fact of each type will ever exist. Therefore every rul e that
mani pul at es fmidel kaewiaOge 19xBHa026n PET/rbiS0RH0B1 B ubaot statRRy athwddthdnts to

nodi fi eg Q5 .fact, leadin o accunul ati on of evidence. ( obal
contri bé%l on lgtﬁ%?’lc{éegg?j i B &?%oéoeéeisﬁgﬁ@em?%%e Tegyyemgny. EhisAemqrptates

net hddohkesigyng datelattin leesednihe Yrethcbsve SeRtdvaCe @i heEERTsVAY] ;%]L ity
states. These facts wl use gl obal ccfn fri%buti on aér%dgf accurru?)a&tjhldg\}r?le !g

evi dencE UHAEGUIFR RIS nspding to BEing dirg databasg and seduitamendtiassglalad wbstribution

vul ner akickd t acdunBulateC¥i880ET AlushSAIOR BR: i e hod.,refl.ects the
wel | -defined use of f uzzy 10gic g%ﬁt?‘olpﬂ%y@t?errs, %ﬂlscr’ﬁspf”r‘l’é e valaegthen to

a fi nit 8ranylAsdy obthegpalsakirectiy frapattothe gadrwdaviity@f ithe dsSessthant QAtthe H@USInyent
FuzzyFugy; el oped Harris Corporation of Ml bourne,
Flor ) a DAY SRS RESRAQE UR RBEE Bk Ao TiCR Gh T Seacods PHORCE LR & s
bas ed0 onriektaiedlapgogmch toabtasiingthe reQ0td i Hile BXiRelihityg thOuRA LG A inference

FuzzyFugi onTM wi I | enpl oy evi dential 10 reasoning as a technique in which
facts aEe Ghfrerddosy ‘ﬁé’%/ %ﬁé’g‘é?f&draéfﬁf’?ln@sadépﬂéﬂ' hypot hesi s. The result

Lng Ihgeﬁ(r: gf)f OBt ek@hfltof ﬂew%z%gﬁ%gﬂsog gﬁfpﬁecw/vgth n@ergﬁ%ttgélr}egﬁg g gorg{)uter
security uses the combination of results from ANSSR and ISS Internet Scanner, two of the tools
currently used within one aspect of NVT. The outputs of the tools are both quantitative

25 (ANSSR) and qualitative (Internet Scanner). Fuzzy logic allows the system to represent both
data types within the same system. Then an initial hypothesis is formulated, and fuzzy logic
is used to gather evidence to contradict or support the hypothesis.

For this example, an initial hypothesis could be that auditing is invalid in an existing
network system. The system user then exercises the ANSSR and ISS Internet Scanner tools. If

30 ANSSR supplies a number 90 (out of 100), that auditing is sufficient. Fuzzy logic allows NVT
to account for this as strong refuting evidence for the initial hypothesis that auditing is invalid.
If Internet Scanner supplies the qualitative data that User Access is not audited, fuzzy logic
accounts for this as supporting evidence, which is combined with the evidence from ANSSR.
When the tools are finished, the contributing evidence for auditing is represented as a single

17



Initial know edge extraction has resulted in the use of security

require t g accunul ate evidence, i.e. how well does g-~sXRbEsseeet the
require 0§{6M%ﬁi s denonstrates 15 a strong correlation get ween t?:lg‘eE

met hods of verifying a database (e.g. AFCERTS) and verifying security
requirenents, leading to using the database and requirenents as gl obal
cont ri bUttpaihtact thet provisiea e auensiuat o hewi eelh aediting idisiplamesteidn FI G 13. This

aranutart by PR e BB e Hatls Camticint Melbprmgriorife bggmeans
det ai | edoawnsdislagroahd mdrge the Geiils alf in@hbBv deR&End® PR AL %Qgﬁgj@as,a
|

goal 20 orientate .atgp ach to obtaining the results while maintalning the
use of &PRIPYRY! Féﬁ‘@émt‘? @ #RHieguerorknia HasticerFuiayiFusienPhis deedopesi to
" Goal -haspienrétfil@Nels 16088 26%80R! tusfy { | Do |18 ith
mergi ng tool resul ts i n_conputer sgg%%tﬁéégcgs it Lsgeighrﬁ}lg%??eghsegga%?ﬁl ts
f r om ANSSREARFIIISE eakQriansed Bran hegic DenvicofRuldsdusing FezzyQLIPS Miish desdnes

wi thin f e gutputs of the tools are both guantitative 25
(anssry e ABRERE e T, o e s R STt PR Bt ey e petion
t 0 r epr eseletstyyolihg oflidtcaetulpas cath Riod ahd®oSaHBseSHSIhO l&@%ﬁ:ﬂniaﬁ-bﬁ is?étem

hypot hessies i.s formulate nd fuzzy logic is used to gather evidente to
cont r adi- €T &Y pécglbrﬁo Uy Y355t pRfaina sipple expressian afe cecugity pastuteaf a given
hy potiite sbsputink Gybent, batyavei ddsig hid iRy 3k MR XLkl LK
system The syst(}e’m user %’hen e;{egfglci sesC t%lé ANSSR aF\ Fgg&%%tfoeﬂrqﬁ%\\ég%%%er
tool s. [Perfospangesal cypyrmessereadger 90 (out of 100), that auditing is

sufficient. M ; i to agcount for this as, strong refuting
evi dence for @g%émil%%agﬁs%éywﬁ%gu?lﬂ%t Cﬁﬁﬁ’lof’%tgar?}géef%%ﬁof grplepmenting then et
Scanner fissigpioilesls dfalatpiaisionzbi aenplattasetiiaty digaieeAGE IS the fip@e iBEMlit@0ihe
fuzzy | QQJkCof ggaunt s, fokf this. as. supﬁorti ng evi dence, which is conbi ned
With the evidence 1o o ANSSR I RS ParioRegoldo dissrate Fsknergpatapien of Expert

cont rlisb@drrefationmi (s Frimewatd Mdrpd Rufes], SRIZSS BREREL@SNBrIrR Fhfles, Ja%dVleﬁz
01/ 6002 P@/,U 01/03105 fuzzy fact that provides a neasure of ”how welt
audi ti né"? HApIRReHP e Huleraddniergs thepTablams advitlo partrisy stersring c@opp@tiandlon

of Mel beupBsionFlPhisHa el < 0 L dat e d.nerge the results of
vul ner abiu?i'ty assesS%S%?ggtﬁgqﬁogﬁvggigl%g?lg&%%%f gf‘gq%srlr%ﬁ‘(g%é%% fef?f)lr?l‘%f’ﬁe"fl\l\/'l'
into a @mbigusds/ epélictingldutpand theuhengingfaf ey $hiohpicue Yk epadd tresud in

i npl eme e nd fusion.. FuzzyFusi onTM i s acconpl i shed t hrough the
use of gﬁﬁégzéz/ e§te§<yps%r éi/aéctaéﬁ]e(a%%ll Q Ei”é‘ﬁfrbg&‘ﬁfh??? largg i cormaehaaisyis msteay)
usi N@OF Eray@its BShiswhilatecagsbid@scribdiebaddtyput s of the various tools, user
concerns abobg %%/st emrisks and vulnerabilities, and expert understanding
of the resul t&@Rfuzghicatipn3l0 caRyentite rasalieremithe indiyidudl aninerability esseatonon

Slouri g pook or oot SRk T e DR DR R B R b can
per f or mPysteRtMpdel (GHH).yei, system objentmbdelalatdbase 138, into the (FuzzyCLIPS) Fact-Base
302. Individual tool results (after fuzzification) and the CSM 138 are exported for Expert
25 Correlation processing 3310 (Data Framework Merge Rules) to resolve system information and
integrate tool output based on security expertise. Expert opinion can be used to determine the

specific fuzzy values attributed to the low-level events.

The Expert Correlation (Data Framework Merge Rules) 330 is a collection of fuzzy expert
rules to performnode-level data refinement (Level-1) ornetwork-segment refinement (Level-2).
30 Theserules correlate and consolidate the (fuzzified) outputs from the vulnerability assessment
and risk analysis tools, using expertise from security engineers. These rules leverage extensive
experience in security assessment to resolve low-level systems data and tool results. These

rules resolve system information and integrate tool output. Expert Correlation Rule processing

330 can also transform low-level data from the CSM and tool results into highlevel conclusions.

18



performance, and counterneasure trades. FIG 14 illustrates the NVT
FuzzyFusionT nponent architecture for inplenenting the I | evel s
of data m?%ﬁﬂor conput er security engineering. As the f"Fg’l}{Sgi"’}’w
illustrates, the task of nodeling security expertise is partitioned into
di screte tasks. Separation of Expert 15 Correlation (Data Framework Merge
Rul es), Eoweganipdd,er ence Network Rul es, and Fuzzy Evidential Reasoning

Rul es addresses the problens of brittle expert systens and conputati onal
explosion. It also segregates |ow | evel data correlation and fusion from
the resol uti oIF afditiagi el fhesOnhdd cting data and the nmerging of results
into one picture. This should resuft in fuzzy expert systens that are
easi er to mai N e vt daveisingt beckedmpr ehensi ve system 20 El enents of
this archi tecf;m%cgﬁgﬁé oed; el ow Data Fuzzification 310 converts the
results fromthe 1 ndividual vul'nérability assessnment and risk analysis
tools 132, 134, 136 into fuzzy-facts, and stores those along wth the
Common  System Model (CSM), i.e., system object nodel database 138, into
the (FuzzyCLIPS) Fact-Base 302. Individual tool results (after

fuzzi f§ cati onozkiglgt faem QoML BS A fre (X PQY el Sorrel athon
processin 33%10 éggta Fr a%é%\ork Mer ge %Pg% Egé all?géé;o(ffv]é&%/%ﬁ%%fln%?sn% I on
and i nt%g'\s‘?ﬂ ¢ 851 Vidparphiditiesfor gadhmosleciesilting éx p utriesshilitipeping faphH Adecan

be used HOnhdgIQIRE NBAil D& ZV, val tributed to the | owl evel
events. The Expert n%é%}r}%ln ? i&ggé %rgegéra ékﬁm?q%éay%%ﬂ?&%%eﬁﬁ%veu
col | ect i fysionpf raleszean ennpelidate thé ealirtesatiitidsofomeacd eetedtt! sedodt rebdinggeAt,

(Level - LRgwork- segment ref i nement evel -2). 30 These rules
correl ag‘)éu lgéég%%\ga&n ,ggcé eeaCF RE cfrhifﬁg?‘?’étd) @gainthedgrmpored batkntor disiplayt y

assesBhent arthe dagk isshah ¥abjsctitd Fuszy HéBEcEXPS drk RE1ds rp96‘8e§é?ﬁ% 5‘)‘% Y1t may be
engl neers. These rul es | ever age extensive experience’ln security

assess meMeSoYr ERaripEmy W‘F@\PZ refinpanemgren dhe availadilet desh pries ti the. appiieston oful es

resol ve mysh eNdenfir Bt QR Rk ate topol. out put ert Correl ation

Rul e pr oce_sgi _nge 330 can afso tsr?’g‘irisior rﬁ?%%%gg&ggPﬁﬁﬁg%ﬁW%ﬁ

t ool reskits sefinemenhivgH dsevieferermaaletwbi@sas kidwiBo Gho&00IMePET SO/ RBAR5

For exa . diti,ng is.on,with ese flags, A AND the audit data is not

backed [?S‘ ,L)s“i‘i"%-gﬁ%g?% qf ir%ags'c’fué‘g&h?‘éﬁHra%"rq’élftysmmrgfmeﬁamf% HaTeby zeyoving the naedt he

Fact - Bader 8@&hsiee spioridndwdv@le. 1 fusion rules can consolidate the

vul ner abi | i tiPes for each node, resulting in a vulnerability rating for each

node in the TéEnSYidentl Reasoming Rudes30pare apoltactidn bhbiezy @xpadl riles toinsfeay .

Si m | ar lifdiviii@@ oD fredsBY $hto A hi i r n.consol i date the )

vul nerabilities c%or_e each net w%jrﬁlir Igg(ar?géne?,?m(rg%sgf’ﬂ anﬁ'slt‘??‘%'fevel perspective, of a
network’s security posture. These rules provide a mechanism for merging the CSM, tool results

and the results from the Expert Correlation (Data Framework Merge Rules) 330 into a unified

20 report. This also removes the necessity of dealing with incomplete and conflicting data from
the forward-chaining expert system used in Expert Correlation.

Evidential reasoning use a technique in which facts are gathered to support and refute

a given hypothesis. The result is the proof or rejection of the hypothesis with a certain degree

of confidence. FuzzyFusion™ uses evidential reasoning to accumulate evidence from the

25 Common System Model and tool findings for each criterion, thereby merging the computer

network system assessment data into a single point of reference, the conformance of the system

to particular criteria. By supplying a set of criteria for fusion, NVT constrains the fusion

problem and reduces the search space, referred to earlier as goal-based fusion. The result will

be a set of fuzzy evidential rules whose sole purpose is to accumulate evidence for a given set

30 of requirements. This resolves the potentially conflicting, ambiguous and redundant data from

Expert Correlation (Data Framework Merge Rules) 330, and draws conclusions with the
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vulnerability rating for each network segnent. This can again be inported
back for display. 10 The data is then subject to Fuzzy In t wor k
Rul es pr\‘f@é’égp%é 304. It may be necessary to perform add??i@ggﬁmygsfi nenent
on the available data prior to the application of Fuzzy Evidenti al

Reasoni ng Rul es 304, while maintaining the probabilistic nature of the
data. TRhSableldch QVERTE i IlcokSferd HHRN nawn Lo Lhase
skilled in the art, which provides ég‘gn%fﬁ@%%?‘rﬁgfs%%f%é‘ﬂé %0&%“%?%6‘£8P|ity
usi ng hules quantiés and guality\f tendara acpilable. need 15 for extensive a priori

know edge. F [ i gl Reasoni.ng Rules 306 are.a collection of fuzzy
expert rules %%%X%Eér{ gb%?&%’ng}ev%ﬁ%l &% g)lrocreégﬁg % gP%t %“eé‘t‘ﬁfg ﬁ%‘aisl ‘g’\?éf"lfleme
assess mentumitationproyssiagB50 eus! benehFRE GidnY @ Se@fritd ReBBIWRAEKs D3RS B
posture._ These rul es I%oyl de a nechani sm for rging the CSM tool results

: me
and t Re GOERAtEer G Viglicehstahase 3ty ef aVider{tihiyDftabave #be luibagredRabase)
330 i nt QopHLd beAFZBRTSP ' 1 t 2L eSSl f. deal ing
wWith i ncgrn})jl ete and confl %({uinr%@dg%sg&?%og]@?%%%g %ﬁ$§&§§aﬁoﬁ%@#gah&1p§?fﬂ
syst em dg&zyRusiorXgpals oravidd mectomisniEtd cleaini [4l metei@soni ng use a techni que in

Fesult 15 tha el Sap ISR Rttt R Rerefed g Eh st Fore annshpve

result is the proof’ or rejection

of conf iGspoepeftusatehis vonldVrefes UGN ilake NERWNIAIATbiRs 36 CATMNBLE th
evingce fromthe 25 Common System Model éﬁg.tool fi%%ings for_eagh )
criteri S'ﬁ?esfaﬁ%?@twna%i%ﬂ@ haysprretlempathipramplptadain anskeentivtng regults
iNto a Baheicn @ PrbbailityeleBl 6 SequliiexGALL QLARDES, & vtahélgléxﬁi%{?kﬁé%mdge
particular criteria. By supplying a set of criteria tor tus on,

const r aichBrabrbilitigs i Slgorishmis sottitiomd dogut Cié thet prebatslistotrrsiaaeistic ehtere edtht 0
earliersg§ugyghﬁm§§ed fusion. The result will be a set of fuzzy evidential
rul es whose sole purpose is to accunul ate evidence for a given set 30 of

requi r ement s Refehvased espéry egstee spait e FuadyGLIP® BifférClromta gadthétgid GbGeaadn

redundant data from ert Correl ation (DPata Franmework rge Rul es) 330,

and ESa\%eCBgﬂ% !“Héﬁ?%ar?sgxﬁgt © pfigber g V&ffo%}%?@rp‘mﬁ oSt o3tes Thisdeadape

data, ebedkidg the dnalysRCRARPE@RwEIRE AUSEYFusidiem aeRIUL AL YuitetivBA Wyéaﬁjngs

contingent upon _the quanti té and quality of the data available. As noted
$

bef or e, RRFRLItES2 Yhe Bedes ipy epcbsubmriwiosk wihbe evaleatedds a Quaipsafidthem\grogmos
Accunul gfh/pw Sil derd om ecurdty. Requir nt

Dt abasg Jap S G Bt AT K PO kY Fited oty N Ul g0 GIRRG
Vul ner abidduies Wil rechms ¢he364; of sheRetaseavathilahdd Richaapeaesbing exAEGRR eme, this

Boundpng. . Lon t re-define als LLimts conputation tines.
Fuz zg ugflﬁo %J%R/Iuér%%cﬁ%g Srsuras %%Eﬁ‘g ﬁ% Rlyng B{—‘la‘qu}zﬁ &x‘aﬁﬁlai’? tythegvork model
FuzzyFussaityMNpTocess has a nunber of advantages over traditional

approaches. Crjisp expert systens would require extremalgl | ar ge knowl edge
bases to enc éﬁﬁ Qwnap F1G. 15, the other possible data spaces could include a threat knowledge

database 360, cost database 362 as part of Level 3 fusion and a counter measure knowled ge base,
component database and cost database as part of Level 4 fusion.

25 This application is related to copending patent applications entitled, "SYSTEM AND
METHOD FOR ASSESSING THE SECURITY POSTURE OF A NETWORK AND HAVING A
GRAPHICAL USER INTERFACE" and "SYSTEM AND METHOD FOR ASSESSING THE
SECURITY POSTURE OF A NETWORK USING GOAL ORIENTED FUZZY LOGIC DECISION
RULES" which are filed on the same date and by the same assignee and inventors, the

30 disclosures which are hereby incorporated by reference.

Many modifications and other embodiments of the invention will come to the mind of
one skilled in the art having the benefit of the teachings presented in the foregoing descriptions
and the associated drawings. Therefore, it is to be understood that the invention is not to be

limited to the specific embodiments disclosed, and that the modifications and embodiments are
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10 necessary data and, yet, would still have a problemw th inconplete data
and conflicting results. Bayesian and probability network I

ext ensi VRO Ft en unavailable a priori know edge of pr%gé(éﬁd’/psﬁgss.

Al gorithm c solutions do not fit the probabilistic and heuristic nature of
the security problem Rete-based expert systens such as FuzzyCLIPS suffer
from a péawetirto be imtudmiswithin t1d Bedpes Wd MpehidR pased on the nunber of

rul es apd facts o sent in the system This |eads to breaking the analysis
into su nlgf%fil@ép Eﬁ?ﬂ?‘iﬁéf%&?ﬁtﬂm 3ssefders thebseounityr kulaembgitylof mgnetwork by

capabi | ¢rea as Qeﬂp&g&t \ 111, be. eval uated as roup,
and t hen gt?ggups?of subnggﬁfagﬁ\?mé#ﬁgg{a&%&%%%p etk \(;[La%isﬁatefrh% J?Cgl”g%&ror
each tyfRIARAseaIPYEF $he Anformatifedett requidtienss wi Wispaeacotii® Silderabilit he
Rete-ne;,m}; i & Q. _decr easi,ng ecution tine, this 20 wll also

i ntroduce asgssgéﬁ%%ﬁ% &njé(%)l%g’ 0 glﬁﬁtaﬁn)?g&n %%W%%O%%@WBW%@EW@MMK
nodel  vslperabilitkualysis pstwramsi ThElfetwddk istahsgawemp&%ﬁi&mo%ﬁnéa

could i%}%}yde a thrﬁat kcﬁng edge database 360, cost database 362 as part
of Level 3 FURICEHEAY PROMHSE Hpr resdisizem e presige. Rate results arsorverdlatddtabase
and cosfletemfiabanescairifpdstdt ok BGlerdofiusi on. 25 This application is related
to copendi ng patent applications entitled, "SYSTEM AND METHOD FOR
ASSESSI NG THE SECURI TY POSTURE OF A NETWORK AND HAVI NG A GRAPHI CAL USER

| NTERFACE" and " SYSTEM AND METHOD FOR ASSESSI NG THE SECURITY POSTURE OF A
NETWORK USI NG GOAL ORI ENTED FUZZY LOG C DECI SION  RULES" which are filed on
the sane date and by the sane assignee and inventors, the 30 disclosures
whi ch are hereby incorporated by reference. Many nodifications and ot her
enbodi nents of the invention will conme to the mind of one skilled in the
art having the benefit of the teachings presented in the foregoing
descriptions and the associated draw ngs. Therefore, it is to be
understood that the invention is not to be Ilimted to the specific

enbodi nents di scl osed, and that the nodifications and enbodi nents are 20
WO 01/ 60024 PCT/ USOL/ 03105 intended to be included within tie scope of the
dependent clains. A nethod and data processing system assesses the security
vulnerability of a network by creating a system object nodel database
representing a network. The system object nodel database supports the
information data requirenments of disparate network vulnerability analysis
progranms. The system object nodel database is exported to the disparate
network vulnerability analysis programs. The network is analyzed with each
network vulnerability analysis programto produce data results from each
program Data results are correlated to
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determ ne the security posture of the network. 21 WO 01/60024
PCTI USOL1/ 03105 CLAIMS: 1. A nethod for assessing the sec#éjrﬁ%oﬁ%gﬁ ure of a
node a

netmrkvﬁgﬁﬂ?q"%‘f ng the steps of: creating a system objec 5t abase

representing a network, wherein the system object nodel database supports
the informati on data requirenents of disparate network vulnerability

anal ysi €1g¥Idlfrans; exporting the system obj ect nodel database of the
network to the disparate network vulnerability/risk analysis prograns;
anal yzing the network with each network vulnerability analysis programto

produce data.resu hfetfdmY RaeRiRy Q_Qrsééﬂritg?%st%’é 56 dxgé g E&ﬁpgﬂég A ESYLL S

of the network vulnerability analysis pro ns to term ne security
posture%f the network. 2. A nethod as claimed in claim1, and further

conprising the sher L ' st em ohj ect de] database to the
net wor k vul ner abi gi t? tgnai yié#s%e%gggﬁé%ﬁ AN T R T atoE ngﬁ?ﬂ Y YR

pr ogr amebiegt medel Hlambase3supkonist the dnfsmatiah Nk irdyileahdiitsl of Ashatdts tRBkork

conpri sijg .St of modeling the network as a map on a graphical user
i nterface. e%ﬁl/&%'rf%{g o0 S i med in claim 1, and further conprising the

step of est akkpatiingghe aystdaojebi SbAECH abRe @etﬂ&%t&efm%@gﬁ%%at% R ep&HMOr K
vul ner abi ! i tﬁg/tﬁ,gnal ysis prograns that share common data an rogranmm ng
traits. V8.0 Dok gealysia PrAggams cl aim 1, and furt her conprising the step

of correl ati Rgalvkhe Haharr S W rk.wul nerability anal ysis
prograns_ usi g‘g Tyuizﬁ?y | ogi c pr Jgggﬁlnéﬁogs%ﬁ%ﬁ%ﬁ adalygp R.‘?%amiqﬁ %F%‘i’% 1,
and f ur datrrepdimfromiench plegratemdof running the network vul nerability

assessnment/ri i rograns to obtain dafa results pertaining to
net work syst 5?#8%?&% Fi-ge,dsaﬁagrte\sf\‘%%koq?kbeprﬁtgﬁfke‘@ﬁnWB 5] APV SISRIPBEAAP Apteraineand
net wor k theeseetiritpvprishier abtHeitetvesrk. 7. A nmet hod for assessing the security
posture of a,netwoyrk g}%ggri sing the steps. of: creating a system object

|

model dat abage rept®§ _ ﬁ&a’flmﬂ' e comprisieg Besteplof ieortingldie
dat abas eyseapefetEmbdid datibasd B indibeidha NIRAUbIRTEMFsi O roBfiMONK an integrated

vul nerabi I jty/risk anal ysis prograns;
application programming interface.

3. Amethod as claimed in claim 1, and further comprising the step of modeling the
network as a map on a graphical user interface.

4. A method as claimed in claim 1, and further comprising the step of establishing
a class hierarchy to define components of the network vulnerability analysis programs that
share common data and programming traits.

5. A method as claimed in claim 1, and further comprising the step of correlating
the data results of the network vulnerability analysis programs using fuzzy logic processing.

6. A method as claimed in claim 1, and further comprising the step of running the
network vulnerability assessment/risk analysis programs to obtain data results pertaining to
network system details, network topologies, node level vulnerabilities and network level
vulnerabilities.

7. A method for assessing the security posture of a network comprising the steps
of:

creating a system object model database representing a network, wherein the system
object model database supports the information data requirements of network
vulnerability /risk analysis programs;

importing the system object model database of the network to the network vulnerability
analysis programs through filters associated with each respective network vulnerability analysis
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inmporting the system object nodel database of the network to the network
vul nerabi | it anal ysis prograns through filters associ at 1 h
respect i VO or]ié?%ér k vulnerability analysis 22 WO 01/ 60024§€WFE@§%3105
prograns to export only the data required by a respective network

vul nerability analysis program and analyzing the network with each

net wor kPipgFarey &bexpory onlyathy slaga peqgreeinbyt @ rpspediice netthairh viulisdshlikityl areyeach

progranéro ,ca%hrel ating the data results of the network vulnerability
anal ysi rograns to deternmine the security posture of the network. 8. A

met hod as cl aaletng theledivotidwithdci HEtWRRK vORIERHiBl, HhalyR8 pibeRnPlo SroRAEd | Ng
the system gp ct eg%gel dat abase to the network vulnerability assessnent/
<glt gy

risk an RS PTOFTa™aAnY nt egr at ed appl i cation progranmi ng
interface. 9@0rf§1§fﬁ{g}mgd§t§?&hﬂb BfthE Reitd Rk %ﬂlera%ﬂﬂﬁgﬂgl&ggéro %%%o%?e‘%mnt he
k as user in 1

step of nodeling the networ a map on a graphica errace. 10. A
net hod %€ sequaityrpastiue fithe networknd further conprising the step of

establishingg a c ! . .tg define.c onents. of. t he network
R A T B g e e e s
traits. sybtem dbjet niveid] detalodsatoribd nietw drk dulfefabiBfythsbddstabey iSO MRy ¢ Pdgtdifs St ep

of correllaat I. h d%%a,resul ts of the network vulnerability analysis
progr ant agi%n%g?&fg@H e B nterfage. A et hod as clained in claim?7,

and further gonprishdtgod g@oﬁiﬁgt&émmmﬂum@g&ﬁhg%gw&ﬁt%mmd&& the

anal ysis prograns to obtain data results pertaini net wor k syst
det ai | sDEtHEEKRY k@B 8ladgrpRicalusgrintestast. vul nerabilities and network | evel

vul nerabi lit{es. A3nethod RULE ;RE mthat resides on.a nmediumthat can
be read by a program \A%e?el ndtlﬁéﬁ%?rbatﬁ er %‘rer()(éorné?ﬁlsé%gﬂeisg%’sd?%wsg‘ﬁg ons
t 0 causeclasscuaranther totdefine eatrpoaesty if ¢ie namoebwumdﬁm@mgaﬁqnbﬁ@h@mmi ng
a net V\'O{hlére wher ei n %he system obj ect. nodel database supports the

i nformati oncoéa:flgnr%(ﬁilﬁnrd fit gcffaé'ﬁar ate network vulnerability analysis

programs t hatl. anahya@hed 86 Eeined RN, RAA @RS cofpRef: ta@@cegxs@ L Lct
nodel gkg%%gase of the network to the network vulnerability nal ysi s

progr ar fraests of hlee neiiRBk Kulperabilits analyeis wopgcamng lusimg£bzdyi logic proceksing.

he ot a Fesal ts O The Acrane DoAY MhAT Eah0. AP RO Rt pRE L 1 ©

det er mi pREWorkeulnerability pnplysis pregrefs tdebtast dwra kesults pertaining to network system
details, network topologies, node level vulnerabilities and network level vulnerabilities.

13. A computer program that resides on a medium that can be read by a program,
wherein the computer program comprises instructions to cause a computer to create a system
object model database representing a network, wherein the system object model database
supports the information data requirements of disparate network vulnerability analysis
programs that analyze discrete network portions;

export the system object model database of the network to the network vulnerability
analysis programs;

analyze the network with each network vulnerability / risk analysis program to produce

data results from each program; and

correlate the data results of the network vulnerability analysis programs to determine
the security posture of the network.

14. A computer program as claimed in claim 13, and further comprising instructions
for displaying an integrated application programming interface, and exporting the system object
model database to the network vulnerability analysis programs via the integrated application

programming interface.
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14. A conputer programas clainmed in claim 13, and further conprising

i nstructions or displaying an integrated application pr(}gﬁﬂgg‘;} 0805
interfac&fo%ffﬁgg?é'xporti ng the system object nodel database tot /e net wor k
vul nerability analysis prograns via the integrated application programmng
interface. 23 WO 01/60024 PCTI USCL/ 03105 15. A conputer program as cl ai med

in claim13, 1and fmmp:te@pm@fmammamwﬂm&dmeﬂ%%ﬁ&%%&%ﬁﬂf K
as a map on a ratBhi cal user interface. 16. A conputer prograntas clainmed
in clainP13° %Pﬁtﬁ B PETETX @3 APraPsehyy STarbicalieser dMerfadeor est abl i shing a cl ass
hi er ar chy to@,efioe&gfgm o] {s dd26, %H( VIl Der L1 .anal ysi s.
prograns that _sh_areC com"rgg)ﬂr}%d ta asncd pfgg{ramnlr?g%{‘raltgg%éof% Kl%%lgrr%ﬂ‘f ers

pr ogr amf@establihigd ajcinse higrarchBto defihefaontpveenieftitd sitwgrk nslnetabilitppsalykior

correl a?;%a{x%%ﬂ%%ercg&%&?daqfa ftg‘&%ﬁ\gétgmr'kg\ffm nerability anal ysis prograns

using f gi C processi ng. aH?‘ogr amas clained in claim
13, and furthAeér conpmsitagprbgsinaxldineg in dain THEH Rethbh@nSiseY structions
vul neratgi | i {"é %ga%%ﬁs(#aza!pr@%%gg% to obtain data results that pertain to

net wor k *&ySFEIRRgE 1 TeR Regp oGl abilisrmnal sisarogransas g fiailegicand
net wor k préd¢sding.vul nerabi lities. 19. A conputer programthat resides on a

medi um that can be read by a program wherein the conputer program
conpri ses i ndBr uct’t mAPUter Rragram 2 clasmpd iredlaitol Scaretiuethar @ysrising inbjrecionandel

Gt abas o RERAAL 0GB, OGRS, MG DS, L B EBL L, Bl Caialiee

supports the 1nformation a requirene

vul ner abetwark systebry detsils, prepgpan®pohgtiesa mally 1€vcllivaticeilalinet Wl kefirkilons;
i mport th S¥shem obj ect nodel database of the network to the network
vul ner ablu'ﬁll{ URal ysis programs through filters associated with each

respective nepwor la soshpaedpioltdny tel 2N $dsdn %@&W@cﬁbér@a&%?gyro y the
dat a re(aftﬂ?r ed by the respective network vul nerability analysis r ogr am

anal yze "IFEIR R GOPKOUAFT: Y O SEEh CHTBPTiRSS KnsicHensiloi chitseya comahuiel to cpradeya systdno
produce ogRtemoiESE thisash | - oprelate the data r | ts of
t he net \?og]rak Vol nerabi i tr%%ﬁ%%ggﬁgg&gog%’a%gﬁe% g‘@tsé’rs Erﬁmh((a) ’efth%logeelc‘ﬁ%gwe
post ur e Seppartre theeinformatiopOdata requiperhents pifodjisparates nethairkBailhdtakiligi Bhdi9sis and

pr ogr anF B e e Pabee SRy o ERBP s 3t am obi ect model dat abase {0
the network unpeoetiahiylstcny obje@!nisdes dRfa084cTRNY hawdIR td HeGBHAbAyARBlLERY | ON
analysis programs through filters associated with each respective network vulnerability analysis
program so as to export only the data required by the respective network vulnerability analysis
program;
analyze the network with each network vulnerability analysis program to produce data

results from each program; and

correlate the data results of the network vulnerability analysis programs to determine
the security posture of the network.

20. A computer program as claimed in claim 19, and further comprising instructions
for displaying an integrated application programming interface, and exporting the system object
model database to the network vulnerability analysis programs via the integrated application
programming interface.

21 A computer program as claimed in claim 19, and further comprising instructions
for modeling the network as a map on a graphical user interface.

22, A computer program as claimed in claim 19, and further comprising instructions
for establishing a class hierarchy to define components of the network vulnerability analysis

programs that share common data and programming traits.
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programm ng interface. 21. A conputer programas clained in claim19, and

further ibng instructions for nodeling the network n a
A0 Rgpors EQFI PR,

gr aphi c I'nterface. 22. A conputer program as clainme alm 19,
and further conmprising instructions for establishing a class hierarchy to
define conmponents of the network vulnerability analysis prograns that

share commnzslat a AadehRItesr8pMG ci@h&&cé%l%wgﬁ%%%%%

A conputer prog ramas clained in claim19, and
i nst r ucfreATelafigg thegata resultngf tha disparate neswiork wulpetabilithenaly sippraramsnesingr k

vul ner alp&gz'?tlé( -@E]pdcgg prograns using fuzzy |ogic processing. 24. A
conputer p og%}a as clainmed in claim19, and further conprising

i nstructions24f or Aaemputer frhgranedswinitned i dafaly) drid fyirdeadorShrisin iA-&Honk O
obtain dat res%tgetha%vﬁﬁ%t i..n to  network systemdetails, network

t opol ogi es, T hode T eV & O THTEFI Y iaPrlY s RERBTABE b PREaIedatn resylis Hiat RBTHRIRLP e
25. A dattavqak Gpsesi dgaBy Ste@bilofopaistess hhde 1Rl %ﬁﬁ{&aﬂmﬁ%{;tﬂr{aegam&k}lé(ve?f a

net wor k onprising: a plurality of disparate network vulnerability/ risk
anal ysi ¥“‘§‘Fg§’|‘1§?€ used for analyzing a network; a system object nodel

dat abase t habsr epnegeitsodebén t - ze erein. th system
obj ect nodel dat abase ?u%port%g}isﬁ%ﬁ?cﬁfag?‘%g ggﬁé ya RAIRG f)ga 8’?&%@
net wor kcomptigiegabi | ity/ risk anal ysis prograns; an applications progranm ng

interface fo [t t he system obj ect. model database of the network to
t he network \%Bﬁﬁg@g&k%@P?r ?ei eﬁwﬁﬁﬁ"@%‘%rgb‘&yd&ﬁgﬁ%‘gymogw&é%@éi’nﬁlifﬁmg
correl abhinayvdrke data results obtai ned fromeach network vulnerability

anal ysi s pro%ram after analyzing the network to deternmine the security
posture of tA&HEPRBIER mogey databaserthatsepyeaanss thg netrserkrip beansilydededheminghai m
25, whebgidin tdbRcRRIder 8hiaBR% RO BRI 858 L9l ABRL bk g LhS system
obj ect rr?éel tdggt abase cor?pri ses a grap |8€iﬁq£€cﬁlsg%girﬁ§%lrr% ace.£ Oggl.ge B\&Efé)tﬂg

pr ocess Vijempdits frigdsanalgispndgrams | ai m 25, and further conprising a

e 5 LA bR S SEA 550 ) e

gr aphi cef thasetworkite temawiek valinsbiity Ngskd dalsecsrobtampasg ure of the .
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analysis program after analyzing the network to determine the security posture of the network.

26. A data processing system as claimed in claim 25, wherein the applications
programming interface for importing the system object model database comprises a graphical
user interface.

27. A data processing system as claimed in claim 25, and further comprising a
graphical user interface that models the network as a map.

28. A data processing system as claimed in claim 25, and further comprising a
graphical user interface for displaying the security posture of the network.

29. A data processing system as claimed inclaim 25, wherein said database further
comprises an object oriented class hierarchy to define components of the network vulnerability
analysis programs that share common data and programming traits.

30. A data processing system as claimed in claim 25, wherein said processor
comprises a fuzzy logic processor.

31. A data processing system for assessing the security vulnerability of a network
comprising:

a plurality of disparate network vulnerability / risk analysis programs used for analyzing

a network;



conprises an object oriented class hierarchy to define conponents of the
net wor k I ility analysis prograns that share commo

progra gﬁ?étbgzlgts. 30. A data processing systemas cl ai nggg?}r?mé?gi%m 25,
wherein said processor conprises a fuzzy |logic processor. 31. A data
processi ng system for assessing the security vulnerability of a network
conpri sing: aspétemaibjecymodeldiappascthet rapiesaitktheule ARsrRIN bd A4y Zekiskhanal hsi S
progr ans ucsedbf.ogi arﬁggzig a network; 25 WD 01/60024 PCTI'USOL/ 03105 a
syst em 8B} ect° HOABIOGatABREE SURBL S Hsr o Klatanieaiisprents 4eaghastyaal,
wher ei n viuheratilgtealyeljeesrappdel dat abase supports the information data
requi rements of each network vulnerability analysis program an

appl i cat i ons 2pPBRHeAHNABrIgRMEMingiatdrtace forguparting thesyseysttgent aivjidetdatalpde
dat abas f ' | rk vul nerability anal ysis
progr an?fﬂ%x;e}h{&?ré&}%ﬁ%%i&%&éﬁ%w%ét egtgglé‘ltﬁ:n\g%i B §I B8 ammi ng i nterface
and each r espéd8tdraesocirstdprith thelapetiedtidnis tprograninyisp Snfeefagy and bah fospdctive Ng

t he sys abj.ect | dat abase an orting only the required data
requir e%“gﬁ%%rptvg&é%% ]ﬂﬁfe'fmv@ﬁ%s Biﬂgﬁaetf‘gﬁf F‘ﬁ?’i}“t"aﬁéﬂ ysted phisghraaiel dagpage and
pr ocess expdrting onlyitké Riguired dite rélpiRmasth E&h%%@&ﬂl%ﬂér%ﬂiﬁ%ﬂ%&%?ﬁ@?&m;

k to determ ne

vul nerabi ity analysis program after anal yzing the netwo
t he sec&??ity posture of the network. 32. A data processing system as

clainmed in chajBreddor Wh&SRILA I : r wng.interface. for
i nporting thg%sryst er¥1 obj éct n%%e%%at%%gse%%ngé?n%ﬁ?éqé% Iget‘él%kpw%g abﬂl&%er
i nt er f agBalyggprograinefemmobedy) thgnetysirk m deseratiné thededunitg padtoredt thaxrgwbtld. t her

conpri sing as,graphiscal user.interface that nodels the network as _a mp.
34. A data pr3 %’ces,%i gé%sg’/rs?tc e ssyé{eg? ﬁ%&faiuﬁe%ll%ic%‘%ﬁl' XTI R @PPEGSNS si ng

a grappregrhmuseg intefaee foanapditing thesph @i et eV RBRARH Ed-)rh%ri%ﬁtg%[ﬁﬁ@ the
net wor k. 35. ﬁ\ data processing systemas clained in claim31l, wherein said
dat abas&FUPEHET® conmprises an object oriented class hierarchy to define

conponents 083t he MahmOpcassinB ey alid id Maﬁégﬁhyahﬁn B OH ARB i Aon RS o
common data and progranming traits. 36. A data processing system‘as & ai med
i n | ai meEPhicahesesinesagedhprmedes the netwoylrassewsap. fuzzy | ogi ¢ processor. 26

34. A data processing system as claimed in claim 31, and further comprising a
graphical user interface for displaying the vulnerability posture of the network.

35. A data processing system as claimed in claim 31, wherein said database further
comprises an object oriented class hierarchy to define components of the network vulnerability
analysis programs that share common data and programming traits.

36. A data processing system as claimed in laim 31, wherein said processor

comprises a fuzzy logic processor.
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