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(54) Title: METHOD AND SYSTEM FOR SECURING AGAINST LEAKAGE OF SOURCE CODE

Intercept a message on a network device and place
the message into a memory on the network device
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Divide the message into one or more segments,
wherein each segment includes a predetermined
number of lines of text from the message
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for each segment, apply one or mare syntax rules of
a programming language to the segment and a
predetermined number of context lines of text before
and/or after the segment, to determine which of the
syntax rules are matched in the segment
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Fig. 1

Provide a determination of whether the message
includes source code based on the syntax rules that
were matched.
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(57) Abstract: Embodiments of the invention provide a method and a system of detecting source code in a message being sent
over a digital communication network to secure against unauthorized leakage of source code. The message is intercepted on a net-
work device, placed into a memory on the network device, and divided into one or more segments, wherein each segment includes
a predetermined number of lines of text from the message. For each segment, one or more syntax rules of a programming language
is applied to the segment and a predetermined number of context lines of text before the segment and/or after the segment, to de-
termine which of the syntax rules of the programming language are matched in the segment. A determination of whether the text
message includes source code is provided based on the syntax rules that were matched.

communi cati on network to



