s

20

25

30

35

WO 2011/120098 PCT/AU2011/000377

METHODS AND S.YSTEMS FOR VERIFYING TRANSACTIONS

Technical Field
Thepresent invention relates generally to payment transactions and more particularly to
-verification of authorisation of electronic payment transactions _and/or financial instruments used |

‘to perform such transactions.

| Background" :

Widespread avai]ability and use of computer systems and the Internet has resultedb in
electronic financial ransactions becoming commonplac':e The use.of ﬁnancial instruments such = -
as credit cards, deblt cards and bank accounts to purchase goods or services from onlme
merchants or vendors is extremely convenient, However the number of fraudulent transactrons
.has‘also increased substantrally. Merchants have little protectron against fraudulent credit or
debit transactions particularly in “card not present” (CNP) circumstances (i.e., where card

holders’ bona fides cannot be verified by the use of conventional s1gnature comparrson or

' .1dentrﬁcat10n checks at the pomt of sale), and may be responsible the costs of such transactions
and transport costs in relatron to the goods. To make matters worse, merchants ‘may addltlonally

“be responsrble for mtra_-bank dishonour fees,

Dunng a payment transaction using a payment card (e.g., a credit, debrt or stored value .

card), it is be*reﬁcral to venfy a purchaser’s (cardholder s) ownershlp of the card or an account

_ assocrated w1th the card to avord a variety of potent1a1 problems, such as unauthorised use
- dlsputed use, or.a later change of mind on the part of the purchaser (also known as ‘friendly’ or

‘Ididn’t do it’ fraud). Purchaser authentication is the process of verifying a cardholder's

ownershrp of an account. A common method of authenticating a purchaser s ownership of an
‘account occurs routinely at a point of sale dunng what is called a "card present” transactron A
card present transactlon involves a merchant's representatwe sw1p1ng the card though a card
payment terminal to verify account status and credlt line avallablhty, and then checkmg that the -
signature on the back of the.card matches the p_urchaser s signature. This may be accompanied by .
checking of a photographic identification document such as the purchaser’s driver’s license. Thi.s
process both 1dent1ﬁes the purchaser and serves to provrde specific authorisation for the .

: pamcular transaction. Providing the mercharit follows the specrﬁc guidelines for such

,‘ transactions, the merchant will vgener,ally be guaranteed payment for the amount authorlsed less

discount and fees.
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In CNP transactions such‘ as those occurring online, through the mail, or over the
telephone payments are not generally guaranteed fo the merchant. The primary reason for CNP

transactlons not being guaranteed is that purchasers (cardholders) are not authenticated in °

 situations where the merchant and the purchaser are not physically together with the card at the

time of processing the transaction. This. gives rise to financial risks associated with the -
. transaction, whlch are generally carried by the merchant, Such risks include: chargebacks of

payment transactions to online merchants (e.g., “disputed” use transactions), fraud for both

" merchants and cardholders (e.g., unauthorised use of stolen account information to purchase

‘goods and services online), and increased expenses for financial institutions (which are often
passed on to the merchant in any case). This unfortunately also leads to an increased public

perceptlon that buying goods and services online is unsafe and not secure, which prevents some

: consumers from purchasmg online.

_ Disputed use transactions occur when a purchaser who is the authorised card holder
| 'drsputes that a transaction occurred even if they knowmgly rmtrated such transaction but may

have later changed thetr mind. Whilst rarer than unauthorised use or fraudulent transactrons

- disputed transactions. nevertheless represent a risk for merchants as they are subJect to potent1a1

; chargebacks Merchants often rely on dellvery services with ¢ srgnature on dehvery as the

prmcrpal means to combat this type of fraud however, this can be often be 1neffectrve as parcels
can be signed by others, the s1gnature may be 1lleg1ble or drffer from cardholder ] normal
signature, or the parcel delrvered to addresses that differ from the billing: address. All of these -
have the potential to create a scenario for possible dispute wrth the cardholder and are

susceptible to a chargeback.

Given the contmumg growth of electromc commerce, it is desirable to provrde methods
capable of authentrcatmg purchasers as the authorized cardholders and/or 1nd1v1dual transactrons
ona case-by-case basis. This will potentrally benefit all legitimate payment system pamcrpants
mcludmg purchasers/cardholders, merchants card schemes and financial institutions.

- Authenticating a purchaser as being the authonsed cardholder (or a person authonsed by
the cardholder) and linking an authorisation to each transaction (just as in card present
_transactlons) during online purchase transactions will reduce the levels of fraud, disputes,
retrievals and charge-backs, which will consequently reduce the costs assocrated with each of
these events. Authentrcatlng the purchaser as being the authonsed cardholder (or a person
authorised by the cardholder) also addresses consumer security concerns and will likely lead to
increased orline sales. Given the foregomg, a system for authcntrcatrng both the identity of the

purchaser’ and their authorrsatlon regarding the specrﬁc online transaction on a case-by-case basis
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would be desirable during card not present (CNP) transactions. Such an authenticating system

' should‘ preferably be relatrvely easy to 1mplement and use, requlre a minimal investment of

| resources, and provide a high leve] of confidence surrounding the authorisation of the transactlon. ‘

Such an authentrcatmg system should preferably also cater for cross-cutrency transactions, in

~ which a purchaser’s card issue currency is different to the transaction currency of the seller or -

merchant.

Vanous checks are currently used to xdentlfy and discard fraudulent transactions. For
example, credit card gateways generally recommend Address Verification Service (AVS) and
Card Verification Value (CVV) checks. Failure of an AVS check suggests that the purchaser as ”

.'the originator of the transaction may not be the owner of the card. Failure of a CVV.check

suggests that the ori ginator of the transaction may not be in possession of the actual card
However, these checks are not foolproof as fraudsters are generally able to obtain the necessary :
information with sufficient effort. These checks even if provrded at time of transaction, do not
always protect the merchant from ‘chargebacks’ whereby the authorised card holder can dispute
that the transaction was authorised and claim that it was initiated by an unauthorised thlrd party |

Another check is to lookup a purchaser s IP address with a geo-location service -

_provider that also detects anonymous proxies. In most cases, the general geographical location of

the IP address should match either the purchaser’s billing or shipping address. Orders from
anonymous proxies are generally conmdered to. represent a hrgher risk because fraudsters
frequently use anonymous proxies to hide thelr actual IP address.

Another check is to compare the geographical location of the purchaser’s IP address

‘against a list of high risk countries or territories.

- Another check is to determine whether the goods will be shlpped toa mall forwardmg |

' company when the shipping and billing addresses are different. Such orders could be risky as the

. goods may be forwarded overseas. -

Another check is to determine whether the zip or post code provided by the purchaser

corresponds to the c1ty and state for both the blllmg and shipping addresses. The AVS check .

referred to above only checks the zip code and numeric portion of the street address. F raudsters

may not always be in possessron of the complete address and may be too lazy todoa zip code
reverse lookup for additional address information, - ' '

Another check is to request the purchaser to forward a signed authonsatron fonn with

_copies of the front and back of the card via facsimile. However, this is inconvenient and is thus

generally only requested under suspicious circumstances; Furthermore, fraudsters have been

known to create credit card images using graphic design software.
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Another check is to request the purchaser to provide the bank name and customer
serVice telephone number as listed on the card. Customer service may then be called to determine
whether mformatlon provided matches bank records of the cardholder. This check is generally
effectrve but i is time-consuming and inconvenient. _

Another check is to provide the purchaser with a personal identification number p IN)
in advance of any transactions for use w1th each transaction. ThlS is considered effective but

purchasers generally need to apply separately and in advance for a PIN for CNP transactions, and '»

can oﬁen misplace or confuse PING,

A need exists for improved methods and systems that provide ev1dence or ver1fy that an
account or card holder has authorised a specific transaction or payment from a spec1ﬁc account
or card, without introducing undue delays and/or unnecessary additional transactions or

operations. .

Summary
An aspect of the present invention provides a computer-rmplemented method for _
verifying authorisation of a transaction, The method comprises the steps.of: recelvmg a request

to process an electronic transaction for a predetermined amount of money, the request

" comprising data 1dent1fy1ng a particular financial instrument; d1v1d1ng the predetermmed amount

_'mto a plurahty of charges; causing the financial instrument to be debited with each of the
_plurality of charges; rece1v1ng 1nformat10n relating to the plurahty of charges from the ori gmator

of the request; and venfymg the transaction only if the mformatron is correct

~ Another aspect of the present invention prov:des a computer system for venfymg

- authonsatron of a transaction. The computer system comprises: a memory for storing data and

program mstructlons and at least one processor coupled to the memory. The at least one
processor is programmed to: receive a request to process an electronic transactlon for a
predetermined amount of money, the request compnsmg data 1dent1fymg a partlcular ﬁnancwl

instrument; drvrde the predetermined amount into a plurality of charges; cause the financial

* instrument to be debited with each of the plurality of charges, recelve information relating to the

plurality of charges from the originator of the request and venfy the transactlon only 1f the

mformatlon 1s correct.

Another aspect of the present mventwn provrdes a computer program product
comprlsmg a computer readable medxum comprising a computer program recorded therem for

verifying authorisation of a transaction. _The computer program product comprises: computer

~ program code means for receiving a request to process an electronic transaction fora
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predetermi.ned ainount of money, the request'comprising data identifying a particular financial
mstrument computer program code means for dividing the predetermmed amount into a
plurahty of charges computer program code means for causing the financial instrument to be
- debited with each of the plurality of charges; computer program code means for receiving
-information relating to the plurality of charges from the ori ginator'of the request; and computer

program code means for verifying the transaction only if the information is correct.

Another aspect of the present invention provid.es a computer-implemented method for
‘verifying transactions. The method comprises the steps of: receiving a request to verify an
electronic transaction for a predetermined amount of money; dividing the predetermined amount
into a plurality of charges; providing the plurality of charges to facilitate debiting'of the financial
| instrument with each of the plurality of charges; receiving information relating to the plurality of
charges, the information originating from a user of the financial instrument after the plurality of -
charges has been debited to the financial instrumentj and verifying the transaction only if the

received information is correct.

. Another Iaspect of the present invention'provid'es a computer system for verifying
transactions. The computer system comprises: a'memory for storing data and program
instructions; and at least one processor coupled to the memory. The at least one processor is
programmed to: receive a request to verify an electronic transaction for.a predetermined amount
of money; divide the predetermined amount into a plurality of charges provide the plurality of
| charges to facilitate debiting of the financial instrument with each of the plurallty of charges
recerve information relating to the plurality of charges, the mforrnatmn ori iginating from a user of
the financial instrument afier the plurality of charges has been debited to the financial

instrument; and verify the transaction only if the received information i is correct. .

Another aspect 'of the present invention provides a computer prograrn product |
comprising a computer readable medium c'ompn'si)n‘g a computer_program recorded therein for
Qedfying transactions. The computer program product comprises: computer program code means
for receiving a request to verify an electronic transaction for a predetermined amount of money;
‘computer program code means for dividing the predeteﬁnined‘atnount into a plurality'of chargeS'
_computer program code means for prov1d1ng the pluralrty of charges to facilitate debiting of the

' ﬁnanmal 1nstrumcnt with each of the plurality of charges; computer program code means for
recervmg mformatlon relating to the plurality of charges, the information originating from a user

of the financial instrument after the plurality of charges has been debited to the financial
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instrument; and ‘computer program code means for verifying the transacnon only if the received

mformanon is correct.

. In certain embodiments, the plurality of charges_ comprises twocharges.

In certain embodiments information relating: td the plurality of charges may be stored

and compared wrth the received information, when subsequently recelved to determine whether

the received information is correct,

The financial instrument may, for example comprlse a bank account, a credlt card, a
deblt card, a charge card, a store card, and a direct debit account facﬂlty

The 1nformat10n relating to the plurahty of charges may compnse the amount of each
of the plurality of charges or the number of the plurahty of charges. _

In certain embodiments, a currency exchange rate assocxated thh the transaction may

be stored.

 Brief Descripticn of the Drawings ,
A small number of embodiments of the present 1nvent10n w1ll be descnbed heremaﬁer
w1th reference to the following drawings, in whlch

Fig. 1Aisa schematic block diagram of a system for venfymg transactlons or

 authorisation of transactions in accordance with an embodlment of the present invention;

- Fig. 1B is a schematic block dlagram ofa system for verifying transactions or
authonsanon of transactlons in accordance w1th another embodiment of the present mventwn

Fig. ICisa schematlc block dlagram of a system for verlfylng transactions or

: authorxsatxon of transactions in accordance with another embodiment of the present mventron

Fig. 1D is a schematic block dragram of a system for verlfymg transactions or
authorisation of transactlons in accordance with another embodlment of the present 1nvent10n

Fig. 1Eisa schematlc block diagram of a system for venfymg transactions or »
authorrsatlon of transactions in accordance with another embodiment of the present invention; -

Fig. IFisa schematic block dlagram ofa system for verifying transactions or
authorlsatlon of transactions in accordance with another embodiment of the present invention;

Fig. 2A is a flow diagram ofa method for venfymg transactions or authonsatlon of

transactions in accordance with an embodiment of the present invention;

Fig. 2B is a flow dragram of a méthod. for verifying transactions or authonsatlon of

transactions in accordance with another embodiment of the present invention;

Fig. 2C is a flow diagram of a method for verifying cross-currency transactlons or
authonsatlon of cross- currency transactlons in accordance with another embodlment of the

present mventron
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_ ' Fig 2D is a flow diagrar’n ofa method for ven'fying cross- currency transactions or
authonsatron of cross-currency transactions in accordance with another embodrment of the-
.present 1nvent10n and ' :

Flgs 3A and 3B are schematlc block diagrams of a computer system wrth whrch

embodiments of the present invention may be practised.

Identrcal reference desrgnators in dlfferent ones of the figures are 1ntended to denote

identical or substantlally srmrlar items unless mdlcated to the contrary

, Detailed Description _
Embodrments of methods and systems for verifying authorl satlon of transactions are
descnbed hereinafter. The methods and systems descnbed hereinafter may be used to verify the -
- legitimacy of'the originator of a Card Not Present (CNP) transaction to utilise the financial
-inStrument and subsequently, authorisation ofa transactionl |
| ~ For convenience, the embodiments are generally described using credi't_ cards or debit
cards asa financial instrument However, it is not intended that the scope of the invention be

limited in this manner as the invention has broad application to other ﬁnancral mstruments

’ v‘_mcludmg, but not lrmrted to bank accounts and other stored value cards.

Also for convenience, the embodiments are generally described with reference to the

purchaser who may altematrvely be referred to as the cardholder or the originator of the

, transactron

Also for convemence the embodrments are generally descnbed with reference to online

p’urchase of an item frorn a merchant (e g,a vendor of physical or virtual goods, or a provider of

servrces) bya purchaser who ongmates an online CNP transaction. However, itis not intended

'vthat the scope of the invention be lrmrted in this manner as the mventlon has broad appllcatron to :

| : ‘other Card Not Present (CNP) transactlons mcludlng Marl Order and Telesales Orders

30

- 35

(“MOTO”), as well as lmkmg of secondary details such as email addresses or Short Message

N ‘Servrce (SMS), Multi-Media Messagmg Service (MMS) or data-enabled telephones to the

verified transactlon thus also verifying in addition to lrnkmg those secondary details to the

_transaction and payer (purchaser)

.. The verification methods and systems described hereinaﬂer confirm that the purchaser

- _(as‘or'i ginator of a CNP transactiOn) has access toan account associated With the financial

instrument, and is highly probably the authonsed cardholder ora person authorrsed by the

‘ cardholder
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Embodiments described hereinafter may be practised mdependently or in conjunction’

' thh the. vanous methods and checks referred to in the foregoing background section.

- Fig. lAisa schematic block dlagram ofa system for venfymg electronic transactions or

B authonsatlon of electromc transactlons

Refemng to Fig. 1A, a purchaser (or origmator) 110, a merchant 120 a payment

gateway 130, and the purchaser’s financial institution (i.e.,as provrder of the ﬁnancral

- instrument) 140 are typically represented or embodied by computer systems such as the

computer system 300 described hereinafter with reference to Figs. 3A and 3B. The payment '
gateway 130 may comprise an independent intermediary such as a clearing house or may |
altematively be provided by the purchaser’s financial 1nst1tution or the merchant’ s ﬁnancral

mstltutlon The computer systems of the purchaser 110, the merchant 120, the payment gateway -

" 130, and the merchant’ s financial institution 140 are communlcatlvely coupled - viaa . -

20

30

- 35

v.commumcations network (not shown) such as a Local Area Network (LAN) or a Wide Area -

> Network W AN) Such networks may comprlse private networks public networks wired

networks or w1reless networks, or any combination of the foregoing. In’ particular, the foregomg _
computer systems may be coupled via the Internet (not shown in Fig. 1A). '

~In operation the purchaser (or ongmator) 110 sends a request 112 to the merchant 120
to process an electronic transaction for a predetermined amount of money. The request 112 may,

for example, result from the purchaser 110 browsing a websrte of the merchant: 120 (e.g., an

" online merchant) and electing to purchase an item 'offered'for sale on the merchant’s website. In. |

this instance, th_e predetermined amount of money may correspond to the advertised or list price

of the item. The request 112 typically includes identification details of a particular ﬁnancial

~ instrument (e. g credit card, debit card, bank or other account etc.) that the. purchaser 110

wishes to use to pay for the item.
" After receivmg the request 112, the merchant 120 sends a request 122 to the payment
gateway 130 to.process an electronic transaction for the predetermined amount of money using-

the purchaser s nominated financial instrument (in accordance with the Card Scheme Network’

‘ and/or the Financial Institution’s process requrrements)

After receiving the request 122, the payment gateway 130 proceeds to charge (i.e.,

debit) the financial instrument nominated by the purchaser 110 with two or m‘or_e_ charges 132,

‘ 1'34 that add up to the predeterrnined amount of money. The payment gateway 130 divides the

predetermined amount of money up into the multiple (i.e., two or more) charges, preferably ina-

random manner (e.g., using a computer software application mcludmg a random number

: generator).
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_ In an alternative embodiment, the predetermined amount of money may be divided up

mto the multlple charges by the merchant 120 and the multiple charges may be communicated to

- the payment gateway 130 in the request 122

After successfully debiting the purchaser’s financial instrument identified in the

' _requests_ 112-and 122, the purchaser 110 is advrsed (v1_a the merchant in communications 124 and B

114) that the purchaser’s financial instrument has been debited. The purchaser 110 is also
requested to provide information regarding the 'nurnb.er of charges made to the purchaser’s -
financial instrument and/or the amount of each charge. In another ernbodiment,.the payment
gateway 130 may communicate directly with the purchaser 110 in this regard. |

~ The purchaser 1 10 then checks 116 his/her account relating to the financial instrument

“and determines or obtains 142 the number of charges (i.e., debits) and/or the individual amounts

of the multiple charges debited by the payment gateway 130 on'behalbf of the merchant 120.

The purchaser 110 then advises or confirms 118 the individual amounts of the multiple

4

charges to the merchant 120. Such advice or confirmation from the purchaser 110 may, for

- exarnple be via electronic data transfer, electronic mail (email), short message service (SMS) via -

cellular telephone completlon of an electronic form/entry screen made available online, or any

other suitable means available, 1nclud1ng verbally (via telephone) In altematwe embodrments
“the purchaser 110 may provide the advice or confirmation to or via another party, such as the

payment gateway or merchant’s financial mstltutlon 130. :

- Upon receipt of conﬁrmatlon of the number of charges and the individual amounts of

~the multiple charges, the merchant 120 verifies authorisation of the transaction. Successful

~ verification may, for example relate to an internal requirement of the merchant 120 prior to

releasmg or shlppmg the relevant item/s to the purchaser 110.
In an altematlve embod1ment it is'incumbent on the purchaser 1 10 to check the account

relatlng to hls/her financial instrument after making the request 112 to determine the number of

o charges made and/or the amount of each charge (i.e., without belng prompted to do so) and

advise the merchant 120 or payment gateway or m_er_chant s financial institution130 aceordlngly;_

_ In other embodiments, the‘me_rchant’s ﬁnancial institution 130 or the purchaser’s financial E
institution 140 may verify the transaction or authorisation of the transaction for the merchant 120,

directly or via the payment gateway. Verification may, for example, relate to an advice of

- authorlsatlon clearing or actual settlement of funds to the merchant 120, following which the

merchant 120 may release or Shlp the relevant item/s to the purchaser 110.

In other embodrments a Card Scheme Network to. whrch the relevant ﬁnancral

instrument is related (e. g Visa, MasterCard Amencan Express J CB etc.) may verify the
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transaction, either drrectly or via the merchant’s financial institution or payment gateway 130, to
‘ the merchant 120. This may be undertaken in conjunction with the authorisation processes
'employed by the relevant financial institutions. Verification may, for exam_ple, relate to an advice”
- from the Card Scheme Network via the merchant’s financial institution or payment gateway 130
ot” verification and/or authorisation or veriﬁcation and commencement of clearing or actual
settlement of funds to the merchant 120, following which the merchant 120 may release or sh1p

the relevant item/s to the purchaser 110.

Division of the predete‘rmined amount of money into the multiple charges may be
performed. by a verification agent, whlch typically comprises a computer software appllcatlon

The venﬁcatlon agent may, for example be resident and/or execute on:

~+ the merchant’s computer system or network;
« " the payment gateway’s computer system or network
. " a computer system or network of the merchant’s financial institution; or

an independent computer system (e.g., a computer server accessible via the
Internet by merchants, payment gateways and/or merchants’ ﬁnanci'at
institutions; ' ' | |
. a computer system or network assocmted w1th a credit or charge card scheme -
~suchas Visa, MasterCard® American Express etc.; or

. a combination of any of the above.

- Following a request for verification ofa transaction for.a predetermined amount or
authorisation of a transaction, the verification agent determines the number of charges into which
the predetermined amount shall be divided irito and the values associated with each of the

- charges. As descrlbed herembefore the number of charges and/or the amount of each charge are.
,preferably randomly determmed (e.g., usinga computer software apphcatlon 1mp1emented

random number generator). The information (i.e., the number of charges and/or the amount of

- each charge) is stored and forwarded to a payment gateway or financial institution for actual

“charging (debiting) to an account associated with the purchaser’s financial instrurnent :

Information subsequently received from the purchaser (i.c., the number of charges

' and/or the amount of each charge) is compared to the stored information to determme whether

. the purchaser provrded version of the mformatlon is correct. If correct, authonsatlon of the
transaction is verified. '
Companson of the stored 1nformat10n with the information received from the purchaser
is preferably performed by the venﬁcatlon agent whether implemented at the payment gateway

computer system, the merchant’s computer system, the merchant ] ﬁnanc1al 1nst1tut10n s
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computer system, the relevant card scheme network’s computer system, or at an independent

B computer system

Commumcatron between the purchaser and the verification agent may be drrect or

mdrrect (e.g., via the payment gateway, merchant, merchant’s ﬁnancral institution, or card

scheme network). Such communication may, for- example, be via electronic data transfer, direct . -

or'relayed electronic mail (email), direct or relayed short message service (SMS) via cellular

, telephone completion of an electronic form/entry screen made available on the world wide web

- or any other sultable means available, including verbally (via telephone) to an operator who keys

in the appropriate data. In cases where the communication is electronic, address and device

details relating to the purchaser may be associated with the purchaser or transaction and stored

-for identification of the purchaser in subsequent transactions. Where information is received as -

part of the verification process via electronically routable‘addresses' such as email addresses,

- sms- enabled mobile telephones, IP protocol. addresses, etc., s then these electromcally routable

addresses may be associated with the purchaser or transaction following verification and' stored

for subsequent identification of the purchas_er.

In cases where the purchaser’s financial instrument and the merchant operate using

different currencies, the currency exchange rate/s associated with a transaction may be requested

“from the financial institution and stored on a transaction-by-transaction basis to enable

conversron and subsequent direct or indirect purchaser response to the venﬁcatlon agent in either -

of the currencies.

Frg 1Bisa schematlc block dragram of another system for venfymg transactions or

authonsatron of transactrons

Referrmg to Fig. 1B, a purchaser 210,a merchant 220, a payment gateway 230, the

| merchant s financial institution 240, and the purchaser’ s financial institution (as provider of the

financial 1nstrument) 250 are typically represented or embodred by computer systems such as the

- computer system 300 described hereinafter with reference to Frgs 3A and 3B. ’I‘he foregomg

30

35

-computer systerns are typrcally communicatively coupled via one or more communications

network/_s (not showrr). Such networks may, for example, comprise private networks, publrc
networks, wired networks, wireless networks Local Area Networks (LANs), Wide Area
Networks (WANs), and any combination of the foregomg In partrcular the foregomg computer

‘'systems may be coupled via the Internet (not shown in Fig. 1B).

A venﬁcatlon agent 260 operates in conJunctlon wrth the computer system of the -

‘merchant 220. The verification agent 260 may, for example compnse a computer software

: appltcatron resident on and-executed by the computer system of the merchant 220. Alternatively,
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the verification agent 260 may comprise a separate computer-server coupledito the computer

system of the merchant 220 (e.g., via the Internet or a local area network (LAN))

In operation, the purchaser (or originator) 210 sends a request 212 to the merchant 220
to process an electromc transactlon fora predetermmed amount of money. The request may, for _
example, resu_lt from the purchaser 210 br0W51ng a website of the merchant 220 (e.g., an on_lme
merchant) and electing to purchase an item offered for sale on the rnerchant’s website. In t_his |

instance, the predetermined amount of money may correspond to the advertised or list price of

- the item. The request 212 typically includes identiﬁcation details of the particular financial

instrument (c g., credit card, debit card, bank or other account, etc.) that the purchaser 210 -
wishes to use to pay for the item. ' ' ‘

After receiving the request 212 the merchant 210 forwards the request 222 to the
venﬁcatlon agent 260. ’

On receipt, the venﬁcatton agent 260 divides the predetermmed amount of money into
two or more charges preferably ina random manner (e g., usinga computer software apphcatlonv
“including'a random number generator), and returns the multlple charge amounts 262 to the |
merchant 220. The multlp]e charge amounts add up to the predetermined amount of money.

Then, the merchant 220 requests 224, 232 the merchant’ s financial institution 240 via the

| payment gateway 230 to debit the purchaser s financial instrument identified in the requests 212

224 with the two or more charges that add up to the predetermined amount of money.

The merchant’s financial 1nst1tutlon 240 debits 242 the account relating to the.

' 'purchaser s ﬁnanc1al instrument (at. the purchaser s financial 1nst1tutlon 250). with the multlple

After the purchaser ] ﬁnanc1al instrument has been debited with the multlple charges
~the purchaser 210is adv1sed 244, 234, 226 that his/her ﬁnanc1al instrument has been debited by
b-th‘emerchant s financial institution 240 via the ~payment gateway 230 and the rnerchant 220.
' The purchaser 210 checks 214 his/her account relating to the financial instrument at the
-purchaser s financial institution 250 and obtains 252 the number of charges (.e, deblts) and the
- individual amounts of each of the multlple charges debited by the merchant’s financial institution
240. - _ v
| The purchaser 210 then advises or confirms 216 the individual MOunts of each of the

. 'multiplecharges to the merchant 220 and/or the yeriﬁcation agent 260. In an alternative »

: embodiment to that shown in Fig 1B, the purchaser 210 may advise or confirm the individual-

: amounts of each of the multlple charges dxrectly to the venﬁcatlon agent 260 (i.e., not via the -
' merchant 220) Such advice or confirmation may, for example be via electronic data transfer,
electronic mail (email), short message service (SMS) via cellular telephone, completion of an

_elect:roni'c'form/entryv screen made available online, or any other suitable means a‘vaﬂable,'
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including verbally (via telephone). Confirmation of the number of charges and/or the 1nd1v1dua]

amounts of the multiple charges serves to confirm authorisation of the transaction, ‘which may in

turn serve as an authonsatron or trigger for the merchant 220 to release or ship the relevant’
“item/s to the purchaser 210. _ _ o
In an alternative embodiment it is incumbent on the purchaser 210 to check the account

relatrng to his/her ﬁnancxal instrument after makmg the request 212 to determine the number of

. charges made and/or the amount of each charge (i.e., without belng prompted to do so)

Flg ICisa schematlc block diagram of another system for venfymg transactlons or =
‘authorisation of transactlons ' :
'_ The system of Fig. lC is substantially s1m11ar to the system of Fig. 1B. However, the

' venﬁcatlon agent 260 is coupled to the payment gateway 230 instead of the merchant 220. That -

'_1s the commumcatlons 222 and 262 in Fig, 1B are replaced by the commumcattons 236 and 26‘4,' )

respectwely, in Fig. lC The other elements of the system of Fig. 1C are identical or '

substantially similar to the oon'espondmg elements of the system of Fig. 1B. Specifically,

elements having the same reference des1gnators in Flgs 1B and 1C have identical, equivalent, or -

| : similar functlonahty‘ In an alternative embodiment to that shown in Fig. 1C, the purchaser 21_0

may advise or confirm the individual amounts of each of the 'multiple charges directly to the
veriﬁcation agent 260 (i.e., not via the merchant 220 and/or the payment gateway 230).

~In-yet another embodlment the venﬁcatron agent 260 may be coupled to the merchant ]
ﬁnancral institution 240 instead of the payment gateway 230 or the merchant 220.

In yet another embodrment the venﬁcatnon agent 260 may be practised as an
independent computer server accessible to the computer systems of any of the merchant 220, the

_payment gateway 230, or the merchant’s financial institution 240 via the Internet.

_ Frg IDisa schematrc block dragram of. another system for venfymg transactlons or
authonsatlon of transactrons ' B .
The system of Fig. lD is substantlally similar to the system of Flg 1C, but also shows a

card-scheme network 270 (e.g., Visa, MasterCard®, American Express etc ) communlcatlvely v

" coupled to the verification. agent 260, the merchant’s financial institution 240 and the purchaser s

: ﬁnanmal institution 250. '_I‘he venﬁcatronagent 260 facthtates debltlng of the multiple charge

amounts via communications 266, 276 with the card scheme network 270, which processes the
funds transfer via bi-directional communications 244 and 254 with the merchant’s ﬁnancial ‘
rnstrtutlon 240 and the purchaser ] ﬁnancral mstrtutlon 250 respectlvely Elements havmg the
_same reference desxgnators in Flgs 1B, 1C and 1D have 1dent1cal equlvalent or srmllar '
functlonahty ' ' o '



20

25

30

35

WO 2011/120098 PCT/AU2011/000377

In yet another embodiment, the veriﬁcation agent 260 may be coupled to the merchant’s

ﬁnanelal mstltutlon 240 or the card scheme network 270 mstead of to the payment gateway 230

or the merchant 220,

In yet another embodiment, the verification agent 260 may be practised-as an

independent computer server accessible to the computer systems of any of the merchant 220, the

' payment gateway 230 the merchant’s ﬁnancral mstrtutlon 240, or the card scheme network 270

' via the Internet

Fig. 1E is a schematic block. diagram of another system for verifying transactions or -
authonsatlon of transactions. | | |

Fig. 1E includes-an 1ndependent venﬁcatlon agent 260 communlcatwely coupled to
systems 270 and 280, which correspond to the systems of Fig gs, 1B and 1C, respectlvely. The
verification agent 260 in Fig. 1E typically comprises a computer software application resident

and executing on a computer server that is independent of the computer systems of purchasers,

‘merchants, payment gateways, and purchaser and/or merchant financial institutions.

Fig. 1F is a.schematic block diagram of another system for verifying' transactions or
authonsatron of transactions. = o

" The system of Fig. 1F is substantlally s1m11ar to the system of Fig. 1E. The system of A
F1g 1F also includes an independent venﬁcatlon agent 260 commumcatrvely coupled to system
290 which i is similar to the systems 270 and 280 of Figs, 1B and 1C, respectrvely However a-
card scheme network 295 (e.g., Vlsa, MasterCard g Amencan Express ’, JCB etc.) is'shown

- interposed between the merchant’s_ financial institution and the verification agent 260. As m Fig.

- 1E, the verification agent 260 in F'igv. 1F'typically comprises a computer software -application '

resident and executing on a computer server that is independent of the computer systerns of

purchasers, merchants, payment gateways, purchaser and/or merchant financial institutions, and

* the card seheme network.

It should be noted that the payment gateway and merchant’s ﬁnanmal 1nst1tut10n may be

the same or different organisations. However, when deplcted in various figures hereinafter, the

* payment gateway and/or the merchant’s financial institution represent the orgamsatlon(s)

‘nominated by the merchant for the purposes of electronic processmg of transactions using

purchaser’s financial instruments. It should further be noted that this document does not descnbe
full intercommunications between the various clearing houses, payment gateways, card scheme

networks and financial- 1nst1tut10ns as thls may vary according to location and is known by those

_ skilled in the relevant arts.
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The verification agent does not necessarily prov1de payment processmg services and :
generally operates in conjunction with third party payment gateways, ﬁnanc1a1 institutions, card
scheme networks and/or clearing houses. Furthermore, details of the actual ﬁnanmal mstrument

used to process a transaction (e.g., card number, card holder’s name, etc.) are not required to be

~ known by the verification agent as each transaction may be processed on a case-by-case basis

~ with reference only to the transaction itself, irrespective of the financial instrument type or

SOUrce.

- Optional integration of a ven'ﬁeation agent in accordance with embodiments of the
present invention into existing authorisation, clearing, and settlement processes of the financial
institutions and/or the card scheme network advantageously have the potential to reducecos'ts

 associated with processing credit card trensactidns. Card scheme networks and financial |
institutions generally imnlement a three-stage process for credit card payments, namely: 1)
authorisation, 2) clearing, and 3) settlement. Embodiments of the present invention may j
advantageously be integiated‘ into the authorisation and clearing stages, 'thereby‘reducing overall
processing costs. Accordmgly, transactions are not settled between the merchant’s and

cardholder’s financial institutions if verlﬁcatlon is not achleved This advantageously results in

- reduced mter-bank processing and fewer chargebacks (process used to recover funds transferred

inter-bank).

| Informatxon that may be transmitted and/or stored by the verification agent on a per-

K transactlon basis may optlonally include, but is not limited to, the followmg

e  Date and time of eriginal transaction;
e Merchant identifier;
s Gateway identifier; _
Purchaser’s financial institution identifier;
e  Transaction identifier (allocated by the merchant, gateway,'or veriﬁ.catiori ‘agent); ‘
e  Predetermined amount of charge; _ '
¢  Card scheme network identifier (e.g., Visa, MasterCard® ‘American Express , €tc.);
o, Unique purchaser identifier (allocated independently of the financial instrument account |

. 'details by the verification agent, merchant, or gateway);

'Financial instrument country of issue;

Financial instrument currency;

Exchange rate applied to transaction;
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; . IP address of purchaser durmg transactlon as relayed by merchant or.gateway;
. Purchaser s email address |

. Purchaser s phone number, bemg a SMS or MMS enabled telephone

o Amounts of multiple charges provided by purchaser;

¢ Date and time multiple charge amounts provided by purchaser;

e  Purchaser’s IP address and/or email address»and /or Instant Messaging address or other
electronically routable addresses used during purchaser’s provisi.on of multiple charge |
amounts; ‘ | | | o

‘o Purchaser’s phone contact details, being a SMS or MMS or similar message enabled
telephone used or nominated by the purchaser when providing amounts of multlple
charges; , '

~» Acquired MAC Address, IMEI, ESN, Serial Number or other hard coded data fixed to a _

device used by purchaser when providing the amounts of the multrple charges;

e  Purchaser’s Personal Identification Number (PIN) nominated when providing amounts

- of multiple charges.

Fig.2Aisa flow diagram of a computer-implemented method for verifying transactions

_or authorisation of transactrons

Referring to Flg 2A;a request to process an electromc transactlon for a predetermmed

amount of money is received at step 410. The request compnses data 1dent1fy1ng a particular

_ financial mstrument nominated by the onglnator of the request.

~ Atstep 420 the predetermined amount is divided into a plurallty of charges such that

the sum of the individual amounts of the plurality. of charges is equal to the predetermined

_ amount of money (i.e., the total transactlon amount). The number of individual charges and the

‘relevant amounts are preferably determined or selected on a random basis (e.g., by way of a.

computer software program employmg a pseudo-random generator). The number of 1nd1v1dual
charges and the relevant amounts are stored for later retrieval.

‘At step 430, the nomin_ated financial instrument is separately debited with each of the
plurahty of charges. .' ' ' ' ,_

At step 440, confirmation of the plurality of charges (i.€., the number of separate
charges and/or the respective amounts) is received from the originator of the request. That is, the
orviginator'obtains the number of separate charges and/or the respective amounts by accessing |

his/her account relating to the financial instrument and forwards this information for verification.

.Prov1ded that the confirmation information received in step 440 is correct the transaction is

venﬁed at step 450. In determmlng whether the information recelved in step 440 is correct, the
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number of individual charges and/or the respective amounts as received from the purchaser)
is/aré compared to the number of charges and/or the respective amounts as determined in step
420, o o

‘Fig. 2B is a flow diagram of a computer-implemented method for verifying fransactions.
Referring to Fig. 2B a request to verify an electronic transactron fora predetermlned )
'amount of money is received at step 415. '
} At step 425, the predeterrnmed amount is divided into a plurality of charges such that.
the sum of the mdrvrdua] amounts of the plurality of charges is equa] to the predetermined
amount of money (i.c., the total transaction amount) The number of individual charges and the
relevant amounts are preferably determined or selected on a random basis (e.g., by way ofa
computer software program employing a pseudo-random generator) The number of 1nd1v1dual
charges and the relevant amounts are stored for later retrieval.

At step 435, the multiple charges (e.g., the amounts) are provrded to an entity to

» facilitate debltlng of a financial instrument.

At step 445 conﬁrmatlon of the plurallty of charges (i.e., the number of separate
charges and/or the respective amounts) is recerved This information originates from the user of
the financial 1nstrument and is typrcally obtamed by the user accessmg hls/her account relatmg to
the financial instrument. a |
' Provided that the_con'ﬁrma_tion information received in step 445 is COrrect, the
transaction is verified at.step 455. In determining whether the information received in step 445 is

correct, the number of individual charges and/or the respective amounts as received from the ‘

user of the financial mstrument) 1s/are compared to the number of charges and/or the respectlve

- amounts as detenmned in step 425.

* The methods and systems described'hereinbefore with reference to Figs. 2A and 2B
may advantageously be practised for cross currency transa_ctions (i.e., transactions in 'which'the '
currency of issue or operation of a particular financial instrument (e.g., credit card, debit card, |
charge, card, bank account, etc.) is different to the currency of the transaction (as processed by

the merchant)). A particular drsadvantage of conventronal cross- currency transactrons, which

typically only settle several days after occurrence of the actual transaction, is that the exchange

. rate applied is not conternporaneously known to the purchaser (e.g., a cardholder) and the

merchant. _
| ‘The plurahty of charges that sum to the predetermmed transaction amount are stored’

by the verification agent and are later compared to the values supphed by the purchaser for

authentication purposes. The plurahty of charges are preferably stored as charge ratios relative to
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the predetermined ainount_ (i.e., the total transaction amount) for later rnatching with the values

" supplied by the purchaser. The values received by the verification agcnt from the purchaser are

" modified by the exchange rate between the currency of the financial instrument (i.e., the

’purchaser S currency) and the currency of the merchant (1 e., the currency of the price of the
advertised item or product). Each of the values supphed by the purchaser (e.g., from his/her bank |
statement) are converted by the verification agent into value ratios by dividing each of the
plurality of received values, respectively, by the sum of the plurality of received values. The
value ratros are compared to the stored charge ratios and the transaction is authenticated or
vcrrﬁed if each of the value ratios matches a respective stored charge ratio within a predeﬁned

margin of error or error tolerance (e, due to roundlng)

Each of the plurality of charges is converted to a ratio and stored as a stored charge
value ratio (SV) as follows:
SV, = Value, / (Predetermmed Amount)
- SVp= Value; / (Predetermined Amount)

SVN ValueN / (Predetermmed Amount)
wherem . .
: Valuel, Value;.. ValueN are the plurallty of charges
' Predetermined Amount is the total amount of the transactron and
vSu_m(Z) [Value,, Valuez .Valuey ] is equal to the predetermmed amount, as

stored in the currency of the original transaction (i.e., the merchant’s currency).
The sum of the stored ratios, Surn(Z) [SV, SVz,,. SVN]= 1.

The purchaser $ response compnses a plurallty of response values (RV) correspondmg
to the plurality of charges, but modrﬁed by the relevant exchange rate of the day (i. e., the current
exchange rate between the currency of the financial instrument used and. the currency of the
transaction (B)) Note that exchange rate (B) necd not be known and is generally not known as
part of the process, and the process mathematrcally eliminates the requrrement to know (B) in’
order to compare stored versus received values _ _

Upon receipt of the purchaser’s response the plurallty of response values are converted. |
to purchaser response ratios (PR) as’ follows '

" PRy=RVi/ IRV}, RV2..RVy) |
PR, =RVy/ SRV, RV,...RVy)
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PRn= RVN / Z(RVI, RV,.. RVN)
 wherein: o
RV,, RV,...RVy are the plurality'of response values received from the
purchaser and are related to the plurality-of charges _
V_aluel', Value,... Valuey by the factor B) | |
PR}, PR;... PRy are the plurality of purchaser response ‘ratios; and
Sum(Y) [PR}, PR;... PRN] ~ 1 subject to an error tolerance (e).

Now, if SV is equal, within a predefined error tolerance ’(a), to-any one of PR, to PRy

~‘then this is considered to be a correct response for predetermined Value for the purpose of

verification. A similar process is 'perfonned for all the remaining stored ratios by comparlng and

" matching SV, through SVntoa correspondmg srmllar response ratio PRz through PRN subject to

the error tolerance (e)

Each stored value (SV) must be assrgned a correspondmg PR value untll all are .

_ ekhausted In the event that there is a mismatch in values or the actual number of SV’s to PR’s,

* - then the authentrcatlon process will result in a fail:

Further the exchange rate applied to the transactlon may be calculated to w1th1n a

' reasonable error tolerance (¢) by drvrdmg the predetermmed amount by the sum of the purchaser .

Advantageously, the comparison of stored ratios, calculated usmg the plurahty of .

" charges as numerators and the predetermmed amount as the denominator, with the response

ratios calculated by "us_ing the response values as nume_rators and the sum of the total of the =

response values as the denominator, mathematically eliminates the requirement to know the

exchange rate factor (B) in advance or as part of the process.

A merchant offers a product for sale for US$105. A purchaser agrees to purchase the

';product for US$105 and enters the detarls of their fmancral mstrument (data) 1nto the merchant s

website.. The data is passed to the verification agent, whrch splrts the US$10S (i.e., the
predetermmed amount) into two separate charges usmg a random number generator for example,
US$59.99 and US$45.01. The sum of the two separate charges is equal to US$105 (i.e., the

' predetermmed amount). The venﬁcatron agent stores the two separate charges as amounts and as
ratros US$59. 99/ US$105 0. 571333333 and US$40. 01/ US$105 0. 381047619
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The purchaser’s financial instrur'nent h‘owever is in another currency so the actual
amounts shown on the purchaser’s bank statement will be modified by the exchange rate of the
day ()] for that currency: $59.99p and $40. 01, respectively. The predetermined amount will
also be modified by the exchange rate. The purchaser will thus respond to the verification agent
with two numerical amounts that differ in absolute numerical value, but that are the same relative -
ratio to the predetermined amount, namely $59.99p and $45 01p

The verification agent then calculates the following ratios relative to the modrﬁed

' predetennmed amount:

- $59.998 /(8$59. 99B +$45.01B) = 0. 571333333; and-
$45.01B/ ($59.99B +$45.01p) = : 0.381047619.

As can be noted, the . ya_riable is mathematically factored out (i.e., removed), leaving.

~ the relative ratios only, subject to computational rounding errors. To further illustrate, if the

~currency of the merchant is the same as the purchaser’s currency, then B will be equal to unity

20
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(1), as the PR values will exactly equal the SV values.

Fig. 2Cis a flow diagram of a compUter-irnplemented method for verifying cross- v
: vcurrencfy‘ transactions or authorisation of cross-currency transactions. The method _of Fig. 2Cis
similar to the method of Fig. 2A, apart from the addition of steps 422, 442, and 444, which relate |
specifically to the cross-currency aspect. In step 422, the piurality of charges are converted to _
“charge ratios by dividing each of the plurahty of charges by the predetermmed amount and
- stored.- In step 444, the stored charge ratios are compared to the information received from the
originator of the request (i.e., the purchaser) for performlng verification of the transaction. The
information received from the originator of the request comprises a plurality of values which .

correspond to the plurallty of charges each modified by an exchange rate (i.e., the exchange rate

‘ between the purchaser s currency and the merchant’s currency) The plurality of values are

. typically retrieved from the originator’s bank statement and transmitted to the verification agent

' for authentication or verification. Before performing the comparison, the plurality of values are .

- first converted to respective ratios hy dividing each of the plurality of values by the sum of the |
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plurality of values. The transaction is verified or authenticated if each of the value ratios matcha
respective stored charge ratio within a predeﬁned margln of error. Step 442 is an optional step, in
which identification data is captured (e.g., IP address, serial numbers, MAC address IMEI

address, etc.) and linked to the transaction and authentication of the payer (purchaser).

_Fig. 2D is a flow diagram of a computer-rmplemented method for verlfyrng cross-

currency transactlons The method of Fig. 2D is similar to the method of Fig. 2B, apart’ from the - |

2 addrtron of steps 427, 447 and 449, which relate specrﬁcal]y to the cross- currency aspect. In step
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427, the plurality of charges are converted to charge ratios by dividing each of the plurality of

char’ges by the predetermined amount_ and stored. In step 449, the stored charge ratios are
compared 'to the information received from the originator of the request (i.e., theipurchaSer) for o
performing verification of the transaction. The information received from the ori ginator of the
request comprises a plurality of values which correspond to the plurality of charges each -
modified by an exchange rate (i.e., the exchange rate between the purchaser’s currency and the
merchant’s currency). The plurality of vaiues are typically retrieved from the odginator’s bank
statement and transmitted to the verification agent for authentication or verification, Before-
performing the.comparison,the plurality of values are first converted to respective ratios by
dividing each of the plurality of values by the sum of the plurality of values. The transaction is

- verified or authenticated if each of the value ratios'match‘ a respective. stored charge rati‘o within
a predeﬁned margin of error. Step 447 is an optronal step, in which identification data is captured -
(e 8> IP address, serial numbers, MAC address, IMEI address, etc.) and linked to the transaction

and_ authentication of the payer (purchaser).

'The methods descrrbed hereinbefore w1th reference to Figs. 2A 2B, 2C and 2D are

typrcally perforrned by a verification agent also as described herembefore

Flgs 3A and 3B deplct a general -purpose computer system 300, w1th which the various
arrangements described herein can be practiced.

As seen in Fi g 3A, the computer system 300 mcludes a computer module 301, 1nput
- devices such as a keyboard 302, a mouse pointer. device 303 ‘a scanner 326, a camera 327 and a

_ mrcrophone 380; and output devrces including a printer 315, a dlsplay device 314 and

: _' ‘loudspeakers 31 7. An extemnal Modulator-Demodulator (Modem) transceiver device 316 may be
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-used by the computer module 301 for communicating to and from a communications
network 320 via a connection 321. The communications network 320 may be a wide-area
network (WAN), such as the Internet, a cellular telecommunications network, or a private WAN.,

Where the connectlon 321isa telephone line, the modem 316 may be a traditional

" “dlal-up ‘modem. Altematrvely, where the connection 321 is a high capacity (e.g., cable)

" connection, the modem 316 may be a broadband modem. A wireless modem may also be used

for wireless connection to the communications network 320, B

The computer module 301 typically -‘incvludes at least one.proces_sor unit 305, and a
memory unit 306.For example, the memory'unit 306 may have semiconductbr random acces_s
mer'nory (RAM) and semrconductor read only memoryz (ROM). The computer module 301 also
»_include_s an numb_er of input/output (I/O)-interfaces including: an audio-video interface‘307 that

couples to the video display 314, loudspeakers 317 and microphone 380; an /0 interface 313
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that couples to the keyboard 302, mouse 303, scanner 326, camera 327 and optionally a joystick

" oor o_ther human interface device (not illustrated); and an interface 308 for the external -

" modem 316 and printer 315. In some implementations, the modem 316 may be incorporated

within the computer module 301, for example within the interface 308. The computer module
301 also has a local network interface 311, which permits coupling of the computer system 300
via a connection 323 to a local-area communications network 322, known as a_Locol Area
Network (LAN). As illustrated in Fig. 3A, the local communications network 322 may also
couple to the wide network 320 viaa connection 324, which would typically include a so-called
“firewall” device or device of similar functionality. The local network interface 311 may
comprise an Ethernet™ circuit card, a Bluetooth™ wireless arrangement or an IEEE 802.11
wireless arrangement; however, numerous other types of interfaces may be practlced for the
1nterface 311,

The I/O mterfaces 308 and 313 may afford either or both of serial and paral]el

connectivity, the former typically being 1mplemented according to the Universal Serial Bus

' (USB) standards and having corresponding USB connectors (not illustrated). Storage

devices 309 are provided and typically include a hard disk drive (HDD) 310. Other storage

devices such as a floppy disk drive and a magnetic tape drive (not illustrated) may also be used,

*_ Anoptical disk drive 312 is typically provided to act as a non-volatile source of data. Portable
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memory devices, such optical disks (e.g., CD-ROM, DVD Blu- ray Disc™), USB-RAM,

portable, external hard drives, and floppy disks, for example may be used as approprlate sources

of data to the system-300.

The components 305 to 313 of the computer module 301 typlcally commumcate viaan -
interconnected bus 304 and in a manner that results in a conventional mode of operatlon of the

computer system 300 known to those in the releyant art. For example, the processor 305 is

_ coupled to the system bus 304using a-connection 318. L_ikéwise, the memory 306 and"optical

disk'drive 312 are coupled to the system bus 304 by conhections 319. Examples of computers on

| - which the described axrangements can be practlsed include IBM- PC’s and compatlbles, Sun »

Sparcstations, Apple Mac™ or similar computer systems.

The method of venfymg authorisation of a transaction as described hereinbefore may be
implemented using the computer system 300 wherem the processes of Figs. 1 and 2 may be
implemented as one or more software apphcatlon programs 333 executable within the computer
system 300. In particular, the steps of the method of verifying an electronic transaction are -

‘effected by instructions 331 (see Fig. 3B) in the sofiware 333 that are carried out within the

, vcomputer system 300. The software ihstructions 331 may be formed as one or more code

modules, each for performing one or more partlcular tasks. The software may also be d1v1ded

into two separate parts, in which a ﬁrst part and the correspondmg code modules performs the |
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‘transaction verification methods and a second part and the correspondmg code modules manage
a user interface between the first part and the user. _

The software may be stored ina computer readable medlum 1nclud1ng the storage
dev1ces described below for example. The software is loaded into the computer system 300
from the computer readable medium, and then executed by the computer system 300. A
computer readable medium having such soﬁWare or computer program recorded on the computer
readable medium is a compute‘r program product. The use of the computer program product in
the computer system 300 preferably effects an advantag'eous apparat'us for veﬂfying electronic
transactions. = | | | .

The software 333 is typlcally stored in the HDD 310 or the memory 306 The soﬁware
is loaded into the computer system 300 from a computer readable medium, and executed by the
computer system 300. Thus for example, the software 333 may be stored on an optically
readable disk storage medlum (e.g., CD-ROM) 325 that is read by the optlcal disk drive 312, A

" computer readable medium havmg such soﬁware or computer program recorded on it is a

.computer program product. The use of the computer program product in the, cornputer

system 3()0 preferably effects an apparatus for verifying electronic transactions.
In some instances, the appllcatlon programs 333 may be supplied to the user encoded on

one_or_.more CD-ROMs 325 and read via the corresponding drive 312, or alternatively may be

- read by the user from the networks 320 or 322. Still further, the software can also be loaded into

the computer system 300 from other computer readable media. Computer readable storage media

refers to any storage medium that provides recorded instructions and/or data to the computer -

- system 300 for execution and/or processing. Examples of such storage media lnclude floppy
' drsks magnetlc tape, CD- ROM DVD, Blu-ray Disc, a hard disk drive, a ROM or mtegrated

cxrcult, USB memory, a magneto-optlcal drsk, or a computer readable card such as a PCMCIA

card and the like, whether or not such devices are internal or external of the computer

~ module 301. Examples of computer readable tranSmission media that may also participate in the )

. provision of software, application programs, instructions and/or data to the computer module 301

include radio or infra-red transmission channels as well as a network connection- to another’
computer or networked device, and the Interet or Intranets including e-mail transmissions and
information recorded on Websites and the like. ' '

The second part of the application programs 333 and the corresponding code modules

‘mentioned above may be executed to implement one or more graphical user interfaces (GUIs) to -

be rendered or otherwise represented upon the display 314. Through mampulatlon of typically -
the keyboard 302 and the mouse 303; a user of the computer system 300 and the application may

mampulate the interface in a functionally adaptable manner to provide controlling commands

- and/or input to the applications associated with the GUI(s).Other forms of functionally adaptable
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user interfaces may also be 1mplemented such as an audlo interface utilizing speech prompts

output via the loudspeakers 317 and user voice commands input via the microphone 380.

-Fig. 3B is a detailed schematic block diagram of the processor 305 and a “memory” 334. The -

memory 334. represents a logical aggregation of all the memory modules (i‘ncluding the

: HDD 309 and semiconductor memory 306) that can be accessed by the computer module 301 in
' Frg 3A.

'When the computer module 301 is 1mt1ally powered up, a power-on self-test (POST)

program 350 executes. ‘The POST program 350 is typically stored i in a ROM 349 of the

semiconductor memory 306 of Fig. 3A. A hardware dev1ce such as the ROM 349 stonng

soﬁware 1s sometimes referred to as ﬁrmware The POST program 350 examines hardware

_wrthm the computer module 301 to ensure proper functioning and typically checks the. |

- processor 305, the memo_ry 334 (309, 306), and a basic input-outp_ut systems software ,

(BIOS)module 351, also typically stored in the ROM 349, for correct operation. Once the 'P.OST-

) ‘prog'ram 350 has run successfully, the BIOS 351 activates the hard disk drive 310 of Fig. 3A.

Activation of the hard disk drive 310 causes a bootstrap loader program 352 that is resident on

the hard disk drive 310 to execute-via the processor 305. This loads an operating system 353 -
into the RAM memory 306, upon which the'operating syStem 353 commences operation. The

operating system:35_3 is a system Jevel application, executable by the processor 305, to fulfil

various high level functions, including processor management, memory management, device

' managemment, storage management, soﬂware application intcrface and generic user interface. .

The operatmg system 353 manages the memory 334 (309 306) to ensure that each

process or apphcatlon runnmg on the computer module 301 has suf’ﬁc1ent memory in which to

B execute w1thout colhdmg with memory allocated to another process. Furthermore the dlfferent
- types of memory available in the system 300 of Fig. 3A must be used properly so thateach
- process can run effectwely Accordingly, the aggregated memory 334 is not intended to 1llustrate

~ how partrcular segments of memory are allocated (unless otherwrsc stated), but rather to provide .

a general view of the memory accessible by the computer system 300 and how such is used

- As shown in Fig. 3B, the processor 305 includes a number of functional modules

_mcludmg a control unit 339, an arrthmetlc logic unit (ALU) 340, and a local or internal

memory 348, sometimes called a cache memory. The cache memiory 348 typically includes a

- number of storage registers 344- 346 in a register section. One or more internal busses 341
' functionally intercorinect these functional modules. The processor 305 typically also has one or

" more interfaces 342 for commumcatmg with extemal devices via the system bus 304, using a

connectlon 318. The memory 334 is coupled to the bus 304 usmg a connectlon 3 19.

The appllcatlon program 333 includes a sequence of instructions 331 that may mclude

-condrtronal branch and loop instructions. The program 333 may also include data 332 which i is
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used in execution of the program 333, The instructions 331 and the data 332 are stored in

) ‘memory locatlons 328, 329 330 and 335 336, 337, respectwely Depending upon the relative

size of the instructions 331 and the memory locatrons 328-330, a particular mstructlon may be
.stored in a single memory location as deplcted by the instryction shown in the memory
location 330. Altemately, an ihstruction may be segmented into a number of parts each of which-
.1s stored in a separate memory locatlon as deplcted by the instruction segments shown in the
memory locations 328 and 329. v _ ' '
In general the processor 305 is grven a set of 1nstruct10ns which are executed therem

| ~ The processor 1 105 waits for a subsequent input, to which the processor 305 reacts to

by executm_g another set of mstructr_ons. Each input may be provided from one or more of a |

number of s"ources including data generated by one or more of the input devices 302, 303 data

. received from an' external source across one of the networks 320 302 data retneved from one of

the storage devices 306 309 or data retrieved from a storage medium 325 mserted mto the
corresponding reader 31 2, all deplcted in Fig: 3A. The execution of a set of the instructions may B
'in some cases result in output of data. Execution may also mvolve stormg data or varrables to the

| memory 334. » '
. The disclosed transactron verification arrangements use mput variables 354 Wthh are -

stored in the memory 334 in correspondmg memory locatlons 355, 356, 357. The transaction-

- verlﬁcatlon arrangements produce output variables 361 which are stored in the memory 334 in

correspondmg memory locations 362, 363, 364 Intermediate variables 358 may be stored in
: _memory locatrons 359, 360 366 and 367.
~ Referring to the processor 305 of Fig. 3B the regrsters344 345, 346, the arithmetic
logic umt (ALU) 340 and the control unit 339 work together to perform sequences of mrcro-
'operatrons needed to perform “fetch decode and execute ' cycles for every mstructlon in the.
) mstructlon set making up the program 333. Each fetch, decode, and execute cycle compnses
_ (a) a fetch operatlon which fetches or reads an mstructron 331 from a memory
llocatlon 328, 329, 330; -
" (b)a decode operation in whrch the control umt 339 determmes Wthh mstructxon has
' been fetched and - o
' (c) an execute operation in which the control umt 339 and/or the ALU 340 execute the
mstructron ' ' ' ’

Thereaﬂer a further fetch, decode, and execute cycle for the next mstructlon may be -

- executed Srmllarly, a store cycle may be performed by which the control unit 339 stores or

writes a value to a memory location 332.
Each step or sub-process in the processes of Figs. 1 and 2is assocrated W1th one or more

ség'ments of the program 333 and 1s‘perforrned by the register section 344, 345, 347, the
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~ ALU 340, and the control unit 339 in the processor 305 working together to perform the fetch,

" decode, and execute cycles for every instruction in the instruction set for the noted segments of

the program 333.

The payer authentication processes described hereinbefore may also form part of a

larger process involving an electronic signature for execution of contracts or records, whereby

 the authentication process is attached to or logically associated with a contract or other record

and executed or adopted by a person with the intent to sign the record. The predetermined sum
may, for example: (i) form part of the monetary consideration associated with the contract, (ii) be -

a payment associated with the execution or lodgment of a contract or record, or iii) be a fee

- charged individually to any, some or all parties in a contract from a (third party) service proVider

who acts as an mdependent authentlcatlon provider of electronic sxgnatures In each case
successful application of the process serves as an attached or associated process for

authentlcatxon of each partys electronic sxgnature in relatlon to the contract or record.

v' Generation of the plurality of charges (which total the'prede'tennined amount) also acts
asa system for dynamically generating one time keys which must be provided by the cardholder '
as a response to a challenge issued by the verification agent in order to authenticate that specific i

transaction. To access the value of the dynamic keys, the cardholder typically needs to access

their existing internet or telephone banking systems and look up and return the value of the keys. :

The methods and systems described hereinb_efore may advantageously be practised o_rl a

| per-'tran‘saction basis. Unlike other existing Systems pre-registration of users (e. g., customers or

purchasers) is not necessary, which substantlally 1ncreases convenience to users. Furthermore
_ﬁnanc1al mstrument and/or user details are not requlred to be stored by an 1ntermed1ary, wh1ch

advantageously adds to secunty

~ The embodiments described hereinbefore 1nvolve debiting as opposed to-crediting of a
ﬁnanc1a1 instrument. This is advantageous in that financial instruments such as credit and debit
cards are debited substantially instantaneously. Crediting of such financial mstrurnents, on the

other hand, generally involves longer timeframes due to clearance ch'eck's, etc., and is thus much

* slower and not as flexible or convenient. According to the embodiments described h‘ereinbefore,

verification can advantageously be provided substantially instantly after receipt of a user or

- purchaser request.
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' The embodiments described hereinbefore involve actual payment transactions to a
merchant for good or servwes rather than dummy initial, pre-authorisation transactions. Such
-dummy transactlons may 1mpact a purchaser’s desire to subsequently revisit the merchant and
con_clud_e a transaction, and may also be llmltmg in terms of miti gating fraud. For example, a
financial instrument may be pre-authorised by use of a dummy transaction, subsequently lost or
stolen, yet still appear as authorised for use until withdrawn by the relevant ﬁnancial institution.
The period between loss and w1thdrawal is typlcally the period-in which fraud occurs, which

makes the pre authonsatlon less desirable than if it had not been relied upon.

The embodiments d'escri‘be_d hereinbefore adv‘antageouély use data or lnformation '

~ relating to or contained within the transaction to verify the authenticity of the transaction. This

data or information i is known only to the authorised holder of the relevant ﬁnanc1a1 1instrument

and the financial mstrument holder’s ﬁnanc1al institution.

In certain embodlments, the methods and systems descnbed herein may be. 1mplemented_

for each and every transaction initiated on a case—by-case or a merchant-by-merchant basis.

~ In certain embodiments, the methods and systems described h_erein may be implemented
following a set of risk criteria being identified, irrespective of whether the method cr system has
previously been implemented for the particular financial instrument. The risk criteria may, for

example be determined by the merchant and/or the payment gateway Such criteria may, for

example, include: the product/s or service/s being purchased as part of a transaction ldentlﬁed as

‘being high risk, the_pr_oduct/s or service/s being purchased belng over a monetary threshold

~ value, the purchaser’s request originating from a IP address outside the range norrnally

associated w1th the ﬁnancral instrument or from a financial lnstrument that has been used to

‘make a high frequency of purchases recently, or otherwise.

Some advantages of one or more e’mbodiments described hereinbefore include:
(i) Full details of the financial instrument itself (e.g., credit card numb.er‘ and/or
| purchaser’s details) do not need to be passed to the verification agent, as the
veriﬁcati'on agent verifies each unique'transaction ona case-by-case basis (i.e., the
transactlon is assrgned a unique identifier that does not necessanly correspond to |
. any detalls concemmg the ﬁnanc1a1 instrument, payment gateway, or merchant)
| Knowledge « of the actual financial instrument details is not necessary to perform

~ verification.
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(i)
(iii)

)

NG

(vi)-

| (vii)

(viii)

(ix),

()

The verification agent is not susceptible to loss of sensitive data if hacked, as
complete financial instrument and/or user details are not stored by the verification
agent. ' | )

In certain embodiments, transfer of funds from the purchaser’s financial instrument

‘to the merchant is initiated immediately and verification of authorisation can be

performed almost instantly or shortly after the funds transfer is requested.

In certain embodiments where the verification is viaa ﬁnancial institution or card
scheme network usmg a verification agent, the merchant receives authorisation for
the transaction that has been subjected to verification from the | payment gateway.

The verification agent is thus transparent to the merchant as ex1st1ng processes

- continue to be utilised. Commencement of funds clearing and settlement-by the
financial institutions may be deferred until such time as the purchaser

-authentication is completed, thus providing advantages to the ﬁnanc_ial institution.

This also has the benefit of minimal, if any, changes to intercommunications
between the merchant and the payment gateway for the purpose of processing '
transactions. ’ .

The purchaser does not have to comp]ete prior to an actual transaction, any.
initialisation processes, intermediate or thrrd party sign up/account creation,

advance authorisation or other processes not directly associated with the purchase.

Dependent vup‘on the implementation chosen, the merchant does not have to

complete any intermediate or third party sign up/account creation, or deal with any

financial institutions, payment gateways and/or card scheme networks other than

those it already deals with.

Verification of authorisation can be performed on a case-by-case basis, mcludlng

“and up to the case of each and every transactlon

Where a card or other financial instrument operates ina currency that differs from

the currency used by a merchant, there is no need to know the actual exchange rate

‘between the financial instrument currency and the merchant’s currency.

The sum of the individual amounts of money charged to the financial mst_rument
nominated by the purchaser equals the total of the actual transaction as initiated by

the purchaser without the need for separate transactlons to provrde ‘balancmg

~ credits or charges :

Confirmation of the plurality of charges and random amounts Vcharged (the sum of

which equals the predetermined amount) provides a high level of conﬁdence

- against fraud.
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(xiv) |

Devices, electronically routable addresses or electronic files used or submitted as

 part of the verification process may also be linked to the successful purchaser

authentiCation and used to identify the customer for subsequent applications or link

either combination of the custorner’s‘ real world name, customer identiﬁer device

 serial number, electromcally routable addresses, files; financial instrument and the

transaction to each other. »

Devices, electronically routable addresses, serial numbers, MAC addresseé‘, IMEI
numbers, etc., | may be captured for later use as evidence in chargeback dispute
situations on a transactlonal basrs and may be optronally linked to the payer for
future reference.

Unlike pre-assngned static PIN codes logically attached to a financial 1nstrument

such as Visa’s 3D Secure1rM or Mastercard’s SecureCodeTM the generation of the

_ plurahty of charges act as one time dynamlcally generated code associated with a

specified transaction -o‘nly'. This is advantageous as a static PIN is not stored

centra_lly, with snch-static PIN subject to hacking and unauthorised use, and, by

- virtue of the plurality of charges‘ acting as one time codes, each transaction has its

own unique authorisation characteristic' This affords security which is orders of
magmtude more difficult to break by hackmg methods than hacklng ofa

conventional PIN. It also does not suffer from the security concerns assocrated w1th :

- storage of card detalls'alongs1de a PIN in server systems, and the catastrophic

consequences of card number and PIN being used by unauthorised parties.

The timing and optlonally the IP address of the customer accessing the plurality of

' charges via their existing internet banking can be. recorded by the financial

 institution, and, compared to the timing and optionally the IP address of the

response to the verification agent, provrde further evidence of authonsatron by the

: cardholder

INDUSTRIAL APPLICABILITY

The arrangements descnbed are apphcable to the cornputer and data processing

1ndustr1es and particularly for processmg and verifying electronic transactions.

“The foregoing description provides exemplary embodiments only, and is not mtended to 11m1t the

~ scope, applicability or configurations of the present invention. Rather, the descnptxon of the

-exemplary embodiments provides those skilled in the art with enablmg descriptions for

vlmplementlng embodlments of the invention. Various changes may be made in the function and

'_arrangement of elements thhout departmg from the spmt and scope. of the invention as set forth

~in the clalms heremaﬁer
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Where specific features, elements and steps referred to herein have known equivalents
in the art to which the invention relates, such known equivalents are deemed to be mcorporated
herein as if individually set forth. Furthermore features, elements and steps referred toor =

s described in relation to one particular embodlment of the 1nvent10n may form part of any of the

other embodiments unless stated to the contrary

(Australia Only) In the context of this speciﬁcation, the word “comprising” means
“including principally but not necessarily solely” or “having” or “including”, and not “consisting
10 only of”. Variations of the Wo‘rd"'cor‘nprising", such as “comprise” and “comprises” have

correspondingly varied meanings. -
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CLAIMS:

1.~ A computer-implemented method for verifying authorisation ofa transaction, said
method cornpn'sing the steps of: | | o _

receiving a request to process an electronic transaction for a predetermined amount of
money, said request comprising data identifying a i)’articular financial instrument; - '

- dividing the predetermined amount into a plurahty of charges

causmg said ﬁnan01al instrument to be debxted with each of said plurahty of charges

receiving information relating to said plurality of charges from the ori ginator of said

venfymg sald transactlon only 1f said 1nformat10n is corréct.

20 The computer-rmplemented method of claim 1, wherem the sum of sald plurahty of

charges is equal to said predetermmed amount of money

3. The computer-lmplemented method of claim 1, wherem sald plurality of charges

' compnses two charges

- 4 The computer-‘i_mplemented met_hod"of claim l,_where'in said financial inst_rnm‘entv_

comprises a credit card.

5. "The computer-lmplemented method of claim 1, wherem sald ﬁnanc1al mstrurnent
comprises one of the group of ﬁnancwl 1nstruments consisting of:
acredit card;
~a-debit card;‘-
a charge card;
astore cardv' ,
 adirect debit fac1hty, and

a bank account..

6.. - The computer-lmplemented method of claim 1, wherem said mformatlon comprises the -

amount of each of said plurahty of charges

| . The computer-implemented method of clalm 1, wherem said information comprlses the

'number of said plurahty of charges
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"8 A computer system for venfymg authonsatron of a transaction, sard computer system

a memory for storing data and program instructions; and

at least one processor coupled to said memory, said at least one processor programmed
to: | o
_ receive a reouest to process an electronic transaction for a predetermined amount of
‘money, said request compnsmg data identifying a partlcu]ar financial instrument;

drvrde the predetermined amount into a plurality of charges;

cause said financial instrument to be deblted with each of sa1d plurality of charges;
receive mformatlon relating to said plurality of charges from the originator of said request and

verify said transactron only if said information is correct

9.  The computer systern according to claim 8, wherein the sum of said plurality of charges

' is equal to said predetermined amount of money.

10. The computer system of claim 8, wherein said plurality of charges comprises two -
‘chargés. ' '
'11. - The computer system of claim 8, wherein said financial instrument comprises a credit
card. - ' " ' ' | ‘
12, The computer system of claim 8, wherein said financial instrument comprises one ofthe

group of financial instruments consisting of*
a credit card,
a debit card;
a charge card;
_a store card;
a direct debit facility; and
a bank account..

13. The computer system of claim 8 wherein said at least one processor is programmed to

conﬁrm the amount of each of sard plurahty of charges

14. “The computer system of claim 8, wherem sald at least one processor is programmed to

conﬁrm the number of. sa1d plurahty of charges
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' 15. 7 A computer progrém product comprising a computer readable medium comprising a -

computer program recorded therein for verifying authorisation of a transaction, said computer
program product comprising: ‘ ' ' '

computer program code means for receiving a request to process an electronic

~ trdnsaction for a predeter-mmed amount of money, said request comprising data identifying a

particular financial instrument; _

' computer program code means for dividing the predetermmed amount into a plurahty of
charges; - ‘ ,
_computer program code means for causing said ﬁnancial instrument to be debited with
each of said plurality of charges; ‘ ' '

computer program code means for recelvmg mfonnatlon relating to sard plurality of
'charges from the originator of said request and ‘
computer program code means for venfying said transaction only if said informat_ionvis

correct.

16. The computer program product accordmg to clarm 15, further comprlsmg computer -

program ¢ode means for determmmg said plurahty of charges such that the sum of said plurallty

- of charges is equal to sald predetermmed amount of money

17. The computer program product according to clalm 15, wherem sa1d plurahty of charges

compnses two charges

18.  The computer program product according to claim 15, wherein said financial instrument

comprises a credit card.

]9 © The computer. program product according to claim 15, wherein said financial instrument
comprises one of the group of financial instruments cons1st1ng of: |
~ acredit card
a debit card;
a charge card,
-a'storecard;
a direct debit facility; and

a _barik account..



20

1125

30

35

WO 2011/120098 PCT/AU2011/000377

20. The computer program product according to claim 15, wherein said information

" comprises conﬁrmation of the amount of each of said plurality of charges.

21. The computer program product according to claim 15, wherein sald 1nformat10n

comprlses conﬁrrnatlon of the number of said charges .

22, The method of claim 1, comprising the further steps of:

storing said plurality of charges and
~ comparing said information received from the originator of said request to said stored
plurahty of charges to determme whether sa1d information received from the ongrnator of said

request is correct.

23, The computer system of claim 8, wherein said at least one processor is further
programmed to: | | o
store said plurahty of charges; and
| compare said mformatwn recerved from the originator of said request to sard stored .
plurahty of charges to determme whether said mformatlon recerved ﬁom the orrgmator of sald'

request is correct.

24, The computer prograrn' product according to claim 15, further comprising;

- computer program code'means'for storing said plu'rality of charges; and
computer program code means for comparing sald information recerved from the

ori gmator of said request to sald stored plurality of charges to determine whether said

mformatron received from the originator of said request is correct.

25, A computer-implemerrted method for verifying transactions, said method comprising'
the steps of: _ o

. receiving a request to verlfy an electronic transaction for a predetermmed amount of
money, _ '
i dividing said predetermined amount into a plurality of charges;

providing said plurality of charges to facrhtate debiting of said financial instrument with

"~ each of said plurahty of charges

: receiving information relatmg to said plurahty of charges said information orrglnatmg
from a user of said ﬁnancral instrument after sard plurality of charges has been deblted to said
ﬁnancral instrument; and

verifying sard transactlon only if said recerved information is correct.
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26. . The computer-lmplemented method of claim 25, wherein the sum of said plurallty of

charges is équal to said predetermined amount of money.

- 27.. The computer 1mplemented method of claim 25, wherein said plurahty of charges

comprlses two charges.

28. The computer-implemented method of claim 25, wherein said financial instrument
comprises one of the group consisting of: o
| a credit card; -
a debit card,
~a charge card;
a store card; |
a bank account; an__d.

a direct debit account facility.

29. The computer-implemented method of claim 25 , Wherein said information relating to said
plurality of chérge_s comprises one or more of the group consiSting of:
the amount of each of said plurality of charges; and

the number of said pluraiity of charges.

30. The computer-lmp]emented method of claim 25, compnsmg the further steps of
. stormg information relating to ‘said p]urallty of charges; and |

comparing sald recelved information to said stored 1nformat10n

31, The COmputer-implemented method of claim 25, wherein the party performing the

30

35

comiputer-implemented method is_proyided with insufficient information to enable iden;tiﬁdeation

of said financial instrument.

32. - The computer-implemented method of claim 25, comprising the further step of storing a

currency exchange rate associated with said transaction.

33. ' A computer system for venfymg transactlons said computer system compnsmg
a memory for storing data and program 1nstruct10ns and . '

at least one processor coupled to said memory, said at least one processor programmed

to:
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receive a request to verify an electronic transaction for a predetermined amount of

* money;

‘ d1v1de said predetermmed amount into a plurahty of charges
provrde said plurality of charges to facilitate debiting of said ﬁnancral instrument with
each of said p]urahty of charges ‘
_ recerve information relatlng to sa1d plurallty of charges, sald information orrgmatmg
from a user of said financial 1nstrument after said plura]rty of charges has been debited to sa1d
ﬁnancral instrument; and .

verify said transaction only if said received information is correct. -

34, The computer system of claim 33, wherem the sum of said plurality of charges is equal

to sard predetermmed amount of money.

35.  The computer system of claim 33, wherein said plurality of charges comprises two -
charges. '
36. The computer system of clarm 33, wherem said fmancral mstrument compnses one of

the group consrstmg of:
. a credrt card;
" a debit card;
 a charge card;
a store card;
abank account; and |

a direct debit account'_facility.'

37 The'comphter system of claim 33, wherein said ihfonnation relating to said plurality of

charges compnses one or more of the group consrstmg of:
the amount of each of said plurality of charges and

the number of said p_lurahty of charges.

38.  The computer system of claim 33, wherein said at least one processor is further
programmed to: _ |
store 1nforrnat10n relatmg to said plurahty of charges; and

compare sard recerved information to said stored lnformatron
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39. The computer system of claim 33, wherein the party performing the computer-

. ~1mplemented method is provrded w1th insufficient information to enable 1dent1ﬁcat10n of sald

L2
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financial »mst_r_umen.t. :

4.0. The computer system of clarm 33, wherein said at least ONE Processor is further

,programmed to store a currency exchange rate assocrated with said transactron

41, A computer program product comprising a.computer readable medium comprising. a

computer program recorded therein for verlfymg transactions, said computer program product

compnsmg

computer program code means for recelvmg a request to verrfy an electromc transactlon

' for a predetermmed amount of - money,

computer program code means for drvrdmg said predetermmed amount into a pluralrty '
of charges '

computer program code means for provrdrng said plurahty of charges to facilitate

: debltmg of said financial mstrument with each of said plurahty of charges

computer program code means for receiving information relating to sard pluralrty of

.charges, said information ongmatrng from a user of said ﬁnancral instrument after said plurahty

' of charges has been debited to said ﬁnancral mstrument and

computer program code means for verrfymg sard transactron only 1f sard recerved

1nformat10n is correct

4. The computer program product of claim 41 wherem the sum of sa1d pluralrty of charges

‘is equal to said predetermrned amount of money.

43 The computer program product of clarm 41 wherein said plurallty of charges compnses |
: -two charges ' ' '
_ 44, _ The computer program product of clarm 41, wherem sa1d ﬁnancral mstrument

comprises one of the group consrstmg of
a credit card,_ o
" a debit card; -
| a _charg_e‘card;
a store card;

a ‘bank_ account; and
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- a direct debit account facility.

45." The computer program product of clarm 41, wherem said mformatxon relatmg to sald :
plurality of charges compnses one or more of the group consrstmg of:
- the amount of each- of said plurality of charges; and

the number of said plurality of charges.

46. T’he computer program product of claim 41, further comprising:

computer pro gram code means for storing 1nformat10n relatmg to said plurahty of

charges and

computer program code means for comparing said received information to said stored

information.

" 47..  The compu_ter program product of:claim 41, wherein the party performing the computer-

| implemented method is provided with insufficient information to enable identification of said

financial instrument.

48. “The computer program product of clalm 41, further comprising computer program code ,

means for stormg a currency exchange raté associated with said transactlon

49. The computer-lmplemented method of claim 1 or claim 25, wherem said recelved
information comprlses a p]urallty of values each modified by a smgle currency exchange rate,
and sald method compnses the further steps of: '

convemng each of said plurality of charges to a respective charge ratio by leldll’lg each

~ of said plurality of charges by the predetermined amount;

stormg each of said charge ratios;

converting each of said received plurality of values to a respective value ratio by

| 'dividing each of said plurality of valués by the sum of said plurality of values

comparing each of said value ratios to said stored charge ratlos and
- verifying said transaction if each of said value ratios matches a respective stored charge

ratlo within a predeﬁned margm of error.

50, The computer system of claim 8 or claim 33, wherein said received information

comprises a plurality of values each r_nodiﬁed by a single currericy'e'xc_hange rate, and said at

least one processor is further programmed to:
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convert each of said plurality of charges to a respective charge ratio by dividing each of

" said plurality of charges by the predetermined amount;

store each of said charge ratios;

convert each of said received plurality of values to a respective value ratio by dividing .

- each of said pluralrty of values by the sum of said plurality of values;

compare each of said value rat1os to said stored charge ratios; and
verify said transactlon if each of sald value ratios matches a respectlve stored charge- -

ratio w1th1n a predeﬁned margm of error.

»S'I . The computer program product accordlng to claim 15 or claim 41, wherein said
received information comprises a plurality of values each modiﬁed' by a single currency
exchange rate, and said computer program product further compnses

‘ computer program-code means for oonvertmg each of said plurallty of charges to a |
Irespectrve charge ratio by d1v1dmg each of said p]urallty of charges by the predetermined
amount; _
' computer program code means for storing each of sald charge ratios;

computer program code means for convertmg each of said received. plurality of values

. to arespective value ratlo by dividing each of said plurahty of values by the sum of sald pluralrty

25

of values; v »
oomputer prograrn code means. for comparing each of said value ratios to said stored
charge ratlos and ' : -

computer program code means for verlfymg said transactlon if each of said value ratios

" matches a respective stored charge ratio within a predeﬁned margin of error.



